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jadx T & 1.3
jadxBEZARFE 1.4
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EEALE 1.6.2
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e jadx
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= skylot/jadx: Dex to Java decompiler
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 jadx ™ jadx-147  bin
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crifan_self 2022 B LICENSE
IR M apktool 2022 I NoTICE

o ™ jadx-1.0.0 REESEEE

201 ™ jadx-13.3

8 AXMLPrinter2 B jadx-13.3.2ip

RE B fanshedashi M jadx-1.4.4

X B jadx-1.4.4.zip
2019

m CFR 2020

8 dex-tools ™ jadx-1.2.0

M dumpDex B jadx-1.2.0.zip

8 FDex

™ jd-gui e
iy = luyten e 2023% 4A20H 16102
ae M Procyon MWjjedxc0:8.0 20234 4820 16:02
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n JF HERZ ABIEGUIIRAE jadx-gui BFRA jadx , JFRAEREET
= jadx#9guiki
n ki


https://book.crifan.org/books/android_reverse_dev/website/
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> Eubb
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code

£ android
> B androidx
2 ba

£ adcolony
2 adjust. sdk
£ al
£x android
£ anythink

ex

> £x apm. insight

tx applovin

£ blankj.utilcode

2 bumptech. glide

£ bykv. p388vk. openvk
£x bytedance

tn chartboost

» ©= chartboost_helium. sdk

o ex
o fa
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£ com. bytedance. overseas. sk

p.wallpaper
cebook
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> £x iab.omid. library
o b inmobi
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 ©n pBATw. thsz

info

&, HomeEntry.

. & 120072
f, broadcastCode int
%, iBinder TBinder
%, instruParcel Parcel
%, instrumentationCode int
f, myParcel HoneParcel
7, receiverParcel Parcel
%, serviceCode int
f, serviceParcel Parcel
, HomeEnt ry (HomeParcel) void
“n, doDaemon() void
‘, getTransactCode(String, String) int
“, initParcels() void
m main(String[]) void
“, startBroadcast() void
‘m startInstrumentation() void
“m, startService() void
&, HomeParcel

File View Mavigation Help

Code  Smali  Simple

*360Wallpaper_1.0.4_apkcombo.com - jadx-gui

jomeEntry
package com.p647w. thsz. info;

import android. content. ComponentNane;
inport android. conten
import android. os.Build;

inport android.os.I6inder;
import android.os.Parcel;
inport android. os.Process:
import android. text. TextUtils;
import androidx.annotation. Keep;
import com. p647u. thsz. InsideUse;
inport java. lang. reflect.Field;
inport java.lang. reflect.Method;
import p755mL. Operator;

inport p838t6.ReftHelper;

Keep
/# renamed from: com.w. thsz. info. HGHEEREEY +/
7+ loaded from: classesd.dex +/
public class HomeEnt
public int broadcastCode;
public IBinder iBinder;
public Parcel instruParcel;
public int instrumentationCode;

public HomeParcel myParcel; OLO AR
public Parcel receiverparcel;
public int serviceCode;
public Parcel serviceParcel;
b juax
/% renaned from: com.w.thsz. info. HeREERERYSa +/
7% loaded fron: classesd.dex ;
public class C12007a extends Thread { Dex o Java decompiler
jad version: 147
/% renaned fron: n +/
public final int f44412n; Java VYN Opent DK 64-BitServer YN

public C12007a(int i) { Java version: 17.0.7

2 this. 444120 =
3

@Override // java.lang.Thread, java.lang.Runnabl

public final void run() {

1 setPriority(10);
2 Process. setThreadPriority(-20) ;
try {
3 TnsideUse. thd (HomeEntry. this.myParcel.pathArr [this.f44412n]);
) {

} cateh (Exception unused
i

4 HomEENtry. this. startInstrunentation();
5 HoneEntry. this. startService();
6 HoneEntry. this. startBroadcast ();
7 Process.killProcess(Process.myPid());
}
public HomeEntry (HoneParcel homeParcel) {
2 this.nyParcel = homeParcel;
X

Fallback [ Split view

JADX memory usage: 120 GB of 44,81 GB

=Rls@lralos

22 jadw-core-0.5.1.jar
= Jadx
- ani

- CodePosition

@ & pefadtiaduargs

A Dadwties

3 JadwDecompier

5 & Javaciass

b f e Classhiods

decampder : 1
o fields : List

JawaClass(Casshiode, ladhDenom

@ jace.apl JndsDecompier 3¢ | © jedx.emiJevaCless 3¢

T HECORpEIIET G E

113

return this,cls. getCode( ). getdnnotations();

=] private void load{) |

Iterator i%;

] int inClsCount = this.cls.getInnerClasses().size();
7@ if (inClsCount != &) {
71 List<lavaClass> list = mew Arraylist(inClsCount);
72 i% = this.cls.getlnnerClasses().iterator();

while (if.hasHext()) {
72 Classhode inner = (Classhode) i%.next();
3 if {!inner.contains(AFlag.DONT_GENERATE)) {
7a JavaClass javaClass = new JavaClass(inner, this);
7S javatlass. Load();
Y list.add(javaClass);

" H
72 this.innerClasses = Collections.unmedifisbleList(list);
§2 int fieldsCount - this.cls.getFields().size();
a3 if (fieldeCount != 8) {
& List<lavafield: flds - new Arraylist(fieldsCount);
a5 i% = this.cls.getFields(}).iterator();

while {i%. hasHext(}) {
85 Elelénode £ ~ (Fleldwode) 13.mext();
) if (!f.contains(AFlag.DONT_GENERATE)) {
87 Flds, add(new JavaField(, this));

o}
28 this.fields = Collections.unmodifiablelist(flds);
a3 t methodsCount = this.cls.getMethods().size();

1|
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jadx &

e Mjadx#releaseTiE, A NHIIRFTARAY jadx
o tbuM:
s jadx-1.2.0.zip
o 8%l jadx-1.2.0.zip , fREREHN bin BRHE:

]
jadx-0.9.0 > bin > jadx
" jadx-0.9.0.zip lib »
jadx-1.0.0 > LICENSE = jadx-gui.bat
P jadx-1.0.0.zip NOTICE s jadx.bat
jadx-1.2.0 > README.md
P jadx-1.2.0.zip
jadx
Unix ATHA{T4 -7 KB
I
SIRETE 2020/11/14
- fEEETE 2020/1114

= XFiER
» RATARA=IRA:  jadx-cli
m  Mac / Linux B9 jadx
= win B9 jadx.bat
» HEFAENGUIRRA
. X
= Mac / Linux B9 jadx-gui
= win A9 jadx-gui.bat
» J5BA
» WEHBENRIETT
» AMAREERBEFENABE, tXHSERREIFENAE

PN (S Mjadx R GRHAIE, AU
. BT jadx

o HIESERD
o EWAE: jadx-gui

o BERBENER, BSHAE

crifan.org, {EAZE24.0EFR(CC BY 4.0)11% & %5 all right reserved, powered by Gitbookax 5 E#:
2023-09-12 20:56:54


https://github.com/skylot/jadx/releases
https://github.com/skylot/jadx/releases/download/v1.2.0/jadx-1.2.0.zip
https://creativecommons.org/licenses/by/4.0/deed.zh

o WRYT: jadx
o KME apk
» IBE
jadx output_folder your_apk_file.apk
n 255
jadx/jadx-0.9.0/bin/jadx from_jadx_command xiaohuasheng-vi.5.apk
jadx/jadx-0.9.0/bin/jadx exported_java_src mafengwo_ziyouxing.apk
o LI dex

» iEBE

jadx output_folder your_dex_file.dex

w245

jadx-0.9.0/bin/jadx some_dex_file.dex

jadx-1.0.0/bin/jadx com.ishowedu.child.peiyin8392664.dex com.ishowedu.chi

1ld.peiyin8392664_java

Kl
GUI: jadx-gui
FRA: Wi bin/jadx-gui , BIRIFTHFRE

H jadx-qui SHEEFE

Xt -> ZEMREF

i
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jadx-gui - xiaohuasheng-v1.5. apk

m@ SH IR #.‘Bﬂ

® @”‘E{:‘i‘:i’_

B B7FH Gradle IR

RT3
TRl
X B

¥y ry¥ Y Y TyFwy

BIRT T EE:

EMER:
RS

sources

-l-"_l

ned.rss.expande:

idf41

p 207417 .decode
1df417 . detect
1df417 . encode
jrcod
jrcode. decode

AP

B com.google.zxing.qrcode.detect:t
1 com.google.zxing.qrcode.encode

B com.huili. jeremyfeinstein.sliding
B8 com.huili.jeremyfeinstein.sliding

sagcom. huili.readingclu

/8 com.huili.readingclub.activit

resources

o HARY sources , Ml xtt -> BEAcradleliB FASHIKEE—HEN

EF S
M save_allv1.5

>

Bl xiachuashe...adle_project »

$X
Bl sources
B resources

Efappil =B B RS :

= F

META-INF

lib

bin
ic_launcher-web.png
proguard-project.txt
libs
project.properties
assets

org

classes.dex

res
AndroidManifest.xml

ey
A
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K
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1
|
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values
drawable-xxhdpi
drawable-xhdpi
drawable-mdpi
drawable-hdpi
values-xxhdpi-vd4
values-xhdpi-vé4
values-w820dp-v13
values-v11
values-sw
values-mdpi-v4
values-ldpi-v4

values- +z0><‘4[l
values-1280x800
xml

layout
drawable




5%

B save_allv1.6

Bl xiachuashe...adle_project »

5%

sources

resources

p018uk
org

net
p016io
p015de
com
p003cn
android

p014uu
ultrapower

a_monster
n 3
mobeta
mob

lidroid
huili
google

| facebook
Bl amap

EFS

Bl readingclub
B jeremyfeinstein
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jadxMapkSHijava

LEAbFE jadx TH, EiEM apk ®Fid java JERES

&

T# jadx :
Mskylot/jadx: Dex to Java decompilerfreleases Tl E FaigHhRAS, tbijadx-0.9.0.zip
fRERE:

e bin/jadx @ @LITARAS
o bin/jadx.bat : WindowshR

e bin/jadx-gui : HEFFEAIKRA
o bin/jadx-gui.bat : WindowshR

jadx output_folder your_apk_file.apk

21

jadx/jadx-0.9.0/bin/jadx from_jadx_command xiaohuasheng-vi.5.apk
jadx/jadx-0.9.0/bin/jadx exported_java_src mafengwo_ziyouxing.apk

jadx LiftFileManager-FileClean_1.3.1_Apkpure.apk
jadx 360Wallpaper_1.0.4_apkcombo.com.apk

o 25451
+ input jadx 360Wallpaper_1.0.4_apkcombo.com.apk

INFO - loading
INFO - processing
ERROR - finished with errors, count:

jadx guiEfZ 5 HAR
THEM jadx-gui (BB Jadxeul )NHIEREEE.
3 F b 4bv 51X FE A N EAYapk:


https://github.com/skylot/jadx
https://github.com/skylot/jadx/releases
https://github.com/skylot/jadx/releases/download/v0.9.0/jadx-0.9.0.zip

B apk xiaohuasheng-v1.5.jobf

B xiachuasheng > xiaohuashe...-v3.6.9.jobf

B debug > xiachuashe...-v3.4.8.jobf

B data 4 ¥ xiaohuasheng-v3.4.8.apk
? xiaohuasheng-v1.5.apk
% xiaohuasheng-v3.6.9.apk

2019/3/14 10:41
2019/3/14 10:41

jadx (LEAMEEIRZ jadx-gui ) ITHE:

i jadx-0.9.0 i bin »  #y JadxGUlLapp
B jadx-0.9.0.zip m b » B JadxGUlsh
B LICENSE jadx
B noTICE jadx-gui
B README.md B jadx-gui.bat
b iadx.bat

Last login: Sat Apr 27 12:33:23 on ttys@l3
fUsers/crifan/dev/dev_tool/android/reverse_engineering/jadx/jadx-0.9.@/bin/jadx—
gui ; exit;

~ fUsers/crifan/dev/dev_tool/android/reverse_engineering/jadx/jadx-8.9.0/bin/
jadx-gui ; exit;
INFO - output directory: xiaohuasheng-v1.5
INFO - loading ...

[ IO jadx-gui - xiaohuasheng-v1.5.apk
¥ B S IR #EB

SETHEE: AR

J xiaohuasheng-v1.5
000
# android.supp
# com
# net.tsz.afin
f# org. jsoup
# po03cn
# pO15de
1 p@l6io.rong
1 p018uk.p019c
& 0pao
APK signature
ao

JADX memory usage: 0.36 GB of 4.00 GB

A ABERRES:



[ IO ] jadx-gui - xiachuasheng-v1.5.apk
Xt #ME S IA %5

B@:&gla  (AlQ](Clol & (L

23 xiaohuasheng-v1.5.ap
v @000

» f android.suppori

v & com

» £ amap.api.locatiol

f# aps
# facebook.rebount
f# google
# huili
» f jeremyfeinstein.sl
v f## readingclut

» 8 activity
1 adapter
f# config
# fragment
& jpush
# network
# service
#utils
f# widget
B wxapl
® BuildConfic
© C0471R
® ConversationActi
® ConversationList
® Manifest
[€lMyApplicatio
® NameObject
® Xbialog
® XDpialog2
® XLocationManagei
# lidroid.xutils
f# loopj.android.htt)
£# mhh
# mob
## mobeta.android.dsl
## nostral3.universalim
f# p0l4uu. lik

M caa manctar

® com.huili.readingclub.Manifest 3

4vYYYyY

Y 7 Y VF Y Y Y Y Y Y Y Y Y Y YYTYTYY

rFrYyYvvy vy vy vy vyy

JADX memory usage: 043 GB cf 400 GB
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jadx-gui - xiaohuasheng-v1.5.apk

F17%...
8 EHMRF 5

f: 2775 Gradle IE ~E 441

RT3 p 2dT417.
o =R
KR

# com
# com
# com
# com

. build.gradle

M src

-~
Da ~-

L

& | (= =/ | &

ned.rss.expande:

1df417

jrcod

jrcode.
.google.zxing.qrcode.
.google.zxing.qrcode.

decode

.detectc
~{:p df417.

encode

decode
detectr
encode

Jhuili. jeremyfeinstein.sliding
Jhuili. jeremyfeinstein.sliding
gedcom.huili.readingclu
B8 com.huili.readingclub.activit

B8 com.huili.readingclub.activity.ba
B8 com.huili.readingclub.activity.ta
B com.huili.readinaclub.activitv.ta

FIEIESdeele =AM E R

M java B p018uk
B META-INF k B org
M lib . net
B bin > B pO16io
ic_launcher-web.png 5
. proguard-project.txt
Bl p003cn
.properties Bl android

B classes.dex
. res
. AndroidManifest.xml|

FAVSCodeiTF/RENAI %] (% EiARIappXI AL S524ERY) UFD:

B mhh

M aps

M zcw

B wsh

B p014duu
B ultrapower
B sina

Bl sea_monster
Bl nostral3
B mobeta
B mob

Ml loopj

B lidroid

M hwili

M amap
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jadxMdexSHjava

jadx BIIAEIZEM dex & java JBHG:
A EBESEHRKABHNE R, EAdexXEHESH, WA AEIZIET:
o IBE=MT

jadx dex_file.dex output_folder

o Z5F
jadx-0.9.0/bin/jadx dex_file.dex

jadx/jadx-1.0.0/bin/jadx com.ishowedu.child.peiyin8392664.dex
hild.peiyin8392664_java

o HiH
o BNRIE#MEBIFABEIZSBERT, WA
= resources
= sources
» BIREAREG
o HUREXRETEN

&4

com,ishowedu.c

from_v3.4.8_dex /Users/crifan/dev/dev_tool/android/reverse_engineering/jadx/jadx-0.9.0/

bin/jadx
ub8825612.dex

FERBH#IR
WARN - Found references to unknown classes

ERROR - G errors occurred following nodes:
ERROR -

/. ./ /. ./ /xiaohuasheng/app_hook_dump_dex/FDex2/v3.4.8/com.huili.readingcl

Method: android.support.vé4.provider.FontsContractCompat.getFontFromProvider a

ndroid.content.Context, android.support.vé4.provider.FontRequest, java.lang.String, andr
oid.os.CancellationSignal :android.support.vé4.provider.FontsContractCompat

ERROR - Method: cn.addapp.pickers.util.LogUtils.getTraceElement

ERROR - Method: cn.jiguang.a.a.b.c.a android.os.Message :void

ERROR - Method: cn.jiguang.d.b.f.a int ) :boolean

ERROR - Method: cn.jiguang.d.d.m.a android.content.Context, boolean :java.util.List j
ava.io.File

ERROR - Method: cn.jiguang.g.e.ajava.lang.String, java.util.Map :cn.jiguang.g.e
WARN - warnings nodes

ERROR - finished with errors

HRE:

:java.lang.String



=+ from_v3.4.8_dex 1l

total
drwxr-xr-x crifan staff 96B 129 resources
drwxr-xr-x crifan staff 4168 130 sources
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editText
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QO A0 71, Fl1 THE:4 UTF-8 LF Java ¢ @ @ A

jadx-gui EEMSHAE

Wif jadx-gui BIA[IB1T:



M jadx-0.9.0 B bin "':-: JadxGUl.app
B jadx-0.9.0.zip m lib » [ JadxGULsh
B LICENSE jadx
B noTICE jadx-gui

B README.md B jadx-gui.bat
i

Last login: Mon Apr 29 11:17:41 on ttys@e@g
fUsers/crifan/dev/dev_tool/android/reverse_engineering/jadx/jadx-@.9.8/bin/jadx-g
ui ; exit;

~ fUsers/crifan/dev/dev_tool/android/reverse_engineering/jadx/jadx-8.9.8/bin/j
adx—gui ; exit;

X B S TR #&
S1IETHESE P CYHEEI
0oooa

L
po—
L

1

® O @ xT JADX
jadx
Dex to Java decompiler

version: 0.9.0

]

JADX memory usage: 0.03 GB of 4.00 GB

REEFTHIIRIAjarXfE:  com.huili.readingclub8825612-dex2jar.jar , BIR]ERIE S Tappl55iZ
HENABEMRNER:

®0® jadx-gui - com.huili.readingclub8825612 dex
X4 ME S IR ER

B | S & (A4 ] & (B

#3 com.huili.readingclub8825612.de

v &000

# android.support

# bolts

## collections

# com

f# amap.api.locatiol

f# apptalkingdata.push.servic
# aps

1 awen.photc

1 davemorrissey.labs.subscalevie
## facebook

f# google

Eahuili.readingclul

8 lidroid. xutils

f# loopj.android.htt)

& mhh.year.p054sb. 11l
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#org

# p004cn

f## p056kr.p057co.namee.permissionge
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[ IO | jadx-gui - com.huili.readingclub8825612.dex
¥t #E SM IA #ER

Blwl(gla [FAIe] [l & (B [#

» f davemorrissey.labs.subscalevie
» {1 facebook
» £ google
¥ @ huili.readingclul
v factivity
1 KnowledgePay
# base
# book
f# bookcase
# bookcomment
# bookfriend
# booklist
# classroom
» @ ARTestWithScreenActivit
e/ L 156l LBookListActivi]
» @ AllSellPosterActivit
» © EnglishGradeActivit
» ® ExchangeCouponlActivit
» ©@ ExchangeCouponActivit
» © GetTestAccountActivit
» © GroupBooksActivit
» © InviteAwardActivit
» ©@ LanceTestWithScreenActivit
» © LatelyNewSeriesActivit
» @ LevelBuyListActivit
» © LexileARFindBookActivit
>
3
>
>
>
E
>
>
>
2
>
>
| 3

v

4dryvrvyvyvwyvwy

® NoTestWithScreenActivit

® ParentChildReadingActivit

® RelatedExperiencesActivit

® SearchEnglishLevelActivit

® SelectedChildSituationWithSc
® SelectedGradeWithScreenActiy
© SelectedTestProjectWithScree
© SelfReadingActivit:

® SelfReadingCategoryActivit
® SellBooklistActivit

® ShareInviteActivit:

® ShareInviteCardActivit
@ SinnleWhitePanardrtivit

JADX memory usage: 0.44 GB of 4.00 GB
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» & apptalking/¥

> B aps

» B awen.photc

» 1 davemorris:
f# facebook
google
huili.read
lidroid.xu
loopj.andr
mhh.year.p!
mob
talkingdat
tendcloud."
youzan
otlin
et.tsz.afin:

£ 8 6 6 6 6 6 6 6
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JADX memory usage: 0.26 GB of 4.00 GB
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23 com.huili.reading:

v @000

# android. suppc

# bolts

{:Hﬁlect ions

=g com -

# amap.api.l e o HEE...
f# apptalking

.EH aps K —
£ awen.photao EESHRRES
# davemorris
2 facebook
£ google

# huili.read ]
8 lidroid.xu
£ loopj.andr:
f# mhh.year.p!
£ mob

f# talkingdat:
4 tendcloud."
£/ youzan

# kotlin

f# net.tsz.afin:
# okhttp3

# okio

t# ora

k

4 v
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JADX memory usage: 0.40 GB of 4.00 GB
ENATES R sources XAHRHPIHEIRERFER:

B sources com mob > W readingclub Bl activity

aps > B fragment
apptalkingdata > B widget

youzan > B utils

tendcloud > Bl adapter
talkingdata > M wxapi

mhh B model

loopj > B commonadapter
lidroid
huili
google
facebook

okio
okhttp3
org

Bl resources

net
pO&6kr
kotlin
collections
pO04cn
bolts
android

MyApplication.java
service

network

library

jpush

datepicker

config
blurimageviewlib

davemorrissey
awen
amap

-
-
-
|
-
-
-

XLocationManager.java
B xDialogLearning.java
B xDialog.java

B xDialog2.java

h TagStatisticalChart.java
B C1009Rjava

B PopMenu.java

h NameObject.java

h ISingleReading.java
h IShareClo: a
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ERAAR

ERAE
Riadk R avaft BT, BRRAERILMEOEE:

/*
Code decompiled incorrectly, please refer to instructions dump.
To view partially-correct add '--show-bad-code' argument

*/

1

e 360Wallpaper_jadx/sources/androidx/core/content/pm/ShortcutManagerCompat.java

/* JADX WARN: Removed duplicated region for block: B:7:0x002b */
/*
Code decompiled incorrectly, please refer to instructions dump.
To view partially-correct add '--show-bad-code' argument
*/

rs
/*

java.util.List<androidx.core.content.pm.ShortcutInfoChangeListener> r@ = an
droidx.core.content.pm.ShortcutManagerCompat.sShortcutInfoChangeListeners

if (r@ |= 0) goto L71

java.util.ArrayList r@ = new java.util.ArraylList

ro.<init>()

android.content.pm.PackageManager rl1 = r8.getPackageManager()

android.content.Intent r2 = new android.content.Intent

java.lang.String r3 = "androidx.core.content.pm,SHORTCUT_LISTENER"

r2.<init>(rg8)

java.lang.String r3 = r8.getPackageName()

r2.setPackage(r3)

r3 = 128(0x80, float:1.794E-43)

java.util.List r1 = ri.queryIntentActivities(r2, r3)

java.util.Iterator ri = ril.iterator()

L6b:
java.util.List<androidx.core.content.pm.ShortcutInfoChangeListener> r8 = an
droidx.core.content.pm.ShortcutManagerCompat.sShortcutInfoChangeListeners
if (r8 |= 0) goto L71
androidx.core.content.pm.ShortcutManagerCompat.sShortcutInfoChangeListeners

roe
L71:
java.util.List<androidx.core.content.pm.ShortcutInfoChangeListener> r8 = an
droidx.core.content.pm.ShortcutManagerCompat.sShortcutInfoChangeListeners
return r8
*/

23



HEXE:

SjadxRFFETE=MHENBE NavaX HHiE, MBHAT, LLMEDERNETERE. ETREFHDK
BF, TETBNORER=RmEHEBE—LEXEFTNER, K, MEERE ERRER

mHf], ESEXTEo @ EENRE, HAT2531X0

REFEERBARER, EENTHABANREERBNBEEE, NSEEIMAR

FIMARE: ZEXLHERENEIR, RAUBSHNERERFENER (BLETINEIR, FTNBE)
N7 EIULER, MWeIMUE:

o FEFAES

AfEIFF R IFCESINEE

o WAIFZHARIBINGE = FRHABHNERRIEAR
o cli=Es<1T: ML --show-bad-code

w2545

jadx --show-bad-code 360wWallpaper_1.0.4_apkcombo.com.apk

o GUI=EIF.SREY: Ai%E: sShow inconsistent code
w4



@® [ ] Preferences

Deobfuscation Decompilation
Enable deobfuscation v Processing threads count 6|
Minimum name length 3 (&
Excluded packages Edit
Maximum name length 64 | C
Auto start background decompilation
Use source file name as class name alias 93]
. Decompilation mode AUTO V.
Parse Kotlin metadata for class and package names v
Better resources name source AUTO | Code cache mode DISK_WITH_CACHE
Map file handle mode READ v [Show inconsistent code V] ]
Rename identifiers Escape unicode
To fix case sensitivity issues “ Replace constants =
To make them valid 93]
Respect bytecode access modifiers
To make printable %3]
Use import statements “
Project
o ve @ Use debug info ]
Appearance Inline anonymous classes “
Theme FlatLaf Light | Inline methods v
Edtogiisne default ¥ | Allow to inline Kotlin Lambdas @
Editor font: Menlo-Regular plain 12 Change Extract finally block @
Smali Editor font: Menlo-Regular plain 12 Change File system is case-sensitive
Other
Use dx/d8 to convert java bytecode
Language English v
Don't decode resources
Editor line numbers mode AUTO v
Use kotlin methods for variables rename =~ APPLY N
Enable jump on double click ]
Use altemative file dialog Code comments level INFO e
Check for updates on startup ] Plugins
Generate methods CFG graphs (in 'dot' format)
[dex-input] verify dex file checksum before load yes v
Generate RAW CFG graphs
Search
- e [lava-convert] convert mode both v
Results per page (0 - no limit) 50 (C
Skip resources files if larger (MB) (0 - disable) 3 &
[lava-convert] use desugar in d8 no v
Resource files extensions (‘xmli|html', * for all) xml|.html|.js|.json|.txt

Reset Copy to clipboard Cancel
. [ save |

FRAF REIERIRIEE

o X{4: 360Wallpaper_jadx/sources/android/support/v4/media/MediaDescriptionCompat.java

o BESILE



ERAAR

r Descrint .
eoe MediaDescriptionCompat java - XA Preerm
53 360Walipaper Cors. *[&) *|
a a. 2 = B s A & ¢ 4 e 9
EL0NN 23 8 LFX xm LU E ] T-ER -85 xR Ee J
= 0 v-d . c_jac [ EN=R
WEX,11:33:22  10745%T  Java Bt v Unicode (UTF-8) v UNIX SX,1M06:26 9971FP  Java Bt v Unicode (UTF-8) v UNIX
f onvr = uri; this.nlconri = uri:
this mExtras = bundle; H
this Mediauri = uri2: this.nMedialrt
¥ )
/* JADK WARN: Removed duplicated region for block: B:18:6x0963 */ 7+ JADX WARN: Removed duplicated region for block: B:18:6x0863 */
7 JADK WARN: Removed duplicated region for block: B:19:6x8067 */ 7 JADX WARN: Removed duplicated region for block: B:19:6x067 */
’ 2
Code decopiled incorrectly. please refer to instructions dump Code deconpiled incorrectly., please refer to instructions dump
2 To view partially-correct add '--show-bad-code' argument @
o -
public static android. t.v4.medi P! Java.lang.Object r8) { 3 public static obj) {
/ uri urt;
=0 Bundle bundle = null;
£ (r8 == 6) goto L74 i (obj 1= i) (
androfd. support. va . media. HedaDescript ionConpat$Builder 1 = new android. support.vd.media.HediaDescriptionco Builder builder = new Builder();
)
tring r2 t.vh.ned buitder »:
ediata(r2
ng.CharSequence r2 = androfd. support.va. nedia. HediaDescr iptionCompatApi21. getTitle(r8) builder  setTitle (Hediaescr iptionConpatApi21 getTitle (obi)):
itle(r2)
e 12 = androtd. support.va. nedt, apiz1 builder tApi21 »:
r2)
. CharSequence r2 = android. support.va. ned, iption(rs) buitder ompathpi21 ip 0):
escription(r2)
phics.Bftaap r2 = android. support.va.medi api21 buttder )
itnap (r2)
androfg.net.Uri r2 = android. support.vé.media. HediaDescr iptionCompathpi21. get conr (r8) builder. setIconlr{ (Hed{aDescr {ptionConpatApi21. get conbr (ob))
1. setTconyr i (r2)
android. os.Bundle r2 = android.support.vd.nedi, api21 HediaDescriptionCompatApi21. getExtras (obj) ;
E 13 = "android. support .va_nedia.descr1ption.HEDIA_URI" uln) (
V4 medasess ClassLoader (12) Hed{asessfonCompat .ensureClassLoader (extras) ;
lable rd = r2.getparcelable(r3) uri = (Uri) extras. getparcelable (DESCRIPTION KEY_HEDIA URD);
i r4 = (android.net.Uri) r4 ) else {
¥
it qur
i tafnsKey (DESCRIPTION_KEY_NULL_BUNDLE_FLAG) || extras.size() 1= 2) {
DESCRIPTION_KEY_MEDIA_URI)
SCRIPTION_KEY_NULL_BUNDLE_FLAG);
er setExtras (bundle)
)
goto Lse
Ls7:
r2.remove(r3)
r2.remove(rs)
Lsa: .
=2 °
Lse: 3
1 1 EYE] . |
pack |
package |
LIRS T am AN MR 0278 1

o URINILE
» FEAREZE]

/* JADX WARN: Removed duplicated region for block:
/* JADX WARN: Removed duplicated region for block:

/*

B:18:0x0063
Bi19:0x0067

*/
*/

Code decompiled incorrectly, please refer to instructions dump.
To view partially-correct add '--show-bad-code' argument

*/

/¥
re =0

if (r8 == @) goto L74

r8

android.support.v4.media.MediaDescriptionCompat$Builder r1 = new andro
id.support.v4.media.MediaDescriptionCompat$Builder

ri.<init>()

java.lang.String r2 = android.support.v4.media.MediaDescriptionCompatA
pi2l.getMedialId(r8)

ri.setMediaId(r2)

java.lang.CharSequence r2 =

ompatApi21.getTitle(r8)
ri.setTitle(r2)

java.lang.CharSequence r2 =

ompatApi21.getSubtitle(rs)
ri.setSubtitle(r2)

java.lang.CharSequence r2 =

ompatApi2i,.getDescription(r8)

ri.setDescription(r2)
android.graphics.Bitmap r2 =

CompatApi2i.getIconBitmap(r8)
ri.setIconBitmap(r2)

android.net.Uri r2 = android.support.v4.media.MediaDescriptionCompatAp

i21.getIconUri(r8)

ri.setIconUri(r2)

android.support.v4.media.MediaDescriptionC

android.support.v4.media.MediaDescriptionC

android.support.v4.media.MediaDescriptionC

android.support.v4.media.MediaDescription

android.os.Bundle r2 = android.support.v4.media.MediaDescriptionCompat

Api21.getExtras(r8)

java.lang.String r8

"android.support.v4.media.description.MEDIA_URI"

26
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if (r2 == @) goto L44
android.support.v4.media.session.MediaSessionCompat.ensureClassLoader(

r2)
android.os.Parcelable r4 = r2.getParcelable(r3)
android.net.Uri r4 = (android.net.Uri) r4
goto L45
L44:
r4é =ro
L45:

if (r4 == 0) goto L5d
java.lang.String r5 = "android.support.v4.media.description.NULL_BUNDL
E_FLAG"
boolean ré = r2.containsKey(r5)
if (ré6 == 0) goto L57
int r6 = r2.size()
r7 = 2
if (ré I|= r7) goto L57
goto L5e
L&7:
r2.remove(r3)
r2.remove(rs)
L5d:
re = r2
L5e:
ri.setExtras(ro)
if (r4 == 0) goto L67
ri.setMedialri(ré4)
goto Lée
L67:
android.net.Uri r@ = android.support.v4.media.MediaDescriptionCompatAp
i23.getMediaUri(rs8)
ri.setMedialri(ro)
L6e:
android,support.v4.media.MediaDescriptionCompat r@ = ri.build()
r@.mbescriptionObj = r8
L74:
return ro@
*/

[ 2]
= FRFRBZE

/* JADX WARN: Removed duplicated region for block: B:18:0x0063 */
/* JADX WARN: Removed duplicated region for block: B:19:0x0067 */

/*
Code decompiled incorrectly, please refer to instructions dump.
*/
obj
uri
bundle
obj

builder

27



builder obj

builder obj

builder obj
builder obj

builder obj
builder obj
extras obj
extras
extras
uri extras

uri

uri
extras extras

extras
extras

builder bundle
uri
builder uri

builder obj

build builder
build mDescriptionObj obj
build

bundle extras
builder bundle
uri

build2 builder
build2 mDescriptionObj obj
build2

J —

crifan.org, {EAZE24.0EFR(CC BY 4.0)i1%& %0 all right reserved, powered by Gitbooksx 5 E#:
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Jadx A FFREHE deobfuscation
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n E4
jadx

» BEHEXFSH, AIMREFTREZRE

--deobf-min
er, default:
- -deobf -max
r, default:
--deobf-cfg-file
e and name as input with
--deobf-cfg-file-mode
p file:

t overwrite

360Wallpaper_1.0.4_apkcombo.com.apk

activate deobfuscation
min length of name, renamed sh
max length of name, renamed

deobfuscation map file, default:
extension

mode handle deobfuscation
- found, don
read-or-save
- don

ignore t and don
auto
resources
code' - use R class fields names

BM. REF) ZTER, HBREEN

EVERKERNE S
BRRERINIEBREE, HHEERREE

ort

longe

sam

ma

2



“ i

= ¥M: jadxfhelpiEik
o gui=Efi2RE: 4% Enable deobfuscation
» BN BIE Enable deobfuscation , EFSHBEREBEANAIZE

[ BN ) Preferences
Deobfuscation Decompilation
Enable deobfuscation 0O Processing threads count 60
Minimum name length 3
Excluded packages Edit
Maximum name length 64
Auto start background decompilation
Use source file name as class name alias
Decompilation mode AUTO v
Parse Kotlin metadata for class and package names
Better resources name source AUTO | Code cache mode DISK_WITH_CACHE
Map file handle mode READ v Show inconsistent code
Rename identifiers Escape unicode
i itivity i v
To fix case sensitivity issues 4] Replace constants )
To make them valid 93]
Respect bytecode access modifiers
To make printable %3]
Use import statements 93]
Project
Auto save @ Use debug info ]
Appearance Inline anonymous classes ]
Theme FlatLaf Light v Inline methods @
Editcqtieme default | Allow to inline Kotlin Lambdas @
Editor font: Menlo-Regular plain 12 Change Extract finally block
Smali Editor font: Menlo-Regular plain 12 Change File system is case-sensitive
Other
Use dx/d8 to convert java bytecode
Language English v
Don't decode resources
Editor line numbers mode AUTO v
Use kotlin methods for variables rename = APPLY =
Enable jump on double click
Use altemative file dialog Code comments level INFO v
Check for updates on startup ] Plugins
Generate methods CFG graphs (in 'dot' format)
[dex-input] verify dex file checksum before load yes v
Generate RAW CFG graphs
Search
. [lava-convert] convert mode both N
Results per page (0 - no limit) 50 (L
Skip resources files if larger (MB) (0 - disable) 3 [
[lava-convert] use desugar in d8 no v
Resource files extensions (‘xmli|html', * for all) xml|.html|.js|.json|.txt
Reset Copy to clipboard Save Cancel

» A% _E Enable deobfuscation
n 3 BXFIBE, WALA (BIEECEEE) RET



@® [ ] Preferences

Deobfuscation Decompilation
Enable deobfuscation Processing threads count 6 C
Minimum name length 3 (&
Excluded packages Edit
Maximum name length 64 | C
Auto start background decompilation
Use source file name as class name alias 93]
. — Decompilation mode AUTO V.
Parse Kotlin metadata for class and package names v
Better resources name source AUTO «  Code cache mode DISK_WITH_CACHE
Map file handle mode READ v Show inconsistent code
Rename identifiers Escape unicode
i itivity i v
To fix case sensitivity issues V) Replace constants %
To make them valid 93]
Respect bytecode access modifiers
To make printable %3] -
Use import statements V]
Project
Auto save 4] Use debug info v
Appearance Inline anonymous classes “
Theme FlatLaf Light ~ ! Inline methods v
Edtogiisne default ¥ | Allow to inline Kotlin Lambdas @
Editor font: Menlo-Regular plain 12 Change Extract finally block @
Smali Editor font: Menlo-Regular plain 12 Change File system is case-sensitive
Other
Use dx/d8 to convert java bytecode
Language English v
Don't decode resources
Editor line numbers mode AUTO v
. Use kotlin methods for variables rename = APPLY v
Enable jump on double click v]
Use altemative file dialog Code comments level INFO e
Check for updates on startup v Plugins
Generate methods CFG graphs (in 'dot' format)
[dex-input] verify dex file checksum before load yes v
Generate RAW CFG graphs
Search
- e [lava-convert] convert mode both v
Results per page (0 - no limit) 50 (C
Skip resources files if larger (MB) (0 - disable) 3 &
[lava-convert] use desugar in d8 no v
Resource files extensions (‘xmli|html', * for all) xml|.html|.js|.json|.txt
Reset Copy to clipboard Save Cancel
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ET RN IFEILE
BERRNBENLL:

° ajava <--> C9830a java - XAELH
[@asowaupaw j T =
a | = S s B oo = b 4 ® 9
W BiE E= =3 L) LFX x=E L1V 2 % £ T-E& -89 Ei B8
.fdev_ 2 (] _jadh_c [=R4=|
SF, 113329 3400FF Javalfe v Unicode (UTF-8) v UNX S, 17:0223 3928FW Javalfft v Unicode (UTF-8) v UNIX
©> package com.com.bytedance.overseas.sdk.a; ¢1 package com.com.bytedance.overseas.sdk.p484a;
import androfd. app.Activity; import android.app.Activity;
import androfd. content.Context; import android. content.Context;
import android.content. Intent; import android.content. Intent
inport android net. U import android.net.
import android. text.TextUtils; import androfd. text.Textutils
= import com.bytedance.sdk.openadsdk.c.1 G import com.bytedance. sdk. openadsdk. core . C8938n
inport con.bytedance  sdk . openadsdk. core.model.o; import com_bytedance. sdk_openadsdk_core model.C8990c;
inport con.bytedance. sdk. openadsdk, core.n; import com.bytedance. sdk. openadsdk. core.model C89310;
import com.bytedance. sdk. openadsdk. pa26c . C8412C;
import com. bytedance. sdk. openadsdk. pa26c . CB4GA1;
import con.bytedance. sdk. openadsdk.o. aa; import con.bytedance.sdk. openadsdk. p4820. C93992a;
import con. tradplus. ads. conmon. serialization.asn. Label; import con. tradplus. ads . conmon. ser {alization. asm. Label ;
import java.util.Hashap import java.util.Hashap
import java.util Ma import java.util.Map
J* compiled fram: AndroidRGPDownLoader.java */ /* campiled from: AndroidRGPDawnLoader.java */
G /* renamed from: com.com.bytedance.overseas.sdk.a.a */
/* Toadea from: classes3.dex */ /* loade from: classes3.dex */
© public class a extends b { ¢a public class C9830a extends C9831b {
public a(Context context, o oVar, String str) { public C9830a(Context context, C8931c c8931o, String str) {
super (context, ovar, str); super (context, c89310, str):
> @Override // com.com.bytedance.overseas.sdk.a.b, com.con.bytedance.averseas.sdk.a.c @ Soverride /7 con.con.bytedance overseas.sdk. pisia.CSB3LD, con.con.bytedance overseas.sdpisda. nterfacecseie
/% renaned from: a
puntfc oatean oG ¢ public boslean mo1326180) (
bytedance.sdk.cpenadsa. core ol cYar = this.a 8906c cB306C = this. 332122
ke =i 11 (c8986C == null) {
Teturn fatse! return false;
) )
= return a(this.f17562b, cVar.c(), c(), this.f175630); @ return n13270a(this. 33213, c8990C.n17098c(). MI3262c(). this.F33214c);
)
> @Override // com.con.bytedance.overseas. sdk.a.b @ Soverride /] con.con.bytedance overseas. sk pista. CS831b
/* renaned from: b
public boolean b() ( public boslemn mO132636() (
(this. 1175620 ae() 1= nu 4t (this.t33213b.mo16804a
if (a(this.f17562b ae() it), (), this.f17563c, this.f17562b)) { if (m13268a(this. f}]?l}b leGSBﬂie() m17032a(), m13262c(), this.f33214c, this.f33213b)) {
return true; return true;
) )
= 1f (!this.f17564d || this.f17565f.get()) { @ if (1this.f33215d || lMs 133216f .get ) {
L this.f17564d = & L this.f33215d =
Hashiap hashitap = new HashHap() ; HashMap hashMap = new Hashiap();
> a(this.t17562b, hashHap): @ n13269a(this. £33213b, hashiap) ;
[ com. bytedance. sdk.openadsdk.c.c.e(c(), this.f17562b, this.f17563c, “open_fallback_url®, hashhap) [ CB412c.m18752¢ (n13262c(), this.f332130, this.f332ldc, "open_fallback_url”, hasnap);
return false; return false
¥ }
return false; return false;
return false: return false; B
o
i1 s (Al Ey L

Spackage com.con.bytedance.over:

Gpackage com.con.bytedance . overseas. sdk.p4Baa;

® | urzREs BBER

IR

B
® /AR

E-2N

H8ETE: 0.26 B

360wWallpaper_jadx/sources/com/com/bytedance/overseas/sdk/a/a.java



/* compiled from: AndroidRGPDownLoader.java */
/* loaded from: classes3.dex */
a b
context, o ovar str
context. ovar, str

// com,com.bytedance.overseas.sdk.a.b, com.com.bytedance.overseas.sdk.a.c
com bytedance sdk openadsdk core model.c cVar a

cvar

f17562b cvar f17563c

// com,com.bytedance.overseas.sdk.a.b

f17562b
f17562b f17563c f17562b

f17564d f17565f
f17564d
hashMap
f17562b, hashMap
com bytedance sdk openadsdk . c.c f17562b f17563c
hashMap

0 ovar str context str2

ovVar ovar

str a aa context str



context

context a
hashMap
ovar, hashMap
com. bytedance sdk openadsdk . c. c. - context ovar str2 hashMap

unused

str context str2, o ovar

str

parse str
intent
intent parse
context
intent

hashMap
ovar. hashMap

com bytedance sdk openadsdk. c.c.-(n ovar, str2 hashMap

context intent
1 ovar, str2

unused

o ovar map
ovar
map ovar

{ S—

o JBER: (CHENAIthNE

T) 360wWallpaper_jadx_deobf/sources/com/com/bytedance/overseas/sdk/p484a/C9830a. java



/* compiled from: AndroidRGPDownLoader.java */
/* renamed from: com.com.bytedance.overseas.sdk.a.a */
/* loaded from: classes3.dex */

context c89310 str
context, c89310 str

// com,com.bytedance.overseas.sdk.p484a.C9831b, com.com.bytedance.oversea
s.sdk.p484a.InterfaceC9832c
/* renamed from: a */

c8900c f33212a
c8900c

f33213b, c8900¢C f33214c¢

// com,.com.bytedance.overseas.sdk.p484a.C9831b
/* renamed from: b */

f33213b
f33213b f33214¢
f33213b
f33215d f33216f
f33215d
hashMap
f33213b. hashMap
f33213b f33214c¢
hashMap

/* renamed from: a */



c89310 str context st

r2
ml14850a
c89310 c89310
str m14850a context str
mli4850a
context
m14850a
context m14850a
hashMap
c89310. hashMap
context, ¢893l1o str2 hashMap
unused
/* renamed from: a */
str context str2 c893
1o
str
parse str
intent
intent parse
context
intent
hashMap

c89310, hashMap
c89310. str2 hashMap
context intent
c893810. str2

unused

/* renamed from: a */
c89310 map
c89310
map c89310
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jadx-gui - com.mfw.roadbook_9.3.6_7 30.apk

o RS
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'Ed com.mfw. rﬂadhbun_: vawu_rowaag

v & 000

| MTT

# android

f# androidx.core

f# anet.channel

1 anetwork.channe’

f# bolts

1 butterknife

# cn

f# collections

=4 com

f component.alivc.col
8 gK

# io

| jp.co.cyberagent.android.gp
# kotlin

# kotlinx

# kotterknife

B mapsdkvi.com.gdi.bgl.androi
# me

B microsoft.mappoin
B mtopsdk

# net

# nl.gbusict.cupboan
i okhttp3

f## okio

f#org

#rx

I BEEEs ~OL

_ﬁuw usage: 1.75 GB of 4.00 GB
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# android

# androidx.core

## anet.channel

# anetwork.channe’
# bolts

# butterknife
#cn

f# collections

# com

£ component.alivc.col
i gK

®a

4 Y Y Y VYVYVYVYVYVYY

}‘VVYYYYYYYYYYYYYYYYYYYVYYY
N<BElf<cA+wvwaoTOoII ~Fo~Toh0Oono

o ofol-1-Forororofororofoloofofofofol~J-Jofoforol
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» B MTT

# android

# androidx.core

# anet.channel

# anetwork.channe’

# bolts

# butterknife

# collections

# com

f component.alivc.cal
# kotlin

# kotlinx

# kotterknife

£ mapsdkvi.com.gdi.bgl.andr
i microsoft.mappoin
B mtopsdk

# net

£ okhttp3

# okio

f# org

B pOillcn

£ pb98io

B p099me

£ p100nl.gbusict.cupboar
B pl0lrx

B p353jp.p354co.cyberagent.
B p385ss
1 smartisanos
» £ wseemann.medi:
» 0000
A9 APK signature
200

yF ¥ Y Y Y Y Y Y Y Y Y Y Y Y YYTIYTTTyvy vy vy vy vy Ty vy yT vy

e D ¥ememory usage: 1.60 GB of 4.00 GB

ZHIMgK 0%, FIRIEET !



.. @® jadx-gui - com.mfw.roadbook_9.3.6_730.apk
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CHIETHE-R:: S P Y HES

## androidx.core

## anet.channel

# anetwork.channe’
# bolts

## butterknife

# collections

# com

f# component.alivc.col
# kotlin

# kotlinx

## kotterknife

f# mapsdkvi.com.gdi.bgl.androi
f# microsoft.mappoin
# mtopsdk

# net

f# okhttp3

# okio

i org

f# pflicn

f# p098io

f# p099me

f# p10@nl.gbusict.cupboar
# pl0irx

8 p352gK

©

® C12675a

O C12676v

Gl C12677b

O C12678w

Gl C12679c¢

G C12680d

O c12681f

© C12682g

® C12683e

© C12684h

® C126851

® (12686

@ raae07.

4 ¥ ¥ Y Y Y Y Y Y Y Y Y Y Y Y Y YTYYVYTYYYY

F ¥ ¥ Y Y Y Yy Y Y TYYTYTYY

; m usage: 1.82 GB of 4.00 GB
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jadx-guiEIfZ 57 EhR
jadx$ T clifd @ ATHE, EHT jadx-gui =ERREAR.
[BEhiE{Tjadx-gui

EKIB1T jadx-gui B7AS:

e Mac/Linuxfy jadx-gui

o

o WinfJ jadx-gui.bat

EEZN, MacHhZE&im+iETT:

./jadx-gui

BIR] 2R GUIEIRZ SR kR A :



Last login: Thu Aug 31 11:01:26 on ttys@24

- input git:(main) x jadx --show-bad-code -d . 36@Wallpaper_1.0.4_apkcombo.com.apk

INFO - loading ...

INFO - processing ...

ERROR - finished with errors, count: 75

-+ input git:(main) x which jadx-gui
/Users/crifan/dev/dev_tool/reverse_security/android/decompile/jadx/jadx-1.4.7/bin/jadx-gui

-+ input git:(main) jadx-gui
File View Navigation Tools Help
= &
Please open file [G Start page

About JADX

Start
A PR
I Open file Iz Open project ¢ Jadx

Dex to Java decompiler

Recent projects
jadx version: 1.4.7

Java VM: OpenJDK 64-Bit Server VM
Java version: 17.0.7

Close
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GUINRAARIIZELSBETIH

o FIFSENRETIEN2MA R
o File -> Preferences
[ XN ) *New Project - jadx-gui
|#-8 View Navigation Tools Help
& Open files ... 8O L & B /
I Open project {+80
. Add files

't page

New project
Save project Start

Save project as...
&= Open file iz Open project

Reload files F5

Live reload ©F5 Recent projects

Export mappings as...

Save all #S
Save as gradle project RE

Recent projects >
Preferences 3P

3] Exit

o mETHEM=AE Preferences Elfn
[ ) [ ) *New Project - jadx-gui
File View Navigation Tools Help

= & T # B F

Preferences




SHIRERHE:

[ _NON )

Deobfuscation

Enable deobfuscation

Minimum name length

Maximum name length

Use source file name as class name alias

Parse Kotlin metadata for class and package names

Better resources name source

Map file handle mode

Rename identifiers

To fix case sensitivity issues
To make them valid
To make printable

Project

Auto save
Appearance

Theme

Editor theme default

Editor font: Menlo-Regular plain 12

Smali Editor font: Menlo-Regular plain 12
Other

Language

Editor line numbers mode

Enable jump on double click

Use altemative file dialog

Check for updates on startup

Generate methods CFG graphs (in 'dot' format)
Generate RAW CFG graphs

Search

Results per page (0 - no limit)

Skip resources files if larger (MB) (0 - disable)

Resource files extensions (‘xml|html', * for all)

Reset Copy to clipboard

Preferences

64

AUTO

READ

FlatLaf Light

Change

Change

English

AUTO

50

xml|.html|.js|.json|.txt

>

<>

<

K>

Decompilation

Processing threads count

Excluded packages

Auto start background decompilation

Decompilation mode AUTO

Code cache mode

Show inconsistent code

Escape unicode

Replace constants

Respect bytecode access modifiers
Use import statements

Use debug info

Inline anonymous classes

Inline methods

Allow to inline Kotlin Lambdas
Extract finally block

File system is case-sensitive

Use dx/d8 to convert java bytecode
Don't decode resources

Use kotlin methods for variables rename | APPLY

Code comments level INFO

Plugins

[dex-input] verify dex file checksum before load

[lava-convert] convert mode

[lava-convert] use desugar in d8

Save

MK copy to clipboard /F15EIAY (JSONIEXH)) EEEE:

Edit

DISK_WITH_CACHE v

v
v

yes v
both v
no v
Cancel



"showHeapUsageBar": false,
"alwaysSelectOpened" false,
"useAlternativeFileDialog" K false,
"codeAreaLineWrap": false,
"srhResourceSkipSize" 8,

"srhResourceFileExt": ".xml|.html|.js|.json|.txt",

"searchResultsPerPage" 50,
"useAutoSearch" true,
"keepCommonDialogOpen" false,
"smaliAreaShowBytecode" false,
"lineNumbersMode": "AUTO",
"mainwWindowVerticalSplitterLoc" 300,
"debuggerStackFrameSplitterLoc" 300,
"debuggerVvarTreeSplitterLoc" 700,
"adbDialogPath" "',
"adbDialogHost" '"localhost",
"adbDialogPort" "5037",
"codeCacheMode": "DISK_WITH_CACHE",
"jumpOnDoubleClick" true,
"treewidth": 130,
"settingsVersion" 18,
"skipResources" false,
"skipSources" false,
"exportAsGradleProject" false,
"threadsCount" 6,
"decompilationMode" "AUTO",
"showInconsistentCode" true,
"useImports" true,
"debugInfo" true,
"addDebugLines" false,
"inlineAnonymousClasses": true,
"inlineMethods" true,
"allowInlineKotlinLambda" true,
"extractFinally" true,
"replaceConsts" true,
"escapeUnicode" false,
"respectBytecodeAccessModifiers" false,
"deobfuscationon": true,
"deobfuscationMinLength" @ 3,
"deobfuscationMaxLength" 64,
"deobfuscationMapFileMode" "READ",
"deobfuscationUseSourceNameAsAlias" : true,
"deobfuscationParseKotlinMetadata" true,
"resourceNameSource": "AUTO",
"useKotlinMethodsForVarNames" "APPLY",
"renameFlags" [

"CASE",

"VALID",

"PRINTABLE"
1
"fsCaseSensitive" false,
"cfgOutput" false,
"rawCfgOutput" false,
"fallbackMode" false,
"useDx" false,
"commentsLevel" "INFO",

47
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clifflguiZ IR X FR

jadx7cli=fp

MEPRZINE, ARLEE2—H1

=S TR

o AR
o jadx-cliFfIZ %X - -show-bad-code

w254

jadx

o jadx-guiPZ IR ETIRAIE:

Deobfuscation

Enable deobfuscation
Minimum name length
Maximum name length

Use source file name as class name alias

Parse Kotlin metadata for class and package names V]

Better resources name source

Map file handle mode

Rename identifiers

To fix case sensitivity issues

To make them valid

To make printable

Project

Auto save

Appearance

Theme

Editor theme

Editor font: Menlo-Regular plain 12
Smali Editor font: Menlo-Regular plain 12
Other

Language

Editor line numbers mode

Enable jump on double click

Use alternative file dialog

Check for updates on startup

--show-bad-code

LATMgui=EIFZ R E, H27 kA,

Show inconsistent code

AUTO

READ

]

FlatLaf Light
default
Change

Change

English
AUTO
%

Generate methods CFG graphs (in 'dot' format)

Generate RAW CFG graphs
Search

Results per page (0 - no limit)

Skip resources files if larger (MB) (0 - disable)

Resource files extensions ('xml|html', * for all)

Reset Copy to clipboard

Preferences

3|

64 O

v

v
%)
%)
%)

v

v

v

v

50 [

e

xml|.html|.js|.json|.txt

Decompilation

Processing threads count

Excluded packages

Auto start background decompilation
Decompilation mode

Code cache mode

360wWallpaper_1.0.4_apkcombo.com,apk

Edit

AUTO

DISK_WITH_CACI

[Show inconsistent code

2

Escape unicode

Replace constants

Respect bytecode access modifiers
Use import statements

Use debug info

Inline anonymous classes

Inline methods

Allow to inline Kotlin Lambdas
Extract finally block

File system is case-sensitive

Use dx/d8 to convert java bytecode
Don't decode resources

Use kotlin methods for variables rename
Code comments level

Plugins

[dex-input] verify dex file checksum before load

[lava-convert] convert mode

[jlava-convert] use desugar in d8

FUEHAE T : FEFFAIHEE, RNERAFFE (XH) AN, Bl
o cli=fap<4T M gui=EIfZ5RE AR EIIREAIRRET X R

%

APPLY

INFO

both

no

HE

Cancel
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‘Ai% Show inconsistent code

A)3% Enable deobfuscation

BYCE &)i% all Rename identifiers
flags

BUH A% Inline anonymous
classes

EUE 3% Inline methods

‘A)i% Generate methods CFG
graphs

%)i% Generate RAW CFG grapths

BUE A3% Move inner classes into
parent
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jadx-cli

--show-bad-code

--deobf

--deobf-min
--deobf-max
--deobf-cfg-file

--deobf-cfg-file-mode read/read-or-
save/overwrite/ignore

--deobf-use-sourcename
--deobf-parse-kotlin-metadata

--deobf-res-name-source

--rename-flags none

--no-inline-anonymous
--no-inline-methods
--cfg

--raw-cfg

--no-move-inner-classes
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e Tools

e Help



Viewfl &

ETRAEFER

A)i%k: view -> Show memory usage bar

B AR ER R RJADXIMI N ERE:

@ @ *New Project - jadx-gui

File BYUENE Navigation Tools Help

B = Show flatten packages : # B K,
Sync with editor *T

v Show memory usage bar

Always Select Opened File/Class

JADX memory usage: 0.04 GB of 44.81 GB

) IHRFLE, REFLANapk, SHAFSAAS, MSHHAN, ZOMERAFHENEE,
i #HIE

Tool -> Select a process to debug



'. e *New Project - jadx-gui
File View Navigation BIGEN Help
— Decompile all classes & B K
' Deobfuscation 3D
Quark Engine

Select a process to debug

| Select a process to debug |

FaE:
T Bfdbug® FHIEFR:

| JON | *New Project - jadx-gui
File View Navigation Tools Help

= & = & B F

| Select a process to debug

RILA$TFF

ADBIEINE:

File View Navigation Tools Help

2 = & B,
[ ] [ ] ADB server d, addr: | Ih 5037
Pol=3 210/ Users/crifan/dev/dev _tool/android/AndroidSDK/platform-tools/adb
ADB Addr | localhost ADB Port | 5037
. Device

. Pixel 5 [serial: 9C181A8D3C3F3B] [state: onlinel
S [pid: 10381 ] com.crifan.keepaliveandroid.daemon
5 [pid: 10326 ] com.crifan.keepaliveandroid:resident
S [pid: 10297 1 com.crifan.keepaliveandroid

1 devices

1

Launch App Start ADB Server Refresh

Issues: 2 wamings

JADX memory usage: 0.02 GB of 44.81 GB

e B RhH RN T :

o ADBHIJpath



e ADBHJAddress Flport

PYSE

BirLEIRER,
KeepAliveAndroidB9#8 X # 12

HEEE#

o FTFF Log Viewer = AEEER MAHI

o Help -> Log Viewer

(debuggable) AILAEIXAVI#TZE = LR B S 2 AIASTI L& a—Tapp:

[ NN ) *New Project - jadx-gui
File View Navigation Tools

= &

o Log Viewer — {*38L & B /F

© About

o TRERRE: HEER

| NN *New Project - jadx-gui
File View Navigation Tools Help

= &

T # B K,

AIM$TF: BEEES

v

File View Navigation Tools Help

= &

WARN :
WARN :
WARN :
WARN :

|

Issues: |

Aborting
Aborting
Aborting
Aborting

& B /

Log Viewer

Log level: | WARN v

readServiceProtocol: java.net.SocketException: Socket closed
readServiceProtocol: java.net.SocketException: Socket closed
readServiceProtocol: java.net.SocketException: Socket closed
readServiceProtocol: java.net.SocketException: Socket closed

Close
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jadx{ERILMF
ZI8IME

M jadx-gui FTHRIGHREHESMENEMRAME

HFEITLZEMapk, A jadx-gui FTHANEIRASEIapkEIZRE

e v1.5

e v3.4.8



e v3.6.9



o

-) AIAEHapk@ EHINE U EB T afinEs =:
e vi1.5 ! ZHFME

e v3.4.8 :
e Vv3.6.9 :

RS

jadx A8E

21

/. ./../. /. /reverse_engineering/jadx/jadx-1.0.0/bin/jadx

HNE 7 % qihoo&5 [£360
INE7 %= BiflREllegu

M jar S java , BNSRE

child.peiyin9201516-dex2jar.jar
INFO - loading
INFO - converting to dex: com.ishowedu.child.peiyin9201516-dex2jar.jar

ERROR - jadx error: Error load file:

2jar.jar

jadx.core.utils.exceptions.JadxRuntimeException: Error load file:
owedu.child,
at jadx.
at jadx.
at jadx.
at jadx.

peiyin9201516-dex2jar.jar
api.JadxDecompiler.loadFiles JadxDecompiler.java:138
api.JadxDecompiler.load JadxDecompiler.java:102
cli.JadxCLI.processAndSave JadxCLI.java:32
cli.JadxCLI.main(JadxCLI.java:18

/dex_to_jar/com.ishowedu.

/dex_to_jar/com.ishowedu.child.peiyin9201516-dex

/dex_to_jar/com,ish



Caused
or:

by: jadx.core.utils.exceptions.DecodeException: class to dex conversion err

dx exception: Translation has been interrupted

at
at
at
at

Caused

jadx.core.,utils.files.InputFile.loadFromJar InputFile.java:191
jadx.core.,utils.files.InputFile.searchDexFiles InputFile.java:82
jadx.core.utils.files.InputFile.addFilesFrom InputFile.java:40
jadx.api.JadxDecompiler.loadFiles JadxDecompiler.java:136

common frames omitted
by: jadx.core.utils.exceptions.JadxException: dx exception: Translation has been

interrupted

at
at

Caused
at
at
at
at

Caused
at

jadx.core.utils.files.JavaToDex.convert JavaToDex.java:63

jadx.core.utils.files.InputFile.loadFromJar InputFile.java:182
common frames omitted

by: java.lang.RuntimeException: Translation has been interrupted

com.android.dx.command.dexer .Main.processAllFiles Main.java:614

com.android.dx.command.dexer .Main.runMultiDex Main.java:365

com.android.dx.command.dexer .Main.runDx Main,java:286

jadx.core.utils.files.JavaToDex.convert JavaToDex.java:49
common frames omitted

by: java.lang.InterruptedException: Too many errors

com.android.dx.command.dexer .Main.processAllFiles Main.java:606
common frames omitted

jadx3Eie s : java.lang.OutOfMemoryError

GIRA jadx FEIRAURBHAE]HE:

java.lang.OutOfMemoryError: GC overhead limit exceeded

at

jadx.core.dex.visitors.blocksmaker.BlockProcessor.computeDominators BlockProcess

or.java:189

at

jadx.core.dex.visitors.blocksmaker.BlockProcessor.processBlocksTree BlockProcess

or.java:52

at
at
at
at

at
at
at
at
at
at
at
at
at
at

1/

jadx.core.dex.visitors.blocksmaker.BlockProcessor.visit BlockProcessor.java:42
jadx.core.dex.visitors.DepthTraversal.visit DepthTraversal.java:27
jadx.core.dex.visitors.DepthTraversal.lambda DepthTraversal.java:14
jadx.core.dex.visitors.DepthTraversal Lambda '~ /469590976.accept Unknown Source

java.,util.ArrayList.forEach ArraylList.java:1249
jadx.core.dex.visitors.DepthTraversal.visit DepthTraversal.java:14
jadx.core.ProcessClass.process ProcessClass.java:32
jadx.api.JadxDecompiler.processClass JadxDecompiler.java:292
jadx.api.JavaClass.decompile JavaClass.java:62

jadx.api.JadxDecompiler.lambda JadxDecompiler.java:200
jadx.api.JadxDecompiler ' Lambda ' /1425454633.run Unknown Source
java.util.concurrent.ThreadPoolExecutor.runWorker ThreadPoolExecutor.java:1142
java.util.concurrent.ThreadPoolExecutor .run ThreadPoolExecutor.java:617
java.lang.Thread.run Thread.java:745

I

HER#E:
e CPUHARRS



o RAFEFEBLREK
o tbanitbabJadxCLIE A T4GHIATE
cpu BER WE ﬁga
PID BP

crifan
crifan
rifan

0 root

Snagit 7 6 ) L crifan

python3.6

WindowServer wi Wserver

19 3,419 crifan
27 261 crifan
24 76 : crifan
6 crifan

rifan

crifan

Google Chrome Helper 2 B8 83 24 crifan

8.00 GB
EfERRE: 6.97 GB ¢

1.02 GB
EERM3ER: 5.96 GB

HEAE: 3.61GB
BRI 2.31GB
1.04 GB

MEEEA): ooM = out Of Memory HI[QJRE T,
fRIRINE, BFM:

o EHIIVMEBEARTE
o B4E: 18X jadx BIA, K -xmx BYE

o HR:

» /548 jadx-0.9.0/bin/jadx , ¥ %) DEFAULT_JvM_opTs MERE, 1SREF -xmx HYE
= EEUNIE AL EY

n KA

» BIRR, BIVMERAARTE, MZBEIR 46 , HBKRE 66

» XHEFIEIT jadx FREZHNNE, MMEESERR oom BIEE T

o B/DERTREL
o B4E: B -j N, N=1228, BDHEE, MMFEERESE, B OOMAHER
o SHIE:

» AT TjadxlY, £ -5 S, BELEL, bW

jadx output_folder your_apk.apk

o HRR
» EEERHFREE
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» SRBBVE, REFFEEAESBMEN
EEA:
o —MRFFNRERN apk T dex , FHIBEE oom (]

o RIFFLLRAEN, LEREZM apk T dex , 7 FIRERIBE] oom
o LEWNZBIAjadxRmIFDESITIEE]T oom
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jadxihelp=FEEIE 2=15FZS &

-+ jadx
jadx - dex to decompiler, version: 7

usage: jadx options input files .apk, .dex, .jar, .class, .smali, .zip, .aar, .ars
c, .aab

options:
-d, --output-dir - output directory
-ds, --output-dir-src - output directory sources
-dr, --output-dir-res - output directory resources
-r, --no-res - not decode resources
-§, --ho-src - not decompile code
--single-class - decompile a single class, full name, raw or
--single-class-output - or decompile a single cla
SS
--output-format - can be or , default:
-e, --export-gradle - save as android gradle project
-j, =--threads-count - processing threads count, default:
-m, --decompilation-mode - code output mode:
- trying best options (default
- restore code structure (normal
code
- simplified instructions (linear, wi
th goto
fallback
t extract finally block
--no-replace-consts - don
t change original access modifiers
- activate deobfuscation
--deobf-min - min length of name, renamed shorter, default
- -deobf -max - max length of name, renamed longer, default:
--deobf-cfg-file - deobfuscation map file, default: same and n
ame as input with extension
--deobf-cfg-file-mode - mode handle deobfuscation map file:

- found, don



read-or-save
t overwrite

- don
ignore t and don
auto
resources
code
valid
printable
none
all
--decompilation-mode fallback' (depre
cated
--use-dx - use dx/d8 to convert bytecode
--comments-level - code comments level, values: error, warn, i
nfo, debug, user-only, none, default: info
--log-level - log level, values: quiet, progress, error,
warn, info, debug, default: progress
-V, - verbose output (set --log-level to DEBUG
-q, - turn off output (set --log-level to QUIET
- print jadx version
-h, - print this

Plugin options (-P name value :

dex-input: Load .dex and .apk files

- dex-input.verify-checksum - verify dex checksum before load, values:
yes, no , default:

java-convert: Convert .class, .jar and .aar files to dex

- java-convert.mode - convert mode, values: dx, d8, both , default:
both
- java-convert.d8-desugar - use desugar d8, values: yes, no , default:
no
Examples:
jadx out classes.dex
jadx --rename-flags classes.dex
jadx --rename-flags classes.dex

jadx --log-level ERROR app.apk
jadx -Pdex-input.verify-checksum no app.apk
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