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Using Apktool

--only-main-classes
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.0 on OfficialSite_MobileThunder2.apk

Loading resource table

Decoding AndroidManifest.xml with resources

/.. /. . /Thunder/0fficialSite_MobileT

/. ./. . /Thunder/0fficialSite_Mobile

Loading resource table from file: /Users/crifan/Library/apktool/framework/1.apk

Regular manifest package

Decoding file-resources
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classes2,
classes3.
classes4.
classes5.
classes6.
classes?7.
classes8.
Copying raw assets/39285EFA.dex file
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-+ apk 11
total
-rw-r--r--@ 1 crifan staff 25M 09:00 xiaohuashengv3.6.9_downcc.com.apk

-+ apk apktool d xiaohuashengv3.6.9_downcc.com.apk
I: Using Apktool .0 on xiaohuashengv3.6.9_downcc.com.apk

I: Loading resource table

I: Decoding AndroidManifest.xml with resources

S: WARNING: Could not to (/Users/crifan/Library/apktool/framework , using /var/fo
lders/46/2hjxz38n22n3ypp_5f6_p__00000gn/T/ instead

S: Please be aware this is a volatile directory and frameworks could go missing, please
utilize --frame-path the default storage directory is unavailable

I: Loading resource table from file: /var/folders/46/2hjxz38n22n3ypp_5f6_p__00000gn/T/1
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Decoding file-resources

Decoding values */* XMLs
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Copying assets and libs

Copying unknown files

Copying original files
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BERBME R

yml — xiachuashe

apktoolym! %

4 OPEN EDITORS

Hep:

o REZAAY: AndroidMenifest.xml



o BEARRFENIEN dex X4
o AI15El: Mappl 55 ZiEtEXAAERY smali X4
o MEBIRE java JRBHIE
n FEEFEW smaliftjava WTEA AL
n LEBMEAR LR GE javalRid
» HEIAM smali XHEHNBREMAXHER, KHEEE LappREPRIE/SUHRT
o A apktool ¥:ikapkiSZIsmaliiBiE, ZHERIHEMN: apki&ENE
» JIE T MNapkRFiEEREETIWMEENE REN, ERRappll S BiERBHEN
w 2 MR EREleguil 7 ZEiapk, REFEEFINRBRBZMEREN, REE
IR RER B R &M

=)



F Il unkr

apktool R 4miE 1 {56.6.7Hapk

EREMIZETHE wEprmEve.6.7 , AGER apktool ERIFF:

+ apktool ./apktool d /Users/crifan/dev/dev_tool/android/apk/weixin/weixin_android_v6.

6.7_minAndroid4.2.x.apk

I: Using Apktool .0 on weixin_android_v6.6.7_minAndroid4.2.x.apk

I: Loading resource table

I: Decoding AndroidManifest.xml with resources

S: WARNING: Could not to (/Users/crifan/Library/apktool/framework , using /var/fo

lders/46/2hjxz38n22n3ypp_5f6_p__00000gn/T/ instead

S: Please be aware this is a volatile directory and frameworks could go missing, please
utilize --frame-path the default storage directory is unavailable

I: Loading resource table from file: /var/folders/46/2hjxz38n22n3ypp_5f6_p__00000gn/T/1
.apk

Regular manifest package

Decoding file-resources

Decoding values */* XMLs
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I: Baksmaling classes3.dex. ..
I: Baksmaling classes4.dex. ..
I: Baksmaling classes5.dex. ..
I: Baksmaling classes6.dex. ..
I: Baksmaling classes7.dex

I: Copying assets and libs

I: Copying unknown files

I:. Copying original files

-

apktool 11
total
=rwxr-xr-x@ crifan staff 3K 126 apktool
-rw-r--r--@ crifan staff 16M 129 apktool.jar
“rw-r--r--@ crifan staff 16M 129 apktool_2.4.0.jar
drwxr-xr-x crifan staff 4808 135 weixin_android_v6.6.7_minAndroid4.2.x

REZEERMLNER:

-+ apktool weixin_android_v6.6.7_minAndroid4.2.x
#+ weixin_android_v6.6.7_minAndroid4.2.x 11

total

=rW=r-=-r-- crifan staff 202K 135 AndroidManifest.xml
=rW=r-=-r-- crifan staff . 5K 135 apktool.yml
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drwxr-xr-x crifan staff 96B 135 lib
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drwxr-xr-x crifan staff 256B 135 smali
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drwxr-xr=-x crifan staff 320B 135 smali_classes5
drwxr-xr=-x crifan staff 384B 135 smali_classes6
drwxr-xr-x crifan staff 256B 135 smali_classes?
=+ weixin_android_v6.6.7_minAndroid4.2.x AndroidManifest.xml
=+ weixin_android_v6.6.7_minAndroid4.2.x apktool.yml

brut.androlib.meta.MetaInfo
apkFileName: weixin_android_v6.6.7_minAndroid4.2.x.apk
compressionType:
doNotCompress:
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= png
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- data
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- m4a
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isFrameworkApk:
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forcedPackagelId:
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sdkInfo:

minSdkVersion:
targetSdkversion:

sharedLibrary:
sparseResources:
unknownFiles:
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version: .0
versionInfo:

versionCode:
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build

dist
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apktool b thunderRepack_unsigned_unAlign.apk repackApk_jadx
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/. ./ ./reverse_engineering/apktool/apktool b thunderRepack_changedVersion.apk repa
ckApk_apktool

o M FEYapkXf4

1£4fllog:
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Smaling smali_classes8 folder into classes8.dex

I: Checking whether sources has changed .

I

Ly

H H H H HAHA H H HHHHHHH

Smaling smali_classes3 folder into classes3.dex
Checking whether sources has changed

Smaling smali_classes4 folder into classes4.dex
Checking whether sources has changed

Smaling smali_classes5 folder into classes5.dex
Checking whether sources has changed

Smaling smali_classes2 folder into classes2.dex
Checking whether resources has changed

Building resources

Copying libs .. (/lib

Copying libs. .. (/kotlin

Copying libs. .. (/META-INF/services

Building apk file

Copying unknown files/dir

Built apk
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BE
TODO:

o [Ef#R] “RapktoolEFITEAIYouTubefJapkERH
o [iC&E] Hjarsigner A BT BT RN FapkER
o [Ef#R] FHkeytoolELapka Fikeystoreil

HALPIRE
%

"
A keytool ARIEPXHE
o BH jarsigner XEMER

21

M E apk
Flkeytool x4 Fikeystoreif

keytool thunderRepack.keystore RSA
thunderRepack

o SRR

o -genkeypair : HRNZEBX (AfAFFER)

o -v : Eirverbose, HMEIFMER

o -keystore thunderRepack.keystore : “EpIkeystoreX {43

o -keyalg RSA : ZAEAFIRSA

o -keysize 2048 : keyRyK/J\KF2048
» M ERSARIENENAKR/ME

o -validity 10000

o -alias thunderRepack '@ IXEHI®, WRIIZEEH—, F1EEN
» ZAMERZ: mykey
5 FapkBE R REX M alias(E

o HiH:

@

o keystoreXf# @ thunderRepack.keystore

o HfthizhA

o HREB T EZPANE, Eiclk, UEEH
» EAMEERIZREE: thunderRepack

o IRE—HERE, RETERIA

o REWIMERKN, (ATUHARPXRERRER) , EWA: 2
 MIRGEBA yves , BET, MEEEBHIA—E. . .



Fljarsigner& &

jarsigner SHA1 SHA1withRSA thunderRepack.keystore
thunderRepack_changedvVersion_jarSigned.apk thunderRepack_changedversion.apk
thunderRepack

(| —
o SRR

o -verbose : HHI¥E

o -digestalg SHA1 :@ HEHEEZASHA1

o -sigalg SHAlwithRsA : HZEEFASHA1WithRSA

o -keystore thunderRepack.keystore : keystoreX{4, FBHIEHIEkeytool4d KT

o -signedjar thunderRepack_changedVersion_jarSigned.apk - OutDUtEﬁH:I’E'\J, E2EN, apk
XA

o thunderRepack_changedversion.apk : EXZMapkX

o thunderRepack : BUE (keytool’Efif) keystore (3EEHY) HYaliasHl
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X455
TODO:

o [EfRR] Hzipaligntff EFI] BEMapkEITFT

544
M EFapk
a1 B RYapk3d 5T

zipalign thunderRepack_changedVersion_jarSigned.apk thunderRepack_changedVersion_j
arSigned_aligned.apk

o SRR
o -p ! memory page alignment for stored shared object files

o WREFRFIBZHLAIM, M0 -f

zipalign xxx.apk xxx_aligned.apk

o MRBHLIFIE, M -v

zipalign xxx.apk xxx_aligned.apk

crifan.org, {EFE ®Z4.0EFEFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 E#:
2023-07-13 15:04:39


https://creativecommons.org/licenses/by/4.0/deed.zh

BRIARRIS

o [iCFE] X tbHafRapktoolEFHTHT EATIYouTubedapkr] ALE B L& F{EH
o [EfR] FBNRENENZR FapphizaEFFT Eapki9iZ 81 B

o MNIFEFIT ElapkpiIh
o FljadxR¥miF
» EERGDERIIREE, BEFB
o Faapt&&apkiE &

aapt dump badging yourRepackedSigned.apk

» MREMLEENES, BE8R, REF
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apktool

TODO:

o [EfRR] MacHHRapktoolEE=HTHR

o [EfBR] apktoolEHT Elapkiks: brut.directory.PathNotExist apktool.yml

e [iEFE] MacH B R FARKapktoolZl & FThR4<2.9.0

e [IE%] FapktoolRiIFH RN FE L Eapp

o [iE&] FapktoolA i/ T smalift i3RI & X4 EFiT & Japk

o [EfRR] pmZ&EapktoolEFHT B JapkiREs: Failure
INSTALL_PARSE_FAILED_NO_CERTIFICATES

[EfR] #FFljadxxHRmiZHjavaftidxd iz iapktool & 4RiEAIsmalifthd

[5RAZR] MacH Fapktoolif iz R Hmi¥ & Eapk: adcWallet_release_v2.2.4.apk

[BR P fiRIR] apktoolRimiFL ST FapkiRss: Baksmaling assets dex Not a valid dex magic value
[RERR] apktoolEFitTElapkiREE: Exception in thread org.jf.util. ExceptionWithContext Exception
occurred while writing code_item for method

[ic&] SFLbhf{RapktoolEFFTEAIYouTuberapk el LALE B L2 F1{ER

[EfRR] apktoolEFFTEREE: brut.androlib.AndrolibException brut.common.BrutException could
not exec

[EfgR] REFETiktok: FapktoolSH X4

[Ef#R] ZRapktoolEFHFTEHIYouTubelapkEZE R

[EfR] ZEASEIRapkfIsmali: 5 \apktool R JRiIZFHRIBIER IR K

[REER] ZEFHGoogle Pixel3HhENE; |HARY ouTubeE Fi &2 apktool EFFT E1AIYouTubekapk

e apktool
o Bfta: — T ¥EZEapk TR
o EEIJHE
« fRE

= BN apk X
» il SRS BEXH
» ETE
o BAEIFR
» 2 gan IF > RAESENFIE
» BB shYRiFapkETIE
» BEBapk HINEINRT
» LBk YRiFEtapkia
» HZRithftlocalizing
= NINEfbINEE
= 57 [RBapkiVINEERZEE
o ALK
o Apktool - How to Install
e github=T1
o iBotPeaches/Apktool: A tool for reverse engineering Android apk files


https://ibotpeaches.github.io/Apktool/install/
https://github.com/iBotPeaches/Apktool

e BN
o Apktool - A tool for reverse engineering 3rd party, closed, binary Android apps
o BEARER
s EAEAapktool B T &5 fZapk

apktooligix
" apktool
Unrecognized option:
Apktool v2.5.0 - a tool reengineering Android apk files
with smali v2.4.0 and baksmali v2.4.0
Copyright Ryszard Wisniewski brut.alll@gmail.com
Copyright Connor Tumbleson connor.tumbleson@gmail.com

usage: apktool
-advance, - -advanced prints advance information.
-version, --version prints the version exits

usage: apktool install-framework | options ' framework.apk
-p, --frame-path dir Stores framework files into dir .

-t,--tag tag Tag frameworks using tag .
usage: apktool d ecode ' options file_apk
-f,--force Force delete destination directory.
-0, --output dir The name of folder that gets written. Default is apk.out
-p, --frame-path dir Uses framework files located dir .
-r,--no-res Do not decode resources.
-S,--no-src Do not decode sources.
-t,--frame-tag tag Uses framework files tagged by tag .
usage: apktool b /uild 'options app_path
-f,--force-all Skip changes detection and build all files.
-0, --output dir The name of apk that gets written. Default is dist/name.apk
-p, --frame-path dir Uses framework files located dir .

For additional info, see: https://ibotpeaches.github.io/Apktool/
For smali/baksmali info, see: https://github.com/JesusFreke/smali
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keytool

o keytool: 4 RfkeystoreX {4

keytool demo.keystore RSA demo. key
store
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jarsigner

e jarsigner: ¥, JDKIRHMHjarBERNWERAIR

o (UE
= Win: JDK/bin/jarsigner.exe

o A
jarsigner demo.keystore demo.apk demo.keystore
jarsigner 1SI0IERYapk
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apksigner

e apksigner : GoogleEHT;:E'E{#E’\]%‘I'NAndrmd apk'ﬁﬁﬁgﬁiﬁﬂ'ﬂgﬁﬁlﬁ
o UE:
» Win: Android SDK/build-tools/SDKhr4~/apksigner.bat
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eI Android EF4T Eapk B RS REIRY, MAFEMNIA,

tean:

o XI3F

o zipalign
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zipalign

o XJ3F
o BAIER: =zipalign
o RNEAIEXFT = JFHBE/: MILIEaE
» X35 2Z280: CPUiALElapk ARSI HIREEINZFEX M, BELIIMEHZIRAMA, B
w IBINTARAEFERSE
» X35 HiZA mmap EihlRlapkNERRYEIRE XA
» EHRBEFEIMINRAM, FETAFEREZ, B 7 MEEFNE

A 3335498
o WREB{ERRIZE apksigner , REEENAPKXHE R ZHIMAT zipalign
o WRIGIE(ER apksigner NAPKE R ZENAPKME TiH—F BN, ERESEN
o WMRBEBRIZE jarsigner , REEENAPKXHEHE R ZEHAT zipalign

Bk
. 7

zipalign infile.apk outfile.apk

o WIFREXTF

zipalign existing.apk
] - ~ :
zipalignig;
" zipalign
Zip alignment utility
Copyright (C The Android Open Source Project

Usage: zipalign -f [-p/ ' -v| -z align infile.zip outfile.zip
zipalign -p/ '-v. align infile.zip

align : alignment bytes, e.g. provides 32-bit alignment
-c: check alignment only (does not modify

-f: overwrite existing outfile.zip

-p: memory page alignment stored shared object files

-v: verbose output

-z! recompress using Zopfli
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Zipalign

45



I |o)
TODO:

o [EHFRR] apktoolz4miFL S EFEapkiRa: Baksmaling assets dex Not a valid dex magic value

o [Ef2R] apktoolEFITEIREE: brut.androlib.AndrolibException brut.common.BrutException could
not exec

o [EffR] BIEEFT BapkiRFZFAIERZBXIFTAEENHS

o [Ef2IR] AEFITEEMapkE R Mjarsignerif Eapksigner
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IS

E] Hapkryttii

KT REEFTTBapkhLE:

o D¥apk: REIMFIEFITE
o TBA:
» NEFRARMAILERES
o %3l
s HE?
o Z#apk: TEIMFITE, FBFRZEER, TTiEAEE
o Hf|
= YouTube?
o TBA:
 REERIRARMAILCERYF, LEiRE
» EMEFHIABEEMITE, BEREERRapktiaREMEIR, AREZEHITEEELKN

KT NS
MPPEL D, BEHEappiETEE, WHRE: BT
LA

e IDEA + smalidea + baksmali
o IDEA : FFRREMPFETF, Android Studio FREARIEX T
o smalidea : TEidsmalifYidEeF
o baksmali : 4B¥ smali

ARTHER

MRE ART B
- dex XHHTE ART LIBITEEHEN 0AT 18
-) BEEZER pEx XHFIA dex2oat HITIAR

crifan.org, {EFE #4.0EFR(CC BY 4.0)1Y&%n all right reserved, powered by Gitbook&x /5 E#:
2023-07-13 16:39:12


https://creativecommons.org/licenses/by/4.0/deed.zh

Bt &

TESIEEXSEREN,

crifan.org, {ERAZE34.0EFR(CC BY 4.0)/%&%n all right reserved, powered by Gitbook&x 5 E#:
2022-10-29 09:52:26


https://creativecommons.org/licenses/by/4.0/deed.zh

[EfER] apktoolRHmiFR ENE AR/ ENEBETE LFapk

[iEX] Sl FEOEEL Eapp: OE

[Ef#R] MacH FINox& &I 23 ] Xposed INiFE4 Fdex2 S HZ S il &E#Idex
(EfER] SETNREMNENZ EappiiE/aEfMTT BapkrBEHN 2

Android [z fmiFapk{E MR A S EFRITEIZZF MR (BiFf) DEZEMNEZE-CSDNEZE_android
apk R¥miE
ZHapkRmIF. BN, EFTE. ERETTE_dreamer202089E1=-CSDNEE _apkimiF
Androidi¥ [6]- /R iFapk HEFFTE - &P (jianshu.com)
Android apkZE&MFE. MAME. FHTT. X8R (AX—EMIET) _osc j34n26zn -
MdEditor
Android APKXI3F 84 - TP
[Android] ApkZ & Kzipalign¥$5F_toaksghUtEZE-CSDNIEZE zipalignXd5%
zipalign | Android FF &% | Android Developers
1.11 RIFFAPKIREXUIE& R TR | R EEIE
APKN BFZFRIARE. B2X. HiE. ITERNA- ITHFAEBR - Powered by IT619.NET!
android apkf2E1F13T6)_JaedongXuehyiEE-CSDNIEE apkfiz
BIERICRAPKRIFREIHT B - RIF
APP-AndroidB# 5 i9dex 3 {4 B4R 1FAPK | VK'Blog|tE% (vkxss.top)
Android R miFapk{EtA R A S EMITEI X2 FHEHE (BiFf) DEZEMNIEZE-CSDNEZE_android
apk R¥w1%E
Android R RIFfGEFFTE - @+ (jianshu.com)
IDEARISIAIRZENFANAEDZE - IBoLEXy - BEEHEE - LCG - LSG |REWBE RS D
Hrlwww.52pojie.cn
[REIDZ=—13601NE R S&EIEE (2017/07/178EF) -Android R 2-EFILIE-Z2HK|
§2|bbs.pediy.com

£1

it
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