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o anti_fgets();
e anti_exit();
e anti_fork();
o anti_kill();

e anti_ptrace();

https://github.com/deathmemory/FridaContainer/blob/011c205d5ef1372b697ed04a66f69b8fd75680ed/utils/android/Anti.ts
EERI L
https://github.com/axhlzy/lI2CppHookScripts/blob/862b39b695540008ff06ed2b15e1a1ec98b44fa3/Others/FTS/fts.js
RE:

o frida syscalls https://github.com/FrenchYeti/frida-syscall/blob/main/index.js
e frida syscalls https://github.com/AeonLucid/frida-syscall-interceptor
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n RIPKDNSET KT
o EFlONZZE
= https://github.com/qtfreet00/AntiFrida
m https://github.com/xxrOss/AntiFrida
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m https://github.com/emanriquez/antifridaAndroid
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m  frida-server-12.8.9-android-armé4

» BEIHOS

n Zf

m  frida-server FIENIAIGOZE 27042 , RNFNIHOS
n B FridaR{F4HEX mapsHRelf ST LR 4F1LE

n HitRIEHE

-> fs1289amd64

» BEXMRIEL, SHREIREILEMNTsoRME, nopfEBlIE check_loop LAZRIHTT, BIFE nop iFKIIEC
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» FAFBLBEIZMIER, fridams<iENG, applBNEER, XIRA ps -e HIEEFS—
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HEMERN—HD
o BRAAXE
n (FRBREIFEARRARfrida
= hluda
m Florida
m Froda ?
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AntiFrida
https://github.com/qtfreet00/AntiFrida
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int fd

char path

char perm

unsigned long offset
unsigned int base

long end

char buffer

int leop

unsigned int length
//"frida: rpc"BIRTERRISIE
unsigned char frida_rpe

unsigned char m  frida_rpe
unsigned char ¢ m

c c

c

c c c
c

c c c
m c

//FIRMIFrida RIFIR B

loop
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fd

fd
fd. buffer
// EEefrida-serverflfrida-gadgetBIARI7ESE

buffer base end perm offset path
perm
perm

offset

path

path
end base

path
base
base end frida_rpc length
// RIERTESE
#ifndef
// RIEE CHiHE
#endif
//EH
fd
/IRBER, BEAT—MIERER, EHERXMNREIR—HSEEOD, 0WEER
loop
nullptr
pthread_t t
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t. nullptr check_loop nullptr
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o TEHllRFrida=EEcfiRFrida: hluda == strongR-frida-android
o Githubfti3
m https://github.com/hzzheyang/strongR-frida-android
m hzzheyang/strongR-frida-android: An anti detection version frida-server for android. (github.com)
s HFIAEKRIE, KEEREBZXTT, FAMERT—TYlarodipatch, EXEREMIIE, FAIME
Ylarod&E&
o HxiL Bt
= hluda-server
» HIETH
m https://github.com/hzzheyang/strongR-frida-android/releases
m Releases - hzzheyang/strongR-frida-android (github.com)
» HOHFE
n [FEI]FEN4R1EHIuda Frida Server-Android 2 £-& &-Z £t X|Z £ 8| kanxue.com
o X
» ForkB = [RIABE
m https://github.com/CrackerCat/strongR-frida-android
m CrackerCat/strongR-frida-android: An anti detection version frida-server for android. (github.com)

s BRRABCE: RArelease/RiZFHI, A FEMIXXHE

n HthTH
m https://github.com/Exo1i/MagiskHluda
m Exo1i/MagiskHluda: Run a more undetectable frida-server on boot using magisk (github.com)
m Florida on Boot: Unleash Florida's Power with Enhanced Undetectability
n This a magisk module based on Florida which is a more undetectable version of Frida.
n It basically sets up Florida to start on boot for you.
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hluda-server-15.1.21 E2— 123 BERAMRAEY Frida-server, FEH X} x86-64 F arm64 Z2HHYi%%E ., Frida 2—FEEKM
HESREBEELR, EATFASEEITRNNNBRERHTER. BidflY¥raIE. XMBERREEREN TSI RLENA
HAERTF Frida AFUANSH], LASSIEINFEHAITHEE.
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e Frida-server 2 Frida ®—&8%, ERf—TAMEBREE LETHRIERSS, 5BEN LW Frida EFIRES LTIE,

e Frida-server BJBAJF N JavaScript (X185 RN AREREF, RIFEETHONIEHREANTN.

e £ Android SE/ L, 1B 18)1I ADB (Android Debug Bridge) ¥4 Frida-server #i%F18%& F, HEMRS, ABEBEN
L EEHIATHIA,

EZ (Magic Modification)

o EPAAR hluda-server EFRT Frida BY—LE4HERS, DUBS MR R RSB ERAALNE
o XIMENAREBIFERRTESERNIE. ZMRFHEFRSH. BENBENE, NURSRKE.
o ERBARFIABREM BTN A E RGP R RIRA TR R EIXL,

x86-64 1 arm64 3z 15

o x86-64 hxASIEA T HE T x86 T x86_64 Z2MJANiR %, WNFLEAZIZZITIFER) Android 18,
o arm64 KRN 53T ETF ARMVS Z2H8 64 iR, XS Android IREH T REEM,
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o RALXFTRRZAE] hluda-server BIREERE ZthBETEEHTFANAF.
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o Frida (W OINEERATERIRE, AREFMERECHIANNAAMBNIERE, EXFE, WXL EHEE.
o ET hluda-server BEBIFFHLN, E4FHER TLEXBINA ™ ERFINER B ERIPHHIRIRA.
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o BT AESARS TREM, BrRESKER, PIMHTIFANERE, EIERNNBRETEREN.
o WTFEBAF, REWFMIREFIXAIEERICIRT, HL7EER Frida 5 hluda-server B, SuiERIAAS BARRBH
BAThIERER,
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e ¥ hluda-server 2RI, RRIRZEFZEINER, H ADB EEHEE.
e BT ADB JEXIRAY hluda-server DR BIFXFNEE L, HIRBEHXENIBRBHRS.
o TEBEHNLZE Frida BFH, BT %R hluda-server SLIRFZIRHIFIRIAHIT.
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e Florida
o Github
m https://github.com/Ylarod/Florida
m Ylarod/Florida: it < #&30 frida-server / Basic anti-detection frida-server
m Follow FRIDA upstream to automatic patch and build an anti-detection version of frida-server for
android.
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o EfIhRFrida=ERHRFrida: froda
o https://github.com/xyxdaily/frida-detect-protect
m xyxdaily/frida-detect-protect (github.com)
» froda (IRTEMEX, EHEIRAF)
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