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Root
 v0.6.0 

 20250123 

root root

+ +

HonKit

crifan/android_re_root_env_detect_bypass:	 Root

HonKit

crifan/honkit_template:	demo	how	to	use	crifan	honkit	template	and	demo

Root 	book.crifan.org
Root 	crifan.github.io

Root 	PDF
Root 	ePub
Root 	Mobi

	 admin  crifan.com 

 crifan 

 crifan  150+ 
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crifan/crifan_ebook_readme:	Crifan

CrifanLi 	–	

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-23	22:43:22
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root

root
root 	=	 root

app	==	
	==	 	==	
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Hunter
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Hunter
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m om o
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momo
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TODO

	 	 	hook(	 	xp	ida	frida	) 	 	 _ 	 hook-CSDN

:

anti_fgets();
anti_exit();
anti_fork();
anti_kill();
anti_ptrace();

https://github.com/deathmemory/FridaContainer/blob/011c205d5ef1372b697ed04a66f69b8fd75680ed/utils/android/Anti.ts

:

https://github.com/axhlzy/Il2CppHookScripts/blob/862b39b695540008ff06ed2b15e1a1ec98b44fa3/Others/FTS/fts.js

frida	syscalls	https://github.com/FrenchYeti/frida-syscall/blob/main/index.js
frida	syscalls	https://github.com/AeonLucid/frida-syscall-interceptor

https://blog.csdn.net/weixin_42453905/article/details/122462984?spm=1001.2014.3001.5501

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-23	22:15:15

Root

8



Root
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root
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Root
TODO

root
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Root
Frida xposed hook

root
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Frida
TODO

Android Frida

Frida
=	 Frida

Frida
=	 Frida
=	 Firda
=	 Frida
=	Frida

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-23	22:35:17
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Frida
Frida

frida
hook

svc

https://github.com/qtfreet00/AntiFrida
https://github.com/xxr0ss/AntiFrida
https://github.com/emanriquez/antifridaAndroid

[ ] frida
inlinehook frida

https://github.com/TUGOhost/anti_Android
https://github.com/kumar-rahul/detectfridalib
Frida SO Frida

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-23	22:30:13
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Frida
frida 	=	

=
 frida-server 

 frida-server-12.8.9-android-arm64 	->	 fs1289amd64 

 frida-server  27042 

Frida maps elf

so nop  check_loop  nop kill
kill

frida app  ps -e 

kill app app

frida
hluda
Florida
Froda	?

AntiFrida

https://github.com/qtfreet00/AntiFrida

voidvoid  **check_loopcheck_loop((voidvoid  **))  {{

    int fd    int fd;;

    char path    char path[[256256]];;

    char perm    char perm[[55]];;

    unsigned long offset    unsigned long offset;;

    unsigned int base    unsigned int base;;

    long end    long end;;

    char buffer    char buffer[[BUFFER_LENBUFFER_LEN]];;

    int loop     int loop ==  00;;

    unsigned int length     unsigned int length ==  1111;;

        //"frida:rpc"//"frida:rpc"

    unsigned char frida_rpc    unsigned char frida_rpc[[]]  ==

                        {{

                                        0xfe0xfe,,  0xba0xba,,  0xfb0xfb,,  0x4a0x4a,,  0x9a0x9a,,  0xca0xca,,  0x7f0x7f,,  0xfb0xfb,,

                                        0xdb0xdb,,  0xea0xea,,  0xfe0xfe,,  0xdc0xdc

                        }};;

        forfor  ((unsigned char unsigned char &&m m :: frida_rpc frida_rpc))  {{

        unsigned char c         unsigned char c == m m;;

        c         c ==  ~~cc;;

        c         c ^=^=  0xb10xb1;;

        c         c ==  ((c c >>>>  0x60x6))  ||  ((c c <<<<  0x20x2));;

        c         c ^=^=  0x4a0x4a;;

        c         c ==  ((c c >>>>  0x60x6))  ||  ((c c <<<<  0x20x2));;

        m         m == c c;;

        }}

        //// fridafrida

        LOGILOGI(("start check frida loop""start check frida loop"));;

        whilewhile  ((loop loop <<  1010))  {{
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        fd         fd ==  wrap_openatwrap_openat((AT_FDCWDAT_FDCWD,,  "/proc/self/maps""/proc/self/maps",,  O_RDONLYO_RDONLY,,  00));;

                ifif  ((fd fd >>  00))  {{

                        whilewhile  ((((read_lineread_line((fdfd,, buffer buffer,,  BUFFER_LENBUFFER_LEN))))  >>  00))  {{

                                // // frida-serverfrida-server frida-gadgetfrida-gadget

                                ifif  ((sscanfsscanf((bufferbuffer,,  "%x-%lx %4s %lx %*s %*s %s""%x-%lx %4s %lx %*s %*s %s",,  &&basebase,,  &&endend,, perm perm,,  &&offsetoffset,, path path))  !=!=

                                        55))  {{

                                        continuecontinue;;

                                }}

                                ifif  ((permperm[[00]]  !=!=  'r''r'))  continuecontinue;;

                                ifif  ((permperm[[33]]  !=!=  'p''p'))  continuecontinue;;  

                                ifif  ((00  !=!= offset offset))  continuecontinue;;

                                ifif  ((strlenstrlen((pathpath))  ====  00))  continuecontinue;;

                                ifif  (('[''['  ==== path path[[00]]))  continuecontinue;;

                                ifif  ((end end -- base  base <=<=  10000001000000))  continuecontinue;;

                                ifif  ((wrap_endsWithwrap_endsWith((pathpath,,  ".oat"".oat"))))  continuecontinue;;

                                ifif  ((elf_check_headerelf_check_header((basebase))  !=!=  11))  continuecontinue;;

                                ifif  ((find_mem_stringfind_mem_string((basebase,, end end,, frida_rpc frida_rpc,, length length))  ====  11))  {{

                                        ////

                                        LOGILOGI(("frida found in memory!""frida found in memory!"));;

#ifndef #ifndef DEBUGDEBUG

                                        ////

                                        wrap_killwrap_kill((wrap_getpidwrap_getpid(()),,SIGKILLSIGKILL));;

#endif#endif

                                        ////

                                        breakbreak;;

                                }}

                        }}

                }}  elseelse  {{

                        LOGILOGI(("open maps error""open maps error"));;

                }}

                wrap_closewrap_close((fdfd));;

                //// 3030 3030

        loop        loop++++;;

                sleepsleep((33));;

        }}

        returnreturn nullptr nullptr;;

}}

voidvoid  anti_frida_loopanti_frida_loop(())  {{

    pthread_t t    pthread_t t;;

        ////

        ifif  ((pthread_createpthread_create((&&tt,, nullptr nullptr,, check_loop check_loop,,  ((voidvoid  **)) nullptr nullptr))  !=!=  00))  {{

                exitexit((--11));;

        }};;

        pthread_detachpthread_detach((tt));;

}}

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-23	22:10:25
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hluda
Frida= Frida hluda	==	strongR-frida-android

Github
https://github.com/hzzheyang/strongR-frida-android

hzzheyang/strongR-frida-android:	An	anti	detection	version	frida-server	for	android.	(github.com)
Ylarod patch

Ylarod

hluda-server

https://github.com/hzzheyang/strongR-frida-android/releases
Releases	·	hzzheyang/strongR-frida-android	(github.com)

[ ] Hluda	Frida	Server-Android - - | |kanxue.com

Fork 	=	
https://github.com/CrackerCat/strongR-frida-android

CrackerCat/strongR-frida-android:	An	anti	detection	version	frida-server	for	android.	(github.com)
release

https://github.com/Exo1i/MagiskHluda
Exo1i/MagiskHluda:	Run	a	more	undetectable	frida-server	on	boot	using	magisk	Ὥ Ŋ 	(github.com)

Florida	on	Boot:	Unleash	Florida's	Power	with	Enhanced	Undetectability
˄ 	This	a	magisk	module	based	on	Florida	which	is	a	more	undetectable	version	of	Frida.
˄ 	It	basically	sets	up	Florida	to	start	on	boot	for	you.

-

hluda-server-15.1.21	 	Frida-server 	x86-64	 	arm64	 Frida	
“ ”

	Frida	

Frida-server

Frida-server	 	Frida	 	Frida	
Frida-server	 	JavaScript	
	Android	 	ADB	(Android	Debug	Bridge)	 	Frida-server	

M agic M odification

	hluda-server	 	Frida	

x86-64  arm 64 

x86-64	 	x86	 	x86_64	 	Android	
arm64	 	ARMv8	 	64	 	Android	
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	hluda-server	

Frida	
	hluda-server	

	Frida	 	hluda-server	

	hluda-server	 	ADB	
	ADB	 	hluda-server	

	Frida	 	hluda-server	

hluda-server-15.1.21	 	Frida-server	

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-23	22:34:21
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Florida
Florida

Github
https://github.com/Ylarod/Florida

Ylarod/Florida:	 	frida-server	/	Basic	anti-detection	frida-server
Follow	FRIDA	upstream	to	automatic	patch	and	build	an	anti-detection	version	of	frida-server	for
android.

	FRIDA	 	Android	 	frida-server
	frida-server	/	Basic	anti-detection	frida-server

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-23	22:27:16
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Froda
Frida= Frida froda

https://github.com/xyxdaily/frida-detect-protect
xyxdaily/frida-detect-protect	(github.com)

froda
hluda froda hluda frida:rpc

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-23	22:27:42
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Xposed
Xposed

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-23	21:53:37

Xposed
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adb
adb

adb

Frida xposed hook

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-23	22:04:43

adb
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Frida

bill-bil/20210123-200754-467:	 Frida 	(github.com)
	 	 	hook(	 	xp	ida	frida	) 	 	 _ 	 hook-CSDN

[ ] Hluda	Frida	Server-Android - - | |kanxue.com
hluda frida _libmsaoaidsec.so -CSDN
hluda-server-15.1.21( frida-server) x86-64 arm64 _frida -CSDN
Detecting	Frida	the	“Right”	way.	It’s	very	common	for	an	application	to…	|	by	Aimar	Sechan	Adhitya	|	Medium
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