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https://gate.hockeyapp.net m T
https: /faccount.xiaomi.com
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¥ 4 https:/fapi.comm.miui.com
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vima
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¥ w https://p48-buy.itunes.apple.com Name Value
v @ http://music.163.com URL http://music.163.com/apifsp/active/detect?MUSIC_U=9746415792072aa0a89dd00a0331d3cb4af3...
¥ {8 api Status Complete
v @ sp Response Code 200 OK
¥ [ active Protocol HTTPM.1
0 detect?MUSIC_U=974641579: » Protocol -
¥ 0 flow » Session Resumed -
! status?MUSIC_U=9746415792 > Cipher Suite -
¥ o feedback > ALPN -
¥ @ client Client Certificates -
log?MUSIC_U=974641579297 Server Certificates -
b [ eapi b Extensions
¥ . https://nstool.netease.com Method HEAD
& <unknown> Kept Alive No

» & https://59.111.160.195
» @ http://pingma.qg.com
> @ http://g.cn.miaozhen.com
¥ o https://music.163.com

& <unknown>

& <unknown>

& <unknown>

& <unknown=>
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» (D http://t.mookiel.cn
» (D http://wanproxy.127.net
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4vYwYyY
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v @ https://childapi.qupeiyin.com Headers Query String Raw
¥ (4 home
5 1 data":{"id":"1","title":"\udeca\u65e5\u66f4\u65b0","snum" ", "icon' y eiyin.cn\f2018-02-24\/5a80e2ddd5f57.
flg" "co\Eer' "https: \NTm\g aup;wln cn\\f'2016\01 -15\/569899b759d34.png", "sub_ti D 4 y urse", "oo\flrse 5
il refreshMaduls?signa7044208ba 20161653 8", "tll!e"."\u5100\uSbSG\uSbSS\ufi1a\u7406\u6013\u492d\n‘5\u73b0\u5b99\u4e2d\u76&4\u4f60 ic":"https:Wimg.qupei
¥ [ course
| detail_new?sign=6f6e9a89a52{0bdf814a0( 15:26'.'lE_vip":"D"."dala_from" i _ _| "1"} itle":"\u3010\u5c0f\u9e66\uDed s\
| last_show_peoples?sign=ea1265612600a8¢ u301M\uB253\u5f00W4e66\uE72c\uff0c\u7ffb\u5230\W7b2c20\Ww8875", " pic”:"https:\\fimg.qupeiyin.cn\/2018-09-04/5b8e3db2110
» [ StudyShow Oa-iDQ'.fvim’ws’:“14541"."create time":"ZNB'-DS-ZZ' - ; .
¥ 10:05","is_vip":"0","data_fr equest_id":"0","is_collect":0,"is_unlock":"1"},{"id":"67813"," u53dAuaf24\u7684\usM7\
> S https:{fwww.googleapis.com u5170\u514b\u53da\u53da’ "https:\\fimg.qupeiyin.cn\/2018-09-05\/5b8fa0ff1a3c8.jpg","views":"13052", "create_time":"201
F & https://cloudconfig.googleapis.com B-06-27
¥ hitps://redirector.gvtl.com 16:23","is_vip":"0","data_from":0,"request_id":"0","is_collect":0,"is_unlock":"1"},{"id":"62132", "title":"\u7ec8\ude8e\uB27e\u5230
b & hitps:/fr1---sn-Bxgplvo-Suae.gvtl.com \uB211\u7684\u74f6\uEbE0\udes i ttps:\/\/img.qupeiyin.cn\/2018-09-04\/5b8ed60e3eced.jpg *363756","create_ti
» @ hittp:/fsdapi.qupeiyin.com me":"2018-01-08 17:58","is_vip":"0","data_from":0,"request_id":"0","is_collect":0,"is_unlock":"1"}]},"status":
v @ https://cdn2.qupeiyin.cn

¥ [ 2018-08-14
H 15342146056971.mp4
> @ http://wx.qglogo.cn
> @ http://android.bugly.qg.com

Filter: Headers Text Hex JavaScript JSON JSON Text Raw

CONMECT https://play.googleapis.com Recording
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No SIM = 9:48 PM @@

< Installed Details Remove

SSL Kill Switch 2

1.0 160 kB
E‘:} Change Package Settings >
@ Author Alban Diquet >

Blackbox tool to disable SSL certificate validation -
including certificate pinning - within iOS and OS X
Apps.

INSTALLED PACKAGE

B Version 1.0

Filesystem Content >

com.nablac0d3.sslkillswitch2
- Tweaks

N I N TN

- Cydia Sources Changes Installed Search

CRRVES
= WhatsAppfihttpsisa R ol A B ZIBEST
m https://v.whatsapp.net


https://v.whatsapp.net

Charles 4.6.3b2 - Session 7 *

0O 2 w O /7 cC

structure  (SeqUence
Method  Host St Duation  Size Statu
s 16.77 KBComplete

GET v.whatsapp.net 575
GET v.whatsapp.net Iv2reg_onboard_abprop?ce=18i 225558 645ms 213 KBComplet

Settings

CoteAtsl) summary Chart  Notes

vethod: GET

cheme: https

path: /v2/reg_onboard_abprop?ce=18in=21556500008rc=0
authority: v.whatsapp.net
accept: */*
content-type: application/x-www-form-urlencoded
user-agent: WhatsApp/2.23.21.72 i0S/13.3.1 Device/iPhone_7
accept-language: en-us
accept-encoding: 2ip, deflate, br

ders  Query String (R

Headers  Text JsoN [ JSON Text

1 G

= ApplefIHEXRIER W AT INEEIBAX

m https://gateway.icloud.com.cn

Structure
Path
Jhotspot-detect. htmi

Code

captive.apple.com

cn-ssl.ls.apple. Iwifi_reque:

init.tunes.apple.com [bag.xmi X

way.icloud.com.cn:44 [ckdatabase/api 2 E 19.88 KB Complete

gateway.icloud.com.cn:443 Ickdatabase/apiclient/zone/sync: 711 bytesComplet

Jstati
[static/protobuf/CloudDB/Clo
5 665 bytesC:

gateway.icloud.
gateway.icloud.com.c
5p6a-ssl.Is.appl
superman.host Japific
CONNECT superman.host 524 bytesC
CONNECT superman.host 524 bytes
157 bytesC
Jstatic/protobuf/CloudDB/CloudDEClient.desc 18.18 KBComplete
18.17 KBC

uf/CloudDB/CloudDBCli

CONNECT superman.host
GET gateway.icloud.com.cn

GET gateway.icloud.com.c
Focused (Setint

Contentsl) Summary  Cha Notes
10 exception retrieving the descriptor file from 'https://gateway.icloud.com.cn:443/static/protobuf/CloudDB/CloudDBClient.desc': Unexpected response code '400" received from: Settings
https://gateway.icloud.com.cn:443/static/protobuf/CloudDB/CloudDBClient.desc

1

<

2: “con.apple. reminders"
3: “con.apple. reninders"
7

<
1: "COBAA7ED-714D-4ADD-9315-1467FISEG1D
22

Headers o Compressed  Protobuf | Protobuf Text.| Raw
server: AppleHttpServer/68d60a120c6d
date: Fri, 20 Oct 2023 14:54:27 GMT
content-type: application/x-protobuf
tance: ckdatabaseservice:1059972584:prod-p212-ckdatabaseservice-100percent-7f9c9d6785-r2c9b:8080:2326B351:4b2cd282d3091e91a14ad04{69ecd8a3bcd06657

1636000; includeSubDomains;

jon: 212
via: xrailicloud-xrail-group234-ext-79968dbc-hwiBk:8301:23R446:9rp234, 161958621 be56114387549ef 7ce198:4f388ebaB40babef81770ffdc17953:xactu2
x-apple-request-uuid: 0829B663-0862-438A-A76D-0C1F61607E24
access-control-expose-headers: X-Apple-Request-UUID,Via
x-apple-edge-response-time: 56

c+

$2228763A-E73B-4F95-9544-7B471C1654DA8 £ U
EE ™ o

Headers Text Hex  Compressed  Protobuf  Protobuf Text [NREW

GET hitps:igataway.cloud.com.cn/static/protobuf/CloudDB/CloudDBClient desc:

s ERZE: evilpenguin/SSLBypass
= EH
m https://github.com/evilpenguin/SSLBypass
m https://github.com/evilpenguin/SSLBypass/blob/main/packages/com.evilpenguin.sslbypass_1.0-
5%2Bdebug_iphoneos-arm.deb
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No SIM @ =\ 3:31PM ®a)
< Installed Details Remove
SSLBypass
1.0-5+debug 220 kB
@ Change Package Settings >
] Author EvilPenguin  »

SSLBypass will bypass SSL pinning from iOS 8 - 14

INSTALLED PACKAGE

(2] version 1.0-5+debug
|| Filesystem Content >
com.evilpenguin.sslbypass
- Tweaks
pA ® Q
Cydia Sources Changes Installed Search

n
m BRZE' nabla-ced3/ssl-kill-switch2
= TEE
m https://github.com/nabla-c0d3/ssl-kill-switch2

75
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B fZhttpsAISSL Pinning

m https://github.com/nabla-c0d3/ssl-kill-switch2/releases
= https://github.com/nabla-c0d3/ssl-kill-
switch2/releases/download/0.14/com.nablac0d3.sslkillswitch2_0.14.deb

n S

76
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< Installed Details Remove
SSL Kill Switch 2
0.14-3+debug 84 kB

@ Change Package Settings

>
@ Author

Alban Diquet »

Blackbox tool to disable SSL certificate validation -
including certificate pinning - within iOS and OS X
Apps.

INSTALLED PACKAGE

B Version

0.14-3+debug
- Filesystem Content

>

com.nablac0d3.sslkillswitch2
- Tweaks
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e
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( I_ ) e (
\ || o/
- Cydia

)
Sources
s T

Changes Installed

Search
m |BRRZA: iOS SSL Kill Switch
n Hifth


https://github.com/iSECPartners/ios-ssl-kill-switch

m SSL Kill Switch 2 (i0S 13)
o Frida Mjs
. IR RG
m Frida CodeShare Project: iOS SSL Bypass

7|8 2k-=3t]
SSL Kill Switch 2 (i0S 13)
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n EHFREERR
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FESIME = : 100% (4 )

- SSL Kill Switch 2

1y (os13) C Ey

julioverne, Alban Diquet

=3 EEE

Blackbox tool to disable SSL certificate
validation and pinning

BRI

julioverne's Repo >
ELTEXNEE

AR 0.14c
SRHHENS .
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FSIME = T4 3:17 100% [42)

< EE ERBIX M
v
v Library/
v MobileSubstrate/

v DynamicLibraries/
SSLKillSwitch2.dylib
SSLKillSwitch2.plist

v PreferencelLoader/

v Preferences/

SSLKillSwitch.png

SSLKillSwitch_prefs.plist

* B @ B Q

i i) RIS RIS S

httpsHI BRI R :
o BEHMEIRASCHY

o https://bag.itunes.apple.com/bag.xml


https://bag.itunes.apple.com/bag.xml

[ Charles 4.6.3b2 - Session 1*

°
A °© . a e # C v be
Structure
Code Method Host Path Start Duration Size Status Info.
-l 200 POST sp1.baidu.com /5b1ZeDe5KgQFm2e88IuM_a/webb.gif?pid=4_145&Iid=109819099461417. 15:22:51 20 ms 1.45 KBComplete

63ms  28.37 KBComplete
76ms  29.36 KBComplete
09s 36.42KBComplete

28.20 KBComplete

_145&1id=10981909946147

200 POST spl.baidu.com [5b1ZeDe5KgQFm2e88IuM_a/webb.gif?

¢ 200  POST mbd.baidu.com
200 CONNECT captive.apple.com

itunes.apple.com Jbag.xmizdeviceClas:

Filter: Focused  Settings

overview TNCLGM Summary Chart  Notes
:method GET
:scheme https
:path [bag. i i j i ion=15.0&pr ppl i P
:authority bag.itunes.apple.com
23bx9ZFz9Mcz5ESZz9DAZ1BfXbwfuh

143441-19,29

ccookie xp_(
accept */*
x-apple-store-front 143441-19,29
L i ication com.apple.|
x-apple-tz 28800
if-modified-since Tue, 04 Jul 2023 03:33:32 GMT
gent com.apple. 1i08/15.0 i .1 hwp/t8015 build/19A346 (6;
accept-language zh-Hans-CN

QueryString  Cookies  Raw
:status 304
date Tue, 04 Jul 2023 07:23:056 GMT
le-jingl! ion-key RNJ; Y U47WUIM
x-apple-request-uuid 8b53f04a-fbcs-485e-b83-3a034e7edd 3
b3
x-b3-spanid 1dbbf4381466af9
apple-seq 0.0

apple-tk false
| Hcacers JER

o https://setup.icloud.com/setup/qulify/session
® [ ) Charles 4.6.3b2 - Session 1*
¥ © . @& e » C v e
structure
Code Method Host Path Start Duration Size Status Info.
. 200 POST sp1.baidu.com /5b1ZeDe5KgQFm2e88IuM_a/webb.gif’ |_145&lid=109819099461417...  15:22:51 20 ms 1.45 KBComplete
.l 200 POST sp1.baidu.com /5b1ZeDe5KgQFm2e88IuM_a/webb.gif?pid=4_145&1id=109819099461417...  15:22:51 63ms  28.37 KBComplete
200 POST mbd.baidu.com i i X i 15:22:51 76ms  29.36 KBComplete
200 CONNECT captive.apple.com 1.09s 36.42KBComplete
= 304 GET bag.itunes.apple.com b: ersi 0&prod... 133 ms  28.20 KBComplete
200 GET setup.icloud.com [setup/qualify/cert?ver=P1.36.0 419ms  47.02 KBComplete
B 200 GET setup.icloud.com [setup/qualify/session 251ms. 6 KBComplete
Filter: Focused Settings
overview ([ETITL Summary Chart  Notes
GET /setup/qualify/session HTTP/1.1
Host setup.icloud.com
X-Apple-I-Client-Time 2023-07-04T07:24:03Z
X-MMe-Client-Info <iPhone10,1> <iPhone 0S;15.0;19A346> <com.appl 1.0 (com.apple. 1109.1)>
X-Apple-1-MD-M uuJ2boSsQdA4ywxQLACVLXHVFnGpfTQ7yMWZ5K7Z/uPN8cdR4Z033zGHuUU48deqfcw3WvUYLNZVIJI
X-Apple-I-TimeZone GMT+8
X-MMe-Nas-Session AQhLLJFIHZt90GQLKIxXTOBIUCQrjtQklUo3Y7D9URKkHFa+YmaQdsajtPuJ8cNCY8/ LQLGgF JvgdWJILHObVF- RahhJuljil+OrRxiBfLISL OpLyfd49kpj7dMdvDeKTuhozZM...
X-Apple-1-MD-RINFO 50660608
X-Apple-I-Locale zh_CN
User-Agent %E8%AE%BE%E7%BD%AE/1109.1 CFNetwork/1312 Darwin/21.0.0
Connection keep-alive
Raw
"success": true,
"session-info": "Agyzaxbn. j 6KTGHGU: +KPkpCkWvCPerSzdrDwusIxdAf6Nd@szg7qqD8CRQ7QBLAVUNj fNKXDK/ANSYIFVygETONVSEM2NBO98IpGrft1+4v+NxQAAADYEBW+AONThFIJOwaS8xT13hHpko8kUkAjABdXPOWREC

Headers ~ Text Hex  JavaScript ~ JSON [RELIRONE Raw

W CET httosy/setupicloud.comjsetup/qualify/session

FTEHNER

cording

o https://gsa.apple.com


https://setup.icloud.com/setup/qulify/session
https://gsa.apple.com

[ ] [ Charles 4.6.3b2 - Session 1*

A °© . a e # C v be
Structure

Code Method Host Path Start Duration Size Status Info.
4200 POST  spl.baidu.com [6b1ZeDe5KgQFM2eBBIuM_a/webb.gif?pid=4_1458&Iid=109819099461417... 15:22:61  20ms  1.45KBComplete
4200 POST  spl.baidu.com /5b1ZeDe5KgQFm2e88IuM_a/webb.gif?pid=4_145&1id=10981909946141 63ms  28.37 KBComplete
200 POST mbd.baidu.com i i &data="* i 75ms  29.36 KBComplete

200 CONNECT captive.apple.com 1.09s 36.42 KBComplete
= 304 GET bag.itunes.apple.com Jbag i i j i sion=15.08&prod... 133ms  28.20 KBComplete
= 200 GET setup.icloud.com Jsetup/qualify/certzver=P1.36.0 419ms  47.02KBComplete

200 GET setup.icloud.com Jsetup/qualify/session 251ms  1.26 KBComplete

200 CONNECT gsa.apple.com
E3 200  CONNECT safebrowsing.urlsec.qq.com

35  20.09 KBComplete
26.10 KBFailed

Filter: Focused  Settings

overview TNCLGM Summary Chart  Notes
CONNECT gsa.apple.com:443 HTTP/1.1
Host gsa.apple.com
Proxy-Connection keep-alive
Connection keep-alive

Raw

HTTP/1.1 200 Connection established

|_teaders [N

W GEThupsijsetupicioud.comsetup/quaity/session

https://gsa.apple.com
CONNECT

gsa.apple.com

Tue Jul 04 124:43 CST

Complete
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This access control list determines who can use this Charles instance. The
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<unknown> u’ Iulut)uxfz Ti «un? ‘mk AESEA o. DY/U 4 %Y6vkj,R3T £U8] EOAq~-B@ ~bP4d P§a°#ycE

» D http://t4.a.market.xiaomi.com f
Sl 1111

> Q http://data.mistat.xiaomi.com -'I]VG#)JI(GLI ..

P j MSFyi 1 B0 M3V b Ovsé
» & https://exp.api.xiaomi.com -g0,8 MY Gi  J3 4 ¥ EUD0 1.& AaMc5+ &#A\]0 BH §s2li foi ONT @ir2vE®)a Ty>;
v @ https://api.music.xiaomi.com ¢ §vP -?p-Hell 7 yyyaps/2 &eio DY§E [ wm3 )y
v {i va A z'MEbal®) ASn KbgOg Oeld oD '#EHU A L ¢€ zu]lW;‘)i"ue"M\i ©8 O\T&! NI EgApYegd, pA~?8:8 +c,wdlE
» [ artist B271,b AA$4N/ NcD+ va8%DbeEih jU \
artist?version info=%7B%22apk versionszz: IGU(ES T ¥ AUT«8566°RH M o | & SEGq bo%a-BUORGONE APY ¢ OBNE\GWEd EP A 0

2
artist7area=2&version_info=%7B%22apk_ver ﬁ‘:)ul t.)m\n.'[oE \Af uN.uﬂ\LEEpm‘iz‘?\m;z Slys~pn0.

¥ & https://ts.market.mi-img.com A e SRR A AR A M ontn RBANETT 02 ABVERAGTe  mnda K1 230A. BRALEE Lua8n GaliKiall 0 Senm, Tar
<unknown> Headers Text Hex Raw
: <unknown> HTTP/1.1 200 Connection established
¥ (@ https:{/ts.market.mi-img.com
v {5 thumbnail £ E8 weflr iy

v i webp o#tn CpU46 ce+Ew 'BRUO_ '3 f0zu " U z%>5M:U-°}p @ACEE /ESSEE
http/1l1 E B( 5»13°ANQR 63AGC | \bYANSI @-<VO* | 5»13°% oluglp EE£
v {4 q80wW90 - P.aviDS =
¥ [ MusicServer Uet @ dlayrO pPe<étén N('L H }a#8t 36° ~-UNP
» [ 08d026420ac09412009896374c 04B-[A] BY) *moU y6]FR eshzax freyF 3+ 18E@
¥ (1 0789e5180bb81b575e1f4e0fadas  ~ & >A084"P .mijfi& 1¥iY9 --" § N ob,b7°[Pyl&y4CeA Y slEz"¥I0-\ nyA Le'eb, +*€A  ICP 050y BIhE Ala=d q
= webp.webp - ("-1-16U eug i aBdL‘nO '9Af ,UA)$%.€ 62P70BI3 £ {?AKYEASY9 j1-00EVUEDO *3 fAI¥kOEMUJ

"
> 09cfa34cd346141eb06b6a6a93s

%, m8l, A~ §&upslés N7 8$°¢ °§1 Ue@0!GBY Ut  ©3CE*=6jUR O<l) @,caZd Eykss
id5@x Al®
Filter: Headers Text Hex Raw

POST http mistat.xiaomi. i !

UiNuo_ '8 fDzu * U z%4>5M:U-°}p @ZSA+AJOAAOIE E A A
W =-C?Yai

i PiL<m >Bdd-W4AHA70D+ d O 01080 U&a &Din@ unO|"tG7zCLIM: ebge3ié /Aldv)'ua\da¥ Xl Ake w &0
@b_ xHUEME}  8°[-hYixsAfU y& _uasPcDpE\pENoad\PnEe DsmO- ¥W'Z @ASL % &G  “Jols*¥L Nitbn"jR &
> [0 0c08ab5de2eeedbd11536930cde i fork  ,"AESmabilel »1@08%? _8\BY 30 "5 0/ =AMOC 0-30%2 1¢ O¥ s»d CEIBOUq EBKW

<Ay

SSSSSSSE

%o @ oy
¥ cb M

A% -> Enable SSL Proxying Z<FF/BSSL:


https://api.music.xiaomi.com

MEhttps/ MG

Copy URL ;
m Copy cURL Request
» (D http://api.ad.xii  Copy Reguest
» (D http://abtest.mi Copy Response
» (D http://api.music  Save Request...
» (D http://tracking.  Save Response...
» @ nttp://stats.mug Find In...

— - -

¥ L https:/fapi.mus  Export... i
&) <unkmwn:| Compose |
» D http://t4.a.marl Repeat I
S-Sy
*» w https:/fexp.api. Validate
v @ httos:/fapl.mug Publish Gist 4
¥ B ve
> [N artist View Reguest As > ¢
U artist?vt  \fjew Response As =
U artist?at  Viewer Mappings... rer .

¥ o https:/fts.marki
. <unknowns Show in Sequence

o =unknown= !

v & https://ts.marki Serk oy ¥
¥ | thumbnail Focus
¥ [ webp Ignore :
¥ g8
v -y Clear l-
» | Clear Others lad ¢
v { 3
.
g 3¢,
» | Breakpoints rde ¢
Mo Caching :
. Block Cookies |
Filter: Black List
| White List ‘
POST http:/fdata.mis

Client Process
&, #AIEShttpshIBESC T

148



Sequence

» (D http://api.ad.xiaomi.com
» (D http://abtest. mistat.xiaomi.com
» @ http:/fapi.music.xiaomi.com
> @ http://tracking.miui.com
://stats.music. xiaomi.com
= https:{/api.music.xiaomi.com
<unknown>
» (D http://t4.a.rarket.xiaomi.com
» (@ http://data. Wjstat. xiaomi.com
P https://exp.afii.xiaomi.com

4

v

B artist?version_info=%7B%22apk_version%223
! artist?area=2&version_info=%7B%22apk_ver
¥ . https://ts.market. mi-img.com

Charles 4.2.6 - Session 1 *
K e a @ FACR YV X1 @
overview ([EIIEITN Summary

Chart Notes

GET /v8/artist?version_info=%7B%22apk_version%22%3A%2210240%22%2C%22device%22%3A%22riva%22%2C%22langu...

User-agent MiuiMusic/7.1.2 (Linux; U; Android 7.1.2; Redmi 5A Build/N2G47H)
Accept-Encoding gzip,deflate,sdch
Host api.music.xiaomi.com
Connection Keep-Alive

& <unknown> Headers Query String Raw
& <unknown> {
¥ & https://ts.market.mi-img.com "status": 1,
¥ {5 thumbnail "msg": “ok",
et “ui_type": {
¥ (2 webp "type": "list_dynamic_indexable",
v (4 qBOwWS0 "extra": {
. . "has_alphabetindexer": 1
'8 MusksServer “list_thick_divider®: 1
b | 08d025420ac85412809896374c
¥ (1 0789e5180bb81bE75e1f4e9f4daz 1
e “children": [{
« Webp.webp "ui_type'
» [ 09cfa3dcd346141eb06b6a6ag3s "type": "list_static",
» i 0co Deeesball de Yextra":
“header_divider_not_reach_edge": 1
}
Filter: Headers Text Hex Compressed JavaScript JSON JSON Text
POST http:// music.xiaomi.com/lc: 74810

Charles B R MIER DR EZ RKssHEH

@it Charleshy:

Help -> SSL Proxying -> Install Charles Root Cerificate on Mobile Device or Remote Browser

BTl 82 5505 4 S EBEC G QR < 00%E 8A31A BE 13:46

Search

Registered to https://zhile.io

Unregister Charles...

About Java
Local IP Address

SSL Proxying 9l Charles Root Certificate Help

Check for Updates Install Charles Root Certificate
Visit Website Install Charles Root Certificate in iOS Simulators
(nown= apl-account.smar... Zuu Install Charles Root Certificate in Java VMs
NoWn> api-account.smar... 200 Install Charles Root Certificate...obile Device or Remote Browser
nown> api-account.smar... 200 Save Charles Root Certificate...
nowns api-account.smar... 200 - 2
) Export Charles Root Certificate and Private Key...
nowns api-account.smar... 200 3 i
: View Generated SSL Certificates Keystore Password
nowns api-account.smar... 200

UEN=EYEhn) e

configure your device to use Charles as its HTTP proxy on

chls.pro/ssl to download and

B, BERME:

Raw

licrifan Q, @ iz

-
e

fpe Header

Body Time
0B 8258 76.1s
Nno (- L1 -8 -] TE Ge

W #E

KB =un

,129,57:5678,
the certificate.

FHIE, EIREBTWIiifCIEZCharles/a, E1TF:

chls.pro/ssl

WA FEMREILERT .

browse to

8



#iREIF T EERETEE R httpsHIAANX
NIRRT EBREIE, BEINNtpsIERNBORIE, EREFEhttpstBIx, A

BRI R httpsHI 5T EXX 4

tban:
[ NN Charles 4.2.6 - Session 1*
) « & @ ZAICRYV XN @
Sequence Overview Summary  Chart  Notes
¥ & https://apis.qupeiyin.com GET /1607958948447.jpg-w160h160 HTTP/1.1
4 <unknown: User-Agent: Dalvik/2.1.0 (Linux; U; Android 6.0.1; SM919 Build/MXB48T)

¥ # https://apis.qupeiyin.com -ﬁf’tﬁhup.sﬁx%, Accept-Encoding: identity
B s = METT R | Hortingperncn
¥ . https://shence.qupeiyin.cn:81086
.\ <unknowns
v (@ https:/fimg.qupeiyin.cn
> L 2016-01-03
0 2017-10-11
> | 2018-06-09
. avatar_2018-08-19_1534689317_36919767.j
.. avatar_2017-06-16_1497588267_504716.jpec
. 1534412105398.jpg-w160h160 (160x160)
.. avatar_2018-05-05_1525527253_1299594.jpe B4 &RilfRUhttps,

_. 1535677322138.]pg-w160h160 (160x160) " B AE B EIE
ettt st
B 1507958948447 jpg-w160h160 (160x160)

.. 2016-01-15_5698a52{7e52f.png-w160h160 (2 Headers  Raw
. avatar_2018-08-30_1535636439_16280029. 150 x 160
.. avatar_2018-05-15_1526374843_34390746.]
.. avatar_2016-04-11_1460305371_7223678-w1
. avatar_2018-08-21_1534864850_37237807.j
.. gpyaz_37594153_20180904092336_user_ava
. 1525012248837.jpg-w160h160 (160x160)
v ) https://shence.qupelyin.cn:8106
sa?project=production
sa?project=production
sa?project=productio

e JEf&Cinttps |
sa?project=production EIL‘AI‘EIJBESI-

e e

sa?project=production

Filter: Headers Text Hex Image Raw

POST http:f/cgicol.amap.com/collection/hisData?ver=fb-sys-rb-v2.0.gzip.gif

ME:
o YT EBDhttps: BEIEIRELIE unknown
o AfFR—Ytlapi, RRNEEWBEERIAH
o JWFBI—EBhttps: BILABRIEIE
o FFREIREHERNMY
o EHfth—LehttpsA IMEFIAX
o BERAFA AR apitEd, FTEHIFEN

ANfal 7+ BEE ElhttpsAYBAX
ENEEEEFMBEREN: B f#httpsfISSL Pinning

crifan.org, {#AZE24.0EFR(CC BY 4.0)11Y& % all right reserved, powered by GitbookSR/FEHi: 2023-07-12 21:38:45
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W i https/ (M S

i fZhttpshAYssl pinningiMVE

Broot_F /v K4Z K Xposed

EE LT FHErootf/ k4, MI4LTE-CU, Android 4.4.4
EFIHE vur BEIFASR, M wiuvt s.8.5 RN miur 7.5.12.17 ) , B

o EKTrootiXfR
o EXTERFLELEIFMXposed Installer

FEFIRNE:

o EFFIREXrootiN R
o FI360iBZkRootE EHroot

< ROOTENEIR :

6 BI1E

|
E.'.“

R FATE &
ROOTAE: AEMHESR

ey 3
18]|a]

ROOTAIE: AL 2

Xposed Installer ==

Lol
= 360FHIBL ==
g

ROOTHIE: BN A SKERES

'ﬁ' R EE G

ROOTHi#: EERoot4L R

EHleiERF
ROOTAIiE: RANLMEERoOt  IF v
KR , EEAIER

QQ ==
ROOTHIE: A EIEREFINAE

€

n
o FERTAMXposed
o WRBETHEINIXMN
n EIFLE, SIRE: xposedHFIFESANdroid SDKARAS195L IR RS2 Marmeabi-v7a

152


https://item.taobao.com/item.htm?id=570638208316

n X TNZRAE, #HRT
n RERMXEHKET KM solarwarez IEEEH v2.6 BIRRANHI730KBHY xposed :
m  XposedInstaller_v2.6.1_by_SolarWarez_20151129.apk
n
m  XposedInstaller_v2.6.1 MIUI_edition_by_SolarWarez_20151129.apk

s TRUEFLENER xposed

AARIF

FEEIEHIES + (Xposed+justTrustMe) % FSSLIEPFIEIIE

ANEIXS{EF T ssl pinningfJAPP  (Z0%05F) #1TIME? - FI5F (zhihu.com)
B —T, HUEEHcharles3RKEH T AMEIXMER, BETMHRREMIEF, RELAXRRET
EBRBREHATSSLIREZE, BTAMITAARTT

AETRET AMT R\, SENERATAIE, MUMARTHERT. MR BB (k) EE, &8

BE BT LLL[E)

Q: HIBWF T, FSSLMEIRE, EREAFIELIE, TRT—TEM, I TAPPIRECHARLESRZIES, MAIINEREE
HEHT ABET

BYMEEFTEA, REGERTIEFNRTRITAN, EHEARMETT, BERT —S8RRESH, ERAZEHEE
18§ (Xposed+justTrustMe) XFISSLIFHIAIE, =R M Cherles3REVEIE T

crifan.org, {FAZ4.0EFR(CC BY 4.0)i% &% all right reserved, powered by Gitbook&R/FE#: 2023-07-12 21:29:11


https://forum.xda-developers.com/showpost.php?p=64063168&postcount=62
https://www.zhihu.com/question/60618756
https://creativecommons.org/licenses/by/4.0/deed.zh

TNEEERILMF

AN AN Charles & 5 I THBER X AOERALS

A fZCharles

o WMREHRECharles, NER307 HHEHIE S Charles
o 1RERIN, TTAILERER
o BURRIMERINE, W LERILAKEIRS
o LEAAMIZEIEMED:
m Registered Name: https://zhile.io
m License Key: 48891cf209c6d32bf4
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> : SE

ﬂl:l}.\lﬁ >

MREFE, JUEFRBRIBEBRNOITIEINEE.
XIEMA U R B EHRER R OASFERIBERT .

WA EF Eapi

X4 FCharlesi & B RBF—MMEMR:

BINEFBMapiERBAMERT, MEFASZKE, SHEEKIBCKEINIL, FERES.
LERY, AIAEKIRETRIFENapi, MAIURBRAFESHMMapi T,

LLERb 254515 RR -

il (JRESIPE

https://xxx.qupeiyin.xxx/xxx
Hapiltitlt, MATAKIRE:

e Host: *.qupeiyin.*:
e Port: 443
o ERhttpsiim O #2443

e @ SSL Proxying Settings
SRl Client Certificates  Root Certificate

Charles can show you the plain text contents of SSL requests and responses.
Only the locations listed below will be proxied. Charles will issue and sign SSL
certificates, please press the Help button for more information.

Enable SSL Proxying

Location

* qupelyin.*:443

Add

? cancel (LN

MR A R Bt B B apifiEK T -
e https://img.qupeiyin.cn
e https://childapi.qupeiyin.com

Aps

&%


https://img.qupeiyin.cn
https://childapi.qupeiyin.com

e0e Charles 4.2.6 - Session 1*

A L - @ FRCRV X @
Sequence BT Contents  Summary  Chart  Notes
¥ # https:/fimg.qupeiyin.cn Name Value
B <unknowns URL https://childapi.qupeiyin.com
E3 <unknowns Status Failed
E3 <unknowns Failure EQF: EQF reading HTTP headers
E3 <unknown> Notes You may need to configure your browser or application to trust the Charles Root Certificate. Se...
E3 <unknowns Response Code 200 Connection established
<unknownz Protocol HTTP/1.1
B <unknown> ¥ TLS TLSv1.2 (TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256)
<unknown> » Protocol TLSv1.2
B <unknown> P Session Resumed No
<unknowns b Cipher Suite TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZ256
E3 <unknown> > ALPN http/1.1

B <unknowns
B3 <unknowns
E3 <unknowns
E3 <unknown>
B <unknown>
B3 <unknown>
E <unknowns>
B3 <unknown>
B3 <unknown>
B <unknown>

v @ https:/{childapi.qupeiyin.com

X <unknown=>

S tb4bhttpsiEO 2 Runknown, N2 BIMISBIET. &

crifan.org, {EFE #4.0EPFR(CC BY 4.0){11 &7 all right reserved, powered by Gitbook & /EE#:

Client Certificates
P Server Certificates
» Extensions
Method
Kept Alive
Content-Type
Client Address
Remote Address
» Connection
> WebSockets
¥ Timing
Request Start Time

2

CONNECT
No

10.108.132.107:53442
childapi.qupeiyin.com/120.27.182.115:443

18-9-3 14:30:37

[SE LR RIE AR ttpsAISSL Pinning
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EREATR

BJBATE #IR # FIR Z BB RAER .
HEIFAZL: EEFERI

iy R 2 B )%

f£Sequenceffg], BELNEIStructured, EFBERIERNIFMAEIE

AILA #&# -> show in Structure

Structure Sequence
Code Method Host
200

Contents Sum

GET /apifv1/home/banner HTTP/1.1

charset: utf-8

Accept-Encoding: gzip

referer: https://servicewechat.com/wx6bdab7cdcdf8fded/48/page-frame.t
authorization: faHmVWVIuAJMUgJ14NptQJQ/YXyplzw2txbUaLnBUVaeyR
content-type: applicationfjson

User-Agent: Mozilla/5.0 (Linux; Android 6.0.1; SM319 Build/MXBA48T; wv)
MicroMessenger/7.0.4.1420{0x27000435) Process/appbrand0 NetType/W
Host: wxapp.duyaya.com

Connection: Keep-Alive

Authentication
10000,

t {
[{

T

yww.charlespre mflatest-auto.do

BORIED#RH E IR XS N B REEHH :

duyaya_20190507

Start Duration

Copy URL

Copy cURL Request
Copy Response
Save Response...

Compose
Repeat

Repeat Advanc
Validate
Publish Gist

Viewer Mappin ptEKaH2Z hkwAG Jkv

Show in Structure ke Gecko) Version/4.0 Chrome/62.0.3202.84 Mobile Safari/537.36

Focus
lgnore

Clear

Client Proc




duyaya_20190507

Contents Summ

GET /apifvi/home/banner HTTP/1.1
charset: utf-8
Accept-Encoding: gzip
referer: https://servicewechat.com/wx6bdab7c4cdf8fded/48/page-frame.html
authorization: faHmVWVIuAJMUQJ14NptQJQ/YXyplzw2txbUalLnBUVaeyRyNBUyDM26Jf0KqqrXo9xoDq2ptEKaH2Z hkwAG Jkw==
content-type: applicationfjson
User-Agent: Mozilla/5.0 (Linux; Android 6.0.1; SM919 Build/MXBA48T; wv) AppleWebkKit/537.36 (KHTML, like Gecko) Version/4.0
Chrome/62.0.3202.84 Mobile Safari/537.36 MicroMessenger/7.0.4.1420(0x27000435) Process/appbrand0 NetType/WIFI
Language/zh_CN

8 home tlcst: \-.r‘x‘app..{:luyay_alzcom

B banner Headers Authentication

H
+

£
On
&
&
@ n
B
&
@ n
&
S
E=3

Headers S i ¢ a ipt JSON JSON Text Raw

HEEHMEN.
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LR 4B CharlestB X BIE S E YOS .

CharlesfCIESEER o b A oA (ER M

EEanEFMILE, &8 T WIfifXE N Charles/5:

o ), BTFPCIHFIFNIHEEXMH xueF , HBPCIHRZFIFXAER, LLMBERN, MEKK:

A Kl

BEFENZ:

— ==
B i

ot

AT AIESR EX
MEBETUERS LA EBEERTEFXAHEERN
o MEFRI MBI F AT UE R REE HF XA

E

CharlesfJCPUL HEHFSEHMacR LK+
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MachRfY charles va.2.6 , FEfEMYIEHAE, BEECPULSBRRESMNIEMA, LHEMhttpstERT:

o Z%: CPUSAXZFS

o S¥MacRREF, HREILPRMAXFTHF

o fBR: CPUSEEZETT, T2SHAELF
ER)IRRCharlesBHAR: 4.2.7
FHRZE, EET:
Version History « Charles Web Debugging Proxy

22T MacH

macOS: Find dialog no longer uses 100% CPU

BRIt FEMacH CharlesFIEWIIEIE, 8B SEHCPU 100%, MeEESMESECPUSLAEEII100%
NIEEFHCharles4.2.7, FHEA—RIJERE, FEECPULARIGSNEE, EHANE.
te4t, AT —%, RUCPULRRERANE, ERNTESHMackIET:

® Charles File Edit View Proxy

Tools Window Help QS < Es2> S 58 4

Structure Seguence
Code Method Host

LA RE B RBE0EARE
-) MZAIRGFIE, RERF70Z, 80ZE,
XA T, FEREEZRMacFHAIE) T ?

Charles 4.2.7 - Session 1 *
@ - @ v 4 C o

Path

BTNTA, BEERKM: CharesHBIMEESCPUSARRE, ERIMERLT, TEAS, EXEES.
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[2212] MachRMSMuMuZ S &I ZRAEROEHER

[EfRR] WBMuMuZ 3 CharlesfsshiE$

[EfRR] MachRM 5MuMuig & CharlesfIWifif T2

[REER] MachEid N BMuMuZ S8R RES TR M(E B KikMagisk+JustTrustMe

[5RERR] MachRR 5 MuMur B &Kk Magisk+JustTrustMe£%id EapphihttpsiE R EZIAX

[EffIR] ZE6.0MEFMILPLREKIRMagiskEEJustTrustMe 25 A

[EfgR] #FMILPZRECharleshIssREH

[EfRR] /) Kofh T HFNZR L CharleshhttpsiE$

[EfRR] JKRIPRLETHIFMICharlesfIpemiEH

[EfRR] /) K4REFHHIRE CharlestIHT TP IEF L2 CharlesiE$H

[BffR] LLRFNPREcernE P TETRIZER, FALKEZBUESHE

[EfgIR] ZEFHLIKRedmi SAKRINCharlestIIBIR LD

[Ef#IR] CharlestlIAEIE LhttpIEREIE S

[E#&2] Charles Error: This unlicensed copy of Charles will only run for 30 minutes. You may restart and use it
again

[EfgR] REFHIRE T MacHCharlestIHTTPRIEFTIE LM

[EfER] BFFHNMILIEBWIFIMELE

[Ef#R] 4hiPhone 1% & CharleskWifif{ 38

[EfRR] AAndroid EHAEFMILRZE CharlesfIpemiEH 314

[5RERR] Charlesil& 51 Eapp R al{a KB mp4 R sRithiit

[EAfEAR] CharlesillBHFHTTPAIMethod2CONNECTRZTAER

[Ef#)R] A CharlesilBEXAndroidfapp B SAEE

[Ef#R] iPhones &% CharlesiEH{ES AT AT EhttpsFICONNECT

[Ef#R] Charlesill& E & EANMSEIEFRMiPhonelBE D httpsTTiE#EHT: Failure EOF EOF reading HTTP headers
[ERR] B#FMILIWZEZFNFREMEHISERENRE: MEEH2E ERAZRER X4

[RERR] ZE7.0EHJustTrustMeF 3,

[E#8R] CharlesHIEICONNECTIREIfE IR see current address at https://www.camerfirma.com/address 24
[Ef#IR] CharlesF3{a/#MEXCONNECTIE KR BN AYdataiiE

[EfZR] CharlesHigESSLIEF A 1M EXhttpsFICONNECTIE K A~ & /"unknown

[EfZR] CharlesE%%&iEP B /ZSSL{ENttpsiEkHiHE: Client SSL handshake failed - Remote host closed
connection during handshake

[Ef2IR] MI&ERE{ESZIFroothIAndroid F4l,

[Ef#R] MacthACharleslB& % E1&1 28 AndroidiNapphIEiiE

[Ef#R] MacHhLEAMERL A&

[EfRR] MacHhREMEER AL SRS

[EfRR] MacH&E#HR S1ELIEE P& XposediESE

[Ef#R] MacHRMEEEEHFZEXposediEiR: JustTrustMe

[REER] MacHhZEiHHAAndyZ S&E 123 EHtCharlesilI & AndroidRapphUEiiE
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