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ModuleNotFoundError No module named
traffic is not passing through mitmproxy
Cannot validate certificate hostname without SNI
sslv3 alert certificate unknown
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MEEFIZE: mitmproxy

o HFTARAS: vi.9.2
o EFRATE]: 20240714

3

&

NEEERTIMEIUFAICET BEmitmproxy, LHZEBRIGLITARAIMitmdump, FexImitmproxyii
?, BABmitmdumpf) TEFZER ., SEMacHIWinPERRFE e, & RN BUCEER
mitmdump, BIFZOREAZEE, BFcEMIFEEImitmdumpIE, BEBIIHVIBLZEmitmproxyhy
RIEFssHCIBIER X, BEREET ZFMOSHL EF AL RRIEB MRS FIAM )@ KRR IE.
BENBNASEEFRWIFIEIZERE, S48 7B ANE, tEZNo module named yaml, if you can
see this, traffic is not passing through mitmproxy. Cannot validate certificate hostname without SNI,
ssI3_read_bytes sslv3 alert certificate unknown. -sBYFoiEIEE pythonhzads. 1 MEIRIEERFEE.

o

mitmdumpf&/RELRTTH . ssI3_get_record wrong version number, SysCallError 10054
WSAECONNRESET#%E, dEHEMAE, LEMAABIEHImitmdumpdiztT. winfRalfaZamitmdumpky
python¥T Bl plexe, HEHT Emitmdump. mitmproxyfImitmwebiShelpiE At EEITEE,

ARES+ BT+ T &
ABNETED, EANLILE . BHBERXHTRIOT:

HonKit]&h3

e crifan/crawler_proxy_tool_mimproxy: #E{{IEF)2: mitmproxy

aNfE{ERLtHonKitRIB X E AT AR F B

1% crifan/honkit_template: demo how to use crifan honkit template and demo

s i

o IMEIEFZZ: mitmproxy book.crifan.org
o HMEMIEFZZ: mitmproxy crifan.github.io

B T HFhE
o HMEMLIEF]ZZ: mitmproxy PDF

o IMEMCIERIZZ: mitmproxy ePub
o IMBCIEFIZS: mitmproxy Mobi

hRAXH] A& 5 BR


https://github.com/crifan/crawler_proxy_tool_mimproxy
https://github.com/crifan/honkit_template
https://book.crifan.org/books/crawler_proxy_tool_mimproxy/website/
https://crifan.github.io/crawler_proxy_tool_mimproxy/website/
https://book.crifan.org/books/crawler_proxy_tool_mimproxy/pdf/crawler_proxy_tool_mimproxy.pdf
https://book.crifan.org/books/crawler_proxy_tool_mimproxy/epub/crawler_proxy_tool_mimproxy.epub
https://book.crifan.org/books/crawler_proxy_tool_mimproxy/mobi/crawler_proxy_tool_mimproxy.mobi

LEFHHENEHAE, WRKGRE, HATARE. EFH7ATSEENE, HERET HL.
WRIMBEN, BRIHFEHKZRI adnin 345 crifan.com , HERRMER. BHEE,

BEMRAREHRE, MEAZEIMARER. B2ZRTEMEERE. WEIFERE, I5FATX.

M358
RIS RNEERENOTEBRNBORY, TEBH crifan BEZBNETTRATHNERTPHHIX
LT PMRAREIE, FIIS,

HAth
FENHEMBE T

KA crifan RETHME 150+ REFHHIE, BAXBAIBLSE:
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*TFEE
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mitmproxy#i{ih

e mitmproxy
o RIEMEHNT
= mitmproxy = mitm BJ proxy
m  mitm = MITM = Man-In-The-Middle
» Hi¥: AfEPE
= EE ->
» BRERIRIRTMBIEREEMLEE
» PRI ERIERNINEE: ERERRENEIEK
» BHAIUFRZERE
» tb4l
» IR, REFEMBIFEK
» B (REREANN) WEIFEK
» (HZE) B, ERMNESENTAEENMEZITK
» AR EEHRARLM
®m  Man-In-The-Middle attack = HEAKE
o mitmproxy =—ETBENER, 88
= mitmproxy : REXGIITLE
» Bfta=—ma1EHR
" R’
= mitmproxy is an interactive, SSL/TLS-capable intercepting proxy with a console
interface for HTTP/1, HTTP/2, and WebSockets
= X
= mitmproxy—MUIET R
» INEEFIST =
» XEHM
. X iFhttpsiZE
» ZEFY: HTTP/1 | HTTP/2 . WebSockets
» TS 2#l&consoleR R R ERE
» KT AR=EE

= Mac



mitmproxy iR

[ AN ] crifan — JApplications/mitmproxy.app/Contents/MacOS/mitmproxy; exit — /...

Help =
Key Bindings

Common Keybindings
g Command prompt
E View event log

0 View options

enter Select

esc Exit the current view
q Exit the current view
tab Next

Keybindings for this view

: Add comment to flow

Resume all intercepted flows
Duplicate flow

Set focus follow

Load flows from file

Toggle viewing marked flows

Start server replay

Un-set all marks

Revert changes to this flow

< CWVWETZrrmnox»-

Help: Scroll down Scroll up Exit help Next tab

- Proxy: Help Back Events Options I Intercept

= mitmweb @ EFaHLITHFHUIFHE
» FJDAIERESS . WITTARAImMitmproxy
» Bfta=—maiEER
= mitmweb is a web-based interface for mitmproxy
» RitaE=8E
= Win

B mitmproxy - http://locall X

“« & | (@ localhost:8081/#/flows/759b81e5-1a44-448f-9a1a-Tdedadebbfed/respons € ¥ | :

Start Options Flow

cC @&a 9 w A > x

Replay Duplicate Revert Delete Download Resume Abort

Flow Moedification Export Interception
Path Method Status Size Time ~ Request | Response | Details

“ov| https:/fwww.google.co... GET 302 355b 637Tms %
o= &
x| http://google. com/ GET 302 268h  33mspe Content-Ty text/himl;: charsetsy,

= pe -8
<> https:/lwww.google.de/... GET 200 64.3kb 218ms Date Tue, 28 Dec 2016 15:5
— ) 7:48 GMT
E_https.u\mw.r. google.defi... GET 200 2.0kb 441ms T e
= | https:/fwww.google.de/... GET 200 136.9kb 242ms Content-Le @
—— ngth
&& https://lh3.googleus. .. C'GET 200 1.2kb 82ms X-X55-Prot 1; mode=block
<>|https:/iclients5.goog... GGET 200 132 7ims _ =U° -
— X-Frame-Op SAMEORIGIM

- Intercept: ~c 200 | anticache | ]

= mitmdump : ARSIThRAR

» Bfta=—aiER

= mitmdump is the command-line version of mitmproxy. Think tcpdump for HTTP
= Kb

» mitmdump ZF mitmproxy

» F&
= tcpdump ZF HTTP

» AR R

s RIThRZAHY charles / Fiddler
» WREE

= Mac
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0 [14/36] [*39999]

o XEMKR: TUNMITI. apphIilEl
o Wt
o BRI
= |ntroduction
m https://docs.mitmproxy.org/stable/
o GitHub
= mitmproxy/mitmproxy: An interactive TLS-capable intercepting HTTP proxy for penetration
testers and software developers
= https://github.com/mitmproxy/mitmproxy
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T

T#Eimitmproxy

E R T &t :

e Downloads
o https://mitmproxy.org/downloads/#6.0.2/

® 58 B cownloads X =+
< C' & mitmproxy.org/downloads/#6.0.2/ #
Downloads > 6.0.2

= Heads Up! You can also install mitmproxy via brew, pip, WSL, or Docker!

Name Modified Size
B mitmproxy-6.0.2-linux.tar.gz 2020/12/16 £512:49:49 70.3 MB
I mitmproxy-6.0.2-0sx.tar.gz 20201216 E12:49:49 39.0MB
B mitmproxy-6.0.2-py3-none-any.whl 20201216 £F12:49:49 1.1MB
B mitmproxy-6.0.2-windows-installer.exe 2020/12/16 £512:49:49 35.7MB
B mitmproxy-6.0.2-windows.zip 2020/12/16 £512:49:49 348 MB
B pathod-6.0.2-linux.tar.gz 2020/12/16 £512:49:49 40.2 MB
I pathod-6.0.2-osx.tar.gz 20201216 L12:49:52 20.1 MB
B pathod-6.0.2-windows.zip 2020/12/16 EF12:49:51 22.0 MB

mitmproxy, a project by @cortesi, @maximilianhils, and @raumfresser.

Maintained by the core team with the help of our fantastic contributors. W Follow @mitmproxy

Code licensed MIT, website @ 2020 Mitmproxy Project.
BI] T & EIXT R R ST H) A S DT AT SO

e Mac
o https://snapshots.mitmproxy.org/6.0.2/mitmproxy-6.0.2-osx.tar.gz
e Win
o https://snapshots.mitmproxy.org/6.0.2/mitmproxy-6.0.2-windows-installer.exe
o https://snapshots.mitmproxy.org/6.0.2/mitmproxy-6.0.2-windows.zip
e Linux
o https://snapshots.mitmproxy.org/6.0.2/mitmproxy-6.0.2-linux.tar.gz

T#HE, BE, BIRSE: JRTXH
H5EER -

Mac

It EIMac M2 Max, 3BV ERFTARASZE :
https://downloads.mitmproxy.org/10.3.1/mitmproxy-10.3.1-macos-arm64.tar.gz

T#HE, BESH:


https://mitmproxy.org/downloads/#6.0.2/
https://snapshots.mitmproxy.org/6.0.2/mitmproxy-6.0.2-osx.tar.gz
https://snapshots.mitmproxy.org/6.0.2/mitmproxy-6.0.2-windows-installer.exe
https://snapshots.mitmproxy.org/6.0.2/mitmproxy-6.0.2-windows.zip
https://snapshots.mitmproxy.org/6.0.2/mitmproxy-6.0.2-linux.tar.gz
https://downloads.mitmproxy.org/10.3.1/mitmproxy-10.3.1-macos-arm64.tar.gz
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dy297
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-
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Lark.app Visual Studio
Code.app
BE7R
ENREIC.app iTerm.app QQ.app
BE30K

CI -~ I v

FIEZE . app BRI .app WS HE#F.app

B Macintosh HD > B K72 > @ mitmproxy.app

| = M X =vh O O Q

RIFBTER T Fighterbomber

O ©
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{#Fmitmproxy

Mac

R EBNEINAERFEFRFHY nitmproxy.app , BIRIEEHIEIT:
TANRE: ETe<THGUIERR A HE:

SR

mitmproxy.app

@® @® crifan — [Applications/mitmproxy.app/Contents/MacOS/mitmproxy; exit — /...

Flows |t

1 [e/e]

Flow: Load flows Create new

Proxy: Help Quit I Events I Options I Intercept
B U U Y = a

tean:
WA 2 AIX$TFFhelpFEBNSRE:



® @ crifan — [Applications/mitmproxy.app/Contents/MacOS/mitmproxy; exit — /...

Help C
Key Bindings

Common Keybindings
. Command prompt
E View event log

0 View options

enter Select

esc Exit the current view
q Exit the current view
tab Next

Keybindings for this view

. Add comment to flow

Resume all intercepted flows
Duplicate flow

Set focus follow

Load flows from file

Toggle viewing marked flows
Start server replay

Un-set all marks

Revert changes to this flow

< CWErrToxr-

Help: Scroll down Scroll up Exit help Next tab
Proxy: Help Back Events Options I Intercept

BN 0 = options AIAFTAHSEXRINAE:

® @ crifan — JApplications/mitmproxy.app/Contents/MacOS/mitmproxy; exit — /...

]
add_upstream_certs_to_client_chain

allow_hosts

anticache false
anticomp false
block_global true
block_list

block_private false

body_size_limit
cert_passphrase
certs
ciphers_client
ciphers_server
client_certs
client_replay

client_replay_concurrency 1

Add all certificates of the upstream server to the certificate chain that will
be served to the proxy client, as extras.

1 [e/e8]
Options: Edit Reset Reset all Load file Save file
Proxy: Help Back Events Options Intercept
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=

mitmdump & mitmproxy FIEESITHRZN,
mitmproxy 1 mitmdump KYRIEFIEHEEAR—IK,
LEAFEENE mitmdump BO{ER.
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Mac

BiTbrewZ &Emitmproxy
MacrRth FTLABIIZRT brew £Z%:

brew mitmproxy
ZEmitmproxy/a, BT T <LITHRARY mitmdump

Fpip&3EPythonhRk 7~

REEFERR nitmdump BY -s EMEHKY .py BpythonBIlA, FBALLALRRNZ5TERIT R EPython
PipipE (45PythonIfiZH) Z3xmitmproxy

pip mitmproxy

RREIKBIRIPythonE

245
WNRELE mitmdump FAFI -s EMEAKY .py Mpythonfildseh, FZIT pyaml HOIE, MICEEL

L Pl o

A pip Z&EE pyyaml :

pip instal pyyaml
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Win
LB F A o)

ZHITEWIN10FR L Emitmproxy, i&EId 28] :

build _openssl.c error C2065 X509 _V_FLAG_CB_ISSUER_CHECK

undeclared identifier

creating build temp.win-amd64-3,8 Release build temp.win-amd64-3.8 Release

C: Program Files (x86 'Microsoft Visual Studio
0 /0x /W3 /GL /DNDEBUG /MD

ease _openssl.obj
_openssl.c

VC BIN x86_amd64 cl.exe /c /nolog

/Tcbuild temp.win-amdé4-
3.8 Release _openssl.c /Fobuild temp.win-amdé4-3.8 Release build temp.win-amdé4-3.8 Rel

build temp.win-amd64-3.8 Release _openssl.c ! warning C4098:

returning a value
build temp.win-amd64-3.8 Release _openssl.c
undeclared identifier
build temp.win-amd64-3.8 Release _openssl.c
undeclared identifier
build temp.win-amd64-3.8 Release _openssl.c
undefined: assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c
t gualifiers
build temp.win-amd64-3.8 Release _openssl.c
gualifiers
build temp.win-amd64-3.8 Release _openssl.c
t gualifiers
build temp.win-amd64-3.8 Release _openssl.c
gualifiers
build temp.win-amd64-3.8 Release _openssl.c
undefined  assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c
undefined  assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c

build temp.win-amd64-3.8 Release _openssl.c

build temp.win-amd64-3.8 Release _openssl.c

undefined  assuming extern returning int

build temp.win-amd64-3.8 Release _openssl.c
undefined  assuming extern returning int

i error C2065:

i error C2065:

! warning
! warning
! warning
! warning
! warning
! warning
! warning
! warning
! warning

! warning

! warning C4013:

C4013:
C4047:
C4047:
C4090:
C4090:
C4090:
C4090:
C4013:
C4013:
C4047:
differs levels of indirection from
! warning C4047:

differs levels of indirection from
! warning C4013:

differen

different

differen

different



build temp.win-amd64-3.8 Release _openssl.c
undefined: assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c
differs levels of indirection

build temp.win-amd64-3.8 Release _openssl.c
differs levels of indirection from

build temp.win-amd64-3.8 Release _openssl.c

defined:  assuming extern returning int

build temp.win-amd64-3.8 Release _openssl.c
differs levels of indirection

build temp.win-amd64-3.8 Release _openssl.c
differs levels of indirection from

build temp.win-amd64-3.8 Release _openssl.c
undefined: assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c
differs levels of indirection

build temp.win-amd64-3.8 Release _openssl.c
differs levels of indirection from

build temp.win-amd64-3.8 Release _openssl.c

ndefined assuming extern returning int

build temp.win-amd64-3.8 Release _openssl.c
undefined: assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c
undefined ' assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c
undefined  assuming extern returning in
build temp.win-amd64-3.8 Release _openssl.c
undefined: assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c

fined assuming extern returning int

t

build temp.win-amd64-3.8 Release _openssl.c
gualifiers
build temp.win-amd64-3.8 Release _openssl.c
qualifiers
build temp.win-amd64-3.8 Release _openssl.c

ndefined assuming extern returning int

build temp.win-amd64-3.8 Release _openssl.c

undefined: assuming extern returning int

build temp.win-amd64-3.8 Release _openssl.c

undefined  assuming extern returning int

build temp.win-amd64-3.8 Release _openssl.c

efined assuming extern returning int

build temp.win-amd64-3.8 Release _openssl.c

ent qualifiers

build temp.win-amd64-3.8 Release _openssl.c

ent qualifiers

build temp.win-amd64-3.8 Release _openssl.c

undefined  assuming extern returning int

build temp.win-amd64-3.8 Release _openssl.c
undefined  assuming extern returning in
build temp.win-amd64-3.8 Release _openssl.c
undefined . assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c
differs levels of indirection

build temp.win-amd64-3.8 Release _openssl.c
differs levels of indirection from

from

from

from

t

t

from

warning

! warning

! warning

! warning

! warning

! warning

! warning

! warning

! warning

! warning

! warning

! warning

! warning

! warning

! warning

! warning
! warning
! warning
! warning
! warning
! warning
! warning
! warning

! warning

warning
warning
warning

warning

C4013:

C4047:

C4047:

C4013:

C4047:

C4047:

C4013:

C4047:

C4047:

C4013:

C4013:

C4013:

C4013:

C4013:

C4013:

C4090:

C4090:

C4013:

C4013:

C4013:

C4013:

C4090:

C4090:

C4013:

C4013:

C4013:

C4047:

C4047:

un

unde

differen

different

und

differ

differ



build temp.win-amd64-3.8 Release _openssl.c ! warning C4013: u
ndefined assuming extern returning int

build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:
undefined  assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:
undefined: assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013: u
ndefined assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:
undefined: assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:
undefined: assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013: und
efined assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:
undefined: assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:
undefined . assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:

undefined . assuming extern returning int



build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from

build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:
undefined  assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:
undefined  assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:
undefined: assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:
undefined  assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:
undefined  assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:
undefined  assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:
undefined  assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4047:
differs levels of indirection from
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:
undefined  assuming extern returning int
build temp.win-amd64-3.8 Release _openssl.c ! warning C4013:
undefined  assuming extern returning int
error:
failed with status

ERROR: Failed building wheel cryptography
Running setup.py clean cryptography
Failed to build cryptography

ERROR: Could not build wheels cryptography use PEP and cannot be installe

d directly

J —
ZI BB, ERE2ZBR.
BARSEFER:

o [RERIAR] windowsHipipZiEmitmproxyiREs: build _openssl.c error C2065
X509 V_FLAG_CB_ISSUER_CHECK undeclared identifier

ERROR: Could not build wheels for cryptography which use PEP 517
and cannot be installed directly



pip mitmproxy

Collecting pycparser

Using cached https://files.pythonhosted.org/packages/68/9e/49196946aee219aead1290e00d
le7fdeab8567783e83e1b9ab5585e6206a/pycparser-2,19,tar.gz
Building wheels collected packages: cryptography

Building wheel cryptography (PEP . error
ERROR: Command errored out with status 1:
command:

build_wheel

cwd: C: Users xxx AppData Local Temp pip-install-x4h_xxr8 cryptography
Complete output lines :
running bdist_wheel
running build
running build_py
creating build
creating build lib.win-amd64-3.8
creating build lib.win-amd64-3.8 cryptography
copying src cryptography exceptions.py - build lib.win-amd64-3.8 cryptography
copying src cryptography fernet.py - build lib.win-amd64-3.8 cryptography
copying src cryptography utils.py - build lib.win-amd64-3.8 cryptography
copying src cryptography __about__.py - build lib.win-amd64-3.8 cryptography
copying src cryptography __init__.py - build lib.win-amd64-3.8 cryptography
creating build lib.win-amd64-3.8 cryptography hazmat
copying src cryptography hazmat _oid.py - build lib.win-amdé4-3.8 cryptography hazma

copying src cryptography hazmat __init__.py - build lib.win-amd64-3.8 cryptography h
azmat

creating build lib.win-amdé64-3.8 cryptography x509

copying src cryptography x509 base.py - build lib.win-amd64-3.8 cryptography x509

copying src cryptography x509 certificate_transparency.py - build lib.win-amd64-3.8
cryptography x509

copying src cryptography x509 extensions.py - build lib.win-amd64-3.8 cryptography x
509

copying src cryptography x509 general_name.py - build lib.win-amd64-3.8 cryptography
x509

copying src cryptography x509 name.py - build lib.win-amd64-3.8 cryptography x509

copying src cryptography x509 ocsp.py - build lib.win-amd64-3.8 cryptography x509

copying src .cryptography x509 oid.py - build lib.win-amd64-3.8 cryptography x509

copying src .cryptography x509 __init__ .py - build lib.win-amd64-3.8 cryptography x50

creating build lib.win-amd64-3.8 cryptography hazmat backends

copying src cryptography hazmat backends interfaces.py - build lib.win-amd64-3.8 cry
ptography hazmat backends

copying src .cryptography hazmat backends __init__.py - build lib.win-amd64-3.8 crypt
ography hazmat backends

creating build lib.win-amd64-3.8 cryptography hazmat bindings

copying src .cryptography hazmat bindings __init__.py - build lib.win-amd64-3.8 crypt
ography hazmat bindings

creating build lib.win-amd64-3.8 cryptography hazmat primitives

copying src .cryptography hazmat primitives cmac.py - build lib.win-amd64-3.8 cryptog
raphy hazmat primitives

copying src .cryptography hazmat primitives constant_time.py - build lib.win-amd64-3.8
cryptography hazmat primitives



copying src cryptography hazmat primitives

ography hazmat primitives

copying src cryptography hazmat primitives

raphy hazmat primitives

copying src .cryptography hazmat primitives

tography hazmat primitives

copying src .cryptography hazmat primitives

aphy hazmat primitives

copying src .cryptography hazmat primitives

tography hazmat primitives

copying src cryptography hazmat primitives

cryptography hazmat primitives

copying src cryptography hazmat primitives

ptography hazmat primitives

hashes.py - build lib.win-amd64-3.8 crypt
hmac.py - build lib.win-amd64-3.8 cryptog
keywrap.py - build lib.win-amd64-3.8 cryp
mac.py - build lib.,win-amd64-3.8 cryptogr
padding.py - build lib.win-amd64-3.8 cryp
serialization.py - build lib.win-amd64-3.8

_init__.py - build lib.win-amd64-3.8 cry

creating build lib.win-amd64-3.8 cryptography hazmat backends openssl

copying src cryptography hazmat backends openssl

ryptography hazmat backends openssl

copying src cryptography hazmat backends

cryptography hazmat backends openssl

copying src cryptography hazmat backends

cryptography hazmat backends openssl

copying src cryptography hazmat backends

ryptography hazmat backends openssl

copying src cryptography hazmat backends
4-3,8 cryptography hazmat backends openssl
copying src cryptography hazmat backends

ptography hazmat backends openssl

copying src cryptography hazmat backends

yptography hazmat backends openssl

copying src cryptography hazmat backends

ptography hazmat backends openssl

copying src cryptography hazmat backends
4-3,8 cryptography hazmat backends openssl
copying src cryptography hazmat backends

cryptography hazmat backends openssl

copying src cryptography hazmat backends

ryptography hazmat backends openssl

copying src cryptography hazmat backends

ryptography hazmat backends openssl

copying src cryptography hazmat backends

yptography hazmat backends openssl

copying src cryptography hazmat backends

cryptography hazmat backends openssl

copying src cryptography hazmat backends

cryptography hazmat backends openssl

copying src cryptography hazmat backends

ryptography hazmat backends openssl

copying src cryptography hazmat backends openssl
.8 cryptography hazmat backends openssl

aead.py - build lib.win-amd64-3.8 ¢
backend.py - build lib.win-amd64-3.8
ciphers.py - build lib.win-amd64-3.8
cmac.py - build lib.win-amd64-3.8 ¢
decode_asni.py - build lib.win-amdé
dh.py - build lib.win-amd64-3.8 cry
dsa.py - build lib.win-amd64-3.8 cr
ec.py - build 1lib.win-amdé64-3.8 cry
encode_asni.py - build lib.win-amdé
hashes.py - build lib.win-amd64-3.8
hmac.py - build lib.win-amdé64-3.8 ¢
ocsp.py - build lib.win-amd64-3.8 ¢
rsa.py - build lib.win-amd64-3.8 cr
utils.py - build lib.win-amd64-3.8

Xx25519.py - build lib.win-amd64-3.8
x509.py - build lib.win-amdé4-3.8 ¢

_init__.py - build lib.win-amdé4-3

creating build lib.win-amd64-3.8 cryptography hazmat bindings openssl

copying src cryptography hazmat bindings openssl

cryptography hazmat bindings openssl

copying src cryptography hazmat bindings openssl
64-3.8 cryptography hazmat bindings openssl

copying src cryptography hazmat bindings openssl
.8 cryptography hazmat bindings openssl

binding.py - build lib.win-amd64-3.8
_conditional.py - build lib.win-amd

_init__.py - build lib.win-amd6é4-3




creating build lib.win-amd64-3.8 cryptography hazmat primitives asymmetric

copying src cryptography hazmat primitives asymmetric
cryptography hazmat primitives asymmetric

copying src .cryptography hazmat primitives asymmetric
.8 cryptography hazmat primitives asymmetric

copying src .cryptography hazmat primitives asymmetric
cryptography hazmat primitives asymmetric

copying src .cryptography hazmat primitives asymmetric
64-3.8 cryptography hazmat primitives asymmetric

copying src .cryptography hazmat primitives asymmetric
.8 .cryptography hazmat primitives asymmetric

copying src .cryptography hazmat primitives asymmetric
-3.8 cryptography hazmat primitives asymmetric

copying src .cryptography hazmat primitives asymmetric
4-3.8 cryptography hazmat primitives asymmetric

copying src .cryptography hazmat primitives asymmetric
d64-3.8 cryptography hazmat primitives asymmetric

dh.py - build lib.win-amd64-3.8

dsa.py - build lib.win-amd64-3

ec.py - build lib.win-amd64-3.8

padding.py - build lib.win-amd
rsa.py - build lib.win-amd64-3

utils.py - build lib.win-amdé4

x25519.py - build lib.win-amdé

_init__.py - build lib.win-am

creating build lib.win-amd64-3.8 cryptography hazmat primitives ciphers

copying src cryptography hazmat primitives ciphers aead.py -

cryptography hazmat primitives ciphers

copying src cryptography hazmat primitives ciphers algorithms.py -

64-3.8 cryptography hazmat primitives ciphers

copying src cryptography hazmat primitives ciphers base.py -

cryptography hazmat primitives ciphers

copying src cryptography hazmat primitives ciphers modes.py -

cryptography hazmat primitives ciphers

copying src cryptography hazmat primitives ciphers __init__.py -

-3.8 cryptography hazmat primitives ciphers

build lib.win-amd64-3.8

build lib.win-amd

build lib.win-amd64-3.8

build lib.win-amd64-3.8

build lib.win-amdé4

creating build lib.win-amd64-3.8 cryptography hazmat primitives kdf

copying src cryptography hazmat primitives kdf
cryptography hazmat primitives kdf

copying src cryptography hazmat primitives kdf
ptography hazmat primitives kdf

concatkdf.py -

hkdf.py -

build lib.win-amdé4-3.8

build 1lib.win-amdé64-3.8 cry

copying src cryptography hazmat primitives kdf kbkdf.py - build lib.win-amd64-3.8 cr
yptography hazmat primitives kdf

copying src cryptography hazmat primitives kdf pbkdf2.py - build lib.win-amd64-3.8 ¢
ryptography hazmat primitives kdf

copying src cryptography hazmat primitives kdf scrypt.py - build lib.win-amd64-3.8 ¢
ryptography hazmat primitives kdf

copying src cryptography hazmat primitives kdf x963kdf.py - build lib.win-amd64-3.8

cryptography hazmat primitives kdf
copying src cryptography hazmat primitives kdf
cryptography hazmat primitives kdf

_init__.py -

build lib.win-amdé4-3.8

creating build lib.win-amd64-3.8 cryptography hazmat primitives twofactor

copying src cryptography hazmat
.8 cryptography hazmat primitives
copying src cryptography hazmat
.8 cryptography hazmat primitives
copying src cryptography hazmat
3.8 cryptography hazmat primitives twofactor

twofactor

twofactor

copying src cryptography hazmat primitives twofactor __init__.py -

64-3.8 cryptography hazmat primitives twofactor
running egg_info
writing src cryptography.egg-info PKG-INFO
writing dependency_links to src cryptography.egg-info

primitives twofactor hotp.py -
primitives twofactor totp.py -

primitives twofactor utils.py -

build lib.win-amd64-3

build lib.win-amd64-3

build lib.win-amd64-

build lib.win-amd

dependency_links.txt

writing requirements to src cryptography.egg-info requires.txt



writing top-level names to src cryptography.egg-info top_level.txt

reading manifest

reading manifest template

no previously-included directories found matching

warning: no previously-included files matching found under directory

writing manifest

running build_ext

generating cffi module

creating build temp.win-amd64-3.8

creating build temp.win-amd64-3,8 Release

generating cffi module

generating cffi module

building extension

creating build temp.win-amd64-3.8 Release build

creating build temp.win-amd64-3.8 Release build temp.win-amd64-3.8

creating build temp.win-amd64-3.8 Release build temp.win-amdé4-3.8 Release

C: Program Files (x86 'Microsoft Visual Studio VC BIN x86_amd64 cl.exe /c /nolog
o /0x /W3 /GL /DNDEBUG /MD

/Tcbuild temp.win-amdé4-
3.8 Release _openssl.c /Fobuild temp.win-amd64-3.8 Release build temp.win-amd64-3.8 Rel
ease _openssl.obj

_openssl.c
build temp.win-amd64-3.8 Release _openssl.c : fatal error C1083: Cannot incl
ude file: No such or directory
error:
failed with status

ERROR: Failed building wheel cryptography

Running setup.py clean cryptography
Failed to build cryptography
ERROR: Could not build wheels cryptography use PEP and cannot be installe
d directly

( —
i 7

pip cryptography

BlalEkIA.

DY

python pip --no-use-pep517 mitmproxy

BIREAEEIR:

copying src cryptography hazmat primitives twofactor __init__.py - build lib.win-a
md6é4-3.8 cryptography hazmat primitives twofactor

running egg_info

writing src cryptography.egg-info PKG-INFO



writing dependency_links to src cryptography.egg-info dependency_links.txt

writing requirements to src cryptography.egg-info requires.txt

writing top-level names to src cryptography.egg-info top_level.txt

reading manifest

reading manifest template

no previously-included directories found matching

warning: no previously-included files matching found under directory

writing manifest

running build_ext

generating cffi module

creating build temp.win-amdé4-3.8

creating build temp.win-amd64-3.8 Release

generating cffi module

generating cffi module

building extension

creating build temp.win-amd64-3.8 Release build

creating build temp.win-amd64-3.8 Release build temp.win-amd64-3.8

creating build temp.win-amd64-3.8 Release build temp.win-amd64-3.8 Release

C: Program Files (x86 'Microsoft Visual Studio VC BIN x86_amd64 cl.exe /c /nol
ogo /0x /W3 /GL /DNDEBUG /MD

/Tcbuild temp.win-amdé
4-3.8 Release _openssl.c /Fobuild temp.win-amd64-3.8 Release build temp.win-amd64-3.8 R
elease _openssl,.obj

_openssl.c

build temp.win-amd64-3.8 Release _openssl.c : fatal error C1083: Cannot in
clude file: No such or directory

error:

failed with status
Rolling back uninstall of cryptography
Moving to c: program files python38 lib site-packages cryptography-2.8.dist-info
from C: Program Files Python38 Lib site-packages ~ryptography-2.8.dist-info
Moving to c: program files python38 lib site-packages cryptography
from C: Program Files Python38 Lib site-packages ~ryptography

ERROR: Command errored out with status 1:
'C: ‘Users xxx 'AppData 'Local
Temp' pip-install-wkntcchc  cryptography 'setup.py " 'C: Users xxx
AppData Local Temp pip-install-wkntcchc' cryptography setup.py "
!open n ) r.n n ) n n
'exec "
--single-version-externa

lly-managed Check the logs full output.
J E—
DYSE=Kickiiy-R
BREERER,
BiRdiRER:

o [RfEA] windowsHipip install mitmproxy5<§: ERROR Could not build wheels for cryptography
which use PEP 517 and cannot be installed directly
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Mac

BENE, WE7E vac F{EA mitmdump
B4

Mac FAZRIREIBIT:

mitmdump saveUrl.py

B &mitmdumphy{C IR
SRS F IR Lt 4bMackImitmdumpBg L I2

BIRISEI: BIAS saveurl.py IEFHIHKLAIFAEN url = Bk = szt (RRIREECSFEM—
ETIRAEEE) FREFER (ENFREFEE—TXHEF) , #HEEER,

1788
FTEFPOIE—T: output XHR, HFHE—NZXH savedurl.txt , HEEFRFUNZIESR,

Ltb4baYsaveUrl.py=1 pythonfil 4
BEAS:

# Function: using mitmproxy to save url
# Author: Crifan Li
# Date: 20240711

re
0s

self
self Allurls
self DataFilePath self initOutputFile

self
saveFile os path join
saveFile

self headers
ContentType
patten
result re search patten, headers
result
ContentType result group
ContentType ContentType split
ContentType ContentType

self, flow



url flow request.url
ContentType self get_ContentType flow request headers
url self Allurls
self Allurls add(url

url
self DataFilePath encoding f
f write url ContentType
f write

addons Saver

HRERSIE!T, NEHEN &
mitmdump saveUrl.py
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BohiRAWIFIIR B LI
2 EBEABHIENWIFIZE (PCiEAImitmdumpsy) RIE (B8) .

o HEIR
o IFBANIR (Win/MacZ) HAIWiFitthit (Eb4l 192.168.1.10 )
o RIEEFHEEhH (Android, iPhone%) , AWIFINEERIBHIHE (Lb40 192.168.1.10 ) FliHO
(Z BB Adim B amitmproxy Mg BERIR O, —AEF ses1 ) , IRiblitFBANIRAIWIFithiE
o HTIENL
o WEIRMMRIR BEhih - MEPRUG: REBRA

LEabE BN T :

Android

Google Pixel 5


https://book.crifan.org/books/web_transfer_proxy_tech/website/add_proxy/mobile/

%oima WiFiIg 2R

zhizhiwuwu003
F

FiEes=EHE HTTP (IR, (BEMN AR &
N2 fERH.

REEHNH
192.168.1.10

eLdi{m
8081

Xt LA R R IR

example.com,mycomp.test.com,loc

BUH (F2E3

32



i0S
iPhone

all = 10:47 @ ¥ [ )4

4 quest 5G EEELE

%)
¥ v
Bz
st 192.168.31.46
1% 0 8081
#E
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B rhinRI=mitmproxyiRiE+H
HAZEE

BN in FH A LR nitmproxy B

SSLICIEIES = ssLiff = #RiEP = root CA

I EE:

o FHHAREEEPITF http://mitm.it
o SAGIRIEIRTETE ( .pem / .crt / .cer &) WP (M)
o RELRIEPXMH
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i0OS
LEAbEEIRiIOSHTIPhoneFAH, Zimitmproxy IIRIEFAIIFHIB R :

e iOS
o iPhone
CEREI)
s [BEfRIR] LRiPhoneiRiimitmproxyfImitmdumpftIE B T REINE 5EE RIS
= [Ef2R] iPhone8PHZEmitmproxyAICAMIsSIEF
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Android

AR SN, BEmimproxyAIRIES, HFREFHEEER;
i

o B
o MacHHIEIBTT T mitmdumphI L IE
m  mitmdump -k -p 8081 -s saveUrl.py
o BB
o Pixel5FAFChromell n 284] FF %% :
» http://mitm.it
o THBRNEPFXMH: mitmproxy-ca-cert.cer
o ABREREIFHXH:
BB BE-) BBRERE-) MEBESEIE-) TEIEF-) CAIEB-) KRifEmitmproxy-ca-
cert.cerALix-) ERRIRT: ELXHECAILH

P
¢ Android
o Google
= Pixel5

»  [EfBR] Mac M2 MaxA#JiaftmitmproxyZ £ F . Pixel KIS IR R

»  [EfRR] ZEFHPixel5HLEmitmproxyRIIRIEP

v [EfFR] REFHNPixelsHAIIBREREFRRIEDIRE: OAEIRE"PLREXTH
nulli2HAYIES

. [IER] BAZEFHHZEEmitmproxyLIEHISSLIEH
o [iER] LEmE AN EFHIZEmitmproxyCIEA T EEM S Rl st
o I\
/K9
» fBX
w  [BRIR] ZEFHNKIPREmitmproxyRISSLAIRIES
n [EFERR] NKIFRWLANSEWAPKEF i A EImitmproxyAISSLEIpemiEH
X
w  [TIERBR] NKIFRESKHEIRR T RpemiEH
= 4TKNote8Pro
n [O)RR
s ARES KRR EETTIE T BpemiE B XX M4
n BRIRINE:
s HRQQI'E 237 BT LA LE & T #HpemiE X4 mitmproxy-ca-cert.pem
» AT
= EE
» WE
» S Android o i


http://mitm.it

n KRB
» miAndroid, SEMETE: perm.crt
s MAEHEM: mitmproxy-ca-cert.pem
» XBE: WARTIEATEMIN
» JEEA: QN2
» =iFAndroid, BILASEHETF%L: mitmproxy-ca-cert.pem
» ERHEMNpemiEH
» WRIAIEE (BEE) TESTE
CRRE)
n  [FTERRR] IKNote8Pros FAHI{SEN/ N AN 55 88 T FmitmproxyFISSLALIEIEH
» [EfRIR] £1KNote8ProH FHQQIX 1T 2§ T ZimitmproxyfJAndroid I SSLA IEIE+

» 1%
»  [BfER] 4IX%Note8ProfrZ2EmitmproxyfISSLAIEIESH
» Z15K10X

o [ FHEHIEPKRW
» BRCKN RS
» TO]3EIE T Hpem.crt, BTFELW
» QQIRE
» A[EAE T Eimitmproxy-ca-cert.pem, 1B TFHZKLW
» BREERRT:
= if you can see this, traffic is not passing through mitmproxy
» UCHILTZR
» A[EAE T Eimitmproxy-ca-cert.pem, 1B TFHELW
» BREERRT:
= if you can see this, traffic is not passing through mitmproxy
» FRIRINE:
» T ZR, REET:
» UCHILTZR
» AIEAEFH AT T Fmitmproxy-ca-cert.pem

- #0:
w  [BRRIR] K10XZEFHATIE T HEmitmproxyRIIEFH X4
o Vivo
= QOO U1x

» FAQQIIRESETTIE T EpemX 4, B FEKK
n BRIRIVE: #RViVORIAENYTEE, BIB] T mitmproxy-ca-cert.pem
» BRESEpemiE B XM, TiELRR: RIEENERXXH
» [BJRRELR
s QQHIE 2 T H Rmitmproxy-ca-cert.pem, HiELTIER: WA NIZFITFF
£k
» BEZLRIRE-) MNFHEFMENSDERE, SRR RKENEPX MG
s \XHEEDSHE T EAImitmproxy-ca-cert.pem, % iIFPLERF, thig
N ARENER X
» BRA: VivoRZiFpemiE B X4, Rz fFertiE B3 H
n BRDNE: BXFpemE&E crt
» REAITIERERE
= FER:



»  [BEfRR] AT EFHVIVorIIQOO0 U1x T &% EmitmproxyAISSLLIEIEH
»  [BRR] ZEFHVivoliQO0 U1xF F &L Emitmproxy-ca-cert.pemilE X4
» [EfER] ZEFHVivolJiQO0 U1xH R = E&EmitmproxyiipemiEFHiREE: KRLE
I
w [REER] ALEFHVivorSiQO0 UIx#IiAEmitmdumphIKIEBERE
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ModuleNotFoundError No module named

Y
MacH FbrewZ%: T mitmproxy, ARXEIBIT:

mitmdump middleware/Savel.py

BEMRE:
o WMH1

ModuleNotFoundError: No module named

o M2

=+ mitmproxy mitmdump saveUrl.py
121:46.972 Loading script saveUrl.py
121:46.973 error script saveUrl.py
Traceback most recent call last :
File , line ; module
tldextract
ModuleNotFoundError: No module named

Note that mitmproxy's binaries include their own Python environment. If your addon

requires the installation of additional dependencies, please

mitmproxy from

PyPI https://docs.mitmproxy.org/stable/overview-installation/#installation-from-t

he-python-package-index-pypi).

REA

o HEAR: mitmdump (Blmitmproxy) HEJPython fEHI&HE R3&i1ZPythonE
o FfR

o MacH @I brew L& mitmproxy , RIAHRBSHERLEpython (LEAAZE 3.7.5 )

o MAEMacHECCpython ( 2.7 5 3.8 )
w JF: GBS mac HFTBRRASEY Python HEBZLEET yaml T
o T mitmproxy Hipython, XBLERIT yaml , FiA EIARIASIRES.

& RIME



R IR E
TERbrewZ iz, MEAZRLFIIpythonfpipZEZLImitmproxy

pip mitmproxy

E R RIpythonZ, thA 2 BRY3.8, FpyenvitEE/F43.8
HEMEab2. 78pythonHR, pipZEmitmproxy=K K.

ZIRENFIIEEEA

mitmdump middleware/Savel.py

HrhpythonfZiT 2R B LA RSB Mpython T, FEULLRILAEE#KE (RFFpythonFEZRER]) yaml, T
TE2RET.
BRATER:

o [EAXRFEAR] MacHmitmdumpiZ{Tar<IREE: in script py No module named yaml
fRIRTME2
R ERIEARERR, M-
RAREA

mitmdump (Blmitmproxy) REREF 7 —"1HCHIPythonifiz

Bl: mitmdump (EPmitmproxy) H89Python, & ZHIPython, ~ERE—"T

IRABRIRIE

“amitmproxy R AEIR B! 5 = /5 PythonEE==£4mitmproxy 1 22 3£ 55 = /5 Python &
BFEE

B] LAF B M7 A pipx

(1) Z¥pipx

brew pipx
pipx ensurepath
pipx ensurepath

(2) FApipxZZEmitmproxy

pipx mitmproxy

(3) amitmproxydZesk (#EAN) =7 PythonfE



mitmproxy pipx inject mitmproxy tldextract

(4) (&, EREE] WRLIHRNZIF=-FMELTEF, BE—THEIA=CFREKRAImitmproxy, Zpipx
PTE3RAY

LEANERE

BIENET pipx &2 Amitmproxy /5

pipx mitmproxy

SR RIREFRAEBINIE, mitmproxyFRERIPATHE WD

LA R
% mitmproxy pipx mitmproxy
Al Note: mitmdump was already on your at /usr/local/bin/mitmdump
Al Note: mitmproxy was already on your at /usr/local/bin/mitmproxy
Al Note: mitmweb was already on your at /usr/local/bin/mitmweb
installed package mitmproxy .1, installed using Python 4
These apps are now globally available
= mitmdump
- mitmproxy
- mitmweb
Al Note: is not on your environment variable. These ap
ps will not be globally accessible your is updated. Run
to automatically it, or manually modify your your shell's ¢
onfig e.g. ~/.bashrc).
done
el

/Users/crifan/.local/bin
FRAMREEERR:
[EEERIRTR1TH, FrikEIMmitmproxy, 2H(I1HEM:
Flpipx%& &M, HmALRER T E=FPythonFER) mitmproxy
MSEILX BRI EE R E

o IEILAMIIRIAVERIR /Users/crifan/.local/bin HIRIIMETZEPATHHZE
o BMREAE (MRIRAFPATHREMNENEHMNIBRRZEZERT, BMINARAREN
mitmproxy)
o FMEFUAL: ZEIELZ BT brewilpipZZE 7 mitmproxy T, RN BIAIEEZ
( /usr/local/bin/ . /opt/homebrew/bin/ ) FA&EIEmitmproxy

AN ERAME S S
REBREIMIA (b E: ~/.zshre)

~/.zshrec



i@ /users/crifan/.local/bin HNZEIPATHHORFFIE

# Created by “pipx’ on 2024-07-14 08:54:02
#export PATH="S$PATH:/Users/crifan/.local/bin"
export PATH="/Users/crifan/.local/bin:$PATH"

[FIE]B AL SR IRE K

~/.zshrc

ER

Installation (mitmproxy.org)

mie:
REBEEEXNNAImitmdump, AJUER, BZTKERE, BE—TEBNFEHRE:

% mitmproxy where mitmdump
/Users/crifan/.local/bin/mitmdump
/usr/local/bin/mitmdump
/opt/homebrew/bin/mitmdump
/usr/local/bin/mitmdump
/Users/crifan/.local/bin/mitmdump
/Users/crifan/.local/bin/mitmdump

mitmdumpBa] IE & 1517
mitmdump saveUrl.py

MRS T

crifan.org, {EFE #Z4.0EFR(CC BY 4.0)1¥ & %5 all right reserved, powered by Gitbook&x /5 E#:
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if you can see this, traffic is not passing through
mitmproxy
. K
FHARAGEFTH http:/mitm.it /5, B TEIET:
if you can see this, traffic is not passing through mitmproxy
. BE
EERFHAWIFiIID LEPCIHAEImitmproxy (mitmdump) BIKIRRE, $TF hitp:/mitm.it FZF8EIER BRI E

o BBRNE
o PCi (Mac) HEnimitmproxyfJftIE
w H{5)
m  mitmdump -k -p 8081 -s middleware/Savel.py

o AREBLEFIIRAYHFIWIFIFI L3I RZAImitmdumphIfLEE
i RENE R

[EfFR] Z1>KNote8ProHZ T #imitmproxyiEH12/R: if you can see this, traffic is not passing through
mitmproxy

crifan.org, {EFE ©Z4.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 E#:
2024-07-11 16:03:03
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Cannot validate certificate hostname without SNI
HAb BT

mitmdump middleware/Savel.py

mEY

e -k == --ssl-insecure
o Do not verify upstream server SSL/TLS certificates

MITIRLE T :

TlsException( 'Cannot validate certificate without SNI

AR
o MTIEN
o [BfR] mitmproxyftIEiRsE: Cannot establish TLS with 443 sni None TIsException Cannot
validate certificate hostname without SNI
o [REEAR] ZEIMBmitmproxyikis: TIsException SSL handshake Error routines
ssl3_get record wrong version number

crifan.org, {EFE 24.0EFR(CC BY 4.0)1Y&%n all right reserved, powered by Gitbook&x /5 E#:
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sslv3 alert certificate unknown

mitmdumpijialEB o url s
tban:
BRIk

.31.177:50670: CONNECT 6ib5h.com:443

Cannot establish TLS with client (sni: 6ib5h.com :

H
MEZREapp HEE+ A:

£ 7% Z h100% B0 15:26

2019-11-14 15:26:02
Android APP v3.4.7

[+ =H
=] -

Pog a1 Ml

i E

34 Bz mitmdump#dlog :

TlsException



Cannot establish TLS with client (sni: app.cashbus.com : TlsException

o RHA

appIERH T certificate pinning IEBEE AIREA
appERLAIEPH TIEN, RAFRBRSBB[BILEPS, REETINIZREENERR, SUHEL
BB BRLE R AN LECAIE P
o YNEIfRIR
o D2FMIER:
» A tls_passthrough.py SEINERDARIR
» TERRIR

FA tls_passthrough.py SEIERS R IR

RN
o tls_passthrough.py
=*:

o BELEHEMNA:

o mitmproxy -s tls_passthrough.py
o BRI B SHMIAS:

o mitmdump -p 8081 -s Savel.py

Hrh: savel.py

# _*_ coding: utf-8 _*_

json
re
0s
sys
sys executable

self

self, flow


https://github.com/mitmproxy/mitmproxy/blob/master/examples/complex/tls_passthrough.py

curReq flow request
url curReq url
headers curReq headers
url, headers
# do what you want
# eg: save something to some file

addons Saver

collections
random

enum Enum

mitmproxy
mitmproxy ctx
mitmproxy exceptions TlsProtocolException
mitmproxy proxy protocol TlsLayer  RawTCPLayer

Enum
success
failure
skipped

self
# A server_address -> interception results mapping
self history collections defaultdict collections deque maxlen

self server_address

NotImplementedError



self server_address
self history server_address . append InterceptionResult. success

self server_address
self history server_address . append InterceptionResult. failure

self server_address
self history server_address . append InterceptionResult. skipped

_TlsStrategy

self server_address
InterceptionResult failure self history server_address

_TlsStrategy

self p
self p p
ProbabilisticStrategy self __init__

self server_address
random.uniform self .p

TlsLayer

self
server_address self server_conn address

TlsFeedback self _establish_tls_with_client
TlsProtocolException e
tls_strategy record_failure server_address
e

tls_strategy record_success server_address
# inline script hooks below.
tls_strategy

1
1 add_option



updated
tls_strategy
ctx options tlsstrat
tls_strategy ProbabilisticStrategy ctx options tlsstrat

tls_strategy ConservativeStrategy

next_layer

next_layer TlsLayer next_layer _client_tls
server_address next_layer server_conn address

tls_strategy should_intercept server_address
# We try to intercept.
# Monkey-Patch the layer to get feedback from the TLSLayer if interception

worked.

next_layer . __class__  TlsFeedback

# We don't intercept - reply with a pass-through layer and add a "skipped"
entry.

mitmproxy ctx. log next_layer server_conn. ad
dress

next_layer_replacement RawTCPLayer next_layer ctx dignore
next_layer reply send next_layer_replacement
tls_strategy record_skipped server_address

o MR EOFRET

mitmproxyfJlog= EREXAY TLS passthrough :

TLS passthrough 7

Hftt (httpsfy? ) R (BAF) ENOXGAINUERNS, TEANRETR (BR) FRAET:



sslv3 alert certificate unknown

£ 2 = h100% [ 16:02

A E]

T BRI g
2019 5158 iR

o MHTIFER
[EfR] REXEhHE A FrImitmdump B sHRZFRIEHTE L RAur BHER T EI S

Cannot establish TLS with client sni

o

o [Ef#R] mitmproxy{IEHN % EappHHETHIa) it

TIsException

FoiERRIR

o MIREIBERINE: ElapphUZEAMN, IR (WIEE) B9IES.
o RIAE: ZEFIARapp, BSFAMER. FTALLALSERR ETChR
» PRIFIREEMARapp, EFRIFNIGTIARERapp, EIERRIREIEE,
A LA NappE— & Filfkapp, iRABNEEITEH#Zapp
RNE: ANREAREREIGLRSNL S Kapp, FAM—TTHAE, thAIEARATT.

B2 ki, BMF
o AKX

51



o LEIFHE Certificate pinning
w EERET —LEXT¥EMIRELEappH HIIER
» FELRappiT €, ATHIIERRIE, RESIES
» AXREH:
= Android Security: SSL Pinning. Using SSL in an Android app is easy... | by Matthew
Dolan | Medium
» Bypassing Certificate Pinning on Android for fun and profit | by Felipe Lima | Medium
n ->
= Bypassing SSL Pinning on Android via Reverse Engineering.pdf
» https://dl.packetstormsecurity.net/papers/general/android-sslpinning.pdf
o WTEN
o [FTiERER] ZEiEN T REBESZITTERmitmdumpiika: TIsException SSL handshake
error Error SSL routines ssI3_read_bytes sslv3 alert certificate unknown
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-s IITCIEIEE pythonhR 72
et

mitmdump XXX, py

H, FTIEIBEME xxx.py BIZAES, FRFRY pythonigkiras
> 2B, SAN—LLpythonZFERT, BME(RPythonIMEERE T1ZE (Ebd pyyaml ) , HaiRE

> FARERAREA (mitmdumpfT) REAIPythonkIRAS, JoiEHRZRT (Mac) REEHRIETIRAHY
Pyton

o MTIEN
o [FEfER] MacHmitmdumpi@id-sinEpythonBl ABT 18 E PythonhR s
o [Bf#AR] macHPython2F1Python3#8E %% T yami{Emitmdump -siilEipythonfil &< S N\ yaml
TR
o [EBfR] MacHitmitmdumpf#tfpythonflZ<7FFA B 2 W &Pythonifi & Z4iPython
o [EfEAR] MacHiETTmitmdumpE )R#REE: Failed to import yaml
o [Bf#AR] MacHmitmdumpiZ{Tar<IREE: in script py No module named yaml
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HNEREERERE
Htapp, W%, BAMMIENSES, EODONEDERIE:

o WRMMBIBAIE

o RHMES
o EEAETAR
o HEBTATRE

a7y vax
o

o XJNIERIRINE: B
o tEaltN#REZ B IEAIWIF



FE52:08 | 21.0/s 8 B --- 3l = B+

“—

WLAN
FEWLAN &

WLANENIE

= I_guest @)

Ry EER

= _guest_5G [m1] (sc s @
EiRF

i Y B iR AYWLAN o

= ‘LaserJet @

= =1 i 02
= a >
= a

4 a

TEEEH ZMIENZ IR FEOR

ZEFHARET mitmproxyRIB/E, #oappllE (BEXRITH) SEERRIER B3
Ebal ZEFHREMNELTIE, /XI5 RELEEMWNILE, SRRIEBE)-:

o [Ef2A] B8 IARERIOS: T2 EEMIERMZMIGHNZRIEBIFE DM



o

o vivoNAMIZERRE, BRIBAERFEE



RETRES, EEMASERETR.
Al

HIRWifitt BB Ty, tban:

o EIBWiFiggmitmproxyfIRCIEfS, EFNL

o T —WIiFi, EFFN_LAIE

ZE5ER, WSBOAE—RERRE, FRITATEN, MNSEM EREIERR., BB, [T
B, ZEA=BRR.



ERFANHHIERERTIBTRE
Soh, BERESHN, NTRERE, SSEHHFNRLSIEXN, THEXMELNE, SFACREER
WE,

tEEgl= BT

FER REETRHBOAS:

RN ANRER:

RIS - AR E A

ooms  328.007C



HNHREERREE

EaiEts

FUE I — ¢
328007T% 328.007T

178 {52 5:10004566def10af19688egapj8uoc3pm

MBERE, BFUENSZIRE

iOSHapp M BAIR &iR:
NERE, BRENKZE

BINERSRIRIMNEINE, WREMAppAIMIEEER, BEIRE-NDARR-TLBEFH TR DANR
RIS, NERE, [REEERE.
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HNHREERREE

MEFT, FHERSBRE

NG E T YRR REIRE, MRNEADPD

AICIE#HER, KB E-HDAR-T&

EERAFHDARGERE, BES,
mEERRE.

Eid

FiEERRSS SR, FEREER

T REEHTATHSRapp, EERNEEEERENLAD,
UENMATHRNEERIEN, HATART, R
TS, WRLET
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e
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vivo WiRE

WL ¥13

TEFIEEMEF

appR1TEIvivoL lIMiz/E, ERNEEEERvivOIKS.

Hep—fER38EN, 2R B 2ROMNENIIDIED F58E, SHvivoRIVEMIER, NILIERIE fH3#
ETEMITAER, BRFEERIEBE A NHTE:

LEWIE

(BEIHWIFiT) HEREG, WIIBEATEEEER:
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IBREMSRE, RIFEIR!
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mitmdump{B/RERLATEL

mitmdump{&/RER TS

o WM&

MacH IE & B afimitmdump
mitmdump 8081 middleware/Savel.py
ERFHHWIFIRIE, —ErIUEETE,

BESLBZXT:

KRR, THIEMTARE, mitmdump, BT T .

SHFENPRAIZE T mitmdumpfIRIE, BEEAmitmdumpBIBIATR, ToiRdiE url, REFE2IXMHES

TO
o BRRME: LIHRWIF
TEERI: IHEWIF, EEIIM xxx_guest PIHRE] xxx_guest_56 :

Bl ssx> B sA18EA— 09:50 m:
v Wi-Fi: EESHERE.. '
i [ Wi-Fi |
|

£
@
~
(2}
@
D

) -:B -:B .:B .jﬂ .}B .]B .]B

o
c
M
=

b

w0

1

—
DD D
.',_‘J

.]}) .]) .1) .;) .1) .:)

| o] =] o] 8] o) B

IO E AR ...
BIEZM4...
TS RTIRE..

3.
BIRTERRIEE)RR, mitmdumpXEFRFERE T, FHIRCEMERT !

68



e

o FHF: IRAEHIWIFI (BN LKIE)
o ZMJUR, A BARLELE (CEA TIF RY/a)E
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ssl3_get_record wrong version number

o MK
BN E TEMEZ Eapp GoFuntfT HAE], mitmproxyflogh—E BN :
.31.,172:37547: CONNECT gofunsa.shougiev.com:8106

Cannot establish TLS with gofunsa.shougiev.com:8106 (sni: gofunsa.shougiev.com : Tl
sException

o DAMER

openssl s_client gofunsa.shougiev.com:8106

mhAE:

SSL-Session:
Protocol TLSv1.2
Cipher 0000
Session-ID:
Session-ID-ctx:
Master-Key:
Start Time:
Timeout sec
Verify code: ok

BRERAREFA, & TLS vi.2
ERIEI LEALET:

‘errori1400410B:SSL routines:CONNECT_CR_SRVR_HELLO:wrong version number:/Buil
dRoot/Library/Caches/com.apple.xbs/Sources/libressl/libressl-22,260.1/1ibressl-2.6/ssl/
ssl_pkt.c:386:

iR

e wrong version number
o and then try adding flags from this set: -no_ssl12 , -no_ssl3 and -no_tls1 (consultthe



s_client(1) manual page for more details) to work out which version of SSL/TLS has to be
enabled for the connection to succeed.

HINEY

" brew info openssl

openssl: stable .2t (bottled | keg-only

SSL/TLS cryptography library

https://openssl.org/

Not installed

From: https://github.com/Homebrew/homebrew-core/blob/master/Formula/openssl.rb

Caveats
A CA has been bootstrapped using certificates from the SystemRoots
keychain. To additional certificates (e.g. the certificates added

the System keychain , place .pem files
/usr/local/etc/openssl/certs

and run
/usr/local/opt/openssl/bin/c_rehash

openssl is keg-only, means it was not symlinked into /usr/local,
because Apple has deprecated use of OpenSSL favor of its own TLS and crypto librarie
S,

Analytics
install: days , days , ,621 days
install_on_request: days /, days , days
build_error: days

A AE H Itk 4bmacZErYopenssIFIFERIARAS, 21.0.2tAY?
E3¥k:

mitmdump

HipR:

e --ssl-insecure, -k
o Do not verify upstream server SSL/TLS certificates

BB S FIRLL B,

o MTIFEN * [RERR] ZEIMBmitmproxyiREs: TIsException SSL handshake Error routines
ssl3_get_record wrong version number
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SysCallError 10054 WSAECONNRESET

C]
* A=

Gl

849 https=tis=ssl Furl#l&, MacH1EE, {EZWindowsiRiE:

.31,172:55087: CONNECT storel.hispace.hicloud.com:443
Cannot establish TLS with client (sni: storel.hispace.hicloud.com : TlsException

TLS passthrough 0
.31.172:56214: CONNECT dnkeeper.hicloud.com:443
Cannot establish TLS with client (sni: dnkeeper.hicloud.com : TlsException

TLS passthrough 0

.31,172:54363: CONNECT 1f.snssdk.com:443
Cannot establish TLS with client (sni: 1f.snssdk.com : TlsException

.31.172:52353: CONNECT gecko-hl.snssdk.com:443

Cannot establish TLS with client (sni: gecko-hl.snssdk.com : TlsException

:31,172:42426: CONNECT sf3-ttcdn-tos.pstatp.com:443
Cannot establish TLS with client (sni: sf3-ttcdn-tos.pstatp.com : TlsException

.31,172:36743: CONNECT webcast-hl.amemv.com:443
Cannot establish TLS with client (sni: webcast-hl.amemv.com : TlsException

MK e R RE T SRR, FERY R R

Loading script mitmdumpUrlSaver.py
Proxy server listening at http://*:8081

.31.,172:57502: CONNECT hm.baidu.com:443
Cannot establish TLS with client (sni: hm.baidu.com : T1lsException

.31,172:40054: CONNECT apiouterh5.37.com:443
Cannot establish TLS with client (sni: apiouterh5.37.com : TlsException

.31.172:44871: CONNECT apipayh5.37.com:44 Cannot establish TLS with client
ni: apipayh5.37.com : TlsException

TLS passthrough g .31.,172:36750: clientdisconnect

S

.31,172:57508: CONNECT h5.37.com:44 Cannot establish TLS with client (sni: h5



.37.com : TlsException
TLS passthrough 0

TLS passthrough 0 .31,172:57505: CONNECT paysdk.37.com:44

3

Cannot establish TLS with client (sni: paysdk.37.com : TlsException

TLS passthrough 0

BN, HERfe)Em:
#BETLS passthroughtg 7, REFEMXIER, ZHXLLhttpsiurl
o TEEER D httpsifF k(T T iR #ZSSL handshake error

o THEMIRE

o windowsHtb4bmitmproxy7s 575 [a) &1 ?
o windowsHtt&bssIEKEFEH O] R?
o windowsHLtE bR B R4 H (0] /R?

» EREREBIEDT BFKBRSplus

BFEF=Plus

» NEENEREEEMN?
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HAt?

LEAMEEIE—LER] mitmdump AEXMEMAR.

crifan.org, {ERAZE34.0EFR(CC BY 4.0)/%& %0 all right reserved, powered by Gitbook&x & E#:
2024-07-11 16:03:03


https://creativecommons.org/licenses/by/4.0/deed.zh

Ri3iEHA

Jdes
* B=

K
MacH7EZEHAPythonfCI3E1RH] mitmdump , BIRTIABEHFELE mitmdump

e

[ERAFEE N, MacHhilfaEPythonfi3, REGSAGMZImitmdumphIHIRIAL, MAIRITEMESR, WER
FESINZ, mitmdumpi#izEidig,

o &EIES

curbDevId
logging info curbDevid
curDevIdInt curDevId
isCheckCmdRunOk, mitmdumpInfoList checkMitmdumpStatus
logging info isCheckCmdRunOk, mitmdumpIn
folList

isRunning mitmdumpInfolList
logging info isRunning

isCheckCmdRunOk isRunning

foundExistedDevId

existedPid

eachMitmdumpInfo mitmdumpInfolList
eachDevid eachMitmdumpInfo
eachDevId curDevIdInt
foundExistedDevId
existedPid eachMitmdumpInfo

foundExistedDevId
killOK, errCode utils killProcess existedPid
logging info killOK, errcCode

stopExistingMitmproxy gCurDevId
taskFileFullPath

taskId
startTaskProxy taskId gCurDevId taskFileFullPath

time sleep

isCheckCmdRunOk  mitmdumpInfoList checkMitmdumpStatus
logging. info isCheckCmdRunOk, mitmdumpIn
folList

# check mitmdump is indeed running
isCheckCmdRunOk, mitmdumpInfolList
checkMitmdumpCmd



isCheckCmdRunOk, cmdResult utils getCommandOutput checkMitmdumpCmd
logging. info isCheckCmdRunOk  cmdResult

isCheckCmdRunOk
# resultList = cmdResult.split("\n")
resultList cmdResult split os linesep

logging . info resultList

# limao 56562 0.0 0.0 4267948 664
00 grep mitmdump

# limao 56560 0.0 0.0 4268636 1112
00 /bin/sh -c ps aux | grep mitmdump

# limao 55396 0.0 0.1 4381268 11568

s006 R+ 5:53 T4 0:00,
s006 S+ 5:53TF 0:00.

s011 S+ 5:19TF 0:05.

04 /Users/limao/.pyenv/versions/3.8.0/Python.framework/Versions/3.8/Resources/Python.ap
p/Contents/Mac0S/Python /Users/limao/.pyenv/versions/3.8.0/bin/mitmdump -p 8081 -s midd

leware/Savel.py
resultList
eachLine resultList
logging info eachLine
mitmdumpP

foundMitmdump re search mitmdumpP  eachLine
logging info foundMitmdump

foundMitmdump
username  foundMitmdump group
pid  foundMitmdump group
port  foundMitmdump group
devId foundMitmdump group
scriptFile foundMitmdump group
logging info
username, pid, port scriptFile devId
curMitmdumpbDict
username
pid
port
scriptFile
devId

mitmdumpInfolList append curMitmdumpDict
logging. info mitmdumpInfolist

isCheckCmdRunOk, mitmdumpInfolList

pid

isKillok, errcCode

pidInt pid

killCmd pidInt

returnCode os system killCmd

logging . debug killcmd

RETURN_CODE_OK
returnCode RETURN_CODE_OK
iskillok

returnCode



errCode returnCode
isKillOk. errcCode

- — 50
EASTR T BEAIRE:

o TE/ZaNESAEI, JSEImitmproxy
o MR ZHIEHE HENREIdMIMitmdumpfEiiT, HikilliE
o ENRAIEER ZBIMY B taskiII R AIIE, FRIAEXFE, BES6), 7 8E&EHATtasky
dataX {4
o AEBERBImitmproxy, ZEBEKMNEERSNRE/S5N

[REENALARZS

MitmdumpPortBase
curDevId
RunProxyShellFilename

. A
4 fimitmproxy®p <
Hommmmmmm- generate start service command ----------
curDevid
curMitmdumpPort  MitmdumpPortBase curbDevld

# mitmproxyStartCommand = "mitmdump -p %d -s middleware/Save%d.py" % (curMitmdumpPo
rt, curDevId)

mitmproxyStartCommand curMitmdumpP
ort, curDevId
logging . debug mitmproxyStartCommand
# mitmdump -k -p 8081 -s middleware/Savel.py
mitmproxyCommandList
# "cd /Users/limao/dev/xxx/crawler/appAutoCrawler/AppCrawler",
AppCralwerFolder

mitmproxyStartCommand

logging . debug mitmproxyCommandList
# ['cd /Users/limao/dev/xxx/crawler/appAutoCrawler/AppCrawler', 'pwd', 'mitmdump -k
-p 8081 -s middleware/Savel.py']

# mitmproxyCommandStr = ";".join(mitmproxyCommandList)

# mitmproxyCommandStr = "; ".join(mitmproxyCommandList)
mitmproxyCommandStr join mitmproxyCommandList

# cd /Users/limao/dev/xxx/crawler/appAutoCrawler/AppCrawler
# pwd

# mitmdump -k -p 8081 -s middleware/Savel.py

logging . debug mitmproxyCommandStr

mitmproxyCommandStr



A

mitmproxyCmdStr  generateMitmproxyStartCommand

HMUELLAY:

#---------- generate shell file ----------
devId, taskId
mitmproxyCmdStr  generateMitmproxyStartCommand devId
logging debug mitmproxyCmdStr
generateShellFile mitmproxyCmdStr RunProxyShellFilename

1L HAIEEIETAImitmdump

curDevid
logging . debug curDevId
curDevIdInt curDevId
isCheckOk, isRunning mitmdumpInfolList detectMitmdumpStatus
logging . debug
ng. mitmdumpInfolList

isCheckoOk isRunning
foundExistedDevId
existedPidInt

eachMitmdumpInfo mitmdumpInfolList
eachDevIdStr eachMitmdumpInfo

eachDevIdInt eachDevIdStr
eachDevIdInt curDevIdInt
foundExistedDevId
existedPidStr eachMitmdumpInfo
existedPidInt existedPidStr

foundExistedDevId

killOK, errCode utils killProcess existedPidInt

logging debug killOK errcCode

logging info killok

A
devid

stopExistingMitmproxy devId

{RmitmdumpBis{T

CheckServiceRunningInterval

devid taskId

taskld

isCheckOk, isRunni



isCheckOk  isRunning infolList detectMitmdumpStatus
isCheckOk isRunning

startTaskProxy devId taskId

makesureServiceRunning checkProxyStatus startCurTaskProxy "Proxy”

# crifanli 9428 0.0 0.6 4341956 19792 s@06 S+ 9:16.E4 0:23.78 /Users/crifanli/.pyen
v/versions/3.8.3/bin/python3.8 /Users/crifanli/.pyenv/versions/3.8.3/bin/mitmdump -k -p

8081 -s middleware/Savel.py

# crifanli 10982 0.0 0.0 4268032 776 s005 S+ 1:51TF 0:00.00 grep mitmdump
# crifanli 10980 0.0 0.0 4278852 1116 s005 S+ 1:51 T4 0:00.01 /bin/sh -c ps aux | ¢

rep mitmdump
# mitmdumpP
d+)\s+-s\s+(?P<scriptFile>middleware/Save(?P<devId>\d+)\.py)\s*$"

mitmdumpP
utils grepProcessStatus mitmdumpP
checkStatusCallback startServiceCallback serviceName
isRunning
isRunning

# isRunning = eval(checkStatusCallback)

isRunning checkStatusCallback

logging debug isRunning
isRunning

logging . info serviceName
# eval(startServiceCallback)
startServiceCallback

logging . info CheckServiceRunningInterval
time sleep CheckServiceRunningInterval

logging. info serviceName

[

MacH i Terminal& ik Z EEImitmdump

# CurFilePath = __file__
CurFilePath os path abspath/ __file__
CurFilePath
PlatformIntegrationFolder os path dirname CurFilePath
PlatformIntegrationFolder

OutputFolderName
OutputRootFolder os path join PlatformIntegrationFolder OutputFolderName

taskId
taskIdstr taskId

"A\s*(?P<username>\w+)\s+(?P<pid>\d+)\s+.+?mitmdump\s+-p\s+(?P<port>\



taskFolder os path.join OutputRootFolder taskIdstr
taskFolder

taskId
taskRootFolder getTaskRootFolder taskId
taskShellFolder os.path join( taskRootFolder
taskShellFolder

devIid taskId

logging info devid taskId
proxyShellFile generateRunProxyShell devId taskId
logging . debug proxyShellFile

utils launchTerminalRunShellCommand proxyShellFile

devIid taskId
mitmproxyCmdStr  generateMitmproxyStartCommand devId
logging . debug mitmproxyCmdStr
generateShellFile mitmproxyCmdStr RunProxyShellFilename taskId

fileContentStr, shellFilename. taskId

logging . debug fileContentStr she
11Filename, taskId
taskId
shellFolder getTaskShellFolder taskId
# /Users/limao/dev/xxx/crawler/appAutoCrawler/AppCrawler/platformIntegration/ou
tput/tasks/5e9552d1c5¢c2eb3ccdf777bc/shell

shellFolder OutputRootFolder

logging . debug shellFolder
shellFullPath os path join shellFolder shellFilename
logging . debug shellFullPath

# /Users/limao/dev/xxx/crawler/appAutoCrawler/AppCrawler/platformIntegration/output
/tasks/5e9552d1c5c2eb3ccdf777bc/shell/runProxy.sh

shellAbsFullPath os path abspath shellFullPath

logging debug shellAbsFullPath

respShellFullPath  shellAbsFullPath

utils saveTextToFile respShellFullPath fileContentStr

utils chmodAddX shellFullPath, isOnlySelf

# utils.chmodAddX(respShellFullPath)

logging debug respShellFullPath

# /Users/limao/dev/xx/crawler/appAutoCrawler/AppCrawler/platformIntegration/output/
tasks/5e9552d1c5c2eb3ccdf777bc/shell/runProxy.sh

respShellFullPath

PELEEEIENLEES N EES

other/common/libs/utils.py



re

P COoOoOo0O0OOOCOOO00000C0O0C0O0000000000000000000000000000000000000000000000000000C
# Process
P COoOOOD0O00OOC0OO000000000000000005000000005000000000000000000000000000000000000C
consoleCommand
isRunCmdok
errMsg

resultCode subprocess check_call consoleCommand, shell
resultCode
isRunCmdok
errMsg

isRunCmdok
errMsg consoleCommand, resultCode
subprocess CalledProcessError callProcessErr
isRunCmdoOk
errMsg callProcessErr
# '""Command 'ffmpeg -y -i /Users/crifan/.../debug/extractAudio/show_112233_video
.mp4 -ss 00:00:05,359 -to 00:00:06.763 -b:a 128k /.../show_112233_video_000005359_00000
6763.mp3 2> /dev/null' returned non-zero exit status 1."

isRunCmdOk  errMsg

consoleCommand. consoleOutputEncoding

# print("getCommandOutput: consoleCommand=%s" % consoleCommand)
isRunCmdok
consoleOutput

# consoleOutputByte = subprocess.check_output(consoleCommand)

consoleOutputByte subprocess check_output consoleCommand shell

# commandPartList = consoleCommand.split(" ")

# print("commandPartList=%s" % commandPartList)

# consoleOutputByte = subprocess.check_output(commandPartList)

# print("type(consoleOutputByte)=%s" % type(consoleOutputByte)) # <class 'bytes

# print("consoleOutputByte=%s" % consoleOutputByte) # b'640x360\n'

consoleOutput consoleOutputByte decode consoleOutputEncoding # '640x360\n'
consoleOutput consoleOutput strip  # '640x360'

isRunCmdok
subprocess CalledProcessError callProcessErr
cmdErrStr callProcessErr

cmdErrStr. consoleCommand

# print("isRunCmdOk=%s, consoleOutput=%s" % (isRunCmdOk, consoleOutput))



isRunCmdOk, consoleOutput

shellFile, isForceNewInstance isUseiTerm2

logging . debug shellFile isF
orceNewInstance isUseiTerm2

TerminalApp_iTerm2
TerminalApp_Terminal
isUseiTerm2
terminalApp TerminalApp_iTerm2
terminalApp TerminalApp_Terminal

cmdList

isForceNewInstance
cmdList append

extarArgs shellFile
restCmdList

terminalApp
extarArgs

cmdList extend restCmdList
logging debug cmdList

curProcess subprocess Popen cmdList. stdin subprocess PIPE, stdout subprocess PIPE
logging debug curProcess
returnCode
returnCode curProcess poll
logging debug returnCode
returnCode
logging debug returnCode

time sleep

logging . debug returnCode



logging . debug terminalApp shellFile

pid

isKillok, errcCode

pidInt pid

killCmd pidInt

returnCode os system killCmd

logging . debug killCmd, returnCode

RETURN_CODE_OK
returnCode RETURN_CODE_OK
iskillok

errCode returnCode
isKillok, errcCode

processFile, singleLinePattern. psCmd

logging debug processFile, singleLinePattern

isCheckCmdRunOk, isRunning processInfolList

groupNameList re findall singleLinePattern

logging debug groupNamelList

# groupNameList=['username', 'pid', 'port',6 'scriptFile', 'devId']

grepProcessCmd psCmd, processFile

logging . debug grepProcessCmd

isCheckCmdRunOk, cmdResult getCommandOutput grepProcessCmd

logging . debug isCheckCmdRunOk, cmdResult
isCheckCmdRunOk

# lineSeparator "\n"

lineSeparator o0s linesep

resultList cmdResult split lineSeparator

logging debug resultList

# limao 56562 0.0 0.0 4267948 664 s006 R+ 5:53TF 0:00.
00 grep mitmdump



# limao 56560 0.0 0.0 4268636 1112 s006 S+ 5:53 T F 0:00.
00 /bin/sh -c ps aux | grep mitmdump
# limao 55396 0.0 0.1 4381268 11568 s011 S+ 5:19TF 0:05.
04 /Users/limao/.pyenv/versions/3.8.0/Python.framework/Versions/3.8/Resources/Python.ap
p/Contents/Mac0S/Python /Users/limao/.pyenv/versions/3.8.0/bin/mitmdump -p 8081 -s midd
leware/Savel.py
resultList
eachLine resultList
logging debug eachLine
foundProcess re search(singleLinePattern eachLine
logging debug foundProcess
foundProcess
curProcessInfoDict
eachKey groupNamelList
curvalue foundProcess group eachKey
curProcessInfobDict eachKey curvalue
logging debug curProcessInfobict
processInfoList append curProcessInfoDict

isRunning processInfolList
logging debug isRunning. processInfolList
isCheckCmdRunOk, isRunning processInfolList
Kl B )

&
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pyinstaller pymitmdump mitmdumpStartApi.py pymitmdumpstartdist --add-data
--add-data
pyinstaller pymitmdump mitmdumpOtherApi.py pymitmdumpotherdist
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mitmdump
usage: mitmdump  options | filter

positional arguments:
filter_args Filter expression, equivalent to setting both the view_filter a
nd save_stream_filter options.

optional arguments:
-h, show this message and
show version number and
Show all options and their default values
Show all commands and their signatures

option value Set an option. When the value is omitted, booleans are to t
rue, strings and integers are to None (if permitted ,
and sequences are emptied. Boolean values can be true, or
toggle.
-q, Quiet.
-V, Increase log verbosity.
MODE, MODE Mode can be 0 7 ; ;
or For reverse and upstream proxy modes,
SPEC is specification the form of

--no-anticache

Strip out request headers that might cause the server to
-not-modified.
--no-showhost

Use the Host header to construct URLS display.

Read flows from file.
SCRIPT, SCRIPT
Execute a script. May be passed multiple times.
FILTER
Set sticky cookie filter. Matched against requests.
FILTER Set sticky auth filter. Matched against requests.
--save-stream-file 7
Stream flows to as they arrive. Prefix path with + to appe
nd.
--no-anticomp
Try to convince servers to send us un-compressed data.

--flow-detail LEVEL The display detail level mitmdump: almost quiet
to very verbose . O: shortened request URL, response
status code, WebSocket and TCP message notifications. 1: full r
equest URL with response status code 2: + HTTP headers

+ full response content, content of WebSocket and TCP message

Proxy Options:
--listen-host HOST Address to proxy to.



--listen-port PORT, PORT
Proxy port.
--no-server,
Start a proxy server. Enabled by default.
--ignore-hosts HOST 1Ignore and forward all traffic without processing it. In t
ransparent mode, it is recommended to use an IP address
range , not the hostname. In regular mode, only SSL traffic is
ignored and the should be used. The supplied
value is interpreted as a regular expression and matched on the
or the hostname. May be passed multiple times.
--allow-hosts HOST Opposite of --ignore-hosts. May be passed multiple times.
--tcp-hosts HOST Generic TCP SSL proxy mode all hosts that match the pattern
. Similar to --ignore, but SSL connections are intercepted.
The communication contents are printed to the log verbose mo
de. May be passed multiple times.
--upstream-auth 1 PASS
Add HTTP Basic authentication to upstream proxy and reverse pro
Xy requests. Format: username:password.
SPEC Require proxy authentication. Format: 0 to
accept any user/pass combination, to use an Apache
htpasswd file, or
LDAP authentication.
--no-rawtcp
Enable/disable experimental raw TCP support. TCP connections st
arting with non-ascii bytes are treated as they would
match tcp_hosts. The heuristic is very rough, use with caution.
Disabled by default.

--no-http2
Enable/disable HTTP/2 support. HTTP/2 support is enabled by def
ault,
SSL:
SPEC SSL certificates of the form The domain may in
clude a wildcard, and is equal to not specified. The
at path is a certificate PEM format. If a private key i
s included the PEM, it is used, the default key
the conf is used. The PEM should contain the full cert

ificate chain, with the leaf certificate as the first
entry. May be passed multiple times.
--no-ssl-insecure
--ssl-insecure, Do not verify upstream server SSL/TLS certificates.
--key-size KEY_SIZE TLS key size certificates and CA.

Client Replay:
--client-replay o
Replay client requests from a saved file. May be passed multipl
e times,

Server Replay:
--server-replay o
Replay server responses from a saved file. May be passed multip
le times.
--no-server-replay-kill-extra
--server-replay-kill-extra
Kill extra requests during replay.
--no-server-replay-nopop



--server-replay-nopop
Don't remove flows from server replay state after use. This mak
es it possible to replay same response multiple times.
--no-server-replay-refresh
--server-replay-refresh
Refresh server replay responses by adjusting date, expires and
last-modified headers, as well as adjusting cookie
expiration.

Replacements:
PATTERN, PATTERN
Replacement patterns of the form 9
where the separator can be any character. May be passed
multiple times.

Set Headers:
PATTERN, PATTERN

Header pattern of the form , where t
he separator can be any character. May be passed multiple
times.
| S—

mitmproxy --help

E

mitmproxy
usage: mitmproxy  options

optional arguments:
-h, show this message and
show version number and
Show all options and their default values
Show all commands and their signatures

option value Set an option. When the value is omitted, booleans are to t
rue, strings and integers are to None (if permitted,
and sequences are emptied. Boolean values can be true, or
toggle.
-q, Quiet.
-V, Increase log verbosity.
MODE, MODE Mode can be 0 0 0 0
or For reverse and upstream proxy modes,
SPEC is specification the form of

--no-anticache

Strip out request headers that might cause the server to
-not-modified.
--no-showhost

Use the Host header to construct URLs display.

Read flows from file.
SCRIPT, SCRIPT
Execute a script. May be passed multiple times.
FILTER
Set sticky cookie filter. Matched against requests.
FILTER Set sticky auth filter. Matched against requests.



--save-stream-file 0
Stream flows to as they arrive. Prefix path with + to appe
nd.
--=no-anticomp
Try to convince servers to send us un-compressed data.
--console-layout horizontal,single,vertical
Console layout.
--no-console-layout-headers
--console-layout-headers
Show layout component headers

Proxy Options:

--listen-host HOST Address to proxy to.
--listen-port PORT, PORT

Proxy port.
--no-server,

Start a proxy server. Enabled by default.
--ignore-hosts HOST 1Ignore and forward all traffic without processing it. In t
ransparent mode, it is recommended to use an IP address
range , not the hostname. In regular mode, only SSL traffic is
ignored and the should be used. The supplied
value is interpreted as a regular expression and matched on the
or the hostname. May be passed multiple times.
--allow-hosts HOST Opposite of --ignore-hosts. May be passed multiple times.
--tcp-hosts HOST Generic TCP SSL proxy mode all hosts that match the pattern
. Similar to --ignore, but SSL connections are intercepted.
The communication contents are printed to the log verbose mo
de. May be passed multiple times.
--upstream-auth 1 PASS
Add HTTP Basic authentication to upstream proxy and reverse pro
Xy requests. Format: username:password.
SPEC Require proxy authentication. Format: 0 to
accept any user/pass combination, to use an Apache
htpasswd file, or
LDAP authentication.
--no-rawtcp
Enable/disable experimental raw TCP support. TCP connections st
arting with non-ascii bytes are treated as they would
match tcp_hosts. The heuristic is very rough, use with caution.
Disabled by default.

--no-http2
Enable/disable HTTP/2 support. HTTP/2 support is enabled by def
ault,
SSL:
SPEC SSL certificates of the form The domain may in
clude a wildcard, and is equal to not specified. The
at path is a certificate PEM format. If a private key i
s included the PEM, it is used, the default key
the conf is used. The PEM should contain the full cert

ificate chain, with the leaf certificate as the first
entry. May be passed multiple times.
--no-ssl-insecure
--ssl-insecure, Do not verify upstream server SSL/TLS certificates.
--key-size KEY_SIZE TLS key size certificates and CA,



Client Replay:
--client-replay 0

Replay client requests from a saved file. May be passed multipl

e times.

Server Replay:
--server-replay i

Replay server responses from a saved file. May be passed multip

le times.
--no-server-replay-kill-extra
--server-replay-kill-extra
Kill extra requests during replay.
--no-server-replay-nopop
--server-replay-nopop
Don't remove flows from server replay state after use.
es it possible to replay same response multiple times.
--no-server-replay-refresh
--server-replay-refresh

This mak

Refresh server replay responses by adjusting date, expires and

last-modified headers, as well as adjusting cookie
expiration.

Replacements:
PATTERN, PATTERN
Replacement patterns of the form
where the separator can be any character. May be passed
multiple times.

Set Headers:
PATTERN, PATTERN

Header pattern of the form , where t
he separator can be any character. May be passed multiple
times.
Filters:
See mitmproxy filter expression syntax.
FILTER Intercept filter expression,
--view-filter FILTER Limit the view to matching flows.
/] - — 1]

mitmweb --help
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mitmweb
usage: mitmweb options

optional arguments:
-h, show this message and
show version number and
Show all options and their default values
Show all commands and their signatures
option| value Set an option. When the value is omitted, booleans are

rue, strings and integers are to None (if permitted,

and sequences are emptied. Boolean values can be true,

to t

or



toggle.

-q, Quiet.
-V, Increase log verbosity.
MODE, MODE Mode can be 0 7 ; ;
or For reverse and upstream proxy modes,
SPEC is specification the form of

--no-anticache

Strip out request headers that might cause the server to
-not-modified.
--no-showhost

Use the Host header to construct URLS display.

Read flows from file.
SCRIPT, SCRIPT
Execute a script. May be passed multiple times.
FILTER
Set sticky cookie filter. Matched against requests.
FILTER Set sticky auth filter. Matched against requests.

--save-stream-file 7
Stream flows to as they arrive. Prefix path with + to appe
nd.
--no-anticomp
Try to convince servers to send us un-compressed data.
Mitmweb:

--no-web-open-browser
--web-open-browser Start a browser.
--web-port PORT Web UI port.
--web-iface INTERFACE

Web UI interface.

Proxy Options:

--listen-host HOST Address to proxy to.
--listen-port PORT, PORT

Proxy port.
--no-server,

Start a proxy server. Enabled by default.
--ignore-hosts HOST 1Ignore and forward all traffic without processing it. In t
ransparent mode, it is recommended to use an IP address
range , not the hostname. In regular mode, only SSL traffic is
ignored and the should be used. The supplied
value is interpreted as a regular expression and matched on the
or the hostname. May be passed multiple times.
--allow-hosts HOST Opposite of --ignore-hosts. May be passed multiple times.
--tcp-hosts HOST Generic TCP SSL proxy mode all hosts that match the pattern
. Similar to --ignore, but SSL connections are intercepted.
The communication contents are printed to the log verbose mo
de. May be passed multiple times.
--upstream-auth 1 PASS
Add HTTP Basic authentication to upstream proxy and reverse pro
Xy requests. Format: username:password.
SPEC Require proxy authentication. Format: ; to
accept any user/pass combination, to use an Apache
htpasswd file, or
LDAP authentication.



--no-rawtcp
Enable/disable experimental raw TCP support. TCP connections st
arting with non-ascii bytes are treated as they would
match tcp_hosts. The heuristic is very rough, use with caution.
Disabled by default.

-=no-http2
Enable/disable HTTP/2 support. HTTP/2 support is enabled by def
ault.
SSL:
SPEC SSL certificates of the form The domain may in
clude a wildcard, and is equal to not specified. The
at path is a certificate PEM format. If a private key i
s included the PEM, it is used, the default key
the conf is used., The PEM should contain the full cert

ificate chain, with the leaf certificate as the first
entry. May be passed multiple times.
--no-ssl-insecure
--ssl-insecure, Do not verify upstream server SSL/TLS certificates.
--key-size KEY_SIZE TLS key size certificates and CA.

Client Replay:
--client-replay 0
Replay client requests from a saved file. May be passed multipl
e times,

Server Replay:
--server-replay 0
Replay server responses from a saved file. May be passed multip
le times.
--no-server-replay-kill-extra
--server-replay-kill-extra
Kill extra requests during replay.
--no-server-replay-nopop
--server-replay-nopop
Don't remove flows from server replay state after use. This mak
es it possible to replay same response multiple times.,
--no-server-replay-refresh
--server-replay-refresh
Refresh server replay responses by adjusting date, expires and
last-modified headers, as well as adjusting cookie
expiration.

Replacements:
PATTERN, PATTERN
Replacement patterns of the form 7
where the separator can be any character. May be passed
multiple times.

Set Headers:
PATTERN, PATTERN

Header pattern of the form , where t
he separator can be any character. May be passed multiple
times.

Filters:



See mitmproxy filter expression syntax.
FILTER Intercept filter expression.
J E—
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[REEAR] windowsHipipZ2Emitmproxyizf&: build _openssl.c error C2065
X509 _V_FLAG_CB_ISSUER_CHECK undeclared identifier

[REER] windowsHipip install mitmproxy2/: ERROR Could not build wheels for cryptography
which use PEP 517 and cannot be installed directly
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[iC&] ABEmNE I ANTEFHIREmitmproxy IR T EREM & 2 HE it

[EfFIR] ZEFH/IKIFLEmitmproxyAISSLAEEIEH

[EFEfRR] /INKIFWLANSEWAPKEF 5 A ZmitmproxyAISSLEYpemilEH XX 4

[FTEfRR] RO RESHEEE L RpemiEH

[FiEfRR] £1KNote8Prorh FAfI{S B/ K 52 88 T EimitmproxyBISSLIIEIEF

[Ef#R] £IKNote8Pros FBQQiI 5i & T Emitmproxy#JAndroid 8 SSLICIEIEH

[EfFIR] L1K10XZEFAHHTIE T EimitmproxyBIIEH X4

[EfR] AZEFHVIVoliQOO0 U1x T EiF % ZEmitmproxyfISSLAIEIEH

[Ef&R] ZEFHVivordiQO0 U1xFFENZEmitmproxy-ca-cert.pemiE$H Xt

[EfR] ZEFHVivolJiQO0 U1xA m R Emitmproxyfpemit HikiE: RLEHEH &

[FREER] AL EFHLVivokSiQOO U1x#IIA L mitmdumplIfS IR R

[EfgR] AVMWareFImacOSH AN B F Emitmdump I

[EfZR] ZIKNote8ProHZ& T &imitmproxylE$H12/R: if you can see this, traffic is not passing
through mitmproxy

[EfZ&] windowsAFPylnstallerfT & mitmdumpBiPythonfl s fyexe

[EfR] BstMEFEAH: PythonlAR &< 1TEEImitmproxy IR

(EfRR] FBMIBESHIAR B st TR Bt 2 2k

[EfER] MacHFPythont&limitmdumpi# iR SRR HTE

[EfRIR] PythonshSEIAL M mitmdumpi# 2R SFAVIRS

[Ef&7] mitmproxyftIEIREE: Cannot establish TLS with 443 sni None TIsException Cannot
validate certificate hostname without SNI

[TEfRR] L% T RBE I TTER mitmdumpiREs: TIsException SSL handshake error
Error SSL routines sslI3_read_bytes sslv3 alert certificate unknown

[5&R] windows R Fmitmproxy o &N E &R 4 http < 2 5515

[RAgR] ZEMEmitmproxy#Rs: TIsException SSL handshake Error routines ssl3_get_record
wrong version number

[FiEmRIR] MacHmitmdumpi@id-sin & pythonfil AR $5 E Pythonhr 2~

[Ef#2R] macHPython2F1Python3# 2 %22t T yam{Emitmdump -shlZipythonfildsH S \yamlit 2
R

[Ef#IR] MacHitmitmdumpfZtfpythonBIZAA A B 2R E&EPythonifiE A & 4iPython

[Ef#R] MacHiz{TmitmdumpfE /RIREE: Failed to import yaml

[Ef2R] MacHmitmdumpiz{Ta<#REE: in script py No module named yaml



(EfRR] Bttt SiiziEmm: MEREFZTHNEIEZ (ST

(EfRR] Bt Sl Uanm: MARSERT T MR R E T H I (THIERNIZE
[EfRR] £4VMWarerimacOSHHMEH B F Emitmdumpft IR

[Ef#IR] ZEXBpHE TR AImitmdump B s R1FAIEHIE BRI url s iZ R 17 214

[E8#R] mitmdumpHiE1Tpythoniscriptiikfe: ModuleNotFoundError No module named tidextract

Android Security: SSL Pinning. Using SSL in an Android app is easy... | by Matthew Dolan | Medium
Bypassing Certificate Pinning on Android for fun and profit | by Felipe Lima | Medium

Bypassing SSL Pinning on Android via Reverse Engineering.pdf
https://dl.packetstormsecurity.net/papers/general/android-sslpinning.pdf
mitmproxy/tls_passthrough.py at master - mitmproxy/mitmproxy

Mitmproxy#8*2 - zhaOgongz1 - {EZ [l

Installation (mitmproxy.org)

crifan.org, {EAE #4.0EFR(CC BY 4.0)fY &7 all right reserved, powered by Gitbook &R /EE#:
2024-07-14 17:33:22


https://medium.com/@appmattus/android-security-ssl-pinning-1db8acb6621e
https://medium.com/@felipecsl/bypassing-certificate-pinning-on-android-for-fun-and-profit-1b0d14beab2b
https://security-assessment.com/files/documents/whitepapers/Bypassing%20SSL%20Pinning%20on%20Android%20via%20Reverse%20Engineering.pdf
https://dl.packetstormsecurity.net/papers/general/android-sslpinning.pdf
https://github.com/mitmproxy/mitmproxy/blob/master/examples/complex/tls_passthrough.py
https://www.cnblogs.com/H4ck3R-XiX/p/12624072.html
https://docs.mitmproxy.org/stable/overview-installation/#installation-from-the-python-package-index-pypi
https://creativecommons.org/licenses/by/4.0/deed.zh

	前言
	mitmproxy概述
	mitmproxy
	下载
	使用

	mitmdump
	安装
	Mac
	Win

	如何使用
	通用逻辑
	电脑端启动mitmdump
	移动端给WiFi设置代理
	移动端安装根证书


	常见问题
	ModuleNotFoundError No module named
	traffic is not passing through mitmproxy
	Cannot validate certificate hostname without SNI
	sslv3 alert certificate unknown
	-s时无法指定python版本
	检测到代理显示异常
	mitmdump偶尔突然无效
	ssl3_get_record wrong version number
	SysCallError 10054 WSAECONNRESET

	其他
	代码调用
	打包exe

	附录
	help语法
	参考资料


