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AT 4% ELF

o HFTARA: vi.0.1
o EFAATIE]: 20231004
e
E-ll

NBE LT HATXEREE: ELF, EZZLinuxfAndroid & AR, FoRELFH, EIEELFSI{hE
MAEBNMD; AEEELFEIEME, SIERMNE.
BELFMEEM LR, SFEIBERS
objdump. rabin2Z&AndroidE FBIIJEBE, B HIFHMNRE.

EX: %E

E[ I BAndroid FEIELFHE R,

ARES+ BT+ T &

RPBHFTRE.

HonKitjR 13

FELEN St SMRAXETHAT:

ZEHE . ’%ﬁ?z*ﬂmﬁphuﬁsectlon'nﬂ]segment
IAE LinuxiB A ireadelf,
BT TEBELEF;, A5

ROFNRRITIZERAY; EEER
FIEFNZ);

e crifan/exec_file_format_elf: BJ#117XH4A& = : ELF

SNfE{ERLtHonKitRIB EE R AT AR F B

¥ crifan/honkit_template: demo how to use crifan honkit template and demo

TR

o AIHATX MBI
o FIHATXMHHEIN:

B2 T HIE

o FIHATXHEI:
o AIHATXHEI:
o FIHATXHEI:

15 AR

LB FHEHENEIBAS,
WEIMEEN, BEIHFEEKRIK admin 45 crifan.com ,

hRAXF] A&

ELF book.crifan.org
ELF crifan.github.io

ELF PDF
ELF ePub
ELF Mobi

EMEARLHIE, MERZEINARER.

M5 754

axHsRline, BAFARE., HFEHOAR %%Elﬂiﬁ BE®&
BERIRMER, 1

B2RTEMIRERE. MBIEERE, H5RATXK,


https://github.com/crifan/exec_file_format_elf
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https://book.crifan.org/books/exec_file_format_elf/mobi/exec_file_format_elf.mobi
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ELFi

e ELF = Executable and Linking Format = ®JH{THISHERI
o Bfta: —MxfF1&ztfile format
= that defines how an object file is composed and organized
o FBi&E: With this information, your kernel and the binary loader know how to load the file, where to
look for the code, where to look the initialized data, which shared library that needs to be loaded
and so on.
o FERHE
» Linuxf1ZEBARYAIHATSUHETN: ELF
» &5 LinukBAAHRITXXHEIN: ELF
» [53&: Android @& FLinuxf, FRIAtLEAR ELF
» 3¥0: AndroidHJELF

ELF3H

o ELF&EHR
o ELFREIVIFEHTE X
s Executable and Linkable Format - Wikipedia
= elf(5) — Linux manual pages (courier-mta.org)
s ELF Header (sco.com)
o B sectionTIHIE X
= Special Sections (oracle.com)
m Executable and Linkable Format (ELF) (netmeister.org)
o elf JEFITE
= s.eresi-project.org/inc/articles/elf-rtld.txt
= Understanding Linux ELF RTLD internals
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ELFX {4258

o ELFX {47!
o Relocatable File = BAEEMXE

= an object file that holds code and data suitable for linking with other object files to create an

executable or a shared object file. In other word, you
foundation for creating executables and libraries
» BENES
= object file= .o X4
w34
m gcc -c test.c
= &R test.o
= Kernel module = .o 3§ .ko
o Executable File = A[H{TXH
= object file that holds a program suitable for execution
» BEEER: TEAR
w IS
m gcc -0 test test.c
w AR (EREEH) @ test
o Shared Object File = HEN%#H =SOX{f= shared

can say that relocatable file is a

object == DYNamic link library

= A shared object file holds code and data suitable for linking in two contexts

1. the link editor may process it with other relocatable and shared object files to create

another object file

2. the dynamic linker combines it with an executable file and other shared objects to create

a process image
» BRES
» .so Xt

2445135 AH
FAreadelf&&headeri S {45 HY

o {51

BIAF readelf &Fheader, HE —TXHHEEIERMTA:
file / Shared object file

$ readelf /bin/1ls
Type: EXEC (Executable

$ readelf /usr/lib/crti.o
Type: REL (Relocatable

$ readelf-h /lib/libc-2.3.2.s0
Type: DYN (Shared object

Relocatable file / Executable



o Z5I2

=% armé4-v8a readelf libtacker.so

ELF Header:
Magic: 7f 4c 02 01 01 00 GO 0O GO 00 GO O 00 00
Class: ELF64
Type: DYN (Shared object

-»
o ARMGA4ZEHJHY Shared Object File = DYN = Dynamic Library

crifan.org, A= #4.0EFR(CC BY 4.0)f1¥ &7h all right reserved, powered by Gitbook &z /5 E #T:
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ELF/REFELE

ELFIBXARiE

o ELFHEXAKIE
o TableX
= GOT=Global Offset Table
» SHT=Section Header Table
= PLT=Procedure Linkage Table
= PHT=Program Header Table
= the kernel knows which section goes to which segment
o X8
= COFF=Common object file format
» HASHER
= Mach-O=Mach object file format
= PE=Portable executable
o BSS=Block Started by Symbol
= The uninitialized data segment containing statically-allocated variables
o DWARF
= A standardized debugging data format
o PC=Program counter
= On x86, this is the same as IP (Instruction Pointer) register
o section
= SHF=Section header Flag
= shstrtab = section header string table
o itk
= RVA=Relative virtual address
= VMA=Virtual Memory Area/Address
o INEL
= PIC=Position independent code
= PIE=Position independent executable
= REL=RELA=Relocation
o TLS=Thread-Local Storage
s DTV=Dynamic thread vector
= access models
= GD=Global Dynamic
= dynamic TLS
= |E=Initial Executable
» static TLS with assigned offsets
m | D=Local Dynamic
= dynamic TLS of local symbols
m | E=Local Executable
= static TLS



ELFHEXEZ

o ELFAEXME
o section
= R[EHYsection
n text=fCR3ER
o data=#iEER: £EREE
» .bss: FRYAHARIEUEE
»  [ZIB] ELFfEX: .bssT
o segment ~= VMA
» LinuxPRIZAERRIHERE

= contains virtually contiguous page frame
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ELFA92Fh¢ E]

o ELFRY2F1]Elviews
o MR
= Linking View
» Linking&#ERS: ZEZESection Header Table, & ZProgram Header Table
= Execution View
= Execution#l1ThT: FEEProgram Header Table, A~ZEZESection Header Table
o ELFHY2FHLE

Object File Format

Linking View Execution View
ELF Header ELF Header
Program Header Table Program Header Table

optional
Section 1
ection Segment 1
Sectionn
Segment 2
Section Header Table Section Header Table
optional




Linking view Execution view

ELF header ELF header
Program header Program header
table (optional) table

Section 1
Segment 1
Section n
Segment 2
Section header Section header
table table (optional)




Linking View

ELF header

Execution View

Program
Header Table

ELF header

UIRRA R LA R R LR

Section 1

Program
Header Table

PERRRRRmRa b b pnn e

Section 2

Section 3

section <n>

Section Header
Table

Slrnvpsnrmanm

Segment 1

(RLR RN LA NN R L

Segment <n>

Section Header
Table
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ELF4519[E

o ELFZ5## B E=ELF layout

o
o XFhR
T +
ELF File Header
4ommmemmmesssssassmssseaam=eaaan +
Program Header segment #1 |
T +
Program Header segment #2 |
T +
. +

Contents (Byte Stream

Section Header section #1 |



hO00000000000000000000000000000 08

Section Header section #2 |

o0 0000000000000000000000000000 08

ho00000000000000000000000000000 08

section

ho00000000000000000000000000000 08

section

f00000000000000000000000000000008

section

f00000000000000000000000000000006:

= Z4l
» {17 sor] UEEITNEPBELFF4*

libtacker_arm64_v8a.so — popupSDK_libtacker

= libtacker_arm64_v8a.so X & libtac ~_readelf_p_dynsym.coffee

v POPUPSDK_LIBTACKER staticAnalysis > IDA ibtacker_arm64_v8a.so
v input % 00 01 02 03 04 05 06 07 Decoded Text Data Inspector
> libtacker 7F 45 4C 46 02 01 01 00 ELFJ|. binary 01000101
libtacker.zip 00 00 00 00 00 00 00 00 octal 105
staticAnalysis /IDA 03 00 B7 00 01 00 00 00 uint8 69

C0 A5 01 00 00 00 20 00 int8 69

40 00 00 00 00 00 00 00 uint16 19525

D8 F1 0C 00 00 00 20 00 int16 19525

00 00 00 00 40 00 38 00 uint24 4607045

09 00 40 00 1B 00 1A 00 int24 4607045

06 00 00 00 04 00 00 00 uint32 38161477

40 00 00 00 00 00 00 00 int32 38161477

40 00 00 00 00 00 00 00 inte4 1103844756549

40 00 00 00 00 00 00 00 uint64 1103844756549

F8 01 00 00 00 00 00 00 float32 1.4568630873438562e-37
F8 01 00 00 00 00 00 00 float64 5.45371772553e-312
08 00 00 00 00 00 00 00 UTE-8 E

01 00 00 00 05 00 00 00 UTE-16 ik

00 00 00 00 00 00 00 00 ¥ Little Endian

00 00 00 00 00 00 00 00

- 00 00 00 00 00 00 00 00

ibtacker_arm64_v8a.so
ibtacker_arm64_v8a.so.id0
ibtacker_arm64_v8a.so.id1
ibtacker_arm64_v8a.so.id2
ibtacker_arm64_v8a.so.nam
ibtacker_arm64_v8a.so.til
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Android ELF {418
e Android ELF X418

o
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ELFRHZMMITHIE

o ELF5#ZFMM1T1I42 = ELF Executable and Linkable Format diagram

o

crifan.org, {EFE ®4.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 E#:
2023-10-02 17:32:52


https://creativecommons.org/licenses/by/4.0/deed.zh

section

ELFHE ILAsectionTs

.bss : Uninitialized global data ("Block Started by Symbol")

.comment : A series of NULL-terminated strings containing compiler information.

.ctors : Pointers to functions which are marked as __attribute__ ((constructor)) as well as
static C++ objects' constructors. They will be used by _ 1libc_global ctors function.

.data : Initialized data

.data.rel.ro : Similarto .data section, but this section should be made Read-Only after
relocation is done.

.debug_Xxxx : Debugging information (for the programs which are compiled with -g option) which
is in the DWARF 2.0 format.

.dtors : Pointers to functions which are marked as __attribute__ ((destructor)) as well as
static C++ objects' destructors.

.dynamic : For dynamic binaries, this section holds dynamic linking information used by 1d.so

.dynstr : NULL-terminated strings of names of symbols in .dynsym section.

o One can use commands such as readelf -p .dynstr a.out to see these strings.

.dynsym : Runtime/Dynamic symbol table. For dynamic binaries, this section is the symbol table of
globally visible symbols. For example, if a dynamic link library wants to export its symbols, these
symbols will be stored here. On the other hand, if a dynamic executable binary uses symbols from a
dynamic link library, then these symbols are stored here too.

o The symbol names (as NULL-terminated strings) are stored in .dynstr section.

.eh_frame / eh_frame_hdr : Frame unwind information ( EH = Exception Handling ).

o To see the content of .eh_frame section, use readelf --debug-dump=frames-interp a.out

.fini : Code which will be executed when program exits normally

.fini_array : Pointers to functions which will be executed when program exits normally

.GCC.command.line : A series of NULL-terminated strings containing GCC command-line (that is
used to compile the code) options.

o This feature is supported since GCC 4.5 and the program must be compiled with -frecord-

gcc-switches option.

.gnu.hash : GNU's extension to hash table for symbols.

o The link editor Id calls bfd_elf_gnu_hash inin GNU Binutil's source file bfd/elf.c to

compute the hash value.

o The runtime linker Id.so calls do_lookup_x in elf/dl-lookup.c to do the symbol look-up. The hash

computing function here is dl_new_hash.

.gnu.linkoncexxx : GNU's extension. It means only a single copy of the section will be used in
linking. This is used to by g++. g++ will emit each template expansion in its own section. The symbols
will be defined as weak, so that multiple definitions are permitted.

.gnu.version : Versions of symbols.

.gnu.version_d : Version definitions of symbols.

.gnu.version_r : Version references (version needs) of symbols.

.got : For dynamic binaries, this Global offset Table holds the addresses of variables which


https://dwarfstd.org/

are relocated upon loading
e .got.plt : For dynamic binaries, this Global Offset Table holds the addresses of functions in

dynamic libraries. They are used by trampoline code in .plt section.If .got.plt sectionis
present, it contains at least three entries, which have special meanings

.hash : Hash table for symbols.

o The link editor Id calls bfd_elf _hash in in GNU Binutil's source file bfd/elf.c to compute the hash
value.

o The runtime linker Id.so calls do_lookup_x in elf/dl-lookup.c to do the symbol look-up. The hash
computing function here is _dI_elf_hash.

e .init : Code which will be executed when program initializes

e .init_array : Pointers to functions which will be executed when program starts

e .interp : For dynamic binaries, this holds the full pathname of runtime linker 1d.so

e .jcr : Java class registration information.

o Like .ctors section, it contains a list of addresses which will be used by
_Jv_RegisterClasses functionin CRT ( C Runtime ) startup files (see gcc/crtstuff.c in GCC's
source tree)

e .note.ABI-tag : This Linux-specific section is structured as a note section in ELF specification

e .note.gnu.build-id : A unique build ID

e .note.GNU-stack : see Executable stack

e .nvFatBinSegment : This segment contains information of nVidia's cubpA fat binary container. Its
format is described by struct _ cudaFatCudaBinaryRec in __ cudaFatFormat.h

e .plt : For dynamic binaries, this Procedure Linkage Table holds the trampoline/linkage code.
See paragraphs below.

e .preinit_array :@ Similar to .init_array section

e _.rela.dyn : Runtime/Dynamic relocation table.

o For dynamic binaries, this relocation table holds information of variables which must be relocated
upon loading. Each entry in this table is a struct E1f64_Rela (see /usr/include/elf.h )
which has only three members:

= offset (the variable's [usually position-independent] virtual memory address which holds the
"patched" value during the relocation process)
= info (Index into .dynsym section and Relocation Type)
= addend
e .rela.plt : Runtime/Dynamic relocation table.

o This relocation table is similar to the one in .rela.dyn section; the difference is this one is for
functions, not variables.

o The relocation type of entries in this table is R_386_JMP_SLOT or R_X86_64_ JUMP_SLOT and
the "offset" refers to memory addresses which are inside .got.plt section.

o Simply put, this table holds information to relocate entries in .got.plt section.

e .rel.text / rela.text : Compile-time/Static relocation table.
o For programs compiled with -c option, this section provides information to the link editor 1d
where and how to "patch" executable code in .text section.
o The difference between .rel.text and .rela.text is entries inthe former does not have
addend member. (Compare struct E1f64 Rel with struct E1f64 Rela in
/usr/include/elf.h ) Instead, the addend is taken from the memory location described by
offset member


https://www.airs.com/blog/archives/518

o Whethertouse .rel or .rela is platform-dependent. For x86_32, it is .rel and for x86_64,
.rela
e .rel.xxx : Compile-time/Static relocation table for other sections. For example, .rela.init_array is
the relocation table for .init_array section.
e .rodata : Read-only data.
e _.shstrtab : NULL-terminated strings of section names.
o One can use commands such as readelf -p .shstrtab a.out to see these strings.
e .strtab : NULL-terminated strings of names of symbols in .symtab section.
o One can use commands such as readelf -p .strtab a.out to see these strings.
e .symtab : Compile-time/Static symbol table.
o This is the main symbol table used in compile-time linking or runtime debugging.
o The symbol names (as NULL-terminated strings) are stored in .strtab section.
o Both .symtab and .symtab can be stripped away by the strip command.

.tbss : Similarto .bss section, but for Thread-Local data.
e .tdata : Similarto .data section, butfor Thread-Local data
.text : User's executable code

4451
EBMgRIFREX M section

o JRESFIYRIFEXT N section
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.bss

Uninitialized global data ("Block Started by Symbol").

Depending on the compilers, uninitialized global variables could be stored in a nameness section called
COMMON (named after Fortran 77's "common blocks".) To wit, consider the following code:

globalvar
globalStaticvar

localStaticvar

Compile with gcc -c, then on x86_64, the resulting object file has the following structure:

$ objdump foo.0
SYMBOL TABLE!:

0000000000000000 1 0 .bss 0000000000000004 globalStaticvar
0000000000000004 1 0 .bss 00000OEOEOEEEOE4 localStaticvar.1619

0000000000000004 0 *COM* 0000000000000004 globalvar

so only the file-scope and local-scope global variables are in the .bss section. If one wants globalVar to
reside in the .bss section, use the -fno-common compiler command-line option. Using -fno-common is
encouraged, as the following example shows:

$ foo.c

int globalvar

$ bar.c
double globalvar
int

$ gcc foo.c bar.c

Not only there is no error message about redefinition of the same symbol in both source files (notice we
did not use the extern keyword here), there is no complaint about their different data types and sizes
either. However, if one uses -fno-common, the compiler will complain:

/tmp/ccM71JR7.0:( .bss+0x0 : multiple definition of

globalvar' changed from /tmp/ccIbS5M0.0 to /
tmp/ccM71JR7.0
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.bss
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SegmentEx

e segment = Fx WYEBIFEZN:
o DYNAMIC : MFmhSTiHEl, LLERRTF TahiSHRER
= =ELFRRHIZMERAY:  .dynamic
GNU_EH_FRAME : Frame unwind information (EH = Exception Handling). This segment is usually

[e]

the same as .eh_frame_hdr section in ELF's linking view.

o GNU_RELRO : This segment indicates the memory region which should be made Read-Only
after relocation is done. This segment usually appears in a dynamic link library and it contains
.ctors, .dtors, .dynamic, .got sections. See paragraph below.

o GNU_STACK : The permission flag of this segment indicates whether the stack is executable or
not. This segment does not have any content; it is just an indicator.

o INTERP : For dynamic binaries, this holds the full pathname of runtime linker 1d.so

s =ELFAOSHEMERAEY: .interp T
o LOAD :@ Loadable program segment. Only segments of this type are loaded into memory during

execution.

[e]

NOTE : Auxiliary information.

= For core dumps, this segment contains the status of the process (when the core dump is
created), such as the signal (the process received and caused it to dump core), pending &
held signals, process ID, parent process ID, user ID, nice value, cumulative user & system
time, values of registers (including the program counter!)

= For more info, see struct elf_prstatus and struct elf_prpsinfo in Linux kernel source file
include/linux/elfcore.h and struct user_regs_struct in arch/x86/include/asm/user_64.h

o TLS : Thread-Local Storage
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Linux@FH

e readelf
e objdump
e rabin2

readelf¥fLtobjdump

e readelf HAREKRICIRINGE
o readelf AIAERIFIXEE
e objdump {#F 7 bfdE#1T X FIEZEY
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readelf

e readelf
o Bft4: F¥kreadifElelfiSx TR
o fEA: AIUBBELFERAXHHNEZEHARNS
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TZireadelf

e readelf & binutils FHNEA—ITH

Iﬂ-l“ - -
MacHZEbinutils
o Z¥binutils
o Intel Mac
brew binutils

o Apple Silicon Mac

arch /opt/homebrew/bin/brew binutils
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readelfH%

L
. BNBH

o BRkER
n file-header
" -h = --file-header : E/RELFX{LER

readelf elfFile

= program-headers
= -1 = --program-headers = --segments : B RZEFHLERFMERER

readelf elfFile

= section-headers

m -S = --section-headers = --sections : ETRTHLER

readelf elfFile

o -s = --syms = --symbols : BRFSR

readelf elfFile

-sV: ERFSRETREAER

o -r = --relocs : BEREENMER

readelf elfFile

o FTEMER
» DA hex = 473 = Z#tE AR

m  -X = --hex-dump=

readelf .dynsym elfFile
readelf elfFile

s ) string = FFSE TR

m  -p = --string-dump=

readelf .dynsym elfFile
readelf elfFile

o AESH

o -e = --headers = -h -1 -S

readelf elfFile



o -a=--all == -h -1 -S -s -r -d -V -A -I

readelf elfFile

o -sV = --syms --version-info : BN SRATHRAER

readelf elfFile
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readelfF3;5 45451

445115 PR -

o HIANME: 1libtacker.so

% armé4-v8a

/Users/crifan/dev/dev_root/androidReverse/popupSDK_libtacker/input/libtacker/armé4-

v8a

+ armé4-vea 1l

total

“rW======- @ 1 crifan staff 830K 127 libtacker.so

readelffZATELFASZXAY libtacker.so FUE (R EREWT:

-h: BRELF{&L{ER

% armé4-v8a readelf
ELF Header:
Magic: 7f 4c¢

libtacker.so

02 01 01 GO 6O GO GO GO 6O 0O 00 GO

Class: ELF64

Data: 's complement, little endian
Version: current

0S/ABI: UNIX - System V
ABI Version:

Type: DYN (Shared object
Machine: AArch64

Version: 0x1

Entry point address: 0x1a5c0

Start of program headers: bytes into
Start of section headers: bytes into
Flags: 0x0

Size of this header: bytes

Size of program headers: bytes

Number of program headers:

Size of section headers: bytes

Number of section headers:
Section header string table index:

o AR

o Class: ELF64

o Type: DYN ( Shared object file )

» SSHHEE
o Machine: AArché4

o Entry point address:

== armé64

0x1a5c0

= NOthilk, NIZRI2ZEAY: _start NOREX
o Number of program headers: 9
= FEFEB 9 header



o Number of section headers: 27
» 27/ section header

10 BRERXERWMERE

% armé4-v8a readelf

ELf

is DYN (Shared object

Entry point 0x1a5c@

There are

Program Headers:

libtacker.so

=]

"o

program headers, starting at offset

Type offset VirtAddr PhysAddr
FileSiz MemSiz Flags Align
PHDR 0x0000000000000040 OX0000000000000040 OXOOAOAOAOAOAO0040
0x00000000000001T8 OX00000000000001F8 R 0x8
LOAD 0x0000000000000000 OX00000000ECEAEE0 OXOOAOAOAOAEAEAEAO
0x00000000000c9520 OX00000000000c9520 R E 0x1000
LOAD 0x00000000000c9520 OxX00000000000ca520 OxO0A0A000000cas520
0x0000000000003510 OX0000000000003510 RW 0x1000
LOAD 0x00000000000cca30 0x00000000000ceal3d OxO0000000000ceald
0x00000000000025d8 OxX00000000000030b0 RW 0x1000
DYNAMIC 0x00000000000cc618 OxX00000000000c0618 OXxOOAOAOAOAOOcAE618
0x00000000000001d0 OxX00000000000001d0 RW 0x8
GNU_RELRO 0x00000000000c9520 Ox00000000000ca520 OxO000A000000ca520
0x0000000000003510 OX0000000000003ae0 R ox1
GNU_EH_FRAME  0x000000000000Tb2c 0x000000000000Th2c Ox000000000000Tb2¢
0x0000000000001dbc Ox0000000000001dbc R 0x4
GNU_STACK 0x0000000000000000 OX000000000CCEE0 OXOOAOAOAOAEAEAEAO
0x0000000000000000 OX0000000000000000 RW 0x0
NOTE 0x0000000000000238 Ox0000000000000238 OXxO0AOAOAOA0A00238
0x00000000000000bc OxX00000000000000bc R 0x4
Section to Segment mapping:
Segment Sections
00
01 .note.android.ident .note.gnu.build-id .dynsym .gnu.version .gnu.version_r

g

nu.hash .hash .dynstr .rela.dyn .rela.plt .gcc_except_table .rodata .eh_frame_hdr .eh_f

rame .text .plt

02 .data.rel.ro .fini_array .init_array .dynamic .got .got.plt
03 .data .bss
04 .dynamic
05 .data.rel.ro .fini_array .init_array .dynamic .got .got.plt
06 .eh_frame_hdr
07
08 .note.android.ident .note.gnu.build-id
o IiHA
o PHDR @ fRTFFEF k& ( Program header => PHDR)

o LOAD :

RA—TREMTHEI GRS ZI R RN =B R, EPREFTESHE (10



§) , BFEmIEE,

o DYNAMIC : fRTZ T HIEISEESS (ENINTERPERHISERARTERS) FAMGEE.

o INTERP @ IEERFMATHNXHMEEIANGFZE, YABARNERSE. ERBITHEEEMESR
WEARBITROSIA, BTFAERMNbIE B PIENEFIEITARENEISE

'E;: fﬁiffi'F’Eﬁléltféiﬁél

% armé4-vB8a readelf libtacker.so

There are section headers, starting at offset Oxcfid8:

Section Headers:

Nr

Name
Size

0000000000000000
.hote.androi c
0000000000000098
.hote.gnu.bu c
0000000000000024
.dynsym
0000000000000b10
.gnu.version
00000000000000ec
.gnu.version_r
0000000000000040
.gnu. hash
00000000000001ec
.hash
00000000000003b8
.dynstr
0000000000000¢c19
.rela.dyn
0000000000008850
.rela.plt
0000000000000450
.gcc_except_table
0000000000001960
.rodata
0000000000003434
.eh_frame_hdr
0000000000001dbc
.eh_frame
0000000000008cd4
text
00000000000aec60
plt
0000000000000300
.data.rel.ro
0000000000002eb8
.fini_array
0000000000000010
.init_array

Type

EntSize

NULL
0000000000000000
NOTE
0000000000000000
NOTE
0000000000000000
DYNSYM
0000000000000018
VERSYM
0000000000000002
VERNEED
0000000000000000
GNU_HASH
0000000000000000
HASH
0000000000000004
STRTAB
0000000000000000
RELA
0000000000000018
RELA
0000000000000018
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
FINI_ARRAY
0000000000000000
INIT_ARRAY

Address
Flags Link 1Info
0000000000000000

0000000000000238
A
00000000000002d0
A
000000000000028
A
0000000000000e08
A
0000000000000ef4
A
0000000000000138
A
0000000000001124
A
00000000000014dc
A
000000000000208
A
000000000000a948
Al
000000000000ad98
A
000000000000c68
AMS
000000000000Fb2¢c
A
00000000000118e8
A
000000000001a5¢c0
AX
00000000000c9220
AX
00000000000ca520
WA
00000000000cd3d8
WA
00000000000cd3e8

Offset
Align

00000000
00000238
000002d0
0000028
00000e08
00000ef4
0000038
00001124
000014dc
000020T8
0000a948
0000ado8
0000c6T8
0000fb2¢c
000118e8
0001a5c0
000c9220
000c9520
000cc3d8

000cc3e8



0000000000000230
.dynamic
00000000000001d0
.got
00000000000000c0
.got.plt
0000000000000188
.data
00000000000025d8
.bss
0000000000000ad0
.comment
00000000000000c6
.shstrtab
0000000000000104

0000000000000000
DYNAMIC
0000000000000010
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
NOBITS
0000000000000000
PROGBITS
0000000000000001
STRTAB
0000000000000000

WA
00000000000cd618
WA
00000000000cd7e8
WA
00000000000cd8a8
WA
00000000000cea30
WA
00000000000d1010
WA
0000000000000000
MS
0000000000000000

000cc618

000cc7e8

000cc8a8

000cca3e

000cf008

000cf008

000cfoce

Key to Flags:

W ‘write , A ‘alloc ), X  execute , M merge , S (strings ), I (info ,
link order ), O (extra OS processing required , G (group , T (TLS ,
compressed ), x ‘unknown , o (0S specific , E (exclude ,
mbind ), p (processor specific

O O r

. EREEMER

% armé4-v8a readelf libtacker.so

0000000cd3f0@ 007100000101 R_AARCH64_ABS64 000000000002b930 .datadiv_decodel? +
0000000cd430 007200000101 R_AARCH64_ABS64 0000000000039464 .datadiv_decodel? +
0000000cd498 007300000101 R_AARCHE64_ABS64 000000000005c790 .datadiv_decodels +
0000000cd4b® 007400000101 R_AARCHE64_ABS64 000000000005ed50 .datadiv_decodels +
0000000cd5d8 007500000101 R_AARCHE64_ABS64 00000000000a5e74 .datadiv_decode54 +

Relocation section

offset

0000000cd8co
0000000cd8c8
0000000cd8do
0000000cd8ds
0000000cd8ed
0000000cd8e8
0000000cd8T0
0000000cd8f8
0000000cd900
0000000cdo08
0000000cd910
0000000cd918
0000000cd920
0000000cd928
0000000cd930
BC +

Info
000100000402
000200000402
000300000402
000400000402
000500000402
000600000402
000700000402
000800000402
000900000402
000200000402
000b00000402
000000000402
000200000402
000T00000402
001000000402

at offset Oxa948 contains

Type
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL

Sym. Value
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

entries:

Sym., Name + Addend
__cxa_finalize@LIBC +
__Ccxa_atexit@LIBC +
__android_log_print +

__stack_chk_fail@LIBC +

memset@LIBC +
strncpy@LIBC +
strncat@LIBC +

pthread_self@LIBC +

malloc@LIBC +
free@LIBC +

posix_memalign@LIBC +

vfprintf@LIBC +
fputc@LIBC +
vasprintf@LIBC +
android_set_abort

. |@LI



0000000cd938
0000000cd940
0000000cd948
0000000cd950
0000000cd958
0000000cd960
0000000cd968
0000000cd970
0000000cd978
0000000cd980
0000000cd988
0000000cd990
0000000cd998

0000000cd9a0
+

0000000cd9a8
0000000cd9b0
0000000cd9b8
+

0000000cd9cO
0000000cd9c8
+

0000000cd9de

0000000cd9d8

0000000cd9e0
0000000cd9e8
C +

0000000cdofo
0000000cdof8
0000000cdace
0000000cda®8
C +

0000000cdal0®
C +

0000000cdal8
0000000cda206
C +

0000000cda28

001100000402
001200000402
001300000402
001400000402
001500000402
001600000402
001700000402
001800000402
001900000402
001200000402
001h0000E0402
001c00000402
001d00000402

001200000402
001700000402
002000000402
002100000402

002200000402
002300000402

002400000402

002500000402

002600000402
002700000402

002800000402
002900000402
002200000402
002b000E0402
002c00000402

002d00000402
002e00000402

00200000402

1/

R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000000000000
0000000000000000

0000000000000000

0000000000000000

0000000000000000
0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000000000000
0000000000000000

0000000000000000

openlog@LIBC +
syslog@LIBC +
closelog@LIBC +
abort@LIBC +
strlen@LIBC +
realloc@LIBC +
memmove@LIBC +
__memmove_chk@LIBC +
__strlen_chk@LIBC +
memchr@LIBC +
__vsnprintf_chk@LIBC +
memcpy@LIBC +
pthread_mutex_lock@LIBC +

pthread_mutex_unlock@LIBC
calloc@LIBC +
strcmp@LIBC +

pthread_getspecific@LIBC

pthread_once@LIBC +
pthread_setspecific@LIBC

pthread_key_delete@LIBC +
pthread_key_create@LIBC +

getauxval@LIBC +
__system_property_get@LIB

strncmp@LIBC +
fprintf@LIBC +
fflush@LIBC +
pthread_rwlock_wrlock@LIB

pthread_rwlock_unlock@LIB

dl_iterate_phdr@LIBC +
pthread_rwlock_rdlock@LIB

fwrite@LIBC +

1]

AHET, BIEAY:

e -r --relocs Display the relocations (if present)

o i

= Relocation section ".rela.dyn’' at offset 0x20f8 contains 1454 entries
= Relocation section ".rela.plt' at offset 0xa948 contains 46 entries == Imports

-s: B

SR

Symbol table

contains

entries:



Num: Value Size Type Bind Vis Ndx Name

i 0000000000000000 NOTYPE LOCAL DEFAULT UND

i 0000000000000000 FUNC GLOBAL DEFAULT UND __cxa_f . @LIBC
i 0000000000000000 FUNC GLOBAL DEFAULT UND __cxa_atexit@LIBC
i 0000000000000000 FUNC GLOBAL DEFAULT UND __android_log_print
1 0000000000000000 FUNC GLOBAL DEFAULT UND __stack . @LIBC
1 0000000000000000 FUNC GLOBAL DEFAULT UND memset@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND strncpy@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND strncat@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND pthread_self@LIBC
1 0000000000000000 FUNC GLOBAL DEFAULT UND malloc@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND free@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND posix_m . @LIBC
1 0000000000000000 OBJECT GLOBAL DEFAULT UND __sF@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND vfprintf@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND fputc@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND vasprintf@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND android . @LIBC
1 0000000000000000 FUNC GLOBAL DEFAULT UND openlog@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND syslog@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND closelog@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND abort@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND strlen@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND realloc@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND memmove@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND __memmo . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND __strlen_chk@LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND memchr@LIBC

! 0000000000000000 FUNC GLOBAL DEFAULT UND __vsnhpr . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND memcpy@LIBC

! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND calloc@LIBC

! 0000000000000000 FUNC GLOBAL DEFAULT UND strcmp@LIBC

! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread_once@LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND getauxval@LIBC

! 0000000000000000 FUNC GLOBAL DEFAULT UND __syste . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND strncmp@LIBC

! 0000000000000000 FUNC GLOBAL DEFAULT UND fprintf@LIBC

! 0000000000000000 FUNC GLOBAL DEFAULT UND fflush@LIBC

! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND dl_iter . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND fwrite@LIBC

! 0000000000044ce8 FUNC GLOBAL DEFAULT .datadiv_decodel
! 0000000000078a04 FUNC GLOBAL DEFAULT .datadiv_decode9
! 00000000000a8a58 FUNC GLOBAL DEFAULT .datadiv_decodel
! 0000000000076128 FUNC GLOBAL DEFAULT .datadiv_decode4
! 000000000008T8e8 FUNC GLOBAL DEFAULT .datadiv_decode9

! 000000000008e650 FUNC GLOBAL DEFAULT .datadiv_decodel



! 00000000000381fC FUNC GLOBAL DEFAULT

! 0000000000067220 FUNC GLOBAL DEFAULT
| 00000000000a8884 FUNC GLOBAL DEFAULT
! 00000000000a2438 FUNC GLOBAL DEFAULT
! 0000000000026d98 FUNC GLOBAL DEFAULT
! 0000000000033a2C FUNC GLOBAL DEFAULT
! 000000000005ed50 FUNC GLOBAL DEFAULT
i 00000000000a5e74 FUNC GLOBAL DEFAULT

-sV: ERAFSREFTREER

Display the symbol table

--version-info Display the version sections
->
% armé4-v8a readelf libtacker.so
Symbol table contains entries:
Num: Value Size Type Bind Vis
! 00000000000000060 NOTYPE LOCAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
: 0000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
: 0000000000000000 OBJECT GLOBAL DEFAULT
: 0000000000000000 FUNC GLOBAL DEFAULT
: 0000000000000000 FUNC GLOBAL DEFAULT
: 0000000000000000 FUNC GLOBAL DEFAULT
: 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
: 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT
! 0000000000000000 FUNC GLOBAL DEFAULT

.datadiv_decode3
.datadiv_decode8
.datadiv_decodel
JNI_OnLoad

.datadiv_decodel
.datadiv_decodel

.datadiv_decodel
.datadiv_decodeb

if present

Ndx
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND

Name

_cxa_f . @LIBC
__Cxa_atexit@LIBC

__android_log_print

__stack . @LIBC
memset@LIBC
strncpy@LIBC
strncat@LIBC
pthread_self@LIBC
malloc@LIBC
free@LIBC

posix_m . @LIBC
__SF@LIBC
vfprintf@LIBC
fputc@LIBC
vasprintf@LIBC
android . @LIBC
openlog@LIBC
syslog@LIBC
closelog@LIBC
abort@LIBC
strlen@LIBC
realloc@LIBC
memmove@LIBC
__Mmemmo . @LIBC
__strlen_chk@LIBC
memchr@LIBC
__vsnhpr . |@LIBC
memcpy@LIBC
pthread . @LIBC
pthread . @LIBC



: 0000000000000000
: 0000000000000000
! 0000000000000000
! 0000000000000000
! 0000000000000000
! 0000000000000000
! 0000000000000000
! 0000000000000000
! 0000000000000000
: 0000000000000000
! 0000000000000000
! 0000000000000000
! 0000000000000000
1 0000000000000000
1 0000000000000000
1 0000000000000000
1 0000000000000000
1 0000000000044ce8
! 0000000000078a04
! 00000000000a8a58

0000000000076128
000000000008f8e8
00000000000523ec
0000000000055124
000000000005ca48
0000000000072b58
000000000009204
0000000000032490
00000000000642dc
000000000007eb38
0000000000091c0C
0000000000099d00
000000000004a620
0000000000079¢c64
0000000000089d58
000000000009b 84
000000000007ee60
0000000000083388
00000000000890a8
000000000008e650
00000000000381fc
0000000000067220
00000000000a8884
00000000000aa438
0000000000026d98
0000000000033a2¢
000000000003c8dc
00000000000783f8
00000000000402e0
0000000000050d58
00000000000a034
000000000002fa98
0000000000050850
000000000005e3ac
000000000007058¢
00000000000762a0

FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC

GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL
GLOBAL

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND

calloc@LIBC
strcmp@LIBC
pthread . @LIBC
pthread_once@LIBC
pthread . @LIBC
pthread . |@LIBC
pthread . |@LIBC
getauxval@LIBC
__syste . @LIBC
strncmp@LIBC
fprintf@LIBC
fflush@LIBC
pthread . |@LIBC
pthread . |@LIBC
dl_iter . @LIBC
pthread . |@LIBC
fwrite@LIBC
.datadiv_decodel
.datadiv_decode9
.datadiv_decodel
.datadiv_decode4
.datadiv_decode9
.datadiv_decodel
.datadiv_decode3
.datadiv_decode8
.datadiv_decode6
.datadiv_decode5
.datadiv_decodel
.datadiv_decodel
.datadiv_decodel
.datadiv_decodel
.datadiv_decodel
.datadiv_decodel
.datadiv_decode9
.datadiv_decodel
.datadiv_decode8
.datadiv_decode5
.datadiv_decodel
.datadiv_decodel
.datadiv_decodel
.datadiv_decode3
.datadiv_decode8
.datadiv_decodel
JNI_OnLoad
.datadiv_decodel
.datadiv_decodel
.datadiv_decode5
.datadiv_decodel
.datadiv_decodel
.datadiv_decodel
.datadiv_decodel
.datadiv_decode8
.datadiv_decode5
.datadiv_decodel
.datadiv_decodel
.datadiv_decodel



! 000000000007d9ac
! 0000000000092dcO
! 000000000002e2bc
! 000000000007eacs
! 0000000000087514
! 00000000000a4228
! 00000000000a6a74
! 0000000000046bas
! 0000000000080dh8
! 000000000008bfc4
! 0000000000094aac
! 000000000003b9cO
! 000000000006a31c
! 000000000008d4fc
! 000000000009af44
| 00000000000aa164
! 0000000000030db4
1 0000000000060904
! 00000000000979f8
1 000000000009c3ec
! 00000000000a4bes8
! 00000000000a5184
! 00000000000aa9d4
! 0000000000036ab8
! 000000000003b2ac
! 000000000003b8fc
! 000000000002b930
! 0000000000039464
1 000000000005¢c790
! 000000000005ed50
: 00000000000a5e74

Version symbols section

Addr:
000:
004:
008:
00c:
010:
014:
018:
0ilc:
020:
024:
028:
02c:
030:
034:
038:
03c:
040:
044:
048:
04c:
050:

*local*
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
*global*
*global*
*global*
*global*
*global*
*global*
*global*
*global*
*global*

FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC
FUNC

GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT
GLOBAL DEFAULT

0x0000000000000e08 Offset: Ox00000e08 Link:

contains
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
*global* *global*
*global* *global*
*global* *global*
*global* *global*
*global* *global*
*global* *global*
*global* *global*
*global* *global*
*global* *global*

entries:
.dynsym

.datadiv_decodel
.datadiv_decodel
.datadiv_decodel
.datadiv_decodel
.datadiv_decode4
.datadiv_decode6
.datadiv_decode8
.datadiv_decodel
.datadiv_decodel
.datadiv_decodel
.datadiv_decodel
.datadiv_decodel
.datadiv_decodel
.datadiv_decode6
.datadiv_decodel
.datadiv_decode8
.datadiv_decode8
.datadiv_decode2
.datadiv_decode2
.datadiv_decodel
.datadiv_decodel
.datadiv_decode5
.datadiv_decode2
.datadiv_decodel
.datadiv_decodel
.datadiv_decode7
.datadiv_decodel
.datadiv_decodel
.datadiv_decodel
.datadiv_decodel
.datadiv_decode5

*global*
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
*global*
*global*
*global*
*global*
*global*
*global*
*global*
*global*
*global*



054: *global* *global* *global* *global*
058: *global* *global* *global* *global*
05¢c: *global* *global* *global* *global*
060: *global* *global* *global* *global*
064: *global* *global* *global* *global*
068: *global* *global* *global* *global*
06¢c: *global* *global* *global* *global*
070: *global* *global* *global* *global*
074: *global* *global*
Version needs section contains 2 entries:
Addr: 0x0000000000000ef4 Offset: Ox00000ef4 Link: .dynstr
000000: Version: File: libdl.so Cnt:
0x0020: Name: LIBC Flags: none Version:
0x0010: Version: File: libc.so Cnt:
0x0030: Name: LIBC Flags: none Version:
EEEBA -s , SHTRAER:
e .gnu.version
e .gnu.version_r
-x: BAhexAIFTENER
4451
HF
Section Headers:
Nr | Name Type Address offset
Size EntSize Flags Link 1Info Align
.dynsym DYNSYM 00000000000002f8 0000028
0000000000000b10 0000000EOO00001S8 A
FRRY:
e [ 3] .dynsym
HHEMER:

=+ armé4-v8a readelf

Hex dump of section
0x0000028 0AOOOEOOO AOEOEOOEO
0x00000308 0OOOOEAEO AOEOEOOEO
0x00000318 00OOOEOE0O AOEOOOEO
0x00000328
0x00000338 00OOOEOOO AOEOEOOEO
0x00000348 000000O0 0OEOEOOEO
0x00000358

00000000
01000000
00000000
00000000
1dee0e00
00000000
00000000

.dynsym libtacker.so

00000000

00000000
00000000

00000000
00000000



0x00000368
0x00000378
0x00000388
0x00000398
0x000003a8
0x000003h8
0x000003c8
0x000003d8
0x000003e8
0x000003f8
0x00000408
0x00000418
0x00000428
0x00000438
0x00000448
0x00000458
0x00000468
0x00000478
0x00000488
0x00000498
0x000004a8
0x000004h8
0x000004c8
0x000004d8
0x000004e8
0x000004f8
0x00000508
0x00000518
0x00000528
0xX00000538
0xX00000548
0xX00000558
0x00000568
0x00000578
0x00000588
0x00000598
0x000005a8
0x000005h8
0x000005c8
0x000005d8
0x000005e8
0x00000518
0x00000608
0x00000618
0x00000628
0x00000638
0x00000648
0x00000658
0x00000668
0x00000678
0x00000688
0x00000698
0x000006a8
0x000006h8
0x000006c8
0x000006d8

00000000
00000000
3b020060
00000000
00000000

00000000
00000000
020a0000
00000000
00000000
1e0ab000
00000000
00000000
2c0a0000
00000000
00000000
3c0a0000
00000000
00000000
5e0a0000
00000000
00000000
6€0a0000
00000000
00000000
7b0aceee
00000000
00000000
8b0aneee
00000000
00000000
a60a0000
00000000
00000000
bdea0eooe
00000000
00000000
d70a0000
00000000
00000000
3020000
00000000
00000000
0e0b0OOO
00000000
00000000
2f0b0EO0
00000000
00000000
550b0000
00000000
00000000
750b0000
00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000
030a0000
00000000
00000000
07020000
00000000
00000000
230a0000
00000000
00000000
32040000
00000000
00000000
560a0000
00000000
00000000
65020000
00000000
00000000
74020000
00000000
00000000
83020000
00000000
00000000
99020000
00000000
00000000
ad0atoee
00000000
00000000
c40a0000
00000000
00000000
ec0a0000
00000000
00000000
fa0ab000
00000000
00000000
1b0b000O
00000000
00000000
420b0000
00000000
00000000
5f0b0000
00000000
00000000
7d0bo000O
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000
00000000

00000000



0x000006e8
0x000006f8
0x00000708
0x00000718
0x00000728
0x00000738
0x00000748
0x00000758
0x00000768
0x00000778
0x00000788
0x00000798
0x000007a8
0x000007h8
0x000007c8
0x000007d8
0x000007e8
0x000007f8
0x00000808
0x00000818
0x00000828
0x00000838
0x00000848
0x00000858
0x00000868
0x00000878
0x00000888
0x00000898
0x000008a8
0x000008h8
0x000008c8
0x000008d8
0x000008e8

0x00000958
0x00000968
0x00000978
0x00000988
0x00000998

850b000E0O
00000000
00000000
a20b00e0e
00000000
00000000
c80b00E0e
00000000
00000000
61020000
de190060
048a0700
8090000
34010000

ec230500

48cab500
29040000
c0330000
04120900
4000000
4110000
dc420600
c5050000
04000000
0c1c0900
d8e70000
240e0000
20a60400

2060000
d43f0000
a8900800
05070000
bc0e000O

00000000
00000000

00000000
00000000

00000000
00000000
12000100
00000000
00000000
12000100
00000000
00000000
12000100
00000000
00000000
12000100
00000000
00000000
12000100
00000000
00000000
12000100
00000000
00000000
12000100
00000000
00000000
12000100
00000000
00000000

1200000
00000000
00000000
1200000
00000000

00000000
8cOb00OO
00000000
00000000
b80b0oeEE
00000000
00000000
de@b00OO
00000000
€84c0400

88020000
588a0a00
€Cc040000

8180800

0220000
2450500
8c030000

582b0700

1a040000

38eb0700
4c070000
1c0e0000
009d0900
b7020000
0600000

7c0a0000
50e60800

00000000

00000000
00000000

00000000
00000000

00000000
00000000
12000100
00000000
00000000
12000100
00000000
00000000
12000100
00000000
00000000
12000100
00000000
00000000

12000100 .

00000000
00000000
12000100

00000000 .

00000000
12000100
00000000
00000000
12000100
00000000

00000000

1200000 .

00000000
00000000
1200000

pT



0x00000bb8
0x00000bc8
0x00000bd8
0x00000be8
0x00000bf8
0x00000c068
0x00000c18

0x00000da8

746a0a00

cc2f0e00
b80d080ee
be060000
b0120000
ac4a0900

00000000
12000100
00000000
00000000
12000100
00000000
00000000

1200000

0x00000db8 d81d00EO 0OEEEEE0
0x00000dc8 90c70500 00EOEEO0 04000000 0OEEOEOO
0x00000dd8 d3030000 1200000 50ed0500 ©OEEEEEE

d41b0000O
a46b0400
0c060000
241c0000
c4bf0800

00000000 tj
00000000
12000f00 ./
00000000
00000000
12000100
00000000 .J

00000000
1200000



#4512

ST
.dynstr STRTAB 00000000000014dc  000014dc
0000000000000c19 0000000000000000 A

AITENER:

-

0x00000de8 a0180000 0COCOEO0 f4080000 1200000
0x00000df8 745e0a00 000COC00 04000000 0EOEOEOO tA

armé4-v8a readelf

Hex dump of section

0x000014dc
0x000014ec
0x000014fc
0x0000150¢C
0x0000151c
0x0000152¢c
0x0000153¢c
0x0000154c
0x0000155¢
0x0000156¢C
0x0000157¢
0x0000158¢C
0x0000159¢c
0x000015ac
0x000015bc
0x000015¢cc

0x00001d8c
0x00001d9c
0x00001dac
0x00001dbc
0x00001dcc
0x00001ddc
0x00001dec
0x00001dfc
0x00001e0c
0x00001elc
0x00001e2¢c
0x00001e3c
0x00001e4c
0x00001e5¢
0x00001e6¢c
0x00001e7c
0x00001e8¢c
0x00001e9¢c
0x00001eac
0x00001ebc
0x00001ecc

00575763
5f5f6378
6e64726fF
0057573
6c002e64

65636764

69765764

002e6461

002e6461

61646535

6465636f

69765764

00707468

32002e64

2e646174

libta

78615766
61576174
69645f6¢
7461636b

33002e64

65636764

69765764

2e646174

69765764

2e646174

3936002e

65636764

7656465

69765764

004a4e49

cker.so

696e616¢
6167570

5f63686b
69765764

32002e64

65636764

76516465

65636764

76516465

35002e64

63676465

5f73656¢
65636164

69765764

5f4f6e4dc
5646563

69726500
0057561
72696e74
5666169
65636764

69765764

34002e64

63676465

51646563

63676465

5646563

6469765f

002e6461

66002e64

6563664

61616400
61646532

.__cxa_finalize,
__Cxa_atexit.__a
ndroid_log_print
.__stack_chk_fai
1l datadiv_decod
e123350272889541
datadiv_d
ecodel17838636323
datad
iv_decode1832841
d
atadiv_decode895

datadiv_decode
datadiv_dec
atadiv_decode640
datadiv_decode

datadiv_dec
00e5454406552017
datadiv_
decode5533236249
datad
iv_decode8316381
da
tadiv_decode1170

.pthread_self .d
atadiv_decode147

datadiv_decod
€875884075502480
.JNI_OnLoad.
.datadiv_decode2



0x00001edc
0x00001eec
0x00001efc
0x00001f0C
0x00001f1c
0x00001f2¢c
0x00001f3c
0x00001f4c
0x00001f5¢c
0x00001f6C
0x00001f7¢c
0x00001f8c
0x00001f9¢c
0x00001fac
0x00001fbc
0x00001fcc
0x00001fdc
0x00001fec
0x00001ffc
0x0000200¢c
0x0000201c
0x0000202¢
0x0000203¢c
0x0000204¢c
0x0000205¢
0x0000206¢c
0x0000207¢c
0x0000208¢c
0x0000209¢c
0x000020ac
0x000020bc
0x000020cc
0x000020dc
0x000020ec

3630006d
61736978

6169645fF

736c6767
6727400
663006d
6d617665
6e576368
736e7072

785f6¢c6T

61630073
64576765

61645773

5f737973
5676574
696e7466
6561645f
6b007074
5f756e6¢
7465570
72776¢c6f

4243006¢C
672e736f
66617263

616c6¢c6f
5fedes6ed

7365745fF
65006770
00636c6T
7374726¢
656d6d6f
5f63686b
6b006d65
696e7466

636b0070
5f756e6¢c
7472636d

645f6f6e

61645f6b

00676574
74656d5f
00737472
0066666C
72776¢6f

61636b00

636b5172
006c6962
6962632e
006c6962
652e736f

616c6967
6e746600
6e746600
61626772
656e6¢6f
73656¢c6f
656e0072
7665005f
005f5f73
6d636872
5f63686b
6561645f

67636b00

6579564
64576b65

7072670
6e636d70

636b5777
64517277
646c5769

646c6763
646c2e73
736f006¢C
6d2e736f
00

-p: PAstringFFHEAXER

Y

String dump of section

armé4-v8a readelf

a8

gel
9e8
ofo
aeo
ail
az29
a3o

AB
AB
CAB
#\n

6e005f5f

616e6472
74576d65

65616c6¢
5fedesed
74726C65
005576
006d656d
6d757465
61645f6d
63616c6¢C

656c6574
79516372
616c005f

00667072

726c6163
6c6f636b

6561645f
6b006677
61004c49
69626¢c6f
006c6962

.dynsym libtacker.so

.malloc.free.p
osix_memalign.__
sF.vfprintf.fput
c.vasprintf.andr
old_set_abort_me
ssage.openlog.sy
slog.closelog.ab
ort.strlen.reall
oc.memmove.__mem
move_chk.__strle
n_chk.memchr.__v
snprintf_chk.mem
cpy.pthread_mute
Xx_lock.pthread_m
utex_unlock.call
oc.strcmp.pthrea
d_getspecific.pt
hread_once.pthre
ad_setspecific.p
thread_key_delet
e.pthread_key_cr
eate.getauxval._
_system_property
_get.strncmp.fpr
intf.fflush.pthr
ead_rwlock_wrloc
k.pthread_rwlock
_unlock.dl_itera
te_phdr.pthread_
rwlock_rdlock.fw
rite.libdl.so.LI
BC.libc.so.liblo
g.so0.libm.so.1lib
force.so.




-

as0 AA
as9  jAC
a9 f

aa0 é/B
aa9 !

abs  dérc
acg8 iAc
ae8 POAE
b0oo tA'n

% armé4-v8a readelf libtacker.so

String dump of section

id

8a

lee

23b

24b
26f

95d

98e
9b2
9d5
9e0
a3
ada
aof
ale
a23
a2c
as32
asc
a56
abe
a6s
aée
ar4
a7b
as3
asb
a9

__cxa_finalize

__Cxa_atexit

__android_log_print
__stack_chk_fail
.datadiv_decode12335027288954124723
.datadiv_decode17838636323198310142
.datadiv_decode18328417529454547004

.datadiv_decodel771790552069125206
.datadiv_decode5616837089396308971
memset

strncpy

strncat
.datadiv_decode14151120317447827231
.datadiv_decode16117807209816376729

.datadiv_decode11706101414295225912
pthread_self
.datadiv_decodel14716202181486223822
.datadiv_decode8758840755024801160
JNI_OnLoad
.datadiv_decode2444497212690810360
malloc

posix_memalign
__SF

vfprintf

fputec
vasprintf
android_set_abort_message
openlog

syslog
closelog

abort

strlen

realloc
memmove
__memmove_chk
__strlen_chk



aaé  memchr

aad| __vsnprintf_chk

abd| memcpy

ac4| pthread_mutex_lock
ad7| pthread_mutex_unlock
aec. calloc

af3| strcmp

afal pthread_getspecific
boe pthread_once

bib  pthread_setspecific
b2f pthread_key_delete
b42 pthread_key_create
b55 getauxval

b5f __system_property_get
b75 strncmp

b7d  fprintf

bgs  fflush

b8c  pthread_rwlock_wrlock
ba2 pthread_rwlock_unlock
bb8 dl_iterate_phdr

bc8 ' pthread_rwlock_rdlock
bde  fwrite

be5 libdl.so

bee LIBC

bf8 1libc.so

bfb' liblog.so

c05/ 1libm.so

cod libforce.so

B DA) HH X R A BR ER A R 2
'e : El-.l__\ g/l\%ﬁlé\

% armé4-v8a readelf libtacker.so

ELF Header:
Magic: 7f 4c 02 01 01 00 GO 0O GO OO GO O 60 00
Class: ELF64
Data: 's complement, little endian
Version: current
0S/ABI: UNIX - System V
ABI Version:
Type: DYN (Shared object
Machine: AArch64
Version: 0x1
Entry point address: 0xla5cO
Start of program headers: bytes into
Start of section headers: bytes into
Flags: 0x0
Size of this header: bytes
Size of program headers: bytes
Number of program headers:
Size of section headers: bytes

Number of section headers:
Section header string table index:



Section Headers:

Nr

Name
Size

0000000000000000
.nhote.androi
0000000000000098
.note.gnu.bu
0000000000000024
.dynsym
0000000000000b10
.gnu.version
00000000000000ec
.gnu.version_r
0000000000000040
.gnu.hash
00000000000001ec
.hash
00000000000003b8
.dynstr
0000000000000c19
.rela.dyn
0000000000008850
.rela.plt
0000000000000450
.gcc_except_table
0000000000001960
.rodata
0000000000003434
.eh_frame_hdr
0000000000001dbc
.eh_frame
0000000000008cd4
text
00000000000aec60
plt
0000000000000300
.data.rel.ro
0000000000002eb8
fini_array
0000000000000010
.init_array
0000000000000230
.dynamic
00000000000001d0
.got
00000000000000c0O
.got.plt
0000000000000188
.data
00000000000025d8
bss
0000000000000ad0
.comment

Type

EntSize

NULL
0000000000000000
NOTE
0000000000000000
NOTE
0000000000000000
DYNSYM
0000000000000018
VERSYM
0000000000000002
VERNEED
0000000000000000
GNU_HASH
0000000000000000
HASH
0000000000000004
STRTAB
0000000000000000
RELA
0000000000000018
RELA
0000000000000018
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
FINI_ARRAY
0000000000000000
INIT_ARRAY
0000000000000000
DYNAMIC
0000000000000010
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
NOBITS
0000000000000000
PROGBITS

Address
Flags Link Info
0000000000000000

0000000000000238
A
00000000000002d0
A
00000000000002f8
A
0000000000000e08
A
0000000000000ef4
A
0000000000000138
A
0000000000001124
A
00000000000014dc
A
0000000000002018
A
000000000000a948
AI
000000000000ad98
A
000000000000c6T8
AMS
000000000000fb2¢c
A
00000000000118e8
A
000000000001a5¢c0
AX
00000000000c9220
AX
00000000000ca520
WA
00000000000cd3d8
WA
00000000000cd3e8
WA
00000000000cd618
WA
00000000000cd7e8
WA
00000000000cd8a8
WA
00000000000cea30
WA
00000000000d1010
WA
0000000000000000

Offset
Align

00000000
00000238
000002d0
0000028
00000e08
00000ef4
00000738
00001124
000014dc
0000208
0000a948
0000ad98
0000c6T8
0000Tb2c
000118e8
0001a5c0
000c9220
000c9520
000cc3d8
000cc3e8
000cc618
000cc7e8
000cc8a8
000cca30
000cf008

000cfe08



00000000000000c6 0000000000000001 MS
0000000000000000 000cfOce

.shstrtab

STRTAB

0000000000000104 0000EE0CCECE000

Key to Flags:

W (write ), A (alloc ), X 'execute , M  merge , S
link order ), O (extra OS processing required , G (group , T (TLS ,
unknown , o (0S specific , E (exclude ,

O O r

Program Headers:

Type

PHDR

LOAD

LOAD

LOAD

DYNAMIC

GNU_RELRO

GNU_EH_FRAME

GNU_STACK

NOTE

compressed ), X
mbind ), p (processor specific

offset

FileSiz
0Xx0000000000000040
0x000000000000018
0x0000000000000000
0x00000000000¢c9520
0x00000000000¢c9520
0x0000000000003510
0x00000000000cca30
0x00000000000025d8
0x00000000000cc618
0x00000000000001d0
0Xx00000000000¢c9520
0x0000000000003510
0x000000000000fbh2¢c
0x0000000000001dbe
0Xx0000000000000000
0Xx0000000000000000
0x0000000000000238
0Xx00000000000000bc

Section to Segment mapping:
Segment Sections. .

00

VirtAddr

MemSiz
0x0000000000000040
0x0000000000000118
0x0000000000000000
0x00000000000c9520
0x00000000000ca520
0x0000000000003510
0x00000000000cea3d
0x00000000000030b0
0x00000000000cd618
0x00000000000001d0
0x00000000000ca520
0x0000000000003ae0
0x000000000000Tb2¢c
0x0000000000001dbe
0x0000000000000000
0x0000000000000000
0x0000000000000238
0x00000000000000bc

strings , I (info ),

PhysAddr
Flags Align
0x0000000000000040
R 0x8
0x0000000000000000
RE 0x1000
0x00000000000ca520
RW 0x1000
0x00000000000cea30
RW 0x1000
0x00000000000cd618
RW 0x8
0x00000000000ca520
R 0x1
0x000000000000Th2¢c
R 0x4
0x0000000000000000
RW ox0
0x0000000000000238
R 0x4

01 .note.android.ident .note.gnu.build-id .dynsym .gnu.version .gnu.version_r .g
nu.hash .hash .dynstr .rela.dyn .rela.plt .gcc_except_table .rodata .eh_frame_hdr .eh_f
rame .text .plt

02 .data.rel.ro .fini_array .init_array .dynamic .got .got.plt
03 .data .bss

04 .dynamic

05 .data.rel.ro .fini_array .init_array .dynamic .got .got.plt
06 .eh_frame_hdr

07

08 .hote.android.ident .note.gnu.build-id

-a: BRMBER
readelf libtacker.so

BMmEABTKS



64-v8a readelf libtacker.so libtacker_readelf_a.coffee

RTIFEISIHE:  libtacker_readelf_a.coffee

PR

o000 libtacker_readelf_a.coffee — popupSDK_libtacker
BAEE W libtacker_readelf a.coffee X

v POPUPSDK_LIBTACK... [3. B3 U @  input > libtacker > arm64-v8a > ® libtacker_readelf_a.coffee

« input 1 ELF Header:
Magic: 00
Class: ELF64
Data: 2's complement, little endian
& libtacker_readelf_a.coffee Version: 1 (current)

£ libtacker.so 0S/ABI: UNIX - System V
ABI Version: )
Type: DYN (Shared object file)
Machine: AArch64
Version: ox1
libtacker_arm64_v8a.so Entry point address: [2SELT)
libtacker_arm64_v8a.s0.id0 Start of program headers: 64 (bytes into file)
Start of section headers: 848344 (bytes into file)
Flags: 0x0
Size of this header: 64 (bytes)
libtacker_arm64_v8a.so.nam Size of program headers: 56 (bytes)

 libtacker
v arm64-v8a

> armeabi-v7a
libtacker.zip
v staticAnalysis /IDA

libtacker_armé64_v8a.so.id1

libtacker_armé64_v8a.so.id2

libtacker_arm64_v8a.so.til Number of program headers: 9
Size of section headers: 64 (bytes)
Number of section headers: 27
Section header string table index: 26

Section Headers:
[Nr] Name Type Address Offset
size EntSize Flags Link Info Align

NULL 0000000000000000 00000000
0 ) )

.note.androil...] NOTE 0000000000000238 00000238
A 0 ) 4

.note.gnu.bul...] NOTE 00000000000002d0 00000240
4 A ] 0 4

.dynsym DYNSYM 000000000000028 0000028
10 A ] 1 8

.gnu.version VERSYM 000000000000008 0000008
A E] ) 2

.gnu.version_r  VERNEED 0000000000000ef4 00000ef4
A 8 2 4

.gnu. hash GNU_HASH 000000000000038 0000038
A E] 0 8

.hash HASH 0000000000001124 00001124
A E] ) 4

.dynstr STRTAB 00000000000014dc  000014dC
A ] [) 1

.rela.dyn F 0000000000002078 0000208
A 3 () 8

.rela.plt 0000000000002948 00002948
450 AI 3 22 8

avrant +ahla DDARRTTE A0AAAAAAAAAA~A0D

171, 31 =#&:5 UTF-8 LF CoffeeScript & 0

[ X N ] libtacker_readelf_a.coffee — popupSDK_libtacker

@ AR W libtacker_readeif a.coffee X

 POPUPSDK_LIBTACKER input > libtacker > arm64-v8a > ® libtacker_readelf_a.coffee

vuu. e vLauos Patre Laun teruns
& oeat (L1BC) (L1BC) (LIBC) (L1BC)
v libtacker H (LIBC) (LIBC) (LIBC) (LIBC)

+ armé4-v8a (LIBC) (LIBC) (LIBC) (LIBC)
(LIBC) (LIBC) (LIBC) (LIBC)
(LIBC) (LIBC) (LIBC) (LIBC)
(LIBC) (LIBC) (LIBC) (LIBC)

> armeabi-v7a (L1BC) (L1BC) (LIBC) (L1BC)

libtacker.zip (LIBC) (LIBC) (LIBC) (LIBC)
 staticAnalysis/IDA (L1BC) (LIBC) (LIBC) (LIBC)
Rtk ainba vEssh (*globalx) (#globalx) (*globalx) (*globalx)

) ) (*globals) (#globalx) (%global%) (*globalx)

lbtacker_arm64_vEa.so.Id0 (+globalx) (*globalx) (+global¥) (+globalx)
£ libtacker_arm64_v8a.so0.id1 (*+globals) (*globalx) (*globalx) (*globalx)

libtacker_armé4_v8a.so.id2 (#globalx) (*globalx) (*global¥) (*globalx)
(*globalx) (*globalx) (xglobalx) (*globalx)
(*globalx) (*globalx) (*global%) (*globalx)
(sglobals) (*globalx) (xglobal) (*globalx)
(#globalx) (#globalx) (xglobalx) (#globalx)
(*+globalx) (*globalx) (*globalx) (*globalx)
(*+globals) (*globalx) (*globalx) (*globalx)
(*globalx) (xglobalx) (xglobalx) (*globalx)
(*globalx) (*globalx) (*global#) (*globalx)
6. (#globals) (*globalx) (*global) (*globalsx)
@6 (*globals) (*globalx) (*global) (*globalx)
H (*globalx) (*globalx) (*globalx) (*globalx)
07 (*globalx) (*globalx) (*globalx) (+globalx)
074: (*globalx) (*globalx)

% libtacker_readelf_a.coffee

libtacker.so

£ libtacker_arm64_vBa.so.nam
£ libtacker_arm64_v8a.so.til

Version needs section '.gnu.version_r' contains 2 entries:
Addr: Offset: Link: 8 (.dynstr)
0000008: Version: File: libdl.so Cnt: 1
0x0020:  Name: LIBC Flags: none Version: 3
0x0010: Version: File: libc.so Cnt: 1
0x0030:  Name: LIBC Flags: none Version: 2

Displaying notes found in: .note.android.ident
Owner Data size Description
Android NT_VERSION (version)
description data:

Displaying notes found in: .note.gnu.build-id

Owner Data size Description
NT_GNU_BUILD_ID (unique build ID bitstring)

171850, 71 %5 UTF-8 LF CoffeeScript

ENHLEOAT




Section Headers

Section Headers:

Nr

Name
Size

0000000000000000
.note.androi c
0000000000000098
.note.gnu.bu c
0000000000000024
.dynsym
0000000000000b106
.ghu.version
00000000000000ec
.gnu.version_r
0000000000000040
.gnu. hash
00000000000001ec
.hash
00000000000003b8
.dynstr
0000000000000c19
.rela.dyn
0000000000008850
.rela.plt
0000000000000450
.gce_except_table
0000000000001960
.rodata
0000000000003434
.eh_frame_hdr
0000000000001dbc
.eh_frame
0000000000008cd4
text
00000000000aec60
plt
0000000000000300
.data.rel.ro
0000000000002ehb8
fini_array
0000000000000010
.init_array
0000000000000230
.dynamic
00000000000001d0
.got
00000000000000c0
.got.plt
0000000000000188
.data
00000000000025d8
bss
0000000000000ad0

Type

EntSize

NULL
0000000000000000
NOTE
0000000000000000
NOTE
0000000000000000
DYNSYM
0000000000000018
VERSYM
0000000000000002
VERNEED
0000000000000000
GNU_HASH
0000000000000000
HASH
0000000000000004
STRTAB
0000000000000000
RELA
0000000000000018
RELA
0000000000000018
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
FINI_ARRAY
0000000000000000
INIT_ARRAY
0000000000000000
DYNAMIC
0000000000000010
PROGBITS
0000000000000000
PROGBITS
0000000000000000
PROGBITS
0000000000000000
NOBITS
0000000000000000

Address
Flags Link 1Info
0000000000000000

0000000000000238
A
00000000000002d0
A
00000000000002f8
A
0000000000000e08
A
0000000000000ef4
A
0000000000000 38
A
0000000000001124
A
00000000000014dc
A
0000000000002018
A
000000000000a948
Al
000000000000ad98
A
000000000000c6f8
AMS
000000000000Fbh2¢c
A
00000000000118e8
A
000000000001a5¢c0
AX
00000000000c9220
AX
00000000000ca520
WA
00000000000cd3d8
WA
00000000000cd3e8
WA
00000000000cd618
WA
00000000000cd7e8
WA
00000000000cd8a8
WA
00000000000cea30
WA
00000000000d1010
WA

offset
Align

00000000
00000238
000002d0
0000028
00000e08
00000ef4
0000038
00001124
000014dc
0000208
0000a948
0000ado8
0000c6T8
0000fb2¢c
000118e8
0001a5c0
000c9220
000c9520
000cc3d8
000cc3e8
000cc618
000cc7e8
000cc8a8
000ccad0

000cf008



.comment

00000000000000c6

.shstrtab

0000000000000104

Key to Flags:

W (write ), A (alloc ), X 'execute , M  merge , S
link order ), O (extra OS processing required , G (group , T (TLS ,
unknown , o (0S specific , E (exclude ,

O O r

compressed ), X
mbind ), p (processor specific

PROGBITS

STRTAB

BRZENH: section

bss
data
rodata

Program Headers

Program Headers:

Type offset VirtAddr PhysAddr
FileSiz MemSiz Flags Align

PHDR Ox0000000000000040 OXOEOO0OEEEEOOEEE40 OXOEOOOEEEOOEEE40
0xX00000000000001F8 OXOEE00000000001T8 R Ox8

LOAD Ox0000000000000000 OXOEOOOEEEEOOEEEEO OXOEOOAEEEEOEREEE0
Ox00000000000c9520 OXOEOOOEEEE00c9520 R E 0x1000

LOAD Ox00000000000c9520 OXOEOOOEEEEOOca520 OxOEOOOOEEO00ca520
Ox0000000000003510 OXOOO00EEEEAA3510 RW 0x1000

LOAD Ox00000000000cca30 OxOEO000000000cea3d OxOOOOOOEEO0Oceald
0x00000000000025d8 OXOOAAOOEEEEAO30LO RW 0x1000

DYNAMIC 0xX00000000000cc618 OXOOOANOOO0EOCcAE18 OXOAOOOOEOAOAOCA618
0xX00000000000001d0 OXOO0EOO0CE00001d0 RW Ox8

GNU_RELRO Ox00000000000c9520 OXOEOOOEEEEOOca520 OxOEO0OEEEO00ca520
Ox0000000000003510 OXOEO0000000003aed® R Ox1

GNU_EH_FRAME 0xX000000000000Th2c OXOO0ROO000000Th2c OXOOOO00000000Th2C
0x0000000000001dbc OX0000000000001dbc R Ox4

GNU_STACK Ox0000000000000000 OXOEO0OEEEEOOEEEEO OXOEEOEEEEEOEREEE0
Ox0000000000000000 OXOEO00EEEO0OEEEE0 RW Ox0

NOTE Ox0000000000000238 OXOEOOOEEEOOOAE238 OXOEOOAEEEOOOOE238
0xX00000000000000bc OXOEOOAO00000000bc R Ox4

Section to Segment mapping
Section to Segment mapping:

Segment Sections

00

01 .note.android.ident .note.gnu.build-id .dynsym .gnu.version .gnu.version_r

0000000000000000 000cf008

0000000000000001 MS

0000000000000000 000cfOce

0000000000000000

strings , I (info ),

g

nu.hash .hash .dynstr .rela.dyn .rela.plt .gcc_except_table .rodata .eh_frame_hdr .eh_f
rame ,text .plt



02
03
04
05
06
07
08

.dynamic

Dynamic section

.nhote.android.ident .note.gnu.build-id

.data.rel.ro .fini_array .init_array .dynamic .got .got.plt
.data .bss

.data.rel.ro .fini_array .init_array .dynamic .got .got.plt
.eh_frame_hdr

Dynamic section at offset 0xcc618 contains 29 entries

Dynamic section at offset Oxcc618 contains

Tag Type
OX0000000000000001
OX0000000000000001
OX0000000000000001
OX0000000000000001
OX000000000000000e
OX000000000000001e
OX000000BO6FFFTffb
OX0000000000000007
OX0000000000000008
OX0000000000000009
0P {0Jolofofofololol Ml m ]
OX0000000000000017
OX0000000000000002
OX0000000000000003
OX0000000000000014
OX0000000000000006
[0}{0Jo]oJoJoJoJoJoJoJoJoJoJofofo] o]
OX0000000000000005
OX000000000000000a
Ox000000006Ffffefd
OX0000000000000004
OX0000000000000019
[0}{0JoJoJoJoJoJoJoJoJoJoJofofokN ¢}
OX000000000000001a
OX000000000000001c
(0p0JoloJofoJolofol =R b ol s ]
Ox000000006F e
OX0000BRRO6FFIffff
OX0000000000000000

NEEDED
NEEDED
NEEDED
NEEDED
SONAME
FLAGS
FLAGS_1
RELA
RELASZ
RELAENT
RELACOUNT
JMPREL
PLTRELSZ
PLTGOT
PLTREL
SYMTAB
SYMENT
STRTAB
STRSZ
GNU_HASH
HASH
INIT_ARRAY
INIT_ARRAYSZ
FINI_ARRAY
FINI_ARRAYSZ
VERSYM
VERNEED
VERNEEDNUM
NULL

Relocation section

entries:
Name/Value
Shared library:
Shared library:
Shared library:
Shared library:
Library soname:
BIND_NOW
Flags: NOwW
0x2078

bytes
bytes

0xa948
bytes
0xcd8a8
RELA
0x2f8
bytes
0x14dc
bytes
oxf38
0x1124
Oxcd3e8
bytes
Oxcd3ds
bytes
0xe08
Oxef4

0x0

liblog.so
libm.so
libdl.so
libc.so
libforce.so

Relocation section ".rela.dyn’ at offset 0x20f8 contains 1454 entries

Relocation section
Offset

at offset Ox20f8 contains

Info Sym, Value

Type

0000000cab20 000000000403 R_AARCH64_RELATIV
0000000cab28 000000000403 R_AARCH64_RELATIV

entries:

Sym. Name + Addend
ca520
dofss



0000000cab306
0000000cab38
0000000cab48
0000000cab50
0000000d0ff8
0000000d1000
0000000cd828
0000000cd460

0000000cd500

0060000cd3f0
0000000cd430
0000000cd498
0000000cd4b0

0000000cd5d8

J

000000000403
000000000403
000000000403
000000000403
000000000403
000000000403
000c00000401
003000000101

003100000101

007100000101

007200000101

007300000101

007400000101

007500000101

R_AARCH64_RELATIV
R_AARCH64_RELATIV
R_AARCH64_RELATIV
R_AARCH64_RELATIV
R_AARCH64_RELATIV
R_AARCH64_RELATIV
R_AARCH64_GLOB_DA
R_AARCH64_ABS64

R_AARCH64_ABS64

R_AARCH64_ABS64

R_AARCH64_ABS64

R_AARCH64_ABS64

R_AARCH64_ABS64

R_AARCH64_ABS64

0000000000000000
0000000000044ce8

0000000000078a04

000000000002h930

0000000000039464

000000000005¢c790

000000000005ed50

00000000000a5e74

dofoo

aalés

ca5a8

b05d8

di2e0

diae0®
__SF@LIBC +
.datadiv_decode16

.datadiv_decode99

.datadiv_decodel7

.datadiv_decodel7

.datadiv_decodel5

.datadiv_decodel5

.datadiv_decode54

Relocation section ".rela.plt' at offset 0xa948 contains 46 entries

Relocation section

offset

0000000cd8co
0000000cd8c8
0000000cd8do
0000000cd8ds
0000000cd8ed
0000000cd8e8
0000000cd8fo
0000000cd8f8
0000000cd900
0000000cdo08
0000000cd910
0000000cd918
0000000cd920
0000000cd928
0000000cd930
BC +

0000000cd938
0000000cd940
0000000cd948
0000000cd950
0000000cd958
0000000cd960
0000000cd968
0000000cd970
0000000cd978
0000000cd9806

Info
000100000402
000200000402
000300000402
000400000402
000500000402
000600000402
000700000402
000800000402
000900000402
000200000402
000b00000402
000d00000402
000200000402
000f00000402
001000000402

001100000402
001200000402
001300000402
001400000402
001500000402
001600000402
001700000402
001800000402
001900000402
001200000402

at offset Oxa948 contains

Type
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL

Sym. Value
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

entries:
Sym. Name + Addend

__cxa_finalize@LIBC +

__cxa_atexit@LIBC +

__android_log_print +
__stack_chk_fail@LIBC +

memset@LIBC +
strncpy@LIBC +
strncat@LIBC +

pthread_self@LIBC +

malloc@LIBC +
free@LIBC +

posix_memalign@LIBC +

vfprintf@LIBC +
fputc@LIBC +
vasprintf@LIBC +
android_set_abort

openlog@LIBC +
syslog@LIBC +
closelog@LIBC +
abort@LIBC +
strlen@LIBC +
realloc@LIBC +
memmove@LIBC +

. |@LI

__memmove_chk@LIBC +

__strlen_chk@LIBC +

memchr@LIBC +



0000000cd988
0000000cd990
0000000cd998

0000000cd9a0
+

0000000cd9a8
0000000cd9b0
0000000cd9b8
+

0000000cd9cO
0000000cd9c8
+

0000000cd9de

0000000cd9d8

0000000cd9ed
0000000cd9e8
C +

0000000cdoft0
0000000cdof8
0000000cdand
0000000cdans
C +

0000000cdal0
C +

0000000cdals8
0000000cda20
C +

0000000cda28

J

001h0000E0402
001c00000402
001d00000402
001200000402
00100000402
002000000402
002100000402

002200000402
002300000402

002400000402

002500000402

002600000402
002700000402

002800000402
002900000402
002200000402
002h0000E0402
002c00000402

002000000402
002200000402

002100000402

R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL
R_AARCH64_JUMP_SL

R_AARCH64_JUMP_SL

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000000000000
0000000000000000

0000000000000000

0000000000000000

0000000000000000
0000000000000000

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000000000000
0000000000000000

0000000000000000

__vsnprintf_chk@LIBC +
memcpy@LIBC +
pthread_mutex_lock@LIBC +

pthread_mutex_unlock@LIBC
calloc@LIBC +
strcmp@LIBC +

pthread_getspecific@LIBC

pthread_once@LIBC +
pthread_setspecific@LIBC

pthread_key_delete@LIBC +
pthread_key_create@LIBC +

getauxval@LIBC +
__system_property_get@LIB

strncmp@LIBC +
fprintf@LIBC +
fflush@LIBC +
pthread_rwlock_wrlock@LIB

pthread_rwlock_unlock@LIB

dl_iterate_phdr@LIBC +
pthread_rwlock_rdlock@LIB

fwrite@LIBC +

1]

EOZXEZRRBEM.

BRI AA T /MBHIREL == imports

Symbol table

Symbol table '.dynsym' contains 118 entries

Symbol table contains entries:
Num: Value Size Type Bind
! 0000000000000000 NOTYPE LOCAL

! 0000000000000000 FUNC GLOBAL

! 0000000000000000 FUNC GLOBAL

! 0000000000000000 FUNC GLOBAL

! 0000000000000000 FUNC GLOBAL

! 0000000000000000 FUNC GLOBAL

! 0000000000000000 FUNC GLOBAL

! 0000000000000000 FUNC GLOBAL

! 0000000000000000 FUNC GLOBAL

! 0000000000000000 FUNC GLOBAL

! 0000000000000000 FUNC GLOBAL

Ndx
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND
UND

Vis

DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT
DEFAULT

_cxa_f
__cxa_atexit@LIBC
__android_log_print
__stack
memset@LIBC
strncpy@LIBC
strncat@LIBC
pthread_self@LIBC
malloc@LIBC
free@LIBC

Name

. |@LIBC

. |@LIBC



: 0000000000000000 FUNC GLOBAL DEFAULT UND posix_m . |@LIBC

i 0000000000000000 OBJECT GLOBAL DEFAULT UND __sF@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND vfprintf@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND fputc@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND vasprintf@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND android . @LIBC
1 0000000000000000 FUNC GLOBAL DEFAULT UND openlog@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND syslog@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND closelog@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND abort@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND strlen@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND realloc@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND memmove@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND __memmo . @LIBC
1 0000000000000000 FUNC GLOBAL DEFAULT UND __strlen_chk@LIBC
1 0000000000000000 FUNC GLOBAL DEFAULT UND memchr@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND __vsnpr . @LIBC
1 0000000000000000 FUNC GLOBAL DEFAULT UND memcpy@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
1 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
1 0000000000000000 FUNC GLOBAL DEFAULT UND calloc@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND strcmp@LIBC

1 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
i 0000000000000000 FUNC GLOBAL DEFAULT UND pthread_once@LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND getauxval@LIBC

! 0000000000000000 FUNC GLOBAL DEFAULT UND __syste . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND strncmp@LIBC

i 0000000000000000 FUNC GLOBAL DEFAULT UND fprintf@LIBC

! 0000000000000000 FUNC GLOBAL DEFAULT UND fflush@LIBC

! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND dl_iter . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND pthread . @LIBC
! 0000000000000000 FUNC GLOBAL DEFAULT UND fwrite@LIBC

! 0000000000044ce8 FUNC GLOBAL DEFAULT .datadiv_decodel
! 0000000000078a04 FUNC GLOBAL DEFAULT .datadiv_decode9
! 00000000000a8a58 FUNC GLOBAL DEFAULT .datadiv_decodel
! 0000000000076128 FUNC GLOBAL DEFAULT .datadiv_decode4
! 000000000008T8e8 FUNC GLOBAL DEFAULT .datadiv_decode9
! 000000000008e650 FUNC GLOBAL DEFAULT .datadiv_decodel
! 00000000000381fc FUNC GLOBAL DEFAULT .datadiv_decode3d
1 000000000006T220 FUNC GLOBAL DEFAULT .datadiv_decode8
! 00000000000a8884 FUNC GLOBAL DEFAULT .datadiv_decodel
! 00000000000aa438 FUNC GLOBAL DEFAULT JNI_OnLoad

! 0000000000026d98 FUNC GLOBAL DEFAULT .datadiv_decodel
! 0000000000033a2¢c FUNC GLOBAL DEFAULT .datadiv_decodel
! 000000000005ed50 FUNC GLOBAL DEFAULT .datadiv_decodel
! 00000000000a5e74 FUNC GLOBAL DEFAULT .datadiv_decode5

Eie3K = IDAAYEXports = S H R



Histogram

Histogram for bucket list length (total of 118 buckets)

Histogram

Length Number

bucket list length (total of

% of total Coverage
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buckets  :

Histogram for ".gnu.hash' bucket list length (total of 17 buckets)

Histogram

Length Number

Version section

Version symbols section '.gnu.version' contains 118 entries

‘.gnhu.hash' bucket list length

% of total Coverage

%
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Version symbols section
0x0000000000000e08 Offset: Ox00000e08 Link:

Addr:
000:
004:
008:
00c:
010:
014:
018:
01lc:
020:
024:
028:
02c:
030:
034:
038:
03c:
040:
044:
048:
Q4c:
050:

*local*
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
*global*
*global*
*global*
*global*
*global*
*global*
*global*
*global*
*global*

RRRRRRR

total of

buckets

contains entries:
.dynsym
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
LIBC LIBC
*global* *global*
*global* *global*
*global* *global*
*global* *global*
*global* *global*
*global* *global*
*global* *global*
*global* *global*
*global* *global*

*global*
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
*global*
*global*
*global*
*global*
*global*
*global*
*global*
*global*
*global*



054: *global* *global* *global* *global*

058: *global* *global* *global* *global*
05¢: *global* *global* *global* *global*
060: *global* *global* *global* *global*
064: *global* *global* *global* *global*
068: *global* *global* *global* *global*
06¢C: *global* *global* *global* *global*
070: *global* *global* *global* *global*
074: *global* *global*

Version needs section '.gnu.version_r' contains 2 entries

Version needs section contains 2 entries:
Addr: 0x0000000000000ef4 Offset: Ox00000ef4 Link: .dynstr
000000: Version: File: libdl.so Cnt:
0x0020: Name: LIBC Flags: none Version:
0x0010: Version: File: libc.so Cnt:

0x0030: Name: LIBC Flags: none Version:

At

Displaying notes found in: .note.android.ident

Displaying notes found in: .note.android.ident

Owner Data size Description

Android 0x00000084 NT_VERSION (version

description data: 00 00 00 00 00 00 0O GO 00 GO GO 0O 00 00 00 0O 00 00

00 00 00 0O GO OO0 GO GO 0O 0O OO0 OO0 OO0 00 0O 0O 00 6O OO0 0O 6O GO0 0O 00 60 00 00 00 00
00 00 00 0O GO 0O GO0 G0 0O 0O 60 00 0O 00 00 00 00 00 00 00 00 00
00 00 00 0O GO OO0 GO GO 0O 60 OO0 OO0 OO0 60 0O 0O 00 6O GO0 OO0 6O GO0 0O 60 60 060 00 00 00
00 00 00 0O GO OO0 GO GO 0O 0O OO0 OO0 OO0 00 0O 0O 60 0O GO 00 60 00 00

Displaying notes found in: .note.gnu.build-id

Displaying notes found in: .note.gnu.build-id
Owner Data size Description
GNU 0x00000014 NT_GNU_BUILD_ID (unique build ID bitstring
Build ID: 3a269496ef440c7853566641894646815d3c61ad
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readelfidhelpiEiLEEEE)

+ =~ readelf
Usage: readelf option's elf-file(s
Display information about the contents of ELF files
Options are:
Equivalent to:

--file-header Display the ELF header
--program-headers Display the program headers
An --program-headers

--section-headers Display the sections



.sframe'
Display histogram of bucket list lengths
Allow output width to exceed characters
--silent-truncation If a symbol name is truncated, not . suffix
@ file Read options from file

Display this information
Display the version number of readelf

Report bugs to https://sourceware.org/bugzilla/
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objdump

Zikobjdump

e objdump/gFbinutilsFEI—
o FIAE#EEZZ: binutils BFA]
» J¥: macos B, ITEHINLE
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objdumpR3i%

AR :
o BNSEN
o -a = --archive-headers : BREFEXHEHLER
= JjEH
n B a BSEXHHEE T WL B4
» IBE

o -f
n
o -h
n
n
o -s
n
o -t
n
o -T
n

objdump elfFile

= --file-headers : EREIPXELER
1B
objdump elfFile
= --headers = --section-headers : EBRTHLER
Tt
m == readelf -S
1B
objdump elfFile
= --full-contents : B8 TTHRNSE
1B
objdump elfFile
= --syms @ BRfFER
1B
objdump elfFile
= --dynamic-syms @ BRIISHER
TAA
o B HRIENSRF SR (Dynamic Symbol Table) , BIE#RELFXX 40U
H.dynsymT RPN E

» BEXKRANGESR, INEHBEARELFXHERSENFGS, MFEMIINNSEFSA
MfFS. WRB=JER UND'RBXMISEBRELFXEFRREX, MERZMTE
EMAEEEFSAN, HENBRRPRXTFSHARELFXHHEX.

B

objdump elfFile

--reloc : BRESEEMAO
1BE



objdump elfFile

o -R = --dynamic-reloc : BREISEEMAO
= JtAA
» IS FhSBERXEEEN, tEWmshSEXHS ( .so )
» IBA

objdump elfFile

o LY
= -d = --disassemble : RICHEAHITIESHNE
s B

objdump elfFile

m -D = --disassemble-all : RICZRETBEIESHIAD
» BE

objdump elfFile

o HAESH
o -x = --all-headers == -h --syms --reloc : BTEEXLER

» 1EBE

objdump elfFile
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objdumpFiEEl
o HIANMH: ELFIETUAY libtacker.so

FHobjdumpiEEXf#HTELFAY libtacker.so AURIR:

-a: BRFEXHEXER

%+ armé4-v8a objdump libtacker.so

libtacker.so: elfé4-littleaarché4

f: EREMBXHEXLER

% armé4-v8a objdump libtacker.so

libtacker.so: elfé64-littleaarché4
architecture: aarché4
start address: 0x000000000001a5¢c0

-h: ERTNXER

% armé4-v8a objdump libtacker.so

libtacker.so: elfé4-littleaarché4
Sections:
Idx Name Size VMA

00000000 0000OEEOEEE0E000
.note.android.ident 00000098 0EEEAEOEAEAEH238
.note.gnu.build-id 0©0EEEE24 PEEEOEOEEEEEH2dO

.dynsym 00000b10 0OOOEEEOLO0002T8
.gnu.version 000000ec 00OEEEOOOOEECeO8
.gnu.version_r 00000040 0000O00000000eTf4
.gnu. hash 000001ec 0OOOOOOEOOOOOOT3S8
.hash 000003b8 0000000000001124
.dynstr 00000c19 00000000000014dc
.rela.dyn 00008850 0OOOOOEOLO0020T8
.rela.plt 00000450 00OEEEEOOOECa948
.gec_except_table 00001960 0000AO00A000ad98
.rodata 00003434 000000000000CETS
.eh_frame_hdr 00001dbc 000000000000 TH2¢
.eh_frame 00008cd4 00000000000118e8
Jtext 000aec60 000000000001a5cO
.plt 00000300 00000000000c9220
.data.rel.ro 00002eb8 00000000000Cca520
.fini_array 00000010 00000000000cd3d8

.init_array 00000230 00000000000cd3e8

Type

DATA
DATA
DATA
DATA
TEXT
TEXT
DATA



.dynamic
.got
.got.plt
.data
.bss
.comment
.shstrtab

000001d0
000000c0O
00000188
000025d8
00000ad0
000000c6
00000104

-x: BREHXER

% armé4-v8a ob

libtacker.so:
architecture: a
start address:

Program Header:
PHDR off
**3
filesz
LOAD off
**12
filesz
LOAD off
**12
filesz
LOAD off
**12
filesz
DYNAMIC off
ign 2%*3
filesz
RELRO off
**0
filesz
EH_FRAME off
ign 2**2
filesz
STACK off
**64
filesz
NOTE off
**2
filesz

ign

ign

ign

ign

ign

ign

ign

Dynamic Section

NEEDED
NEEDED
NEEDED
NEEDED
SONAME
FLAGS

FLAGS_1
RELA

jdump

libtacker.so

00000000000cd618
00000000000cd7e8
00000000000cd8a8
00000000000cea30
00000000000d1010
0000000000000000
0000000000000000

DATA
DATA
DATA
BSS

elfé64-littleaarché4

arché4
0x000000000001a5¢c0

0xX0000000000000040

0x000000000000018
0x0000000000000000

0x00000000000c9520
0x00000000000c9520

0x0000000000003510
0x00000000000ccas3d

0x00000000000025d8
0x00000000000cc618

0x00000000000001d0
0x00000000000c9520

0x0000000000003510
0x000000000000fb2¢

0x0000000000001dbc
0x0000000000000000

0x0000000000000000
0x0000000000000238

0x00000000000000bC

liblog.so

libm.so

libdl.so

libc.so
libforce.so
0x0000000000000008
0x0000000000000001
0x00000000000020T8

vaddr

memsz
vaddr

memsz
vaddr

memsz
vaddr

memsz
vaddr

memsz
vaddr

memsz
vaddr

memsz
vaddr

memsz
vaddr

memsz

0X0000000000000040

0x0000000000000118
0X0000000000000000

0X00000000000c9520
0x00000000000ca520

0xX0000000000003510
0x00000000000cea3d

0x00000000000030h0
0x00000000000cd618

0x00000000000001d0
0x00000000000ca520

0x0000000000003ae0
0x000000000000fb2¢

0x0000000000001dbe
0xX0000000000000000

0x0000000000000000
0x0000000000000238

0x00000000000000b¢

paddr

flags
paddr

flags
paddr

flags
paddr

flags
paddr

flags
paddr

flags
paddr

flags
paddr

flags
paddr

flags

0x0000000000000040

==
0x0000000000000000

r=x
0x00000000000ca520

rw-
0x00000000000ceasd

rw-
0x00000000000cd618

rw-
0x00000000000ca520

r--
0x000000000000fb2¢c

r--
0x0000000000000000

rw-
0x0000000000000238

r--

al

al

al

al

al

al

al

al

al



RELASZ
RELAENT
RELACOUNT
JMPREL
PLTRELSZ
PLTGOT
PLTREL
SYMTAB
SYMENT
STRTAB

STRSZ
GNU_HASH
HASH
INIT_ARRAY
INIT_ARRAYSZ
FINI_ARRAY
FINI_ARRAYSZ
VERSYM
VERNEED
VERNEEDNUM

0X0000000000008850
0X0000000000000018
0X0000000000000568
0X000000000000a948
0X0000000000000450
0x00000000000cd8a8
0X0000000000000007
0x00000000000002f8
0X0000000000000018
0x00000000000014dc
0x0000000000000c19
0x0000000000000138
0x0000000000001124
0x00000000000cd3e8
0X0000000000000230
0x00000000000cd3d8
0X0000000000000010
0X0000000000000e08
0x0000000000000e 4
0X0000000000000002

Version References:
required from libdl.so:

0x00050d63

0x00 03 LIBC

required from libc.so:

0x00050d63 Ox00 02 LIBC
Sections:
Idx Name Size
00000000
.note.android.ident 00000098
.note.gnu.build-id 00000024
.dynsym 00000b10
.gnu.version 000000ec
.gnu.version_r 00000040
.gnu.hash 000001ec
.hash 000003h8
.dynstr 00000c19
.rela.dyn 00008850
.rela,.plt 00000450
.gcc_except_table 00001960
.rodata 00003434
.eh_frame_hdr 00001dbc
.eh_frame 00008cd4
Jtext 000aec60
plt 00000300
.data.rel.ro 00002eb8
fini_array 00000010
.init_array 00000230
.dynamic 000001d0
.got 000000c0
.got.plt 00000188
.data 000025d8
.bss 00000ado®
.comment 000000c6
.shstrtab 00000104

VMA

0000000000000000
0000000000000238
00000000000002d0
00000000000002f8
0000000000000e08
0000000000000ef4
0000000000000138
0000000000001124
00000000000014dc
0000000000002018
000000000000a948
000000000000ad98
000000000000c6T8
000000000000fb2¢
00000000000118e8
000000000001a5¢c0
00000000000c9220
00000000000ca520
00000000000cd3d8
00000000000cd3e8
00000000000cd618
00000000000cd7e8
00000000000cd8a8
00000000000cea30
00000000000d1010
0000000000000000
0000000000000000

Type

DATA
DATA
DATA
DATA
TEXT
TEXT
DATA

DATA
DATA
DATA
BSS



SYMBOL TABLE:

-d: RILEAHITIERSHART

textEz /L 4w
=S

symbol

Display the assembler mnemonics the machine instructions
from the input file. This option only disassembles those
sections are expected to contain instructions. If the
optional symbol argument is given, display the assembler
mnemonics starting at symbol. 1If symbol is a name

disassembly will stop at the end of the function,
otherwise it will stop when the next symbol is encountered.

If there are no matches symbol nothing will be
displayed.

Note the follow-1links option is enabled any
symbol tables linked debug info files will be and

used when disassembling.

name
name
Display information only section name.
->
=+ armé4-v8a objdump .text libtacker.so
c8eb4: ca 00 strb we, 'x19, #50]
c8eb58: e8 02 ldrb w8, [x28
c8ebc: 1f e9 01 w8, #122
c8e60: 01 e0 b.eq 0xc8e90 .datadiv_decode2444497212690810360+0x1e4bc
c8e64: 00 00 b Oxc8f74 .datadiv_decode2444497212690810360+0x1e5a
c8e68: fa ff adrp X0, Oxc000 .datadiv_decode2444497212690810360+0x1lela
c8e6¢c: 00 ec 3d X0, X0, #3963
c8e70: 00 00 b Oxc8f88 .datadiv_decode2444497212690810360+0x1e5b
c8e74: abd 00 X0, x29, #24
c8e78: el 03 aa mov X1, x22
c8e7c: b5 fa ff bl 0xc7950 .datadiv_decode2444497212690810360+0x1cf7¢c
c8e80: ca 00 strb wo, x19, #50]
c8e84: e8 02 ldrb w8, x28
c8e88: 1f e9 01 w8, #122
c8e8c: 07 00 b.ne 0xc8f74 .datadiv_decode2444497212690810360+0x1e5a
c8e90: a0d 00 X0, x29, #24

c8e94: el 03 aa mov X1, x22



le

c8eg8:
c8efdc:

c8eald:
c8eas:
c8ea8:
c8eac:
c8ebh0:
c8eb4:
c8ebs:

c9174:
c9178:
c917¢c:
€9180:
c9184:
€9188:
c918c:
€9190:
€9194:
€9198:
c919c:
c91a0:
c91a4:
c91a8:
c9lac:
c91b0:
c91b4:
c91b8:
c91bc:
c91c0:
c91c4:
c91c8:
c9icc:
€91d0o:
c91d4:
c91d8:
c91dc:
c91e0:
c9le4:
c91e8:
c9lec:
c91f0:
c91f4:
c91f8:
c9ifc:
€9200:
c9204:
c9208:
c920c:
€9210:
c9214:
c9218:
c921c:

05
of

of
f7

00
if
co
5f
00
02
04
06
08
0a
oc
Oe

la
1c
le
el
01
le
00
02
04
06
08
0a
oc
Oe

la
ic
le
if
00
co

fa
fa

00
00
ce
06
7c
04
02

03

04
Oc

1c

2c

3¢

4c

5¢c

6c

03

7c

04
oc

1lc

2c

3¢

4c

5¢c

6c

00

04

00
03

£
ff

00
03
00
03
00

00
5f
03
00
01
02
03
04
05
06
07
08
09
Oa
0b
0c
ed
Oe
00
00
00
00

la
1b
1c
1d
le
if
01
01

5f

fo

ds

ds

fo
as

de
ds
as
as
as
as
as
as
as
as
as
as
as
as
as
as
as
fo

fo
fo
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
fd
fd
d2
de

bl
adrp

mov
b

hint
strb
hint

ldr
ldp
mov
ret
hint
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
str
mov
str
str
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
str
str
mov
ret

Oxc7950 .datadiv_decode2444497212690810360+0x1cf7¢c

X24, Oxfo00 .datadiv_decode2444497212690810360+0x1e

X24, X24, #2396

w25, #1
Oxc8ebc .datadiv_decode2444497212690810360+0x1e4e
#36
w25, (x19, #51]
#36

X238, Xx23, #1

x16, (X0, #248]

X0, x1, x0
sp, x16

#34

X0, x1, x0

X2, X8, x0, #16]
X4, X5, x0, #32]
X6, X7, x0, #48]
X8, X9, x0, #64]
x10, x11, X0, #80]
x12, x13, x0, #96]
x14, x15, x0, #112]
x16, x17, x0, #128]
x18, x19, x0, #144]
X20, x21, x0, #160]
X22, %23, x0, #176]
X24, x25, 'x0, #192]
X26, X27, X0, #208]
X28, X29, X0, #224]
x30, X0, #240]

x1, sp

X1, (X0, #248]

x30, X0, #256]

de, di, x0, #272]
d2, d3, x0, #288]
d4, d5, x0, #304]
dé, d7, x0, #320]
ds, d9, 'x0, #336]
di1e, di11, x0, #352]
di12, di13, x0, #368]
di14, di15, 'x0, #384]
di16, di17, x0, #400]
di8, di19, x0, #416]
d20, d21, x0, #432]
d22, d23, x0, #448]
d24, d25, x0, #464]
d26, d27, x0, #480]
d28, d29, 'x0, #496]
d30, (x@, #512]

d31, x0, #520]

X0, #0




RBEXRZT,
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relocEx LR
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symbol

Display the assembler mnemonics the machine instructions
from the input file. This option only disassembles those
sections are expected to contain instructions. If the
optional symbol argument is given, display the assembler
mnemonics starting at symbol. 1If symbol is a name

disassembly will stop at the end of the function,
otherwise it will stop when the next symbol is encountered.
If there are no matches symbol nothing will be
displayed.

Note the follow-1links option is enabled any
symbol tables linked debug info files will be and
used when disassembling.

Print the relocation entries of the file. If used with or
-D, the relocations are printed interspersed with the
disassembly.

->

+ armé4-v8a objdump libtacker.so libtacker_objdump_d_r.coffee

libtacker.so: elfé64-littleaarché4
Disassembly of section .text:

000000000001a5¢c0® .text

1a5c0: 5f 03 d5 hint #34

la5c4: 05 00 adrp X0, 0xcabOO® .text+Ox2c

1a5c8: 00 X0, x0, #1312

la5cc: 1d bb 02 b 0xc9240 _ cxa_finalize@plt

1a5d0: 5f 038 d5 hint #34

1a5d4: cO 03 5 d6 ret

1a5d8: 5f 038 d5 hint #34

lab5dc: ac a9 02 b Oxc4c8c .datadiv_decode2444497212690810360+0x1a2b
l1a5e0: 5f 03 d5 hint #34

la5e4: 00 00 b4 chz X0, 0x1a5f0® .text+0Ox3



labe8:
la5ec:
1a5f0:
la5f4:
1a5f8:
la5fc:
1a600:
1a604:
2elilc:
2e120:
2e124:
2e128:
2el2c:
2e130:
2e134:
2e138:
2e13c:
2e140:
2e144:
2e148:
2el4c:
2e150:
2e154:
2e158:
2el5c:
2e160:
2e164:
2e168:
2el6c:

000000000002e2bc

2e2bc:
2e2c0:
2e2c4:
2e2c8:
2e2cc:
2e2d0:
2e2d4:

2e2d8:
2e2dc:
2e2e0:
2e2e4:
2e2e8:
2e2ec:
2e2f0:
2e2f4:
2e2f8:
2e2fc:
2e300:
2e304:
2e308:

fo
00
co
5f
08
08

08
if

if
al
eo
el
e2
e3
03

a8
5
f4
fe
f7
fd
co
ff
fd
fd

fd
fc
fa
T8
6
f4
01

di

03
02
03

00

05

bé
01
01
01
ff
03
03
03
03
08

a2
ff
af

0b
7b
03

7b

7b
6f

5f

4f
05

Oe
co
ob
ob
05
Oe
02
00
od
od
Oe
of
od

2e30c: ea 03

00
if
5f
03
00

00

b3

00

ff

if
00

a4
ff

c4
5f
01
02
00

ba
01
02
03
04
05
00

aa
de
de
ds

6b

6b

aa
aa
2a
2a

ad
ad
fo
a8
dé
di
ad

a9
a9
a9
a9
a9
ag

2a

mov
br
ret
hint
adrp

adrp

movk
b.eq

b.ne
mov
mov
mov
mov
bl
mov
movk
b
1ldp
1ldp
ldr
1ldp
ret
sub
stp

stp
stp
stp
stp
stp
stp
adrp

mov

mov
mov
mov
mov
mov
ldrb
mov
mov
mov
mov
mov
mvn

x16, x0
x16

#34

X8, 0x1a000 .text+Ox3
X8, x8, #1504

X2, 0xcaBO0 .text+0Ox30
X2, X2, #1312

w8, #40368, lsl #16
w8, w23
0x2e150 .datadiv_decodel7838636323198310142+0x282
w8, w22
0x2e120 .datadiv_decodel7838636323198310142+0x27f
X0, X20
x1, X19
w2, w2l
w3, wzr
0x3014c .datadiv_decode8952246851265070369+0x6b
w8, #421583
w8, #9498, lsl #16

0x2e120 .datadiv_decode17838636323198310142+0x27f

X20, x19, ' sp, #48]
X22, x21, ' sp, #32]
X238, 'sp, #16]

X29, x30, sp/, #64

sp, sp, #80
X29, x30, sp, #32]
X29, sp, #32

.datadiv_decode1832841752945454700

X29, x80, 'sp, #-96]|

X28, x27, sp, #16]

X26, Xx25, 'sp, #32]

X24, x23, sp, #48]

X22, x21, 'sp, #64]

X20, x19, sp, #80]

x1, 0xceP0O .datadiv_decode18328417529454547004+0x29

wil7, #118
X1, x1, #3312
w9, #91
wils, #-92
wo, #-46
wil6, #-119
wil3, #22
w8, [x1
w5, #-109
w21, #1608
W7, #113
w3, #122
w25, #104
wle, w8



2e310:
2e314:

c913c:
€9140:
€9144:
€9148:
c914c:
€9150:
c9154:
c9158:
c915¢c:
€9160:
c9164:
€9168:
c916¢c:
€9170:
c9174:
€9178:
c917c:
€9180:
c9184:
c9188:
c918c:
€9190:
€9194:
€9198:
c919c¢c:
c91a0:
c91a4:
c91a8:
c9lac:
c91b0:
c91b4:
c91b8:
c91bc:
c91c0O:
c91c4:
c91c8:
c9icc:
€91d0:
c91d4:
c91d8:
c91dc:
c91e0:
c9le4:
c9le8:
c9lec:
c91f0:
c91f4:
co1f8:
coifc:
€9200:
c9204:

eb
ol

06
08
0a
oc
Oe

la
ic
le
if

00
if
co
5f
00
02
04
06
08
Oa
oc
Oe

la
1c
le
el
01
le
00
02

06
08
Oa
0c
Oe

01
05

ic
2c
3c
4c
5c
6¢c
00
04
7c
04
02
03

04
oc

1lc

2c

3¢

4c

5¢

6c

03

7c

04
Oc

1lc

2c

3c

4c

5¢c

la

5a
5b
5c
5d
5e
5f

00
5f
03
00
01
02
03
04
05
06
07
08
09
Oa
0b
0c
ed
Oe
00
00
00
00

la
1b
ic
1d

0a

6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
fd
fd
fo
a9

dé
ds
a9
a9
a9
a9
a9
a9
a9
a9
a9
a9
a9
a9
ad
a9
a9
fo

fo
fo
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d
6d

bic
and

1ldp
1ldp
1ldp
1ldp
1ldp
1ldp
1ldp
1ldp
1ldp
1ldp
1ldp
1ldp
ldr
ldr
ldr
1ldp
mov
ret
hint
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
str
mov
str
str
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp
stp

will, w8, w8
wil2, w8, #0Oxco

de,

ds,

die,
di2,
di4,
die,
dis,
d2e,
d22,
d24,
d26,
d2s,
d3e,
d31,
x16,
X0,

Spy

#34
X0,
X2,
X4,
X6,
X8,
x10,
x12,
x14,
x16,
x18,
X20,
X22,
X24,
x26,
x28,
x30,
X1,
X1,
x30,
do,
dz,
d4,
dse,
ds,
die,
diz,
di4,
die,
dis,
d2e,
d22,
da24,

d7,
ds,
dii,
dis,
dis,
di7,
dis,
d21,
d23,
d25,
d27,
d29,
X0,
X0,
X0,
X1,
x16

x1,
x3,
x5,
X7,
X9,
x11,
x13,
x15,
x17,
x19,
x21,
X283,
x25,
x27,
x29,
x0,
sp
X0,
X0,
di,
d3,
ds5,
d7,
d9,
di1,
dis,
dis,
di7,
die,
da21,
d23,
d2s,

X0, #320]

X0, #336]
X0, #352]
X0, #368]
X0, #384]
X0, #400]
X0, #416]
X0, #432]
X0, #448]
X0, #464]
X0, #480]
X0, #496]
#512]
#520]
#248]

X0

X0

X0, #16]

X0, #32]

X0, #48]

X0, #64]
X0, #80]
X0, #96]
x0, #112]
X0, #128]
X0, #144]
X0, #160]
x0, #176]
X0, #192]
x0, #208]
X0, #224]
#240]

#248]

#256]

X0, #272]

X0, #288]

X0, #304]

X0, #320]

X0, #336]
X0, #352]
X0, #368]
X0, #384]
X0, #400]
X0, #416]
X0, #432]
X0, #448]
X0, #464]



€9208:
c920c:
€9210:
€9214;
€9218:
c921ic:

la 6¢c
1c

le 00
if 04
00 00
co 03

le 6d
if 6d
01 fd
01 fd

d2
5f d6

stp
stp
str
str
mov
ret

Disassembly of section .plt:

d26, d27, (X0, #480]
d28, d29, (X0, #496]
d30, x0, #512]

d31, x0, #520]

X0, #0

00000000000c9220 ,plt :
€9220: fO 7b bf a9 stp x16, x30, 'sp, #-16]!
€9224: 00 00 adrp x16, Oxcdee® .plt+Ox1
€9228: 5e fo ldr x17, [x16, #2232]
c922¢c: e2 Xx16, x16, #2232
€9230: 02 1f dé br x17
€9234: 1f 03 db5 nop
€9238: 1f 03 db5 nop
€923¢c: 1f 03 d5 nop
00000000000c9240 __cxa_finalize@plt :
€9240: 00 00 adrp Xx16, Oxcd0E® __cxa_atexit@plt
c9244: o ldr x17, [x16, #2240]
€9248: 02 X16, Xx16, #2240
€924c: 02 1f d6 br x17
00000000000c9370 strlen@plt :
c9370: 00 00 adrp x16, 0xcd0e® realloc@plt
c9374: ae 9 ldr x17, [x16, #2892]
c9378: X16, x16, #2392
c937c: 02 1f d6 br x17

00000000000c9480 getauxval@plt :

x16, 0xcd0O® __system_property_get@plt
x17, [ x16, #2528]

x16, x16, #2528
x17

__system_property_get@plt :

€9480: 00 00 adrp

€9484: f2 f9 ldr

c9488:

c948c: 02 1f d6 br
00000000000c9490

€9490: 00 00 adrp

€9494: 6 fo ldr

c94098: a2

c949c: 02 1f d6 br
00000000000c94a0 strncmp@plt :

c94a0: 00 00 adrp

c94a4: fa f9 ldr

c94a8: c2

x16, OxcdOEO® strncmp@plt
x17, [x16, #2536]

x16, x16, #2536
x17

x16, 0xcdeeO® fprintf@plt
x17, [x16, #2544]
X16, x16, #2544



c94ac: 02 1f d6 br x17

00000000000c94e0 pthread_rwlock_unlock@plt :

€94e0: 00 00 adrp x16, Oxcdoe®@ dl_iterate_phdr@plt
c94e4: Oa fo ldr x17, [x16, #2576]

c94e8: x16, x16, #2576

c94ec: 02 1f d6 br x17

00000000000c94T0 dl_iterate_phdr@plt :

c9470: 00 00 adrp x16, Oxcdee® pthread_rwlock_rdlock@plt
c94f4: Oe fo ldr x17, ' x16, #2584]

c94f8: x16, x16, #2584

co4fc: 02 1f d6 br x17

00000000000c9500 pthread_rwlock_rdlock@plt :

€9500: 00 00 adrp x16, Oxcdee® fwrite@plt
c9504: fo ldr x17, ' x16, #2592]

c9508: Xx16, x16, #2592

c950¢c: 02 1f dé br x17

00000000000c9510 fwrite@plt :

€9510: 00 00 adrp x16, 0xcdoOO® fwrite@plt+0Ox1
c9514: fo ldr x17, [x16, #2600]

c9518: a2 Xx16, x16, #2600

c951c: 02 1f d6 br x17

J

1]

-s: EREBTTHNAR

-+ armé4-v8a objdump libtacker.so libtacker_objdump_s.coffee

libtacker.so: elfé64-littleaarché4

Contents of section .note.android.ident:
0238 08000000 01000000 416e6472 Andr
0248 67696400 00000000 oid .r24

0258 00000000 OEEEEEEE OEEEEEEE OEEEEEEO
0268 00000 OEEEEEEE OEEEEELEE CEEEEEEO
0278 0OOOOEEO OEEEEEEE OEEEEEEE OEEEEEEO
(01-1-0lo]o]o]olo]o]o M0]o]o]o]o]o]o]o]

0298 000OOEEO OEEEEEEL EEEEEEEE CEEEEEEO
02a8 00000000 00OOOEE0 0OOEEOLO 0OCEOLOO
02b8 00000000 00OOOCE0 0OEEEOEO 0OCEOLOO
02c8 00000000 00OOO00O0

Contents of section .note.gnu.build-id:

02d0 04000000 03000000 474e5500 GNU.
02e0 32269496 ef440c78 5356664f .D.XSVfO.FF.
020 5d3c61lad a.

Contents of section .dynsym:
02f8 00000000 00000000 0OOEEOO 0OCOOLOO



c

c

c

-t:

Y

0308 00O0OEOO OEOEOLOO
0318 0000OEE0 OEOEOAOO
0328

0338 00000000 OEOEOAOO
0348 00000000 OEOEOAOO
dof70e
dofse
dofoo
dofa0
dofbe
dofco
dofde
dofe®

5a565416
5b167758
a9cdelef
flede8e2

5f564b5a
4d504f5¢
e5f3eee8
e0f5e8ee
00000000
00000000
00000000
00000000

00000000
00000000
00000000
(s [0} o {0 I0]0]o]o]o]o] o]0 l0]o]o]o]o]o]o]o]
d1000 GEEEEEEE 0EEEEEE0
ontents of section .bss
skipping contents of bs
ontents of section .com
0000 4c696e6b 65723a20
0010 2310063 6c616e67
0020 2031342e 302e3000
0030
0040
0050
0060
0070
0080
0090
00a0
00bo
00co 0000
ontents of section .shs
0000 002e696e 69745761
0010 6e695761
0020 67617400
0030 74652e61
0040 002e676T
0050 706c7400
0060 002e6568
0070 676e752e
0080 6174612e
0090 2e64796e
00a0 6e002e64
00bo
00co
00d0e
00e0
(ofo} o}
0100

6162072
6e672076

69642e67
636f6d2f
766d2d70

6f61676C
746f6f6C
72616465

2e636f6d
6e64726f
742e706¢C
2e627373
51667261

72656c2e
002e676e
796e7379
2e65685f
6363565
2e6e6f74
6964002e

652e676e
64796e61
62002e72

ERHFSR

armé4-v8a objdump

01000000
00000000 00000000
00000000 00000000
1d0e0eee0
00000000 00000000

5c165849
715¢5549
e5aee0f1
efbaa8d7
08000000
00000000
00000000
00000000
00000000

s section at
ment:
4c4c4420 31342e30
73696f6e
4166472 67696420
2c206261

20636c61
342e302e
6e64726f
7263652e

6e2f6¢c6C

662031
3a2f2f61
65736175

trtab:

002e6669
7874002e
002e6e6T
64656e74
656c612e
6e737472
6472002e
72002e64
72656¢c61
7273696f
6e752e68
65002e67
6266500
696c642d
2e736873
61002e64

002e7465
6d656e74
69642e69
74002e72
002e6479
6d655f68
696f6e5f
726f002e
752e7665
6d002e67
6672616d
7457461
752e6275
60696300
61646174

libtacker.so

5c4b3900
flaecOf1

00000000
00000000
00000000
00000000
00000000

ZVT._VKZ' .XII.UP
«WXMPO .q UL K9.

d1010, dlae®@

Linker: LLD
.1.clang version
.0.Android
, based
on r437112b  cla
ng version
https://andro
id.googlesource.
com/toolchain/11
vm-project
48b81b95fc603505
dfc881b45103beel

init_array. fi
ni_array . text
got. .comment. no
te.android.ident

got.plt. rela.
plt bss. .dynstr

eh_frame_hdr
gnu.version_r .d
ata.rel.ro. rela
.dyn. .gnu.versio
n..dynsym. gnu.h
ash. .eh_frame g
cc_except_table,
.hote.gnu.build-

id. dynamic. shs
trtab rodata .d
ata.



libtacker.so: elfé4-littleaarché4

SYMBOL TABLE:
. — N 22
-T: EREISHESR
% armé4-v8a objdump libtacker.so
libtacker.so: elf64-littleaarch64

DYNAMIC SYMBOL TABLE:

0000000000000000 DF *UND* 0000000000000000 LIBC __cxa_finalize
0000000000000000 DF *UND* 0000000000000000 LIBC __Cxa_atexit
0000000000000000 DF *UND* 0000000000000000 __android_log_print
0000000000000000 DF *UND* 0000000000000000 LIBC __stack_chk_fail
0000000000000000 DF *UND* 0000000000000000 LIBC memset
0000000000000000 DF *UND* 0000000000000000 LIBC strncpy
0000000000000000 DF *UND* 0000000000000000 LIBC strncat
0000000000000000 DF *UND* 0000000000000000 LIBC pthread_self
0000000000000000 DF *UND* 0000000000000000 LIBC malloc
0000000000000000 DF *UND* 0000000000000000 LIBC

0000000000000000 DF *UND* 0000000000000000 LIBC posix_memalign
0000000000000000 DO *UND* 0000000000000000 LIBC __SF
0000000000000000 DF *UND* 0000000000000000 LIBC vfprintf
0000000000000000 DF *UND* 0000000000000000 LIBC fputc
0000000000000000 DF *UND* 0000000000000000 LIBC vasprintf
0000000000000000 DF *UND* 0000000000000000 LIBC android_set_abort_messa
ge

0000000000000000 DF *UND* 0000000000000000 LIBC openlog
0000000000000000 DF *UND* 0000000000000000 LIBC syslog
0000000000000000 DF *UND* 0000000000000000 LIBC closelog
0000000000000000 DF *UND* 0000000000000000 LIBC abort
0000000000000000 DF *UND* 0000000000000000 LIBC strlen
0000000000000000 DF *UND* 0000000000000000 LIBC realloc
0000000000000000 DF *UND* 0000000000000000 LIBC memmove
0000000000000000 DF *UND* 0000000000000000 LIBC __memmove_chk
0000000000000000 DF *UND* 0000000000000000 LIBC __strlen_chk
0000000000000000 DF *UND* 0000000000000000 LIBC memchr
0000000000000000 DF *UND* 0000000000000000 LIBC __vsnprintf_chk
0000000000000000 DF *UND* 0000000000000000 LIBC memcpy
0000000000000000 DF *UND* 0000000000000000 (LIBC pthread_mutex_lock
0000000000000000 DF *UND* 0000000000000000 (LIBC pthread_mutex_unlock
0000000000000000 DF *UND* 0000000000000000 (LIBC calloc
000000000000EEE0 DF *UND* 0000000000000000 (LIBC strcmp
00000000000000C0 DF *UND* 0000000000000000 (LIBC pthread_getspecific
000000000000CEE0O DF *UND* 0000000000000000 (LIBC pthread_once
000000000000CEE0 DF *UND* 0000000000000000 (LIBC pthread_setspecific
000000000000CEC0 DF *UND* 0000000000000000 (LIBC pthread_key_delete
00000000000EEEEO DF *UND* 0000000000000000 (LIBC pthread_key_create
000000000000CEC0 DF *UND* 0000000000000000 (LIBC getauxval

0000000000000000 DF *UND* 0000000000000000 (LIBC __system_property_get



0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000

0000000000044ce8 ¢

209816376729

0000000000078a04 ¢

71257331957
00000000000a8a58
181486223822
0000000000076128
74783633952

00000000000a8884 ¢

414295225912
00000000000a2438
0000000000026d98
288954124723

000000000005c790
00074701063
000000000005ed50
753704794795
00000000000a5e74
52017557296

1 ERAASEEMAL

DF
DF
DF
DF
DF
DF
DF
DF
DF
DF
DF
DF
DF
DF
DF
g ©DOF
g OF
g ©DOF

=+ armé4-v8a objdump

libtacker.so:

-R: EREHSEEMAL

+ armé4-v8a objdump

00000000000cd858
00000000000cd860
00000000000cd868
00000000000cd870
00000000000cd878
00000000000cd880
00000000000cd888
00000000000cd890
00000000000cd898
00000000000cd8a0

R_AARCH64_RELATIVE
R_AARCH64_RELATIVE
R_AARCH64_RELATIVE
R_AARCH64_RELATIVE
R_AARCH64_RELATIVE
R_AARCH64_RELATIVE
R_AARCH64_RELATIVE
R_AARCH64_RELATIVE
R_AARCH64_RELATIVE
R_AARCH64_RELATIVE

*UND*
*UND*
*UND*
*UND*
*UND*
*UND*
*UND*
*UND*
text

text

text

text

text

text

text

text

text

text

0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000000000000
00000000000019d0

0000000000000a88

0000000000000 34

0000000000000870

0000000000000004

000000000000059¢C

00000000000048e0

0000000000000004

00000000000018a0

0000000000000004

libtacker.so

elfé64-littleaarché4

libtacker.so

LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC
LIBC

*ABS*+0Xcc650
*ABS*+OXT3b9

*ABS*+0xcc668
*ABS*+0xf3b0

*ABS*+0xcc680
*ABS*+0xcc698
*ABS*+0xcd1a8
*ABS*+0xcd1do
*ABS*+0xcd2a0
*ABS*+0xcd2c8

strncmp

fprintf

fflush
pthread_rwlock_wrlock
pthread_rwlock_unlock
dl_iterate_phdr
pthread_rwlock_rdlock
fwrite
.datadiv_decode16117807

.datadiv_decode99019400
.datadiv_decodel14716202

.datadiv_decode48915969

.datadiv_decodel11706101
JNI_OnLoad

.datadiv_decodel2335027
.datadiv_decodel5522057
.datadiv_decodel5147620

.datadiv_decode54544065



00000000000cece8
00000000000d0TdO
00000000000d0fd8
00000000000d0Te0
00000000000d0fe8
00000000000dOTf0
00000000000d0Tf8
00000000000d1000
00000000000cd828
00000000000cd460
00000000000cd500
00000000000cd5f8
00000000000cd4e8
00000000000cd570
00000000000cd488
00000000000cd490
00000000000cd4a0
00000000000cd4e0
00000000000cd5h8
00000000000cd410
00000000000cd4cO
00000000000cd520
00000000000cd578
00000000000cd598
00000000000cd470
00000000000cd508
00000000000cd550
00000000000cd5a8
00000000000cd528
00000000000cd538
00000000000cd548
00000000000cd568
00000000000cd428
00000000000cd4d0
00000000000cd5T0
00000000000cd3e8
00000000000cd418
00000000000cd450
00000000000cd4f8
00000000000cd458
00000000000cd480
00000000000cd5cO
00000000000cd400
00000000000cd478
00000000000cd4a8
00000000000cd4d8
00000000000cd4f0
00000000000cd510
00000000000cd580
00000000000cd3f8
00000000000cd518
00000000000cd540
00000000000cd5c8
00000000000cd5e8
00000000000cd468
00000000000cd530

R_AARCH64_RELATIVE
R_AARCH64_RELATIVE
R_AARCH64_RELATIVE
R_AARCH64_RELATIVE
R_AARCH64_RELATIVE
R_AARCH64_RELATIVE
R_AARCH64_RELATIVE
R_AARCH64_RELATIVE
R_AARCH64_GLOB_DAT
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64
R_AARCH64_ABS64

*ABS*+0Xxc206¢C

*ABS*+0xach9c

*ABS*+0Oxacchc

*ABS*+0xd4a7

*ABS*+0xd12al

*ABS*+0xd12e0

*ABS*+0xd12e0

*ABS*+0xdlae0

__SF
.datadiv_decodel16117807209816376729
.datadiv_decode9901940071257331957
.datadiv_decodel14716202181486223822
.datadiv_decode4891596974783633952
.datadiv_decode9339716730803528690
.datadiv_decode13183548145838600894
.datadiv_decode3525000441545555282
.datadiv_decode8298916886736451040
.datadiv_decode6610309240369344955
.datadiv_decode5742785139195766122
.datadiv_decode12946686905750037712
.datadiv_decode12620377358555187834
.datadiv_decode15294134973280561020
.datadiv_decodel123525175395121774
.datadiv_decode17486258817593906496
.datadiv_decodel15789135661111847785
.datadiv_decode9708024290202508361
.datadiv_decode12389017544255092540
.datadiv_decode8646520184225136992
.datadiv_decode5555087159661513939
.datadiv_decode18018071361702630102
.datadiv_decode11327300974587163078
.datadiv_decode13214095259256631718
.datadiv_decode3631146530348700705
.datadiv_decode8050698040297613930
.datadiv_decodel11706101414295225912
.datadiv_decodel12335027288954124723
.datadiv_decodel18261546535841772752
.datadiv_decode5616837089396308971
.datadiv_decode13827763977763901235
.datadiv_decode14151120317447827231
.datadiv_decode11770512853690929982
.datadiv_decodel14401673864441325462
.datadiv_decode8952246851265070369
.datadiv_decode5074647643595886391
.datadiv_decode11553230420239584337
.datadiv_decode11784788714666544642
.datadiv_decodel15357274442415173716
.datadiv_decode16313801769778548889
.datadiv_decode18380577887196024106
.datadiv_decode18328417529454547004
.datadiv_decode12121706469311219939
.datadiv_decode4193671268968804409
.datadiv_decode6405721680354649260
.datadiv_decode8316381480288167535
.datadiv_decodel2672127785521407892
.datadiv_decodel095597082262436137



00000000000cd558
00000000000cd588
00000000000cd448
00000000000cd4c8
00000000000cd560
00000000000cd5a0
00000000000cd600
00000000000cd408
00000000000cd4b8
00000000000cd590
00000000000cd5h0
00000000000cd5d0
00000000000cd5e0
00000000000cd608
00000000000cd420
00000000000cd438
00000000000cd440
00000000000cd3f0
00000000000cd430
00000000000cd498
00000000000cd4b0
00000000000cd5d8
00000000000cd8cO
00000000000cd8c8
00000000000cd8d0
00000000000cd8d8
00000000000cd8ed
00000000000cd8e8
00000000000cd8f0
00000000000cd8f8
00000000000cd900
00000000000cd908
00000000000cd910
00000000000cd918
00000000000cd920
00000000000cd928
00000000000cd930
00000000000cd938
00000000000cd940
00000000000cd948
00000000000cd950
00000000000cd958
00000000000cd960
00000000000cd968
00000000000cd970
00000000000cd978
00000000000cd980
00000000000cd988
00000000000cd990
00000000000cd998
00000000000cd9a0
00000000000cd9a8
00000000000cd9b0
00000000000cd9b8
00000000000cd9cO
00000000000cd9c8
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__Cxa_atexit

__android_log_print
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strncat

pthread_self
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posix_memalign
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android_set_abort_message
openlog

syslog

closelog

abort

strlen

realloc

memmove
__memmove_chk
__strlen_chk

memchr
__vsnprintf_chk
memecpy
pthread_mutex_lock
pthread_mutex_unlock
calloc

strcmp
pthread_getspecific
pthread_once
pthread_setspecific
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» ~ objdump
OVERVIEW: llvm object

USAGE: objdump options

OPTIONS:
--adjust-vma offset
--all-headers

and the symbol table
--arch-name value

argets
--archive-headers

dumper

input object files

Increase the displayed address by the specified offset
Display all available header information, relocation entries
Target arch to disassemble for, see availlable t
Display archive header information

Alias --archive-headers
Alias

--debug-vars-indent value

Distance to indent the source-level variable display, relativ

e to the start of the disassembly

--debug-vars value

Print the locations in registers or memory of source-level

variables alongside disassembly. Supported formats: ascii, unicode (default

--disassemble-all
--disassemble-symbols

Demangle symbol names
Disassemble all sections found the input files

value

List of symbols to disassemble. Accept demangled names when

is specified, otherwise accept mangled names

--tdisassemble-zeroes

Do not skip blocks of zeroes when disassembling

--disassembler-options options

value

alue is
--dynamic-reloc
--dynamic-syms

--fault-map-section
--file-headers
--full-contents

value
--line-numbers

al,+a2, -ag,
cpu-name
value

--no-leading-addr

Pass target specific disassembler options
Disassemble all executable sections found the input files
Dump the specified DWARF debug sections. The only supported v

Display the dynamic relocation entries the
Display the contents of the dynamic symbol table
Alias --disassemble-all

Alias

Display the content of the fault map section

Display the contents of the overall header
Display the content of each section

Alias --file-headers

Alias --section-headers

Display available options (--help-hidden

Alias --section-headers

Alias

When disassembling, display line numbers. Implies
Alias --line-numbers

Use MachO specific object parser

Target specific attributes (--mattr help details
Target a specific cpu --mcpu help details
Alias --disassembler-options

Alias

When disassembling, not print leading addresses



--no-print-imm-hex

--no-show-raw-insn
bytes.

--prefix-strip prefix
without

prefix
--print-imm-hex
--private-headers

--raw-clang-ast

--section-headers
value
ment, section
--show-1ma

sembly. Implies

--start-address address

and printing symbols
--stop-address address

and printing symbols
--symbol-description

OFF files only.
--symbolize-operands

value
targets

--unwind-info

--x86-asm-syntax att
--x86-asm-syntax intel

immediate values (default
not print the instruction

Do not use hex
When disassembling instructions,

Strip out initial directories from absolute paths. No effect

Add prefix to absolute paths

Use hex immediate values
Display specific headers
Alias --private-headers

Dump the raw binary contents of the clang AST section
Display the relocation entries the

Alias --dynamic-reloc

Alias

Display summaries of the headers each section,
Operate on the specified sections only. With dump seg
when dumping ELF section headers
interleaved with the disas

Display LMA
When disassembling, display

Set the start address disassembling, printing relocations

Set the stop address disassembling, printing relocations

Add symbol description disassembly. This option is XC
Symbolize instruction operands when disassembling
Display the symbol table

Alias

Alias --full-contents

Target triple to disassemble for, see available
Alias
Alias
Display unwind information

--dynamic-syms

Alias --unwind-info

Display the version of this program

Alias

Ignored compatibility with GNU objdump

Emit AT T-style disassembly
Emit Intel-style disassembly
Alias --all-headers

Alias --disassemble-zeroes

llvm-objdump MachO Specific Options:

value

architecture's

from a Mach-0 to dump

--archive-member-offsets

equires

--data-in-code
cho
--dis-symname value

Print the offset to each archive member
and --archive-headers

Display mach-o0 binding info

Print the data

Mach-0 archives r

code table Mach-0 objects (requires --ma

disassemble just this symbol

s the dylib Mach-0 requi



res --macho
--dylibs-used

res --macho
--exports-trie
--full-leading-addr
--function-starts

-macho

--indirect-symbols
ho
--info-plist
quires --macho
--lazy-bind
--link-opt-hints
es --macho
--no-leading-headers

--no-symbolic-operands

--non-verbose
rm (requires --macho
--objc-meta-data
ires --macho
--private-header

-macho
--universal-headers
--weak-bind

Pass @FILE as argument to

Print the shared libraries used linked Mach-0 files (requi
Display mach-o exported symbols

Print full leading address

Print the starts table Mach-0 objects (requires -

Print line information from debug info available
Print indirect symbol table Mach-0 objects (requires --mac
Print the info plist section as strings Mach-0 objects (re

Display mach-o lazy binding info

Print the linker optimization hints Mach-0 objects (requir
Print no leading headers
not symbolic operands when disassembling (requires --macho

Print the info Mach-0 objects non-verbose or numeric fo

Print the Objective-C runtime meta data Mach-0 files (requ
Display only the first specific header

Display mach-o rebasing info

Print the runtime search paths the Mach-0 requires -

Print Mach-0 universal headers
Display mach-o weak binding info

requires --macho

options from FILE.
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0BJDUMP GNU Development Tools 0BJDUMP

NAME
objdump - display information from object files

SYNOPSIS
objdump ' -a --archive-headers
-b bfdname --target bfdname
-C --demangle style
-d --disassemble symbol
-D --disassemble-all
-z --disassemble-zeroes
-EB -EL --endian 'big 1little
-f --file-headers
-F --file-offsets
--file-start-context
-g --debugging
-e --debugging-tags
-h --section-headers --headers
-1 --info
-j section --section section
-1 --line-numbers
-S --source
--source-comment text
-m machine --architecture machine
-M options --disassembler-options options
-p --private-headers
-P options --private options
-r --reloc
-R --dynamic-reloc
-s --full-contents
-W lLiaprmfFsoORtUuUTgAck
--dwarf rawline, decodedline, info, abbrev, pubnames, aranges, macro,
frames, frames-interp, str, str-offsets, loc, Ranges, pubtypes, trace_info, trace_abbre
v, trace_aranges, gdb_index, addr, cu_index, links
-WK --dwarf follow-links
-WN --dwarf no-follow-links
-wD --dwarf use-debuginfod
-wE --dwarf do-not-use-debuginfod
-L --process-links
--ctf section
--sframe section
-G --stabs
-t --syms
-T --dynamic-syms
-X --all-headers
-w --wide
--start-address address
--stop-address address
--no-addresses
--prefix-addresses



-- no- show-raw-insn

--adjust-vma offset

--show-all-symbols

--dwarf-depth n

--dwarf-start n

--ctf-parent section

--no-recurse-limit --recurse-limit
--special-syms

--prefix prefix

--prefix-strip level

--insn-width width

--visualize-jumps color extended-color off
--disassembler-color [off terminal on extended

-U method| | --unicode method

-V --version

-H --help

objfile
DESCRIPTION

objdump displays information about one or object files. The
options control what particular information to display. This
information is mostly useful to programmers are working on
the compilation tools, as opposed to programmers just want

their program to compile and work.

objfile .. are the object files to be examined. When you specify
archives, objdump shows information on each of the member object
files.

OPTIONS
The long and short forms of options, shown here as alternatives,
are equivalent. At least one option from the list
-a,-d,-D,-e,-f,-g,-G,-h,-H,-p,-P,-r,-R, -s,-S,-t,-T, -V, -X must be
given.

--archive-header
If any of the objfile files are archives, display the archive

header information (in a similar to -1,. Besides
the information you could list with ar tv, objdump shows
the object of each archive member.

--adjust-vma offset

When dumping information, first offset to all the section
addresses. This is useful the section addresses not
correspond to the symbol table, can happen when putting

sections at particular addresses when using a
can not represent section addresses, such as a.out.

bfdname

bfdname
Specify that the object-code the object files is
bfdname. This option may not be necessary; objdump can
automatically recognize many formats.

For example,



objdump oasys vax fu.o

displays summary information from the section headers (-h 6 of
fu.o, is explicitly identified (-m ) as a VAX object

the produced by Oasys compilers. You can list
the formats available with the option,

--demangle style
Decode (demangle low-level symbol names into user-level
names. Besides removing any initial underscore prepended by
the system, this makes C++ names readable.
Different compilers have different mangling styles. The
optional demangling style argument can be used to choose an
appropriate demangling style your compiler.

--recurse-limit

--no-recurse-limit

--recursion-limit

--no-recursion-limit
Enables or disables a limit on the amount of recursion
performed whilst demangling strings. Since the name mangling
formats allow an infinite level of recursion it is
possible to create strings whose decoding will exhaust the
amount of stack space available on the machine,
triggering a memory fault. The limit tries to prevent this
from happening by restricting recursion to levels of
nesting.

The default is this limit to be enabled, but disabling it
may be necessary order to demangle truly complicated
names. Note however that the recursion limit is disabled

stack exhaustion is possible and any bug reports about
such an event will be rejected.

Display debugging information. This attempts to parse STABS
debugging information stored the and print it
out using a C like syntax. If no STABS debugging was found
this option falls back on the option to print any DWARF
information the file.

--debugging-tags
Like -g, but the information is generated a
compatible with ctags tool.

symbol
Display the assembler mnemonics the machine instructions
from the input file. This option only disassembles those
sections are expected to contain instructions. If the
optional symbol argument is given, display the assembler



mnemonics starting at symbol. 1If symbol is a name
disassembly will stop at the end of the function,
otherwise it will stop when the next symbol is encountered.

If there are no matches symbol nothing will be
displayed.

Note the follow-links option is enabled any
symbol tables linked debug info files will be and

used when disassembling.

--disassemble-all
Like -d, but disassemble the contents of all sections, not
just those expected to contain instructions.

This option also has a subtle effect on the disassembly of
instructions code sections. When option is effect
objdump will assume that any symbols present a code
section occur on the boundary between instructions and it
will refuse to disassemble across such a boundary. When
option is effect however this assumption is supressed.
This means that it is possible the output of and to
differ if, example, data is stored code sections.

If the target is an ARM architecture this switch also has the
effect of forcing the disassembler to decode pieces of data
found code sections as they were instructions.

Note the follow-1links option is enabled any
symbol tables linked debug info files will be and
used when disassembling.

--no-addresses
When disassembling, don
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--file-offsets

When disassembling sections, whenever a symbol is displayed,
also display the file offset of the region of data that is
about to be dumped. If zeroes are being skipped, then when
disassembly resumes, tell the user how many zeroes were
skipped and the file offset of the location from where the
disassembly resumes. When dumping sections, display the file
offset of the location from where the dump starts.

--file-start-context

Specify that when displaying interlisted source
code/disassembly (assumes -S) from a file that has not yet
been displayed, extend the context to the start of the file.

--section-headers
--headers

Display summary information from the section headers of the
object file,

File segments may be relocated to nonstandard addresses, for
example by using the -Ttext, -Tdata, or -Tbss options to 1d.
However, some object file formats, such as a.out, do not
store the starting address of the file segments. In those
situations, although 1ld relocates the sections correctly,
using objdump -h to list the file section headers cannot show
the correct addresses. Instead, it shows the usual
addresses, which are implicit for the target.

Note, in some cases it is possible for a section to have both
the READONLY and the NOREAD attributes set. 1In such cases
the NOREAD attribute takes precedence, but objdump will
report both since the exact setting of the flag bits might be
important.

--help

Print a summary of the options to objdump and exit.

--info

Display a list showing all architectures and object formats
available for specification with -b or -m.

-j name
--section=name

Display information only for section name.

--process-links

Display the contents of non-debug sections found in separate
debuginfo files that are linked to the main file. This
option automatically implies the -WK option, and only
sections requested by other command line options will be
displayed.

91
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-1

--line-numbers
Label the display (using debugging information) with the
filename and source line numbers corresponding to the object
code or relocs shown., Only useful with -d, -D, or -r.

-m machine

--architecture=machine
Specify the architecture to use when disassembling object
files. This can be useful when disassembling object files
which do not describe architecture information, such as
S-records. You can list the available architectures with the
-1 option.

For most architectures it is possible to supply an
architecture name and a machine name, separated by a colon.
For example foo:bar would refer to the bar machine type in
the foo architecture. This can be helpful if objdump has
been configured to support multiple architectures.

If the target is an ARM architecture then this switch has an
additional effect. It restricts the disassembly to only
those instructions supported by the architecture specified by
machine. If it is necessary to use this switch because the
input file does not contain any architecture information, but
it 1s also desired to disassemble all the instructions use
-marm,

-M options

--disassembler-options=options
Pass target specific information to the disassembler. Only
supported on some targets. If it is necessary to specify
more than one disassembler option then multiple -M options
can be used or can be placed together into a comma separated
list,

For ARC, dsp controls the printing of DSP instructions, spfp
selects the printing of FPX single precision FP instructions,
dpfp selects the printing of FPX double precision FP
instructions, quarkse_em selects the printing of special
QuarkSE-EM instructions, fpuda selects the printing of double
precision assist instructions, fpus selects the printing of
FPU single precision FP instructions, while fpud selects the
printing of FPU double precision FP instructions.
Additionally, one can choose to have all the immediates
printed in hexadecimal using hex. By default, the short
immediates are printed using the decimal representation,
while the long immediate values are printed as hexadecimal.

cpu=... allows one to enforce a particular ISA when
disassembling instructions, overriding the -m value or
whatever is in the ELF file. This might be useful to select
ARC EM or HS ISA, because architecture is same for those and
disassembler relies on private ELF header data to decide if
code is for EM or HS. This option might be specified
multiple times - only the latest value will be used. Valid



s instruction

documentation, but with register called , register
called and register called Specifying reg-
names-apcs will the name used by the ARM Procedure

Call Standard, whilst specifying reg-names-raw will just
use r followed by the register number.

There are also two variants on the APCS register naming
scheme enabled by reg-names-atpcs and reg-names-
special-atpcs use the ARM/Thumb Procedure Call Standard
naming conventions. Either with the normal register names
or the special register names .

This option can also be used ARM architectures to force
the disassembler to interpret all instructions as Thumb
instructions by using the switch

--disassembler-options force-thumb. This can be useful when
attempting to disassemble thumb code produced by other
compilers.

For AArché4 targets this switch can be used to whether
instructions are disassembled as the general instruction
using the no-aliases option or whether instruction notes
should be generated as comments the disasssembly using
notes,

For the x86, some of the options duplicate functions of the
switch, but allow finer grained control.

Select disassembly the given architecture.

Select between intel syntax mode and AT T syntax mode.

Select between AMD64 ISA and Intel64 ISA.

Select between intel mnemonic mode and AT T mnemonic
mode. Note: implies and
implies



Specify the default address size and operand size. These
five options will be overridden 0 or
appear later the option string.

When AT T mode and also a limited of
instructions when Intel mode, instructs the
disassembler to print a mnemonic suffix even when the
suffix could be inferred by the operands or, certain
instructions, the execution mode

raw
daddu or
move sll nop



t contain symbol tables

like ROM dumps ). In these cases, the entry mask
would otherwise be decoded as VAX instructions, would
probably lead the rest of the being wrongly
disassembled.

--private-headers
Print information that is specific to the object format.
The exact information printed depends upon the object
format. For some object formats, no additional
information is printed.

options
options



Print information that is specific to the object format.
The argument options is a comma separated list that depends
on the the lists of options is displayed with the

For XCOFF, the available options are:

Not all object formats support this option. In particular
the ELF does not use it.

Print the relocation entries of the file. If used with or
-D, the relocations are printed interspersed with the
disassembly.

--dynamic-reloc
Print the dynamic relocation entries of the file. This is
only meaningful dynamic objects, such as certain types of
shared libraries. As -r, used with or -D, the
relocations are printed interspersed with the disassembly.

--full-contents
Display the full contents of any sections requested. By
default all non-empty sections are displayed.

Display code intermixed with disassembly, possible.
Implies -d.

--show-all-symbols
When disassembling, show all the symbols that match a given
address, not just the first one.

--source-comment | txt
Like the option, but all code lines are displayed
with a prefix of txt. Typically txt will be a comment string
can be used to distinguish the assembler code from the
code. If txt is not provided a default string of
hash followed by a space , will be used.



prefix
Specify prefix to to the absolute paths when used with
-S.

--prefix-strip level
Indicate how many initial directory names to strip off the
hardwired absolute paths. It has no effect without
prefix.

--show-raw-insn
When disassembling instructions, print the instruction hex
as well as symbolic form. This is the default except when
--prefix-addresses is used.

--no-show-raw-insn
When disassembling instructions, not print the instruction
bytes. This is the default when --prefix-addresses is used.

--insn-width width
Display width bytes on a single line when disassembling
instructions.

--visualize-jumps color extended-color off
Visualize jumps that stay inside a by drawing ASCII
art between the start and target addresses. The optional
color argument adds color to the output using simple
terminal colors. Alternatively the extended-color argument
will color using 8bit colors, but these might not work on
all terminals.

If it is necessary to disable the visualize-jumps option
after it has previously been enabled use
visualize-jumps off,

--disassembler-color off

--disassembler-color terminal

--disassembler-color on color colour

--disassembler-color extened extended-color extened-colour
Enables or disables the use of colored syntax highlighting
disassembly output. The default behaviour is determined via
a configure option. Note, not all architectures support
colored syntax highlighting, and depending upon the terminal
used, colored output may not actually be legible.

The on argument adds colors using simple terminal colors.

The terminal argument does the same, but only the output
device is a terminal.

The extended-color argument is similar to the on argument,
but it uses 8-bit colors. These may not work on all

terminals.

The off argument disables colored disassembly.
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--dwarf rawline, decodedline, info, abbrev, pubnames, aranges, macro, frames, f
rames-interp, str, str-offsets, loc, Ranges, pubtypes, trace_info, trace_abbrev, trace_
aranges, gdb_index, addr, cu_index, links, follow-links
Displays the contents of the DWARF debug sections the
file, any are present. Compressed debug sections are
automatically decompressed temporarily before they are
displayed. 1If one or of the optional letters or words
follows the switch only those type's of data will be
dumped. The letters and words refer to the following
information:

Displays the contents of the .debug_abbrev section.

Displays the contents of the .debug_addr section.

Displays the contents of the .debug_cu_index and/or
.debug_tu_index sections.

Display the raw contents of a .debug_frame section.

Display the interpreted contents of a .debug_frame
section,

Displays the contents of the .gdb_index and/or
.debug_names sections.

Displays the contents of the .debug_info section. Note:
the output from this option can also be restricted by the
use of the --dwarf-depth and --dwarf-start options.

Displays the contents of the .gnu_debuglink,
.ghu_debugaltlink and .debug_sup sections, any of them
are present. Also displays any links to separate dwarf
object files (dwo , they are specified by the
DW_AT_GNU_dwo_name or DW_AT_dwo_name attributes the
.debug_info section.



Display the contents of any selected debug sections that
are found linked, separate debug info file's . This
can result multiple versions of the same debug section
being displayed it exists than one file.

In addition, when displaying DWARF attributes, a form
is found that references the separate debug info file,
the referenced contents will also be displayed.

Note - some distributions this option is enabled by
default. It can be disabled via the N debug option. The
default can be chosen when configuring the binutils via
the --enable-follow-debug-links yes or
--enable-follow-debug-links no options. 1If these are not

used the default is to the following of debug
links.

Note - support the debuginfod protocol was enabled
when the binutils were built this option will also

include an attempt to contact any debuginfod servers
mentioned the DEBUGINFOD_URLS environment variable.
This could take some to resolve. This behaviour can
be disabled via the do-not-use-debuginfod debug option.

Disables the following of links to separate debug info
files.

Enables contacting debuginfod servers there is a need
to follow debug links. This is the default behaviour.

Disables contacting debuginfod servers when there is a
need to follow debug links.

Displays the contents of the .debug_line section a raw
format.

Displays the interpreted contents of the .debug_line
section,

Displays the contents of the .debug_macro and/or
.debug_macinfo sections.



Displays the contents of the .debug_loc and/or
.debug_loclists sections.

Displays the contents of the .debug_str_offsets section.

Displays the contents of the .debug_pubnames and/or
.debug_gnu_pubnames sections.

Displays the contents of the .debug_aranges section.

Displays the contents of the .debug_ranges and/or
.debug_rnglists sections.

Displays the contents of the .debug_str, .debug_line_str
and/or .debug_str_offsets sections.

Displays the contents of the .debug_pubtypes and/or
.debug_gnu_pubtypes sections.

Displays the contents of the .trace_aranges section.

Displays the contents of the .trace_abbrev section.

Displays the contents of the .trace_info section.
Note: displaying the contents of .debug_static_funcs,
.debug_static_vars and debug_weaknames sections is not

currently supported.

--dwarf-depth n

Limit the dump of the section to n children.
This is only useful with --debug-dump info. The default is
to print all DIEs: the special value n will also have

this effect.

With a non-zero value n, DIEs at or deeper than n levels
will not be printed. The range n is zero-based.



--dwarf-start n
Print only DIEs beginning with the DIE numbered n. This is
only useful with --debug-dump info.

If specified, this option will suppress printing of any
header information and all DIEs before the DIE numbered n.
only siblings and children of the specified DIE will be
printed.

This can be used conjunction with --dwarf-depth.

- -dwarf-check
Enable additional checks consistency of Dwarf
information,

--ctf section
Display the contents of the specified CTF section. CTF
sections themselves contain many subsections, all of
are displayed order,

By default, display the name of the section named .ctf,
is the name emitted by 1d.

--ctf-parent member
If the CTF section contains ambiguously-defined types, it
will consist of an archive of many CTF dictionaries, all
inheriting from one dictionary containing unambiguous types.
This member is by default named .ctf, like the section
containing it, but it is possible to change this name using
the at time.
When looking at CTF archives that have been created by a
linker that uses the name changer to the parent
archive member, --ctf-parent can be used to specify the name
used the parent.

--sframe section
Display the contents of the specified SFrame section.

By default, display the name of the section named .sframe,
is the name emitted by 1d.

Display the full contents of any sections requested. Display
the contents of the .stab and .stab.index and .stab.excl
sections from an ELF file. This is only useful on systems
such as Solaris debugging symbol-table
entries are carried an ELF section. 1In other
formats, debugging symbol-table entries are interleaved with
linkage symbols, and are visible the output.

--start-address address
Start displaying data at the specified address. This affects
the output of the -d, and options.

--stop-address address



Stop displaying data at the specified address. This affects
the output of the -d, and options.

Print the symbol table entries of the file. This is similar
to the information provided by the nm program, although the
display is different. The of the output
depends upon the of the being dumped, but there
are two main types. One looks like this:

sec fl Ox00 (ty scl nx 0x00000000 .bss
sec fl Ox00 (ty scl nx 0x00000000 fred

where the number inside the square brackets is the number of
the entry the symbol table, the sec number is the section
number, the fl value are the symbol

s type, the scl number is the symbol

s value and its name.

The other common output format, usually seen with ELF based
files, looks like this:

00000000 1 d .bss 00000000 .bss
00000000 g .text 00000000 fred

Here the first number is the symbol

s name is displayed.

The flag characters are divided into as follows:
The symbol is a l, global g , unique global ‘u,
neither global nor a space or both global and
. A symbol can be neither or global a

variety of reasons, e.g., because it is used

debugging, but it is probably an indication of a bug

it is ever both and global. Unique global symbols
are a GNU extension to the standard of ELF symbol
bindings. For such a symbol the dynamic linker will
sure that the entire process there is just one symbol
with this name and use.



The symbol is weak (w or strong (a space .

The symbol denotes a constructor (C ' or an ordinary
symbol (a space .

The symbol is a warning (W, or a normal symbol (a space .
A warning symbol

s name, giving the version information associated with
the symbol. 1If the version is the default version to be used
when resolving unversioned references to the symbol it

s put into parentheses.

--special-syms
When displaying symbols include those the target
considers to be special some way and would not
normally be of interest to the user.

dilexh

default invalid locale escape hex highlight
Controls the display of UTF-8 encoded multibyte characters
strings. The default (--unicode default is to give them no

special treatment. The locale option displays the
sequence the current locale, may or may not support
them. The options hex and invalid

display them as hex byte sequences enclosed by either angle
brackets or curly braces.

The escape option displays them as escape sequences



uxxxx  and the highlight option displays them as
escape sequences highlighted red (if supported by the
output device . The colouring is intended to draw attention
to the presence of unicode sequences where they might not be
expected.

Print the version number of objdump and exit.

--all-headers

Display all available header information, including the
symbol table and relocation entries. Using is equivalent
to specifying all of -t.

Format some lines output devices that have than
columns, Also not truncate symbol names when they are
displayed.

--disassemble-zeroes

Normally the disassembly output will skip blocks of zeroes.
This option directs the disassembler to disassemble those
blocks, just like any other data.

@file
Read command-line options from file. The options are
inserted place of the original @file option. If does
not exist, or cannot be read, the option will be treated

literally, and not removed.

Options are separated by whitespace. A whitespace
character may be included an option by surrounding the
entire option either single or double quotes. Any
character (including a backslash may be included by
prefixing the character to be included with a backslash. The

may itself contain additional @file options: any such
options will be processed recursively.

SEE ALSO

nm , readelf , and the Info entries binutils.
COPYRIGHT

Copyright (¢ -2023 Free Software Foundation, Inc.

Permission is granted to copy, distribute and/or modify this
document under the terms of the GNU Free Documentation License,
Version or any later version published by the Free Software
Foundation: with no Invariant Sections, with no Front-Cover
Texts, and with no Back-Cover Texts. A copy of the license is
included the section entitled
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e -I : binaryinfo

rabin2 binaryFile

e -i ! imports
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e -E . exports

rabin2 binaryFile

e -1 : linked libraries

rabin2 binaryFile

e -z ! strings (from data section)

rabin2 binaryFile

e -s ! symbols

rabin2 binaryFile

e -S ! sections

rabin2 binaryFile

e -SS ! segments
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rabin2 ;%5451

-I .

% armé4-v8a rabin2

arch arm

baddr 0x0

binsz

bintype elf

bits

canary

class ELF64
compiler Linker: LLD
crypto

endian little
havecode

laddr 0x0

lang c

linenum

lsyms

machine ARM aarch64
nx

0s android
pic

relocs

relro full
rpath NONE
sanitize

static

stripped

subsys android
va

-i ! imports

% armé4-v8a rabin2

binary info

libtacker.so

.1 clang version

libtacker.so

Imports

nth vaddr lib name
0x000c9240 GLOBAL FUNC __cxa_finalize
0x000c9250 GLOBAL FUNC __cxa_atexit
0x000c9260 GLOBAL FUNC __android_log_print
0x000c9270 GLOBAL FUNC __stack_chk_fail
0x000c9280 GLOBAL FUNC memset
0x000c9290 GLOBAL FUNC strncpy
0x000c92a0 GLOBAL FUNC strncat
0x000c92b® GLOBAL FUNC pthread_self
0x000c92c® GLOBAL FUNC malloc
0x000c92d® GLOBAL FUNC
0x000c92e0® GLOBAL FUNC posix_memalign



-E

Y

0x000c92f0
0x000c9300
0x000c9310
0x000c9320
0x000c9330
0xX000c9340
0x000c9350
0X000c9360
0X000c9370
0x000c9380
0x000c9390
0x000c93a0
0x000c93b0
0x000c93c0o
0x000c93d0
0x000c93e0
0x000c93f0
0x000c9400
0x000c9410
0x000c9420
0x000c9430
0x000c9440
0x000c9450
0x000c9460
0x000c9470
0x000c9480
0x000c9490
0x000c94a0
0x000c94b0
0x000c94c0
0x000c94d0
0x000c94e0
0x000c94f0
0x000c9500
0x000c9510

GLOBAL 0BJ

GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC
GLOBAL FUNC

. exports

armé4-v8a rabin2

__SF

vfprintf

fputc

vasprintf
android_set_abort_message
openlog

syslog

closelog

abort

strlen

realloc

memmove

__memmove_chk
__strlen_chk

memchr
__vsnprintf_chk
memecpy
pthread_mutex_lock
pthread_mutex_unlock
calloc

strcmp
pthread_getspecific
pthread_once
pthread_setspecific
pthread_key_delete
pthread_key_create
getauxval
__system_property_get
strnecmp

fprintf

fflush
pthread_rwlock_wrlock
pthread_rwlock_unlock
dl_iterate_phdr
pthread_rwlock_rdlock
fwrite

libtacker.so

Exports

nth paddr vaddr size 1lib name dem

angled
0x00044ce8 0Ox00044ce8 GLOBAL FUNC .datadiv_decode16117807209816376729
0x00078a04 0x00078a04 GLOBAL FUNC .datadiv_decode9901940071257331957
0x000a8a58 0x000a8a58 GLOBAL FUNC .datadiv_decode14716202181486223822
0x0008e650 0x0008e650 GLOBAL FUNC .datadiv_decode13214095259256631718
0x000381fc 0x000381fc GLOBAL FUNC .datadiv_decode3631146530348700705
0x0006T220 Ox0006T220 GLOBAL FUNC .datadiv_decode8050698040297613930
0x000a8884 0x000a8884 GLOBAL FUNC .datadiv_decodel11706101414295225912

0x000aa438

0x000aa438

GLOBAL FUNC

JNI_OnLoad



0x00026d98
0x00033a2c
0x0003c8dc

0x0005c790
0x0005ed50
0x000a5e74

0x00026d98
0x00033a2c
0x0003c8dc

0x0005c790
0x0005ed50
0x000a5e74

GLOBAL
GLOBAL
GLOBAL

GLOBAL
GLOBAL
GLOBAL

FUNC
FUNC
FUNC

FUNC
FUNC
FUNC

.datadiv_decode12335027288954124723
.datadiv_decode18261546535841772752
.datadiv_decode5616837089396308971

.datadiv_decode1552205700074701063
.datadiv_decode15147620753704794795
.datadiv_decode5454406552017557296

-1 : linked libraries

% armé4-v8a rabin2 libtacker.so
Linked libraries

liblog.so

libm.so

libdl.so

libc.so

libraries

-z : strings (from data section)

% armé4-v8a rabin2 libtacker.so

Strings
nth paddr vaddr len size section string

0x0000c6f9 Ox0000cHT9 .rodata ascii covariant thunk to

0x0000c719 0x0000c719 .rodata ascii operatorA

0x0000c724 0X0000c724 .rodata ascii operator

0x0000c72f Ox0000c72f .rodata ascii unknown pointer encoding

0x0000c748 OX0000c748 .rodata ascii unsupported restore location flo
at register

0x0000c782 OX0000c782 .rodata ascii decltype

0x0000c78f OX0000c78f .rodata ascii typeid

0x0000c798 Ox0O0OCc798 .rodata ascii .

0x0000c79e Ox0000c79e .rodata ascii operator

0x0000c7aa Ox0000c7aa .rodata ascii operator

0x0000c7b6 OxOOOOC7b6 .rodata ascii long

0x0000c7bb Ox0000c7bb .rodata ascii char32_t

0x0000c7c4 Ox0000c7c4 .rodata ascii libunwind: malformed DW_CFA_register
DWARF unwind, reg2 too big'n

0x0000c805 0x0000c805 .rodata ascii  libunwind: malformed DW_CFA_val_offs
et_sf DWARF unwind, reg too big'n

0x0000c84e 0x0000c84e .rodata ascii throw

0x0000c854 0x0000c854 .rodata ascii wchar_t

0x0000c85¢c Ox0000c85¢C .rodata ascii
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23 0Ox0000c8ch Ox0000c8ch 40 41 .rodata
e %s

24 0x0000c8f4 Ox0000c8f4 10 11 .rodata
25 0Ox0000c902 Ox0000c902 17 18 .rodata
26 0x0000c914 O0x0000c914 15 16 .rodata
27 0x0000c924 0x0000c924 10 11 .rodata
28 0x0000c92f Ox0000c92f 13 14 .rodata
29 0x0000c93d Ox0000c93d 26 27 .rodata
30 0Ox0000c958 OxOOOOcO58 62 63 .rodata
DWARF unwind, reg too big\n

31 0Ox0000c997 O0x0000c997 10 11 .rodata
32 0x0000c9a2 Ox0000cSa2 16 17 .rodata
33 0x0000c9bb Ox0000cSbb 18 19 .rodata
34 0x0000c9ce 0x0000cSce 12 13 ,.rodata
35 0x0000c9db 0x0000c9db 5 6 .rodata
36 0x0000c9el Ox0000c%el 12 13 ,.rodata
37 0x0000cfee 0x0000cSee 14 15 .rodata
38 0x0000c9fd Ox0000c9fd 11 12 .rodata
39 0x0000cal9 O0x0000cad9 14 15 .rodata
40 0x0000cal8 0x0000cal8 15 16 .rodata
41 0x0000ca28 0x0000ca28 11 12 .rodata
42 0x0000cal3e 0x0000ca3e 183 14 .rodata
43 0x0000ca4c 0x0000cad4c 24 25 .rodata
44 0x0000ca65 0x0000ca65 18 14 .rodata
45 0x0000ca75 0x0000ca75 10 11 .rodata
46 0x0000ca80 0x0000cas80 10 11 .rodata
47 0x0000ca8b 0x0000cas8b 70 71 .rodata
ailts<char>, std::allocator<char>

48 0x0000cad2 0x0000cad2 21 22 .rodata
49 0x0000caf6 0x0000caf6 17 18 .rodata
50 0x0000ch10@ 0x0000ch10 11 12 .rodata
51 0x0000ch23 0x0000ch23 4 5 .rodata
52 0x0000ch2a 0x0000cb2a 14 15 .rodata
58 0x0000ch39 0x0000ch39 5 6 .rodata
54 0x0000ch3f Ox0000ch3f 4 5 .rodata
55 0x0000ch44 0x0000chb44 9 10 .rodata
56 0x0000ch4e 0x0000ch4e 9 10 .rodata
57 0x0000ch5c 0x0000cb5c 10 11 .rodata
58 0x0000ch67 Ox0000chb67 77 78 .rodata
et DWARF unwind, reg (%lu) out of range\n\n
59 0x0000cbb9 Ox0000cbb9 19 20 .rodata
60 0x0000cbcd 0x0000cbcd 19 20 .rodata
61 0x0000che5 0x0000che5 6 7 .rodata
62 0x0000chec Ox0000cbec 9 10 .rodata
63 0x0000chf6 Ox0000cbfé 9 10 .rodata
64 0x0000ccO0 Ox0000ccOO 10 11  .rodata
65 0x0000ccOb Ox0000ccOb 5 6 .rodata
66 0x0000cclli 0x0000ccll 5 6 .rodata
67 0x0000cclb 0x0000cclb 65 66 .rodata
ue DWARF unwind, reg too big\n

68 0x0000cc5d Ox0000cc5d 47 48 .rodata
t supported

69 0x0000cc8d Ox0000cc8d 28 29 .rodata
70 0x0000ccad Ox0000ccad 39 40 .rodata
ned

71 0x0000ccd7 0x0000ccd7 11 12 .rodata

ascii

ascii
ascii
ascii
ascii
ascii
ascii
ascii

ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii

ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii

ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii

ascii

ascii
ascii

ascii

terminating with %s exception of typ

const_cast

unsigned __int128
operator delete

operator>=

unwind_phase2
unsupported armé4 register
libunwind: malformed DW_CFA_def_cfa

getSLEB128

getSavedRegister
typeinfo name for
operator new

) ? (

[enable_if:
std: inullptr_t

objc_object

std::bad_alloc
std::bad_typeid

getEncodedP

typeinfo for
reference temporary for
unsigned char

operatoré=
operator*=

std::basic_string<char, std::char_tr

getSavedFloatRegister
operator delete[]

std::string
auto

unsigned short

false

%Lal
operator/
operator|
exynos9810

libunwind: malformed DW_CFA_val_offs

FDE has zero length
FDE is really a CIE

delete
operatoré&
operator%
operator>>
) i (
[abi:

libunwind: malformed DW_CFA_same_val

DW_EH_PE_aligned pointer encoding no

truncated sleb128 expression

terminate_handler unexpectedly retur

signed char

111
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72
73
74
75
76
77
78

0x0000cceb
0x0000ccfl
0x0000ccff
0x0000cd0Oc
0x0000cdia
0x0000cd24
0x0000cd2e

ister

79
80
81

0x0000cd6a
0x0000cd79
0x0000cd83

raits<char> >

82
83
84

0x0000cdb5
0x0000cdcO
0x0000cdcod

0x0000cce6
0x0000cctl
0x0000ccff
0x0000cdOc
0x0000cdia
0x0000cd24
0x0000cd2e

0x0000cd6a
0x0000cd79
0x0000cd83

0x0000cdb5
0x0000cdcO
0x0000cdcod

10
13
12
13
9

9

41

14
9
49

10
8
98

11
14
13
14
10
10
42

15
10
50

11
)
99

.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata

.rodata
.rodata
.rodata

.rodata
.rodata
.rodata

ascii
ascii
ascii
ascii
ascii
ascii
ascii

ascii
ascii
ascii

ascii
ascii
ascii

aid it would stop here, but now in phase2 it did
85 0x0000ce2c 0x0000ce2c 83 84
tive_offset_extended DWARF unwind, reg too

86
87
88
89
90
91
92
93
94

0x0000ce96
0x0000ceas
0x0000ceaf
0x0000ceb9
0x0000cec4
0x0000cecT
0x0000ceel
0x0000ceef
0x0000cefb

0x0000ce96
0x0000ceas
0x0000ceaf
0x0000cebhd
0x0000cec4
0x0000cecT
0x0000ceel
0x0000ceef
0x0000cefb

xtended DWARF unwind, reg

95
96
97
98
99
100
101
102
103
104
105
106
107
108

0x0000cT45
0x0000cf51
0x0000cf67
0x0000cf72
0x0000cT7b
0x0000cfod
0x0000cfad
0x0000cfb2
0x0000cfbe
0x0000cfco
0x0000cfdo
0x0000cfda
0x0000cfeb
0x0000cff3

t supported

109

0x0000d023

version\n

110
111
112
113
114
115
116
117
118
119
120

0x0000d055
0x0000d05T
0x0000d074
0x0000d07a
0x0000d080
0x0000d087
0x0000d08f
0x0000d0a2
0x0000d0ad
0x0000doc4
0x0000d0co

0x0000cT45
0x0000cT51
0x0000cf67
0x0000cf72
0x0000cf7b
0x0000cfod
0x0000cfad
0x0000cfb2
0x0000cfbe
0x0000cfco
0x0000cfdo
0x0000cfda
0x0000cfeb
0x0000cff3

0x0000d023

0x0000d055
0x0000d05f
0x0000d074
0x0000d07a
0x0000d080
0x0000d087
0x0000d08f
0x0000d0a2
0x0000d0ad
0x0000doc4
0x0000d0co

9
10
9
10
10
13
13
11
70
too
11
21
10
8
25
11
8
9
10
4
9
11
12
47

45

9
12
5
)
6
7
11
10
19
4
9

10
11
10
11
11
14
14
12
71
big\n
12
22
11
9
26
12
9
10
11
5
10
12
13
48

46

10
13
6
6
7
8
12
alal
20
5
10

.rodata

.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata

.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata

.rodata

.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata
.rodata

ascii
big\n
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii

ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii

ascii

ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii
ascii

sizeof...(

basic_ostream

std::ostream

std::iostream

long long

noexcept (

unsupported restore location for reg

operator new[]
operator |
std: :basic_ostream<char, std::char_t

_ float128

chari16_t

during phasel personality function s
not stop here

libunwind: malformed DW_CFA_GNU_nega

typename

operator()

operator>

operator([]

operator->

unsigned long

std::bad_cast

setRegister

libunwind: malformed DW_CFA_offset_e

> typename
(anonymous
operator==
complex
CIE version is not 1 or 3

vtable for

VTT for

alignof (

noexcept (

char

operator<

operator->*

unsigned int

DW_EH_PE_funcrel pointer encoding no

namespace)

libunwind: Unsupported .eh_frame_hdr

libc++abi
dynamic_cast

short

string

ostream

long double
unexpected

guard variable for
true

operator?

112



0x0000d403

DWARF unwind,

0x0000d446
0x0000d44b
0x0000d456
0x0000d45d
0x0000d481

0x0000d4a7
0x0000d4b3
0x0000d4be
0x0000d4c9

traits char

0x0000d4fc

0x0000d403

reg too bign

0x0000d446
0x0000d44b
0x0000d456
0x0000d45d
0x0000d481

0x0000d4a7
0x0000d4b3
0x0000d4be
0x0000d4c9

0x0000d4fc

.rodata

.rodata
.rodata
.rodata
.rodata
.rodata

.rodata
.rodata
.rodata
.rodata

.rodata

ascii

ascii
ascii
ascii
ascii
ascii

ascii
ascii
ascii
ascii

ascii

t
libunwind: malformed DW_CFA_register

yptn

operator%

const

DW_OP_fbreg not implemented
terminating with %s foreign exceptio

uncaught

operator--

operator

std::basic_iostream char, std::char_

_Unwind_Resume



0x0000d50b 0x0000d50b .rodata
s DWARF unwind, reg too big'n
0x0000d55d 0x0000d55d .rodata
0x0000d56d 0x0000d56d .rodata
0x0000d577 OX0000d577 .rodata
0Xx0000d585 OX0000d585 .rodata
0x0000d592 OX0000d592 .rodata
0x0000d59¢c 0x0000d59¢ .rodata
0x0000d5be 0x0000d5be .rodata
0x0000d5ca 0x0000d5ca .rodata
0x0000d5dc 0x0000d5dc .rodata
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0x000cef58 Ox000dOT58 .data ascii  ALVUID %1 mzzq@lwjk
0x000cef74 Ox000d0f74 .data ascii _VKz
0x000cef82 Ox000d0f82 .data ascii  wXMPO q UI K9
| 1
-s : symbols
+ armé4-v8a rabin2 libtacker.so
Symbols
nth paddr vaddr size 1ib name dem
angled
0x00044ce8 0x00044ce8 GLOBAL FUNC .datadiv_decode16117807209816376729
0x00078a04 Ox00078a04 GLOBAL FUNC .datadiv_decode9901940071257331957
0x000a8884 Ox000a8884 GLOBAL FUNC .datadiv_decodel11706101414295225912
0x000aa438 Ox000aa438 GLOBAL FUNC JNI_OnLoad
0x00026d98 Ox00026d98 GLOBAL FUNC .datadiv_decode12335027288954124723
0x000abe74 Ox000a5e74 GLOBAL FUNC .datadiv_decode5454406552017557296
0x000c9240 Ox000Cc9240 GLOBAL FUNC imp.__cxa_finalize
0x000c9250 Ox00Ec9250 GLOBAL FUNC imp.__cxa_atexit
0x000c9260 0x000c9260 GLOBAL FUNC imp.__android_log_print
0x000c9270 Ox0EECc9270 GLOBAL FUNC imp.__stack_chk_fail
0x000c9280 Ox0CEc9280 GLOBAL FUNC imp.memset
0x000c9290 Ox0EECc9290 GLOBAL FUNC imp.strncpy
0x000c92a0 Ox000c92a® GLOBAL FUNC imp.strncat
0x000c92b0 Ox000c92bO GLOBAL FUNC imp.pthread_self
0x000c92cO 0x000c92cO® GLOBAL FUNC imp.malloc
0x000c92d0 Ox000c92d0 GLOBAL FUNC imp.free
0x000c92e0 0x000c92e® GLOBAL FUNC imp.posix_memalign
-------------------- GLOBAL 0BJ imp.__sF
0x000c92f0 Ox000c92fO® GLOBAL FUNC imp.vfprintf
0x000c9300 OxOEEc9300 GLOBAL FUNC imp.fputec
0x000c9310 Ox000c9310 GLOBAL FUNC imp.vasprintf
0x000c9320 Ox000c9320 GLOBAL FUNC imp.android_set_abort_message
0x000c9330 Ox00Ec9330 GLOBAL FUNC imp.openlog
0x000c9340 Ox000c9340 GLOBAL FUNC imp.syslog
0x000c9350 Ox000c9350 GLOBAL FUNC imp.closelog
Ox000c9360 OxOEEc9360 GLOBAL FUNC imp.abort
0x000c9370 Ox0EEc9370 GLOBAL FUNC imp.strlen
0x000c9380 Ox000c9380 GLOBAL FUNC imp.realloc
0x000c9390 Ox0EEc9390 GLOBAL FUNC imp.memmove
0x000c93a0 Ox000c93ad® GLOBAL FUNC imp.__memmove_chk
0x000c93b0 Ox000c93b0 GLOBAL FUNC imp.__strlen_chk
0x000c93cO 0x000c93cO GLOBAL FUNC imp.memchr
0x000c93d0 0x000c93d0 GLOBAL FUNC imp.__vsnprintf_chk
0x000c93e0 0x000c93e0@ GLOBAL FUNC imp.memecpy
0x000c93f0 Ox000c93f0 GLOBAL FUNC imp.pthread_mutex_lock
0x000c9400 Ox000c9400 GLOBAL FUNC imp.pthread_mutex_unlock
0x000c9410 0x000c9410 GLOBAL FUNC imp.calloc
0x000c9420 0x000c9420 GLOBAL FUNC imp.stremp
0x000c9430 0x000c9430 GLOBAL FUNC imp.pthread_getspecific



0x000c9440 0x000c9440 GLOBAL FUNC imp.pthread_once
0x000c9450 0x000c9450 GLOBAL FUNC imp.pthread_setspecific
0x000c9460 0x000c9460 GLOBAL FUNC imp.pthread_key_delete
0x000c9470 OxX000c9470 GLOBAL FUNC imp.pthread_key_create
0X000c9480 Ox000c9480 GLOBAL FUNC imp.getauxval
0x000c9490 Ox000c9490 GLOBAL FUNC imp.__system_property_get
0Xx000c94a0 Ox000c94a0@ GLOBAL FUNC imp.strncmp
0x000c94b0 OxO000c94b0® GLOBAL FUNC imp.fprintf
0X000c94cO Ox000c94cO® GLOBAL FUNC imp.fflush
0x000c94d0 0x000c94d0® GLOBAL FUNC imp.pthread_rwlock_wrlock
0x000c94e0 0x000c94e® GLOBAL FUNC imp.pthread_rwlock_unlock
Ox000c94f0 OxX000c94TO® GLOBAL FUNC imp.dl_iterate_phdr
Ox000c9500 OxO000c9500 GLOBAL FUNC imp.pthread_rwlock_rdlock
0X000c9510 Ox000c9510 GLOBAL FUNC imp.fwrite

-S : sections

+ armé4-v8a rabin2 libtacker.so

Sections

nth paddr size vaddr vsize perm name
0X00000000 OX0 Ox00E00060 OXx0 ---- NULL
0x00000238 0x98 Ox00000238 0x98 -r-- NOTE .hote.android.ident
0x000002d0 0x24 Ox000002d0 0x24 -r-- NOTE .hote.gnu.build-id
0x00000278 0xb10 Ox000002T8 0xb10 -r-- DYNSYM .dynsym
0X00000e08 Oxec Ox00000e08 Oxec -r-- GNU_VERSYM ,gnu.version
0x00000ef4 0x40 Ox00000ef4 Ox40 -r-- GNU_VERNEED .gnu.version_r
Ox00000738 Oxlec OxO00000T38 Oxlec -r-- GNU_HASH .ghu.hash
0x00001124 0x3b8 Ox00001124 Ox3b8 -r-- HASH .hash
0x000014dc 0xcl1l9 Ox000014dc Oxcl9 -r-- STRTAB .dynstr
0x00002078 0x8850 Ox000020f8 Ox8850 -r-- RELA .rela.dyn
0x0000a948 Ox450 Ox0000a948 0x450 -r-- RELA .rela.plt
0x0000ad98 ©0x1960 Ox0000ad98  Ox1960 -r-- PROGBITS .gcc_except_table
Ox0000c6T8 0x3434 Ox0000c6T8 Ox3434 -r-- PROGBITS .rodata
0x0000fb2c  Oxldbc Ox0000Tfb2c  Oxidbc -r-- PROGBITS .eh_frame_hdr
0x000118e8 Ox8cd4 Ox000118e8 0Ox8cd4 -r-- PROGBITS .eh_frame
0x0001a5cO® Oxaec60 Ox0001a5cO® Oxaec60 -r-x PROGBITS text
0x000c9220 Ox300 Ox000c9220 Ox300 -r-x PROGBITS plt
0x000c9520 Ox2eb8 Ox000ca520 Ox2eb8 -rw- PROGBITS .data.rel.ro
0x000cc3d8 0x10 0x000cd3d8 0x10 -rw- FINI_ARRAY .fini_array
0x000cc3e8 0x230 Ox000cd3e8 0x230 -rw- INIT_ARRAY .init_array
0x000cc618 0x1d0 Ox000cd618 0x1d®@ -rw- DYNAMIC .dynamic
0x000cc7e8 OxcO Ox000cd7e8 OxcO -rw- PROGBITS .got
0x000cc8a8 0x188 Ox000cd8a8 0x188 -rw- PROGBITS .got.plt
0x000cca3® 0x25d8 Ox000cea3® 0x25d8 -rw- PROGBITS .data
0x000cf008 0x0 0x000d1010 0xad® -rw- NOBITS .bss
0x000cf008 Oxc6 Ox00000000 Oxc6 ---- PROGBITS .comment
0x000cfOce 0x104 Ox00000000 0x104 ---- STRTAB .shstrtab

-SS ! segments



% armé4-v8a rabin2
Segments

libtacker.so

nth paddr size vaddr vsize perm name
0x00000040 0x1f8 Ox00000040 0x1f8 -r-- MAP PHDR
0x00000000 0OXxc9520 OXOOAOAOAO Oxc9520 -r-x MAP LOADO
0x000c9520 Ox3510 Ox000ca520 Ox3510 -rw- MAP LOAD1
0x000cca3® 0x25d8 Ox000cea3® Ox30bO -rw- MAP LOAD2
0x000cc618 0x1d0 Ox000cd618 0x1d® -rw- MAP DYNAMIC
0x000c9520 Ox3510 Ox000ca520 Ox3ae® -r-- MAP GNU_RELRO
0x0000fb2c  Ox1dbc Ox0000fb2c  Oxidbc -r-- MAP GNU_EH_FRAME
0x00000000 0x0 Ox00000000 Ox0 -rw- MAP GNU_STACK
0Xx00000238 Oxbc Ox00000238 Oxbc -r-- MAP NOTE
0X00000000 Ox40 Ox00000000 0x40 -rw- MAP ehdr
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rabin2fJhelpiE;

+ =~ rabin2
Usage: rabin2
-@  addr
arch
bits
addr
fmt:C:D

lang name

str
binfmt

addr

sdb-query
algo

plugin
addr

str
min:max
str
str

-AcdeEghHiIjlLMgrRsSUvVxzZ @ -@ at
-C F:C:D | -f str |[-m addr  -n str
-0 str| -0 str |-k query| |-D lang mangledsymbol

-a arch -b bits -B addr
=N m:iM | -P -P  pdb

show section, symbol or at addr

list sub-binaries and their arch-bits pairs
arch (x86, arm, or arch _ bits
bits . .

override base address (pie bins
list classes
list classes header

create elf,mach@,pe with Code and Data hexpairs (see -a

show debug/dwarf information
demangle symbol name (-D all
program entrypoint

constructor/destructor entrypoints

globally exportable symbols
sub-bin named str

true

force to use that bin plugin (ignore header check

same as
load address offset to header
this message

header fields

show all info

imports (symbols imported from libraries

binary info

output json

run sdb query. example:
calculate checksums md5, shail,
linked libraries

list supported bin plugins or plugin details

show line at addr
main (show address of main symbol

show section, symbol or named str

force min:max number of chars per

string (see and -zz

output file/folder operations (out by default

write/extract operations (-0
show always physical addresses
show debug/pdb information

download pdb binary
be quiet, just show fewer data
show info (no offset/size

show load address used by dlopen
radare output

relocations

symbols

sections

segments

sections mapping to segments
display hashes

display signature

ex.
non-aslr libs

unfiltered (no duplicated symbols/sections



resources
display version and quit
show binary version information
display try/catch blocks
extract bins contained
fmt | f package fat or the given files and bins contained

strings (from data section
strings (from raw bins e
dump raw strings to stdout (for huge files
guess size of binary program

Environment:

R2_NOPLUGINS: # do not load shared plugins (speedup loading)
RABIN2_CHARSET: e cfg.charset # set default value charset for -z strings
RABIN2_DEBASE64: e bin,str.debase64 # try to debase64 all strings
ie bin.demangle # do not demangle symbols
RABIN2_DMNGLRCMD: e bin.demanglercmd # try to purge false positives
RABIN2_LANG: e bin.lang # assume lang for demangling
RABIN2_MAXSTRBUF: e bin.str.maxbuf # specify maximum buffer size
RABIN2_PDBSERVER: e pdb.server # use alternative PDB server
RABIN2_PREFIX: e bin.prefix # prefix symbols/sections/relocs with a specific

string

RABIN2_STRFILTER: e bin.str.filter # r2 -qc 'e bin.str.filter=??"' -
RABIN2_STRPURGE: e bin.str.purge # try to purge false positives
RABIN2_SYMSTORE: e pdb.symstore # path to downstream symbol store
RABIN2_SWIFTLIB: # load Swift libsto demangle (default: true)
RABIN2_VERBOSE: e bin.verbose # show debugging messages from the parser

o JE: rabin2 --help REEEFRIIBHNSE, RKESHEXUNA

+ ~ rabin2

Usage: rabin2 -AcdeEghHiIjlLMqrRsSUvVxzZ | -@ at -a arch -b bits -B addr
-C F:C:D | -f str -m addr -n str =N m:M =P -P  pdb
-0 str -0 str -k query |-D lang mangledsymbol
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rabin2f9man3fi

RABIN2 BSD General Commands Manual
RABIN2

NAME
RABIN2 — Binary program info extractor

SYNOPSIS
rabin2 | -AceghHiIsSMzlpRrLxvhgQv | -a arch | -b bits | -B addr | -C fmt:C: D -D
lang sym - -f subbin
-k query | -K algo -0 binop -0 str -m addr -@ addr -n str =X
DESCRIPTION

This program allows you to get information about ELF/PE/MZ and CLASS files a si
mple way.

All those commandline flags are also available under the i radare2. Typ
e i? help.
-@ addr Show information (symbol, section, of the given address

List sub-binaries and their associated arch-bits pairs

arch Set arch (x86, arm, accepts underscore bits x86_32
bits Set bits 7 ;
addr Override baddr

List classes

List classes header

fmt:C[:D
Create elf,mach@,pe arm and x86-32/64 tiny binaries where is
an hexpair list of the code
bytes and is an optional concatenation to describe the bytes

the data section.
Show debug/dwarf information
lang symbolname -
Demangle symbol name (or - to from stdin lang (cxx, swift, j
ava, ©xx,
Show entrypoints disk and on-memory

Show constructor/destructors (extended entrypoints

subbin  Select sub-binary architecture. Useful fat-mach® binaries



ns,

binfmt

addr

query

algo

Force to use that bin plugin (ignore header check
Show all possible information

Load address = offset to header

Show usage message.

Show header fields (see ih r2

Show binary info (il r2

Show imports (symbols imported from libraries (ii
Output json

Perform SDB query on loaded

Select a rahash2 checksum algorithm to be performed on sections listin

and maybe others the

addr

future i.e

List linked libraries to the binary
List supported bin plugins

Show address of symbol

Show line reference from a given address

minlen:maxlen

strlen minlen

str
str

binop
. see

Force minimum and maximum number of chars per string (see and -zz ),

maxlen
strlen maxlen

Show information (symbol, section, at string offset

Output file/folder operations (out by default

Perform binary operation on target binary dump, resize, change sectio
information

Disable VA. Show physical addresses

Show debug/pdb information

Download pdb binary

Be quiet, just show fewer data

Show info (no offset/size ex.

Show load address used by dlopen (non-aslr libs

Show output radare



ENVIRONMENT

Show realocations

Show exported symbols

Show sections

Unfiltered (no duplicated symbols/sections
Show version information

Show binary version information

Extract all sub binaries from a fat binary (f.ex: fatmach®

Packaée a fat or containing all the files passed (fat,
Show strings inside .data section (like gnu strings does
Guess size of binary program

Shows strings from raw bins

Dump raw strings to stdout (for huge files

RABIN2_LANG same as r2 bin.lang rabin2

RABIN2_DEMANGLE demangle symbols

RABIN2_MAXSTRBUF same as r2 bin.maxstrbuf rabin2

RABIN2_DEBASE64 try to decode all strings as base64 possible

RABIN2_STRFILTER same as r2 bin.strfilter rabin2
RABIN2_STRPURGE same as r2 bin.strpurge rabin2
EXAMPLES

List symbols of a program

$ rabin2

a.out

Get offset of symbol

$ rabin2

_main a.out

Get entrypoint

$ rabin2

a.out

Load symbols and imports from radare2

$r2

/bin/1s

0x00000000 . rabin2



SEE ALSO
rahash2 , rafind2 , radare2 , radiff2 , rasm2 , rax2 , rsc2 , ragg2
, rarun2 1,

AUTHORS
Written by pancake pancake@nopcode.org .

Sep 29,
(| S—
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JEBHRBEER T, FATFRRTELFAE UAIsoEESTFRITNEE.

LTI, JEBRRATELFAS Mo XX FIEXAA :
o ELFAYsoFEX {4

o Overview

_ieb.jdb2 (key: 1.0.4_: kjdb2) - JEB

[ PN

5 350Wallpaper_1.0.4_apkeombo,com apkidb2
© 360Walbaper_1.0._apkcombo.com apk
(& comwalipaperhd.furny Field
B vanitest o
Endianness
Word Size
o Carticate #3 (v3) Subsystem
e ety ¢
Fiags
Compiaton Time
image Base st ¢
image Base (Resl)
imageSize 1
enuy-Point
B icEncryptorso Overay Offset
R iopoimetasec._ovso Notes
RiicThreanpso

o
ELF header: type=0x3, machine=0xB7(AATch64), 05abi=0x0, flags=0x0

B ibapminsighta.so
& ibepminsiohtb.so

Iibcronet.76.0.3809.11
R fivfle_lock_pg.s0 emerarest
R ibmmkv.so

5 armeabi

5 armeabi-i7a

8660

set_process_name(_INEn
create.fle_f_not_exist(char*)
i

r_jeb.jdb2 (key: 1.0.4_2 k.jdb2) - JEB

[ XX i _r
= |/ -

# 350Wallpaper_10.4_spkcombo.com. apkjdb2
© 360Wallpaper_1.04_spkcombo.com.apk

R ibEncryptorPso
R iiopgimetasec_ov.so

R tiocronet 76.0.3809.11.50
R e _ock_pg.s0
R tommi

s

rmesbi
5 armeabi-i7a
&8s
5.

_z8sub_25c8v
z85ub_25c¢
Java_com_w_thsz_InsideUse_thE.
Java_com_w_thsz InsideUse_thA
epkal_INEEnv" _joblec
Java_com_w_thsz_InsideUs 142100
14csCh
16378h
ar (1857Ch
set_process_namel_INIEnv"
craate_fle_i_not_exist(char* 5 IndoxLocation|Detalls
lock_file(char")
ity nd waito

o ELF Program Table (raw)
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_ieb.jdb2 (key: 104, kjdb2) - JEB
=m

& 350Wallpaper_10.4_apkcombo.com.apk db2
© 380Wallpaper_1.0.4_apkcombo.com.apk
om wallpaper b funny
B Manitest
o Certiicate

Memory Size| Offset|Fags|

ram——
5 Rosources

2en
s

R iibEncryptorP.so

R iopgimetasecovs

metadata
£ arméé image
° decompller

R fivapminsighta.so

fer_pa.so
R lcronet76.0.3808.111.50
R iibfile_lock_pg.so
R fommkv.so

5 armeabi

5 armeabi-y7:

INEnY
Sub 13384

_28sub_2508v
z8sub_2500v

Java_com
Java_com

Java_com_y
startProcess(_INIENV", char
set_proce:

_r _jeb.jdb2 (key: 1.0.4_ kjdb2) - JEB
-

allpaper_10.4_apkcombo.com apk jdb2
360Wallpaper_1.0.4_apkcombo com apk

 comwallpaper.hd.funny Name|Flags |Offsetin Fil[ize in File|Offst in MemorySize in Memory|

TOAD READ EXEC 0 0600 0 70500 R
LOAD READWRTE 10500 4F8 11500 48
LOAD READWRTE 10AD0 666 12AD0 70

B ibEncryptorPso
R ibPgimetasec_ov.so

metadata
Crm—

R iibapminsighta.so
R tivapminsigntb.so

R fiofe_Jock_pg.s0

13340
133e8h

Java_com_w_thez_ins

startProcess(_INIENv", char const’, char (1557Ch
t_process_name(_INIENV", istring®) 16174h

create.fle_f_not_exit(char*)

lock_file(char")

polify and waitorichars, chare)

o Sections



9iel9, i i i ~_jeb.jdb2 (key: 1.0.0 K jdb2) - JEB

L3_Ea

5 350Wallpaper_1.0.4_apkcombo.com.apk db2
© 360Wallpaper_1.0.4_apkcombo.com apk

Name [Fiags

nota.android ident READ.
note.gnubuid-id READ

READ

B ibencryporso
& ibPoimetasec_ov. eh_frame REA ha oAd Tnsidesse. o tinetntry

100 3 y
10500 e
o) hmeEny

metadata
1 armes image
8 decompit
R osprinsiohtaso
R tbaprinsights.so
& ibbufer_pg.so

105¢8
10570

R ibfle_lock_pg.so
& tiommivso

N
na

Java_com_w_thsz. e
Java_com_w_thsz_InsideUse_thA

Indiox|Location|Detais

o Symbols

O O = r_jeb.jdb2 (key: r_1.0.4_: k.jdb2) - JEB

allpaper_10.4_apkcombo.com.apk jdb2
360Wallpaper_1.0.4_apkcombo.com.apk
comwallpaper.hd.funny Name. Identiir[Symbolg
B Manifest
o= Certiicate T _z24create_fle_if_not_existPc
o= Certiicate #2 (v2 XPORT _Z16T8_java_calliackP?_INIENVPE._jobject
o Certificate #3 (v3) a d4610319883064578364762
# ytecode
° decompller
5 Rosource

08
208
1888

R fivEncryptorPso PORT y136
e
=
T FoncTon  erom s MEmee ke mtRe et
© decompller OBJECT x107
v g 124
R iibapminsighta.so ¥

FUNCTION
oBJECT

R tiocronet 76.0.3809.11.50 FUNCTION 5_com_w_thsz_nsideU
R fivfle_Jock_p.s0 FUNCTION 2N7_INEnv14ExceptionCh
5 100

T %108
¥126
Java_com_w_thsz_InsideUse_thD

a
_ZN7_INIENVIGGetStaticFleldIDER?.ciassPKeS3._
/2_com_w_thsz_InsideUse_thE

¥102

oBJECT

FUNCTION 7 INIERV17GetSringUTFCharsEPa_stringPh
FUNCTION  EXPORT Java_com_w_thsz._InsideUse_thF

Lw_thsz_insideUse_thG

z

INEnv
sub_133A4 13380
_28sub_25c8v =
z8sub_25c0v

ZN7_INIEnVZ0CalStaticVoldMethodEP?_classP10_jmethodiDz.
Zolock_filepe
e
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m  .dex {REEIRAY .odex
» odexZBIMIBRELFL, AIMEET POATHER

install

A 4

classes.dex

o fRHTANdroidBIELFA& =,
s ¥
= Android - AIH TS

dexig\,
dexX i 2ELFIEAY:

$ snet.dex
snet.dex: ELF -bit LSB shared object, ARM aarch64, version
linked, stripped

e X
o AR ER%
= .dex PJBER DEX Y OAT
=

= . odex & OAT

m  .oat 7= OAT

OATHER

o iBjavafZ B OATHYII T2

ELF

OAT

classes.odex

GNU/Linux , dynamically
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[%18] ELFXH&

[23#] ELF1EX: .bssT

[Ef#R] Mac M2 MaxthZZreadelf

[icx] MacH FHreadelfE&ELFIsoFE —#HHIXHER
[i2®&] MacH Fobjdump&E BELFisofE Z#HIXHER
[icX] HArabin2&EBELFHIsoEXHER

[RfRR] REi¥m: EEELFHsoE —#HElEEMNTA
[5k#RR] MacHhEF BreadelffIGUIERF. R EARA
[EfRIR] LAEHlibtacker.soEKENER

[Ef#)R] FLIEFAIEMELFRIsoRIIERDERE
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2007.14266.pdf (zzm7000.github.io)

Executable and Linkable Format - Wikipedia

elf(5) — Linux manual pages (courier-mta.org)

ELF Header (sco.com)

Special Sections (oracle.com)

Executable and Linkable Format (ELF) (netmeister.org)
s.eresi-project.org/inc/articles/elf-rtld.txt

[FelI]Android so(ELF)X {4 #E#-Android 2 2-BE-Z 21 X|Z 2138 kanxue.com

{$ Freadelffllobjdumpfi#tft B4n 14 - ST A - &R (cnblogs.com)

13. readelf elfSX{44& X, 9% — Linux Tools Quick Tutorial (linuxtools-rst.readthedocs.io)
ELFX {4 K nm & readelf & objdump {5 3TLE - & (jianshu.com)

ELFX&2#H 20 — @NFo4 TR | Simple (cedar-renjun.github.io)

linux P38 ABIELF X4 #7 TR -- readelfelff# i T EIE00E/EE-CSDNEE
Z#HID IR - FEDO/NE (zaxtyson.cn)

objdump(1) - Linux manual page (man7.org)

readelf [ objdump Il FiEE R X5 (ELF3X{4i%BE) _objdump readelf Hani 97918 %-CSDN{#EZE
Linux/objdumpA9{EF8 | Ivanzz (ivanzz1001.github.io)

FRANDHELFX4rE < (readelf. objdumpfkod) - EFEHIERX - t§%E (cnblogs.com)
14. objdump Z# IS4 #T — Linux Tools Quick Tutorial (linuxtools-rst.readthedocs.io)
ELF3f4 K nm & readelf & objdump {£AS5XLE - &4 (jlanshu.com)

ELF for the ARM Architecture

DWARF Debugging Information Format

Hardened/GNU stack quickstart - Gentoo Wiki

Dynamic Linking

Program Header

ELF Header

RolandMcGrath/BuildID - Fedora Project Wiki

Releases/FeatureBuildld - Fedora Project Wiki
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