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=+

T3
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%

o IR
o Bfta: HREE—MEUBIIRFHIFEIESEN
o 45 REEE—IR (FRAMEIN) WHEUBTUHITIRAFMER
n HE: BABIfRSE, Stk
n 1% EHEH
IheE: ERITEREUEMthIE
Fi&: EEARAIFETRNEG
BIE: HRPEN T —LRE
» HPREENZPUSHFIPOP
» PUSHIR(E: TEHRMIEBMA— TR
» POPH#ME: i, HEHRIMBBE—IER, FHEHERNOKINE—

HXR2(0)A

o HRAAMSRIAIE]
o IR
o FRiEH

[e]

[e]

[e]

S %R B



H=SiE]
HRFERE DR,
FHERHIISH. BEE,

25 200;

HEX t main(int argc, char*argvl])
FEEE e
witSFIAE) =& inta=11;

Xin, EFEREHESR onst int b=222;

=31 atic int c=333;
FIEEBKX g int d;
BESHREWEE, B R 3101="test111";
char 524"te5t222“l

el e = <

int *p=(int*)malloc(sizeof(int));
end=getchar();
i3 |=]) return 1;
—RREEF RS ERE, }
HFRER, PIRESIEREA
FiE.
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AT
® R ATHRITX B

o TERESR
o B

m  COFF

] Common Object File Format
O Windows
m  PE
B = Portable Executable

o Linux B&RL: Linux . Unix . Mac &

m ELF
B = Executable and Linkable Format
o Mac
= Mach-O
o HARAAX
o THHFEERERATEMEERE
n Ef

= WindowsZ&%:
m 321 = x86

B 64 = x64
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Windows

Windows

LAY B Z5# 2 2 EWindows S EIRIR A,

Windows E BiREo A E

o BRSO
o SR
o WTLER
o SRIEIR

CVEE () EpaX ipspra

BEoir shiSiRis #TEESR SRIBER
BRI R T SRR T RISRE R SEBIRRISsNE
PAERT, BIRLA/R RERFIIMTIR, 85 TRAESHIESHR NSRRI, WSt
L TR, SETTERIRER, 16 (RIRIZE) T, % BRI, B
SRR a0 S SmEEE, Ll SETHERI, Hia ST, Yo
e, MR RERNHEIGR, B MRS ISR, I e e

A AS, R, U= BT SEHITL, (IR, BB

B

o i
o =R EIIE
o EX

LEREFRARAE T AL,
BFITRLE B SA0RE Rl
EiEER, BERRERIS
¥, IWiieEatriEs, &
HER T, AT RS
AHTRERR, —REFR
BrEaEEA NS,

EmmeEEE, EREE
FEHHh, SrusiREiE
BEETRE o Bk,

o BERCHEMELEFFR, 2mtENREFNZHEITTHRTRBMAMRGREFNEEE TN SZIRIZARA.,

o FARMR

» REAFRRBHNITENRER
s FERELSTFEIFNEBFTHRITH

n Zf
m win32¥&8 L
s PEX{&
. BRHAE
m exe
n dll

23



» RGBREM
n KBRS, BIAERE
n URBRIED
» EF AT RRISITESHEE

N

®
» AREIFTSE, BRERIPINEE
» BB/RICHE (B #HAE)
» RICRERIRMG, EAINEERE
» FENESEIE (CCRIECHRAD)
n DHTCHRIES
» BIERDON (BRPENES)
» EEUCRABIERS R
» HhZHANMMA (SHRIHKRAE)

o

o ITH
m ollydbg : EISIBERLE, BEHRIFERS
m windbg : APSHIAZSER IR
» IDA: REXRCYRER
m pED . EZMNBRIAR
n c32sm - RLREER, AIEBERRERTRE, FHodblsEEn
o FENMH
n ROEIRRR . IRRRERFRORR SO LA P AR AN B R R T DA R R AU 2 BRI BE,
n BRENERERFNSIT: BERFNEBNANEEHRITLRE, 2WRSHRDE.
s ZARREDN: 2TRERE, R TREFNERSFARER (Exploit)
s DAL EGER, E
» SifiwindowssimacF & FREHIRENTE R 4 S linux T RYTE RSN
n BHEEHE BT mANEEE
n BIERERGARETNAPI, RMEZRNE
n ITEANICTREGE

crifan.org, {EAZ4.0EFR(CC BY 4.0)iY &% all right reserved, powered by Gitbook&/FE#: 2023-09-01 23:23:59


https://book.crifan.org/books/reverse_tool_ida/website/
https://creativecommons.org/licenses/by/4.0/deed.zh

Windows L £l

LB X T WindowsHIHEX ZEAHI, tH3SMEWindowstEXEVRBBBAIRA o

e WindowsiSiEiA%R £
o R

n EEENZTZELSF, HRERSRMEAANZEM T E—EME TR,

n MWIin98ZIWinXP. Vista, Win7BEI&HMAIWIN10, BEPRANLTEHSTRKZE MR KX,

n RTEZZMENRIFTARRES TRSZEY, MHREERERIPAEMHTRZINIE, RKESAFRIFN

ZeM

n ERRIPHLE: GS
n RELERI: SafeSEH
n BUEMITIRIF: DEP
n HIHEER[E] S ffENLE . ASLR
n ZMHEEEBESRI: SEHOP

Y

o A vs BREMARIFREF NN HFORME, TREXARIFIIBEGIE LAY ver AR AsLr )
o HHERENEMHERRE
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CFG

CFG

o

o

= Control Flow Guard = ¥#IRRIP
24 —TBERENTFERNZ SR
FRETCFG

» SERFIFE, EFFHE, EoMABRMEENR, REEMLEEREA, HER TR, BTFoMEFEN_
by
= WindowsX RIS T EERARTHSM TMEE
n NRENEIMAEEN, SMEFF RaiserastFailException
iiRE]
n BT TF— 2R AT BAMBBE FHAEITI0 L A& A RRE
n (EEREEIETKEHFREEREUNITESABAERE A AIEN
XHE)
m  Microsoft Visual Studio 2015 ZfE7 X4F
A=
n RIS E
m 1BE:  /guard:cf
» FRHIRE
ConsoleApplication Property Pages ? *
Configuration: | Active(Debug) ~ | Platform: | Active(Win32) ~ Configuration Manager...

4 Configuration Properties A Enable String Pooling

Security Check Enable Security Check (/GS)

Control Flow Guard Yes (/guard:cf)

Enable Function-Level Linking

Code Generation
Language
Precompiled Heade
Output Files
Browse Information
Advanced
All Options
Command Line

4 Linker
General

Enable Parallel Code Generation
Enable Enhanced Instruction Set
Floating Point Model

Enable Floating Point Exceptions

Mot Set

Precise (/fp:precise)

Create Hotpatchable Image

Input

Manifest File
Debugging

System

Optimization
Embedded IDL
Windows Metadata o

R e

< >

Control Flow Guard

General Enable Minimal Rebuild Yes (/Gm)
Debugging Enable C++ Exceptions Yes (/EHsc)
VC++ Directories Smaller Type Check No
4 C/C++ Basic Runtime Checks Both (/RTC1, equiv. to /RTCsu) (/RTCT)
General Runtime Library Multi-threaded Debug DLL (/MDd)
Optimization Struct Member Alignment Default
Preprocessor

Guard security check helps detect attempts to dispatch to illegal block of code. {/guard:cf)

Cancel Apply

WA — T 2R X35 T CFG?
n B dunppin BEEEHEER
B dumpbin /headers /loadconfig test.exe

L] Eﬁﬂj EP@/E\ Guard




OFTIONMAL HEADER VALUES
288 m

of =)
of initialized data
of unin
point
of cod

LA

b LA

to 9888666146447 FFF)

version

GlobalF

Timeout

hold

Be0ea8680
Maximum Allo
al Mem

ter

tion
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DEP

® DEP

o = Data Execution Prevention = ZUEHITIRIP

o B&
n BHRMERSUSBE X DB, e iERIMBEMEMERIT
=%k argv > ShellCode
it BN Emifit »  Ox7FFA4512 ( JMP ESP )
ebp * corrupted
vari i comupted
szBuffer » corrupted
ik >

> EPRENREETIOTENSESIENAIE R ERHX 2 X— K RKRE, MEREEHZRZTTENR
REMER ERTAEERN, BMNIRAERQDBIRSEIRRDN L HROME, DEP (BUBHITHRIF, Data
Execution Prevention) Fi2RIF#MTENIGEIEFIDIREX—HRER
n ERMWINXP SP2FHIAIR XTI AR Z 15
o BX: #, # LMNAGFIEMAATHIT, HITRLE
o BHM: FHIEELAEXIR, bk, HNT
o WAIFZ
n B
m FFE:  /NXcompaT
m K] /NXCOMPAT:NO
n ATNRE



{ZREIRIT s

MEHE =R SUBhiTER

5 EURHITIG (DEP) BERIFEIR, ERASmEIEmH
'_4 ez S RUBIATEDF, DEP S0 TERT]

i@ {(HEE Windows EFFIIESS S DEPD)

() Ak PR 2 SRR TR AATRE S S A DEP(L):

(LY. RRlRE(E)

{PE RSB SRS R TR DEP,

3
=
-

T’Tu:.l

o MR
» F/BETDEPE, BEREENMGNEIZEER:

HAR TR — Nicrosoft ¥indows

ATEHRPERTE: Yinders EEXHATHER.

“ B Internet Explorer
le HEATH:  Microsoft Corporation

EHTRPRIRIFERENENERESEN. EEEMTta0

= FSDEPHIGHIREN L




i ———

..stack data... MRS ...stack data...
A : buffer(shellcode) CPUSIEITEIETTHh ‘ h buffer(shellcode)
E ..(shellcode) TRIEHATR, B 1 ...(shellcode)
® ...(shellcode) AERATHIER R ...{shellcode)
i
ELBRESHA | \ T -«(shellcode) EINCE T ] ..(shellcode)
shellcodefiiT ...stack data... ...stack data...
SHiEHRE EFDEPHIE

o ¥fR

» oep BEBERE LHTEIMEE UEIS LERS LETEERE

n oer B—EFEMHIEA, EBEAFELIRNTHIMEEIAZEBRSIEERA LIEITEEND. 7 Microsoft windows
xp service Pack 2 SIA_ERRASHY windows H, FAREMFFNFRAF—IE5RFIENE oer

m 32§ oep B cru FUF—FROUME No execute = FiT RIREARIRBIATICHRIXE . MR LM HFIHTHIRES
BHEBRICATHT (FINEFRTEHFSELARNBRITXNISSMRE) , WEIEERT, IBAFAGR
HRENRSEMEREMITEF RS L #ITEIRT . MR cru RZFF oer , Windows SAERE 5 AR
i per HIERHTHEE

o HX

o WMRERFRET pep M Astr
» DIRAREEEXE
n BS: —HRA shellcode ] rop AL R
o ROP
B = Return Oriented Programming
n BH0Y: RetaLibe
» SCHRIE
m  rop HH—ZFIAY cadget HAK
m P8 Rop Gadget , FIE—RIIMretn EERRVIES, FIERIRL cadget BEHHKMEETAATENIES
m EEA0ER virtualprotect RIBEMIAFRIRINAIHITEE
o HFFes
B eip

m  esp t+ offset
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GS

o = Buffer Security Check = EHMXZLKME
m BUFR:
B Stack cookie
m  Security Cookie
m 0D . IDA ‘:F‘*/Jh\jg Security Cookie
m  GS cookie protection
m  GS security protection
o Bfta:r —TMRIFERSE
o INEEMI{ER: BMTEGRENE, REEFES L
n RERFFETERATRNRSRETEHXEL buffer overruns FIEE
o YfE[RE
= Windows
m IDE: visual studio
m ZgiEE3: Msvc compiler
n RIFRSH e
n UNAECE:

s FE: /6s
n VSEERFEMHIGS

BE(C): [E(Release) v | PAP): [iEan(Win32)

I mEEE BEEESE =
% BERNESTER =
it BHE C++ §8 =(/EHsc)
S C/C+ Hyhaemine =
= HAE{TaieE ERIA
s iEiTaE PEE (ML)
Fqh iR el Ar Y e BRiA
BERELRE £(/GS)
}LE%‘R;: ERaEGEE =
5 = & i
_ b BEEEEsSE 2E
m X[ /es-
» RIBPERE
" R

B strict_gs_check pragma

n BE
B #pragma strict_gs_check( [ push, ] { on | off } )

B #pragma strict_gs_check( pop )

LY TR

// pragma_strict_gs_check.epp
// compile with: /e

pbata
cbata

// *** This buffer is subject to being overrun|| ***



GS

pReversed 20

// Reverse the array into a temporary buffer

6. 1 cData 1

3

// *** possible buffer overrunl| ***

pReversed j

pbata i

// Copy temporary buffer back into input/output buffer

pbata i

= RELR5

i 0 1 cData £l
pReversed i

pbata

» FA: HERTRBIAFTEREEENE
» EFAGR: FECETER, SAFHIHABREREREMFRARCBREE, LHERL

=

B

24

__declspec(safebuffers)

// compile with: /e /GS

X 20
BUFFER

BUFFER cb

// Use the buffer...

]

BUFFER nch

safebuffers

// Use the buffer...

]

s UIREHEE

test Property Pages

n—

Configuration: [Adive{Dalmg]

w | Platform: | Active{Win32)

Common Properties
Configuration Properties
General
Debugging
C/Ces
General
Optimization
Preprocessor
Code Generation
Language

Qutput Files
Browse Information
Advanced
Command Line
Linker
Manifest Tocl

Browse Infarmation
Build Events
Custom Build Step

Ll in

Precompiled Headers

XML Document Generator

*| | Configuration Manager... |

Enable String Pooling

Enable Minimal Rebuild

Enable C++ Exceptions
Smaller Type Check

Basic Runtime Checks

Runtime Library

Struct Member Alignment
Buffer Security Check

Enable Function-Level Linking
Enable Enhanced Instruction Set
Flosting Point Maodel

Enable Flosting Point Exceptions

| Buffer Security Check

Mo

Yes (fGm)

Yez (fEHsC)

Ne

Both (/RTCL, equiv. to /RTCsu)
Multi-threaded Debug DLL (fMDd)
Default

Yes

Mo

Mot Set

Precise ([/fpeprecise)

No

Check for buffer overruns; useful for closing hackable loopholes on intermet servers. The default

is enabled. (/GS-)

Apply

ok J[ cance

n Intel

32



m ZHiEE3. Intel c++ Compiler
n S
®  Windows
m 1B/A /6s[:keyword]
m  keyword : GSHY level
m  off -> /6s[:0ff] : B, XMHIGS
m = /GS-
m  partial -> /GS[:partial] : FH Microsoft visual Studio 2008 E‘\]ﬁ)’E:Ievel
m  strong -> /GS[:strong] * T%f#%%ﬂgf@*ﬁﬁ, %—ﬁ%%ﬁmﬁ Microsoft Visual
studio AYMRIE
m = /GS
m  Linnux / macos
m JF/@: -fstack-security-check

L] 9€I7ﬂ ©  -fno-stack-security-check

o LIIFIE
s EfE
.data
37 S
Security Cookie
(BI&)
A
Buff
4
3
= [ Security Cookie
o (M EHEEs0
o]
EBP (#i&di0) text
R [E el (g fE O 7
|ca|| security_check_cclokiel
leave
ret
n FHERE

n ATEFNA esEER = 6s Buffers SCELEEHX i H A9
HERiIZIOMNEIN S ZE P XE B BHIREPEIE security cookie
» IRWEEBNAE, BIEHNXKE, BE7 Bl . Sxt@esoity . sSxsnsssy , N
E1TRS(runtime)2 B2 security cookie ,
n EITRSEATFRITABHER L SR ENX L RIS I 28, 1 cookie RISTEENME, LAE
R E

o fERAMR
» ETRMRREEFKRESRE



N Buffer overrun detected!

Program: %s

A buffer overrun has been detected which has corrupted the program's
internal state. The program cannot safely continue execution and must
now be terminated.

WMEA%EHFGS

o FIARBRIFHIAF
o RLIA TGS MRENTINIERIR/ ), FAZMENRIIBRIL. F1H, — N REPLEE4FTH U LENEHXE,
BMEGSATHBIRE, EX T REtL A ZRIPH. FLb, o AR XX RER, M9i&EI51 Ashellcoded 1TiE H
o BT FEMcookies(E
o GSRIFHLEIRAT/ITRBIER, WEHEMUNERTITEHERITESERRMMcookield, BEXMILERE
RAFHNARMRGNEE (REEHBZAR0915R4XR)
n IE3CEERE
m http://uninformed.org/?v=7&a=2&t=pdf
o BERRE(FEH)
o FRREBEREUREIN, FSEIE security Cookie , MIAIEFZFILE security Cookie ZBIFNIFIERRIZHY
&, MAUNZTINERREL ., GI0ER o+ BB RECE L ENAT ST _EIAThEE
» 8 Security Cookie
.data

k=a .data == Security Cookie
............ Bl

Evra Security Cookie - ey /
A%
B :
o / text

Security Cookie
EBp ¢ B L peinsgsmieas fow K ...
n call security check cookie
ittt leave

ret

iElthitisEes

o WHREIE
o GSHHLZEX sen MR, AT MBE K EREF NS ESENGIAZIZEGSHER. BEWEBKNFRHEE
EERELEEH AEMA—TFE ERFMsBEARELE, ATRELBEHEHES, ALt UEid #1FSEH
SRR EERTRE.
o [EIRSEHRIEA data Y cookie
o HETE security Cookie IEHE TIEHIIER TITMEET, BT cookie ELBIRIBAIBENLIE, XELUBEM, AT AR BERI R & iR
1% .data HHY cookie SEENLEIS. MIIERFIRAY shellcode {FFABRIRIER =L .data MY cookie , BIFJSEHIGS

EESAINA


http://uninformed.org/?v=7&a=2&t=pdf

gcc/RieIS . fstack-protector

o gcCBEARIZFSH
o fstack-protector

= IfRE: FREKHAELENMERBNERLENTENE

s B
m  Linux / macos
s A

m FF/Z: -fstack-protector[-keyword]
m XH]: -fno-stack-protector[-keyword]
n R
m keyword
m strong -> -fstack-protector-strong @ fEfAIZEELAILETF (any type of buffer)&R 1 THAYE T
NZEHE
m  all -> -fstack-protector-all : S TR E(every routine)&#H1TLZEHME
m TS E-> -fstack-protector @ W TFENFRIBLEF(string buffer) itk ia HHITLRERE
= AEREIL
m 5EF gcerglibe RYSEER
» IREH, ERA ntel AIEM
L] %ﬁl\:_': -fstack-security-check
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SafeSEH

e safeSEH

o = safe Exception Handlers
o 1EA: RELERF

n MIRFARBT safesen , PARFBRASER—THK, H zemzpmes B B

n ATERBRERS, BREXGENSELEEREM

o BM: B&RTHELEEEERELERFNRFIRRE
o EA

m FFB: /sAFEseH

m X[f]: /SAFESEH:NO
o 1¥f#

» 7EWin XP SP2REERANARZR, MEREIANTERMNS.E.HREHHISafeSEH, [RIEBRER, EREFREA
SEAERHE, NEERANEELERIAT-RIINERMRLE, JRIMEFEMERMAAIERERLE
BLEBRBAVEAM. SafeSEHIMEERMEARS FERNNERR, “ER—HPEESafeSEHRIRIFE
$. TEVS2003 R GEERRAFEIAB .

o JF:
s A% xse FA

n TX%Fr: PLEEZRKINE T RELERFNTE

=
>+
1=}
E

n
m  x64
s H8XIAR
m  ml6d.exe = x64 FY Microsoft Assembler
n TISHRIERAER sen (58( xoata # poata )EE
m ARM

n XEFLE: REGEREFEHESHNETEERN poata

ndows e f-wv}{n(.air.i]uanf:é.cn:-m]
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SEHOP

® SEHOP = Structured Exception Handler Overwrite Protection = ZM{tFEMIEBEERIP

o HE:
nosenlE ¢ IEEIMKEHEEEMED, FRBOMENSIEESEMARELERR TENEIMTARES

MR, MMEHIEIP (IBHIREFEHIITIRE)
m seHoP | B RMEHNIEMREREN—MRERIFA R
o I¥fig

n ERRFREMX TN INEERTE2009%F, ZIFMNALEFEWindows Vista Service Pack 1. Windows 7,
Windows Server 2008 1 Windows Server 2008 R2, MKRENINELEMA., ERMN—FSEHY B A i
B, BEXNEFPERANSERSEMET —LL20N, RKAMNRAREFESEZETSEHR L, SEHOPHIZI
ENEFRFNFAESEHEMEER, 1SA2RE—SEHENM, ERE—MIHNSEABREUEH, BE
HR—MMITFNTDLLFMRE, REMEN, HASHEES KFEAE, FEit EEEROGNS RTEETMEH
REHARSER, [ERASEHRXMESNAEFNTXYE, BNBAEFARBEENE, RMREEMIMRN
REFFE T SEHOPENA], EWindows Server 2008 1 Windows Server 2008 R2 TFSEHOPEIAZFERI, T
7EWindows Vista Service Pack 1. Windows 7 FERIANIE X EAAY

= SEHOPHIESMERMERXES EHENTEY, EEFEAFELEFSEHOPRMES EHE LRE—TRE
WERMETHRGEENRREELERE., MRE, MWiHAXES. EHEESERER, BEAIMUERITE
BINSEGIERE; MRENERE—TRELERHAELEMBOSS, MiRAS.EHEEMWRIF, AIeeRET
SEHBEKE, BRFEFSERTIINEELERE,

n BERDES.E.HEM RS E MR R B E O EMRIE S, BMRIEQIRIBIMRERH#ITIER. SR
MEENRE, RASMS.EHBEFERESEMERICRGERE, REMERHMNIEHEERES, BRFN
MEMSEME, EERT—RIBkEEHE AShellcodei T,

» HTFEESEAERSIEHNERES TR T —REBEMIEH, XEMIE, SEHEMSERE, M
MR SEHOPHLEIEIE,

n {ERIISafeSEHIEHE HAI4M3E, SEHOPE R7ESafeSEHAIRtIsValidHandler B ERINETIHITAI, Rt EiRF!
ISR 2 SM ittt . Mt AR S A Safe SEHEIRI 5 EEITAB T, DABEEETHAE

o RIESEHOPAIX

» RERES.EH, MERERFUREIMIEE RS

n FlFAR/EFASEHOPHIIERR

n {HIES.E.Hi%

crifan.org, {EFE 24.0ER(CC BY 4.0)1Y &% all right reserved, powered by Gitbook&/GE#1: 2023-09-01 23:08:00


https://creativecommons.org/licenses/by/4.0/deed.zh

BUERAR

crifan.org, {EFE34.0ER(CC BY 4.0)11% /&% all right reserved, powered by Gitbook&/EE#1: 2023-09-01 23:08:00


https://creativecommons.org/licenses/by/4.0/deed.zh

&ZPXin

o EMXiEH

o B8

n BET
s RELRENE
m overwrite a function's return address
s FELERYE
m exception handler address
n RERRS

m certain types of parameters

n 2 geaw EXNF
n AR STIEFA/NOBREA RS
s TIRERNARE

ZM X A3

// compile with: /e /Wi

// for strepy use

// Vulnerable function
str
buffer
buffer, str); // overrun buffer |1

// use a secure CRT function to help prevent buffer overruns
// truncate string to fit a 10 byte buffer
// strnepy_s(buffer, _countof(buffer), str, _TRUNCATE)

// declare buffer that is bigger than expected
large_buffer
large_buffer
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ROP

e ROP = Re
o &t

[ ]
o MRTF

turn-Oriented Programming = EEIREIRFE
A —PREFER=HFAR
ERlibcUIBEREEMNZ Pretqpi N —BRIESH I ER—EBBRNEE, MMARIKEHNER

Nt 42retq ?

n FAretgiE XIREIMERNTT, HXLNATRE, MEXERGERSSEHHHE

BRSEanaEs ?

n FEF AretgliTRIMpop regiE <, I LN BRIIESNSFER L, KARIFUH

—BretqiE R RWEER SRR E BATHANR &M, IRAIER LR FlretqiE SRRl S —FretgfE 2R, MRER
AAREIBtn, BHEIS—Eretq, HEIKFH BRI

fEret2ptE 7%, HAMEAPPR(pop, pop, retig< 5!, STIMIREHITZ MstrepyREGAR, EXLXME
— MR BEAROPHE, ROPE Zret2pltfdFHRkhR

ROPHEIRIGMRE, BEETEMAEMBREG? REIEURNIESES SRR —, MEIATHEFIEA
HREBTIR? WRAKGFELTRSHRIIAROPHERERTHN, #aiEH, ROPTLAERIbckIES
LIRS FETNEE

7
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Heap Spray

Heap Spray

® Heap spray = fEBiHIAR

o

24 —Fhpayloadf&i#iz AR
n {EENHESIEShellcode B AE BT FUNIAOHE BN 1, SRR E HBk A\ Shellcode

E3=)
B>

n FMERETHELEZMWHEENENXKIRRERE , EREERINER RS GE L EEONE RN (R
RE&) WEE, ARENKGES, WEHEShellcodeEREFEHRME, F5HEHNEE 2= ) Shellcodehbiz
tatbi RN EEZERMITEN., HEXFFURREPHEUIINES . B, ZRI—LEIEHRERR
EEUIRIE R SRR A AR, FERHE TS EMYE I

Heap sprayfsARAAREfE 71X —[a)H

s 2Y), BARARKRIMAMBI JavascriptiEAEMERFREFEER, EREMENNRER. BRHSEH—
HFA. HEEIEF, SkyLined7E20044EAIERIFRAMERRARTS Mexploit 7 55— R IEX IR H T Heap spray.

n ZEEIARMRRE, Heap sprayEHiAMIEDNERRA, HEWAMBARXMKEHR (MPDFHILEE)

B8

HERR SRR
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Shellcode

Shellcode = AR

o Eft4: Shelicode2—/NERIAHE = &ifa

o {EA: LA ARHIRE

o BIMMER: WA shelicode EENEREBI—1 a8 <K im=shell
» REEF BT XM RIS ZETT BN

o BOMN: () #2352 (4%8Sshellcode)

o BR: BIELH

n Zfl
flinclude <stdio.h>
int main()
L RE PRI TR TITRICE:
printf{"Hello,World?in™);
return 0;
H
#2369 iCRIE
main| |55 push ebp
8BEC nov ebp, esp
83EC 40 sub esp, Oxu4@
53 push ebx
56 push esi
57 push edi
68 1C204200 push aeu2201cC ASCII "Hello World?!™,LF
E8 1D0B0B00 call printfgudbgind_blockeressges
83C4 B4 add esp, Ox4
33cH xor eax, eax
SF pop edi
SE pop esi
5B pop ebx
8BES nov esp, ebp
5D pop ebp
C3 retn
[ ]
o Shellcode/wt3 5 i3
=EERFAOpayload
IR
RIS

Fid 4R HE
58
Bl — — () ———

RRAERY
SIREN shelllcodel

shellcode




Shellcode

ShellCodeZR 2 5HAIE mismsmnEmnsNn

BAOCFFSA| 90 nop BABCFFSA| 90 | mop
BABCFESE _nop BABCFFSB| 08 _nop .
BABCFFSC 33c9 xor ecx, PCX BABCFFSC 33c9 | Xor BCX, BCX
BABCFFSE 83E9 DE sub ecx, -@x22 B8R BCFFSE B3E9? DE sub ecx, -@x22
BABCFF&1 D9EE fldz BABCFFG1 D9EE
BABCFF63 D97424 Fh4 fstenuv BABCFFG3 D9742% Fh 3
non QAOCFEGT SR 000 £

BABCFF68| 8173 13 3DLGSEY xor duord ptr [ebx+0x13], Bx955E463D BABCFFGE| 8173 13 3DMGSE! xor dword ptr [ebx+@8x13], 0x955E463D
BABCFFGF| B3EB FC sub ebx, -Oxh B BCFFAF 83ER FC sub ebx, -Oxh
BABCFF72|" E2 F& loopd short BABCFF68 BABCFF72|" E2 Fh4 loopd short BAGCFF&8

L L1 I T T BT U o ) o s o1d
BABCFFYR| DOBY rol byte ptr [ecx], 1 BABCFF75 E8 44080860 call BABCFFBE
BAOCFF7D| €D 22 int Bx22 BABCFF7A| BB4S 3C mov eax, o
BABCFF7F| 98 nop BABCFF7D BB7CHS 78 mow edi, d
BABCFFBB| &5 inc ebp BABCFFE1 B1EF add edi, ebp
BABCFFa1 &7 inc edi *ﬂi&ﬂi& BABCFFB3 BB4F 18 mow ecx, dword ptr [edie@x18]
BABCFF82| B1 1E noyv cl, B8x1E BABCFFBE 8BSF 28 now ebx, dword ptr [edi+dx28]
BABCFFBY| . 72 5E ib short BABCFFE4 BABCFF89 D1ER add ebx, ebp
BABCFFE6| D5 CA aad Bxca BABCFF8B| 49 dec ecx
BABCFF88 1D 47BSDCBG sbh eax, BxBADCBEAT BABCFFEC BB34BE mov esi, dword ptr [ebxsecx=h]
BABCFFBD 72 DS jb short BABCFFé&4 BABCFFBF B1EE add esi, ebp
BABCFFBF o4 xchg eax, esp BABCFF21 a1ce xor eax, eax
BAOCFF98) D377 9E sal dvord ptr [edi-8x62], cl BABCFF93 99 cdg ﬁﬁﬁﬁﬁﬁ
BABCFF93 ac 91 or al, @M BROCFF9Y AC lods byte ptr [esi]
BAOCFF95| €2 9EE1 retn BxE19E BABCFFYS|  84CH test al, al
BABCFFo8 3A8T 9L9B3CEN | cAp al, byte ptr [edi-Ox7BC3676C] BABCFF97 |, 74 07 je short BABCFFAB
BABCFF9E BS 61 ROY ch, Bxé61 BABCFF99 C1iCa 6D ror edx, BxD
BABCFFAD 86 push es BABCFF9C 01c2 add edx, eax
BABCFFAT 127A 91 adc bh, byte ptr [edx-@x6F] BADCFFYE |~ EB F4 jmp short OGAGBCFF94
BABCFFAL| &8 dec eax BADCFFAB 385424 04 cmp edx, d
BADCFFAS| A3 DSCA1947 noy duword ptr [Bx4719CADS], eax BABCFFAL|™ 75 ES jnz short ]
BABCFFAaR BS F3 nou ch, B8xF3 BABCFFAG BBSF 24 mou ebx, dword ptr [edi+Bx2h]
BABCFFALC BG &R nov dh, Bxi4n BABCFFAY B1EB add ebx, ebp
BABCFFAE| 15 1E625ASF adc eax, Bx5FS5AGZ1E BABCFFAB| 66:BBACALB mou cx, word ptr [ebxrecx=2]
BABCFFB3|" T7E B6 jie short BABCFFGB B8R BCFFAF BBSF 1C mow ebx, dword ptr [edi+®x1C]
BABCFFBS 5A pop edx BROCFFB2 O1EB add ebx, ebp
BABCFFEA| D5 94 aad B9l BABCFFBY| BE1CAB mow ebx, dword ptr [ebx+ecx=4]
BABCFFBB| D& salc BABCFFB? O1EB add
BABCFFB?| CF BABCFFBY 895024 By mow
B BCFFBA 6281 39856F55 | add dh, byte ptr [ecx+@x556F8539] BA BCFFBD c3 retn

u
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WindowsZ £ T H

LN BWindowsTE— HHZEHEM IR, Wi, 1ERE,

o WindowsH&E AN/ MEX TR
o NARBRSIEIXTIE: op = ollypbg = 0lly DBG
SBAAIWindowsiEIL THE: winbee = winbbg
RASHTEREIRES: Immunity pebugger
FENZEREENIEA: vetasploit
BEE
n MESCH/RIE: 10A Pro

m  LLDB

HAth 4075 :

[e]

[e]

[e]

[e]

e CAIN
o Zfta: Oxid.itFRZKM— T Microsoft iR F AL G B OLMENMABIRIRNIHX TR
o R HEOLWBLERAE-—ERK
o IfHE
n RRIRIR, WERE, BENBEOL. BBEHITELNOL. ERO<SE. EREFOSHONEEDMN, EE
TR AT ARt A £ VOIPTAITIES .

THIFEHENE.
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RiCYme3

e disassembler = R[4
o RICHw3IZE/HELR
= B
m  R[43|% = disassembler engine
m  RCYRIEZR = disassembler framework
= B0

m 1llvm

B capstone
» JEIIRIIFEFE: Capstone
B 0Ollydbg E'{] OoDDisasm
m oDDisasm = 0llydbg Disassembler = Disasm()
= BN
m Assembling and disassembling

B BeaEngine

m  udis86
m  XDE
= SJLE
m udis86 vs BeaEngine vs capstone
s T
m [48E: udisse > BeaEngine > capstone
m fREDAES]: capstone > BeaEngine > udisse (udis86XZIFE 1A 1T, HRMEADEEN BIRERY)

m FELIF: capstone > (udissé = BeaEngine)
m X86H FRIELEE: capstone > (udissé = BeaEngine )
n &g
n IRIRFENZE—1X86/64 THYMEREX IFEIRTARISRE ) XBMRICHRE|1E, HETTETFED
PrXFIFHAYIE, AP Audis86E &R
n R IRREEHFFEOMINEERIE, B4 BeaEngineScapstone@iE(R; WRIFIEEEARMK
e IEH0IE, capstoneMiZaEEAIR
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udis86

® udis86
o =fta: X86HRMMNRICHETIR
. RICBEIR = RICEE = RICKER
o —HIEHIAR: Udis86 is an easy-to-use, minimalistic disassembler library (libudis86) for the x86 class of instruction
set architectures. It has a convenient interface for use in the analysis and instrumentation of binary code.
o MR
m Udis86 is a disassembler for the x86 and x86-64 class of instruction set architectures. It consists of a C library
called libudis86 which provides a clean and simple interface to decode a stream of raw binary data, and to
inspect the disassembled instructions in a structured manner.
» udis86321FAIX86Y FRIESER  MMX, FPU (x87), AMD 3DNow, SSE, SSE2, SSE3, SSSE3, SSE4.1,
SSE4.2, AES, AMD-V, INTEL-VMX, SMX
n Udis861RMt T —ERCRNE=FE, AFPAIBTRSEHITT B, udciZETUdis86MICREIE, &M
EUdis86INEE, W< TR RESLIRC YR
o XMW
= GitHub
= https://github.com/vmt/udis86
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dnSpy

e dnSpy
o —AJiEHEA: a debugger and .NET assembly editor
o 1 LHIRISHEEN et BE
o INEE
» INREAM
n fRiERR
n FiIHEE
n CRYmiERS
n X RSEY RINEE
o HE

®EE WEV BELD BOW EEIH C: > B

EREEREES
At
b
|
@,
o
<
o
C
@,
e,
&
C
o
&
value, - restrictions,
behavior, synonyns, useOdbcRules) (new D
(value, synonyms, useOdbcRules), restrictions, behavior, synenyms,

i connectionOptions)
(connectionOptions,

e DI Dt connectionOptions,
restrictions behavior, H
mustCloneDictionary,

|| behavier ==

pw
#
*w
}‘V
ﬁw
pw
U-._’
@
@
@
‘-i
eﬂ
‘i
@

chavior:
( nz = connectionOptions.
b &y 1 = connectionOptions. Ha
b, = connectionOptions.
b, onnectionOptions g
b %, 0 connectionOptions.
b4y
o
]
S
b4
>y
b D
b4y O
u
pr RN
o HH
= Github

m 0xd4d/dnSpy: .NET debugger and assembly editor
m https://github.com/0Oxd4d/dnSpy
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ILSpy

® ILSpy
o HE
<53 |LSpy - O x
File View Help
QOB & - cera/vsa0m7][ 4 @ P )
=3 mscorlib (4.0.0.0) C#10/VS.NET | s/ System.Deployment.Internal.Isolation.Manifest.AssemblyReferen ~
=) References C#20/V52005 Husing |...|
Lt/ Resources C#3.0/V52008 . R
o - [C# 407 vs200 ) [Structlaycut(LayoutKind.Sequential)]
O M R [€£40/V52000 | jnternal class AssemblyReferenceDependentAssemblyEntry : IDispos
L TR C#50/vs2012 H{
g Microsoft.Runtime.Hosting C# 6.0/ V52015 [MarshalAs(UnmanagedType. LPWSEr) ]
Microsoft.Win32 public string Group;
C#7.0/V52017 3
{} Microsoft.Win32.5afeHandles %
{} System CETA/V52017.3 [MarshalAs (UnmanagedType. LPWStr) ]
{} System.Collections C#7.2/V520174 public string Codebase;
{} System.Collections.Concurrent iblic nkene Sive:
{} Systemn.Collections.Generic P & %
i} System.Collections.ObjectModel [MarshalAs(UnmanagedType.SysInt)]
{} System.Configuration.Assemblies public IntPtr HashValue;
{} System.Deployment.Internal
{} System.Deployment.Internal lsolation public wint HashValueSize;
= £} System.Deployment.Internal.lsolation Manifes L .
[=e-A AccemblyReferenceDependen pubLiciull iia=hAlgorthm;
_ Base Types public wint Flags;
% Derived Types v
¥ Codebase: string [MarshalAs(UnmanagedType. LPWSEr) ]
% Description : string public string ResourceFallbackCulture;
@ Flags: uint
@ Group: string [MarshalAs (UnmanagedType. LPWStr) ]
% HashAlgorithm : uint public string Description;
v - i
Ps :as:ilelmelnlts P|SECtIDI"I [MarshalAs(UnmanagedType. LPWStr) ]
@ ResourceFallbackCulture : string public ISection HashElLements;
¥ Size: ulong
@ SupportUrl : string ~AssemblyReferenceDependentAssemblyEntry()
= AssemblyReferenceDependentAssemb H e
=% Dispose(bool) : void 2 - R -
- ¥ ¥
= Github

m icsharpcode/ILSpy: .NET Decompiler with support for PDB generation, ReadyToRun, Metadata (&more) -

cross-platform!
m https://github.com/icsharpcode/ILSpy

crifan.org, {EFE #4.0EFR(CC BY 4.0)1/1% &% all right reserved, powered by Gitbook&/EEH7: 2023-09-01 23:08:00



https://github.com/icsharpcode/ILSpy
https://creativecommons.org/licenses/by/4.0/deed.zh

ASRENTH

crifan.org, {EFE34.0ER(CC BY 4.0)11% /&% all right reserved, powered by Gitbook&/EE#1: 2023-09-01 23:08:00


https://creativecommons.org/licenses/by/4.0/deed.zh

winchecksec

® winchecksec
o {EF: WindowsESZEEM TR
o IFHININT =ttt

m  ASLR
m  /DYNAMICBASE With stripped relocation entries edge-case
m  /HIGHENTROPYVA for 64-bit systems

B Code integrity/signing:
B /INTEGRITYCHECK
= Authenticode-signed with a valid (trusted, active) certificate (currently unsupported on Linux)

m  DEP
m BUFR: wax, Nx

B Manifest isolation
B /ALLOWISOLATION

m  sed F safeeH
B SEH = Structured Exception Handling

m  Control Flow Guard *D Return Flow Guard instrumentation

m  Stack cookie
m  /GS

= Github
m trailofbits/winchecksec: Checksec, but for Windows: static detection of security mitigations in executables

= https://github.com/trailofbits/winchecksec
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Exeinfo PE

® Exeinfo PE
—a)IEHIIR: Packer compressor detector / unpack info / internal exe tools

o XIFFA

= Android
= Linux
s Mac

o HE

T Exeinfo PE - ver0.061 by AS.L - 1079+93 sign 2020.05.25

exeinfope.exe

Entry Point : 08381130
—

' First Bytes :  &0.BE.00.40.64

stem : \Windows GUI

File Size :  po19EADCh

,-" Image iz 32bit executable

Lamer Info - Help Hint - Unpack info ‘ m ;
Big sec. 2 [ UPX1 ], unpack "upx.exe -d" from Irl:l:p:”upx.gﬂ E’] E -

lie= Exeinfo PE - ver.0.0.4.2 Multfile scanner

Scanned directory : e i
File : "
o =
S——

e Fieoffe: Festhyes: sl
MSItoEXECreator le Offset : |00027E6C 55.88.EC.83.C
Linker Info : [2,25 W\ndnws GUL

File Size : [ Overiay :

Image is 32bit executable

‘QSetup Instalation Suite [ v11.0.0.1 ] www.p
Lamer Info - dodatkowe informacie -jak i czym rozpa

< | : .
E | - = | I ; [try : internal zih ripper (set: 50 files) and lates
| i,
Scree T | , —

L Member
Global PTR : | b Y, Signature BSIB (str)
Major R v MajorVersion 0001
TLS Table : i Minorversion 0001
00096A48  addr to ... Reserved 00000000
Load Config . 000124DC  73.21KB VersionLength 000C
Bound Import : O, ,o2bit, ILib) 00000218 0001 1L only VersionString v2.0.50727
vaint Token - code 0000021C  060000DA Flags 000!
Imp.Table IAT : ! Resources RVAddress 00000220 00D1BD38 MumberOfstreams 0005 Std=5
. Resources Size 00000224 0007AD10 491.27KB
File Characteristics StrongMame signature RVA 00000228 00000000 Meta Data Streams
’ ™ . / d | strongName signature Size 0000022C 00000000 O bytes
Characteristics : 1 ¥ 0 S CodeManager Table RVA 00000230 00000000 Name  Size 5ave 5l M.D Streams
CodeManager Table Size 00000234 00000000 .ol 00004840 - 18.81 KB 5
VTable Fixups RVA 00000238 00000000 #5irings 00004420 - 18.53 KB

L VTable Fm’ups Size 0000023C 00000000 =
| Foo m 00000240 __ononnonn -

Exeinfo PE - ver.0.0.4.2 Stat - [ MSItoEXECreatorDemo.exe |

ot me] ‘ —  EXEINFO PE

DLL Characteristics : 0000 -

0.

Exeinfo PE - ver.0.0.4.2 - 917+38 sign 2015.12.01
External DLL ver. 3.3.9

Freeware version f‘z
wvrw.exinfo.xn.pl ==

u
= EN
m Exeinfo PE by A.S.L - compression detector and data detector
= http://www.exeinfo.xn.pl

m mirror
m http://exeinfo.byethost18.com
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Detect It Easy

® Detect It Easy
o [EFR: bpIE

o HAE
Detect It Easy v3.00 — O st
File name
CofUtilsfupx-3.95-win32fupx. exe
File type Entry point Base address A Hash
| PE32 - . 0056550 Il = | Disasm 00400000 Memory map Sh’in.gs
FE Export Import ! Resources d MET TS QOverlay Entropy
Sections TimeDateStamp Size0flmage Resources Heic :
0003 F 1970-01-01 01:00:00 001f9000 Manifest Version
Scan Endianness Mode Architecture Type
Detect It Easy_{DiE_} v LE 32 1386 Console
packer UPX(3.95)[LZMA, brute] 5 (7
compiler MinGW(-)[-] 5 (7
linker GMU linker Id (GMU Binutils)(2.25)[DLL32, console] S
COptions
Signatures Deep scan About
: ( Scan =
]
= GitHub
= horsicg/Detect-It-Easy: Program for determining types of files for Windows, Linux and MacOS.
m https://github.com/horsicq/Detect-It-Easy
= EN

= .:NTinfo:.
= http://ntinfo.biz/index.html
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m PEID(PE Identifier)@—fERMNERTE, HIfgERA, LFAIMUOUNLEMENT, EHRESHBI470MPEX
eI e
o PRI
o FPEAMEN: FJEPEXHEMAORAMAEICERNER
n REREEN: SDRANRBABILRNES, XMEXNEL F—MIREcEE . ERA
n RZOIREET: PSSR ENPEX, EIBIEREARENIEE, PEDREBZHEEHINEA,
MN—fzERIEA R AR, AIAMREEX L TEREM USSR, RE—MERE, REAEMSZR
o AALIRIN
= peid -time
= BRER
= peid -r
» PEFER
= peid -nr
s FHRBFER
= peid -hard
n CRAROIHEER
= peid -deep
» RARESHEER
= peid -norm

» RAEBRHEER
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IDA

e IDA
o = IDA Pro
o X¥FTAE

B Windows

m Mac
B Linux
o BNEEE

= |IDA Pro is a disassembler
m A disassembler is a piece of software used to translate machine code into a human readable format
called assembly language
= IDA Pro is a debugger
= A debugger is a computer program that assists in the detection and correction of errors in other computer
programs
= |IDA Pro is interactive
= |DA Pro is programmable
= A plugin architecture allows a program to call external code at certain points without knowing all the
details of that code in advance, therefore adding functionalities to the calling program
o F&
= Hostile Code analysis
m Vulnerability research
m Commercial-off-the-shelf (COTS) validation
m Privacy protection
m Other uses
o
» IDAR—PMERTMRMRINGSRER LRI R
» BERBANGBSOT IR AIMNESER)
» EDNBAERRRE. BEAHIFEEMNE
o A%
n HEXGTRAR
n BMEREETIRRIMERS, BEARdump MR AEES ORI R B FEZ R

o FIMIFHIE
o E[@F2F: IDA
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Ollydbg

TODO:

o EEE LB AEZETEINASH<{ERollydbg A E FFiAcracking>,
&,
o {EFAOIyDbgMEFFACracking(B5245)- Tl
= https://bbs.pediy.com/thread-184679.htm

EREFMANNE T oddER, HHFENEZMMFIR—

F1 -BEERERIE

e 0llydbg
o —A)iEEAR: OllyDbgis a 32-bit = xs6 assembler level analysing debugger for Microsoft® Windows®.
Emphasis on binary code analysis makes it particularly useful in cases where source is unavailable
a5 ==
o INEEMIES
m |t traces registers, recognizes procedures, API calls, switches, tables, constants and strings, as well as
locates routines from object files and libraries.
m It has a user friendly interface, and its functionality can be extended by third-party plugins
[—]
o BF
N .
m olly SRFEFTEE: oleh vuschuk
AN
o M
| = NIPAN H S 3 e =
m OllyDbg2windows®¥ & FRing 3% 2%
n REKF
ghog
» FEESLF
= ot
n XIS RINAE
B M/ A BN/ B =
» BEHSRMTREANHSELIR
o
OllyDbg - DllyDbhg.exe j Py Ellﬁl
File Wiew Debug Trace Windows He\p
[ x| w[=]n] Wi+ 1 L|E|M|w|T]c|R|...]E] B|M|H]
& cpPu - main thread, module DllyDbg o [m] 5
Add; Hex dump Command Source I ters (FPU) -
fin DR ®OR RCX, RSP BUEEEEEE_AEHEEE1E
B E| - E2 SOFOE2E8 |LCALL __security_check_cookis _B1ECZ230 ASCIL "LLUSERSPROFI
_2F: Fi=:1 gg:le‘! Ccasz Egg Egl;.ECB 1_| BE1F
i sl T i ETH 6 1EFED
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