IS
Stalker# 5z
Stalker/ 43
R
APIFO
Stalkerz{5l
___lldb_unnamed_symbol2575%$$akd
libInFieldCollection.dylibAgvsPHbdGf
libmetasec_ml.sofdms _bd c | a
A1t loginWithPhoneNbri& £1
F/\iRAppiStalker A
misc/frida-stalker-example.py
Stalker(\{5
Stalker.follow
Stalkerf9FIFRF
eventstIEME X
transformfyiZ4g
contextiy B MM E X
Instructionf/E 1%
Stalker.follow()#9 A ERSLIN (R IE
Stalker i R £t /45 < ik PLFEAS £
16F T3 Z RIAYF IR ARER RS T AR R
Stalker.exclude
FiStalker.excludei2 SRR D T
Stalker TELZE R %K
stalkerHookUnnameNative

Bt 3%

¥

M

1.1
1.2

13
1.3.1
1.3.2
1.4
1.4.1
1.4.2
1.4.3
1.4.4
145
146
15
1.5.1
1.5.1.1
15.1.2
15.1.3
15.1.4
15.15
15.1.6
15.1.7
15.1.8
1.5.2
1.5.2.1
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FridagZifdid: Stalker

o EFARAS: 1.0.0
o FEFfATE: 20250603

=ikl
PBFridaBS BB R StalkertgE MRERIRIS, SIESFEGIRILG, SoBidFridatiStalker, A
PMAEEARFIETIAPHED PS4 H 2/ Stalkerdi LM HIAE], SIE=RAABNGE S URIEEE

BE; SAISEEIEH Stalker.followRUTEX/I0\ME, BFEUNEIFIAStaker, eventsfIEMES X, transformAEAZ
58, contextBMiLL/E M, Stalker.follow()RINERSZIIAGEIREEE, AEIREBUFTESHUL R ILEEESE; A
BN B Stalker.excludei2 SR> T AEMLE StakerfI TEERE, LHRE
stalkerHookUnnameNativeZ , &fE4aHHIZMSEEH .,

ARES+ BT+ T &

ABHEMRIG, ELN T, SMRAETHRWNT:

HonKit]&#3
e crifan/frida_advanced_debug_stalker: FridagZkiEi®: Stalker

AfE{ERLtHonKitRIB EE R AT AR F B

DL crifan/honkit_template: demo how to use crifan honkit template and demo

FELENR

o FridagZkiEid: Stalker book.crifan.org
o FridagZkiEid: Stalker crifan.github.io

B& THIEE
o FridagZiAid: Stalker PDF

e FridagZiAil: Stalker ePub
e FridasZuifAi: Stalker Mobi

hRAXH] A& R

LB FHHENEHAE, WRKGRE, BHATARE. EFH7ATSEENE, HERET HL.
WRIMBEN, BRIHFEKXRIK adnin 34 crifan.com , HERRMER, BHEE,

EMEARLHIE, MERNEIMARER. B2BRTEQURERE. WEFERE, H5FATX.


https://github.com/crifan/frida_advanced_debug_stalker
https://github.com/crifan/honkit_template
https://book.crifan.org/books/frida_advanced_debug_stalker/website/
https://crifan.github.io/frida_advanced_debug_stalker/website/
https://book.crifan.org/books/frida_advanced_debug_stalker/pdf/frida_advanced_debug_stalker.pdf
https://book.crifan.org/books/frida_advanced_debug_stalker/epub/frida_advanced_debug_stalker.epub
https://book.crifan.org/books/frida_advanced_debug_stalker/mobi/frida_advanced_debug_stalker.mobi

M 754
RS BFNZEFRENETEBRNDTORN, TERF/EK crifan BEZHBHETIRATAMEIRIMLIX
LHEFHHIRARBAE, SIS,

HAth
FENEMBE T

KA crifan RE T HME 150+ REFHHIE, BAXEBIBLSE:

crifan/crifan_ebook_readme: Crifanfy B Fa9{F A58

*TF1EE
XFEEESNA, 1E0L:
*FCrifanLiZ=% — 7£8 &

crifan.org, {EAZE &4.0EFR(CC BY 4.0)f¥ &7 all right reserved, powered by Gitbook R /ZE #:
2025-06-04 22:00:04


https://github.com/crifan/crifan_ebook_readme
https://www.crifan.org/about/
https://creativecommons.org/licenses/by/4.0/deed.zh

Stalkerfif i3

e Frida A9 Stalker

o BN
s BJFR: frida-stalker
s EZEEFERN: FridaftiBiREnse
o EA: L4mIEL R AIAIhook
o AR BIREIMBIESHHITIR
o BRXHY
= Stalker/T43
» StalkerfJAPI#EO

StalkerEBigHIZ X

o StalkMRXFEE:
o n. (EYW) Z, 7 GIN) AW, BE; W (F#l) (BREFLEFERN. JX%E
f9) FR; HIEERR: SWiES
o v. fafaiEiE, BT IRER, BTHY; RodumihiE, MSSBME; SARETHEY, EMhE
5 <> (FIFHNSE) BE, B
o FridafRgStalkerf & X
o StalkEXFRE: IRER
» StalkerEX[FEE: RIFE
» BA (EFridafyStalker) ENFR: #TE

(it B E A ZIFridafyStalker?

LISV

o REERBEZRBAIHINITNEE, BESEMTRE, EEZMMUBRcodeblock, #HHATT
o XLEAREERFIE, JEATEDSHE, RHAABABRATHORERZ, ESETURE

FAIIAER:
e Stalker.follow()

crifan.org, {EFE #4.0EFR(CC BY 4.0)1/Y&%n all right reserved, powered by Gitbook&x /5 E #:
2025-06-04 11:30:51


https://frida.re/docs/stalker/
https://frida.re/docs/javascript-api/#stalker
https://creativecommons.org/licenses/by/4.0/deed.zh

StalkerT48

LEAMEMN BFridafStalkeriB X AS :

crifan.org, {ERAZE34.0EFR(CC BY 4.0)/%&%n all right reserved, powered by Gitbook&x 5 E#:
2025-06-03 23:04:07


https://creativecommons.org/licenses/by/4.0/deed.zh

StalkerfJ %

o StalkerfYFBAERIEL A
o NBEE

» 7Efridadp$ L, FIEi@frida—t¥, #FE2IEA)s

frida akd ./fridaStalker_akdSymbol2575.]s
frida yourFridaScript.js
frida com.apple.Preferences yourFridaScript.js

» jSRERZEE
» RAEMRNL: TTE L S RIEhook MR ENARE AR Ml
n EEIERY Interceptor.attach BY onEnter A, ML Stalker.follow
» 7 transform F, HHESERIGREAIKE
 MIRZE, BE: TIMEEMNIEIRXAER
= FTENESSHITHIIELHIER instruction.toString()
n FTENHBYAIZERIE context

i i

» 55

crifan.org, {EFE #Z4.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 E#:
2025-06-04 10:44:43


https://creativecommons.org/licenses/by/4.0/deed.zh

StalkerfJAPIE

o StalkerfJAPIZ[O
o EOMI

» EEAPEERAM:  IstArPI
m Stalker - JavaScript API | Frida

» AFEO: GumizO
= TypeScript type definitions

= DefinitelyTyped/index.d.ts
o EORNA

» EiZOED
m  Stalker.follow([threadId, options])

« BAEO
m  Stalker.exclude(range)
m  Stalker.parse(events[, options])
m  Stalker.unfollow([threadId])

 Hfth
m  Stalker.flush()
m  Stalker.garbageCollect()
m  Stalker.invalidate(address)
m  Stalker.invalidate(threadId, address)
m  Stalker.addCallProbe(address, callback[, data])
m  Stalker.removeCallProbe
m  Stalker.trustThreshold
m  Stalker.queueCapacity

m  Stalker.queueDrainInterval

crifan.org, {EFE #Z4.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x 5 E#:
2025-06-04 12:07:05


https://frida.re/docs/javascript-api/#stalker
https://github.com/DefinitelyTyped/DefinitelyTyped/blob/master/types/frida-gum/index.d.ts
https://creativecommons.org/licenses/by/4.0/deed.zh

StalkerZ{5l

TEZELS B R ZFridafyStalkerf B SL{E R RAFIBA R BN SR A RABREHA

crifan.org, {ERAZE34.0EFR(CC BY 4.0)/%&%n all right reserved, powered by Gitbook&x 5 E#:
2025-06-04 11:31:37


https://creativecommons.org/licenses/by/4.0/deed.zh

___lldb_unnamed_symbol2575%$$akd

A Frida B9 stalker JEIH arme4 B9 akd BREX _ 11db_unnamed_symbol2575%$akd :
. 1 ONA
Fridafip <

frida akd ./fridaStalker_akdSymbol2575.js

jsX{ fridastalker_akdSymbol2575.js IS

console

// armé4 akd: __ 1ldb_unnamed_symbol2575%$$akd
// var funcRelativeStartAddr = 0x1000a0460;
funcRelativeStartAddr

functionSize // 9416 == 0x24C8
funcRelativeEndAddr  funcRelativeStartAddr functionSize
console funcRelativeStartAddr func
tionSize funcRelativeEndAddr
moduleName
moduleBaseAddress  Module moduleName
console moduleName moduleBaseAddress
// console.log("moduleName=%s, moduleBaseAddress=%p", moduleName, moduleBaseAddress);
funcRealStartAddr moduleBaseAddress funcRelativeStartAddr
// var funcRealEndAddr = funcRealStartAddr + functionSize;
funcRealEndAddr  funcRealStartAddr functionSize
console funcRealStartAddr funcRealE
ndAddr
curTid
Interceptor funcRealStartAddr
args

argd args
argl args
arg2 args
arg3 args

console argo argl arg2
argd
curTid Process
console curTid
Stalker curTid

// CALL instructions: yes please
// RET instructions
// all instructions: not recommended as it's
// block executed: coarse execution trace
// block compiled: useful for coverage

// onReceive: Called with ‘events’ containing a binary blob comprised of on
e or more GumEvent structs. See ‘gumevent.h’ for details about the format. Use ‘Stalker
.parse()’ to examine the data.



___lidb_unnamed_symbol2575%akd

events
parsedEvents Stalker events
// var parsedEventsStr = JSON.stringify(parsedEventsStr)
// console.log(">>> into onReceive: parsedEvents=" + parsedEvents + ",
parsedEventsStr=" + parsedEventsStr);
console parsedEvents

// transform: (iterator: StalkerArmé4Iterator) => {
iterator
// console.log("iterator=" + iterator);
instruction iterator
startAddress instruction address
// console.log("+++ into iterator: startAddress=" + startAddress);
// const isAppCode = startAddress.compare(funcRealStartAddr) >= 0 && st
artAddress.compare(funcRealEndAddr) === -1;
// const isAppCode = (startAddress.compare(funcRealStartAddr) >= 0) &&
(startAddress.compare(funcRealEndAddr) < 0);

gt_realStartAddr startAddress funcRealStartAddr 0
lt_realEndAddr startAddress funcRealEndAddr 0
isAppCode gt_realStartAddr 1lt_realEndAddr
console startAddress

isAppCode

// // for debug
// isAppCode = true

// console.log("isAppCode=" + isAppCode + ", gt_realStartAddr=" + gt_re
alStartAddr + ", lt_realEndAddr=" + 1lt_realEndAddr);

isAppCode
// is origal function code = which we focus on

// console,log("instruction: address=" + instruction.address
// + ",next=" + instruction.next()

// + ",size=" + instruction.size
// + ", mnemonic=" + instruction.mnemonic
// + ",opStr=" + instruction.opStr
// + ", operands=" + JSON.stringify(instruction.operands)
// + ", regsAccessed=" + JSON.stringify(instruction.regsAcce
ssed)
// + ", regsRead=" + JSON.stringify(instruction.regsRead)
// + ", regsWritten=" + JSON.stringify(instruction.regsWritt
en)
// + ",groups=" + JSON.stringify(instruction.groups)
// + ",toString()=" + instruction.toString()
// + ", toJSON()=" + instruction.toJSON()
/)i
curRealAddr  instruction address
// const isAppCode = curRealAddr.compare(funcRealStartAddr) >=
0 && curRealAddr.compare(funcRealEndAddr) === -1;
// console.log(curRealAddr + ": isAppCode=" + isAppCode);
curoffsetHexPtr  curRealAddr funcRealStartAddr

curoffsetInt curOffsetHexPtr

10



// var instructionStr = instruction.mnemonic + " " + instructio
n.opStr
instructionStr  instruction
// console.log("\t" + curRealAddr + ": " + instructionStr);
// console.log("\t" + curRealAddr + " <+" + curOffsetHexPtr + "
>! " + instructionStr);
console curRealAddr curoffsetInt
instructionStr
curoffsetInt
console curoffsetInt
// iterator.putCallout(needDebug);
iterator context
contextStr context
console contextStr
x9valuel context x9
x9value2 context
console x9Valuel x9
Value2
iterator
instruction iterator
// function needDebug(context) {
// console.log("into needDebug");
// // console.log("into needDebug: context=" + context);
// // var contextStr = JSON.stringify(context, null, 2)
// // console.log("context=" + contextStr);
// // var x9Valuel = context.x9
// // var x9Value2 = context["x9"]
// // console.log("x9Valuel=" + x9Valuel + ", x9vValue2=" + x9Value2)
// }
retval
console retval
curTid
Stalker curTid
console curTid
Kl 1]

i A 8]

HABEFERIEL, WRMAIBIZAERTRYIEITSR



FAEE
v AUTHKIT_AKD
> vscode
AuthKit.framework
debug
amicDebug
nulate_arm/un
vscode
Capstone
> debug

gitignore
2 emulal etIDMSRoutinginfo.py
© README.md
v frida
v result
W fridatrace_akd_verifyAccount.coffee
v scripts
__handlers__
= akdObjcMethods.txt
¥ commands.coffee
Js fridaStalker_akdSymbol2575.js
> i0SOpenDev_Xcode
headers
other
> staticAnalysic

XA
> HiEg

o master O ®0A63

fridaStalker_akdSymbol2575.js — AuthKit_akd

Js fridaStalker_akdSymbol2575.js X

dynamicDebug > frida > scripts > J5 fridaStalker_akdS

console.log(*curTid=", curTid);
Stalker. follow(curTid, {

ction (iterator:

console. log(" tor=""

var instruction = iterator.next();
var curRealAddr = instruction.address;
console. log(curRealAddr + “:

instruction=" + instruction);

utinginfo.py

t isAppCode = curRealAddr.compare(funcRealStartAddr) >= @ && curRealAddr.compare(funcRealEndAdd:

do {
if (isAppCode) {

console. log((curRealAddr +
console. log("instruction

] 63 H § 24

0x1dbo12f38: mov w0, #0x100
instruction str=mov w@, #0x100
0x1db012f38: b #0x1db012f7c
instruction str=b #@x1db@12f7c
iterator=[object Object]

0x1dbo12f7c: instruction=mov w3, #0
0x1dbo12f7c: mov w3, #0

instruction str=mov w3, #0
0x1dbe12f7c: bl #0x1dba202cc
instruction str=bl #x1db0202cc
iterator=[object Object]

ox1db202cc: instruction=adrp x16, #0x1babe5000
0x1db0202cc: adrp x16, #0x1babe5000
instruction str=adrp x16, #0x1babe5000
0x1db@202cc: add x16, x16, #0x124
instruction str=add x16, x16, #0x124
ox1dbo202cc: br x16

instruction str=br x16
iterator=[object Object]

x1babe5124:  instruction=mov x16, #0x170
Ox1babe5124: mov x16, #0x170
instruction str=mov x16, #0x170
x1babe5124: svc #0x80

instruction str=svc #0x80

x1babe5124: b.lo #0x1babe5148
instruction str=b.lo #@x1babe5148
[iPhone: :PID::8229 ]-> []

instruction str ldp x22 x21 | sp

ldp x24

x23

sp

instruction str ldp x24 x28 |sp

ldp x26

x25

sp

instruction str ldp x26, x25 | sp

ldp x28

x27

sp

instruction str ldp x28 x27 | sp

add sp, s
instruction str add sp

ret
instruction str ret
iterator object Objec

P
s

t

p

instruction ldr x1, x22

ldr x1
instruction str ldr x1i
ldr w2
instruction str ldr w2
mov wo@
instruction str mov w@
b
instruction str b
iterator object Objec

x22

x21

t

X22

x21

instruction mov w3

mov w3
instruction str mov w3

bl
instruction str bl
iterator |[object Objec

t

instruction adrp x16

adrp x16

" + instruction.mnemonic + " "
tr=" + instruction.toString());

+ instruction.opStri);

+ v Bzsh-scripts [ @

1740, 5148 ZHE:4 UTF-8

LF

{} JavaScript

Q




instruction str adrp x16

add x16, x16
instruction str add x16, x16
br x16

instruction str br x16

iterator object Object
instruction mov x16
mov x16

instruction str mov x16
sve

instruction str svc

instruction str b.lo
iPhone PID

=23 T
BIFRRLI AL SR

===== Frida Stalker hook for armé4 ___lldb_unnamed_symbol2575 akd =====
funcRelativeStartAddr functionSize funcRelativeEndAddr
moduleName akd moduleBaseAddress

funcRealStartAddr funcRealEndAddr

iPhone akd ----- argo argl arg2

curTid

J

arg3

1]

(RRFF R :

// for debug
isAppCode

UES k)

(RAZ) —LIRRIAREAE:

into iterator startAddress isAppCode
b

into iterator startAddress isAppCode
str wzr, [ x19
ldr x0. ' x19
str xzr, [ x19
chbz x0

into iterator startAddress isAppCode
bl

into iterator startAddress isAppCode
ldr x0. ' x19
str xzr, [ x19
cbz x0

into iterator startAddress isAppCode
ldp x29 x30. [sp



into iterator

into iterator

into iterator

into iterator

into iterator

into iterator

into iterator

into iterator

into iterator

into iterator

ldp x20, x19 |[sp
b
startAddress isAppCode
stp x24, x28 |[sp
stp x22, x21 [sp
stp x20, x19 [sp
stp x29, x30 [sp
add x29 sp
mov x19 X0
add x23, x0
add x20, x0
adrp x22
adrp x21
add x21 x21
ldar w24 | x23
cmp w24
startAddress isAppCode
bl
startAddress isAppCode
sub w8 w24
ldaxr w9, | x283
cmp w9, w24
stlxr w9, w8, | x23
cbnz w9
startAddress isAppCode
b
startAddress isAppCode
cmp w24
startAddress isAppCode
thbz wo
startAddress isAppCode
ldp x29 x30 'sp
ldp x20, x19 'sp
ldp x22, x21 'sp
ldp x24 x28 sp
ret
startAddress isAppCode
ldur x8  x29
adrp x9
ldr x9. [x9
ldr x9. [ x9
cmp x9, x8
startAddress isAppCode
ldp x29, x30 |[sp
ldp x20, x19 |[sp
ldp x22, x21 |[sp
ldp x24, x23 |[sp
ldp x28, x27 |[sp
add sp. sp
ret
startAddress isAppCode
add w22 w22



into

into

into

into

into

into

into

into

into

iterator

iterator

iterator

iterator

iterator

iterator

iterator

iterator

iterator

b

startAddress

ldr w8 | x25

cmp w22, w8
startAddress

ldr w25 | x26

thbnz w19
startAddress

ldr x21, [sp

mov x0, x25

bl
startAddress

adrp x8

ldr x0. ' x8

bl
startAddress

cbz w19
startAddress

ldr x8 | x20

ldr x9. 'sp

str x8 X9

ldr x8 | x27

cbz x8
startAddress

add x27, x20

ldr x8 | x27

str x8 x21

thnz wi9
startAddress

ldp x29 x30

ldp x20, x19

ldp x22, x21

ldp x24 x23

ldp x26. x25

ldp x28 x27

add sp. sp

ret
startAddress

add sp. sp

ldp x1 x@, |[sp
msr nzev, xi
ldp x1 x2, [sp
ldp x3. x4 [sp
ldp x5. x6. |sp
ldp x7. x8 'sp
ldp x9 x10. 's
ldp x11 x12
ldp x13 x14
ldp x15 x16
ldp x17 x18
ldp x19 x20
ldp x21 x22
ldp x23 x24
ldp x25 x26
ldp x27 x28

S
S
S
S
S
S

P

sp
sp
sp
sp
sp
sp
sp
sp
sp

isAppCode

isAppCode

isAppCode

isAppCode

isAppCode

isAppCode

isAppCode

isAppCode
p
p
p
p
p
p

isAppCode



ZE7r

into iterator

ldp
ldp
ldp
ldp
ldp
ldp
ldp
ldp
ldp
ldp
ldp
ldp
ldp
ldp
ldp
ldp
ldp
ldp
ret
startAddress
sub
stp
stp
stp
ldr
br

= RIAREAE

into iterator

startAddress
stp x22
stp x20
stp x29
add x29
nop
ldr x8
ldr x8
stur x8
mov w26
movk w26
add x8 x
cmp x8
cemn X0
mov w8
csel w8
mov wil
movk wil
cmp x1
cset w9

x29
qo

g2

q4

g6

g8

q10
gqi2
qi4
q16
qi8
g20
g22
024
026
g28
q30
x16
x16

sp
x28
X26
x24
x16
x16

x21
x19
x30

sp

X8

x29

0

wzr

eq

x30
gl
g3
g5
q7
q9
gi1
gi3
g5
17
g19
g21
g23
g25
927
g29
g31
x17

sp
x27
x25
x23

sp
sp
sp

h

w8

orr w8, w9 w8
add w9 w26, w8
add w9, w9, wiil

sub w9
adr x25
nop

wo

sp
sp
sp
sp
sp

1

eq

1

sp

sp
sp
sp
sp
sp
sp
sp
sp
sp
sp
sp
sp

S
S
S

sl

sl

isAppCode
P

P
P

isAppCode



into iterator

Hrpft & T onReceive , XNHIEMIogE:

+++ into iterator:
+++ into iterator:

)

0x102e327ec
0x102e327f0
0x102e327f4
0x102e327f8
0x102e327fc
0x102e32800
0x102e32804
0x102e32808
0x102e3280¢c
0x102e32810
0x102e32814
0x102e32818
0x102e3281c
0x102e32820

ldrsw x9 [ x25 w9 6 sxtw
nop
ldr x10
add x9 x9, x10
mov w22
br x9
startAddress isAppCode
mov x23. x1
mov x28. X0
eor w8 w8
sub w9, wi1l
madd w22, w8 w9 w26
mov x20
movk x20 1sl
movk Xx20 1sl
movk Xx20 1sl
add w8, w22
adr x24
nop
ldr x8 ' x24 w8, sxtw
sub x8 x8
mov wo@
str x8 |[sp
blr x8
0x194d31f44, false
0x102e327ec, true
+9100 : mov w8, #0Ox6beb
+9104 : movk w8, #0x3920, 1lsl #16
+910 w24, w21, w23
+9112 : str xzr, [x20
+9116 : str w8, ' x20, #8]
+9120 : mov w8, #0xf28c
+9124 : movk w8, #0x3820, 1lsl #16
+9128 : str w8, 'x20, #0xc]
+9132 : mov x8, #0x77e8
+9136 : movk x8, #0xcfa6, 1lsl #16
+9140 : movk x8, #0xde@b, 1lsl #8382
+9144 : movk x8, #0x20cd, 1lsl #48
+9148 x0, x19, x8
+9152 : blr x27
0x194d30564, false

into iterator:
into onReceive:

ret,0x1084e0038, 0x1085da104, 0, ret, 0x1085da134, 0x108588
25¢, -1, ret, 0x108588318, 0x103654000, -2, ret, 0x10365413c, 0x10984000¢, -3, ret, Ox1ddc2abcO, Ox
194d2e05¢, 0, ret, 0x194d2fbdc, 0x194d2dc74, 1, ret, 0x194d311c4, 0x194d2d830, 1, ret, 6x194d2d898
,0x194d2e0a0, 0, ret, @x1ddc2ac00, ©x194d2e374, 0, ret, 0x194d2e3a8, 0x194d31214, -1, ret, 0x194d3
12e8,0x194d30478, -2, ret, 0x194d304a4, 0x102e30530, -3, ret, Ox1ddc2abc®, ©x194d2cd44, 0, ret, OX
104d31894,0x194d2f0a0,1, ret, 0x194d31b3c, 0x194d2f0cO, 1, ret, ©x194d2f1ac, 0x194d2cd8s, 0, ret
,0x1ddc2ac00, 0x194d2d280, 0, ret, 0x194d2d2b4, 0x194d3128¢c, -1, ret, 0x194d312e8, 0x194d30478, -
2,ret,0x194d304a4, 0x102e305ac, -3, ret, 0x1bd80959¢c, 0x102e244e0, -2, ret, Ox1ddc36aec, 0x183f7
94d8,0, ret, 0x183f77ab0, 0x183f7958¢c, 0, ret, 0x1bd808cas8, 0x1bd809c04,1, ret, ©x1bd809c40, 0x18
3f795a0,0, ret, 0x183f7970c, 0x183f795e4, 0, ret, 0x183f7963¢c, 0x183f7aa34, -1, ret, 0x183f7aa08,
0x102e24508, -2, ret, 0x1bd808b70, 0x1bd809194, -1, ret, 0x1bd809240, 0x102e24528, -2, ret, 0x102e



24630, 0x102e315c4, -3, ret, 0x1ddc2abc®, 0x194d2e05¢c, 0, ret, 0x194d311c4, 0x194d2d830, 1, ret, Ox
194d2d898, 0x194d2e0a0, 0, ret, Ox1ddc2ac00, 0x194d2e374, 0, ret, 0x194d2e3a8, 0x194d31214, -1, re
t,0x194d312e8, 0x194d30478, -2, ret, 0x194d304a4, 0x102e316b8, -3, ret, 0x1ddc2abco, 0x194d2cd44
/0, ret,0x194d31894, 0x194d2efed, 1, ret, 0x194d2flac, 0x194d2cd88, 0, ret, ©x1ddc2ac00, 0x194d2d
280,0,ret,0x194d2d2b4, 0x194d3123c, -1, ret, 0x194d312e8, 0x194d30478, -2, ret, 0x194d304a4, Ox1
02e31744, -3, ret, 0x1bhd808aa4, 0x1bd809b78, -2, ret, 0x1bd8eSbbO, 0x102e32168, -3, ret, 0x194d305
c4,0x194d30a34, -1, ret, 0x194d33380, 0x194d30a50, -1, ret, 0x194d30alc, 0x194d2c188, -2, ret, 0x1
ddc2abc0@, 0x194d31c80, -2, ret, 0x194d2c06c, 0x194d31dec, -2, ret, 0x194d31894, 0x194d31e00, -2, r
et, 0x194d31b3c, 0x194d31eec, -2, ret, 0x194d30e90, 0x194d31134, -2, ret, Ox1ddc2ac00, 0x102e327e

c,-3
+++ into iterator: 0x194d30584, false
+++ into iterator: 0x194d30588, false

BiEE, M2 FRERERE M FRIgRHRHE X8hm
AL R0 RIGREART, KR HEa,
el &S b ZI ey +8516 TRIFUAD

into iterator startAddress isAppCode

mov w8
str x9 x10

curoffsetInt
b

contextStr

x9Valuel x9Value2

| E—

BT BAIRAENE:

® X9 = 0Ox3050500
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libinFieldCollection.dylibA9vsPHbdGf

i3 fridastalker_vsPHbdGf.js

Mt 2 BT R FridafyStalkerf) ST B IR 1D

e /Users/crifan/dev/dev_root/iosReverse/i0SModifyActivation/subBin/1libInFieldCollection_

dylib/dynamicDebug/frida/frida_stalker/fridaStalker_vsPHbdGf.]js

/**

* Function: frida Stakler to hook libInFieldCollection.dylib funtion vsPHbdGf

* Author: Crifan Li

* Update: 20241217

* Usage:

* cd /Users/crifan/dev/dev_root/iosReverse/i0SModifyActivation/subBin/libInFieldColle
ction_dylib/dynamicDebug/frida/frida_stalker

* frida -U -n mobileactivationd -1 fridaStalker_vsPHbdGf.js

*/

// https://github.com/crifan/JsFridaUtil/blob/main/JsUtil.js
// pure JavaScript utils

console

intvalue, prefix isUppercCase
prefix + intValue.toString(16)
// var hexStr = prefix + String(intValue).padStart(2, "0")
// var hexStr = prefix + intValue.toString(16).padStart(2, "0")
intHexStr  intValue
// console.log("intHexStr=" + intHexStr)
padding@HexStr  intHexStr
// console.log("padding@HexStr=" + padding@HexStr)
isUppercCase
padding@HexStr  padding@HexStr
// console.log("padding@HexStr

// var hexStr

" + padding@HexStr)

fullHexStr prefix padding@HexStr
// console,log("fullHexStr=" + fullHexStr)
fullHexStr



// Generate single line log string
// input: logStr="Called: -[NSURLRequest initWithURL:]"
// output: Called: -[NSURLRequest initWithURL:] ====

logStr isWithSpace delimitercChar linewidth
// console.log("logStr=" + logStr, ", isWithSpace=" + isWithSpace + ", delimiterCha
r=" + delimiterChar + ", linewWidth=" + lineWidth)
lineStr

realLogStr
isWithSpace
realLogStr logStr

realLogStr logStr

realLogStrLen reallLogStr length
realLogStrLen

realLogStr

realLogStrLen reallLogStr length

leftRightPaddingStr
paddingLen linewWidth reallLogStrLen
paddingLen
leftRightPaddingLen paddingLen
leftRightPaddingStr  JsUtil delimiterChar, leftRightPaddingLen

lineStr leftRightPaddingStr reallLogStr leftRightPaddingStr

// console.log("lineStr:\n" + lineStr)

lineStr
curStr. iswithSpace delimitercChar linewidth
// let delimiterStr = "---ccmccccaaaaaaaalt
// console.log(delimiterStr + " " + curStr + " " + delimitercChar)
lineStr  JsUtil curStr. iswWithSpace delimiterChar linewidth
console lineStr
/¥-=-------- Object: Dict/List/... ========-=-%/

// convert Object(dict/list/...) to JSON string
// function toJsonStr(curObj, singleLine=false, space=2){
curobj, singleLine space
// console,.log("toJsonStr: singleLine=" + singlelLine)
// var jsonStr = JSON.stringify(curObj, null, 2)
jsonStr curobj space
singleLine
// jsonStr = jsonStr.replace(/\\n/g, '')
jsonStr  jsonStr

jsonStr
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// return curObj.toString()

// check whether is item inside the list
// eg: curltem="abc", curList=["abc", "def"] => true
curItem curlList
// methodi:
curList curItem
// // method2:
// return curList.indexOf(curItem) > -1

curList, keyName
curList
curList objA objB
valueA objA keyName
valueB objB keyName
valudDiff valueA valueB
// console.log("valueA=" + valueA + ", valueB=" + valueB + " -> valudDiff=" + v
aludbiff)
valudDiff

/** Function that count occurrences of a substring in a string;
* @param {String} string The string
* @param {String} subString The sub string to search for
* @param {Boolean} [allowOverlapping] Optional. (Default:false)
*
* @author Vvitim.us https://gist.github.com/victornpb/7736865
* @see Unit Test https://jsfiddle.net/Victornpb/5axuh96u/
* @see https://stackoverflow.com/a/7924240/938822
*/
string, subString allowOverlapping
// console.log("string=" + string + ", subString=" + subString + ", allowOverlapping
=" + allowOverlapping)

string
subString

subString length 0 string length 1

n (0]
pos ©
step allowOverlapping 1  subString length

pos  string subString. pos
// console.log("pos=" + pos)
pos 0
n
pos step
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// String multiple

// eg: str="=", num=5 => "====="
str. num
num l str

// check string is empty or null

curstr
isNull curstr
isEmp curstr

isNull isEmp

// byte decimaal to byte hex
// eg:

//
//

8 =>8
-60 => c4

// function byteDecimalToByteHex(byteDecimal) {

//

//

//

//
unt)

tCount
//
//

//
//

byteDecimal
var digitCount
digitCount 2
minusDigitCount © digitCount
return (byteDecimal + Math.pow(16, 6)).toString(16).substr(-6)
var hexStr = (byteDecimal + Math.pow(16, 2)).toString(16).substr(-2)
return (byteDecimal + Math.pow(16, digitCount)).toString(16).substr(minusDigitCo

6

hexStr byteDecimal Math 16, digitCount 16 minusDigi

console.log("typeof hexStr=" + (typeof hexStr))
console.log("hexStr=" + hexStr)
hexvalue hexStr, 16
console.log("typeof hexvalue=" + (typeof hexValue))
console.log("hexvalue=" + hexValue)
hexvalue

// check is js string

//

//

//

curobj
console.log("curobj=" + cur0Obj)
curobjType curobj

console.log("curobjType=" + curObjType)
isStr  curObjType
console.log("isStr=" + isStr)

isStr
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// check pointer is valid or not

// example
// 0x103e79560 => true
// 0xc => false
curPtr
MinvalidPointer
isvalid curPtr MinvalidPointer
// console.log("curPtr=" + curPtr, " -> isValid=" + isvalid)
isvalid

// https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaUtil.js
// Frida Common Util

// for Stalker onEnter transform, is show opcode string or not
isShowOpcode

console
console Process platform

platform Process. platform

// console.log("platform=" + platform)
isJavaAvailable Java available

// console.log("isJavaAvailable=" + isJavaAvailable)
isbarwin platform

// console.log("isDarwin=" + isDarwin)

1s10S0S isJavaAvailable isDarwin
// console.log("isi0S0S=" + 1isi0S0S)
isiosos

platform Process platform

// console.log("platform=" + platform)
isJavaAvailable Java available

// console.log("isJavaAvailable=" + isJavaAvailable)
isLinux platform

// console.log("isLinux=" + isLinux)
isAndroidoS isJavaAvailable isLinux

// console.log("isAndroid0S=" + isAndroid0S)

isAndroidos

// Frida pointer to UTF-8 string
curpPtr
curutfsestr  curpPtr
// console.log("curutfastr=" + curutfastr)
curutfestr



// Frida pointer to C string
CurpPtr
// var curCStr = Memory.readCString(curPtr)
curCstr  curPtr
// var curCStr = curPtr.readUtf8String()
// console.log("curCStr=" + curCStr)
curcstr

foundModule
// console.log("Module: name=" + foundModule.name + ", base=" + foundModule.base +
", size=" + foundModule.size + ", path=" + foundModule.path)

endAddress  foundModule base foundModule size
sizeHexStr  JsUtil foundModule size
// console.log("Module: name=" + foundModule.name + ", address=[" + foundModule.bas
e + "-" + endAddress + "], size=" + sizeHexStr + "=" + foundModule.size + ", path=" + f
oundModule.path)
moduleInfoStr foundModule base endAddress
foundModule name sizeHexStr foundModule size
foundModule path
moduleInfoStr

// print module basic info: name, base, size, path

foundModule
moduleInfoStr FridaUtil foundModule
console moduleInfoStr
// print module symbols
foundModule
curSymbolList foundModule
console curSymbolList length curSymbollList
i i  curSymbolList length i
console i
curSymbol curSymbolList i
sectionStr curSymbol section
console curSymbol name curSymbol address
curSymbol isGlobal curSymbol type sectionStr
// print module exports
foundModule
CurExportList foundModule
console CurExportlList length CurExportList
i 1 curExportList length i
console i
CUurExport curExportlList/i
console CUrExport type CUrExport name

curExport address

// print module info
moduleName
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foundModule Module moduleName
// const foundModule = Module.ensureInitialized()
console foundModule
foundModule
Fridautil foundModule
FridaUtil foundModule
FridaUtil foundModule

// print process basic info

console
Process id
Process
Process
Process
Process
Process arch
Process platform
Process pageSize
Process pointerSize
Process codeSigningPolicy
Process

// print all loaded modules basic info of current process
// Note: similar to ‘image list® in 1lldb

isSort
Fridautil
moduleList
Process
module
// console.log('Module name: ' + module.name + " - " + "Base Address: " + modul

e.base.toString());
// FridaUtil.printModuleBasicInfo(module)
moduleList module

isSort

// moduleList.sort(function(moduleA, moduleB) {

// // var islLarge = moduleA.base > moduleB.base

// // console.log("moduleA.base=" + moduleA.base + ", moduleB.base=" + moduleB.
base + " -> islLarge=" + islarge)

// var addrDiff = moduleA.base - moduleB.base

// console.log("moduleA.base=" + moduleA.base + ", moduleB.base=" + moduleB.bas
e + " -> addrDiff=" + addrDiff)
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// return addrDiff
/7°})
JsUtil modulelList

i i  moduleList length i
curModule moduleList i
// var prefixStr = "\t"

prefixStr
console prefixStr  Fridautil curModule
moduleName
foundModule Process moduleName
console moduleName foundModule
foundModule
Stalker foundModule

// console.log("Stalker.exclude for module:")
// FridaUtil.printModuleBasicInfo(foundModule)
console Fridautil foundModule

// print function call and stack, output content type is: address
curContext, prefix
backtracerType Backtracer
// var backtracerType = Backtracer.FUZZY
JsuUtil prefix
prefix prefix

// const linePrefix = "\n"

// const linePrefix = "\n\t"
linePrefix

// const linePrefix = "\n "

// const linePrefix = "\n"

console prefix linePrefix

Thread curContext backtracerType

DebugSymbol fromAddress linePrefix

tobumpPtr, byteLen

buf  toDumpPtr bytelLen
dumpHexStr
buf
bytelLen

console dumpHexStr
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// convert ByteArray to Opcode string
byteArr
byteStrList
i 0/ i DbyteArr length i
curByte byteArr i
// console.log("curByte=" + curByte)

curByteStr  JsUtil curByte
// console.log("curByteStr=" + curByteStr)
byteStrList curByteStr

// console.log("byteStrList=" + byteStrList)
opcodeStr  byteStrList
// console.log("byteArr=" + byteArr + " -> opcodeStr
opcodeStr

" + opcodeStr)

// read byte array from address
// Note:!: curAddress is NativePointer
curAddress. byteSize
// console.log("curAddress=" + curAddress + ", byteSize=" + byteSize)
// var instructionByteArrBuffer = curAddress.readByteArray(byteSize)

curByteArray
i 0 1 DbyteSize 1
curAddr  curAddress i

// console.log("curAddr
byteU8 curAddr

// console.log("byteu8=" + byteU8)

curByteArray byteus

" + curAddr)

// console.log("curByteArray=" + curByteArray)
curByteArray

instruction
instructionByteArr Fridautil instruction address. instru
ction size
// console.log("instructionByteArr=" + instructionByteArr)

// var instructionOpcodeStr = hexdump(
//  instructionByteArr,
/7 {
// offset: 0,
// length: curlInstructionSize,
// header: false,
// ansi: false
// )
// )
instructionOpcodeStr Fridautil instructionByteArr
// console.log("instructionOpcodeStr=" + instructionOpcodeStr)
instructionOpcodeStr
instruction

// Instruction: address=0x252c0edf8,toString()=br x10,next=0x4,size=4,mnemonic=br,o
pStr=x10, operands=[{"type":"reg", "value":"x10","access":"r"}], regsAccessed={"read":["x1
0"],"written":[]}, regsRead=[], regswWritten=[], groups=["jump"], toJSON()={"address":"0x252

28



cOedf8", "next":"oOx4", "size":4, "mnemonic":"br", "opStr":"x10", "operands":[{"type":"reg","
value":"x10", "access":"r"}], "regsAccessed":{"read":["x10"], "written":[]}, "regsRead":[],
"regsWritten":[],"groups":["jump"]}

console instruction address
instruction
instruction
// + ",next=" + instruction.next
// + ", size=" + instruction.size
// + ",mnemonic=" + instruction.mnemonic
// + ",opStr=" + instruction.opStr
// + ",operands=" + JSON.stringify(instruction.operands)
// + ",regsAccessed=" + JSON.stringify(instruction.regsAccessed)
// + ",regsRead=" + JSON.stringify(instruction.regsRead)
// + ",regsWritten=" + JSON.stringify(instruction.regsWritten)
// + ",groups=" + JSON.stringify(instruction.groups)

// Frida Stalker hoo unknown name native function
moduleBaseAddress, funcRelativeStartAddr, functionSize
argNum. hookFuncMap
console moduleBaseAddress
FridaUtil isShowOpcode

functionSizeHexStr  JsUtil functionSize
funcRelativeStartAddrHexStr  JsUtil funcRelativeStartAddr
funcRelativeEndAddr  funcRelativeStartAddr functionSize
funcRelativeEndAddrHexStr  JsUtil funcRelativeEndAddr
console funcRelativeStartAddrHexStr
functionSize functionSizeHexStr funcRelativeEndAddr
HexStr
funcRealStartAddr moduleBaseAddress funcRelativeStartAddr
// var funcRealEndAddr = funcRealStartAddr + functionSize
funcRealEndAddr  funcRealStartAddr functionSize
console funcRealStartAddr funcR
ealEndAddr
curTid
console curTid
Interceptor funcRealStartAddr
args
JsUtil funcRelativeStartAddrHexStr
funcRealStartAddr
i i argNum; 1
curArg args/i
console i CurArg
curTid Process

console curTid
Stalker curTid

// CALL instructions: yes please
// RET instructions
// all instructions: not recommended as it's
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// block executed: coarse execution trace
// block compiled: useful for coverage

// onReceive: Called with ‘events’ containing a binary blob comprised of on
e or more GumEvent structs. See ‘gumevent.h’ for details about the format. Use ‘Stalker
.parse()’ to examine the data.
events
parsedEvents Stalker events

// var parsedEventsStr = JSON.stringify(parsedEventsStr)

// console.log(">>> into onReceive: parsedEvents=" + parsedEvents + ", pa
rsedEventsStr=" + parsedEventsStr);

console parsedEvents

// transform: (iterator: StalkerArmé4Iterator) => {
iterator
// https://www.radare.org/doc/frida/interfaces/StalkerArmIterator.html

// console.log("iterator=" + iterator)
instruction iterator
startAddress instruction address

// console.log("+++ into iterator: startAddress=" + startAddress)

// const isAppCode = startAddress.compare(funcRealStartAddr) >= @ && star
tAddress.compare(funcRealEndAddr) === -1

// const isAppCode = (startAddress.compare(funcRealStartAddr) >= 0) && (s

) <

tartAddress.compare(funcRealEndAddr 0)
gt_realStartAddr startAddress funcRealStartAddr 0
1t_realEndAddr startAddress funcRealEndAddr 0
isAppCode gt_realStartAddr 1t_realEndAddr
console startAddress

isAppCode

// // for debug
// isAppCode = true

// console.log("isAppCode=" + isAppCode + ", gt_realStartAddr=" + gt_real
StartAddr + ", 1lt_realEndAddr=" + 1lt_realEndAddr)

isAppCode
// 1s origal function code = which we focus on
// FridaUtil.printInstructionInfo(instruction)

curRealAddr  instruction address
// console.log("curRealAddr=" + curRealAddr)
// const isAppCode = curRealAddr.compare(funcRealStartAddr) >= 0 && ¢
urRealAddr.compare(funcRealEndAddr) === -
// console.log(curRealAddr + ": isAppCode=" + isAppCode)

curOoffsetHexPtr  curRealAddr funcRealStartAddr
curOffsetInt curOffsetHexPtr
console curRealAddr
curoffsetHexPtr curoffsetInt
// var instructionStr = instruction.mnemonic + " " + instruction.opStr

instructionStr instruction
// console.log("\t" + curRealAddr + ": " + instructionStr);
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instructionStr)

structionStr)

opcodeStr

+ curHookFunc)

// console.log("\t" + curRealAddr + " <+" + curOffsetHexPtr + ">: " +

// console.log("\t" + curRealAddr + " <+" + curOffsetInt + ">: " + in

opcodeStr
FridaUtil isShowOpcode
opcodeStr FridauUtil instruction
instructionFullLogStr curRealAddr curoffsetInt
instructionStr
console instructionFullLogStr

// 0x252c0edf8 <+356>: br x10
// 0x252c0edf8 <+356> 40 01 1F D6: br x10

curoffsetInt hookFuncMap
console curoffsetHexPtr curoffsetInt
// let curHookFunc = hookFuncMap.get(curoffsetInt)
curHookFunc  hookFuncMap curOffsetInt
// console.log("curOffsetInt=" + curOffsetInt + " -> curHookFunc="

// putCallout -> https://www.radare.org/doc/frida/interfaces/Stalke

rArmIterator.html#putCallout

// StalkerScriptCallout -> https://www.radare.org/doc/frida/types/S

talkerScriptCallout.html

html

// CpuContext -> https://www.radare.org/doc/frida/types/CpuContext.

// Armé4CpuContext -> https://www,.radare.org/doc/frida/interfaces/A

rmé4CpuContext.html

// work: normal
iterator curHookFunc

// var extraDataDict = {

//  "curOffsetInt": curOffsetInt

//}

// Not work: abnormal

// iterator.putCallout((context) => {

// // iterator.putCallout((context, extrabDataDict) => {

// // console.log("match offset: " + curOffsetHexPtr + ", curReal

Addr=" + curRealAddr)

// // curHookFunc(context, curOffsetInt, moduleBaseAddress)
// // context.curOffsetInt = curOffsetInt

// // context.curOffsetHexPtr = curOffsetHexPtr

// // context.moduleBaseAddress = moduleBaseAddress

// // context[curOffsetInt] = curOffsetInt

// // context[curOffsetHexPtr] = curOffsetHexPtr

// // context[moduleBaseAddress] = moduleBaseAddress

// // curHookFunc(context, extraDataDict)

//  curHookFunc(context)

//'})

iterator
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instruction iterator

// function needDebug(context) {

// console.log("into needDebug")

// // console.log("into needDebug: context=" + context)
// // var contextStr = JSON.stringify(context, null, 2)
// // console.log("context=" + contextStr)

// //
// //
// //
/7 }

console
cRealStartAddr

curTid

Stalker
console

var x9Valuel = context.x9
var x9value2 = context["x9"]
console.log("x9valuel=" + x9Valuel + ", x9vValue2=" + x9Value2)

retval
funcRelativeStartAddrHexStr fun
retval

curTid
curTid

/*******************************************************************************

* Other Util

*******************************************************************************/

// function logMain(mainStr){
//  const mainDelimiter = '"======= n
// console.log(mainDelimiter + " " + mainStr + " " + mainDelimiter)

//}

// function logSub(subStr){
// const subDelimiter = "-----ccccccmmciinniaaaaas !
// console.log(subDelimiter + " " + subStr + " " + subDelimiter)

//}

/*******************************************************************************

* Main Hook

*******************************************************************************/

// console.log("into stalkerHookNative_vsPHbdGf:")

// logSub("into
JsUtil

libraryName

// for debug

stalkerHookNative_vsPHbdGT")
true

// libraryName = "mobileactivationd"
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moduleBaseAddress  Module libraryName
console libraryName moduleBaseAddre
ss
moduleBaseAddress
console libraryName
funcName

// for debug

// -[MACollectionInterface copylIngestData:] __text 00000001000067B4 00000D84

00000270 R ] 0 c 0 ] B T
// funcName = "-[MACollectionInterface copyIngestData:]"
// funcName = "DERDecodeItem"
// funcName = "mach_msg"

origFuncPtr  Module libraryName, funcName
console origFuncPtr
origFuncPtr
console funcName libraryName

funcRelativeStartAddr origFuncPtr moduleBaseAddress
console funcRelativeStartAddr JsUtil
funcRelativeStartAddr

// for debug
/*

[iPhone: :mobileactivationd ]-> ============ Trigged addr: relative [0x13c94]
[0x1c280ec94] ============

+++ into iterator: startAddress=0x1c2813d78, isAppCode=true
current: realAddr=0x1c2813d78 -> offset: hex=0x50e4=20708
0x1c2813d78 <+20708>: str x0, [sp, #0Oxc8]
current: realAddr=0x1c2818d7c -> offset: hex=0x50e8=20712
0x1c2813d7c <+20712>: bl #0x1c2842d88
*/

real

// // use later address as start address, try to avoid only hook part code == not hoo

k all code
// funcRelativeStartAddr

funcRelativeStartAddr + 0x50e4

functionSize Ox61FC
// for debug: make larger, tyr to support hook more code
// var functionSize = 0x10000

// CollectPCRT == void __fastcall vsPHbdGf(__int64 al, __int64 a2)
argNum 2
console functionSize JsUtil functionSize
argNum

// try exclude not-concern functions inside common libs

// // var moduleName_libObjc = "/usr/lib/libobjc.A.dylib"
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//
//
//
//
//
//

//
//

//
//
//
//
//
//
//

//
//

//
//
//
//
//
//

//
//
//
//
//
//

//
//
//
//
//
//

//
//
//
//
//
//

//

var moduleName_libObjc = "libobjc.A.dylib"

// FridaUtil.printModuleInfo(moduleName_libObjc)

var module_libObjc = Process.getModuleByName(moduleName_libObjc)

console.log("module_libObjc=" + module_libObjc)

if (null != module_libObjc) {
FridaUtil.printModuleBasicInfo(module_libObjc)

Stalker.exclude(module_lib0Objc)
}

// var moduleName_system =

var moduleName_system = "libSystem.B.dylib"

// FridaUtil.printModuleInfo(moduleName_system)

var module_system = Process.getModuleByName(moduleName_system)

console.log("module_system=" + module_system)

if (null != module_system) {
FridaUtil.printModuleBasicInfo(module_system)

Stalker.exclude(module_system)

}

var moduleName_MobileGestalt = "libMobileGestalt.dylib"

var module_MobileGestalt = Process.getModuleByName(moduleName_MobileGestalt)

console.log("module_MobileGestalt=" + module_MobileGestalt)

if (null != module_MobileGestalt) {
FridaUtil.printModuleBasicInfo(module_MobileGestalt)

}

var moduleName_IOKit = "IOKit"

var module_IOKit = Process.getModuleByName(moduleName_IOKit)

console.log("module_IOKit=" + module_IOKit)

if (null != module_IOKit) {
FridaUtil.printModuleBasicInfo(module_IOKit)

}

var moduleName_Foundation = "Foundation"

var module_Foundation = Process.getModuleByName(moduleName_Foundation)

console.log("module_Foundation=" + module_Foundation)

if (null != module_Foundation) {
FridaUtil.printModuleBasicInfo(module_Foundation)

}

var moduleName_CoreFoundation = "CoreFoundation"

var module_CoreFoundation = Process.getModuleByName(moduleName_CoreFoundation)

console.log("module_CoreFoundation=" + module_CoreFoundation)

if (null I= module_CoreFoundation) {
FridaUtil.printModuleBasicInfo(module_CoreFoundation)

}

FridaUtil.printModuleInfoAndStalkerExclude("libobjc.A.dylib") // /usr/1lib/libobjc.

A.dylib

//

FridaUtil.printModuleInfoAndStalkerExclude("1ibSystem.B.dylib") // /usr/1ib/1ibSys

tem.B.dylib

//

FridaUtil.printModuleInfoAndStalkerExclude("libsystem_malloc.dylib") // /usr/lib/s

ystem/libsystem_malloc.dylib
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libInFieldCollection.dylibAJvsPHbdGf

Fridautil
toExcludeModulelList
// /usr/lib/libobjc.A.dylib
// /usr/lib/1ibSystem.B.dylib
// /usr/lib/system/libsystem_malloc.dylib
// /usr/lib/system/libsystem_m.dylib
// /usr/lib/system/libsystem_networkextension.d
ylib

// /usr/lib/system/libsystem_notify.dylib
// /usr/lib/system/libsystem_sandbox.dylib

// /usr/lib/system/libsystem_kernel.dylib
// /usr/lib/system/libsystem_platform.dylib
// /usr/lib/system/libsystem_pthread.dylib
// /usr/lib/system/libsystem_symptoms.dylib

// /usr/lib/system/libsystem_trace.dylib

// /usr/lib/system/libunwind.dylib
// /usr/lib/system/libxpc.dylib

// Module: address=[0x19a60a000-0x19a60f000], name=libcache.dylib, size=0x5000=2048
0, path=/usr/lib/system/libcache.dylib

// Module: address=[0x19a60T000-0x19a61b000], name=libcommonCrypto.dylib, size=0xc0@
00=49152, path=/usr/lib/system/libcommonCrypto.dylib

// Module: address=[0x19a61b000-0x19a620000], name=libcompiler_rt.dylib, size=0x500
0=20480, path=/usr/lib/system/libcompiler_rt.dylib

// Module: address=[0x19a620000-0x19a629000], name=libcopyfile.dylib, size=0x9000=3
6864, path=/usr/lib/system/libcopyfile.dylib

// Module: address=[0x19a629000-0x19a68d000], name=libcorecrypto.dylib, size=0x6400
0=409600, path=/usr/lib/system/libcorecrypto.dylib

// Module: address=[0x19a68d000-0x19a6fd000], name=libdispatch.dylib, size=0x70000=
458752, path=/usr/lib/system/libdispatch.dylib

// Module: address=[0x19a6fd000-0x19a727000], name=libdyld.dylib, size=0x2a000=1720
32, path=/usr/lib/system/libdyld.dylib

// Module: address=[0x22ab49000-0x22abchb000], name=libsystem_c.dylib, size=0x82000=
532480, path=/usr/lib/system/libsystem_c.dylib

// Module: address=[0x22af96000-0x22b2f5000], name=CoreFoundation, size=0x35T000=35
34848, path=/System/Library/Frameworks/CoreFoundation.framework/CoreFoundation

// Module: address=[0x101720000-0x10172c000], name=MAMock.dylib, size=0xc000=49152,
path=/Library/MobileSubstrate/DynamicLibraries/MAMock.dylib

// // Module: address=[0x22b61f000-0x22b654000], name=libMobileGestalt.dylib, size=
0x35000=217088, path=/usr/lib/libMobileGestalt.dylib
// "libMobileGestalt.dylib",
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i i  toExcludeModulelList length; i
// console.log("=--=-------- Module [" + 1 + "]--=e-uuuua)
curModule toExcludeModulelList i

Fridautil curModule

hookFuncMap
// +356
context
contextStr context
console contextStr
x10 context x10
console x10

// +476
context
contextStr context
console contextStr
X10 context x10
console x10

FridaUtil isShowOpcode
Fridautil moduleBaseAddress, funcRelativeStartAddr, functionS
ize argNum. hookFuncMap

// console.log("into hookNative:")
// logMain("into hookNative")
JsUtil

{ S—
Wt HE

ot d BE:

+ frida_stalker frida U n mobileactivationd 1 fridaStalker_vsPHbdGf js

Frida A world class dynamic instrumentation toolkit
- help Displays the help system
object Display information about

exit quit Exit

More info at



Connected to iPhone id
Attaching
=============================== jinto hookNative

m=ss=ssse--a----------- into stalkerHookNative_vsPHbdGf ---------====ccucuunnnn-

libraryName libInFieldCollection dylib moduleBaseAddress
Failed to find library libInFieldCollection dylib
iPhone mobileactivationd reload

into hookNative
into stalkerHookNative_vsPHbdGf ---
libraryName libInFieldCollection dylib moduleBaseAddress
Failed to find library libInFieldCollection dylib

iPhone mobileactivationd reload

=============================== jnto hookNative ===============================
“sssscs---------------- 1nto stalkerHookNative_vsPHbdGf ------------ccccucnaan-

libraryName libInFieldCollection dylib moduleBaseAddress
Failed to find library libInFieldCollection dylib
iPhone mobileactivationd reload

eSS E =SS =SS =E=EsS=S=SE=S=S=ESs=s==EEE 1nt° hookNatiVe S EE=S=SEEES=S=S=SS=S=EsS=S=S==s=s=s==EEE

into stalkerHookNative_vsPHbdGf

libraryName libInFieldCollection dylib moduleBaseAddress

Failed to find library libInFieldCollection dylib

iPhone mobileactivationd reload

into hookNative
--- into stalkerHookNative_vsPHbdGf ---

libraryName libInFieldCollection dylib moduleBaseAddress

origFuncPtr
funcRelativeStartAddr
functionSize argNum
id currentThreadId currentDir homeDir
tmp. arch armé4, platform darwin pageSize pointerSize

onal isDebuggerAttached

address name mobileactivationd size
path usr libexec mobileactivationd
address name MobileSubstrate dylib
path Library MobileSubstrate MobileSubstrate dylib
address name SubstrateInserter dylib
path usr lib substrate SubstratelInserter dylib
address name SubstrateLoader dylib
path usr lib substrate SubstrateLoader dylib
address name dyld size
lib dyld
address name MAMock dylib. size
Library MobileSubstrate DynamicLibraries MAMock dylib
address name libsubstrate dylib, siz
path usr lib libsubstrate dylib
address name libSystem B dylib, size
path usr lib libSystem B dylib
address name libc 1 .dylib size
path usr lib libc 1 .dylib
address name libc abi dylib size
path usr lib libc abi dylib
address name libobjc A dylib size
path usr lib libobjc A dylib
address name libcache dylib size

th usr lib system libcache dylib

address name libcommonCrypto. dylib

var mobile tmpDir
codeSigningPolicy opti

size
size

size

e

size

var

usr

path

pa



path

path

usr lib system libcommonCrypto dylib

address name libcompiler_rt dylib size
usr lib system libcompiler_rt dylib
address name vecLib, size pa

Library Frameworks Accelerate framework Frameworks vecLib framework vecLib

th System

address name libInFieldCollection dylib, size
path usr 1lib libInFieldCollection dylib
address name libMobileGestaltExtensions dylib size
path usr lib libMobileGestaltExtensions dylib
address name SampleAnalysis, size
path System Library PrivateFrameworks SampleAnalysis framework SampleAnalysis
===------- Module EEEE TR
moduleName libobjc A dylib foundModule object Object
address name libobjc A dylib, s
ize path usr lib libobjc A dylib
<=-------- Module EEEEET T
moduleName libSystem.B dylib foundModule object Object
address name libSystem B dylib
size path usr lib libSystem B dylib
<=-=------ Module EEE R
moduleName libsystem_malloc dylib foundModule object Object
address name libsystem_malloc . d
ylib, size path usr lib system libsystem_malloc dylib
<=-------- Module EEE T
moduleName libsystem_m dylib foundModule object Object
address name libsystem_m dylib
size path usr lib system libsystem_m dylib
<=-------- Module EEE T
moduleName libsystem_networkextension dylib foundModule object Object
address name libsystem_networke
xtension dylib size path usr lib system libsystem_networkextension dyli
b
---------- Module EEE T
moduleName libsystem_notify dylib foundModule object Object
address name libsystem_notify.d
ylib, size path usr lib system libsystem_notify dylib
---------- Module EEE T
moduleName libsystem_sandbox dylib foundModule object Object
address name libsystem_sandbox
dylib, size path usr lib system libsystem_sandbox dylib
-=-------- Module EEE T
moduleName libsystem_kernel dylib foundModule object Object
address name libsystem_kernel d
ylib, size path usr lib system libsystem_kernel dylib
---------- Module EEE R
moduleName libsystem_platform dylib foundModule object Object
address name libsystem_platform
dylib. size path usr lib system libsystem_platform dylib
---------- Module EEE R
moduleName libsystem_pthread dylib foundModule 'object Object
address name libsystem_pthread
dylib, size path usr lib system libsystem_pthread dylib

Module



moduleName

dylib

moduleName

lib

size

moduleName

lib

size

moduleName

size

libsystem_symptoms . dylib foundModule object Object

address name libsystem_symptoms
path usr lib system libsystem_symptoms dylib
Module SRR T
libsystem_trace dylib foundModule object Object
address name libsystem_trace dy
path usr lib system libsystem_trace dylib
Module SRR

libunwind dylib foundModule object Object
address

usr lib system libunwind dylib

foundModule object Object
address
usr lib system libxpc dylib

foundModule object Object
address

name libunwind dylib, s
path
Module
libxpc dylib
name libxpc dylib size
path
Module
libcache dylib
si

name libcache dylib

path usr lib system libcache dylib
Module TR
libcommonCrypto . dylib foundModule object Object
address name libcommonCrypto dy
path usr lib system libcommonCrypto dylib
Module TR
libcompiler_rt dylib foundModule object Object
address name libcompiler_rt dyl
path usr lib system libcompiler_rt dylib
Module TR

libcopyfile dylib foundModule object Object
address

path usr lib system libcopyfile dylib

name libcopyfile dylib
Module
libcorecrypto dylib foundModule object Object
address
path usr lib system libcorecrypto dylib

name libcorecrypto dylib
Module
libdispatch dylib foundModule object Object
address

path usr lib system libdispatch dylib

foundModule object Object
address
usr lib system libdyld dylib

name libdispatch dylib
Module
libdyld dylib
name libdyld dylib. size
path
Module
libsystem_c dylib foundModule object Object

address name libsystem_c dylib

path usr lib system libsystem_c dylib
Module mmmmemee
CoreFoundation foundModule object Object
address name CoreFoundation, si
path System Library Frameworks CoreFoundation. framework CoreFound
Module R T

MAMock . dylib foundModule 'object Object
address name MAMock dylib

path Library MobileSubstrate DynamicLibraries MAMock dylib

size



baseAddress

relativeStartAddr size
funcRealStartAddr funcRealEndAddr
curTid
iPhone mobileactivationd ============ Trigged addr
arg
arg
curTid
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
address toString stp x20, x19
nemonic stp opStr x20. x19 'sp operands
regsAccessed
regsWritten groups toJSON
realAddr offset hex
stp x20, x19, |sp
address toString stp x29, x30
nemonic stp opStr x29 x30, 'sp operands
regsAccessed
sWritten groups toJSON
realAddr offset hex
stp x29, x30, |sp
address toString add x29 sp
add, opStr x29, sp operands
regsRead regsWritten
realAddr offset hex
add x29 sp
address toString sub sp. sp
monic sub, opStr sp, sp 1sl operands
regsAccessed
gsWritten groups toJSON

realAddr

offset hex

relativeEndAddr

relative real
sp next size 4. m

regsRead
sp next size 4. m
regsRead reg
next size 4 mnemonic

regsAccessed

groups toJSON

1sl next size 4 mne
regsRead re



address

sub, opStr sp. sp

realAddr

address

str opStr x1, sp

regsRead

realAddr

address

str opStr x0, sp

regsRead

realAddr

address
add, opStr x28. sp

ed

realAddr

address
add, opStr x23 sp

realAddr

address
add opStr x26, sp

sub sp, sp 1sl
toString sub sp. sp next size 4 mnemonic
operands
regsAccessed
regsRead regsWritten groups toJSON
offset hex
sub sp, sp
toString str xi. [sp next size 4 mnemonic
operands
regsAccessed
regsWritten groups toJSON
offset hex
str x1. [sp
toString str x0 [sp next size 4 mnemonic
operands
regsAccessed
regsWritten groups toJSON
offset hex
str x0. [sp
toString add x28 sp next size 4 mnemonic
operands
regsAccess
regsRead regsWritten groups toJSON
offset hex
add x28 sp
toString add x23 sp next size 4 mnemonic
operands
regsAccessed
regsRead regsWritten groups toJSON
offset hex
add x28 sp
toString add x26, sp next size 4 mnemonic
operands
regsAccessed
regsRead regsWritten groups toJSON



realAddr offset hex

add x10, x8 6 x10
address toString add w8 w9 next size 4 mnemonic add
opStr w8, we operands
regsAccessed
regsRead regsWritten groups toJSON

realAddr offset hex
add w8 w9
address toString br x10 next size 4 mnemonic br opStr x10
operands regsAccessed
regsRead regsWritten groups toJSON
realAddr offset hex
br x10
contextStr
x10
into iterator startAddress isAppCode
address toString mov w25 next size 4 mnemonic m
ov, opStr w25 operands
regsAccessed regsRead re

gsWritten groups toJSON



realAddr offset hex
mov w25
address toString movk w25 1sl next size
mnemonic movk opStr w25 1sl operands
r
egsAccessed regsRead regsWritten groups tod
SON
realAddr offset hex
add x8 x8 x9
address toString br x8 next size 4 mnemonic br opStr x8
operands regsAccessed
regsRead regsWritten groups toJSON
realAddr offset hex
br x8
into iterator startAddress isAppCode
address toString mov w22 next size 4 mnemonic mov
opStr w22 operands
regsAccessed regsRead regsw
ritten groups toJSON
realAddr offset hex
mov w22
address toString movk w22 1sl next size
mnemonic movk opStr w22 1sl operands
r
egsAccessed regsRead regsWritten groups toJ
SON
realAddr offset hex
sub w25, w8
address toString bl next size 4 mnemonic bl
opstr operands regsAcce
ssed regsRead regsWritten groups
toJSON
realAddr offset hex



bl

into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
address toString str x0 |[sp next siz
str opStr x0 'sp operands
regsAccessed
regsRead regsWritten groups toJSON
realAddr offset hex
str x0 [sp
address toString bl next size
opStr operands
ssed regsRead regsWritten groups
toJSON
realAddr offset hex
bl
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
address toString mov w5 next size 4.m
opStr wh operands
regsAccessed regsRead
en groups toJSON
realAddr offset hex
mov w5
address toString movk wb 1sl next
nemonic movk opStr ws 1sl operands
sAccessed regsRead regsWritten groups

realAddr

offset hex

e mnemonic

mnemonic bl
regsAcce

nemonic mov

regswritt

size 4. m

reg
toJSON



A E—

crifan.org, {EMAE F4.0ER(CC BY 4.0)fMY &7 all right reserved, powered by Gitbook &5 E #T:
2025-06-04 14:33:47



https://creativecommons.org/licenses/by/4.0/deed.zh

libmetasec_ml.sofims_bd c | a

LA RBIRIBS R 2
B 218 H FridafyStalkerfdhook i@ AR T B £ K

o FridaUtil.js
o stalkerHookUnnameNative

s @ hookFuncMap £, Ehookdy, ZPMNWNIKEHNR=E
AR AR EIREAthiE X T B SRR

o JsUtil.js
o isvValidPointer
o logStr
o intToHexStr
o isItemInList
¢ FridaUtil.js
o printFunctionCallStack_addr
o dumpMemory
o ptrToCStr
o ptrToutf8str
e FridaAndroidUtil.js
o hookAfterLibLoaded
o getJavaClassName

o getJclassName

stalkerHookNative ms bd ¢ 1 a RiEX{iB

T L LEE &b TR A5 B9 A% Chook RS :

moduleBaseAddress

jniEnv=0x74504ec130

clazz=0x85 -> jclassName=ms.bd.c.l

methodsPtr=0x72d02cce60

nMethods=0x1 -> methodNum=1

---------------------------------- method [0] ===-=--cccccceccccccccaaccaaaana

name: pos=0x72d02cce60 -> ptr=0x73a04e22d0 -> str=a

signature: pos=0x72d02cce68 -> ptr=0x73d04fch90 -> str=(IIJLjava/lang/String;Ljava/
lang/Object; )Ljava/lang/0Object;

fnPtr: pos=0x72d02cce70 -> ptr=0x727a656100 -> offset=0x104100

Module: name=libmetasec_ml.so, base=0x727a552000, size=undefined, path=/data/app/~~
cJq-AFnKyZwZZgpRJY9hWA==/com.ss.android.ugc.aweme-1LCghzY2HKVNbIOWF3vccQ==/1ib/arm64/1i
bmetasec_ml,so

sources/ms/bd/c/1.java


https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaUtil.js
https://github.com/crifan/JsFridaUtil/blob/main/JsUtil.js
https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaUtil.js
https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaAndroidUtil.js

public clas

s l{

public static native Object a(int i, int i2, long j, String str, Object obj);

*/
funcRelativ
console

funcRealS
console

// var funcName
funcName
Interceptor

JsUtil

argo
argl
arg2
args
arg4
args
arge

X0
x1
X2
x3
X4
x5
X6

sp

eStartAddr

tartAddr

funcRelativeStartAddr

moduleBaseAddress funcRelativeStartAddr

"ms.bd.c.l.a"

funcRealStartAddr

funcRealStartAddr

args

args
args
args
args
args
args
args

context
context
context
context
context
context
context
context

X0
x1
X2
x3
X4
x5
x6

sp

funcName funcRealStartAddr
// FridaUtil.printFunctionCallStack_addr(this.context, funcName)

realArg_i arg3 // W3
realArg_i2 arg2 // W2
realArg_j arg4 // X4
realArg_str args // X5
realArg_obj argé // Xeé

realArg_i_type
realArg_i_int

/ 0x30001
/ 0x30002
/ ©x30003

realArg_i

realArg_i
realArg_i_type realArg_i_i

// if (JsUtil.isItemInList(realArg_i_int, RI_REPORT_I_LIST)){

console
nt
/
/
/
console
arg3
console
realArg_j

arg4

argo

argl arg2
args arge

realArg_i realArg_i2
realArg_str realArg_obj



libmetasec_ml.sofJms _bd c | a

x4

co

//
//
//

//
//
//
//
//
//

nsole X0 x1 X2 x3
x5 X6 sp

// var newBrXiPtr_1 = ptr(sp - 0x58)
var newBrXiPtr = sp.sub(0x58)
// console.log("newBrXiPtr_1=" + newBrXiPtr_1 + ", newBrXiPtr=" + newBrXiPtr)

console,log("newBrXiPtr=" + newBrXiPtr)

var newBrXi_nativePointer = newBrXiPtr.readPointer()

// console.log("newBrXi_nativePointer=" + newBrXi_nativePointer)

var newBrXi_U64 = newBrXiPtr.readU64()

// console.log("newBrXi_U64=" + newBrXi_U64)

console.log("newBrXi: nativePointer=" + newBrXl_nativePointer + ", U64=" + n

ewBrxi_u64)

e)

//
//
//
//
//
//
//

// 3

cons

func
func
argN
hook

var toDumpPtr = newBrXiPtr

// var toDumpPtr = newBrXiPtr - 0x10

// var toDumpPtr = ptr(newBrXiPtr - 0x10)
console.log("toDumpPtr=" + toDumpPtr)

var byteLen = 64

var bytelLen = 128

Fridautil.dumpMemory(toDumpPtr, byteLen)
Jsutil realArg_str
cStr  Fridautil realArg_str
console cStr

// var utf8Str = FridaUtil.ptrToUutf8Str(realArg_str)
// console.log("utf8sStr=" + utf8astr)
// console.log("cStr=" + cStr + ", utf8str=" + utf8sStr)

Jsutil realArg_obj
javaClassName FridaAndroidutil realArg_obj
console javaClassName

// var jclassName = FridaAndroidUtil.getJclassName(realArg_obj)
// console.log("jclassName=" + jclassName)
// console.log("jclassName=" + jclassName + ", javaClassName=" + javaClassNam

retval
ole funcName retval
moduleBaseAddress
RelativeStartAddr Ox10413C
tionSize 0x14 // ©0x104150 - 0x10413C = 0x14
um 0O
FuncMap

48



context
contextStr
console
sp context. .sp
console sp

context
contextStr
console
X0 context x0
console X0

Fridautil
ize argNum, hookFuncMap

funcRelativeStartAddr

context
contextStr

context
contextStr

moduleBaseAddress

moduleBaseAddress

funcRelativeStartAddr

functionSize // @@@ Tracing basic block at 0x114190, block size
argNum
hookFuncMap
context
contextStr context
console contextStr
X283 context x23
console x23
context
contextStr context
console contextStr
x23 context x23
console x23
context
contextStr context
console contextStr
x8 context x8
console X8
FridauUtil moduleBaseAddress, funcRelativeStartAddr
ize argNum hookFuncMap
moduleBaseAddress
funcRelativeStartAddr
functionSize // 0x104138 - 0x104100 = Ox38

// var functionSize
argNum

0x50 // including sub_10413C: 0x104150 -

0x104100

functionS

0x40

functionS

0x50
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// let hookFuncMap = new Map()

// hookFuncMap.set(

//  0x30,

//  function (context) {

// var contextStr = JSON.stringify(context)

// console.log("contextStr=" + contextStr)
// var x0 = context.x@
// var x0ToOffset = x0.sub(moduleBaseAddress)
// console.log("x0=" + x0 + "-> offset=" + x0ToOffset)
// var x1 = context.x1
// console,log("x1=" + x1)
// var x1ToOffset = x1.sub(moduleBaseAddress)
// console.log("x1=" + x1 + "-> offset=" + x1ToOffset)
/)
// )
hookFuncMap
// 0x2C:

// // function (context, curOffsetInt, moduleBaseAddr) {
// // function (context, extraDataDict) {
//  function (context) {

// // var curOffsetInt = context.curOffsetInt

// // var curOffsetHexPtr = context.curOffsetHexPtr

// // var moduleBaseAddr = context.moduleBaseAddress

// // var curOffsetInt = context[curOffsetInt]

// // var curOffsetHexPtr = context[curOffsetHexPtr]

// // var moduleBaseAddr = context[moduleBaseAddress]

// // console.log("in 0x2C: curOffsetInt=" + curOffsetInt + "=" + curOffsetHexP
tr)

// // var contextStr = JSON.stringify(context)

// // console.log("[0x2C] contextStr=" + contextStr)

/Y

0

context

// function (context, extraDataDict) {
// function (context, curOffsetInt, moduleBaseAddr) {
// console.log("extraDataDict=" + extraDataDict)
// var curOffsetInt = context.curOffsetInt
// var curOffsetHexPtr = context.curOffsetHexPtr
// var moduleBaseAddr = context.moduleBaseAddress
// var curOffsetInt = context[curOffsetInt]
// var curOffsetHexPtr = context[curOffsetHexPtr]
// var moduleBaseAddr = context[moduleBaseAddress]
// console.log("called 0x30: curOffsetInt=" + curOffsetInt + ", moduleBaseAddr=
" + moduleBaseAddr)
// // var curOffsetHexPtr = JsUtil.intToHexStr(curOffsetInt)
// console.log("----- current offset: [" + curOffsetHexPtr + "] ----- "

// var contextStr = JSON.stringify(context)
// console.log("[0x30] contextStr=" + contextStr)
X0 context x0
X0ToOffset  x0 moduleBaseAddress
console x0 x0ToOffset

0x38
// function (context, extraDataDict) {



libmetasec_ml.sofms_bd c_|_a

// function (context, curOffsetInt, moduleBaseAddress) {
context
// var curOffsetInt = context.curOffsetInt
// var curOffsetHexPtr = context.curOffsetHexPtr
// var moduleBaseAddr = context.moduleBaseAddress
// var curOffsetInt = context[curOffsetInt]
// var curOffsetHexPtr = context[curOffsetHexPtr]
// var moduleBaseAddr = context[moduleBaseAddress]
// console.log("in Ox88: curOffsetInt=" + curOffsetInt)
// var curOffsetHexPtr = JsUtil.intToHexStr(curOffsetInt)
// console.log("----- current offset: [" + curOffsetHexPtr + "] ----- ")

// var contextStr = JSON.stringify(context)

// console.log("[0x38] contextStr=" + contextStr)
x1 context x1
x1ToOffset  x1 moduleBaseAddress

console x1 x1ToOffset

Fridautil moduleBaseAddress, funcRelativeStartAddr functionS
ize, argNum, hookFuncMap

// console.log("===== Frida Stalker hook for libmetasec_ml.so ms.bd.c.l a function ==
===");

/] /¥

// ==================== Trigged RegisterNatives [0x738cd109f8] ====================

//  jniEnv=0x74504ec130

// clazz=0x85 -> jclassName=ms.bd.c.l

//  methodsPtr=0x72d02cce60

// nMethods=0x1 -> methodNum=1

YA E T T method [0] ======-ceccccmccemccaccceccaaaaans

// name: pos=0x72d02cce60 -> ptr=0x73a04e22d® -> str=a

//  signature: pos=0x72d02cce68 -> ptr=0x73d04fcb9® -> str=(IIJLjava/lang/String;Lja
va/lang/0Object; )Ljava/lang/0Object;

//  fnPtr: pos=0x72d02cce70 -> ptr=0x727a656100 -> offset=0x104100

// Module: name=libmetasec_ml.so, base=0x727a552000, size=undefined, path=/data/app

/~~cJq-AFNKyZwZZgpRJYShWA==/com,ss.android.ugc.aweme-1LCghzY2HKVNbIOWF3vccQ==/1ib/armé4
/libmetasec_ml.so

//
//
//

//

//
//
//
//
//
//
//
//
//
= +

sources/ms/bd/c/1.java
public class 1 {
public static native Object a(int i, int i2, long j, String str, Object obj);
*/
var funcRelativeStartAddr = 0x104100

// console.log("funcRelativeStartAddr=" + funcRelativeStartAddr)

var funcRelativeStartAddrHexStr = JsUtil.intToHexStr(funcRelativeStartAddr)

// var functionSize = 0x38 // 0x104138 - 0x104100 = Ox38

var functionSize = 0x50 // including sub_10413C: 0x104150 - 0x104100 = Ox50

var functionSizeHexStr = JsUtil.intToHexStr(functionSize)

var funcRelativeEndAddr = funcRelativeStartAddr + functionSize

var funcRelativeEndAddrHexStr = JsUtil.intToHexStr(funcRelativeEndAddr)
console.log("function: relativeStartAddr=" + funcRelativeStartAddrHexStr + ", size
functionSize + "=" + functionSizeHexStr + ", relativeEndAddr=" + funcRelativeEndAd
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drHexStr)

// // const moduleName = "libmetasec_ml.so"

// // const moduleBaseAddress = Module.findBaseAddress(moduleName)

// // console.log("moduleName=" + moduleName + ", moduleBaseAddress=" + moduleBaseAdd
ress)

// console.log("moduleBaseAddress=" + moduleBaseAddress)

// const funcRealStartAddr = moduleBaseAddress.add(funcRelativeStartAddr)

// // var funcRealEndAddr = funcRealStartAddr + functionSize

// const funcRealEndAddr = funcRealStartAddr.add(functionSize)

// console.log("funcRealStartAddr=" + funcRealStartAddr + ", funcRealEndAddr=" + func
RealEndAddr)

// var curTid = null

// console.log("curTid=" + curTid)

// Interceptor.attach(funcRealStartAddr, {

// onEnter: function(args) {

// var arg@ = args[0]

// var argl = args[1]

// var arg2 = args[2]

// var arg3 = args[3]

// var arg4 = args[4]

// console,log("----- argo=" + argd + ", argil=" + argl + ", arg2=" + arg2 + "

, arg3=" + arg3 + ", arg4=" + arg4)

// var curTid = Process.getCurrentThreadId()

// console.log("curTid=", curTid)

// Stalker.follow(curTid, {

// events: {

// call: false, // CALL instructions: yes please

// ret: true, // RET instructions

// exec: false, // all instructions: not recommended as it's
// block: false, // block executed: coarse execution trace
// compile: false // block compiled: useful for coverage

// Y

// // onReceive: Called with ‘events’ containing a binary blob comprised

of one or more GumEvent structs. See ‘gumevent.h® for details about the format. Use 'St
alker.parse()’ to examine the data.

// onReceive(events) {

// var parsedEvents = Stalker.parse(events)

// // var parsedEventsStr = JSON.stringify(parsedEventsStr)

// // console.log(">>> into onReceive: parsedEvents=" + parsedEvents
+ ", parsedEventsStr=" + parsedEventsStr);

// console.log(">>> into onReceive: parsedEvents=" + parsedEvents);

// },

// // transform: (iterator: StalkerArmé4Iterator) => {

// transform: function (iterator) {

// // console.log("iterator=" + iterator)

// var instruction = iterator.next()

// const startAddress = instruction.address

// // console.log("+++ into iterator: startAddress=" + startAddress)

// // const isAppCode = startAddress.compare(funcRealStartAddr) >= 0
&& startAddress.compare(funcRealEndAddr) === -

// // const isAppCode = (startAddress.compare(funcRealStartAddr) >= 0
) && (startAddress.compare(funcRealEndAddr) < 0)

// const gt_realStartAddr = startAddress.compare(funcRealStartAddr) >
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// const 1lt_realEndAddr = startAddress.compare(funcRealEndAddr) < 0
// var isAppCode = gt_realStartAddr && lt_realEndAddr
// console.log("+++ into iterator: startAddress=" + startAddress + ",

isAppCode=" + isAppCode)

// // // for debug

// // isAppCode = true

// // console.log("isAppCode=" + isAppCode + ", gt_realStartAddr=" +
gt_realStartAddr + ", lt_realEndAddr=" + 1lt_realEndAddr)

// do {

// if (isAppCode) {

// // is origal function code = which we focus on

// // console.log("instruction: address=" + instruction.addre
SS

// // + ", next=" + instruction.next()

// // + ",size=" + instruction.size

// // + ",mnemonic=" + instruction.mnemonic

// // + ",opStr=" + instruction.opStr

// // + ", operands=" + JSON.stringify(instruction.operand
s)

// // + ", regsAccessed=" + JSON.stringify(instruction.reg
sAccessed)

// // + ", regsRead=" + JSON.stringify(instruction.regsRea
d)

// // + ", regsWritten=" + JSON.stringify(instruction.regs
Written)

// // + ", groups=" + JSON.stringify(instruction.groups)

// // + ", toString()=" + instruction.toString()

// // + ", toJSON()=" + instruction.toJSON()

// //);

// var curRealAddr = instruction.address

// // console.log("curRealAddr=" + curRealAddr)

// // const isAppCode = curRealAddr.compare(funcRealStartAddr

) >= 0 && curRealAddr.compare(funcRealEndAddr) === -

//
//
//
//
t: hex=" + curOffsetHexPtr +

//
uction.opStr

//

//

//
r + ">: " + instructionStr)
//
i " + instructionStr)
//
//
//
//

// console.log(curRealAddr + ": isAppCode=" + isAppCode)
var curOffsetHexPtr = curRealAddr.sub(funcRealStartAddr)
var curOffsetInt = curOffsetHexPtr.toInt32()
console.log("current: realAddr=" + curRealAddr + "-> offse
"=" + curoffsetInt)

// var instructionStr = instruction.mnemonic + " " + instr

var instructionStr = instruction.toString()
// console.log("\t" + curRealAddr + ": " + instructionStr);

// console.log("\t" + curRealAddr + " <+" + curOffsetHexPt
console.log("\t" + curRealAddr + " <+" + curOffsetInt + ">
if (curoffsetInt == 0x30) {

console.log("offset: " + curOffsetHexPtr)

// iterator.putCallout(needDebug);
iterator.putCallout((context) => {
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SS

//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//

//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//
//'})

1)

1))

} else
cons
// i
iter

b
}
}

iterator.k
} while ((inst

var contextStr = JSON.stringify(context)
console,log("contextStr=" + contextStr)

var x0 = context.x0

var x0ToOffset = x0.sub(moduleBaseAddress)
console,log("x0=" + x0 + "-> offset=" + xO@ToOffset)
var x1 = context.x1

console.log("x1=" + x1)

var x1ToOffset = x1.sub(moduleBaseAddress)
console,log("x1=" + x1 + "-> offset=" + x1ToOffset)

if (curoffsetInt == 0x38) {
ole.log("offset: " + curOffsetHexPtr)
terator.putCallout(needDebug)
ator.putCallout((context) => {
var contextStr = JSON.stringify(context)
console,log("contextStr=" + contextStr)
var x1 = context.x1

console.log("x1=" + x1)
var x1ToOffset = x1.sub(moduleBaseAddress)
console,log("x1ToOffset=" + x1ToOffset)

eep();
ruction = iterator.next()) !== null)

// function needDebug(context) {

//
//
//
//
//
//
//
// }
}

console.log("in
// console.log(
// var context$
// console.log(
// var x9valuel
// var x9value2
// console.log(

to needDebug")

"into needDebug: context=" + context)

tr = JSON.stringify(context, null, 2)

"context=" + contextStr)

= context.x9

= context["x9"]

"xgvaluel=" + x9valuel + ", x9Value2=" + x9Value2)

onLeave: function(retval) {
console.log("retval=" + retval)

if (

curTid I= null) {
Stalker.unfollow(c
console.log("Stalk

moduleBaseAddress Module

console

libr

urTid);
er.unfollow curTid=", curTid)

libraryName
libraryName
aryName moduleBaseAddre

// hookNative_ms_bd_c_1_a(moduleBaseAddress)
// stalkerHookNative_ms_bd_c_1_a(moduleBaseAddress)
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// stalkerHookNative_sub_10413C(moduleBaseAddress)

FridaAndroidutil

// hookDouyin_Java()

Java available
console

console
console

Java

console

hookAndroid

1/

moduleBaseAddress

Java androidversion

afterLibLoaded_libmetasec_ml

Hit &S
BROBRS A

% frida frida U f

Frida

- help
object
exit quit

More info at

1 hook_douyin js

Displays the help system
Display information about
Exit

A world class dynamic instrumentation toolkit

1]



Connected to M2101K9C id
Spawning ‘com ss android ugc aweme’
FridaAndroidutil cacheDictEnvClazz object Object
FridaAndroidutil curThrowableCls class java lang Throwable
FridaAndroidUtil JavaArray class java lang reflect Array
FridaAndroidutil JavaArrays class java util Arrays
FridaAndroidutil JavaArrayList class java util ArraylList
FridaAndroidutil JavaByteArr class B
FridaAndroidutil JavaObjArr class |Ljava. lang Object
JNIEnvIdx CallObjectMethod
Java 1s available
Java androidversion
Spawned ‘com.ss android ugc aweme' Resuming main thread
M2101KSC com ss android ugc aweme libName libmetasec_ml so

libraryName libmetasec_ml so. callback_afterLibLoaded function afterLibLoaded_libmetase

c_ml libraryName
const moduleBaseAddress Module findBaseAddress libraryName
console log libraryName

ss

hook_JNI_OnLoad libraryName
FridaAndroidutil printModuleInfo

hookNative__JNIEnv_CallStaticObjectMethod moduleBaseAddress
hookNative__JNIEnv_NewObject moduleBaseAddress
hookNative_getJIJNIEnv moduleBaseAddress
hookNative__JNIEnv_CallObjectMethod moduleBaseAddress

hookNative_getSecDeviceToken moduleBaseAddress
hookNative_doHttpReqSignByUrl moduleBaseAddress

hookNative_ms_bd_c_l_a moduleBaseAddress

stalkerHookNative_ms_bd_c_l_a moduleBaseAddress

stalkerHookNative_sub_10413C moduleBaseAddress
stalkerHookNative_loc_104190 moduleBaseAddress

android_dlopen_ext

s-e=-s-------------- Begin HOOK ----------cmccmcnnan
Loaded lib libmetasec_ml so

libraryName libmetasec_ml so moduleBaseAddress

baseAddress
relativeStartAddr size relativeEndAddr
funcRealStartAddr funcRealEndAddr
curTid
=========== Trigged addr relative real
curTid
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode

realAddr offset hex

moduleBaseAddre
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0x77081641a0 16  stp x29,
current: realAddr 0x77081641a4
0x77081641a4 20 = add x29,
current: realAddr 0x77081641a8
Ox77081641a8 24 mrs x23.
offset: O0x18 24
current: realAddr 0x77081641ac
0x77081641ac 28 = ldr x8,
offset: Oxlc 28
current: realAddr 0x77081641b0
0x77081641b0 32  mov x19,
offset: 0x20 32
current: realAddr 0x77081641b4
0x77081641b4 36 mov x20,
current: realAddr 0x77081641b8
0x77081641b8 40  mov x21,
current: realAddr 0x77081641bc
0x77081641bc 44  mov w22,
current: realAddr 0x77081641c0
OX77081641c0 48 str x8.
current: realAddr 0x77081641c4
OXx77081641c4 52 str wo.
current: realAddr 0x77081641c8
0x77081641c8 56 = adr x9,
current: realAddr 0x77081641cc
OXx77081641cc 60

|Ox18 contextStr

8.348743279794574e-210,

/ 1.69759663317e-313,

16.04693223164578,
1.3467897878976211e+116,

9,
9,

30,
.9535436634e-314,
1.9535436653e-314,
6926149821424084e+22,
0,
9, 0, 0,
2,000000238418579,
93360036293e+31,
022769206644e+26,
023876011288e+26,
50249828159326e+26,
[0x18] x23 Ox1
[Ox1C| contextStr

/ / /

oy

9,

1.8121650802628091e+267,

7.255137319835417e-39,

x30, sp,
offset hex
sp, 0x40
offset hex
tpidr_elo

offset hex
[x23, 0x28]

offset hex
x4
offset hex
x3
offset
X2
offset
wl
offset
sp. &)
offset
sp. 4
offset hex
0x77081641c8
offset hex

hex

hex

hex

hex

b 0x77081641d4

/

5.330481526237208e+228,
4.003911019303815,

9,

32.00198376226035,

1.953543664e-314,
8.900981273429906€-307,
1.8800355907811577e+23,
1.1210387714598537e-44,
2,7507331371307373,
4.1950209245322364e+26,
4.102617163036699¢e-37,
4.195023138141525e+26,
4.1950242449461696e+26,
9.183685541750161e-39

0x40]

0x14

0x18

Ox1c

0x20

0x24

0x28

0x2¢c

0x30

0x34

0x38

0x3c

o)

5.30498948e-315,

4.,197101104091689¢e-187,
1.9535436624e-314,

1.9535436644e-314,

20

24

28

32

36

40

44

48

52

56

60

/ 2684354560,

/

1.6766152451136167e+243,
9,

9,
3.1152901395860827e-30
0, 0,
1.95354366e-314,
2,3236709860767083e+1
1.,953543663e-314, 1
1.953543665e-314,
284916448105594880000, 1.
0, 2,250244379043579,
0, 0, 0,
2.,369642786801667e-38,

0, 0,

56.58197021484375, 9.2738
1.6180783810626933e+28, 4.195
4.195023507076407e+26, 4.195
4.195024613881051e+26, 4.19

/ 2684354560,

/

7
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0" "Ox30", "x11": "OX7", "x12" : "Ox7c33", "x138"  "OXFFFFFFFFFFFFFFFF", "x14"  "Ox775dc83dcc", "X
15" "@xf339", "x16" : "Ox77081641a0", "x17" : "Ox775e01f23c", "x18" : "0x773c532000", "x19" : "OX79
60801bb0", "x20"  "OX0", "x21" : "OX0", "x22" : "0x78b07cadde", "x23" : "Ox773ccOcO0O", "x24" : "OX1",
"x25" : "Ox3c", "x26" : "Ox6e", "x27" : "Ox52", "x28" : "0x135c5d40", "fp" : "Ox773cc9ac30", "1r" : "Ox7

agcdossec, "ge" (1, "q1" {},"q2": {},"q8":{},"q4" {},"q8": (},"q6":{},"q7":{},"q8" (},"qo"
,"q20"  {},"q1a": {},"q12" {},"q18": (},"q14" :{},"q16"  (},"q26":(},"q17" {},"q18": {}, "q1
9" (},"q20" {},"q21" (},"q22": {},"q23"  {},"q24" :{},"q25": {},"q26": {},"q27": (},"q28" : (1,
"q29" ,"'q30" ,"'q31" ,"'do" '5,330481526237208e+228, "d1" 1,6766152451136167e+243, "'d2"

0,"d3" 8.848743279794574e-210,"d4" 0,"d5" 4.003911019303815, "d6" 0,"d7" 8.11529013958
60827e-307, "d8" 1,69759663317e-313, "d9" 0, "d10" 0,"d11" 0,"d12" @,"d13" @, "d14" @, "d15"
0,"d16" 16.04693223164578,"d17" 32,00198376226035,"d18" 5,30498948e-315, "'d19" 1,953543
66e-314, "d20" 1.8467897878976211e+116, "d21" 4.197101104091689e-187,"d22" 2,3236709860
767083e+130, 'd23" 1,8121650802628091e+267, "d24" 1,9585436624e-314,"d25" 1,958543663e-314
,"d26" 1,9585436634e-314, "d27" 1,953543664e-314,"d28" 1,9535436644e-314,"d29" 1,9585436
65e-314, "'d30" 1,9535436653e-314, "'d31" 8.,900981273429906e-307, "'s0" 284916448105594880000,
"s1" 1,6926149821424084e+22,"s2" 0,"s3" 1,8800355907811577e+23,"s4" 0,"s5" 2,250244379
043579, "s6" @, "s7" 7,255137319835417e-39, 's8" 1,1210387714598537e-44, "'s9" 0, "s10" 0,"s1
1" @,"s12" 0,"s18" 0,"s14" 0,"s15" 0,"s16" 2,7507331371807373, ""s17" 2,369642786801667¢e
-38,"s18" 2,000000238418579, "s19" 4,1950209245322364e+26, 's20" 56,58197021484375, ""'s21"
9.273393360036293e+31, ""s22" 4,102617163036699e-37, 's23" 1.6180783810626933e+28, "s24"
4,195022769206644e+26, 's25" 4,195023138141525e+26, "'s26" 4,195023507076407e+26, 's27"
4,195023876011288e+26, 's28" 4,1950242449461696e+26, 's29" 4,195024613881051e+26, "'s30"
4,1950249828159326e+26, "'s31" 9,183685541750161e-39
[6x1C] x23 Ox773cc9c000
[6x20] contextStr-'"pc":"Ox77081641b0", "sp" :"Ox773cc9abf0", "nzcv" 2684354560, "x0" : "Ox10
00001", "x1":"ox0", "x2":"Ox0", "x3" :"OX773ccoad0O8", "x4" . "Ox773ccOadOc", "x5" : "Ox773cc9ades"
,"'X6" : "OXx778cc9adoc", "x7": "Ox0", "x8" : "Ox8d4e175111831754", "x9" : "Ox8d4e1751118381754", "x1
0":"Ox30", "x11":"Ox7", "x12" : "Ox7¢c33", "x13"  "OxFfFFFfFFFFFFFfff", "x14"  "Ox775dc83dcc", "x
15" :"Exf389", "x16" : "Ox77081641a0", "x17" : "Ox775e01f23c", "x18" : "Ox773c532000", "x19" : "OX79
60801bb0e", "x20" : "Ox0", "x21": "Ox0", "x22" : "Ox78b0O7cadd0", "x23" : "Ox773ccocOO0", "x24" : "Ox1",
"x25":"Ox3c", "x26" : "Ox6e", "x27" . "Ox52", "x28" : "Ox135c5d40", "fp" : "Ox773ccO9ac30", "1r" . "OX7

agcdogseclllllqell ’Ilqlll ’qull , llqsll ’Ilq4ll ,Hqsll ’llq6|| ’llq7ll ,anll ’Ilqgll
’llq1®" ’llqllll ’Ilqizll ’Ilqisll ’llq14ll ’llqisll ’llqiell ; l|q17ll ,qusll ,qu

gll ,”qZ@” ’llqzill 'llqzzll ,Hq23ll ,Hq24ll ,qusll ’queﬂ ’Hq27|| ’Ilqzsll .

"q29" ,"'q30" ,"q31" ,"'d0" 5,330481526237208e+228, "d1" 1.6766152451136167e+243, "d2"

0,"d3" 8.348743279794574e-210,"d4" 0,"d5" 4.003911019303815, "d6" 0,"d7" 3.11529013958
60827e-307, 'd8" 1.69759663317e-313, "d9" 0, "d10" @,"d11" @,"d12" @,"d13" @,"d14" @,"d15"
0,"d16" 16.04693223164578,""'d17" 32.00198376226035, 'd18" 5,30498948e-315,"d19" 1,953543
66e-314, "d20" 1.3467897878976211e+116,"d21" 4,197101104091689e-187,"d22" 2.83236709860
767083e+130, "'d23" 1.8121650802628091e+267, 'd24" 1,9535436624e-314, "'d25" 1,953543663e-314
,"'d26" 1,9535436634e-314, "d27" 1.953543664e-314, "'d28" 1.9535436644e-314, "d29" 1.9535436
65e-314, "d30" 1,9585436653e-314, "d31" 8.,900981273429906e-307, "s0O" 284916448105594880000,
"'s1" 1.6926149821424084e+22, "s2" 0,"s3" 1,8800855907811577e+23,"s4" 0,"s5" 2.250244379
043579, "s6" 0@, "s7" 7.255137319835417e-39, "s8" 1,1210387714598537e-44,"s9" 0, "s10" 0, "s1
1" 0,"s12" 0,"s13" 0,"s14" 0,"s15" 0,"s16" 2,7507331371307373,"s17" 2.369642786801667e
-38,""s18" 2.,000000238418579, "'s19" 4,1950209245322364e+26, "'s20" 56,58197021484875, "s21"
9.273393360036293e+31, "s22" 4,102617163036699e-37, 's23" 1.6180783810626933e+28, "'s24"
4.,195022769206644e+26, 's25" 4,195023188141525e+26, "'s26" 4.195023507076407e+26, "'s27"
4,195023876011288e+26, 's28" 4.1950242449461696e+26, 's29" 4.195024613881051e+26, "s30"
4.,1950249828159326e+26, "'s31" 9,183685541750161e-39
[6x20] x8 Ox8d4e175111831754

into iterator startAddress 0x77081641d4, isAppCode Tal:e

into iterator startAddress 0x7708164b10, isAppCode false

into onReceive parsedEvents ret Ox77d73f17ec, Ox77d72Te844 0, ret, Ox77d727Tdoc, ox77d
72c478c, 1,ret,0x77d72c486c,0x7a9cdabOb4, 2,ret,0x7a9cdabl40,0x7a9cd0350c, 3,ret,0x7708
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16421c, 0x77081641fc, 3,ret,0x7708164280, 07708164264, 3,ret,0x7708164280,0x770816429¢c, 3
,ret,0x770816755¢c, 0x770816857c, 1,ret,Ox77080a29cc, Ox7708168584, 1,ret,Ox770816755¢c, OX7

70816857c, 1,ret,0x77080a29cc,0x7708168584, 1,ret,0x770816755¢c,0x770816857¢c, 1,ret,0x77
080a29cc, 0x7708168584, 1,ret, 0x770816755¢c, 0x770816857c, 1,ret,0x77080a29cc,0x7708168584,
1, ret,0x77081685b8, 0x770816798¢c, 2,ret,0x7708167dcc, Ox770816799c, 2,ret,Ox7708168654,0

X77081679b0, 2,ret,0x77081685e4,0x77081679d4, 2,ret, Ox77080a29cc, 0x77081679e0, 2,ret, Ox

77081685e4,0x77081679T4, 2,ret, 0x7708167a18,0x7708164378, 3,ret,0x7a0084eee4, 0x7708164a
4c, 1,ret,0x7a9084dfcO, Ox7708164a54, 1,ret,0x7a90855d34,0x7a907d89a8, 4, ret, 0x7a907d89b4,
0x7a907da374, 3, ret, 0x7a90855ff4, 0x7a907d8a3c, 4, ret, 0x7a907e4f5¢c, 0x7a907da45¢c, 3, ret, Ox7a
907dab514,0x7a907dab70, 2, ret, 0x7a907dab84, 0x7a907d5134, 1, ret, 0x7a907d514c, 0x77081ca484, 0,
ret, 0x77081ca4a0d, 0x7708164a6¢c, 1,ret,0x77ee47dc04,0x77eeb64bco0,2, ret, Ox7a90855d34, 0x7a9
07d89a8, 8, ret, Ox7a907d89b4, 0x7a907dal330, 7, ret, 0x7a908557f4, 0x7a907d8a3c, 8, ret, Ox7a907d8

a4c,0x7a907da45c, 7, ret, 0x7a907da514, 0x7a907dab70, 6, ret, 0x7a907dab84, 0x7a907d5134, 5, ret,
0x7a907d514c, Ox7a80a5abc8, 4, ret, Ox7a80a5abe4, 0x77ee64c050, 3, ret, Ox77ee64c108, 0x77ee64bhc

dc,2,ret, 0x77ee47dch4, 0x77ee64bd34,2, ret, 0x77ee653610, 0x77eeb64be3d4, 2, ret, 0x7a90855df4, 0

Xx7a907dec6c, 4, ret, 0x7a90855d34, 0x7a907d89a8, 5, ret, 0x7a907d89b4, Ox7a907dechO, 4, ret, 0x7a9
085574, 0x7a907d8a3c, 4, ret, 0x7a907e4f5¢c, 0x7a907dadc4, 3, ret, 0x7a907da9d4, Ox77eeb64bes8s, 2,

ret, 0x77ee64beb8, 0x77080achd0, 1, ret, 0x77080achf0, O0x7708164b10, 0

into iterator startAddress 0x7708164b98, isAppCode fTalse

into iterator startAddress 0x7a9084e288, isAppCode fTalse
'M2101K9C com. ss. android ugc. aweme |

into iterator startAddress 0x7a9084e27c, isAppCode Talce
'M2101K9C com. ss android ugc aweme | into iterator startAddress 0x7a9084e308, 1
sAppCode Talse

into iterator startAddress 0x7a9084e4a0, isAppCode fTalse

into iterator startAddress 0x77eec68c190, isAppCode fTalse

into onReceive parsedEvents ret 0x7708164bh8, Ox7708164a74, 1, ret Ox7a0084e020, 0x77
08164a80, 1,ret,Ox7708164ad4,0x77080ac5a0, 2,ret,0x7a9084dfd8, 0x7708164be®, 1,ret,Ox77e
e47dc04,0x77ee64bc90,1, ret, O0x7a90855d34, Ox7a907d89a8, 7, ret, 0x7a907d89b4, 0x7a907da330, 6,
ret, ®x7a908557f4, 0x7a907d8a3c, 7, ret, 0x7a907e475¢c, Ox7a907da45¢c, 6, ret, Ox7a907da514, 0x7a90
7dab70, 5, ret, 0x7a907dab84, 0x7a907d5134, 4, ret, Ox7a907d514c, Ox7a80a5abc8, 3, ret, 0x7a80a5ab
e4,0x77eeb64c050, 2, ret, Ox77ee64c108, Ox77eeb4bcdc, 1, ret, Ox77ee47dch4, 0x77ee64bd34,1, ret, 0
X77ee653610,0x77ee64be34,1, ret, 0x7a90855df4, 0x7a907dec6c, 3, ret, 0x7a90855d34, 0x7a907d89a8
,4,ret,0x7a907d89b4, Ox7a907dech®, 8, ret, Ox7a908557T4, 0x7a907d8as3c, 3, ret, 0x7a907d8a4c, OX7
a907dadc4, 2, ret, 0x7a907da9d4, Ox77eeb64be88, 1, ret, Ox77eeb64beb8, 0x77080achdo, 0, ret, 0x77080
achf0,0x7708164bec, 1,ret,0x7708164bf8,0x77080ac5a8, 2,ret,0x770809fd08, 0x77080ac5h0, 2,
ret, 0x77080ac5f4, 0x77080ac5d4, 2,ret,0x7708097d08, Ox77080ac628, 2,ret, Ox7708164948, 0x77
08164928, 1,ret,Ox77081649b0, 0x7708164994, 1,ret,0x77081649b0,0x77081649¢cc, 1,ret,Ox770
8164a10,0x77080ac63c, 2,ret,0x770816369c, 0x77080ac65c, 2,ret,0x7a90855ch4, 0x7a9084e598, 3
,ret,0x7a9084e534, 0x7a9084e318, 2, ret, 0x7a9084e284, 0x7708160d8c, 1, ret, 0x7708160db4, Ox770
80a0c98,0, ret, 0x7a90855d34, 0x7a907d89a8, 5, ret, Ox7a907d89b4, 0x7a907dal330, 4, ret, 0x7a90855
ff4,0x7a907d8a3c, 5, ret, 0x7a907d8a4c, Ox7a907dad5s¢c, 4, ret, O0x7a907da514, 0x7a907dab70, 3, ret,
0x7a907dab84, 0x7a907d5184, 2, ret, 0x7a907d514c, 0x77081ca484,1, ret, 0x77081ca4al, 0x77080a0c
a4,0,ret,0x7a90855ed4, 0x7a9084e854,1, ret, Ox7a9084e888, 0x77080a0ch8, 0, ret, 0x77080a0cd8, O
X7708165ha8, 1,ret,0x7a90855d34,0x7a907d89a8,4,ret, ®x7a907d89b4, 0x7a907da330, 3, ret, 0x7a
008551 T4, 0x7a907d8a3c, 4, ret, Ox7a907d8a4c, Ox7a907da45¢c, 8, ret, 0x7a907da514, 0x7a907dab70, 2,
ret, ®x7a907dab84, 0x7a907d5134, 1, ret, 0x7a907d514c, Ox77081cad84,0, ret, Ox77081ca4ad, Ox7708
165bbc, 1,ret,0x7708097d08, 0x770815Tb6Cc, 0, ret, Ox770815Tbb0, 0x770815Th90, 0, ret, 0x770809f
do8, 0x770815Fhe4, 0, ret, Ox7708164948, Ox7708164928, 1, ret, 0x77081649b0, 0x7708164994, 1, ret,
Ox77081649b0, Ox77081649¢cc, 1, ret, 0x7708164a10, 0x770815TbT8, 0, ret, 0x770815Fde4, Ox7708165b
d8, 1,ret,0x7a907e2310,0x77ee69b978,0, ret, 0x77ee47dc04, 0x77eeb69bcdc, 0, ret, 0x77ee6b7dic,
Ox77eeb6b6618,1, ret, 0x77ee6b6adc, Ox77ee69bT40,0, ret, 0x77ee5c880c, Ox77ee4c3f70,1, ret, Ox77
ee4c3faB, 0x77ee69bf50,0

into iterator startAddress 0x77ee853518, isAppCode Talce
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into iterator startAddress 0x77ec858198, isAppCode fTalce

into onReceive parsedEvents ret Ox77ced7dcOd, Ox77ee47dT90, 2 ret, Ox77eed7elbd Ox77e
e85355c¢c, 1, ret, 0x7a90855df4, 0x7a907dec6e, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907d8
9b4,0x7a907dech0, 3, ret, 0x7a908557f4, 0x7a907d8a3c, 3, ret, 0x7a907d8adc, Ox7a907dadc4, 2, ret,
0x7a907da9d4, 0x77ee853590,1, ret, 0x77ee47dc74, 0x77ee47edb0, 2, ret, 0x7a907e4f5¢c, Ox77ee47ee
90,2, ret,0x77ee47ed44,0x77ee8535b0, 1, ret, 0x7a907fa42c, 0x7a8875e248, 4, ret, 0x7a8815e270, 0
x77f0731598, 3, ret, 0x77f07315a8, 0x7aa2497254, 2, ret, 0x7aa249f25¢c, Ox77ee8535bc, 1, ret, 0x775
9957484, 0x77ee8535d4,1, ret, 0x7a907fa42c, Ox7a8875e248, 4, ret, 0x7a887f5e270, 0x77f07315¢c4, 3,
ret, Ox77f07315d0, 0x7aa24972d0, 2, ret, 0x7aa249f2d4, Ox77ee8535d8, 1, ret, Ox77ee853518, Ox77ee
69c198,0, ret, 0x77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, Ox7a90855d
f4,0x7a907dec6c, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907dech@, 3, ret, 0
X7a908557f4,0x7a907d8a3c, 3, ret, 0x7a907d8a4c, O0x7a907dadc4, 2, ret, 0x7a907da9d4, Ox77ee853590
,1,ret,0x77ee47dc74,0x77ee47edb0@, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret, 0x7a907fad2c, Ox7
a88f5e248,4, ret, 0x7a88f5e270, Ox77f0731598, 3, ret, 0x77f07315a8, 0x7aa2497254, 2, ret, 0x7aa24
9f25¢c, Ox77ee8535bc, 1, ret, 0x7759957484, 0x77ee8535d4,1, ret, 0x7a907fa42c, 0x7a88f5e248, 4, ret
,0X7a8875e270, 0x77f07315¢c4, 3, ret, 0x77T07315d0, 0x7aa24972d0, 2, ret, Ox7aa249f2d4, Ox77ee853
5d8,1, ret, 0x77ee853578, O0x77ee69c198, 0, ret, Ox77ee47dc04, 0x77ee47dT90, 2, ret, Ox77ee47elb4,
Ox77ee85355¢c,1, ret, 0x7a90855df4, 0x7a907dec6c, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, Ox7a
907d89b4, 0x7a907dechO, 3, ret, Ox7a908557F4, 0x7a907d8a3¢c, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2,
ret, 0x7a907da9d4, 0x77ee853590, 1, ret, Ox77eed47dc74, 0x77ee47edb0, 2, ret, Ox77ee47ed44, 0x77ee
8535h0, 1, ret, 0x7a907fad2c, Ox7a8875e248, 4, ret, Ox7a8875e270, 0x77f0731598, 3, ret, 0x77f07315
a8, 0x7aa2491254, 2, ret, O0x7aa2497f25¢c, Ox77ee8535bc, 1, ret, 0x7759957484, 0x77ee8535d4, 1, ret, 0
X7a907fa42c, 0x7a8875e248,4,ret, O0x7a8875e270, 0x77f07315¢c4, 3, ret, 0x77f07315d0, 0x7aa24972d0
,2,ret,0x7aa24972d4, 0x77ee8535d8, 1, ret, 0x77ee853518, Ox77ee69¢c198, 0, ret, Ox77ee47dc04, OX7
7ee47df90, 2, ret, 0x77ee47elb4, Ox77ee85355¢c, 1, ret, 0x7a90855df4, 0x7a907dec6ec, 3, ret, 0x7a908
55034, 0x7a907d89a8, 4, ret, O0x7a907d89b4, Ox7a907dech®, 8, ret, ©x7a908557 T4, 0x7a907d8a3c, 3, ret
,0X7a907d8a4c, Ox7a907da9c4, 2, ret, 0x7a907dadd4, 0x77ee853590, 1, ret, Ox77ee47dc74, Ox77ee47e
db0, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret, Ox7a907fa42c, 0x7a8875e248, 4, ret, 0x7a8815e270,
Ox77f0731598, 3, ret, Ox77f07315a8, 0x7aa2497254, 2, ret, 0x7aa249725¢c, 0x77ee8535hc, 1, ret, Ox77
59957484, 0x77ee853504,1, ret, Ox7a907fa42c, Ox7a8875e248, 4, ret, 0x7a8815e270, 0x77T07315¢c4, 3,
ret, Ox77f07315d0, 0x7aa24912d0, 2, ret, 0x7aa24972d4, Ox77ee8535d8, 1, ret, Ox77ee8535T8, Ox77ee
69c198, 0, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855d
T4,0x7a907dec6c, 3, ret, O0x7a90855d34, Ox7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907decho, 3, ret, 0
X7a908557T4, 0x7a907d8adc, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2, ret, 0x7a907da9d4, Ox77ee853590
,1, ret,Ox77ee47dc74,0x77ee47edb0, 2, ret, 0x77ee47ed44, 0x77ee8535hb0,1, ret, Ox7a907fa42c, OX7
a88fb5e248, 4, ret, 0x7a8875e270, 0x77f0731598, 8, ret, Ox77f07315a8, 0x7aa2497254, 2, ret, 0x7aa24
9f25c, Ox77ee8535hc, 1, ret, O0x7759957484, 0x77ee8535d4, 1, ret, 0x7a907fa42c, 0x7a8815e248, 4, ret
, 0X7a8875e270, 0x77Tf07315¢c4, 3, ret, 0x77T07315d0, 0x7aa24972d0, 2, ret, Ox7aa249f2d4, Ox77ee853
5d8,1, ret, 0x77ee853578, Ox77ee69c198, 0, ret, Ox77ee47dc04, 0x77ee47dT90, 2, ret, Ox77eed47elb4,
Ox77ee85355¢c,1, ret, Ox7a90855dT4, 0x7a907dec6c, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, Ox7a
907d89b4, 0x7a907dechO, 3, ret, Ox7a908557F4, Ox7a907d8ad¢c, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2,
ret, Ox7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74,0x77ee47edb0, 2, ret, Ox77ee47ed44, 0x77ee
8535h0, 1, ret, 0x7a907fad2c, Ox7a8875e248, 4, ret, Ox7a8875e270, 0x77f0731598, 3, ret, 0x77T07315
a8, 0x7aa2491254, 2, ret, O0x7aa249f25¢c, Ox77ee85385bc, 1, ret, 0x7759957484, 0x77ee8535d4, 1, ret, 0
X7a907fad2c, Ox7a8875e248, 4, ret, 0x7a8815e270, 0x77T07315¢c4, 3, ret, Ox77f07315d0, Ox7aa24972d0
,2,ret,0x7aa24972d4, 0x77ee8535d8, 1, ret, 0x77ee853578, Ox77ee69¢c198, 0, ret, Ox77ee47dc04, OX7
7ee47df90, 2, ret, 0x77ee47e1b4, 0x77ee85355¢c, 1, ret, 0x7a90855dT4, 0x7a907dec6c, 3, ret, 0x7a908
55034, 0x7a907d89a8, 4, ret, O0x7a907d89b4, Ox7a907dech®, 8, ret, ©x7a908557T4, 0x7a907d8as3c, 3, ret
,0x7a907d8a4c, 0x7a907dadc4, 2, ret, 0x7a907da9d4, Ox77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47e
db0, 2, ret, 0x7a907e4T5¢c, Ox77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535h0, 1, ret, 0x7a907fad42c,
Ox7a8875e248,4,ret, Ox7a88T5e270, 0x77Tf0731598, 3, ret, 0x77T07315a8, 0x7aa2491254, 2, ret, Ox7a
a249725c, 0x77ee8535hc, 1, ret, O0x7759957484, 0x77ee8535d4, 1, ret, 0x7a907fa42c, 0x7a8875e248, 4,
ret, ©x7a88t5e270, 0x77f07315c4, 3, ret, 0x77f07315d0, O0x7aa24972d0, 2, ret, Ox7aa249f2d4, Ox77ee
8535d8, 1, ret, 0x77ee853518, Ox77ee69c198, 0, ret, Ox77ee47dc04, 0x77ee47dT90, 2, ret, 0x77ee47el
b4, 0x77ee85355¢c, 1, ret, O0x7a90855df4, Ox7a907dec6ec, 8, ret, Ox7a90855d34, 0x7a907d89a8, 4, ret, 0
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X7a907d89b4, 0x7a907dech0, 3, ret, 0x7a90855ff4, 0x7a907d8a3c, 3, ret, 0x7a907d8adc, Ox7a907dadc4
,2,ret,0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, Ox77ee47ed44, Ox7
7ee8535b0,1, ret, 0x7a907fad42c, Ox7a8875e248, 4, ret, ©x7a88f5e270, 0x77f0731598, 3, ret, Ox77f07
315a8, 0x7aa249f254, 2, ret, Ox7aa249f25c, Ox77ee8535bc, 1, ret, 0x775995F484, 0x77ee8535d4, 1, ret
,0x7a907fa42c, Ox7a8815e248, 4, ret, 0x7a88f5e270, 0x77f07315¢c4, 3, ret, Ox77f07315d0, Ox7aa249f
2d0, 2, ret, 0x7aa249f2d4, 0x77ee8535d8, 1, ret, Ox77ee853578, 0x77ee69¢c198, 0, ret, 0x77ee47dc04,
Ox77ee47df90,2, ret, 0x77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855df4, 0x7a907dec6c, 3, ret, Ox7a
90855d34, 0x7a907d89a8, 4, ret, ©x7a907d89b4, Ox7a907dech®, 3, ret, ©x7a90855ff4, 0x7a907d8as3c, 3,
ret, Ox7a907d8a4c, 0x7a907dadc4, 2, ret, Ox7a907da9d4, Ox77ee853590, 1, ret, Ox77ee47dc74, 0x77ee
47edb0, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret, 0x7a907fa42c, Ox7a88f5e248, 4, ret, 0x7a88f5e2
70,0x77f0731598, 3, ret, Ox77f07315a8, 0x7aa2491254, 2, ret, 0x7aa249f25¢c, 0x77ee8535bc, 1, ret, 0
X77eedld1b4, 0x77ee4c4bb0, 2, ret, Ox77ee4c5114,0x77ee8535d4, 1, ret, 0x7a907fa42c, Ox7a8815e248
,4,ret,0x7a88f5e270, 0x77f07315c4, 3, ret, Ox77f07315d0, 0x7aa249f2d0, 2, ret, Ox7aa249f2d4, 0x7
7ee8535d8,1, ret, 0x77ee853578, Ox77ee69c198, 0, ret, 0x77ee47dc04,0x77ee47df90, 2, ret, Ox77ee4
7elb4, 0x77ee85355¢c,1, ret, 0x7a90855df4, 0x7a907dec6c, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret
,0x7a907d89b4, Ox7a907dech0, 3, ret, 0x7a90855d34, 0x7a907d89a8, 6, ret, 0x7a907d89b4, 0x7a907dc
50c, 5, ret, 0x7a907dc518, 0x7a907dcee4, 4, ret, Ox7a908557f4, 0x7a907d8as3¢c, 5, ret, 0x7a907d8a4c,
0x7a907dcf00, 4, ret, Ox7a90855d34, 0x7a907d89a8, 5, ret, 0x7a907d89b4, 0x7a907dcf30, 4, ret, Ox7a
907dcfe8, 0x7a907ded74, 3, ret, Ox7a908557f4, 0x7a907d8a3¢c, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2,
ret, 0x7a907da9d4, 0x77ee853590, 1, ret, 0x77ee47dc74, 0x77ee47edb0, 2, ret, Ox7a907e4f5¢c, Ox77ee
47ee90,2,ret, Ox77ee47ed44,0x77ee8535b0, 1, ret, 0x7a907fa42c, 0x7a8815e248, 4, ret, Ox7a88f5e2
70,0x77f0731598, 3, ret, Ox77f07315a8, Ox7aa2497254, 2, ret, 0x7aa249f25¢c, 0x77ee8535bc, 1, ret, 0
X7759957484,0x77ee8535d4,1, ret, 0x7a907fa42c, Ox7a8875e248, 4, ret, 0x7a8815e270, 0x77f07315¢c4
,8,ret, Ox77f07315d0, 0x7aa24972d0, 2, ret, 0x7aa24972d4, Ox77ee8535d8,1, ret, Ox77ee853578, OX7
7ee69c198,0, ret, 0x7a907fad42c, Ox7a8875e248, 6, ret, 0x7a88f5e270, 0x77f0731568, 5, ret, 0x77f07
31580, 0x7aa24971d4, 4, ret, O0x7aa249f1dc, Ox77ee47e214, 3, ret, 0x77ee47e28c, 0x77ee47dfco, 2, ret
, 0X77ee47e35¢c, Ox77ee47dfcc, 2, ret, 0x7a907fa42c, O0x7a8875e248,5, ret, 0x7a8815e270, Ox77f0731
5c4,4,ret,0x77f07315d0, Ox7aa24972d0, 8, ret, Ox7aa24972d4, 0x77ee47e130, 2, ret, 0x77ee47dc0O4,
OX77ee47df90,2, ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855dT4, 0x7a907dec6c, 3, ret, Ox7a
90855d34, 0x7a907d89a8, 4, ret, Ox7a907d89b4, Ox7a907dech®, 3, ret, ©x7a908557 T4, 0x7a907d8a3c, 3,
ret, ®x7a907d8a4c, 0x7a907dadc4, 2, ret, 0x7a907da9d4, Ox77ee853590, 1, ret, Ox77ee47dc74, 0x77ee
47edb0, 2, ret, Ox77ee47ed44,0x77ee8535b0, 1, ret, 0x7a907fa42c, 0x7a8875e248, 4, ret, Ox7a8875e2
70,0x77f0731598, 3, ret, Ox77f07315a8, Ox7aa2497254, 2, ret, 0x7aa249f25¢c, 0x77ee8535bc, 1, ret, 0
X7759957484, 0x77ee85385d4,1, ret, 0x7a907fa42c, 0x7a8875e248, 4, ret, 0x7a8875e270, Ox77f07315¢c4
,8,ret,Ox77f07315d0, 0x7aa24972d0, 2, ret, 0x7aa24972d4, Ox77ee8535d8,1, ret, Ox77ee853578, Ox7
7ee69c198,0, ret, 0x77ee47dc04, O0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a908
55df4,0x7a907dec6c, 3, ret, 0x7a90855d34, Ox7a907d89a8, 4, ret, ©x7a907d89b4, 0x7a907decho, 3, ret
, OX7aa8c2c440,0x7a907e4120,5, ret, 0x7a907e412¢c, 0x7a907d8a98, 4, ret, Ox7a907d8ab0, Ox7a907de
d64, 3, ret, 0x7a90855d34, 0x7a907d89a8, 6, ret, Ox7a907d89b4, 0x7a907dc50¢c, 5, ret, 0x7a907dc518,
Ox7a907dcee4, 4, ret, Ox7a908557T4, 0x7a907d8a3¢c, 5, ret, 0x7a907d8a4c, 0x7a907dcf00, 4, ret, Ox7a
00855034, 0x7a907d89a8,5, ret, O0x7a907d89b4, Ox7a907dcT30, 4, ret, ©x7a907dcTe8, 0x7a907ded74, 3,
ret, Ox7a908557f4, 0x7a907d8a3c, 3, ret, 0x7a907d8a4c, ©x7a907dadc4, 2, ret, 0x7a907da9d4, Ox77ee
853590, 1, ret, 0x77ee47dc74,0x77ee47edb0, 2, ret, 0x7a907e4f5¢c, 0x77ee47ee90, 2, ret, Ox77ee47ed
44,0x77ee8535hb0,1, ret, Ox7a907fa42c, Ox7a88T5e248, 4, ret, 0x7a8815e270, 0x77f0731598, 3, ret, 0
X77f07315a8, Ox7aa2497254, 2, ret, 0x7aa249125¢c, 0x77ee8535hc, 1, ret, 0x7759957484, Ox77ee8535d4
,1, ret,0x7a907fa42c, Ox7a88T5e248, 4, ret, 0x7a8875e270, 0x77f07315¢c4, 3, ret, Ox77f07315d0, OX7
aa24912do, 2, ret, 0x7aa2497f2d4, Ox77ee8535d8, 1, ret, Ox77ee853578, 0x77ee69¢c198, 0, ret, 0x77ee4
7dc04, 0x77ee47df90, 2, ret, 0x77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855dT4, Ox7a907dec6c, 3, ret
, 0X7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907dech®, 3, ret, Ox7a908557 T4, Ox7a907d8
a3c, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2, ret, 0x7a907da9d4, Ox77ee853590, 1, ret, 0x77ee47dc74,
Ox77ee47edb0, 2, ret, 0x7a907e4T5¢c, Ox77ee47ee90, 2, ret, 0x77ee47ed44,0x77ee8535h0,1, ret, 0x7a
907fa42c, 0x7a8875e248,4, ret, O0x7a8875e270, Ox77Tf0731598, 8, ret, 0x77f07315a8, 0x7aa2497254, 2,
ret, Ox7aa249725c, Ox77ee8535bc, 1, ret, Ox77ee41d1ib4, Ox77ee4c4bb0, 2, ret, Ox77ee4c5114, 0x77ee
8535d4, 1, ret, 0x7a907fad42c, Ox7a8875e248, 4, ret, Ox7a8875e270, 0x77f07315¢c4, 3, ret, 0x77f07315
do, 0x7aa249t2d0, 2, ret, Ox7aa249f2d4, Ox77ee85385d8, 1, ret, Ox77ee853578, 0x77ee69¢c198, 0, ret, 0
X77ee47dc04,0x77ee47dT90, 2, ret, Ox77ee47elb4, 0x77ee85355¢, 1, ret, Ox7a90855df4, 0x7a907dec6ec
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,3,ret,0x7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907dechO, 3, ret, 0x7a90855ff4, Ox7
a907d8a3c, 3, ret, 0x7a907d8a4c, Ox7a907dadc4, 2, ret, Ox7a907da9d4, 0x77ee853590, 1, ret, Ox77ee4
7dc74,0x77ee47edb0, 2, ret, Ox7a907e4f5c, Ox77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret
,0x7a907fa42c, Ox7a8815e248, 4, ret, 0x7a88f5e270, 0x77f0731598, 3, ret, Ox77f07315a8, 0x7aa249f
254,2,ret,0x7aa249f25¢c, 0x77ee8535bc, 1, ret, 0x77ee41d1b4, Ox77eed4c4bb0, 2, ret, 0x77ee4c5114,
Ox77ee8535d4,1, ret, 0x7a907fa42c, Ox7a88T5e248, 4, ret, 0x7a88f5e270, O0x77f07315¢c4, 3, ret, Ox77
f07315d0, 0x7aa24972d0, 2, ret, ©x7aa249f2d4, Ox77ee8535d8, 1, ret, Ox77ee853578, 0x77ee69c198, 0,
ret, Ox7a907fad42c, Ox7a88f5e248,6, ret, Ox7a8815e270, 0x77f0731568,5, ret, Ox77f0731580, 0x7aa2
49f1d4, 4, ret, 0x7aa249f1dc, 0x77eed47e214, 3, ret, Ox77ee47e28¢c, 0x77ee47dfcO, 2, ret, Ox77ee47e3
5c,0x77ee47dfcc, 2, ret, 0x7a007fad42c, Ox7a8815e248, 5, ret, 0x7a88f5e270, 0x77f07315¢c4, 4, ret, 0
X77Tf07315d0, 0x7aa24972d0, 3, ret, 0x7aa249f2d4, O0x77ee47e130, 2, ret, Ox77ee47dc04, Ox77ee47df90
,2,ret,0x77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855df4, 0x7a907decée, 3, ret, 0x7a90855d34, Ox7
ag07d89a8, 4, ret, 0x7a907d89b4, 0x7a907dech0, 3, ret, 0x7a90855Ff4, 0x7a907d8a3c, 3, ret, 0x7a907
d8a4c, 0x7a907dadc4, 2, ret, 0x7a907da9d4, Ox77ee853590, 1, ret, 0x77ee47dc74,0x77ee47edb0, 2, ret
, 0x7a907e4f5c, Ox77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret, 0x7a007fas42c, 0x7a88f5e
248,4,ret,0x7a8815e270, 0x77f0731598, 3, ret, 0x77f07315a8, 0x7aa2491254, 2, ret, 0x7aa249f25¢c,
Ox77ee8535bc, 1, ret, Ox7759957484, 0x77ee8535d4, 1, ret, 0x7a907fa42c, O0x7a8815e248, 4, ret, Ox7a
8815e270,0x77f07315¢c4, 3, ret, Ox77f07315d0, Ox7aa24972d0, 2, ret, 0x7aa249t2d4, 0x77ee8535d8, 1,
ret, Ox77ee853518, 0x77ee69¢c198, 0, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee
85355¢, 1, ret, 0x7a90855df4, Ox7a907dec6ec, 3, ret, Ox7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907d89
b4, 0x7a907dech0, 3, ret, O0x7a908557f4, Ox7a907d8a3c, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2, ret, 0
X7a907da9d4, 0x77ee853590,1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, 0x7a907e475¢c, 0x77ee47ee90
,2,ret,Ox77ee47ed44,0x77ee8535h0, 1, ret, 0x7a907fa42c, Ox7a8875e248, 4, ret, O0x7a8875e270, OX7
7f0731598, 3, ret, 0x77f07315a8, O0x7aa2497254, 2, ret, 0x7aa249125¢c, 0x77ee8535bc, 1, ret, 0x77ee4
1d1b4, 0x77eedc4bb0, 2, ret, Ox77ee4c5114, 0x77ee8535d4,1, ret, 0x7a907fa42c, 0x7a8815e248, 4, ret
,0X7a8875e270, 0x77f07315¢c4, 3, ret, 0x77T07315d0, 0x7aa24972d0, 2, ret, Ox7aa249f2d4, Ox77ee853
5d8,1, ret, 0x77ee853578, O0x77ee69c198, 0, ret, Ox77ee47dc04, 0x77ee47dT90, 2, ret, Ox77eed47elb4,
Ox77ee85355¢c,1, ret, Ox7a90855df4, 0x7a907dec6c, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, Ox7a
907d89b4, 0x7a907dechO, 3, ret, Ox7a908557f4, Ox7a907d8a3¢c, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2,
ret, ©x7a907da9d4, 0x77ee853590, 1, ret, 0x77ee47dc74, 0x77ee47edb0, 2, ret, Ox7a907e4f5¢c, Ox77ee
47ee90,2,ret, Ox77ee47ed44,0x77ee8535b0, 1, ret, 0x7a907fa42c, 0x7a8875e248, 4, ret, Ox7a8875e2
70,0x77f0731598, 3, ret, Ox77f07315a8, Ox7aa2497254, 2, ret, 0x7aa249f25¢c, 0x77ee8535bc, 1, ret, 0
X77eedldlb4, Ox77ee4c4bb0, 2, ret, Ox77ee4c5114, 0x77ee8535d4, 1, ret, 0x7a907fad2c, Ox7a8875e248
,4,ret, Ox7a8875e270, 0x77T07315¢c4, 3, ret, 0x77f07315d0, Ox7aa24972d0, 2, ret, Ox7aa24972d4, Ox7
7ee8535d8,1, ret, Ox77ee853578, Ox77ee69c198, 0, ret, Ox77ee47dc04, 0x77ee47dT90, 2, ret, 0x77ee4
7elb4,0x77ee85355¢c,1, ret, 0x7a90855df4, Ox7a907decéec, 3, ret, ©x7a90855d34, 0x7a907d89a8, 4, ret
, 0X7a907d89b4, Ox7a907dech®, 3, ret, 0x7a908557 T4, 0x7a907d8a3c, 3, ret, 0x7a907d8a4c, O0x7a907da
9c4, 2, ret, 0x7a907da9d4, 0x77ee853590,1, ret, Ox77ee47dc74,0x77ee47edb0, 2, ret, 0x7a907e4f5¢c,
Ox77eed47ee90,2,ret, Ox77ee47ed44,0x77ee8535b0, 1, ret, 0x7a907fad42c, 0x7a8815e248, 4, ret, Ox7a
8815e270,0x77T0731598, 3, ret, Ox77f07315a8, Ox7aa2497254, 2, ret, 0x7aa249t25¢c, 0x77ee8535hc, 1,
ret, Ox77eed4ld1b4, 0x77ee4c4bb0, 2, ret, Ox77ee4c5114, 0x77ee8535d4, 1, ret, 0x7a907fa42c, Ox7a88
T5e248, 4, ret, 0x7a8815e270, 0x77f07315¢c4, 3, ret, Ox77f07315d0, Ox7aa24972d0, 2, ret, 0x7aa249f2
d4,0x77ee8535d8,1, ret, O0x77ee853578, Ox77ee69c198, 0, ret, Ox7a907fa42c, 0x7a8875e248, 6, ret, 0
X7a8875e270, 0x77f0731568, 5, ret, 0x77T0731580, 0x7aa24971d4, 4, ret, Ox7aa249f1dc, Ox77ee47e214
,3,ret,0x77ee47e28c, 0x77ee47dfcO, 2, ret, Ox77ee47e35¢c, 0x77ee47dfcc, 2, ret, Ox7a907fad2c, Ox7
a88f5e248,5, ret, 0x7a8875e270, Ox77f07315¢c4, 4, ret, Ox77f07315d0, 0x7aa24972d0, 3, ret, 0x7aa24
9T2d4, 0x77ee47e130, 2, ret, 0x77ee47dc04, Ox77ee47df90, 2, ret, 0x77ee47elb4, 0x77ee85355¢c, 1, ret
, 0X7a90855dT4, 0x7a907dec6ec, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, Ox7a907d89b4, Ox7a907de
ch0, 3, ret, 0x7a908557f4, 0x7a907d8a3c, 3, ret, Ox7a907d8a4c, Ox7a907dadc4, 2, ret, 0x7a907da9d4,
Ox77ee853590,1, ret, 0x77ee47dc74,0x77ee47edb0, 2, ret, 0x7a907e4T5¢c, Ox77ee47ee90, 2, ret, OX77
ee47ed44,0x77ee8535h0,1, ret, O0x7a907fa42c, Ox7a8875e248, 4, ret, 0x7a8815e270, 0x77T0731598, 3,
ret, Ox77f07315a8, 0x7aa2497254, 2, ret, 0x7aa249f25¢c, Ox77ee8535hbc, 1, ret, Ox77ee4l1d1b4, Ox77ee
4c4bb0, 2, ret, Ox77ee4c5114,0x77ee8535d4,1, ret, 0x7a907fa42c, 0x7a8815e248, 4, ret, 0x7a88f5e2
70,0x77f07315c4, 3, ret, Ox77f07315d0, Ox7aa24972d0, 2, ret, Ox7aa24972d4, 0x77ee8535d8, 1, ret, 0
X77ee853578, 0x77ee69¢c198,0, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee85355¢c
,1, ret, Ox7a90855dT4, 0x7a907dec6ec, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, Ox7a907d89b4, OX7
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a907dech0, 3, ret, 0x7a908557f4, 0x7a907d8a3c, 3, ret, ©x7a907d8a4dc, O0x7a907dadc4, 2, ret, Ox7a907
da9d4,0x77ee853590,1, ret, Ox77ee47dc74,0x77ee47edb0, 2, ret, 0x7a907e4f5¢c, Ox77ee47ee90, 2, ret
, 0x77ee47ed44,0x77ee8535hb0, 1, ret, 0x7a007fad42c, Ox7a8815e248, 4, ret, O0x7a88f5e270, 0x77f0731
598, 3, ret, 0x77f07315a8, 0x7aa2491254, 2, ret, Ox7aa249725¢c, 0x77ee8535bc, 1, ret, 0x7759951484,
Ox77ee8535d4,1, ret, 0x7a907fa42c, Ox7a8875e248, 4, ret, 0x7a8815e270, O0x77f07315¢c4, 3, ret, Ox77
f07315d0, 0x7aa24972d0, 2, ret, ©x7aa249f2d4, Ox77ee8535d8, 1, ret, Ox77ee853578, Ox77ee69c198, 0,
ret, Ox77ee47dc04,0x77ee47df90, 2, ret, Ox77ee47el1b4, 0x77ee85355¢c, 1, ret, 0x7a90855df4, 0x7a90
7decéc, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907dechO, 3, ret, 0x7a90855f
f4,0x7a907d8a8c, 3, ret, 0x7a907d8a4c, 0x7a907da9c4, 2, ret, 0x7a907da9d4, Ox77ee853590,1, ret, 0
X77eed7dc74,0x77ee47edb0, 2, ret, 0x7a907e4f5c, Ox77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535h0
,1,ret,0x7a907fad42c, 0x7a88f5e248, 4, ret, Ox7a88f5e270, 0x77f0731598, 3, ret, Ox77f07315a8, OX7
aa249f254, 2, ret, 0x7aa249f25c, Ox77ee8535hc, 1, ret, 0x775995F484, 0x77ee8535d4, 1, ret, 0x7a907
fa42c, 0x7a88f5e248,4, ret, 0x7a88f5e270, 0x77f07315¢c4, 3, ret, 0x77f07315d0, 0x7aa249f2d0, 2, ret
, 0x7aa249f2d4, 0x77ee8535d8, 1, ret, 0x77ee853518, Ox77ee69¢c198, 0, ret, 0x7a907fad42c, 0x7a88f5e
248,6,ret, 0x7a88f5e270, 0x77f0731568, 5, ret, 0x77f0731580, 0x7aa249f1d4, 4, ret, 0x7aa249f1dc,
Ox77eed47e214,3,ret, 0x77eed47e28c, Ox77ee47dfcO, 2, ret, 0x77ee47e35¢c, Ox77ee47dfcc, 2, ret, Ox77
ee47dc44,0x77ee47dfdec, 2, ret, O0x7a907e88a0, 0x7a90838c08, 3, ret, 0x7a90838cic, 0x77ee47e040, 2,
ret, 0x7a907e88a0, 0x77ee47e048, 2, ret, Ox77eed47dc44, 0x77eed47el2c, 2, ret, Ox7a907fa42c, Ox7a88
T5e248,5, ret, 0x7a8815e270, Ox77f07315¢c4, 4, ret, Ox77f07315d0, Ox7aa24972d0, 3, ret, 0x7aa249f2
d4,0x77ee47e130, 2, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0
X7a90855df4, 0x7a907dec6ec, 3, ret, Ox7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907dechO
,8,ret, O0x7a908557f4, 0x7a907d8a3¢c, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2, ret, Ox7a907da9d4, Ox7
7ee853590, 1, ret, 0x77eed47dc74, 0x77ee47edb0, 2, ret, Ox7a907e4f5c, Ox77ee47ee90, 2, ret, 0x77ee4
7ed44,0x77ee8535h0,1, ret, O0x7a907fa42c, Ox7a8875e248, 4, ret, 0x7a8815e270, 0x77f0731598, 3, ret
, OX77T07315a8, 0x7aa249T254, 2, ret, 0x7aa249725¢c, O0x77ee8535hc, 1, ret, Ox77ee4ldlib4, Ox77ee4c4s
bb0, 2, ret, Ox77ee4c5114, 0x77ee8535d4,1, ret, Ox7a907fa42c, 0x7a8875e248, 4, ret, 0x7a8815e270,
Ox77f07315¢c4,3,ret, Ox77f07315d0, 0x7aa24972d0, 2, ret, 0x7aa24972d4, O0x77ee8535d8, 1, ret, Ox77
ee853578, 0x77ee69c198,0, ret, Ox77ee47dc04, Ox77ee47df90, 2, ret, 0x77ee47elb4, 0x77ee85355¢c, 1,
ret, ®x7a90855dt4, 0x7a907dec6c, 3, ret, 0x7a90855d34, O0x7a907d89a8, 4, ret, Ox7a907d89b4, ©0x7a90
7dech0, 3, ret, 0x7a908557f4, Ox7a907d8a3c, 3, ret, Ox7a907d8a4c, 0x7a907dadc4, 2, ret, 0x7a907dad
d4,0x77ee853590, 1, ret, O0x77eed47dc74,0x77ee47edb0, 2, ret, Ox77ee47ed44, 0x77ee8535h0, 1, ret, 0
X7a907fad2c, Ox7a8875e248, 4, ret, 0x7a8815e270, 0x77T0731598, 3, ret, 0x77f07315a8, 0x7aa2497254
,2,ret,0x7aa249725¢c, Ox77ee8535bc, 1, ret, 0x7759957484, 0x77ee8535d4,1, ret, Ox7a907fa42c, OX7
a88f5e248, 4, ret, 0x7a8875e270, O0x77f07315¢c4, 8, ret, Ox77f07315d0, 0x7aa24912d0, 2, ret, 0x7aa24
9f2d4, 0x77ee8535d8,1, ret, Ox77ee853578, Ox77ee69c198, 0, ret, Ox77ee47dc04, 0x77ee47dT90, 2, ret
,OX77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855dT4, 0x7a907dec6ec, 3, ret, Ox7a90855d34, Ox7a907d8
9a8, 4, ret, 0x7a907d89b4, 0x7a907dech0®, 38, ret, Ox7a908557 T4, 0x7a907d8as3c, 3, ret, 0x7a907d8a4c,
0x7a907da9c4, 2, ret, Ox7a907da9d4, 0x77ee853590, 1, ret, 0x77ee47dc74, 0x77ee47edb0, 2, ret, OX77
ee47ed44,0x77ee8535h0,1, ret, Ox7a907fad2c, Ox7a8875e248, 4, ret, 0x7a8815e270, 0x77T0731598, 3,
ret, Ox77f07315a8, 0x7aa2491254, 2, ret, 0x7aa249725¢c, Ox77ee8535bc, 1, ret, Ox77ee41dib4, 0x77ee
4c4bb0, 2, ret, Ox77ee4c5114,0x77ee8535d4,1, ret, 0x7a907fa42c, 0x7a8815e248, 4, ret, 0x7a8875e2
70,0x77f07315c4, 3, ret, 0x77f07315d0, Ox7aa24972d0, 2, ret, Ox7aa24972d4, 0x77ee8535d8, 1, ret, 0
X77ee853578, 0x77ee69¢c198, 0, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee85355¢
,1, ret, 0x7a90855dT4, 0x7a907dec6ec, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, Ox7a907d89b4, OX7
a907dechO, 3, ret, 0x7a90855Ff4, Ox7a907d8a3c, 3, ret, 0x7a907d8a4c, Ox7a907dadc4, 2, ret, 0x7a907
da9d4, 0x77ee853590,1, ret, 0x77ee47dc74,0x77ee47edb0, 2, ret, 0x77ee47ed44, 0x77ee8535b0, 1, ret
,0Xx7a907Ta42c, Ox7a88T5e248,4, ret, 0x7a8875e270, 0x77f0731598, 3, ret, Ox77f07315a8, Ox7aa249f
254, 2, ret, 0x7aa249725¢c, Ox77ee8535bc, 1, ret, Ox7759957484, 0x77ee8535d4, 1, ret, 0x7a907fa4d2c,
Ox7a8875e248,4,ret, Ox7a88T5e270, 0x77Tf07315¢c4, 3, ret, 0x77T07315d0, 0x7aa24972d0, 2, ret, Ox7a
a249t2d4, 0x77ee85350d8,1, ret, Ox77ee853578, Ox77ee69c198, 0, ret, 0x77ee47dc04, 0x77ee47df90, 2,
ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855dT4, 0x7a907dec6e, 3, ret, 0x7a90855d34, 0x7a90
7d89a8, 4, ret, 0x7a907d89b4, Ox7a907dech0, 8, ret, Ox7a908557f4, 0x7a907d8as3c, 3, ret, 0x7a907d8a
4c,0x7a907dad9c4, 2, ret, O0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, 0
X77eed7ed44,0x77ee8535b0, 1, ret, 0x7a907fa42c, 0x7a8875e248, 4, ret, 0x7a8875e270, Ox77f0731598
,8,ret,Ox77f07315a8, 0x7aa2497254, 2, ret, 0x7aa249125¢c, Ox77ee8535bc, 1, ret, Ox77ee41dib4, Ox7
7ee4cdbb0, 2, ret, 0x77ee4c5114,0x77ee8535d4, 1, ret, 0x7a907fa42c, Ox7a88T5e248, 4, ret, Ox7a88f
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5e270, 0x77f07315¢c4, 3, ret, 0x77f07315d0, Ox7aa249f2d0, 2, ret, 0x7aa249f2d4, 0x77ee8535d8, 1, ret
, 0x77ee853518, 0x77ee69c198, 0, ret, 0x77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee853
55c, 1, ret, 0x7a90855df4, 0x7a907dec6e, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907d89b4,
0x7a907dechO, 3, ret, 0x7a908557f4, 0x7a907d8a3c, 3, ret, 0x7a907d8a4c, 0x7a907dasc4, 2, ret, Ox7a
907da9d4, Ox77ee853590, 1, ret, 0x77ee47dc74,0x77ee47edb0, 2, ret, Ox77ee47ed44, 0x77ee8535h0, 1,
ret, 0x7a907fa42c, Ox7a88f5e248, 4, ret, 0x7a88f5e270, 0x77f0731598, 3, ret, Ox77f07315a8, Ox7aa2
49f254,2,ret, 0x7aa249f25¢c, 0x77ee8535bc, 1, ret, Ox77ee41d1b4, 0x77eed4c4bb0, 2, ret, Ox77ee4c51
14,0x77ee8535d4, 1, ret, 0x7a907fad42c, Ox7a8815e248, 4, ret, 0x7a88f5e270, 0x77f07315¢c4, 3, ret, 0
X77f07315d0, 0x7aa24972d0, 2, ret, O0x7aa249f2d4, 0x77ee8535d8, 1, ret, Ox77ee853518, Ox77ee69c198
,0,ret,0x77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855df4, Ox7
ag907dec6c, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907dechO, 3, ret, 0x7a908
55ff4,0x7a907d8a3c, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2, ret, 0x7a907dadd4, 0x77ee853590, 1, ret
, 0x77eed47dc74,0x77ee47edb0, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret, 0x7a0907fad42c, Ox7a88f5e
248,4,ret,0x7a88f5e270, 0x77f0731598, 3, ret, 0x77f07315a8, 0x7aa2491254, 2, ret, 0x7aa249f25¢c,
Ox77ee8535bc, 1, ret, 0x77ee41d1b4, Ox77eed4c4bb0, 2, ret, 0x77ee4c5114,0x77ee8535d4,1, ret, 0x7a
007fad42c, 0x7a8815e248, 4, ret, 0x7a88f5e270, 0x77f07315¢c4, 3, ret, Ox77f07315d0, 0x7aa24912d0, 2,
ret, 0x7aa249f2d4, 0x77ee8535d8, 1, ret, Ox77ee853578, Ox77ee69c198, 0, ret, Ox77ee47dc04, Ox77ee
47df90,2, ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855dT4, 0x7a907dec6¢c, 3, ret, 0x7a90855d
34,0x7a907d89a8, 4, ret, 0x7a907d89b4, Ox7a907dech®, 38, ret, 0x7a908557f4, 0x7a907d8as3c, 3, ret, 0
X7a907d8a4c, 0x7a907dadc4, 2, ret, Ox7a907da9d4, Ox77ee853590, 1, ret, 0x77ee47dc74, 0x77ee47edb0
,2,ret,0x7a907e4f5¢c, Ox77ee47ee0, 2, ret, 0x77ee47ed44, 0x77ee8535hb0,1, ret, Ox7a907fad42c, OX7
a88f5e248, 4, ret, 0x7a8875e270, O0x77f0731598, 3, ret, Ox77f07315a8, 0x7aa2497254, 2, ret, 0x7aa24
9f25¢c, Ox77ee8535hc, 1, ret, O0x7759957484, 0x77ee8535d4, 1, ret, 0x7a907fa42c, 0x7a8815e248, 4, ret
,0X7a8875e270, 0x77Tf07315¢c4, 3, ret, 0x77T07315d0, 0x7aa24972d0, 2, ret, Ox7aa249f2d4, Ox77ee853
5d8,1, ret, 0x77ee853578, O0x77ee69c198, 0, ret, Ox77ee47dc04, 0x77ee47dT90, 2, ret, Ox77eed47elb4,
Ox77ee85355¢c,1, ret, 0x7a90855dT4, 0x7a907dec6c, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, Ox7a
907d89b4, 0x7a907dechO, 3, ret, Ox7a908557f4, Ox7a907d8ad¢c, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2,
ret, 0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, Ox7a907e4f5¢c, Ox77ee
47ee90,2,ret, Ox77ee47ed44,0x77ee8535b0, 1, ret, 0x7a907fa42c, 0x7a8815e248, 4, ret, 0x7a8875e2
70,0x77f0731598, 3, ret, Ox77f07315a8, Ox7aa2497254, 2, ret, 0x7aa249f25¢c, 0x77ee8535bc, 1, ret, 0
X77eedldlb4, Ox77ee4c4bb0, 2, ret, Ox77ee4c5114, 0x77ee8535d4, 1, ret, 0x7a907fad2c, Ox7a8875e248
,4,ret,Ox7a8875e270, 0x77T07315¢c4, 3, ret, 0x77f07315d0, 0x7aa24972d0, 2, ret, Ox7aa24972d4, Ox7
7ee8535d8,1, ret, Ox77ee853578, Ox77ee69c198, 0, ret, Ox77ee47dc04, 0x77ee47dT90, 2, ret, 0x77ee4
7elb4,0x77ee85355¢c,1, ret, 0x7a90855df4, Ox7a907decéec, 3, ret, ©x7a90855d34, 0x7a907d89a8, 4, ret
, 0X7a907d89b4, Ox7a907dech®, 3, ret, ©x7a908557 T4, 0x7a907d8a3c, 3, ret, 0x7a907d8a4c, O0x7a907da
9c4,2,ret,0x7a907da9d4, 0x77ee853590,1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, 0x7a907e4f5¢c,
Ox77eed47ee90,2,ret, Ox77ee47ed44,0x77ee8535b0, 1, ret, 0x7a907fad42c, 0x7a8815e248, 4, ret, Ox7a
8815e270,0x77f0731598, 3, ret, Ox77f07315a8, Ox7aa2497254, 2, ret, 0x7aa249t25¢c, 0x77ee8535hc, 1,
ret, ©x7759957484, 0x77ee8535d4, 1, ret, 0x7a907fad42c, Ox7a8875e248, 4, ret, Ox7a8875e270, OX77T0
7315c4, 3, ret, 0x77t07315d0, Ox7aa24972d0, 2, ret, Ox7aa24972d4, 0x77ee8535d8, 1, ret, 0x77ee8535
T8,0x77ee69c198, 0, ret, Ox77ee47dc04,0x77ee47df90, 2, ret, Ox77ee47el1b4, 0x77ee85355¢c, 1, ret, 0
X7a90855df4, Ox7a907dec6ec, 8, ret, ©x7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907d89b4, Ox7a907dech0®
,3,ret,0x7a908557f4, 0x7a907d8a3c, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2, ret, Ox7a907da9d4, Ox7
7ee853590,1, ret, 0x77ee47dc74,0x77ee47edb0, 2, ret, 0x7a907e4T5¢c, Ox77ee47ee90, 2, ret, Ox77ee4
7ed44,0x77ee8535h0,1, ret, O0x7a907fa42c, Ox7a8875e248, 4, ret, ©x7a8815e270, 0x77f0731598, 3, ret
, OX77T07315a8, 0x7aa249T254, 2, ret, 0x7aa249725¢c, Ox77ee8535hc, 1, ret, Ox7759957484, 0x77ee853
5d4,1, ret, 0x7a907fad42c, Ox7a8875e248, 4, ret, Ox7a8875e270, 0x77T07315¢c4, 3, ret, 0x77f07315d0,
0x7aa24972d0, 2, ret, Ox7aa24972d4, 0x77ee8535d8, 1, ret, 0x77ee853578, 0x77ee69¢c198, 0, ret, Ox77
ee47dc04,0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee85355¢, 1, ret, 0x7a90855d74, 0x7a907decéc, 3,
ret, ®©x7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907d89b4, Ox7a907dech0, 3, ret, Ox7a908557 T4, 0x7a90
7d8a3c, 3, ret, 0x7a907d8a4c, Ox7a907da9c4, 2, ret, 0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc
74,0x77ee47edb0, 2, ret, 0x7a907e475¢c, Ox77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535b0,1, ret, 0
X7a907fad2c, Ox7a8875e248, 4, ret, 0x7a8815e270, 0x77T0731598, 3, ret, 0x77f07315a8, O0x7aa2497254
,2,ret,Ox7aa249725c, Ox77ee8535bc, 1, ret, 0x7759957484, 0x77ee8535d4,1, ret, Ox7a907fa42¢c, Ox7
a88f5e248, 4, ret, 0x7a8875e270, O0x77f07315¢c4, 8, ret, Ox77f07315d0, 0x7aa24972d0, 2, ret, 0x7aa24
9f2d4,0x77ee8535d8,1, ret, Ox77ee853578, Ox77ee69c198, 0, ret, 0x77ee47dc04, 0x77ee47dT90, 2, ret
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,0x77ee47elb4, 0x77ee85355¢,1, ret, 0x7a90855df4, 0x7a907dec6c, 3, ret, 0x7a90855d34, 0x7a907d8
9a8,4,ret, 0x7a907d89b4, 0x7a907dech0, 3, ret, 0x7a908557f4, 0x7a907d8a3c, 3, ret, 0x7a907d8a4c,
0x7a907dad9c4, 2, ret, 0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, Ox7a
007e4f5c, 0x77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret, O0x7a907fad42c, 0x7a8815e248, 4,
ret, Ox7a88f5e270, 0x77f0731598, 3, ret, Ox77f07315a8, 0x7aa2491254, 2, ret, 0x7aa249f25¢c, Ox77ee
8535bc, 1, ret, 0x77ee41d1ib4, 0x77ee4c4bb0, 2, ret, Ox77ee4c5114, 0x77ee8535d4, 1, ret, Ox7a907fa4
2c,0x7a88T5e248, 4, ret, 0x7a88f5e270, 0x77f07315¢c4, 3, ret, Ox77f07315d0, 0x7aa249f2d0, 2, ret, 0
X7aa249f2d4, 0x77ee8535d8,1, ret, 0x77ee853578, 0x77ee69c198, 0, ret, 0x77ee47dc04, Ox77ee47df90
,2,ret,0x77ee47el1b4, 0x77ee85355¢c, 1, ret, 0x7a90855dT4, 0x7a907dec6e, 3, ret, 0x7a90855d34, Ox7
ag07d89a8, 4, ret, 0x7a907d89b4, 0x7a907dech0, 3, ret, 0x7a908557f4, 0x7a907d8a3c, 3, ret, 0x7a907
d8a4c, 0x7a907dadc4, 2, ret, 0x7a907da9d4, Ox77ee853590, 1, ret, 0x77ee47dc74,0x77ee47edb0, 2, ret
,0x77ee47ed44,0x77ee8535b0, 1, ret, 0x7a007fad42c, Ox7a8815e248, 4, ret, 0x7a88f5e270, 0x77f0731
508, 3, ret, 0x77f07315a8, 0x7aa249f254, 2, ret, 0x7aa249f25¢c, Ox77ee8535bc, 1, ret, 0x7759957484,
Ox77ee8535d4,1, ret, 0x7a907fa42c, Ox7a88f5e248,4, ret, 0x7a88f5e270, 0x77f07315¢c4, 3, ret, Ox77
f07315d0, 0x7aa24972d0, 2, ret, O0x7aa249f2d4, 0x77ee8535d8, 1, ret, Ox77ee853518, 0x77ee69¢c198, 0,
ret, 0x77ee47dc04,0x77ee47df90, 2, ret, Ox77ee47elb4, Ox77ee85355¢c, 1, ret, 0x7a00855df4, 0x7a90
7dec6c, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, Ox7a907d89b4, 0x7a907dechd, 3, ret, 0x7a90855fF
4,0x7a907d8a3c, 3, ret, 0x7a907d8a4c, Ox7a907dadc4, 2, ret, 0x7a907da9d4, 0x77ee853590, 1, ret, 0
X77ee47dc74,0x77eed47edb0, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret, 0x7a907fa42c, 0x7a8815e248
,4,ret, Ox7a8875e270, 0x77T0731598, 3, ret, 0x77f07315a8, 0x7aa2497254, 2, ret, Ox7aa249f25¢c, OX7
7ee8535bc, 1, ret, Ox77eed4ldib4, Ox77ee4c4bb0, 2, ret, Ox77ee4c5114,0x77ee8535d4, 1, ret, 0x7a907
fa42c,0x7a8875e248, 4, ret, 0x7a88f5e270, Ox77f07315¢c4, 3, ret, 0x77f07315d0, 0x7aa24912d0, 2, ret
, 0X7aa24972d4, 0x77ee8535d8, 1, ret, 0x77ee853578, 0x77ee69¢c198, 0, ret, Ox77ee47dc04, Ox77ee47d
90,2, ret, 0x77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855df4, 0x7a907dec6c, 3, ret, 0x7a90855d34,
0x7a907d89a8, 4, ret, Ox7a907d89b4, 0x7a907dechd, 3, ret, 0x7a908551 T4, 0x7a907d8a3c, 3, ret, Ox7a
907d8a4c, 0x7a907dadc4, 2, ret, Ox7a907da9d4, Ox77ee853590, 1, ret, 0x77ee47dc74, 0x77ee47edbo, 2,
ret, 0x77ee47ed44,0x77ee8535h0, 1, ret, 0x7a907fad42c, Ox7a8875e248, 4, ret, O0x7a8875e270, OX77T0
731598, 3, ret, 0x77f07315a8, O0x7aa2497254, 2, ret, Ox7aa249125¢c, 0x77ee8535bc, 1, ret, 0x77599574
84,0x77ee8535d4,1, ret, 0x7a907fad2c, Ox7a8875e248, 4, ret, 0x7a8875e270, 0x77f07315¢c4, 3, ret, 0
X77f07315d0, Ox7aa24972d0, 2, ret, 0x7aa249t2d4, 0x77ee8535d8, 1, ret, Ox77ee853578, Ox77ee69c198
,0, ret,Ox77ee47dc04, 0x77ee47dT90, 2, ret, 0x77ee47elb4, 0x77ee85355¢,1, ret, O0x7a90855df4, Ox7
ad907dec6c, 3, ret, 0x7a90855d34, Ox7a907d89a8, 4, ret, Ox7a907d89b4, 0x7a907dech0d, 3, ret, 0x7a908
55ff4,0x7a907d8a3c, 3, ret, O0x7a907d8a4c, Ox7a907da9c4, 2, ret, ©x7a907da9d4, 0x77ee853590, 1, ret
, OX77ee47dc74,0x77ee47edb0, 2, ret, 0x77ee47ed44, 0x77ee8535h0,1, ret, Ox7a907fa42c, Ox7a88f5e
248,4,ret,0x7a8875e270, 0x77f0731598, 8, ret, Ox77f07315a8, 0x7aa2491254, 2, ret, 0x7aa249725c,
Ox77ee8535bc, 1, ret, Ox77ee41dib4, 0x77ee4c4bb0, 2, ret, 0x77ee4c5114, 0x77ee8535d4,1, ret, Ox7a
907fa42c, 0x7a8875e248,4, ret, Ox7a8875e270, O0x77f07315¢c4, 3, ret, 0x77f07315d0, 0x7aa24972d0, 2,
ret, ®x7aa249t2d4, 0x77ee8535d8, 1, ret, Ox77ee853578, Ox77ee69c198, 0, ret, Ox77ee47dc04, Ox77ee
47df90,2, ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855dT4, 0x7a907dec6c, 3, ret, 0x7a90855d
34,0x7a907d89a8, 4, ret, Ox7a907d89b4, Ox7a907dech®, 8, ret, Ox7a908557 T4, 0x7a907d8as3c, 3, ret, 0
X7a907d8a4c, 0x7a907da9c4, 2, ret, O0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edbO
,2,ret,Ox77ee47ed44,0x77ee8535h0, 1, ret, 0x7a907fa42c, Ox7a8875e248, 4, ret, Ox7a8875e270, OX7
7T0731598, 3, ret, 0x77f07315a8, O0x7aa2497254, 2, ret, Ox7aa249125¢c, 0x77ee8535bc, 1, ret, 0x77599
57484, 0x77ee8535d4,1, ret, O0x7a907fa42c, Ox7a8875e248, 4, ret, ©x7a8815e270, 0x77f07315¢c4, 3, ret
, OX77T07815d0, Ox7aa24972d0, 2, ret, 0x7aa24972d4, 0x77ee8535d8, 1, ret, Ox77ee853578, Ox77ee69c
198, 0, ret, 0x77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855df4,
Ox7a907dec6c, 3, ret, 0x7a90855d34, Ox7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907dech®, 3, ret, Ox7a
00855114, 0x7a907d8a3c, 3, ret, Ox7a907d8a4c, Ox7a907dadc4, 2, ret, 0x7a907da9d4, 0x77ee853590, 1,
ret, Ox77eed47dc74,0x77ee47edb0, 2, ret, Ox77ee47ed44, 0x77ee8535h0, 1, ret, 0x7a907fa42c, 0x7a88
T5e248, 4, ret, 0x7a8815e270, 0x77f0731598, 3, ret, Ox77f07315a8, 0x7aa2497254, 2, ret, 0x7aa249f2
5c,0x77ee8535hbc, 1, ret, Ox7759957484, O0x77ee85385d4,1, ret, Ox7a907fa42c, 0x7a8875e248, 4, ret, 0
X7a8875e270, 0x77f073815¢c4, 8, ret, 0x77f07315d0, 0x7aa24972d0, 2, ret, 0x7aa2497f2d4, Ox77ee8535d8
,1,ret,0x77ee853578, 0x77ee69¢c198, 0, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, Ox7
7ee85355¢c, 1, ret, 0x7a90855df4, Ox7a907dec6ec, 8, ret, Ox7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907
d89b4, 0x7a907dechd, 3, ret, 0x7a908557 T4, Ox7a907d8a3c, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2, ret
, 0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74,0x77ee47edb0, 2, ret, Ox77ee47ed44, 0x77ee853
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5b0, 1, ret, 0x7a907fa42c, 0x7a8875e248, 4, ret, 0x7a8875e270, 0x77f0731598, 3, ret, 0x77f07315a8,
Ox7aa249f254,2, ret, 0x7aa249f25¢c, Ox77ee8535bc, 1, ret, 0x7759957484, 0x77ee8535d4,1, ret, 0x7a
007fad42c, 0x7a8815e248, 4, ret, 0x7a88f5e270, 0x77f07315¢c4, 3, ret, Ox77f07315d0, 0x7aa24912d0, 2,
ret, Ox7aa249f2d4, 0x77ee8535d8,1, ret, Ox77ee853578, Ox77ee69c198,0, ret, Ox77ee47dc04, Ox77ee
47df90,2, ret, 0x77ee47elb4, 0x77ee85355¢c, 1, ret, Ox7a90855df4, 0x7a907decée, 3, ret, O0x7a90855d
34,0x7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907dech0, 3, ret, 0x7a908557f4, 0x7a907d8a3c, 3, ret, 0
X7a907d8a4c, 0x7a907dadc4, 2, ret, 0x7a907da9d4, Ox77ee853590,1, ret, 0x77ee47dc74,0x77ee47edbo
,2,ret,0x77ee47ed44,0x77ee8535b0, 1, ret, Ox7a907fa42c, 0x7a8815e248, 4, ret, 0x7a8815e270, OX7
7f0731598, 3, ret, 0x77f07315a8, O0x7aa249f254, 2, ret, 0x7aa249f25c, Ox77ee8535bc, 1, ret, Ox77ee4
1d1b4, Ox77eedc4bb0, 2, ret, 0x77ee4c5114,0x77ee8535d4,1, ret, 0x7a907fa42c, 0x7a88f5e248, 4, ret
,0x7a88T5e270, 0x77f07315¢c4, 3, ret, Ox77f07315d0, Ox7aa24972d0, 2, ret, O0x7aa249f2d4, 0x77ee853
5d8,1, ret, 0x77ee853578, 0x77ee69¢c198, 0, ret, 0x77ee47dc04, Ox77ee47df90, 2, ret, 0x77ee47elb4,
Ox77ee85355¢c,1, ret, 0x7a90855df4, 0x7a907dec6c, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, Ox7a
007d89hb4, 0x7a907dechO, 3, ret, 0x7a090855ff4, 0x7a907d8asdc, 3, ret, O0x7a907d8a4sc, 0x7a907dadc4, 2,
ret, 0x7a907da9d4, 0x77ee853590, 1, ret, 0x77ee47dc74, 0x77ee47edb0, 2, ret, Ox77ee47ed44, 0x77ee
8535hb0, 1, ret, 0x7a907fad42c, Ox7a8815e248, 4, ret, 0x7a88f5e270, 0x77f0731598, 3, ret, Ox77f07315
a8, 0x7aa2491254, 2, ret, 0x7aa2497f25¢c, Ox77ee8535bc, 1, ret, 0x7759957484, 0x77ee8535d4, 1, ret, 0
X7a907fa42c, 0x7a8875e248,4,ret, 0x7a8875e270, 0x77f07315¢c4, 3, ret, 0x77f07315d0, 0x7aa24972d0
,2,ret,0x7aa24972d4, 0x77ee8535d8, 1, ret, 0x77ee853518, Ox77ee69¢c198, 0, ret, Ox77ee47dc04, OX7
7ee47df90, 2, ret, 0x77ee47elb4, Ox77ee85355¢c, 1, ret, 0x7a90855df4, 0x7a907dec6ec, 3, ret, 0x7a908
55034, 0x7a9070d89a8, 4, ret, O0x7a907d89b4, Ox7a907dech®, 3, ret, ©x7a908557f4, 0x7a907d8a3c, 3, ret
, 0X7a907d8a4c, Ox7a907dadc4, 2, ret, 0x7a907dadd4, 0x77ee853590, 1, ret, Ox77ee47dc74, Ox77ee47e
db0, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret, Ox7a907fa42c, 0x7a8875e248, 4, ret, 0x7a8815e270,
Ox77f0731598, 3, ret, Ox77f07315a8, 0x7aa2497254, 2, ret, 0x7aa249725¢c, Ox77ee8535hbc, 1, ret, Ox77
ee41dib4, 0x77ee4c4bhb0, 2, ret, Ox77ee4c5114,0x77ee8535d4,1, ret, 0x7a907fa42c, 0x7a8875e248, 4,
ret, ©x7a8815e270, 0x77f07315c4, 3, ret, 0x77f07315d0, Ox7aa24972d0, 2, ret, Ox7aa249f2d4, Ox77ee
8535d8, 1, ret, 0x77ee853578, Ox77ee69c198, 0, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, 0x77ee47el
b4, 0x77ee85355¢c, 1, ret, 0x7a90855df4, Ox7a907dec6ec, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, 0
X7a907d89b4, 0x7a907dech®, 8, ret, 0x7a908557 T4, 0x7a907d8a3c, 3, ret, 0x7a907d8a4c, Ox7a907da9c4
,2,ret,0x7a907da9d4, 0x77ee853590, 1, ret, 0x77ee47dc74, 0x77eed47edb0, 2, ret, Ox77ee47ed44, OX7
7ee8535h0, 1, ret, 0x7a907fad42c, Ox7a8875e248, 4, ret, 0x7a8875e270, 0x77f0731598, 3, ret, 0x77T07
315a8, 0x7aa2497254, 2, ret, Ox7aa249725¢c, Ox77ee8535bc, 1, ret, 0x77ee41d1lb4, 0x77ee4c4bbo, 2, ret
, OX77ee4c5114,0x77ee8535d4,1, ret, 0x7a907fa42c, 0x7a8875e248,4, ret, Ox7a8875e270, Ox77f0731
5c4, 3, ret, 0x77f07315d0, O0x7aa24972d0, 2, ret, Ox7aa24972d4, 0x77ee8535d8, 1, ret, Ox77ee8535f8,
Ox77ee69c198, 0, ret, Ox77ee47dc04, 0x77ee47dT90, 2, ret, 0x77ee47elb4, 0x77ee85355¢c, 1, ret, Ox7a
90855dT4, 0x7a907dec6c, 3, ret, O0x7a90855d34, Ox7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907decho, 3,
ret, ®x7a908557 T4, 0x7a907d8a3c, 3, ret, 0x7a907d8a4c, O0x7a907dadc4, 2, ret, Ox7a907da9d4, Ox77ee
853590, 1, ret, 0x77ee47dc74,0x77eed47edb0, 2, ret, Ox77ee47ed44, 0x77ee8535h0, 1, ret, 0x7a907fa4
2c,0x7a8815e248, 4, ret, 0x7a8875e270, Ox77f0731598, 8, ret, Ox77f07315a8, 0x7aa2497254, 2, ret, 0
X7aa2497f25¢c, Ox77ee8585bc, 1, ret, 0x77ee41d1b4, 0x77ee4c4bh0, 2, ret, Ox77ee4c5114, 0x77ee8535d4
,1, ret,Ox7a907fa42c, Ox7a88T5e248, 4, ret, 0x7a8875e270, 0x77f07315¢c4, 3, ret, Ox77f07315d0, OX7
aa249t2do, 2, ret, 0x7aa2497t2d4, Ox77ee8535d8, 1, ret, Ox77ee853578, 0x77ee69¢c198, 0, ret, 0x7a907
fa42c,0x7a8875e248,6,ret, 0x7a8875e270, Ox77f0731568, 5, ret, Ox77f0731580, 0x7aa249f1d4, 4, ret
,0x7aa249f1dc, Ox77ee47e214, 3, ret, Ox77ee47e28c, Ox77ee47dfcO, 2, ret, Ox77ee47e35¢c, Ox77ee47d
fcc,2,ret, 0x77ee47dc44, 0x77eed47dfdc, 2, ret, 0x7a907e4T5¢c, Ox77ee47e040, 2, ret, 0x77ee47dc44,
Ox77eed7el2c,2,ret,Ox7a907fa42c, Ox7a8875e248,5, ret, 0x7a8875e270, 0x77T07315¢c4, 4, ret, Ox77
f07315d0, 0x7aa24972d0, 3, ret, O0x7aa249f2d4, Ox77ee47e130, 2, ret, 0x7a907fa42c, 0x7a8875e248, 6,
ret, ®x7a88t5e270, 0x77T0731568, 5, ret, 0x77f0731580, O0x7aa2497f1d4, 4, ret, Ox7aa249f1dc, Ox77ee
47e214,3,ret,0x77ee47e28c, 0x77ee47dfcO, 2, ret, Ox77ee47e35¢c, 0x77ee47dfcc, 2, ret, Ox7a907fa4
2c,0x7a8815e248,5, ret, 0x7a887f5e270, Ox77f073815¢c4, 4, ret, Ox77f07315d0, 0x7aa24972d0, 3, ret, 0
X7aa249f2d4, 0x77ee47e130, 2, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee85355¢
,1, ret,0x7a90855dT4, 0x7a907dec6ec, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, Ox7a907d89b4, OX7
a907dech0, 3, ret, 0x7a908557 T4, Ox7a907d8a3c, 3, ret, 0x7a907d8a4c, Ox7a907dadc4, 2, ret, 0x7a907
da9d4, Ox77ee853590,1, ret, 0x77ee47dc74,0x77ee47edb0, 2, ret, 0x77ee47dc74,0x77ee47edbo, 2, ret
, 0x7a907e475¢c, Ox77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret, 0x7a907fad42c, Ox7a88f5e
248,4,ret, 0x7a8875e270, 0x77f0731598, 8, ret, Ox77f07315a8, 0x7aa2491254, 2, ret, 0x7aa249f25c,
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Ox77ee8535bc, 1, ret, 0x77ee41d1b4, Ox77eed4c4bb0, 2, ret, 0x77ee4c5114,0x77ee8535d4,1, ret, 0x7a
007fTad42c, 0x7a8815e248, 4, ret, 0x7a88f5e270, 0x77f07315¢c4, 3, ret, Ox77f07315d0, 0x7aa24912d0, 2,
ret, Ox7aa249f2d4, 0x77ee8535d8,1, ret, Ox77ee853578, Ox77ee69c198,0, ret, Ox77ee47dc04, Ox77ee
47df90,2, ret, 0x77ee47elb4, 0x77ee85355¢c, 1, ret, Ox7a90855df4, 0x7a907decée, 3, ret, 0x7a90855d
34,0x7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907dech®, 3, ret, 0x7a908557f4, 0x7a907d8a3c, 3, ret, 0
X7a907d8a4c, 0x7a907dadc4, 2, ret, 0x7a907da9d4, Ox77ee853590,1, ret, 0x77eed47dc74, 0x77ee47edbo
,2,ret,0x77ee47ed44, 0x77ee8535b0, 1, ret, Ox7a907fa42c, 0x7a8815e248, 4, ret, 0x7a8815e270, Ox7
7f0731598, 3, ret, 0x77f07315a8, O0x7aa249f254, 2, ret, 0x7aa249f25c, Ox77ee8535bc, 1, ret, Ox77ee4
1d1b4, 0x77eedc4bb0, 2, ret, 0x77ee4c5114, 0x77ee8535d4,1, ret, 0x7a907fa42c, O0x7a8875e248, 4, ret
, 0x7a88T5e270, 0x77f07315¢c4, 3, ret, Ox77f07315d0, 0x7aa24972d0, 2, ret, O0x7aa249f2d4, 0x77ee853
5d8,1, ret, 0x77ee853578, 0x77ee69¢c198, 0, ret, 0x77ee47dc04, Ox77ee47df90, 2, ret, Ox77ee47elb4,
Ox77ee85355¢c,1, ret, 0x7a90855df4, 0x7a907dec6c, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, Ox7a
007d89hb4, 0x7a907dechO, 3, ret, 0x7a090855ff4, 0x7a907d8asdc, 3, ret, Ox7a907d8a4sc, 0x7a907dadc4, 2,
ret, 0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, Ox77ee47ed44, 0x77ee
8535hb0, 1, ret, 0x7a007fad42c, 0x7a8815e248, 4, ret, 0x7a88f5e270, 0x77f0731598, 3, ret, Ox77f07315
a8, 0x7aa2491254, 2, ret, 0x7aa249f25¢c, Ox77ee8535bc, 1, ret, Ox77ee41d1ib4, 0x77ee4c4bb0, 2, ret, 0
X77ee4c5114,0x77ee8535d4,1, ret, Ox7a907fa42c, Ox7a8875e248, 4, ret, 0x7a8815e270, 0x77f07315¢c4
,8,ret, Ox77f07315d0, 0x7aa24972d0, 2, ret, 0x7aa24972d4, Ox77ee8535d8,1, ret, Ox77ee853578, Ox7
7ee69¢c198,0, ret, 0x77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a908
55df4,0x7a907dec6c, 3, ret, O0x7a90855d34, Ox7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907decho, 3, ret
,0X7a907e46e8, 0x7a907ddccc, 4, ret, 0x7a90855d34, 0x7a907d89a8, 6, ret, O0x7a907d89b4, Ox7a907dc
50c, 5, ret, 0x7a907dc518, 0x7a907ddd5¢c, 4, ret, 0x7a907ddebc, 0x7a907dddb8, 4, ret, 0x7a908557 T4,
0x7a907d8a3c, 4, ret, Ox7a907d8a4c, 0x7a907dedb0, 3, ret, 0x7a90855F T4, 0x7a907d8a3¢c, 3, ret, Ox7a
907e4f5c, 0x7a907dadc4, 2, ret, Ox7a907da9d4, Ox77ee853590, 1, ret, 0x77ee47dc74, 0x77ee47edbo, 2,
ret, 0x7a907e4f5c, 0x77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535hb0, 1, ret, Ox7a907fa42c, Ox7a88
T5e248, 4, ret, 0x7a8815e270, 0x77f0731598, 3, ret, Ox77f07315a8, 0x7aa2491254, 2, ret, 0x7aa249f2
5c,0x77ee8535bc, 1, ret, Ox77eed4ldlb4, Ox77ee4c4bb0, 2, ret, Ox77ee4c5114, 0x77ee8535d4,1, ret, 0
X7a907fa42c, 0x7a8875e248,4,ret, O0x7a8875e270, 0x77f07315¢c4, 3, ret, 0x77f07315d0, 0x7aa24972d0
,2,ret,0x7aa24972d4, 0x77ee8535d8, 1, ret, 0x77ee853518, Ox77ee69¢c198, 0, ret, Ox77ee47dc04, OX7
7ee47df90, 2, ret, 0x77ee47elb4, Ox77ee85355¢c, 1, ret, 0x7a90855df4, 0x7a907dec6ec, 3, ret, 0x7a908
55034, 0x7a9070d89a8, 4, ret, O0x7a907d89b4, Ox7a907dech®, 8, ret, ©x7a908557 T4, 0x7a907d8a3c, 3, ret
,0X7a907d8a4c, Ox7a907dadc4, 2, ret, 0x7a907dadd4, 0x77ee853590, 1, ret, Ox77ee47dc74, Ox77ee47e
db0, 2, ret, 0x7a907e4f5¢c, Ox77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535h0, 1, ret, 0x7a907fa4d2c,
Ox7a8875e248,4,ret, O0x7a8875e270, 0x77f0731598, 3, ret, 0x77T07315a8, 0x7aa2491254, 2, ret, Ox7a
a249t25¢c, 0x77ee8535hc, 1, ret, Ox77ee4ldlb4, Ox77ee4c4bb0, 2, ret, 0x77ee4c5114, 0x77ee8535d4, 1,
ret, 0x7a907fa42c, 0x7a8875e248, 4, ret, 0x7a8875e270, Ox77f07315¢c4, 8, ret, Ox77f07315d0, 0x7aa2
4972d0, 2, ret, Ox7aa24972d4, 0x77ee8535d8, 1, ret, 0x77ee853578, 0x77ee69¢c198, 0, ret, Ox77eed7dc
04,0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855df4, 0x7a907dec6¢c, 3, ret, 0
X7a90855d34, O0x7a907d89a8, 4, ret, ©x7a907d89b4, 0x7a907dech0, 3, ret, Ox7a908557f4, O0x7a907d8ad¢c
,8,ret,0x7a907d8a4c, 0x7a907dadc4, 2, ret, 0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, OX7
Tee47edb0, 2, ret, 0x7a907e4T5c, Ox77ee47ee90, 2, ret, Ox77ee47ed44,0x77ee8535hb0, 1, ret, 0x7a907
fa42c,0x7a8875e248,4,ret, 0x7a8875e270, Ox77f0731598, 8, ret, Ox77f07315a8, 0x7aa2491254, 2, ret
, 0x7aa249f25¢c, Ox77ee8535bc, 1, ret, Ox77ee4l1d1lb4, Ox77ee4c4bb0, 2, ret, Ox77ee4c5114, 0x77ee853
5d4,1, ret, 0x7a907fad42c, Ox7a8875e248, 4, ret, Ox7a8875e270, 0x77T07315¢c4, 3, ret, 0x77f07315d0,
0x7aa24972d0, 2, ret, Ox7aa24972d4, 0x77ee8535d8, 1, ret, 0x77ee853578, 0x77ee69¢c198, 0, ret, Ox77
ee47dc04,0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855df4, 0x7a907decéc, 3,
ret, ®x7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907d89b4, Ox7a907dech0, 3, ret, Ox7a908557 T4, 0x7a90
7d8a3c, 3, ret, 0x7a907d8a4c, 0x7a907da9c4, 2, ret, 0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc
74,0x77ee47edb0, 2, ret, 0x7a907e4f5¢c, Ox77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535b0,1, ret, 0
Xx7a907fad2c, Ox7a8875e248, 4, ret, 0x7a8815e270, 0x77T0731598, 3, ret, 0x77f07315a8, O0x7aa2497254
,2,ret,0x7aa249725¢c, 0x77ee8535bc, 1, ret, Ox77ee41d1b4, 0x77eed4c4bb0, 2, ret, Ox77ee4c5114, Ox7
7ee8535d4, 1, ret, 0x7a907fad2c, Ox7a8875e248, 4, ret, O0x7a8875e270, 0x77Tf07315¢c4, 3, ret, 0x77T07
315d0, 0x7aa24972d0, 2, ret, Ox7aa24972d4, Ox77ee8535d8, 1, ret, Ox77ee853518, 0x77ee69¢c198, 0, ret
,0X7a907Ta42c, Ox7a88T5e248, 6, ret, 0x7a8875e270, 0x77f0731568,5, ret, Ox77f0731580, Ox7aa249f
1d4,4,ret, 0x7aa249f1dc, Ox77eed47e214, 3, ret, Ox77ee47e28c, Ox77ee47dfcO, 2, ret, Ox77ee47e35¢c,
Ox77eed7dfcc, 2, ret, Ox7a907fa42c, Ox7a88T5e248, 5, ret, 0x7a8875e270, 0x77T07315¢c4, 4, ret, Ox77
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f07315d0, 0x7aa24972d0, 3, ret, 0x7aa249f2d4, 0x77ee47e130, 2, ret, Ox77ee47dc04, 0x77ee47df90, 2,
ret,Ox77ee47elb4, 0x77ee85355¢c, 1, ret, Ox7a90855dT4, Ox7a907dec6e, 3, ret, 0x7a90855d34, 0x7a90
7d89a8, 4, ret, 0x7a907d89b4, 0x7a907dech0, 3, ret, 0x7a908557 T4, 0x7a907d8ad¢c, 3, ret, 0x7a907d8a
4c,0x7a907da9c4, 2, ret, O0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, 0
X7a907e4f5c, Ox77ee47ee90, 2, ret, Ox77ee47ed44,0x77ee8535b0, 1, ret, 0x7a907fa42c, Ox7a8815e248
,4,ret,0x7a88f5e270, 0x77f0731598, 3, ret, O0x77f07315a8, 0x7aa2491254, 2, ret, 0x7aa249f25¢c, Ox7
7ee8585bc, 1, ret, 0x77eed41dib4, Ox77ee4c4bb0, 2, ret, Ox77ee4c5114,0x77ee8535d4,1, ret, ©x7a907
fa42c, 0x7a88f5e248, 4, ret, 0x7a8815e270, 0x77f07315¢c4, 3, ret, 0x77f07315d0, 0x7aa249f2d0, 2, ret
,0x7aa249f2d4, 0x77ee8535d8,1, ret, 0x77ee853578, Ox77ee69c198, 0, ret, 0x77ee47dc04, Ox77ee47d
90,2, ret, 0x77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855df4, 0x7a907dec6ec, 3, ret, 0x7a90855d34,
0x7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907dechd, 3, ret, 0x7a90855ff4, 0x7a907d8a3c, 3, ret, Ox7a
907d8a4c, 0x7a907dadc4, 2, ret, 0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edbo, 2,
ret, Ox7a907e4f5c, Ox77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535h0, 1, ret, 0x7a007fad42c, Ox7a88
f5e248, 4, ret, 0x7a88f5e270, 0x77f0731598, 3, ret, Ox77f07315a8, 0x7aa2491254, 2, ret, O0x7aa249f2
5c,0x77ee8535bc, 1, ret, 0x775995f484, 0x77ee8535d4, 1, ret, 0x7a907fad42c, 0x7a8815e248, 4, ret, 0
X7a88f5e270,0x77f07315¢c4, 3, ret, Ox77f07315d0, O0x7aa24972d0, 2, ret, 0x7aa249f2d4, Ox77ee8535d8
,1,ret, Ox77ee853578, 0x77ee69c198, 0, ret, 0x77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, Ox7
7ee85355¢c, 1, ret, 0x7a90855df4, Ox7a907dec6ec, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907
d89b4, 0x7a907dech0, 3, ret, Ox7aa3c2c440, 0x7a907e4120, 5, ret, 0x7a907e412c, 0x7a907d8a98, 4, ret
, 0X7a907d8ab0, 0x7a907ded64, 3, ret, 0x7a90855d34, 0x7a907d89a8, 6, ret, Ox7a907d89b4, Ox7a907dc
50c, 5, ret, 0x7a907dc518, 0x7a907dcee4, 4, ret, Ox7a908557 T4, 0x7a907d8a3¢c, 5, ret, 0x7a907d8a4c,
0x7a907dcf00, 4, ret, Ox7a90855d34, 0x7a907d89a8, 5, ret, 0x7a907d89b4, 0x7a907dcf30, 4, ret, Ox7a
907dcfe8, 0x7a907ded74, 3, ret, O0x7a908557f4, 0x7a907d8a3¢c, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2,
ret, 0x7a907da9d4, 0x77ee853590, 1, ret, 0x77ee47dc74, 0x77ee47edb0, 2, ret, Ox7a907e4f5¢c, Ox77ee
47ee90,2,ret, Ox77ee47ed44,0x77ee8535b0, 1, ret, 0x7a907fa42c, 0x7a8815e248, 4, ret, 0x7a8875e2
70,0x77f0731598, 3, ret, 0x77f07315a8, Ox7aa2497254, 2, ret, 0x7aa249f25¢c, 0x77ee8535bc, 1, ret, 0
X77ee41d1b4, 0x77eedcdbb0, 2, ret, Ox77ee4c5114,0x77ee8535d4,1, ret, 0x7a907fa42c, 0x7a8815e248
,4,ret, 0x7a8875e270, 0x77f07315¢c4, 3, ret, 0x77f07315d0, O0x7aa24972d0, 2, ret, Ox7aa24972d4, Ox7
7ee8535d8,1, ret, Ox77ee853578, Ox77ee69c198, 0, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, 0x77ee4
7elb4,0x77ee85355¢c,1, ret, 0x7a90855df4, Ox7a907decéec, 3, ret, ©x7a90855d34, 0x7a907d89a8, 4, ret
, 0X7a907d89b4, Ox7a907dech®, 3, ret, 0x7a908557 T4, 0x7a907d8a3c, 3, ret, 0x7a907d8a4c, O0x7a907da
9c4, 2, ret,0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, 0x7a907e4f5¢c,
Ox77eed47ee90,2,ret, Ox77ee47ed44,0x77ee8535b0, 1, ret, 0x7a907fa42c, 0x7a8815e248, 4, ret, Ox7a
8815e270,0x77f0731598, 3, ret, Ox77f07315a8, Ox7aa2497254, 2, ret, 0x7aa249t25¢c, 0x77ee8535hc, 1,
ret, 0x77ee41dib4, 0x77ee4c4bb0, 2, ret, Ox77ee4c5114, 0x77ee8535d4,1, ret, Ox7a907fa42c, Ox7a88
T5e248, 4, ret, 0x7a8815e270, 0x77f07315¢c4, 3, ret, Ox77f07315d0, Ox7aa24972d0, 2, ret, 0x7aa249f2
d4,0x77ee8535d8,1, ret, Ox77ee853578, Ox77ee69c198, 0, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, 0
X77eed47elb4, Ox77ee853855¢c, 1, ret, 0x7a90855dT4, 0x7a907dec6c, 3, ret, 0x7a90855d34, O0x7a907d89a8
,4,ret,0x7a907d89b4, 0x7a907dechd, 3, ret, 0x7a908557 14, 0x7a907d8a3¢c, 3, ret, Ox7a907d8a4c, OX7
a907dadc4, 2, ret, 0x7a907da9d4, Ox77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, 0x7a907
e4T5c, Ox77eed47ee90, 2, ret, 0x77ee47ed44,0x77ee8535hb0, 1, ret, 0x7a907fa42c, Ox7a8875e248, 4, ret
,0X7a8875e270, 0x77Tf0731598, 3, ret, 0x77T07315a8, 0x7aa2497254, 2, ret, Ox7aa249725¢c, Ox77ee853
5bc,1, ret, 0x77ee41d1b4, 0x77eed4c4bb0, 2, ret, 0x77ee4c5114, 0x77ee8535d4,1, ret, 0x7a907fad42c,
Ox7a8875e248,4,ret, Ox7a8875e270, 0x77Tf07315¢c4, 3, ret, 0x77T07315d0, 0x7aa24972d0, 2, ret, Ox7a
a24972d4, 0x77ee853508,1, ret, Ox77ee853578, Ox77ee69c198, 0, ret, 0x77ee47dc04, 0x77ee47df90, 2,
ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855dT4, 0x7a907dec6ec, 3, ret, 0x7a90855d34, 0x7a90
7d89a8, 4, ret, 0x7a907d89b4, Ox7a907dech0®, 8, ret, Ox7a908557f4, 0x7a907d8a3c, 3, ret, 0x7a907d8a
4c,0x7a907dag9c4, 2, ret, O0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, 0
X7a907e4f5¢c, Ox77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret, Ox7a907fad42c, 0x7a8875e248
,4,ret,Ox7a8875e270, 0x77T0731598, 3, ret, 0x77f07315a8, 0x7aa2497254, 2, ret, Ox7aa249f25¢c, Ox7
7ee8535bc, 1, ret, 0x77eed41d1b4, Ox77ee4c4bhb0, 2, ret, Ox77eed4c5114,0x77ee8535d4, 1, ret, 0x7a907
fa42c,0x7a8875e248,4,ret, O0x7a8875e270, Ox77f07315¢c4, 8, ret, Ox77f07315d0, 0x7aa24912d0, 2, ret
,0x7aa249f2d4, 0x77ee8535d8, 1, ret, Ox77ee853578, 0x77ee69c198, 0, ret, Ox77ee47dc04, 0x77ee47d
90,2, ret, 0x77ee47elb4, 0x77ee85355¢c, 1, ret, Ox7a90855dT4, 0x7a907dec6c, 3, ret, 0x7a90855d34,
0x7a907d89a8, 4, ret, Ox7a907d89b4, 0x7a907dech0d, 3, ret, 0x7a908551 T4, 0x7a907d8a3¢c, 3, ret, Ox7a
907d8a4c, 0x7a907dadc4, 2, ret, Ox7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edbo, 2,
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ret, Ox7a907e4f5c, Ox77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret, 0x7a907fa42c, 0x7a88
f5e248,4,ret, 0x7a8875e270, 0x77f0731598, 3, ret, Ox77f07315a8, 0x7aa2491254, 2, ret, O0x7aa249f2
5c, 0x77ee8535bc, 1, ret, 0x7759957F484, 0x77ee8535d4,1, ret, 0x7a907fad42c, Ox7a8875e248,4, ret, 0
X7a88f5e270,0x77f07315c4, 3, ret, Ox77f07315d0, 0x7aa24972d0, 2, ret, 0x7aa249f2d4, Ox77ee8535d8
,1,ret,0x77ee853518, 0x77ee69¢c198, 0, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, Ox7
7ee85855¢c,1, ret, 0x7a90855df4, 0x7a907dec6c, 3, ret, ©x7a90855d34, 0x7a907d89a8, 4, ret, ©x7a907
d8ob4, 0x7a907dech0, 3, ret, Ox7a90855F T4, 0x7a907d8adc, 3, ret, 0x7a907d8a4c, 0x7a907dasc4, 2, ret
, 0x7a907da9d4, 0x77ee853590, 1, ret, 0x77ee47dc74, 0x77ee47edb0, 2, ret, 0x7a907e4f5¢c, Ox77ee47e
€90,2, ret, 0x77ee47ed44,0x77ee8535b0, 1, ret, 0x7a907fa42c, 0x7a8875e248, 4, ret, 0x7a8875e270,
Ox77f0731598, 3, ret, 0x77f07315a8, 0x7aa249f254, 2, ret, 0x7aa249f25¢c, Ox77ee8535hc, 1, ret, Ox77
ee41dib4, 0x77ee4c4bb0, 2, ret, Ox77ee4c5114, 0x77ee8535d4, 1, ret, O0x7a907fad42c, 0x7a8815e248, 4,
ret, 0x7a88f5e270, 0x77f07315¢c4, 3, ret, Ox77f07315d0, Ox7aa24972d0, 2, ret, 0x7aa249f2d4, Ox77ee
8535d8, 1, ret, 0x77ee853578, 0x77ee69¢c198, 0, ret, O0x77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47el
b4,0x77ee85355¢c, 1, ret, 0x7a00855df4, 0x7a907dec6e, 3, ret, 0x7a00855d34, 0x7a907d89a8, 4, ret, 0
X7a907d89b4, 0x7a907dechO, 3, ret, 0x7a90855ff4, 0x7a907d8a3c, 3, ret, 0x7a907d8a4c, Ox7a907da9c4
,2,ret,0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, 0x7a907e4f5¢c, OX7
7ee47ee90, 2, ret, 0x77ee47ed44, 0x77ee8535h0, 1, ret, Ox7a907fa42c, 0x7a8815e248, 4, ret, 0x7a88f
5e270,0x77T0731598, 3, ret, Ox77f07315a8, 0x7aa2491254, 2, ret, 0x7aa249f25c, 0x77ee8535bc, 1, ret
, OX77eed41d1b4, 0x77ee4c4bb0, 2, ret, 0x77ee4c5114,0x77ee8535d4,1, ret, Ox7a907fa42c, Ox7a88f5e
248,4,ret,0x7a8875e270, 0x77f07315¢c4, 3, ret, Ox77f07315d0, 0x7aa24912d0, 2, ret, 0x7aa24972d4,
Ox77ee8535d8,1, ret, Ox77ee8535T8, 0x77ee69c198, 0, ret, 0x77ee47dc04, 0x77ee47df90, 2, ret, OX77
ee47elb4,0x77ee85355¢c, 1, ret, O0x7a90855df4, Ox7a907decéec, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4,
ret, 0x7a907d89b4, 0x7a907dech0, 3, ret, 0x7a908557F4, O0x7a907d8a3c, 3, ret, Ox7a907d8a4c, 0x7a90
7dadc4, 2, ret, 0x7a907da9d4, Ox77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, 0x7a907e4f
5c,0x77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret, 0x7a907fa42c, 0x7a8875e248, 4, ret, 0
X7a8815e270,0x77f0731598, 3, ret, Ox77f07315a8, 0x7aa2497254, 2, ret, 0x7aa249f25¢c, 0x77ee8535bc
,1, ret, Ox77ee41d1b4, 0x77ee4c4bb0, 2, ret, 0x77ee4c5114,0x77ee8535d4,1, ret, Ox7a907fa42¢c, OX7
a88fb5e248, 4, ret, 0x7a8875e270, O0x77f07315¢c4, 8, ret, Ox77f07315d0, 0x7aa24972d0, 2, ret, 0x7aa24
9f2d4,0x77ee8535d8,1, ret, Ox77ee853578, Ox77ee69c198, 0, ret, 0x77ee47dc04, 0x77ee47dT90, 2, ret
,OX77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855dT4, 0x7a907dec6ec, 3, ret, Ox7a90855d34, Ox7a907d8
9a8, 4, ret, 0x7a907d89b4, 0x7a907dech0, 8, ret, Ox7aad3c2c440, 0x7a907e4120, 5, ret, 0x7a907e412c,
0x7a907d8a98, 4, ret, Ox7a907d8ab0, 0x7a907ded64, 3, ret, 0x7a90855d34, 0x7a907d89a8, 6, ret, Ox7a
907d89b4, 0x7a907dc50¢c, 5, ret, O0x7a907dc518, Ox7a907dcee4, 4, ret, 0x7a908557 T4, 0x7a907d8a3c, 5,
ret, ®x7a907d8a4c, 0x7a907dcT00, 4, ret, 0x7a90855d34, 0x7a907d89a8, 5, ret, Ox7a907d89b4, 0x7a90
7dct30, 4, ret, 0x7a907dcfe8, O0x7a907ded74, 3, ret, Ox7a908557 T4, 0x7a907d8a3¢c, 3, ret, 0x7a907d8a
4c,0x7a907da9c4, 2, ret, Ox7a907da9d4, Ox77ee853590, 1, ret, 0x77ee47dc74, 0x77ee47edb0, 2, ret, 0
X7a907e4f5¢c, Ox77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535h0, 1, ret, 0x7a907fad2c, Ox7a8875e248
,4,ret, Ox7a8875e270, 0x77T0731598, 3, ret, 0x77T07315a8, 0x7aa2497254, 2, ret, Ox7aa249725¢c, OX7
7ee8535bc, 1, ret, 0x7759957484, Ox77ee8535d4, 1, ret, Ox7a907fa42c, Ox7a88T5e248, 4, ret, 0x7a88f
5e270,0x77T07315c4, 3, ret, 0x77f07315d0, Ox7aa24972d0, 2, ret, ©x7aa249t2d4, 0x77ee8535d8, 1, ret
, 0x77ee853578, 0x77ee69c198, 0, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee853
55¢c, 1, ret, 0x7a90855df4, 0x7a907dec6ec, 8, ret, Ox7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907d89b4,
0x7a907dech0, 3, ret, 0x7a908557 T4, Ox7a907d8a3c, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2, ret, Ox7a
907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, 0x7a907e4f5¢c, 0x77ee47ee90, 2,
ret, Ox77ee47ed44, 0x77ee8535h0, 1, ret, 0x7a907fad42c, Ox7a8875e248, 4, ret, Ox7a8875e270, OX77T0
731598, 3, ret, 0x77f07315a8, O0x7aa2497254, 2, ret, Ox7aa249125c, Ox77ee8535bc, 1, ret, 0x77ee41dl
b4,0x77ee4c4bb0, 2, ret, Ox77ee4c5114,0x77ee8535d4, 1, ret, 0x7a907fad42c, Ox7a8815e248,4, ret, 0
X7a8875e270, 0x77f07315¢c4, 8, ret, Ox77f07315d0, 0x7aa24972d0, 2, ret, 0x7aa2497f2d4, Ox77ee8535d8
,1,ret,0x77ee853578, 0x77ee69¢c198, 0, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, Ox7
7ee85355¢c, 1, ret, 0x7a90855df4, Ox7a907dec6ec, 8, ret, Ox7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907
d89b4, Ox7a907dechd, 3, ret, 0x7a908557 T4, Ox7a907d8a3c, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2, ret
, 0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, 0x7a907e4f5¢c, Ox77ee47e
€90, 2, ret, Ox77eed47ed44, 0x77ee8535b0, 1, ret, Ox7a907fa42c, 0x7a8815e248, 4, ret, 0x7a8815e270,
Ox77f0731598, 3, ret, Ox77f07315a8, 0x7aa2497254, 2, ret, 0x7aa249725¢c, Ox77ee8535hc, 1, ret, Ox77
ee4l1dib4, 0x77ee4c4bb0, 2, ret, Ox77ee4c5114, 0x77ee8535d4, 1, ret, 0x7a907fad42c, Ox7a8875e248, 4,
ret, ®x7a88t5e270, 0x77T07315c4, 3, ret, 0x77f07315d0, O0x7aa24972d0, 2, ret, Ox7aa24972d4, Ox77ee
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8535d8,1, ret, Ox77ee853518, 0x77ee69c198,0, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47el
b4,0x77ee85355¢c, 1, ret, 0x7a90855df4, 0x7a907dec6ec, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, 0
X7a907d89b4, 0x7a907dech®, 3, ret, 0x7a90855ff4, 0x7a907d8a3c, 3, ret, 0x7a907d8adc, Ox7a907dadc4
,2,ret,0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, 0x7a907e4f5¢c, Ox7
7ee47ee90,2, ret, 0x77eed47ed44, 0x77ee8535h0, 1, ret, 0x7a907fa42c, Ox7a88f5e248, 4, ret, Ox7a88f
5e270, 0x77f0731598, 3, ret, 0x77f07315a8, 0x7aa249f254, 2, ret, 0x7aa249f25c, Ox77ee8535bc, 1, ret
, 0x77eed4ld1b4, Ox77ee4c4bb0, 2, ret, Ox77ee4c5114, 0x77ee8535d4, 1, ret, 0x7a907fad42c, Ox7a88f5e
248,4,ret,0x7a8815e270, 0x77f07315¢c4, 3, ret, 0x77f07315d0, Ox7aa24972d0, 2, ret, 0x7aa249f2d4,
Ox77ee8535d8,1, ret, 0x77ee853578, 0x77ee69¢c198, 0, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, Ox77
ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a00855df4, 0x7a907decée, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4,
ret, 0x7a907d89b4, 0x7a907dechO, 3, ret, 0x7a908557f4, 0x7a907d8a3c, 3, ret, 0x7a0907d8a4c, ©x7a90
7da9c4, 2, ret, 0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, Ox7a907e4f
5c,0x77ee47ee90, 2, ret, Ox77ee47ed44,0x77ee8535b0, 1, ret, 0x7a007fad42c, 0x7a8815e248, 4, ret, 0
X7a88f5e270,0x77f0731598, 3, ret, Ox77f07315a8, 0x7aa249f254, 2, ret, 0x7aa249f25c, Ox77ee8535bc
,1,ret,0x77ee41d1b4, 0x77ee4c4bb0, 2, ret, Ox77ee4c5114, 0x77ee8535d4,1, ret, 0x7a907fad2c, Ox7
a88f5e248,4, ret, 0x7a8815e270, O0x77f07315¢c4, 3, ret, Ox77f07315d0, Ox7aa249f2d0, 2, ret, Ox7aa24
9f2d4,0x77ee8535d8,1, ret, Ox77ee853578, Ox77ee69c198, 0, ret, 0x77ee47dc04, 0x77ee47dT90, 2, ret
,0X77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855dT4, 0x7a907dec6ec, 3, ret, Ox7a90855d34, Ox7a907d8
9a8, 4, ret, 0x7a907d89b4, 0x7a907dech0®, 3, ret, Ox7a908557f4, 0x7a907d8a3¢c, 3, ret, 0x7a907d8a4c,
0x7a907dad9c4, 2, ret, Ox7a907da9d4, 0x77ee853590, 1, ret, 0x77ee47dc74, 0x77ee47edb0, 2, ret, Ox7a
907e4f5¢c, Ox77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret, 0x7a907fa42c, 0x7a8875e248, 4,
ret, ©x7a88t5e270, 0x77T0731598, 3, ret, Ox77f07315a8, O0x7aa2497254, 2, ret, Ox7aa249f25¢c, Ox77ee
8535bc, 1, ret, 0x77eed4ld1b4, Ox77eed4cdbb0, 2, ret, Ox77ee4c5114, 0x77ee8535d4, 1, ret, 0x7a907fa4
2c,0x7a8815e248, 4, ret, 0x7a887f5e270, O0x77f07315¢c4, 3, ret, Ox77f07315d0, 0x7aa24912d0, 2, ret, 0
X7aa249f2d4,0x77ee8535d8,1, ret, Ox77ee853578, 0x77ee69c198, 0, ret, 0x77ee47dc04, 0x77ee47df90
,2,ret,0x77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855d74, Ox7a907dec6ec, 3, ret, Ox7a90855d34, OX7
a907d89a8, 4, ret, 0x7a907d89b4, Ox7a907dech0®, 3, ret, Ox7a908557 T4, 0x7a907d8a3c, 3, ret, 0x7a907
d8a4c, 0x7a907dadc4, 2, ret, O0x7a907da9d4, Ox77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret
,0X7a907e45c, Ox77ee47ee0, 2, ret, 0x77ee47ed44, 0x77ee8535h0,1, ret, Ox7a907fa42c, Ox7a88f5e
248,4,ret,0x7a8875e270, 0x77f0731598, 8, ret, Ox77f07315a8, 0x7aa2491254, 2, ret, 0x7aa249f25c,
Ox77ee8535bc, 1, ret, Ox77ee41dib4, 0x77ee4c4bb0, 2, ret, 0x77ee4c5114, 0x77ee8535d4,1, ret, Ox7a
907fa42c, 0x7a8875e248,4, ret, O0x7a8875e270, O0x77f07315¢c4, 3, ret, 0x77f07315d0, 0x7aa24972d0, 2,
ret, ®x7aa249t2d4, 0x77ee8535d8, 1, ret, Ox77ee853578, Ox77ee69c198, 0, ret, Ox77ee47dc04, Ox77ee
47df90,2, ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855dT4, 0x7a907dec6c, 3, ret, 0x7a90855d
34,0x7a907d89a8, 4, ret, O0x7a907d89b4, Ox7a907dech®, 8, ret, 0x7a908557f4, 0x7a907d8a3c, 3, ret, 0
X7a907d8a4c, Ox7a907da9c4, 2, ret, 0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, Ox77ee47edb0
,2,ret,0x7a907e4f5¢c, Ox77ee47ee0, 2, ret, 0x77ee47ed44, 0x77ee8535b0,1, ret, Ox7a907fa42¢c, OX7
a88f5e248, 4, ret, 0x7a8875e270, O0x77f0731598, 8, ret, Ox77f07315a8, 0x7aa2497254, 2, ret, 0x7aa24
9f25¢c, Ox77ee8535hc, 1, ret, Ox77ee4ldlb4, Ox77ee4c4bb0, 2, ret, Ox77ee4c5114, 0x77ee8535d4, 1, ret
,0x7a907Ta42c, Ox7a88T5e248, 4, ret, 0x7a8875e270, 0x77t07315¢c4, 3, ret, Ox77f07315d0, Ox7aa249f
2d0, 2, ret, 0x7aa2497t2d4, 0x77ee8535d8,1, ret, Ox77ee853578, 0x77ee69¢c198, 0, ret, 0x7a907fa4d2c,
Ox7a8875e248,6, ret, Ox7a8875e270, 0x77f0731568, 5, ret, 0x77T0731580, 0x7aa24971d4, 4, ret, Ox7a
a249fidc, 0x77ee47e214,3,ret, Ox77ee47e28c, 0x77ee47dfcO, 2, ret, Ox77ee47e35¢c, 0x77ee47dfcc, 2,
ret, ®x7a907fa42c, 0x7a8875e248,5, ret, O0x7a8875e270, Ox77f073815¢c4, 4, ret, Ox77f07315d0, 0x7aa2
4972d0, 3, ret, 0x7aa24972d4, 0x77ee47e130, 2, ret, Ox77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47el
b4, 0x77ee85355¢c, 1, ret, 0x7a90855df4, Ox7a907dec6ec, 8, ret, Ox7a90855d34, 0x7a907d89a8, 4, ret, 0
X7a907d89b4, 0x7a907dech0, 3, ret, O0x7a907e46e8, 0x7a907ddccc, 4, ret, 0x7a90855d34, 0x7a907d89a8
,6,ret,0x7a907d89b4, 0x7a907dc50c, 5, ret, 0x7a907dc518, 0x7a907ddd5c, 4, ret, 0x7a907ddebc, 0x7
a907dddbs, 4, ret, 0x7a908557f4, Ox7a907d8adc, 4, ret, Ox7a907d8a4c, 0x7a907dedb0d, 3, ret, 0x7a908
55ff4,0x7a907d8a3c, 3, ret, O0x7a907d8a4c, Ox7a907da9c4, 2, ret, ©x7a907da9d4, 0x77ee853590, 1, ret
,0x77ee47dc74,0x77ee47edb0, 2, ret, 0x7a907e475¢c, Ox77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee853
5b0, 1, ret, 0x7a907fad2c, Ox7a8875e248, 4, ret, Ox7a8875e270, 0x77T0731598, 3, ret, 0x77f07315a8,
0x7aa2497254,2,ret, Ox7aa249T25c, Ox77ee8535bc, 1, ret, 0x7759957484, 0x77ee8535d4, 1, ret, Ox7a
907fa4d42c, 0x7a8875e248,4, ret, O0x7a88f5e270, O0x77f07315¢c4, 8, ret, 0x77f07315d0, 0x7aa24972d0, 2,
ret, Ox7aa24972d4, 0x77ee8535d8, 1, ret, Ox77ee853578, 0x77ee69c198, 0, ret, Ox77ee47dc04, Ox77ee
47df90, 2, ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0x7a90855dT4, 0x7a907dec6c, 3, ret, 0x7a90855d
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34,0x7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907dech0, 3, ret, 0x7a908557f4, 0x7a907d8a3c, 3, ret, 0
X7a907d8a4c, 0x7a907dadc4, 2, ret, 0x7a907da9d4, Ox77ee853590, 1, ret, 0x77ee47dc74,0x77ee47edbo
,2,ret,0x7a907e4f5¢c, 0x77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret, Ox7a907fad2c, Ox7
a88f5e248,4, ret, 0x7a8815e270, Ox77f0731598, 3, ret, 0x77f07315a8, 0x7aa2497254, 2, ret, 0x7aa24
9f25c, Ox77ee8535bc, 1, ret, Ox7759957484, 0x77ee8535d4, 1, ret, 0x7a907fa42c, 0x7a8875e248, 4, ret
,0x7a88T5e270, 0x77f07315¢c4, 3, ret, Ox77f07315d0, 0x7aa24972d0, 2, ret, O0x7aa249f2d4, 0x77ee853
5d8,1, ret, 0x77ee853578, 0x77ee69¢c198, 0, ret, 0x77ee47dc04, Ox77ee47df90, 2, ret, Ox77ee47elb4,
Ox77ee85355¢c, 1, ret, 0x7a90855df4, 0x7a907dec6e, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, Ox7a
907d89b4, 0x7a907dech0, 3, ret, ©x7a908557f4, 0x7a907d8a3c, 3, ret, ©x7a907d8a4c, 0x7a907dadc4, 2,
ret, 0x7a907da9d4, 0x77ee853590, 1, ret, Ox77ee47dc74, 0x77ee47edb0, 2, ret, 0x7a0907e4f5c, Ox77ee
47ee90, 2, ret, 0x77ee47ed44, 0x77ee8535b0, 1, ret, 0x7a907fa42c, Ox7a88f5e248, 4, ret, 0x7a88f5e2
70,0x77f0731598, 3, ret, Ox77f07315a8, 0x7aa2491254, 2, ret, 0x7aa249f25¢c, 0x77ee8535bc, 1, ret, 0
X775995484,0x77ee8535d4, 1, ret, 0x7a907fa42c, Ox7a8815e248, 4, ret, 0x7a88f5e270, O0x77f07315¢c4
,3,ret,0x77f07315d0, 0x7aa24912d0, 2, ret, Ox7aa249f2d4, 0x77ee8535d8, 1, ret, Ox77ee8535f8, Ox7
7ee69c198,0, ret, 0x77ee47dc04, O0x77ee47df90, 2, ret, Ox77eed47elb4, 0x77ee85355¢c, 1, ret, 0x7a008
55df4, 0x7a907dec6ec, 3, ret, 0x7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907dechod, 3, ret
, 0X7a908557T4, 0x7a907d8a3¢c, 3, ret, 0x7a907d8a4c, 0x7a907dadc4, 2, ret, Ox7a907da9d4, Ox77ee853
590,1, ret, 0x77ee47dc74,0x77ee47edb0, 2, ret, Ox7a907e4f5c, 0x77ee47ee90, 2, ret, 0x77eed47ed44,
Ox77ee8535b0,1, ret, Ox7a907fa42c, 0x7a8875e248, 4, ret, 0x7a8875e270, 0x77f0731598, 3, ret, Ox77
T07315a8, 0x7aa2491254, 2, ret, Ox7aa249f25¢c, Ox77ee8535bc, 1, ret, 0x77ee41d1b4, 0x77ee4c4bho, 2,
ret, Ox77ee4c5114,0x77ee8535d4, 1, ret, 0x7a907fad42c, Ox7a8875e248, 4, ret, Ox7a8875e270, OX77T0
7315c4, 3, ret, 0x77f07315d0, Ox7aa24972d0, 2, ret, Ox7aa24972d4, 0x77ee8535d8, 1, ret, 0x77ee8535
8,0x77€e69¢c198,0, ret, 0x77ee47dc04, 0x77ee47df90, 2, ret, Ox77ee47elb4, 0x77ee85355¢c, 1, ret, 0
X77ee743674,0x77ee8535a4,1, ret, Ox77ee47dc74,0x77ee47edb0, 2, ret, 0x7a907e475¢c, 0x77ee47ee90
,2,ret,0x77ee47ed44,0x77ee8535h0, 1, ret, 0x7a907fa42c, Ox7a8875e248, 4, ret, O0x7a8875e270, Ox7
7f0731598, 3, ret, 0x77f07315a8, O0x7aa2497254, 2, ret, 0x7aa249f25¢c, 0x77ee8535bc, 1, ret, 0x77599
5f484,0x77ee8535d4,1, ret, O0x7a907fa42c, Ox7a8875e248, 4, ret, 0x7a8815e270, 0x77f07315¢c4, 3, ret
, OX77T07315d0, OXx7aa24972d0, 2, ret, 0x7aa24972d4, 0x77ee8535d8, 1, ret, Ox77ee853578, Ox77ee69¢c
198, 0, ret, 0x77ee47dc74,0x77ee69c184,0, ret, Ox77ee47dc04, 0x77ee47dT90, 2, ret, 0x77ee47elb4,
Ox77ee85355¢c,1, ret, Ox77ee743674,0x77ee8535a4,1, ret, 0x77ee47dc74,0x77ee47edb0, 2, ret, Ox7a
907e4fT5c, Ox77ee47ee90, 2, ret, Ox77ee47ed44, 0x77ee8535b0, 1, ret, 0x7a907fa42c, 0x7a8875e248, 4,
ret, ©x7a88t5e270, 0x77T0731598, 3, ret, 0x77f07315a8, O0x7aa2497254, 2, ret, Ox7aa249f25¢c, Ox77ee
8535bc, 1, ret, 0x7759957484, 0x77ee8535d4,1, ret, Ox7a907fa42c, Ox7a88T5e248, 4, ret, 0x7a88f5e2
70,0x77f07315c4, 3, ret, Ox77f07315d0, Ox7aa24972d0, 2, ret, Ox7aa249f2d4, 0x77ee8535d8, 1, ret, 0
X77ee853578, Ox77ee69c198, 0, ret, 0x77ee47dc74,0x77ee69¢c184,0, ret, O0x77ee69c6c0, OXx7708165bT8
, 1,ret,0x7a90855d34, 0x7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907da330, 3, ret, Ox7a908557 T4, OX
7a907d8a3c, 4, ret, 0x7a907d8a4c, Ox7a907da4s¢c, 8, ret, Ox7a907da514, 0x7a907dab70, 2, ret, 0x7a90
7dab84,0x7a907d5134,1, ret, Ox7a907d514c, Ox77081ca484,0, ret, 0x77081ca4ad, 0x7708165¢c14, 1,
ret, 0x770809fd08, 0x770815felc, 0, ret, 0x770815Fe60, O0x7708157e40, 0, ret, OX770809Td08, OXx7708
15Te94, 0, ret, 0x7708164948, O0x7708164928,1, ret, Ox77081649b0, 0x7708164994, 1, ret, 0x77081649
b0, 0x77081649cc, 1, ret, O0x7708164a10, Ox7708157f0c, 0, ret, 0x7708157184, 0x7708165¢c30, 1,ret,
0x7a90855d34, Ox7a907d89a8, 4, ret, 0x7a907d89b4, 0x7a907dal374, 3, ret, 0x7a908557f4, Ox7a907d8a
3c,4,ret,0x7a907d8a4c, Ox7a907da45¢c, 3, ret, 0x7a907da514, 0x7a907dab70, 2, ret, 0x7a907dab84, 0
X7a907d5134,1, ret, Ox7a907d514c, Ox77081ca484,0, ret, 0x77081ca4a0, 0x7708165¢c5¢c, 1,ret,0x77
08097d08, Ox770815ffhc, 0, ret, Ox7708160000, 0x7708157Te0, 0, ret, 0x7708097d08, Ox7708160034, 0,
ret, 0x7708164948, 0x7708164928, 1, ret, 0x77081649b0, Ox7708164994,1, ret, Ox77081649b0, Ox7708
1649cc, 1, ret, Ox7708164a10,0x7708160048,0, ret, Ox7708160120, 0x7708160100, 0, ret, 0x77081602
74,0x7708165¢c8¢c, 1,ret,0x7708180Tb4,0x77081653e8,1, ret, 0x77ee47dc04, 0x77ee47df90, 3, ret,
0x7a907ee238, Ox7aa264e240,4, ret, 0x7aa264e244,0x77ee47e178, 3, ret, 0x77ee47elb4, 0x77ee660d
54,2, ret,0x77ee47dc44,0x77ee480b4c, 3, ret, 0x77ee47dc74,0x77ee47edb0, 4, ret, 0x7a907e45¢c, 0
X77eed47ee90,4,ret, Ox77ee47ed44,0x77ee480b68, 3, ret, 0x7a907e88a0, 0x7a90838¢c08, 4, ret, Ox7a9
0838clc, Ox77ee480b88, 3, ret, Ox7a907e88a0, 0x77ee480b90, 3, ret, 0x77ee47dc04, 0x77ee47df90, 4,
ret, ®x7a907ee238, 0x7aa264e240, 5, ret, 0x7aa264e244, 0x77ee47el178,4,ret, Ox77ee47elb4, 0x77ee
480bd8, 3, ret, Ox77ee47dc44, 0x77ee480c08, 3, ret, Ox77ee480c3c, Ox77eeb660d6c, 2, ret, Ox77ee47dc
74,0x77ee47edb0, 3, ret, 0x7a907e475¢c, Ox77ee47ee90, 3, ret, Ox77ee47ed44, 0x77ee660d84,2, ret, 0
X77eed47dc04, 0x77ee47df90, 3, ret, 0x7a007ee238, 0x7aa264e240, 4, ret, Ox7aa264e244, 0x77ee47el78
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,3,ret,0x77ee47elb4,0x77ee660d54, 2, ret, Ox77ee47dc44, 0x77ee480b4c, 3, ret, Ox77ee47dc74, OX7

7ee47edb0, 4, ret, 0x7a907e4f5¢c, Ox77ee47ee90, 4, ret, Ox77ee47ed44,0x77ee480b68, 3, ret, 0x7a907

e4f5c, 0x77ee480b88, 3, ret, Ox77ee47dc04, 0x77ee47df90, 4, ret, Ox7a907ee238, 0x7aa264e240,5, ret
,0x7aa264e244,0x77ee47e178,4,ret, 0x77eed47elb4, 0x77ee480bd8, 3, ret, 0x77eed47dc44, 0x77ee480

c08, 3, ret, 0x77ee480c3c, Ox77ee660d6¢c, 2, ret, Ox77ee47dc74, 0x77ee47edb0, 3, ret, 0x7a907e4f5¢c,

Ox77ee47ee90, 3, ret, 0x77ee47ed44, 0x77ee660084, 2, ret, 0x77ee47dc04, 0x77eeb660c44, 2, ret, Ox77

ee5c99dc, Ox77ee6b638c, 3, ret, Ox77ee6b645¢c, Ox77ee660e0c, 2, ret, Ox77ee47dc04, 0x77ee47df90, 4,
ret, Ox77ee47elb4, 0x77ee85355¢c, 3, ret, 0x7a90855dT4, Ox7a907dec6ec, 5, ret, 0x7a90855d34, 0x7a90

7d89a8,6, ret, 0x7a907d89b4, 0x7a907dech®, 5, ret, 0x7a908557 T4, 0x7a907d8adc, 5, ret, 0x7a907d8a
4c,0x7a907da9c4, 4, ret, 0x7a907da9d4, 0x77ee853590, 3, ret, Ox77ee47dc74,0x77ee47edb0, 4, ret, 0

X77eed7ed44,0x77ee8535h0, 3, ret, 0x7a907fa42c, Ox7a8815e248, 6, ret, 0x7a88f5e270, O0x77f0731598
,5,ret,0x77f07315a8, 0x7aa2497254, 4, ret, 0x7aa249f25c, Ox77ee8535bc, 3, ret, Ox7759957484, Ox7

7ee8535d4, 3, ret, 0x7a907fa42c, Ox7a88T5e248, 6, ret, 0x7a88f5e270, 0x77f07315¢c4, 5, ret, Ox77f07

315d0, 0x7aa249f2d0, 4, ret, Ox7aa249f2d4, 0x77ee8535d8, 3, ret, Ox77ee853578, 0x77ee661068, 2, ret
,0X77eed47dc04, 0x77ee47df90, 4, ret, 0x77ee47elb4, 0x77ee85355¢c, 3, ret, 0x7a90855df4, 0x7a907de

c6c,5,ret, 0x7a90855d34, 0x7a907d89a8, 6, ret, ©x7a907d89b4, 0x7a907dechd, 5, ret, ©x7a908557f4,

0x7a907d8a3c, 5, ret, 0x7a907d8a4c, O0x7a907dadc4, 4, ret, 0x7a907da9d4, O0x77ee853590, 3, ret, Ox77

ee47dc74,0x77ee47edb0, 4, ret, Ox77ee47ed44, 0x77ee8535b0, 3, ret, 0x7a907fa42c, 0x7a8875e248, 6,
ret, ©x7a88f5e270, 0x77f0731598, 5, ret, 0x77f07315a8, O0x7aa2497254, 4, ret, Ox7aa249f25¢c, Ox77ee

8535hc, 3, ret, 0x7759957484, 0x77ee8535d4, 3, ret, Ox7a907fa42c, Ox7a8815e248, 6, ret, 0x7a88f5e2

70,0x77f07315¢c4,5, ret, 0x77f07315d0, Ox7aa24972d0, 4, ret, Ox7aa249f2d4, 0x77ee8535d8, 3, ret, 0

X77ee853578, 0x77ee661068,2, ret, Ox77ee47dc04, 0x77ee47df90, 4, ret, 0x77ee47elb4, 0x77ee85355¢
,8,ret, Ox77ee743674,0x77ee8535a4, 3, ret, 0x77ee47dc74,0x77eed47edb0, 4, ret, Ox77ee47ed44, OX7

7ee8535h0, 3, ret, 0x7a907fad2c, Ox7a8875e248, 6, ret, 0x7a8875e270, 0x77f0731598, 5, ret, 0x77T07

315a8, 0x7aa2497254, 4, ret, Ox7aa2497f25¢c, Ox77ee8535bc, 3, ret, 0x7759957484, 0x77ee8535d4, 3, ret
,0X7a907Ta42c, Ox7a88T5e248,6, ret, 0x7a8875e270, 0x77f07315¢c4,5, ret, Ox77f07315d0, Ox7aa249f

2d0, 4, ret, 0x7aa2497t2d4, 0x77ee8535d8, 3, ret, Ox77ee853578, 0x77ee661068, 2, ret, Ox77ee47dc74,

Ox77ee661054,2, ret, Ox77ee6610b8, 0x7708165400,1, ret, 0x77ee6b5T00, 0x7708165414,1, ret, Ox77

ee47dc04,0x77ee662a50, 2

into iterator startAddress 0x77ec662cOc, isAppCode fTalse

into iterator startAddress 0Ox77eceG4e7ec, isAppCode Talce

Thank you for using Frida

1 1
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IAifloginWithPhoneNbri& X

Z2E:
[i0OSiEm] EEWTEED_/I\BR_InfoQEEtX
M ts =

TypeScript {XIBEY Frida B4 Stalker IEIH loginwithPhoneNbr BREIAIHE]F:

addr // loginwithPhoneNbr R EagERR it
mainModule Process
console mainModule
string mainModule name
baseAddr Module mainName
Interceptor baseAddr addr
args
console addr
tid Process
Stalker tid
// CALL instructions: yes please
// RET instructions
// all instructions: not recommended as it's
// block executed: coarse execution trace
// block compiled: useful for coverage
StalkerArmé4Iterator
instruction iterator
startAddress instruction . address
isAppCode startAddress baseAddr addr startA
ddress baseAddr addr
isAppCode
instruction mnemonic
iterator ctx
armé4Context  ctx Armé4CpuContext
console armé4Context x0@
console armé4Context x1
iterator
instruction iterator
retval
console retval
console addr

1

— 14
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Vit ApphiStalker %

B

Frida Stalker 2(t4? -& §&&

AYStalker B3 :
baseAddr tatgetAddr
Interceptor tatgetAddr
args
console

pid Process
Stalker pid

// BRATEXLE events

events

iterator
instruction iterator
startAddress instruction address
// MidaEE #2) Java_com_baidu_searchbox_NativeBds_dael REkEY {XF3 7E£ OxE84 #[
0x126C Z|§

isModule startAddress baseAddr startAddress
baseAddr
isModule

console instruction address baseAddr instruction

instruction. address baseAddr
iterator context

string Memory context
console string
iterator

instruction iterator

summary


http://91fans.com.cn/post/fridastalker/#gsc.tab=0

Stalker
console
console

retval
pid
retval

add x21, x21, x0 lsr

key  DOCD8B760CEG7BC3

mov x0, x21
ldr x22, [ x8
bl

mov x1, xO
mov x0, x20
blr x22

ldr x8 | x20

crifan.org, {EAZE &4.0EFR(CC BY 4.0)fY &7 all right reserved, powered by Gitbook R /EE #:
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misc/frida-stalker-example.py

A&k
misc/frida-stalker-example.py at master - poxyran/misc - GitHub

HIE M Pythonf$ABA £ & FridafyStalkerfljshl + :

sys
frida

message data
message data

target_process
session frida attach target_process
script session create_script

script on on_message
script load


https://github.com/poxyran/misc/blob/master/frida-stalker-example.py

session detach

__hame__
sys . argv
__file__
sys exit

target_process sys argv
ValueError
target_process sys argv

main target_process
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Stalker.follow

e B FridafdStalkerdr, 18X &z Stalker followAIHE RIS .
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Stalkerf9F B =

Stalkerf95IHA N

FridagyStalkerf9FIF A, BRIEERAT, 20F21:

o (1) BREMEMLEIMIMIRE

o (2) HIMFEME, XN MEITENEX(E
o BRFFHRMNE
o (Il EEREFNE
o FF

S8
(1) SYSEMEM LIRS

E MBS+

JavaScript API | Frida « A world-class dynamic instrumentation toolkit

//

// Advanced users: This is how you can plug in your own
// StalkerTransformer, where the provided
// function is called synchronously

// whenever Stalker wants to recompile

// a basic block of the code that's about
// to be executed by the stalked thread.
//

//transform(iterator) {

// let instruction = iterator.next();

//

// const startAddress = instruction.address;

// const isAppCode = startAddress.compare(appStart) >= 0 &&

// startAddress.compare(appEnd) === -1;

//

// do {

// if (isAppCode && instruction.mnemonic === 'ret') {
// iterator.putCmpRegI32('eax', 60);

// iterator.putJccShortLabel('jb', 'nope', 'no-hint');
//

// iterator.putCmpRegI32('eax', 90);

// iterator.putJccShortLabel('ja', 'nope', 'no-hint');
//

// iterator.putCallout(onMatch);

//

// iterator.putLabel('nope');

// }

//

// iterator.keep();

// '} while ((instruction = iterator.next()) !== null);
/7Y,

//

// The default implementation is just:
//


https://frida.re/docs/javascript-api/

Stalkerf9F B =

// while (iterator.next() I== null)
// iterator.keep();
//

// The example above shows how you can insert your own code
// just before every ‘ret’ instruction across any code

// executed by the stalked thread inside the app's own

// memory range. It inserts code that checks if the ‘eax’
// register contains a value between 60 and 90, and inserts
// a synchronous callout back into JavaScript whenever that
// is the case. The callback receives a single argument

// that gives it access to the CPU registers, and it is

// also able to modify them.

//

// function onMatch (context) {

// console.log('Matchl pc=' + context.pc +

// ' rax=' + context.rax.toInt32());

// '}

//

// Note that not calling keep() will result in the

// instruction getting dropped, which makes it possible

// for your transform to fully replace certain instructions
// when this is desirable.

It

===
ISVICNAE *

ItE4h 7 B SR HAHTE SR

H&UZretis<, BlfEretBIEIETT, RERMEME, BE:

[4

AR A
// iterator.putCmpRegI32('eax', 60);
// iterator.putJccShortLabel('jb', 'nope', 'no-hint');
//
// iterator.putCmpRegI32('eax', 90);
// iterator.putJccShortLabel('ja', 'nope', 'no-hint’);
// iterator.putLabel('nope');

S ERVIZEE:

HBeaxFFREL EE 60 3 90 ZEHVE

-) MRIRBRMFBR, AIUAESZM:

HSRERM (MUNEMENES, BFRIETRE) , ZBAKEND, SLIRESENZE

(2) HMIFEME, FRAEEITEMEXE

EEUNEAEIEAY:
___lidb_unnamed_symbol2575$$akd

-) IOERE:



funcRelativeStartAddr

functionSize // 9416 == 0x24C8
funcRelativeEndAddr  funcRelativeStartAddr functionSize
console funcRelativeStartAddr func
tionSize funcRelativeEndAddr
moduleName
moduleBaseAddress Module moduleName
console moduleName moduleBaseAddress
// console.log("moduleName=%s, moduleBaseAddress=%p", moduleName, moduleBaseAddress);
funcRealStartAddr moduleBaseAddress funcRelativeStartAddr
// var funcRealEndAddr = funcRealStartAddr + functionSize;
funcRealEndAddr  funcRealStartAddr functionSize
console funcRealStartAddr funcRealE
ndAddr
Interceptor funcRealStartAddr
args
argd args
argl args
arg2 args
arg3 args
console argo argl arg2
arg3
curTid Process
console curTid
Stalker curTid
// CALL instructions: yes please
// RET instructions
// all instructions: not recommended as it's
// block executed: coarse execution trace
// block compiled: useful for coverage
// transform: (iterator: StalkerArmé4Iterator) => {
iterator
instruction iterator
startAddress instruction address
gt_realStartAddr startAddress funcRealStartAddr
1lt_realEndAddr startAddress funcRealEndAddr
isAppCode gt_realStartAddr 1t_realEndAddr
console startAddress
isAppCode
isAppCode
// is origal function code = which we focus on
curRealAddr instruction address
// const isAppCode = curRealAddr.compare(funcRealStartAddr) >=
O && curRealAddr.compare(funcRealEndAddr) === -1;
// console.log(curRealAddr + ": isAppCode=" + isAppCode);
curoffsetHexPtr  curRealAddr funcRealStartAddr

curOoffsetInt curOffsetHexPtr

// var instructionStr instruction.mnemonic + " " + instructio

n.opStr



instructionStr instruction

console curRealAddr curOffsetInt
instructionStr
curoffsetInt
console curOffsetInt
iterator context
contextStr context
console contextStr
x9vValuel context x9
x9value2 context
console x9valuel X9
Value2
iterator
instruction iterator
HRE:
HEHFEIZE +8516 1TRIBE, ZEEINE (BEEERRNFEN, REFMEIRELINE)
FT AR 25 #1) i -

o ELEBUTHEE
o if (curoffsetInt == 8516) {
o MRZE, ME:
o BT putcallout , EAEBRBERE, HEHPEFEIK
» EFTED xo HFEMNME
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Stalker.follow HfJ events BIBME XY

T
Interceptor funcRealStartAddr
args
Stalker curTid

// CALL instructions: yes please
// RET instructions
// all instructions: not recommended as it's
// block executed: coarse execution trace
// block compiled: useful for coverage

// onReceive: Called with ‘events’ containing a binary blob comprised of on
e or more GumEvent structs. See ‘gumevent.h’ for details about the format. Use ‘Stalker
.parse()’ to examine the data.
events
parsedEvents Stalker events

// var parsedEventsStr = JSON.stringify(parsedEventsStr)

// console.log(">>> into onReceive: parsedEvents=" + parsedEvents + ", pa
rsedEventsStr=" + parsedEventsStr);

console parsedEvents

// transform: (iterator: StalkerArmé4Iterator) => {

iterator
==lp
e Stalker.follow HH events HIBMHEES X
o 1A
= Stalker.follow R events FENEMR true , EXE: HHIMWNIES, NLxt
[Zevent=E 4
o J¥fE
= Bl

» WNHEMHNEXE
m call : calig¥
= Intel = x86 BY: call }§<
= ARM B9: BL EHES
» E@EAY= armes BY: BL . BLR
= armede BY, T PAC AY: BLRAA . BLRAAZ . BLRAB . BLRABZ &
" ret : retf§%
= exec : FTBEIER
= block : (81) block#y (FfB) 1L
= compile : 5%k, (E1) block#ZmiEht, NEFMIXREEEER?



» [RESFERRY compile B, Hfth/L TS, RETBEXNEMD, EEH5ERE:
= exec ! FTEBRIRS!
»  block : BPMUEBRAVES!
n REI5TRIEL RS
= call @ BMJcallig<
» ret : BNRAJret§ L
= eventE4
n Sfii’/R onReceive(events) K E]
» HAA[IA events ] (B9 blob ) , FEEXEH stalker.parse() TS EE
5IE
o -> events #] onReceive HI{EFH
» BNATERE IRMNE, JRESH, AT call | ret FIESHMARRITED, Hb
&g A~ERE
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Fridafi{StalkerftransformfyiZ g

bR T EMSENT AT REEARSE AP 25 :
T, BERENEF BtransformZE AR :
FERBNZER:

AR

Interceptor funcRealStartAddr
args

curTid Process
console curTid
Stalker curTid

// CALL instructions: yes please

// RET instructions

// all instructions: not recommended as it's
// block executed: coarse execution trace
// block compiled: useful for coverage

// transform: (iterator: StalkerArmé4Iterator) => {
iterator

& 2R transformiiterator Eij:

o BRM&R=8"iterator: # (FRF) B block= (basic) IR
o LEAMEIBIRA 27
o JEFRIARENLAS == isAppCode=false
» XWRNENIZEStalkerAERSEIRIBITAY, copyi® A
» HPSMmMNERZBIE, BT LM StalkerfIIhEESIE
» [HITMEXBIRNXLERS
= [REl] sktrace: ETF Frida Stalker # trace TE-Android&Z2-BE- 221X |Z 218
BE|kanxue.com
» BYRNITEI—TEARR, stalker FRMAT/UHE:
1. W FAFEBAE, R’REF 1Ir FLEER
2. EEMMERXIES, fla0: ADR xd, label
3. BILMRMZERS|, MRIRTAZFEEES, ABREEN, TRERB
BHmiIE OO TMREE)
4. iR¥E transform BREN, HWIFER—TIHIEARIR GumExecBlock , fRTFE!
GumSlab , void transform(GumStalkerIterator iterator,
GumStalkerOutput output, gpointer user_data) RJDAIEHIEERY, X
&, BAER,
5. transform ZF2H AR @Y void gum_stalker_iterator_put_callout
(GumStalkerIterator self,GumStalkerCallout callout, gpointer


https://frida.re/docs/stalker/
https://bbs.kanxue.com/thread-264680.htm

data, GDestroyNotify data_destroy) FEiEE— D HUAIERHITEIR
B callout , J@IIUL void callout(GumCpuContext cpu_context,
gpointer user_data) 3REX cpu 1E8.
6. HIT—TEAKIR cumExecBlock , FFIAT—TEAIR
» AT FERIERFTASIIE, EIZZIRENT
o [RIARELIS == isAppCode=true
» BXFRIEITHINE, BRI EXRENRE
» TREENELE: LEUFIMESEXNNN (ENMRREN) {18, AREITHERRR

FFaNESF
A EBIHTERE R RIBRECGisAppCode JRTE ELLLIE
BRFERRBIAE:
e __lidb_unnamed_symbol2575$$akd
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iterator.putCallout HfY context BIEBMHEFIE X
3F

iterator

iterator context

A context , HENE:

Stalker | Frida « A world-class dynamic instrumentation toolkit

GumArmé4CpuContext GumCpuContext

guint64 pc
guint64 sp

guinté4 x
guinté4 fp
guinté4 1lr
guint8 g

IR AFTENHAVER

contextStr


https://frida.re/docs/stalker/

contextfyBIEFIS X

30118876258e-30, "'s24" 3715189.5,"s25" 2,6426119211413095e+23, "'s26" 3.5724724140742379

e-23,"s27" 1,6239861190373424e-18, "'s28"

5.6424941355004989e-36, 's31" 0

J

205533200, "s29"

0.008124308660626411, "'s30"

e

BILE:

"pc": "Ox1041865a4",
"sp": "Ox16bf46740",
"nzecv" 1610612736,

||X0ll IIOXGH’

"x1": "0x104baceoo",
||X2ll IIOXC”'

||X3ll “0)(29”,

"x4": "Ox470b",

||x5ll IIOXO”,

||x6ll IIOXO”,

||x7ll Iloxecoll’

||x8ll II@X@”,

"x9": "Ex3050500",

"x10": "Ox16bf46838",

"x11": "@x6c245a87",

"x12": "@x6c245a3d",

"x13": "Ox1041864dc",

||x14|| "0)(45",

||x15|| lloxoli’

"x16": "Oxd5709bdfed7a48f0",
"x17": "©Ox123209fc0",

"Xle" ll@xeli’

"x19": "Oxdf3221f55889ecc8",
"x20": "Ox1233064b0",

"x21": "@Ex93dba5a2",

"X22" lloxeli’

"x238": "Ox39207beb",

"x24": "@x6c245a87",

"x25": "@x1041a6¢ch0",

"x26": "Ox6c245a87",

"x27": "Ox194d2c100",

"x28": "OxfFfffffffffffffe",
"fp": "Ox16bf46820",

"lr": "@x104186168",

"q0" {3,
"a1" {3,
"q2" {3,
"a3" {3,
"q4" (3,
"as" {3,
"a8" {3,
"ar" {3,
"a8" {3,
"9" {3,
"q10" {3,
"q11" {3,
"q12" {3,
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contextfyBIEFIS X

||q13|l
||q14ll
||q15|l
||q16|l
||q17ll
||q18|l
||q19|l
||q20|l
||q21|l
||q22|l
||q23|l
||q24ll
||q25|l
||q26|l
||q27ll
||q28|l
“ng"
||q30|l
||q31|l
||dell

||d1ll

||d2ll

||d3ll

||d4ll

||d5ll

||d6ll

||d7ll

||d8ll

||d9ll

||d10||
||d11||
||d12H
||dlsl|
||dl4l|
||dlsl|
||dlel|
"dl7"
||dlal|
||dlgl|
||d20||
||d21||
||d22||
||d23||
||d24||
||d25||
||d26||
||d27||
||d28||
||d29||
||d30||
||d31||
||sell

"Sl"

||szll

||sall

||s4ll

{}
{}
{}
{}
{}
{}
{}
{}
{}
{}
{}
{}
{}
{}
{}
{}
{}
{}

{}
0.5

0.0
7.9

o,
-1

-1,

2,

0,
1.1
1.1
3.8
9,
9,

/
/
/
/
/
/
/
/
/
/
/
/
/
/
/
/
/
/

’

585262685374610e-308,
000169759663317e-308,
499288951273454e-275,

.0855813867524649e+251,

.000002084565455e-308,
.0554698911305689e-152,
.000001322084152e-308,
. 7696966457559071e-175,
.0004894955531618e+128,
.5944260775693913e+225,

.8154492514793903e-236,
.1930923744387854e+50,
.1153191556287330e+141,
.0031492505499153e+302,
.1584786060327890e-284,
. 7036104465458726e+239,
1538744009003510e-197,
4944484440662111e-259,

035169354619356e-39,
210387714598533e-44,
204714345426298e-37,
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- TMTFHANEN: EEFFHRSHENE
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Stalker.followdJtransformadInstruction B 14

LERbN 2B stalker.follow A transform FHY 2 = instruction FIEMHIIEIE:

InstructionE IfLE B 1%

SEBEMAY: Fridafdinstruction (FIEMIEXEER) |, AJUAREY:

e Instructionf/E 14
o address
o next
o size
o mnemonic
o opStr
o operands
o regsRead
o regsWritten
o groups
o toString()
o regsAccessed

o toJSON()

N{al3TENInstructionfyE 1%
FTENRI RIBO R AL

console instruction address
instruction. next
instruction size
instruction mnemonic
instruction opStr
instruction operands
instruction regsRead
instruction regsWritten
instruction groups

instruction
IR
address next size 4 mnemonic ldr opStr x0
d
S regsRead regsWritten groups toString ldr x0
ldr x0
address next size 4 mnemonic bl opStr

regsRead regsWritten

op

operands
grou


https://frida.re/docs/javascript-api/#instruction

Instructionfd /@

ps

A

i3

toString bl
bl

FridaUtilJprintinstructioninfo

MR GEESTRR®, MNE: regsAccessed . toJSON() /&, ZRUEIE, DiRENAITEZEXEH:

https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaUtil.js

iy

// Inst

instruction
ruction: address=0x252c0edf8, toString()=br x10,next=0x4,size=4,mnemonic=br, o

pStr=x10, operands=[{"type":"reg", "value":"x10","access":"r"}], regsAccessed={"read":["x1
0"],"written":[]}, regsRead=[], regswWritten=[], groups=["jump"], toJSON()={"address":"0x252
cOedf8", "next":"ox4", "size" 4, "mnemonic":"br", "opStr":"x10", "operands":[{"type":"reg","

value'":"x10

", "access":"r"}],"regsAccessed":{"read":["x10"],"written":[]}, "regsRead":[],

"regsWritten":[],"groups":["jump"]}

console

//
//
//
//
//
//
//
//
//

+ + + + + + + + +

instruction address
instruction
instruction

", next=" + instruction.next
", size=" + instruction.size
", mnemonic=" + instruction.mnemonic
", opStr=" + instruction.opStr
", operands=" + JSON.stringify(instruction.operands)
", regsAccessed=" + JSON.stringify(instruction.regsAccessed)
", regsRead=" + JSON.stringify(instruction.regsRead)
", regsWritten=" + JSON.stringify(instruction.regsWritten)
", groups=" + JSON.stringify(instruction.groups)

MR 2 BB FER B AIRZE

address toString stp x20, x19, |sp next size 4. m
nemonic stp opStr x20, x19 'sp operands
regsAccessed regsRead
regsWritten groups toJSON
4 E—
HmSE,

InstructionBY/E $A93ER

XL R ERIFR -

94
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Instructionfd /& 1

e FEZ capstone
o JavalZ[]

= capstone/Capstone.java at next - capstone-engine/capstone - GitHub

o Pythoniz[

= capstone/__init__.py at next - capstone-engine/capstone - GitHub

o HRZE Frida KNEP

o frida/frida-gum

m https://github.com/frida/frida-gum/blob/main/bindings/gumjs/gumquickinstruction.c

TEAREERZROMUE:

capstone/Capstone.java

capstone/Capstone.java

//

//

//

//

//

//

//

//

//

//

//

//

//

//

_cs_insn
instruction ID.
id
instruction address.
address
instruction size.
size
machine bytes of instruction.
bytes
instruction mnemonic. NOTE: irrelevant for diet engine.
mnemonic
instruction operands. NOTE: irrelevant for diet engine.
op_str
detail information of instruction.
_cs_detail ByReference cs_detail

csh
cs
_cs_insn raw
arch

instruction ID.
id
instruction address.
address
instruction size.
size
Machine bytes of this instruction, with number of bytes indicated by size above
bytes
instruction mnemonic. NOTE: irrelevant for diet engine.
mnemonic
instruction operands. NOTE: irrelevant for diet engine.
opStr
list of all implicit registers being read.
regsRead
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// list of all implicit registers being written.
regsWrite
// list of semantic groups this instruction belongs to.
groups
operands

capstone/__init__.py
capstone/__init__.py

FRAR RS

ctypes Structure
_fields_
ctypes c_uint
ctypes c_uinté4
ctypes c_uinté4
ctypes c_uinti16
ctypes c_ubyte
ctypes c_char
ctypes c_char
ctypes c_bool
ctypes c_bool
ctypes c_bool
ctypes POINTER _cs_detail

# Python-style class to disasm code

self c¢s, all_info
self _raw copy_ctypes all_info
self _cs «c¢s
self _cs _detail self is_invalid_insn
# save detail

self _raw detail ctypes pointer all_info detail _type_

ctypes memmove ctypes byref self _raw detail ctypes byref all_info det
ail
ctypes sizeof all_info detail
self
self address, self self mnem

onic, self op_str

# return if the instruction is invalid
self
arch self _cs arch
arch CS_ARCH_EWM
self evm. EVM_INS_INVALID

self

# return instruction's ID.


https://github.com/capstone-engine/capstone/blob/next/bindings/python/capstone/__init__.py

Instructionfd /& 1

self
self _raw

# return instruction's address.

self
self _raw address

# return instruction's size.

self
self _raw.size

# return instruction's is_alias flag

self
self _raw.is_alias

# return instruction's illegal flag
Set if instruction can be decoded but is invalid
# due to context or illegal operands.

RS

self
self _raw illegal

# return instruction's alias_id

self
self _raw alias_id

# return instruction's flag if it uses alias details

self
self _raw usesAliasDetails

# return instruction's machine bytes (which should have @size bytes).

self
self _raw self _raw size

# return instruction's mnemonic.

self

self _cs _diet

# Diet engine cannot provide @mnemonic.
CsError CS_ERR_DIET

self _raw mnemonic decode
# return instruction's operands (in string).
self
self _cs _diet

# Diet engine cannot provide @op_str.
CsError CS_ERR_DIET
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self _raw.op_str decode
# return list of all implicit registers being read.

self
self is_invalid_insn
CsError CS_ERR_SKIPDATA

self _cs _diet
# Diet engine cannot provide @regs_read.
CsError CS_ERR_DIET

self _cs _detail
self _raw detail contents regs_read 'self _raw detail contents regs_
read_count

CsError CS_ERR_DETAIL
# return list of all implicit registers being modified

self
self is_invalid_insn
CsError CS_ERR_SKIPDATA

self _cs _diet
# Diet engine cannot provide @regs_write
CsError CS_ERR_DIET

self _cs _detail
self _raw detail contents regs_write  self _raw detail contents regs
_write_count

CsError CS_ERR_DETAIL
# return list of semantic groups this instruction belongs to.

self
self is_invalid_insn
CsError CS_ERR_SKIPDATA

self _cs _diet
# Diet engine cannot provide @groups
CsError CS_ERR_DIET

self _cs _detail
self _raw detail contents groups| self _raw detail contents groups_c
ount
CsError CS_ERR_DETAIL
# return whether instruction has writeback operands.
self

self is_invalid_insn
CsError CS_ERR_SKIPDATA



self _cs _diet
# Diet engine cannot provide @writeback.
CsError CS_ERR_DIET

self _cs. _detail
self _raw detail contents writeback

CsError CS_ERR_DETAIL

frida-gum/bindings/gumjs/gumquickinstruction.c

frida-gum/bindings/gumjs/gumquickinstruction.c at main - frida/frida-gum

(NEPS AR AR R
JSCFunctionListEntry gumjs_instruction_entries

gumjs_instruction_get_address
gumjs_instruction_get_next
gumjs_instruction_get_size
gumjs_instruction_get_mnemonic
gumjs_instruction_get_op_str
gumjs_instruction_get_operands
gumjs_instruction_get_regs_accessed
gumjs_instruction_get_regs_read
gumjs_instruction_get_regs_written
gumjs_instruction_get_groups
gumjs_instruction_to_string
gumjs_instruction_to_json

crifan.org, {EFE ®4.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 E#:
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Stalker.follow() PERSCIN[FIE

YAFIAA stalker.follow() K, KERAEAMR:

o BARE: gum_stalker_follow me() : HIRERZAIAIZLFEthread
o RENFE!

GUM_API GumStalker self GumStalkerTransformer
transformer. GumEventSink  sink

o KB Js 5|%: & QuickJs Y v8
e BAR: gum_stalker_follow(thread_id) @ EIRERZHiprocessiHiZPHEME N LFEthread

gum_stalker_follow_me HJAIEREIE

#ifdef _APPLE__

.globl _gum_stalker_follow_me

#else

.globl gum_stalker_follow_me

.type gum_stalker_follow_me, function

#endif

stp x29, x30, ,

mov x29,

mov x3, x30

#ifdef _APPLE__
__gum_stalker_do_follow_me

#else
_gum_stalker_do_follow_me

#endif
ldp x29, x30, 0

br x0

-)

o AIPFEIE
o LR=Link Register=X30=541£5 1722
» AArch64Z2tyr, IRIELRZEREMIBMEFFIAIRER



» 3iBZIBR, BLREMFEESHN, SXIRELR
» LRIZIZEN, HBIREFUREG, HEE1TAIMIE

» BFRE—NLR, NRHEAREER T HEMEE, WHNLRNEMSFEIRFEE, LEURE
FlStacktk b, EEHRETIEQHMITZAI, SEFMELRMStackizINHEFFERP, KER
EIEEARE

o FP=Frame Pointer=X29=Mii}g%t

» FPIaZRIEMStack toptAYTNER, 2R = BIRR &N E R BT RO AN E

» FIAM A MBEEENREEESNE], BB StackiE NS HNETRNEEHESE

» BETRBEEECSHFP, MMUEERAMREEY, RFZRINFP, REZAIRHEY, WE
FP,

» ERIFENFRES, &PFPE, MAILAEIRE: movx29, sp, IESPLX29=FP7,

R TIRTEN x0-x2 BB TSE, FIMNL x3 = x30 = LR, FANBEEARRE, MM ESHT:

GumStalker self, GumStalkerTransformer transform
er, GumEventSink sink gpointer ret_addr

gum_stalker_follow AJAIERRIE

F gum_stalker_follow_me() £, BEBEZIMNSEL: thread_id

GumStalker self
GumThreadId thread_id
GumStalkerTransformer transformer
GumEventSink sink

thread_id

self, transformer. sink

GumInfectContext ctx
ctx. stalker self
ctx. transformer transformer

ctx. sink sink

thread_id, gum_stalker_infect  ctx

Hr: gum_process_modify thread() , N8 F stalker , {BEF Gum

Elifcallback& =& :  GumCpuContext

GumCpuContext

GumCpuContextfE X :



GumArmé4CpuContext GumCpuContext

guinté4 pc
guinté4 sp

guinté4 x
guinté4 fp
guinté4 1lr
guints8 g

Ax:

GumThreadId thread_id
GumCpuContext  cpu_context
gpointer user_data

e gum_process_modify_thread() MERSCIR
o Linux/Android: ptrace
= GDBIAHIX: HHEAREL, 57

Stalker&)x R b —MABERblock

PIEBHLH -

WERIE—IRAE, SEABREAESMN T IFNABEENRE
meviE<, ATAEMSH. RMHEMStalkerfTsIFAIINEE,
A AR B R Erelocate BEEMIIE LB,
teanxd F T ERE, EEENM:

e ADR Address of label at a PC-relative offset.

e ADR Xd, label

e Xd Is the 64-bit name of the general-purpose destination register, in the range 0 to 31.

e label Is the program label whose address is to be calculated. It is an offset from the address of
this instruction, in the range +1MB.

[ B&3d Gum#iRelocator
frida-gum/gumarm64relocator.c at main - frida/frida-gum - GitHub

W, ER-—THEMREETEIRTE—TR, BARMNITLNT—TRIE? BATEICFETRBIN
DXIERLER, WRBAMENXT DAY X(E Stalker 5|12, BHRFEENFEDITELRNBRM,
AT DS T —MRAEBEEEDNT. X TMEENERTTE I —ME—THIAREE,

Stalker=/&17%&


https://github.com/frida/frida-gum/blob/main/gum/arch-arm64/gumarm64relocator.c

WE, XTEREARARE, BALBEMNTMNA—LERL. B, MRBNZRAITEBROREIR (F10
B3, FEAERE—TZREANRE) , BNFLEHRENE, BATIUEFRRNTHEBCUAE.
HFRZTERE, BIMREBT—TRER, HPFESBMNZANERNAMERUREANE RN B AU
EO

HR, HBEMIUELSH, EAENNEE, RNBEEERAE—TEMR, 110 ORENZEMHRT
T EEFHH N Stalker, Stalker{FFiCFELREMNE (real_address) FMUtERLH (code _address) HY
GumExecFrameZ5i9i532 7 — MUK, H—DRECRERY, HEMALAE, ZAEEREreal_address
KMEMERPRIREI M, WNRCE, ERUEEMIREEIcode_address, MAFZEFIFENEGT, XD
EFRRVIEBEEHA Stalker 5| ZGNT— MRS, BREERIMIEEREEHNABIZED ZENZIR,
XEWRE T UBEREMNREIFS, mAHHAFBE Stalker,

WNRIRE b S 1ZEA9GumExecFrame real_addressNILED, SEFAIEMBERPNZTBARE, BI1RE
MEFHEEFRE—TFHN., BNTEENARFAEBRIITERS LR 9E, UENBREFTEFERER
1 Stalker WEE (RIER) , FENREBERTRERREZ/MEAEMEN (Hia0, ERBHS
S| FAEXERE) . Lboh, FAIFHLEE Stalker BEBSFERTEUEXIE, FRARMITRBAREARIREIE MK RE
EBERMNELSZPER LR B,

&E, BABNE AT Stalker AIARAREIR S TGN T —1 R, {B4R1E Stalker.trustThreshold FIED
B, BTSN HTREER, UFRABRA T —MOIRNER D <. REMD X

(BIgn, BRMREIEN, X ARBERMHN) RERE, BRI XBRAIT TR, E2ENB]
MGBEEHDZ, NRBAMOVAETMBR (— 2D, —T=2FR) . AE, BIIAIERERED
XBBRA—ITEHD X, ZEHDEEHIRERZERES ZABRIMRAENIRA, REES—TMa
ROEEHD X . BITERIUAHOAIEEFAZESHNO X, BRIZENND Z2XEN:

BR X0

X LSTEIRRAREUEHE LA ENRERL ., B2 X0 WEFTMEN, EREEXMRLESSERN, EiXH
BT, BT REND IELBRANEE, ZAEE X0 ESHMNNEMREHTER, WREH
DX ENBENEI At ITES . AF, MRALE, WAIBNEERMAGDZIRMOE) Stalker 5%, R,
ARREIET say ERETEN, BARBIAEN, TIEHRNKEIAME, HNEIEEFBA
Stalker f1’k#8. BF, WRUFRNMFBIABFERIGTAE, BBABNTAIMTEET Stalker 5|ZHHix#H
NIXERLINEE,
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Stalkersp i £tk #1385 S b LECAS |

33F 2 BiStalkerf{ i3
___lidb_unnamed_symbol2575%$$akd

MEXFLEEETRE:

===== dynamicDebug frida scripts fridaStalker_akdSymbol2575 js =====

funcRelativeStartAddr functionSize funcRelativeEndAddr

moduleName akd moduleBaseAddress

funcRealStartAddr funcRealEndAddr

iPhone PID ----- argo argl arg2
arg3

curTid

into iterator
b

into iterator
str wzr, x19
ldr x0, ' x19
str xzr, x19
cbz x0

into iterator
bl

into iterator
ldr x0, ' x19
str xzr, x19
cbz x0

-) BRI R E bR ILE :

o RENSLFRATZEREHEIE: ox1005ec460
o 0x1005exxxx Z Ayt

o Stalkeriz{THAEIAF EMIL:  ox1071dbcds
o Ox1071dxxxx ZZERgHbE

fERBARRAT

Stalker A &R Ihook}E < HIRIERM 2 :

BLEIIEEN—%, N_thookfXi3REthiZ4E

TLEZbey: #EN—1n, FRIL, HFIN—BRREFEIETE, HAMIENE:

e (x1071dbcd8
o  0x1071dxxxx ZZERYthiik

AT, R R E R IEF0# StalkerxhookfIfCE3, MMt 2AERY, SRR, RBHE, S1ER
B,
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16711 Z BN IR BRER XD TT & A
FridatyStalker, MURRAE, AHEB—THB, MMHRATE MR, RIAETIDHRL
TREFHAITEDIORT B, (HERRBAERBABOXI0=16FH 2/, THITH®

&4

TBEXhookRE:
e libInFieldCollection.dylibfJvsPHbdGf

IDARR, EiatthilZ

[ ] IDA - libInFieldCollection.dylib.i64 (libInFieldCollection.dylib) /Users/crifan/dev/dev_root/iosReverse/iOSModifyActivation/subBin/libinFieldCollection_dylib/staticAnalysis/IDA/libinFieldCollection.dylib.i64
w7 ‘B ‘D Y A BN e mow B - A = Nodebugger < 1E Bt

HNI-II A T (1 W

M Library function Regular function Instruction [ll Data Il Unexplored [l External symbol Lumina function
0 e x X IDA View-A B Pseudocode-A Structures Imports <] Exports
. W X8, i

ub_1ABAIDASS

; [00000004 BYTES: COLLAPSED FUNCTION nullsub_1. PRESS CTRL-NUMPAD+ TO EXPAND]
; (00000004 BYTES: COLLAPSED FUNCTION j_free. PRESS CTRL-NUMPAD+ TO EXPAND]

; CollectPCRT

EXPORT _vsPHDAGF
_vsPHbdGf

]
sub_1ABA1EC3C
| sub_1ABAIEDOC
[ sub_1ABATEDAG

i sub_1A8A2147C
sub_1A8A2156C

— 1 A2
Line 50 of 495 0001394 00000001ABA26C94: _vsPHbAGT (Synchronized with Hex View-1)
B output

Flushing buffers, please wait...ok

Database has been saved

Python

AU: idle Down Disk: 5168

CollectPCRT
Attributes: bp-based frame

00000001ABA26C94
00000001ABA26C94
00000001ABA26C94
0000OOO1AB8A26C94 ; void __fastcall vsPHbdGT(__int64, __int64)
00000001ABA26C94 EXPORT _vsPHbdGf

00000001A8A26C94 FC 6F BA A9 STP X28, X27, J#
var_50

00000001A8A26C98 FA A9 STP X26, X25, B
var_40

00000001A8A26C9C F8 5F A9 STP X24, X23,  #
var_30

00000001A8A26CAQ F6 A9 STP X22, X21, JH
var_20

00000001A8A26CA4 F4 4F A9 STP X20, X19,  #
var_10

00000001A8A26CA8 FD 7B A9 STP X29, X30,  #
var_s0



add x29 sp

00000001A8A26CAC FD ADD X29, , #
00000001A8A26CBO FF D1 SUB 0 , #1,LSL#
| S
libInFieldCollection.dylibAgvsPHbdGf
PRV R
libraryName libInFieldCollection dylib moduleBaseAddress
origFuncPtr
funcRelativeStartAddr
functionSize argNum
baseAddress
relativeStartAddr size relativeEndAddr
funcRealStartAddr funcRealEndAddr
curTid
iPhone mobileactivationd ============ Trigged addr relative real
arg
arg
curTid
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
realAddr offset hex
stp x20. x19, (sp
realAddr offset hex
stp x29. x30, sp
realAddr offset hex



LR ]

@ mewaa

I0SMODIFYACTIVATION

LHERY :

o REMIFE —1TRIE=REHCIAMIIIZE: ox1c280ec94
o EIFFFIRFTENog AEAIMIIEZ . ox1c280ecas
o EXZRIAIIINREE: oxi0 = 16 T

REA

BNZAFridafyStalkerf AEBSEMANHIB R AR :
FHEABMER R, MEBBcode MEIFAIME, BZEhookFFTEN
EFIFBRITALIHAI A EBAThook? ?

IMAER

100%

0DQmos

< fridaStalker_vsPHbdGf_20241208_BR2ndlog X B

15KB 395.6KB/s

00:00

TR, BRBEITIRNIT (417) Ki8Ehook (EEAFTENHIE SN TFREFS)

Bp:
LA FHIAITENhooki RS, BELR:

00000001A8A26C94 FC 6F BA A9 STP
var_50

00000001A8A26C98 FA A9 STP
var_40

00000001A8A26C9C F8 5F A9 STP
var_30

00000001A8A26CAQ F6 A9 STP
var_20

00000001A8A26CA4 F4 4F A9 STP
var_10

1

X28,

X26,

X24,

x22,

X20,

x27,

X25,

X23,

x21,

X19,




1 o

1]

Ffy:
00000001A8BA26CA4 F4 4F A9 STP X20, X19, B
var_10
| S—
S NERER:
o RIBER: ox10 = 16 MY ox1c280ecas
into iterator startAddress isAppCode
realAddr offset hex
stp x20, x19, |sp
MEZhookBIE (16=FT=0x10=H A4 NMESRIA/)) 41THE:
00000001A8A26C94 FC 6F BA A9 STP X28, X27, B
var_50
00000001A8A26C98 FA A9 STP X26, X25, | #
var_40
00000001A8A26COC F8 5F A9 STP X24, X283,  #
var_30
0000OOR1A8A26CA0 F6 A9 STP X22, X21, | #
var_20
| S—

BRIEXR, MAEZIT

PULE) S
B TR,
BRAEAEXSStalkerlEIB RN T iR, BEERSHBISRALL, ‘B EStalkerfbug7 .,
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Stalker.exclude
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FAStalker.excludei2 &3 EMB VT

m&
libInFieldCollection.dylibAgvsPHbdGf

FaYFridafdStalkerf9tz N ER D LA :

console

libraryName

moduleBaseAddress  Module libraryName
console libraryName moduleBaseAddre
SS
moduleBaseAddress
console libraryName

origFuncPtr  Module libraryName

console origFuncPtr

funcRelativeStartAddr origFuncPtr moduleBaseAddress

console funcRelativeStartAddr
functionSize
// CollectPCRT == void __fastcall vsPHbdGf(__int64 al, __int64 a2)
argNum
console functionSize JsUtil functionSize
argNum
Stalker module_system
hookFuncMap
// +356
context
contextStr context
console contextStr
x10 context x10
console x10
// +476
context
contextStr context
console contextStr

x10 context x10
console x10



FridaUtil moduleBaseAddress, funcRelativeStartAddr. function$S
ize, argNum, hookFuncMap

console

(| —
FIXTRIAY:

Fridautil HY stalkerHookUnnameNative

// Frida Stalker hoo unknown name native function
moduleBaseAddress. funcRelativeStartAddr functionSize
argNum. hookFuncMap

console moduleBaseAddress
functionSizeHexStr  JsUtil functionSize
funcRelativeStartAddrHexStr  JsUtil funcRelativeStartAddr
funcRelativeEndAddr  funcRelativeStartAddr functionSize
funcRelativeEndAddrHexStr  JsUtil funcRelativeEndAddr
console funcRelativeStartAddrHexStr
functionSize functionSizeHexStr funcRelativeEndAddr
HexStr
funcRealStartAddr moduleBaseAddress funcRelativeStartAddr
// var funcRealEndAddr = funcRealStartAddr + functionSize
funcRealEndAddr  funcRealStartAddr functionSize
console funcRealStartAddr funcR
ealEndAddr
curTid
console curTid
Interceptor funcRealStartAddr
args
JsUtil funcRelativeStartAddrHexStr
funcRealStartAddr
i i argNum’ i
curArg args i
console i CurArg

curTid Process



FAStalker.excludeiZ 5 XER M B/ F i

console curTid
Stalker curTid

// CALL instructions: yes please
// RET instructions
// all instructions: not recommended as it's
// block executed: coarse execution trace
// block compiled: useful for coverage

// onReceive: Called with ‘events' containing a binary blob comprised of on
e or more GumEvent structs. See ‘gumevent.h' for details about the format. Use ‘Stalker
.parse()’ to examine the data.
events
parsedEvents Stalker events

// var parsedEventsStr = JSON.stringify(parsedEventsStr)

// console.log(">>> into onReceive: parsedEvents=" + parsedEvents + ", pa
rsedEventsStr=" + parsedEventsStr);

console parsedEvents

// transform: (iterator: StalkerArmé4Iterator) => {
iterator
// https://www.radare.org/doc/frida/interfaces/StalkerArmIterator.html

// console.log("iterator=" + iterator)
instruction iterator
startAddress instruction address

// console.log("+++ into iterator: startAddress=" + startAddress)

// const isAppCode = startAddress.compare(funcRealStartAddr) >= 0@ && star
tAddress.compare(funcRealEndAddr) === -

// const isAppCode = (startAddress.compare(funcRealStartAddr) >= 0) && (s
tartAddress.compare(funcRealEndAddr) < 0)

gt_realStartAddr startAddress funcRealStartAddr 0
1t_realEndAddr  startAddress funcRealEndAddr 0
isAppCode gt_realStartAddr 1t_realEndAddr
console startAddress

isAppCode

// // for debug
// isAppCode = true

// console.log("isAppCode=" + isAppCode + ", gt_realStartAddr=" + gt_real
StartAddr + ", lt_realEndAddr=" + 1lt_realEndAddr)

isAppCode
// is origal function code = which we focus on

// console.log("instruction: address=" + instruction.address

// + ", next=" + instruction.next()
// + ", size=" + instruction.size
// + ", mnemonic=" + instruction.mnemonic

113
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// + ", opStr=" + instruction.opStr

// + ", operands=" + JSON.stringify(instruction.operands)

// + ", regsAccessed=" + JSON.stringify(instruction.regsAccessed)
// + ", regsRead=" + JSON.stringify(instruction.regsRead)

// + ", regsWritten=" + JSON.stringify(instruction.regsWritten)
// + ", groups=" + JSON.stringify(instruction.groups)

// + ", toString()=" + instruction.toString()

// + ", toJSON()=" + instruction.toJSON()

/7 );

curRealAddr  instruction address
// console.log("curRealAddr=" + curRealAddr)
// const isAppCode = curRealAddr.compare(funcRealStartAddr) >= 0 && ¢
urRealAddr.compare(funcRealEndAddr) === -
// console.log(curRealAddr + ": isAppCode=" + isAppCode)

curOoffsetHexPtr  curRealAddr funcRealStartAddr
curoffsetInt curOffsetHexPtr
console curRealAddr
curoffsetHexPtr curoffsetInt
// var instructionStr = instruction.mnemonic + " " + instruction.opStr

instructionStr instruction
// console.log("\t" + curRealAddr + ": " + instructionStr);
// console.log("\t" + curRealAddr + " <+" + curOffsetHexPtr + ">: " +
instructionstr)
console curRealAddr curoffsetInt instr
uctionStr

curoffsetInt hookFuncMap
console curoffsetHexPtr curoffsetInt
// let curHookFunc = hookFuncMap.get(curOffsetInt)
curHookFunc  hookFuncMap curOffsetInt
// console.log("curOffsetInt=" + curOffsetInt + " -> curHookFunc="
+ curHookFunc)

// putCallout -> https://www.radare.org/doc/frida/interfaces/Stalke
rArmIterator.html#putCallout

// StalkerScriptCallout -> https://www.radare.org/doc/frida/types/S
talkerScriptCallout.html

// CpuContext -> https://www.radare.org/doc/frida/types/CpuContext.
html

// Armé4CpuContext -> https://www.radare.org/doc/frida/interfaces/A
rmé4CpuContext.html

// work: normal
iterator curHookFunc

// var extraDataDict = {
// "eurOffsetInt": curOffsetInt

114
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//}

// Not work: abnormal

// iterator.putCallout((context) => {

// // iterator.putCallout((context, extrabDataDict) => {

// // console.log("match offset: " + curOffsetHexPtr + ", curReal
Addr=" + curRealAddr)

// // curHookFunc(context, curOffsetInt, moduleBaseAddress)

// // context.curOffsetInt = curOffsetInt

// // context.curOffsetHexPtr = curOffsetHexPtr

// // context.moduleBaseAddress = moduleBaseAddress

// // context[curOffsetInt] = curOffsetInt

// // context[curOffsetHexPtr] = curOffsetHexPtr

// // context[moduleBaseAddress] = moduleBaseAddress

// // curHookFunc(context, extraDataDict)

//  curHookFunc(context)

//})

iterator
instruction iterator

// function needDebug(context) {

// console.log("into needDebug")

// // console.log("into needDebug: context=" + context)

// // var contextStr = JSON.stringify(context, null, 2)

// // console.log("context=" + contextStr)

// // var x9vValuel = context.x9

// // var x9Value2 = context["x9"]

// // console.log("x9Valuel=" + x9Valuel + ", x9vValue2=" + x9Value2)
// '}

retval
console funcRelativeStartAddrHexStr fun
cRealStartAddr retval
curTid
Stalker curTid
console curTid

4 E—
i HEMRBIEL: FridaUtiljs

{BER2hook AR, ZEREL vsPHbdGf RIEERED

BAMKRE: vsPHbdGRREUIBIRZ, (EEStalkerf@BAINIBRITEYE, &E, &%, RI:

e frida/frida_stalker/logs/fridaStalker_vsPHbdGf_20241208_BR2nd.log
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iPhone mobileactivationd reload

libraryName libInFieldCollection dylib moduleBaseAddress
origFuncPtr
funcRelativeStartAddr
functionSize argNum
baseAddress
relativeStartAddr size relativeEndAddr
funcRealStartAddr funcRealEndAddr
curTid
iPhone mobileactivationd ============ Trigged addr relative
arg
arg
curTid
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
realAddr offset hex
stp x20, x19, |sp
realAddr offset hex
bl
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode
realAddr offset hex
str x0 [sp
realAddr offset hex
bl
into iterator startAddress isAppCode
into iterator startAddress isAppCode
into iterator startAddress isAppCode

real



ARWEH y ¢ f t ridaStalker_vsPHbdGf_20241208_BR2nd.log X

10SMODIFYACTIVATION subBin > libinFieldCo dy n aStalker_vsPHbdGf_20241208.
dynamicDebug 9 %

ey 20712
into iterator: startAddress

input into iterator: startAddress

aE rent: realAddr

exportFromiPhone

mobact-ic
rent:
DNPNG2NEGSML.txt
ma_device.plist into ity startAddress:
mobact.chis into startAddress
nkkillsh into : startAddress:
into
into
into
AR zip into
output into
into
into
into iterator: startAddress
amicDebug into iterator: startAddress=i
debugging/lidb into iterator: startAddre:
dis_vsPHbAGH_off_OxB1FC.5 into iterator: startAddress=
dis_vsPHbAGF_off_376.5 o
into

dis_vsPHbAGF_off_20: ey
% vsPHbAGF_p: into iterato

readme.txt

referDoc

eldCollection_dylib

frida/ frida_stal into iterator: startAddress=
Py into iterator: startAddress
into iterator: startAddress=:
= fridaStalker_vsPHbdGf_20241208_BR1st.log PR s el
£ fridaStalker_vsPHbdGf_20241208_BR2nd.log into iterator: startAddress=:
fridaStalker_vsPHbdGf_20241209_exclude.log.log into iterator: startAddress=
£ fridaStalker_vsPHbdGf_20241209_laterStart0x! i) R G
into iterator: startAddress=:
into iteratol
input into iterator: s
ibinFieldCollection.dylib into iterator:

Js fridaStalker_vsPHbAGF js

staticAnalysis into iteratol
into iterator:

into iterator: startAddress:

into iterator: startAddress= isAppCod

= libinFieldCollection.dylib into iteratol e

libInFieldCollection.dylib.i64 into iterator:
ollection.dylib.id0 L

into r: startAddre

= r startAddress:

ollection.dylib.nam v e

exportedStrResinfo

IDA

ollection.dylib.id1

£ libinFieldCollection.dylib.til

MobileActivation

dynamicDebug| frida packages mv com. mobact_2110211028-155+debug_iphoneos-arm. deb com.yourcompany.mob

frida_js - packages scp cor company.nobact_211211628.deb root@192.168.2.37:/var/root/devRoot

- com. yourcompany. nobact. 2116211038, deb 100%  15KB 395.6KB/s [)'zsh packa
Lo packages [|

91840 WO 17568, 722 (E¥if#5) 2 UTF-8 LF Log

i:t _\_ .
SHNE I0A HEY p7c BRIMIE:
[0 T STy T s = AT 5 s e T - s r—— 3
S H € > e & 3 AC@D O e @ Fo# @ X P O O Nodebugger (2] ]
<
N B e——— Il II— e
Library function [ll Regular function [l Instruction Data Unexplored External symbol [l Lumina function
(7] Functions e o o & DA Vlew x [E]  Pseudocode-A Hex View-1 x [@ Structures x Enums 2% Imports x Exports
+00000001A8A2BD4C 28 01 08 88 X8, X9, X8
Function name Lext.00000001ABAZB050 A9 45 80 D2+ X9, #0x9001878042000235
i text:00000001ABA28D50 A9 41 AB F2+
7] sub_1AGATOASS text:00000001A8A28D50 09 FO DO F2+
7] sub_1ABAIDBEC 29 00 F2 F2
| et 00 01 09 88 ADD X0, X8, X9 ; _size
7] sub_1ABAIDCD! OF 81 52+ MoV W8, #9xA711087F
(7] sub_1ABADD24 28 €2 B4 72
L e 15 19 o0 81 ] R
A = X2A ;
[7] sub_1ABATDF68 = oo B 7
[7] sub_1ABATEIAC o E0 67 00 F9 STR o, lSP,thxlFS@war,lEBEl
(7] sub_1ABA1E1D8 = 03 BC 00 94 BL _arcdrandom
(7] sub_1ABATEA04 = €5 OF 81 52+ oV WS, #0xA711087F
7] sub_1A8A1ESBA Thex 08 00 80 D2 Hov X8, #
[7] sub_1ABATE780 text0000D0B1ABAZBDEC B9 5B 91 52+ oV WO, #0x2EDBBADC ]
[7] sub_1ABA1E7AQ 3 0000001ABA2BDBC 69 DB AS 72
7] sub_1ABAIEBEC = 0000001ABA28094 29 05 00 OA AND W9, W9, Wo,LSL#1
] sub_t 7 0000001ABA2BD98 0A 00 18 0B ADD W10, Wo, W27
[£] sub_1ABATEA34 _zexmaoaaeaauxmsnsc 4F 01 09 4B suB wis, w1e,
7] sub_1ABATEC3C text:00000001A8A28DA0 69 AG 08 DO ADRP X9, #dord_1BIEFI93CEPAGE
7] sub_1ABAIEDOC text:00000001ABA2BDA4 2F 3D 09 BY STR W15, 136, #Giord_1BSEFS3CEPAGEOFF]
& SRR text:00000001ABA28DA8 E9 03 00 32 oV b
Lf] sub_1 text:00000001A8A2BDAC E9 23 03 B9 STR W, [SP #0x1F50+var_130]
[£] sub_1A8A2147C text:00000001ABA2BDBO A9 DF 9F 52+ % W9, #9xSF7FFEFD
7] sub_1A8A2156C text:00000001ABA28080 E9 EF AB 72
= text:00000001ABA2BDB8 8A 65 9C 52+ oV Wio, #0x1C03E32C
fif 2unanaziosc text:00000001ABA2BDB8 6A 80 A3 72
[7] sub_1A8A216B4 _text'BOEBBBmMAZBD(E 88 E0 96 52+ MoV W11, #0x856FB704
(7] sub_1A8A2172C = 000000 1ABA2BDCO EB AD BO 72
7 = 000000 1ABA2BDCE 4C CE 98 52+ oV W12, #0XBTEDC672
F s“:—::::g:?ﬁ 0000001ABA2BDCE AC FD BE 72
1] sub_ 0000001A8A2BDDO 75 AG 8 DO+ ADRL X21, dword_189EF993C
[7] sub_1A8A21D58 0000001ABAZEDDO B5 F2 24 91
7] sub_148A26C00 000000 1ABA2B0D8 0D 00 00 90+ ADRL X13, loc_1ABA2BE10
A ext:00000001ABA2BDD8 AD 41 38 91
L2l sub-1A8A26C04 text:0000ave1agaze0co CE E 81 52+ oV W14, #0x327EOFGE
[£] _zshgJnRaSiwn - 000000 1A8A2BDE0 CE 4F AG 72
(7] nullsub_1 Lext.0000000IABAZBOED 2 01 00 o+ ADRL X2, dword_1ABAGGAQ0
7] i_free ‘text :00000001ABA2BDES 42 00 28 91
= 43 59 82 52+ Hov W3, #0XDBOF12CA
7] _vsPHbdGH €3 01 BB 72
(7] sub_1A8A2CE9O 04 FB 9D 52+ MoV W4, #OxBEFFEFDS
[7] sub_1ABA2E3A8 E4 DF B7 72
(7] sub_1A8A2E490 4 20 91 520 Hov W6, #0X6C078965
(7] sub_1ABAZE4D8 09 00 00 14 s loc_1ABA28E2C
[7] sub_1A8A2E538
7] sub_1ABA2ES98 35 AB 64 82 DCD 0x8264A835
[7] sub_1A8A2E76C 4
(7] sub_1A8A2E84C text:00000001ABA2BE10 loc_1A8A2BE10 !
text:00000001ABA2BE10 10 02 OF 0B ADD W16, W16, W14
Line 50 of 495 00018D7C (Sy ized with Hex View-1)
[Z output ® 0 0
1B9EF9940: using guessed type int dword_1BIEF9940;
1BOEFA934: using guessed type char byte 189EFA934: ]
Python
AU: idle  Down Disk: 5168 o

4, ZRNRE, MEREEITT.

Rl
BERIBEMSE:
BT ( stalker ) EhookBIANBEXRZ, SRHEIERE, B&EhookZELEAERIETIT

RIRINE



Fstalker.excludeHibRIZEABRY, TTHRXOHIES

BixLiR

o FHEI, ERFRIENRIBRICE
o OVBERE: MIRMNEREH, EXFI/MARTE=A (LERRREDRNRE) , EIFHEHIR
EISEE
o %3l
w bAbiOSHFER, BiEXEABMNHEERI T EERESEAMBE] malloc . arcarandom HREL
» Hep, (&R, XLERHMEET ObjCaSystemtBXAIEH?
= B4 #vsPHbdGIER/E U ElibInFieldCollection.dylib, FTRERASSMEREE, ElimportfZE
= libInFieldCollection_dylib/staticAnalysis/exportedStrResInfo/libinFieldCollection_rabin2_|
_libraries.coffee

m  /System/Library/Frameworks/IOKit.framework/Versions/A/IOKit
m  /System/Library/Frameworks/Foundation.framework/Foundation
m  /System/Library/Frameworks/CoreFoundation.framework/CoreFoundation
m  /usr/lib/libMobileGestalt.dylib
m  /usr/lib/libobjc.A.dylib
m  /usr/lib/1ibSystem.B.dylib
« HpiA
» IOSHENMNIKEBAEE
m  /usr/lib/libobjc.A.dylib
m  /usr/lib/1ibSystem.B.dylib
» FRA, EARLAIUBEME:
o UEEEHIRATEE, #M2: libobjc.A.dylib . libSystem.B.dylib HFRFEHRM
HNIERENE
e HBEF stalker.exclude HifRIE (BBNE)

REBERBHMNL:

// try exclude not-concern functions inside common libs

// var moduleName_libObjc
moduleName_libObjc
// FridaUtil.printModuleInfo(moduleName_libObjc)

"/usr/lib/libobjc.A.dylib"

module_libObjc  Process moduleName_libObjc
console module_libObjc
module_libObjc
FridaUtil module_libObjc
Stalker module_libObjc

// var moduleName_system
moduleName_system
// FridaUtil.printModuleInfo(moduleName_system)
module_system Process moduleName_system
console module_system
module_system

"/usr/lib/1ibSystem.B.dylib"


https://frida.re/docs/javascript-api/#instruction

Fridautil module_system

Stalker module_system
RIUIBE:
console
libraryName
moduleBaseAddress Module libraryName
console libraryName moduleBaseAddre
SS
moduleBaseAddress
console libraryName
origFuncPtr  Module libraryName
console origFuncPtr
funcRelativeStartAddr origFuncPtr moduleBaseAddress
console funcRelativeStartAddr
// for debug
/*
[iPhone::mobileactivationd ]-> ============ Trigged addr: relative [0x13c94] = real
[0x1c280ec94] ============

+++ into iterator: startAddress=0x1c2813d78, isAppCode=true
current: realAddr=0x1c2813d78 -> offset: hex=0x50e4=20708
0x1c2813d78 <+20708>: str x0, [sp, #0Oxc8]
current: realAddr=0x1c2813d7c -> offset: hex=0x50e8=20712
0x1c2813d7c <+20712>: bl #0x1c2842d88
*/
// // use later address as start address, try to avoid only hook part code == not hoo
k all code
// funcRelativeStartAddr

funcRelativeStartAddr + 0x50e4

functionSize
// for debug: make larger, tyr to support hook more code
// var functionSize = 0x10000

// CollectPCRT == void __fastcall vsPHbdGT(__int64 al, __int64 a2)
argNum
console functionSize JsUtil functionSize
argNum

// try exclude not-concern functions inside common libs

// var moduleName_libObjc
moduleName_1ibObjc
// FridaUtil.printModuleInfo(moduleName_libObjc)
module_libObjc  Process moduleName_libObjc
console module_libObjc

"/usr/1lib/libobjc.A.dylib"



module_libObjc
Fridautil module_libObjc

Stalker module_libObjc

// var moduleName_system =
moduleName_system

// FridaUtil.printModuleInfo(moduleName_system)
module_system Process moduleName_system

"/usr/lib/1ibSystem.B.dylib"

console module_system
module_system
Fridautil module_system
Stalker module_system
hookFuncMap
// +356
context
contextStr context
console contextStr
x10 context x10
console x10
// +476
context
contextStr context
console contextStr
x10 context x10
console x10
Fridautil moduleBaseAddress, funcRelativeStartAddr, function$
ize argNum. hookFuncMap
console
1 _ 1]

RITIRAEIL AR, XTENHEE:

module_libObjc object Object

name libobjc.A dylib, base size7897088 path
lib
module_system [object Object

name libSystem B dylib base size8192 path
ylib

baseAddress

usr lib libobjc A.dy

usr lib libSystem B.d



BOeTIRF hook t fE £E1XA3

e (d7c FERH) +20712 BIEEMRTS
o M ( dso Z&5EH) +20716 FFIAHIGELEEREE

HIRAT T

e frida/frida_stalker/logs/fridaStalker_vsPHbdGf_20241209_ exclude.log.log

into iterator startAddress isAppCode
into iterator startAddress isAppCode
realAddr offset hex
mov w5
realAddr offset hex
movk w5 1sl
realAddr offset hex
mov x8

i0SModifyActivation

AREEY a m s e : c ridaStalker_vsPHbdGf_20241209_exclude.log.log
I0SMODIFYACTIVATION

b, F W2, #1237
exportFromiPhone

input

+++ into iteratol

libInFieldCollection_dylib
dynamicDebug
debugging|/lidb

current: realAddr=:
P
current: realAddr=

current: realAdd:
BR2nd.log current: realAddr=

<420736>: and
current: realAdd

20241209_exclude.log.log
rStartoxs. >: add w10,

>: sub w15
= libinFieldCollection.dylib
staticAnaly: Ao
y current: realAddr=
exportedStrResinfo 5 Gt
IDA current: realAddr=
liblnFieldCollection.dylib mov w3,
libinFieldCollection.dylib.i64
libinFieldCollection.dylib.id0 current: realAddr=
libinFieldCollection.dylib.id1 64>: mov w9,
libinFieldCollection.dylib.nam current: realAdd
libinFieldCollection.dylib.il
MobileActivation
dynamicDebug| frida
frida_js
Biag

100% 15KB 395.6KB/s  ©0:00

IS
NI FF44 A 2 FridafyStalkerfbugle, SEREAYGERD R A
EXRtBERT, EMEIRE:

Stalker | Frida « A world-class dynamic instrumentation toolkit

Excluded Ranges


https://frida.re/docs/stalker/

FAStalker.excludei SR A/ F i

Stalker also has the APl stalker.exclude(range) that’'s passed a base and limit used to prevent
Stalker from instrumenting code within these regions. Consider, for example, your thread calls
malloc() inside libc . You most likely don’t care about the inner workings of the heap and this
is not only going to slow down performance, but also generate a whole lot of extraneous events you
don’t care about. One thing to consider, however, is that as soon as a call is made to an excluded
range, stalking of that thread is stopped until it returns. That means, if that thread were to call a
function which is not inside a restricted range, a callback perhaps, then this would not be captured
by Stalker. Just as this can be used to stop the stalking of a whole library, it can be used to stop
stalking a given function (and its callees) too. This can be particularly useful if your target application
is statically linked. Here, was cannot simply ignore all calls to 1libc , but we can find the symbol for

malloc() using Module.enumerateSymbols() and ignore that single function.
AR 3B T 3 N RIAPIE (i
JavaScript API | Frida « A world-class dynamic instrumentation toolkit

Stalker

Stalker.exclude(range) : marks the specified memory range as excluded, which is an object
with base and size properties — like the properties in an object returned by e.g.
Process.getModuleByName() .

This means Stalker will not follow execution when encountering a call to an instruction in such a
range. You will thus be able to observe/modify the arguments going in, and the return value coming
back, but won’t see the instructions that happened between.

Useful to improve performance and reduce noise.
HPRE—THRER:
o FIDIAN: RESMEEMRRIES,
- BRESR, NIRFEEEStalkertbug, TiRES1d Stalker.exclude, Z = iE1T 7 X Stalker.exclude
-) SERRIEAR: sStalker.exclude Z0JLAFRRLLL)ERAY
RENNME, ME:

o UEIBEIXE, REA—RFENER, RENERYT, TEREBERE
o HRENBZEIMFARBEDR, LLBIFRZES] T 1 Stalker.excludeRI A%

crifan.org, {EFE #4.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 & #:
2025-06-04 14:37:15
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stalkerHookUnnameNative

PRER: stalkerHookUnnameNative
{EF3: LI FridafyStalkerZhook M BRI IERYE A2
(ER) =6l

o libmetasec_ml.sofims bd c | a

m  FridauUtil.stalkerHookUnnameNative(moduleBaseAddress, funcRelativeStartAddr,
functionSize, argNum, hookFuncMap)
RATEg
o 1M : FridaUtil.js

stalkerHookUnnameNative H9fCHES

// Frida Stalker hoo unknown name native function
moduleBaseAddress, funcRelativeStartAddr functionSize
argNum. hookFuncMap
console moduleBaseAddress
FridaUtil isShowOpcode

functionSizeHexStr  JsUtil functionSize
funcRelativeStartAddrHexStr  JsUtil funcRelativeStartAddr
funcRelativeEndAddr  funcRelativeStartAddr functionSize
funcRelativeEndAddrHexStr  JsUtil funcRelativeEndAddr
console funcRelativeStartAddrHexStr
functionSize functionSizeHexStr funcRelativeEndAddr
HexStr
funcRealStartAddr moduleBaseAddress funcRelativeStartAddr
// var funcRealEndAddr = funcRealStartAddr + functionSize
funcRealEndAddr  funcRealStartAddr functionSize
console funcRealStartAddr funcR
ealEndAddr
curTid
console curTid
Interceptor funcRealStartAddr
args
JsUtil funcRelativeStartAddrHexStr
funcRealStartAddr
i i argNum; i
curArg args'i
console i CurArg
curTid Process
console curTid
Stalker curTid

// CALL instructions: yes please
// RET instructions


https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaUtil.js

stalkerHookUnnameNative

// all instructions: not recommended as it's
// block executed: coarse execution trace
// block compiled: useful for coverage

// onReceive: Called with ‘events’' containing a binary blob comprised of on
e or more GumEvent structs. See ‘gumevent.h' for details about the format. Use ‘Stalker
.parse()’ to examine the data.
events
parsedEvents Stalker events

// var parsedEventsStr = JSON.stringify(parsedEventsStr)

// console.log(">>> into onReceive: parsedEvents=" + parsedEvents + ", pa
rsedEventsStr=" + parsedEventsStr);

console parsedEvents

// transform: (iterator: StalkerArmé4Iterator) => {
iterator
// https://www.radare.org/doc/frida/interfaces/StalkerArmIterator.html

// console.log("iterator=" + iterator)
instruction iterator
startAddress instruction address

// console.log("+++ into iterator: startAddress=" + startAddress)

// const isAppCode = startAddress.compare(funcRealStartAddr) >= 0 && star
tAddress.compare(funcRealEndAddr) === -1

// const isAppCode = (startAddress.compare(funcRealStartAddr) >= 0) && (s

) <

tartAddress.compare(funcRealEndAddr 0)
gt_realStartAddr startAddress funcRealStartAddr 0
1t_realEndAddr  startAddress funcRealEndAddr 0
isAppCode gt_realStartAddr 1t_realEndAddr
console startAddress

isAppCode

// // for debug
// isAppCode = true

// console.log("isAppCode=" + isAppCode + ", gt_realStartAddr=" + gt_real
StartAddr + ", 1lt_realEndAddr=" + 1lt_realEndAddr)

isAppCode
// is origal function code = which we focus on
// FridaUtil.printInstructionInfo(instruction)

curRealAddr  instruction address
// console.log("curRealAddr=" + curRealAddr)
// const isAppCode = curRealAddr.compare(funcRealStartAddr) >= 0 && ¢
urRealAddr.compare(funcRealEndAddr) === -
// console.log(curRealAddr + ": isAppCode=" + isAppCode)

curOffsetHexPtr curRealAddr funcRealStartAddr
curOffsetInt curoffsetHexPtr
console curRealAddr
curOffsetHexPtr curOffsetInt
// var instructionStr = instruction.mnemonic + " " + instruction.opStr

instructionStr instruction

125



stalkerHookUnnameNative

// console.log("\t" + curRealAddr + ": " + instructionStr);
// console.log("\t" + curRealAddr + " <+" + curOffsetHexPtr + ">: " +
instructionStr)
// console.log("\t" + curRealAddr + " <+" + curOffsetInt + ">: " + in
structionStr)
opcodeStr
FridaUtil isShowOpcode
opcodeStr Fridautil instruction
instructionFullLogStr curRealAddr curoffsetInt
opcodeStr instructionStr
console instructionFullLogStr

// ©x252c0edf8 <+356>: br x10
// 0x252c@edf8 <+356> 40 01 1F D6: br x10

curoffsetInt hookFuncMap
console curoffsetHexPtr curoffsetInt
// let curHookFunc = hookFuncMap.get(curOffsetInt)
curHookFunc  hookFuncMap curOffsetInt
// console.log("curoffsetInt=" + curOffsetInt + " -> curHookFunc="

+ curHookFunc)

// putCallout -> https://www.radare.org/doc/frida/interfaces/Stalke
rArmIterator.html#putCallout

// StalkerScriptCallout -> https://www.radare.org/doc/frida/types/sS
talkerScriptCallout.html

// CpuContext -> https://www.radare.org/doc/frida/types/CpuContext.
html

// Armé4CpuContext -> https://www.radare.org/doc/frida/interfaces/A
rmé4CpuContext.html

// work: normal
iterator curHookFunc

// var extraDataDict = {

//  "ecurOffsetInt": curOffsetInt

// '}

// Not work: abnormal

// iterator.putCallout((context) => {

// // iterator.putCallout((context, extraDataDict) => {

// // console.log("match offset: " + curOffsetHexPtr + ", curReal
Addr=" + curRealAddr)

// // curHookFunc(context, curOffsetInt, moduleBaseAddress)

// // context.curOffsetInt = curOffsetInt

// // context.curOffsetHexPtr = curOffsetHexPtr

// // context.moduleBaseAddress = moduleBaseAddress

// // context[curOffsetInt] = curOffsetInt

// // context[curOffsetHexPtr] = curOffsetHexPtr

// // context[moduleBaseAddress] = moduleBaseAddress

// // curHookFunc(context, extraDataDict)

//  curHookFunc(context)

//'})
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iterator
instruction iterator

// function needDebug(context) {

//
//
//
//
//
//
//
/7 }

console
CcRealStartAddr
curTid

console.log("into needDebug")

// console.log("into needDebug: context=" + context)

// var contextStr = JSON.stringify(context, null, 2)

// console.log("context=" + contextStr)

// var x9vValuel = context.x9

// var x9Value2 = context["x9"]

// console.log("x9valuel=" + x9Valuel + ", x9vValue2=" + x9Value2)

retval
funcRelativeStartAddrHexStr
retval

Stalker curTid
console curTid

A

fun

I
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[EAf2R] FridafYStalker.followHeventsf & X A%

[Ef#R] FridadStalkerffal7£Stalker.followH 5 R I3 EIRIES R ILITIT

[EfRR] MacHa{a{E R fridafStalkerfyjshil 4

[ZRER/R] Fridaklstalker trace

[EAfRIR] FridafStalker.followHeventsh S X F1FE%

[Ef#7] FridaZhookREHzEs: Error unable to intercept function at please file a bug
[FiEmRIR] FridafStalkerdrtransform/flinstruction/2 & A LAFREXZlbytesElopcode
[EfRR] 1t FridagyStalkerfINIBIEERZEE

[Ef#/R] FridafyStalkerm iRt FN$E < ik FUES A _E

[EfRR] $51EFridafyStalker.followktransformfSiEiR 15 S E1THIIBEE

[Ef2/R] FridafgyStalker.followHtransformA 3§ < instruction

[ic%] o #7FridafyStalker3dF _ lidb_unnamed_symbol2575fi3iE ERAV% B 45 5
[iEx] Z>FridaEMX#Stalkerig B E A REMNB4E

[Ef#IR] FridafyStalkerPE# MRS R EAIKIBIESTHIZEE

[%32] FridafyStalkerf9FI A

[RERR] ZidFridafystalkersESEE 1 FAwemeCore PR B B EF R H

[%12] FridahStalkerf23/0\S: FiStalker.excludei® SR> T

Stalker/ 43
Stalker
Stalker - JavaScript API | Frida
DefinitelyTyped/index.d.ts
[IRBl] sktrace: ETF Frida Stalker #4 trace T B-AndroidZ£-&E-Z 21 X| L2 BEE | kanxue.com
StalkerfYAPI
[ios#Em@m] EEWTEEDHT_/IBR_InfoQEE# X
misc/frida-stalker-example.py at master - poxyran/misc - GitHub
Frida Stalker @{t4? -BNZHAREHX-BEINZ
FENRAppIREIENIE BEDT - B v &2
Frida Stalker 21t 4? - & t&%E
Crashed when hooking too many functions - Issue #244 - frida/frida
Frida 4.4.0 Stalker.follow() Crashes process. Win8.1 x86_64, JS Bindings - Issue #63 - frida/frida
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