I
Fridaif@if, Androidi i
ZHIE
ctoreRi £
moverloadfyctoriki X
hookZctoriR B Z=1E
$newiR 1
EBhHA R overload BU S HUE X
HEIEIEObjectEAHITENI¥IF
enumM &
FTENByteBufferfiE I Z T H1E
FTEIMapHyArrayList
FTENERE0IE FA AN SR E A% B ST 35 IR THBE
FlogcatfiBhk iz
FRERBE
WEIFERFREBEEREM el
FJEBEHIR JRIZFF R
= I o) &
JavaflljsZ 2SI X R
HAZZ: Error java.lang.ClassNotFoundException

cannot call instance method without an instance

Bt 3%

¢

ZEA

1.1

1.2

1.3
1.3.1
1.3.1.1
1.3.1.2
1.3.2
1.3.3
1.34
1.3.5
1.3.6
1.3.7
1.3.8
1.3.9
1.3.10
1.3.10.1
1.3.10.2
1.4
1.4.1
1.4.2
143
1.5
1.5.1
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o EFARAS: vi.o.0
o FEHATE: 20251213
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BIBH 7 AR EEQHEAE, AFridaldidAndroidiappiEF ARG,

ARES+ BT+ T &

ABHEMRIG, ELN T, SR ETHRWNT:

HonKitj&H3
e crifan/frida_debug_android_summary: Fridaiflif Android258 a4

afE{ERLtHonKitRIB X E R AT AR F B

¥ : crifan/honkit_template: demo how to use crifan honkit template and demo

s i

o FridaidiAndroid 254 /5 45 book.crifan.org
o Fridaidi{Android 254 /245 crifan.github.io

B& THIEE
o Fridai@i Android 238 545 PDF

o FridaiditAndroid2L6 245 ePub
¢ FridaidifAndroid2i& 245 Mobi

hRAXH] A IE 5 BR

LR FHHENEHANE, WRKFGRE, BHATARE. EFH7ATSEENE, HERETHL.
WRIMBEN, BRIHFEKXRIK adnin 34 crifan.com , HERRMER, BHEIE,

EMEARKHIE, MENZIMARER. B2BTEQTRERE. WEFERE, H5FATX.
M5 754

RS RN EZRENEIERNBORY, TERBH crifan BEZHNETTRATHANERTPHX
LEBEFHIRARBIE, 1FULEI5H,
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XTFEHE
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ctored £y

1A -
o JavalyZErIctorR R

o A&
m = Constructor
n = SR
= YA
= = initERE
m = $initRE

o Him

» RBIREE
e FridaZhook Javafictori&
o HIFMhookBi%R:
m  this.$init()
» MAZE: this.$new()
o HFctorREEHIREE
» ARIAANSRA

newxxx
newxxx

s NIBLRIR[E]:  undefined
s AEEFREVEinit¥] At IEHjavasi RIS = ABEFTENSCHIME:
= AJBAA: this

newxxx
console newxxx

crifan.org, {EFE ®4.0EFEFR(CC BY 4.0)Y&%n all right reserved, powered by Gitbook&x /5 E #:
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Hoverloadhctori

445
Zhookoverloadfictort& £ =initek 25 :
$F

String (Java Platform SE 8 ) (oracle.com)
AY:

o Constructor=ctor=41& K £{=#)4a 1t i EX=init X £
o public String(String original)
o String(byte[] bytes, Charset charset)
o String(byte[] bytes, String charsetName)

BILNEER

e var func_String_ctor = cls_String.$init.overload('java.lang.String')
e var func_String_ctor_2pbc = cls_String.$init.overload('[B"',
'java.nio.charset.Charset')

e var func_String_ctor_2pbs = cls_String.$init.overload('[B', 'java.lang.String')

RS2 :

func_isShowLog
/******************** java.langlstring ********************/
className_String
// FridaAndroidUtil.printClassAllMethodsFields(className_String)

cls_String Java className_String
console cls_String

// public String(String original)

func_String_ctor cls_String $init
// var func_String_ctor = cls_String.getInstance.overload('java.lang.String')
// var func_String_ctor = cls_String.$new.overload('java.lang.String')

console func_String_ctor
func_String_ctor
func_String_ctor original
original

// String(byte[] bytes, Charset charset)
//
func_String_ctor_2pbc cls_String $init

console func_String_ctor_2pbc
func_String_ctor_2pbc


https://docs.oracle.com/javase/8/docs/api/java/lang/String.html

func_String_ctor_2pbc bytes. charset
bytes charset

newString_2pbc
console newString_2pbc

// String(byte[] bytes, String charsetName)

//
func_String_ctor_2pbs cls_String $init
console func_String_ctor_2pbs
func_String_ctor_2pbs
func_String_ctor_2pbs bytes. charsetName
bytes, charsetName
newString_2pbs
console newString_2pbs
FEEABIER:

https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaHookAndroidJava.js
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hookZ#ctoriR[E =&

It Fjavaftis

a2 b
a2

Ehook THISHER, RENIBE:

ThrowableCls

/******************** x @in ********************/
'

clsName_0Qiw
// printClassAllMethodsFields(clsName_0Qiw)

cls_0Qiw Java clsName_0Qiw
console cls_0Qiw

// public C666190Qiw(A a2, B b) {
// call: C666190Q1w<ByteBuffer, Long> c666190Q1w = new C666190Qiw<>(allocate5, Long.v
alue0f(j6))
func_0Qiw_ctor cls_0Qiw $init

console func_0Qiw_ctor
func_0Qiw_ctor
func_0Qiw_ctor a2, b
funcName
funcParaDict
a2
b

funcName, funcParabDict ThrowableCls
// var new@Qiw = this.$init(a2, b)
// console.log("new@Qiw=" + new@Qiw)
a2

O

console

console

console

// var new@Qlw = this
// return new®Qiw



MmER, ZRNEER:

new®Qiw a2, b
console newoQiw
newoQiw

{BLHH:  newdQiw=undefined
=AM

o &R E=ctorF E=initF £
o HiRBIREE
» FTBA (RIRA return newxxx , M) IREIREIALLRE: undefined
» FRUAEEEN: B2 return RE, HRE—HHN
o WIRBEITENVIIAMHIERIZHIME, MEATIA
»  (E¥MATLE) A: this

25451 :
a2, b
console

console
console

BIRTEER: (REFR) SEEIREXE:

X.0Q1w@e1993e0
Java.Field holder: X.0Q1w@e1993e0@, fieldType: 2, fieldReturnType:  object Obje
ct , value: java.nio.HeapByteBuffer pos
Java.Field holder: X.0Q1w@e1993e0, fieldType: 2, fieldReturnType: object Ob
ject |, value:

ME#—PNEEERENE, 2L .value

console value
console value

Ht:

java.nio.HeapByteBuffer pos

crifan.org, {EFAE24.0EFR(CC BY 4.0)i1% &7 all right reserved, powered by Gitbook&x /5 E#:
2025-08-20 22:49:37
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$newiR ZX

BIMET (BER, M ctor B sinit BREMMN) BiERE:

e S$new

o BX: FE—Javail RAISLH

$newhY iR

curThrowableCls Java
newThrowable curThrowableCls $

[EEEBNRT IE {6, LAbFTER Throwable FISEBIXIHR newThrowable T
EEAN 24T ENER ENE AR A% -

stackElements newThrowable
console stackElements

LEEN:IAER

// generate current stack trace string
prefix

// let newThrowable = ThrowableCls.$new()

// let newThrowable = this.curThrowableCls.$new()
newThrowable FridaAndroidutil curThrowableCls $

// console.log("genStackStr: newThrowable=" + newThrowable)
stackElements newThrowable

// console.log("genStackStr: stackElements=" + stackElements)
JsUtil prefix

prefix prefix

linePrefix
stackStr prefix linePrefix  stackElements
ckElements[0].getMethodName()
i i stackElements length i
stackStr linePrefix stackElements i

// stackStr = "\n\n" + stackStr
stackStr  stackStr
// console.log("genStackStr: stackStr=" + stackStr)

stackStr

EX-HAMTIELE

https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaAndroidUtil.js

//method//sta


https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaAndroidUtil.js
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L BEhER R overload IS EEN

IS LR

AMREnookHIREHI, T~2EEMFIEX

MR R EBREF A overloadzEH!, NIATIA:
HEAREREMAENX, RE Limplementation
RE1LfridatR s, MEFRZ P REBNTENEXNEE

&4

FFARED:

sources/com/bytedance/retrofit2/client/Request. java

builder
str str2 list typedoutput
i z i2 z2 obj
str str2 list typedoutput
requestBody i i2 z i3 z2 obj
str3 map
| SR—

XL, B3GR
/u\ghOOk {E Nﬂ:ﬁﬂ’ﬂﬁﬂs}i)\(
THEHP—LE, tbul:

e Builder
o ZRequestfIAIERAYZE
e List list

e Map<Class , Object> map
FERE, FHERFJavafEENETE
BAMAT A EE A

func_Request_ctor_b cls_Request $init

func_Request_ctor_b builder

eRE:



// public Request(Builder builder) {

func_Request_ctor_b cls_Request $init

// var func_Request_ctor_b = cls_Request.$init.overload('com.bytedance.retrofit2.clie

nt.Request$Builder')

console func_Request_ctor_b
func_Request_ctor_b
func_Request_ctor_b builder
funcName
funcParabDict
builder
Fridautil funcName, funcParabDict
builder

BITRAFridafY R Rk, WIKAZRIXT Moverloadfy K X

Error: Request : has than one overload, use .overload signature , to choose from
.overload
.overload ' ' '
’ ’ ’ ’ li
.overload 0 0 ;

/ / /

at X (frida/node_modules/frida-java-bridge/lib/class-factory.js:626

at K (frida/node_modules/frida-java-bridge/lib/class-factory.js:621

at frida/node_modules/frida-java-bridge/lib/class-factory.js:1103

at hookyyyClass_Request (/Users/crifan/dev/dev_root/androidReverse/xx/x/yyy/dynamic

Debug/frida/hook_yyy.js:1769

at hookyyy (/Users/crifan/dev/dev_root/androidReverse/x/x/yyy/dynamicDebug/frida/ho

ok_yyy.js:1848

at anonymous (/Users/crifan/dev/dev_root/androidReverse/x/x/yyy/dynamicDebug/frid

a/hook_yyy.js:1932

at anonymous (frida/node_modules/frida-java-bridge/lib/vm.js:12

at _performPendingVmOps (frida/node_modules/frida-java-bridge/index.js:250

at anonymous (frida/node_modules/frida-java-bridge/index.js:225

at anonymous (frida/node_modules/frida-java-bridge/lib/vm.js:12

at _performPendingVmOpswWhenReady | frida/node_modules/frida-java-bridge/index.js:244

at perform (frida/node_modules/frida-java-bridge/index.js:204
at hookAndroid (/Users/crifan/dev/dev_root/androidReverse/x/x/yyy/dynamicDebug/frid

a/hook_yyy.js:1935

at apply (native
at anonymous (frida/runtime/core.js:51




frida -U -f com.ss.android.ugc.aweme -| hook_douyin.js

bug/frida (-zsh) %3 cD zs| : ug 2sh) %5 frida (Python)

Qx func_Request_ctor_t @

hromium.net.urlcon

HttpURLConnection): int

lean’, 'java.lang.Object’

- HAhFE 22 overload IR EIE X, BN:

e .overload('com.bytedance.retrofit2.client.Request$Builder")

e .overload('java.lang.String', 'java.lang.String', 'java.util.List',
'com.bytedance.retrofit2.mime.TypedOutput', 'int', 'boolean', 'int', 'boolean',
'java.lang.0Object')

e .overload('java.lang.String', 'java.lang.String', 'java.util.List',
'com.bytedance.retrofit2.mime.TypedOutput', 'okhttp3.RequestBody',6 'int', 'int',

'boolean', 'int', 'boolean', 'java.lang.Object', 'java.lang.String', 'java.util.Map')
gnitk, MEIIAIEE EShookKE( T
// public Request(Builder builder) {

// var func_Request_ctor_b = cls_Request.$init
func_Request_ctor_b cls_Request $init

console func_Request_ctor_b
func_Request_ctor_b
func_Request_ctor_b builder
funcName
funcParaDict
builder
FridaUtil funcName, funcParaDict
builder

// public Request(String str, String str2, List<Header> list, TypedOutput typedOutput
, int i, boolean z, int i2, boolean z2, Object obj) {
func_Request_ctor_9para cls_Request $init



console func_Request_ctor_9para
func_Request_ctor_9para
func_Request_ctor_9para str. str2, list typedOutput i
z, 12, z2, obj
funcName
funcParaDict
str
str2
list
typedOutput

z
i2
22

obj

Fridautil funcName, funcParaDict

str. str2 1list typedOutput i, z 12 z2 obj

// public Request(String str, String str2, List<Header> list, TypedOutput typedOutput
, RequestBody requestBody, int i, int i2, boolean z, int i3, boolean z2, Object obj, St
ring str3, Map<Class<?>, Object> map) {
func_Request_ctor_13para cls_Request $init

console func_Request_ctor_13para
func_Request_ctor_13para
func_Request_ctor_13para str, str2 1list, typedOutput
requestBody i, i2 z i3, z2 obj str3 map
funcName
funcParaDict
str
str2
list
typedOutput
requestBody
i
i2
z
i3
z2
obj
str3
map

Fridautil funcName, funcParaDict



str, str2 1list typedOutput requestBody i 12 2z i3 z2
obj str3, map
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1 EIHE 1E ObjectZHFHITENIF1F

Z BiFridaidiAndroiddy, 1@Z|JavaftiBtBxhY, object[] =ObjectiN4H7 HEAY(O)RR

BLEELEKGEEO0bjecttVEEH, EREIAE (FLEIHEM (4
FBList) A93)

EEanZz BIFTENHAYE:

ankqg a retArrOb anjs

iy

[# anjs@3dc8422b]

AEUAE:

Object HJ Array Bf List == oObject[]
BRHEHIAEN

-) MEBEXNER, REEEY

clsName retArrobj
console funcName retArrObj clsName
4T ENLHAY:
ankq a retArrObj anjs clsName enln
FEJ:  enln

7R, HERE:

e [# anjs@3dc8422b] FHIFLANEEIZ object[]
o BEEXRE: B —1%: enln (RISEHI)

-) MEREEATR:
Hefennf9BE:

XXX_v250861_JEB/enln.java

util Objects

enln encw
encw a
b
c



enln a

arr_object v
b arr_object
c v

MR E AT AR LR :

XXX_v250861_JEB/encw.java

encw enck
enor a
d
serialVersionUID XFFFFFFFFCAFEBABEL

) FEETE:
FEHERET (R¥encwFiUtHEBH) ListEE
PRIXERLEFTENERAVE, EUTtoString()ErIfE, =Z:

[# anjs@3dc8422b]

BERGENRNOBANES, EEIEASETRIBRAIE

REEITENXT RAVENERFIFRIZOE
o (1) F#E|, EIEMIODbject[|HIXT KRBT EobjArr
o (2) AEBERforfEf+objArr.length, EIRENE 1 Objecty IR, FTENTIRAIIEIE
2445
OB E
inputObj, prefixStr
bvalue curObj b value
console newPrefStr
curObj a value

bvalue
curobj c value

console bvalue length
idx idx bvalue length; idx
console ) $ bvalue ' $idx

curAnjs  bvalue idx
console curAnjs



curAnjs. prefixstr

RIDHILE

a b objArr anjs c size
bvalue length

==-=------- anjs

curAnjs anjs
inputObj anjs inputClsName anjs
curobj anjs curClsName anjs

a anjs b c d REBRITABIFMEIE — China Telecom e
f clsName fjgr ' object Object g h . i clsName fjex ByteString
size 2 contents j k clsName
| S—

TrRBENENRR:
AILAFTENH, Lb4b:

ITRAIENE object[] , BN enln.b , B TNRITE (HEXBESII—1% anjs ) BIFIE ( anjs B
BHE)
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enum &%k

o MR
o FridaZhookZ & H1JavafJenumi
» FridaZhook enum#, Fh{&IEEhook javahk—+¥
» R

= BPESMY values() R, FENTMUAER

&4

JavaRgi & :

XXX_Vv250861_JEB/anjp.java

anjp figu

vl

// Tjgu

hookft,i3:

clsName_anjp
// FridaAndroidUtil.printClassAllMethodsFields(clsName_anjp)



cls_anjp Java clsName_anjp
console cls_anjp

// private anjp(int vi) {
//
func_anjp_ctor cls_anjp $init
console func_anjp_ctor
func_anjp_ctor
func_anjp_ctor vl
funcName
funcParaDict
vl

FridaAndroidutil funcName, funcParaDict

newAnjp vl
console funcName newAnjp
newAnjp

anjp toString Native Method

at enls .y Native Method

at enls get com google android. xxx
at enls get Native Method

at ankb.a com google android. xxx
at ankb.a Native Method
at fosv.d com google android. xxx
at fosv.d Native Method
at fosv.a com google android. xxx
at fosv.a Native Method
at ankf.a com google android xxx
at ankf a Native Method
at fosv.d com google android xxx
at fosv.d Native Method
at fosv.a com google android xxx
a

at fosv.a Native Method

at anmg. init com google android xxx
at anmg. init Native Method

at anmi.a com google android xxx
at anmi.a Native Method

at fosv.d com google android xxx
at fosv.d Native Method

at fosv.a com google android xxx
at fosv.a Native Method

at anmh.b com google android xxx
at anfl.a com google android xxx



at anfl a Native Method

at angv.a com google android. xxx

at angv.a Native Method

at com google android xxx checkin CheckinIntentOperation onHandleIntent com google a
ndroid . xxx

at com google android chimera IntentOperation onHandleIntent com google android xxx

at ansx onHandleIntent com google android xxx

at rli run com google. android. xxx

at rlh . run com google android. xxx

at eksg . run com google android. xxx

at java util concurrent ThreadPoolExecutor runWorker ThreadPoolExecutor . java
at java. util concurrent ThreadPoolExecutor Worker run ThreadPoolExecutor . java
at java lang Thread run Thread java

anjp toString retString

(| —
REEPE P ERIMTIRIIIERL

e enum, BHEBETERE:
o .values()
n 4L
m  public static anjp[] anjp.values()
» FIAATFIREERTIER
» FENTUEEA
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FTENByteBufferfiE M H HE

Fridafjs®, ZBZEFTEJAndroiddJavafiByteBufferfU%IE (RIFFTENEN N FRFE) -

THEZRE:

// java ByteBuffer to String
byteBufer
console byteBufer
// javaByteBufferToStr: byteBufer=java.nio.DirectByteBuffer[pos=793 1im=16375 cap=1
6375]
// // record current status
// var oldLimit = byteBufer.limit()
// var oldPositon = byteBufer.position()
// console,log( oldLimit=${oldLimit}, oldPositon=${oldPositon}")
byteBufer // rewind to start position
console byteBufer
// after java.nio.DirectByteBuffer[pos=0 1lim=793 cap=16375] flip
// var utf8CharBuffer = FridaAndroidUtil.StandardCharsets.UTF_8.decode(byteBufer)
// var charsetUtf8 = FridaAndroidUtil.StandardCharsets.UTF_8

charsetUtf8 FridaAndroidUtil StandardCharsets value
console charsetUtfs8
// charsetUtf8=UTF-8
utfsCharBuffer charsetUtfs byteBufer
console utfsCharBuffer
utfeBufstr utfsCharBuffer
console utfaBufstr

// // restore status before flip
// byteBufer.limit(oldLimit)
// byteBufer.position(oldPositon)

utf8BufStr

ERRE:

// public final void onReadSucceeded(boolean z) {
//
func_CronetUploadDataStream_onReadSucceeded cls_CronetUploadDataStream onRead
Succeeded
console func_CronetUploadDatasS
tream_onReadSucceeded
func_CronetUploadDataStream_onReadSucceeded
func_CronetUploadDataStream_onReadSucceeded z
funcName
funcParaDict
z

FridaAndroidutil funcName, funcParaDict

// var mByteBuffer_before = this.mByteBuffer
mByteBuffer_before 9


https://docs.oracle.com/javase/8/docs/api/java/nio/ByteBuffer.html

console mByteBuffer_before
mByteBuffervar_before _g value
console mByteBuffervar_before

reqBodyData mByteBuffervar_before
console reqBodyData
// var reqBodyByteArr = reqBodyData.array()
// console.log("reqBodyByteArr=" + reqBodyByteArr)

// var reqBodyUtf8Str
// copy ByteBuffer
forProcessByteBuffer reqBodyData

FridaAndroidUtil.javaByteBufferToStr(reqBodyData)

console forProcessByteBuffer
reqBodyutf8estr FridaAndroiduUtil forProcessByteBuffer
console regBodyutfsestr
console funcName regBodyData
z

// var mByteBuffer_after = this._g

// console.log("mByteBuffer_after=" + mByteBuffer_after)

// var mByteBufferVar_after = this._g.value

// console.log("mByteBufferVar_after=" + mByteBufferVar_after)

BXAG:
mByteBuffer_before Java Field holder org chromium net impl CronetUploadDataStream
fieldType fieldReturnType Ljava nio ByteBuffer . value java nio DirectByteBu
ffer pos lim cap
mByteBufferVar_before java nio DirectByteBuffer pos lim cap
regBodyData java nio DirectByteBuffer pos lim cap
forProcessByteBuffer java nio DirectByteBuffer pos lim cap
byteBufer java nio DirectByteBuffer pos lim cap
after java nio DirectByteBuffer pos © lim cap flip
charsetUtf8 UTF
utf8CharBuffer X subtype xxx sender xxx X app_ver X osv X cliv fem X XXX
X appid yyy X scope X Goog Firebase Installations Auth eyJhbGciOiJFUzIANil
SINR5cCIBIKpXVCJI9 zz zz X gmp_app_id 3Aandroid bbb X firebase app name hash Rid
AHOUi7M zzz X app_ver_name app org telegram messenger web device bbb app_ver
gcm_ver plat © cert aaa target_ver
utf8BufStr X subtype xxx sender xxx X app_ver X osv X cliv fem X XXX
X appid yyy X scope X Goog Firebase Installations Auth eyJhbGciOiJFUzI1NiIsIn
R5cCIBIkpXVCJI9 zz zz X gmp_app_id 3Aandroid bbb X firebase app name hash R1dAH9
Ui7M zzz X app_ver_name app org telegram messenger web device bbb app_ver
gcm_ver plat © cert aaa target_ver
reqBodyUtf8Str X subtype xxx sender xxx X app_ver X osv X cliv fem X XXX
X appid yyy X scope X Goog Firebase Installations Auth eyJhbGciOiJFUzIANiI
SINR5CCIBIKPXVCJI9 zz zz X gmp_app_id 3Aandroid bbb X firebase app name hash Rid
AHOUi7M zzz X app_ver_name app org telegram messenger web device bbb app_ver

gem_ver plat O cert aaa target_ver



buffer data java nio DirectByteBuffer pos
lim cap

(| S—
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FJTENMapHhYArrayList

e
XS FIELbaY:
(1) JRE3HZE:

requestHeaders

(2) (jadx. JEBR#IFEH) REEABEE:

mRequestHeaders

(3) [=4EH

FridaAndroidutil mRequestHeaders

FTENHjavalg LRI 2 :
e j$.util.m

HehFjadxiERIMNE:

XXX_Vv250861_jadx/sources/j$/util/C0052m. java

$ util

/* renamed from: j$.util.m, reason: case insensitive filesystem */
/* loaded from: classesl2.dex */

HAppy:

e implements SortedMap
o FHiLkK, AAZE, REZE: MaptExas
e extends C0O049j
o WEIRMFER
m XXX_Vv250861_jadx/sources/j$/util/C0049j.java
m  class C0049j implements java.util.Map, Serializable, Map {
o BICHKME: java.util.Map = Map HXAIZE
w ) BRI, HLE:  Array EBRE: Arraylist

REGERMZE:

LEAb A S TN AL AY -



o javaztHl
o JEMBAHZE: Arraylist

ArraylList<Map.Entry >

o JEEMREHE: ArrayList mRequestHeaders

ArraylList

o fridafTENHAIZ

j$.util.m
= MEEXREBHRERR, BEBE: Map HIE
» (BLFRLMAZE: Array AJE

RIRFHLEDE:

// java ArraylList (byte array / List<Integer> / ArraylList<Map.Entry<String, String>>
) to string

//
//
//
//
//

javaArraryList

var jsArrayList = FridaAndroidUtil.javaByteArrToJsByteArr(javaArrarylList)
console.log("jsArrayList=" + jsArraylList)

var jsArrayListStr = jsArraylList.toString()
console.log("jsArrayListStr=" + jsArrayListStr)
return jsArraylListStr

javaObjList  javaArrarylList

console javaObjList
javaObjListStr  javaObjList
console javaObjListStr
javaObjListStr

aders

mRequestHeaders curObj s value

console mRequestHeaders
console FridaAndroidutil

//
//
//
//
//
//
//
//
//

//

mRequestHeadersStr  FridaAndroidutil

// FridaAndroidUtil.updateClassLoader("java.util.Map")
var headersStr = mRequestHeaders.toString()
console.log("headersStr=" + headersStr)

var headersValues = mRequestHeaders.values()
console.log("headersValues=" + headersVvValues)

var headersEntries = mRequestHeaders.entrySet()
console.log("headersEntries=" + headersEntries)

var headersKeys = mRequestHeaders.keySet()
console.log("headersKeys=" + headersKeys)

var mRequestHeadersStr

console mRequestHeadersStr

console clsNameStr

curobj o value
curObj r . value

mRequestHeaders
mRequestHe

mRequestHeaders

FridaAndroidutil.mapToStr(mRequestHeaders)



// + " mRequestHeaders=" + mRequestHeaders
mRequestHeadersStr

BXHEE:

mRequestHeaders object Object  type object
mRequestHeaders class j util m
javaObjList Content Type application x www form urlencoded Authorization AidLogin xxx y

yy app org telegram messenger web gcm_ver app_ver
javaObjListStr Content Type application x www form urlencoded Authorization AidLogin xxx
yyy app org telegram messenger web gcm_ver app_ver
mRequestHeadersStr Content Type application x www form urlencoded Authorization AidLogi
n XXX yyy app org telegram messenger web, gcm_ver app_ver
| S—
M7,
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FT ENeR 5017 FA A eR ZN A% B ST F5 I B T BE

. BK
o 18EAEFridaZhookVTBRS, FTEN EAKIAMMIR SR
. EHEITENEE

=S TR

curstr
isShowLog
// let isShowLog

false

excludelList

// console.log( excludeList=${excludelList}")
eachExclude excludeList
// console.log( eachExclude=${eachExclude}")
curstr eachExclude
// console.log( eachExclude=${eachExclude} inside curStr=${curStr} => should ex
clude => is not show log’)
isShowLog

includelList

eachInclude includelist
curstr eachInclude
isShowLog

isShowLog

func_isShowLog
clsName_arwe
// FridaAndroidUtil.printClassAllMethodsFields(clsName_arwe)

cls_arwe Java clsName_arwe
console cls_arwe



// public static fnlr k(Context context, boolean z, int i, Integer num, arwl arwlvVa
r, eogj eogjvar) {
//
func_arwe_k cls_arwe k
console func_arwe_k
func_arwe_k
func_arwe_k context., z. 1, num arwlvar, eogjvar
funcName
funcParaDict
context

num
arwlvar
eogjvar

isShowLog
func_isShowLog
ctxStr  context
isShowLog ctxSstr

isShowLog
FridaAndroidutil funcName, funcParaDict

retFnlr context, z. i num arwlvar eogjvar
isShowLog
console funcName retFnlr

retFnlr

HookAppJava_xxx HookAppJava_xxx . func_isShowLog

o SCIRIRR:
IES::2c 4=k
» B (HERZIRAH) clearcut EARE-) MHRIE= RITENLR
» B (BR7IRPH) 35__ 40 FERE -) MITENLR

context com google android xxx clearcut service ClearcutLoggerChimeraService
z i num arwlvar eogjvar



arwe k Native Method

at apsh.a com google android. xxx

at emtf.a com google android. xxx

at apsi.c com google android xxx

at apsi. f com google android xxx

at bwdy ft com google android xxx

at bwei . run com google android. xxx

at eksg.run com google android. xxx

at arvc.c com google android xxx

at arvc.run com google android. xxx

at java.util concurrent ThreadPoolExecutor runWorker ThreadPoolExecutor java
at java.util concurrent ThreadPoolExecutor Worker .run ThreadPoolExecutor java
at asaq.run com google android. xxx

at java lang Thread run Thread java

arwe . k retFnlr fnlr

SEIRR -

o N LEIERAHIREI -) SITENXEBE

o M LEIRAMEE -) FHTENXLERS

o == HiffiFarwe kicontextF iy clearcutFARAIN S

o -) BAILAHFRIZRZMMA KRS, BEREAGAXENASEAETT

o -) TMZLRBERY: HIOTH, RSEHBE
7 BESNAE, EFEUtIRES:
https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaAndroidUtil.js
https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaHookAndroidJava.js
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FlogcatifBhik #i2

M5 YHiBTappBRKAZHIEN, TUEET logcat KEEDZHEXER, HIFHTH ARG
B

241

Eban z piat 3

GSF = Google Services Framework (8 : com.google.android.gsf )

EERH#HFZprocess

BRBEI B BIRLHAE:

redfin:/data/user/0/com.google.android.gms # ps -A | grep gsf

adb logcat

m (FTEE) RIEXEE:

I ActivityManager Start proc com google process. gs
ervices u@al26 for content provider com google android gsf com google android gsf gser
vices GservicesProvider

MImER R HF:

e Start proc 2149:com.google.process.gservices/
REAE, Hep:

com.google.process.gservices

T E 3TN processiHFE I B TR
ARE8EE:
redfin:/data/user/0/com.google.android.gms # ps -A | grep gservices

uo_aizé do_epoll_wait S com.google.process.g
services

AT R T XS R AE
->MIMHRRE :

e GSF = Google Services Framework (B8 com.google.android.gsf )

o HYHFIERIRE: com.google.process.gservices

crifan.org, {EFE #4.0EFR(CC BY 4.0)1Y&%n all right reserved, powered by Gitbook&x /5 & #i:
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REIH AT EEZER M ...

Z BiAFridaifil % HappiZ@iAiE], &2:

/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/staticAnalysis/360Wallpap
er_jadx_showBadCode/sources/com/w/thsz/info/PaperEntry. java

mi.e
f12218h f12227b

method obj2 mi.e

f12215e ml.e
mil. e

mi.e

obtain mie

360Wallpaper_jadx_showBadCode

PaperEntryjava %

Process.killProcess
L] M oab, K| WA, 38 1
1 void c(
t intent;
intent2;
intent3;
omponent;

AppLovinExceptionHandler
Process killProcess(Pro

CHERRM RN (Pro tDeclaredMethod (1. B1E("NLPE 4=\n", "R9alUonj9dé=\n"), String.cl
TPCrashHandlerjava ceptione)
Process killProcess(Process.myPid(); rintstackTrace();

HomeEntry.

Process killProcess(Prot .£12214d = b(m1.e.d("yI10z
S eption €10
PaperEntry java 0 €10.printStackTrace();

Process killProcess(Process.myPid();

Process.killProcess(Pro

ct obj = b.a;
Build.VERSION.
Object obj2 = b.
Process.killProcess|( yPid()) f (0bj2

Process killProcess(Pro
Process killProcess(Pro

method. invoke(obj2, ml.e.i("sw==\n",
catch (Throwable th:
th.printstackTrace();

.f12217h
.12 18 f 6 -16 . 122179
throw new RuntimeException(ml. 70tsj11YTBj fh1i7fwhER

U paperParcel =

f (paperParcel 3 perParcel.f12228¢) != & intentd.getComponent
Parcel obtai
.12211a = obtain;
obtain.writeInterfaceToken(m1.e.i("NS1YKceV
2211a. writeStrongBinder
CINT;

1 crifan staff 9.8 8 31 11:05 libfile_lock_pg.so
1 crifan staff 448K 8 31 11:05 Uibm
it: (main) x pwe
s man/devmev,rafx/annrmuneverse/xeepnwe/asewaupappr/s«a:;(Ana\ysn/;aewa\\naper_]aax,shnwsaucaue/resources/\m/amaa—vsa

a g

Si:4 UTF-8 LF Java

R mie.i, BEANFREINBEZRL,
mitst, BERBFRRIAFHSEZEMNT4
FIMARIIRER: A BRI T ZNFAFaS, thu:

e ml.e.i("/03etnXwGpjjkNGnVcU4vt6M+opQ2Dgp\n", "qt+f+CaxWcw=\n")



e ml.e.i("zGS1ImdUecVXNZr2IxB52Qt5+p4rCFWtfoQ==\n", "nzDOy4FBIhA=\n")

e ml.e.i("8FiwfWoYXHDtRb9sWyvoRCBpkEBNEOLIQWWSF\n", "pArxMzlZhyQ=\n")

e ml.e.i("4AOVevLN2/P2DpN14svU9POFiHr43dvjohivdQ==\n", "olHa07aOmgA=\n")

e ml.e.i("G61VUTe7H3YGtFpAF449UDuyemwQiClPKpVgfhCTMOw=\n", "T/sUH2T6XCI=\n")
e ml.e.i("S6InNM4wZvrtLojQ01Q050VmiLy6WGaOnWbg1IJdsSvrpw\n", "GPZmYdhG9/U=\n")
e ml.e.i("+NDn2vFU9rvlzejLOWHUNdjDxeDLY9yb1Q==\n", "rIKmlKIVte8=\n")

e ml.e.i("vamMtHb5b/y6tJuvdvox67y8g7Vj5Xr2obM=\n", "7v3N5iKmLr8=\n")

== FRHRIEE

Bl BEFNES

/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/dynamicDebug/Frida/frida/
hook_360Wallpaper.js

// convert Object(dict/list/...) to JSON string
curobj, singleLine space
// console.log("toJsonStr: singleLine=" + singleLine)
// var jsonStr = JSON.stringify(curObj, null, 2)
jsonStr curobj space
singleLine
// jsonStr = jsonStr.replace(/\\n/g, '')
jsonStr  jsonStr

jsonStr
// return curObj.toString()

decryptedstrbDict

// example:
//  stril=n+IwzFs/0g7X4DzE\n, str2=+YNTQT1lQVWU=, decryptedStr=facebook.com
//  str1=C0Y033gie94ALSCkCnQj2g5kDIVwaigx\n, str2=WhVY8DINF4w= -->> decryptedStr=QSV/J
/1RZ8XT8Y4VT(TeBg==
strli, str2 decryptedStr
delimChar
curToDecryptStrGroup stri delimChar  str2
// console.log("curToDecryptStrGroup=" + curToDecryptStrGroup)
// if (I (curToDecryptStrGroup in decryptedStrDict)){

decryptedStrDict curToDecryptStrGroup
decryptedStrDict curToDecryptStrGroup decryptedStr
console decryptedStrDict

// manual decrypt obfuscated string
mi1ECls. miEIFunc
// /Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/staticAnalysis/36
Owallpaper_jadx_showBadCode/sources/com/w/thsz/info/HomeEntry.java
// /Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/staticAnalysis/36



HEFERFTEEEREM e

Owallp

//
//
//
//
//
//
//
//

aper_jadx_showBadCode/sources/com/w/thsz/info/PaperEntry.java

toDecryptStrArr
["/03etnXwGpjjkNGnVecU4vtBM+opQ2Dgp\n", "qt+f+CaxWew=\n"],
["zGS1mdUecVXNZr2IxB52Qt5+p4rCFWtfOQ==\n", '"nzDOy4FBIhA=\n"],
["8FiwfWoYxHDtRb9sWyvoRcBpkEBNEOL1QWWSF\n", "pArxMzlzhyQ=\n"],
["4A0VevLN2/P2DpN14svU9POFiHr43dvjohivdQ==\n", "olHa07aOmgA=\n"],
["G61VUTe7H3YGtFpAF449UDuyemwQiC1lPKpVgThCTMOW=\n", "T/sUH2T6XCI=\n"],
["S6INM4wZvrtLojQelQO50VmiLy6WGaOnwWbgiIJdsSvrpW\n", "GPZmYdhG9/U=\n"],
["+NDn2vFU9rvlzejLOWHUNdjDxeDLY9yb1Q==\n", "rIKmlKIVte8=\n"],
["vamMtHb5b/y6tJuvdvOx67y8g7Vi5Xr2obM=\n", "7v3N5iKmLr8=\n"],

milEIFunc

38



toDecryptStrArr curDecryptRow

// console.log("curDecryptRow=" + curDecryptRow)
stri  curDecryptRow
str2 curDecryptRow

// console.log("stri=" + stri + ", str2=" + str2)
striStripped stri
str2stripped str2

// var decryptdStr = miEIFunc(stril, str2)
decryptdStr mi1ECls = (str1, str2

// console,log("stri=" + stri + ", str2=" + str2 + " -->> " + decryptdStr)
console decryptdStr striStripped
str2stripped

// toDecryptStrArr.forEach((item, index, arr) => {
// console.log("item=" + item + ", index=" + index + ", arr=" + arr)

// toDecryptStrArr.forEach((curDecryptRow, curIdx) => {

// console.log("curbDecryptRow=" + curDecryptRow + ", curIdx=" + curlIdx)

// var strl = curDecryptRow[0]

// var str2 = curDecryptRow[1]

// console.log("stri=" + stri + ", str2=" + str2)

// // var decryptdStr = miEIFunc(stri, str2)

// var decryptdStr = miECls.i(strl, str2)

// console.log("stri=" + stri + ", str2=" + str2 + " -->> " + decryptdStr)
/7°})

// 360Wallpaper_jadx_showBadCode/sources/mi/e.java

milEClassName
mi1ECls Java mlEClassName
console mi1ECls

// printClassAllMethodsFields(m1EClassName)

// print static propery value
miEC miECls ¢
miED miECls d
miEE mi1ECls e
console miEC m1ED miEE
miECvValue mi1EC value
miEDvValue mi1ED value
miEEvValue m1EE value
console milECValue mi1EDValue
EEvalue

// public static String i(String str, String str2) {
miEIFunc mi1ECls i

console miEIFunc

mi1EIFunc

ml



// hook function
miEIFunc
miEIFunc

// PrintStack(Throwable.$new())
decryptedstr stri str2

// console.log("mi.e.i(): stri=" + stri + ",
striStripped stri
str2Stripped str2

console

pped

strl, str2

str2=" + str2 + " -> " + decryptedStr)

striStripped stra2stri

decryptedstr
// saveDecrptedString(stri, str2, decryptedStr)
decryptedStr

360Wallpaper

AREES J5 hook_360Wallpaper.js M 2

360WALLPAPER Frida > frida
dynamicDebug

adb

AndroidStudio

Frida

frida

BinderCls.execTransact

15 hook_360Wallpaper.js
temServer.js e nsoTai ot

alue=" + mlEDValue + ", m ue=" + mlEEValue)

® frida_trace_commands.coffee mIETFunc = mIECLs. i

console. Log(“n1ETFun:

if (mEIFunc) {
mIEIFunc. inplementatio

e + mIETFunc)

 frida_360Wallpaper_amsStartService_20230905.coffee

(str1,
 frida_360Wallpaper_nativeFur

w frida_ActivityManagerService_allFuncField_20: decryptedStr = Lilstr1, str2
60Wallpaper_forceStoj

stristrippes

strastrip

console. log("m1
_20230905.cof return decryptedStr
t_20230906.coffee
230906.coffee

e_360Wallpaper_onTransactAndJavaFun

"+ strastripped + “ + decryptedstr

Wallpaper_execTran:

60Wallpaper_onTransact_

60Wallpaper
ctivityManagerService_allFuncField_:
60Wallpaper_20230905.coffee

Objection
¥ objection_360Wallpaper_20230905.coffee
® objection_system:
input

lpaper_1.0.4_apkcombo.com.apk
staticAnalysis
gitignore
README.md

LY

mi.e
at al1.c
at al1.c

Native Method

i
e Unknown Source

d

tr CrGA
tr2Stripped=ydrtLomDKII=
strastrippe VSY:
3t

triStripped=gBP

onReceive OutHelper kt
at android app LoadedApk ReceiverDispatcher Args lambda getRunnable

oadedApk ReceiverDispatcher Args LoadedApk. java

at android
Source

at android
at android
at android
at android
at android
at
at

own

app LoadedApk ReceiverDispatcher Args

17 JOL/Y WyNaus-
a5unHxh9K7n7ehI K] 1bacuqwdgBeGst;
straStrippe n > UTF-8

facebook. com

adjust_ref

25trippe
W7/

os Handler handleCallback Handler java
os Handler dispatchMessage Handler java
os Looper loopOnce Looper java
os Looper loop Looper java

app ActivityThread main ActivityThread java
java lang reflect Method invoke Native Method

com android internal os RuntimeInit MethodAndArgsCaller run RuntimeInit. java

8pknh1655sfcqdxfed

8pknh1655s fcqdxfed

UuVSngdo vob,

28pknh16!

CADN1YSQnEw=:

hpov19eu82828pknh1655s fcqdxfed

qdxfe9

V5ngd9tTga51btR/kvab/ICADNLYSQnEw==
9

0v19eu82828pknh16555 fcqdxfes

50, 311 (3 2

android

UTF-8 LF {

app L

ExternalSyntheticLambda® run Unkn



at com android internal os ZygoteInit main ZygoteInit java
mie i stri e5sBx5B3wHN5kg
str2 HPRUoPwShwE

mie i striStripped n IwzFs 0g7X4DzE, str2Stripped YNTQT1QVWU
curToDecryptStrGroup n IwzFs 0g7X4DzE

YNTQT1QVWU
mie i striStripped 61mEOrkL. str2Stripped iz3uT8p p adjust
curToDecryptStrGroup 61mEOrkL

1z3uT8p p
mie i striStripped YWcBkgUTintlzQ str2stripped AANr53zniQk adjust_ref
curToDecryptStrGroup YWcBkguTintlzQ

AANr53zZniQk
mie i striStripped u9g6nVALSA str2stripped D5il I organic
curToDecryptStrGroup u9génVAL9A

D5il I

miedi striStripped pfWjrvurbQ str2stripped yofEz5XCDjU organic
curToDecryptStrGroup pfWjrvurbQ

yofEz5XCDjU
mliei striStripped ZiB8KGA str2Stripped AE® eZ9v58g fb4a
mlei striStripped n IwzFs 0g7X4DzE str2Stripped YNTQT1QVWU
mliedi striStripped 61mEOrkL str2Stripped iz3uT8p p adjust
mliedi striStripped YWcBkgUTintlzQ str2stripped AANr53ZniQk adjust_ref
mliedi striStripped u9g6nVALSA str2stripped D5il I organic
mliedi striStripped pfWjrvurbQ str2stripped yofEz5XCDjU organic
mle i striStripped GKcOvG5nbr4 , str2Stripped We5Y7DwNBYM AIVPRjk
mlie i striStripped urwhs9CWsta5unHxh9K7n7ehIfKJlbacuqw498eG5tY . str2Stripped 3M9Jw7
09 fshpovi9eu82828pknh1655sfcq4xfed
mle i striStripped gBPhX4E . str2Stripped 1UencrnGACo UTF
mle i striStripped COY033gie94ALSCkCnQj2g5kDJVwaigx  str2Stripped WhVYBDINF4w

QSV J 1RZ8xT8y4VTqTeBg
mle i striStripped urwhs9CWsta5unHxh9K7n7ehIfKJlbacuqw498eG5tY . str2Stripped 3M9Jw7
09 fshpovi9eu82828pknh1655sfcq4xfed
mle i striStripped gBPhX4E . str2Stripped 1UencrnGACo UTF
mle i striStripped 10Lv8t576N2Tkc7T73ezi5Xc6KjjoOL Y2JHZXSEWyNau vpzTm7hw strast
ripped 96i6h4hOhro cJUuvsngdotTgo51btR kvob 9CAIXN1YSQNnEw
mie i striStripped urwhs9CWsta5unHxh9K7n7ehIfKJibacuqw498eG5tY , str2Stripped 3M9Jw7
0g fshpovi9eu82828pknh1655sfcg4xfed
mie i striStripped gBPhX4E . str2Stripped 1UencrnGACo UTF
mie i striStripped qrwbDW7z7XA str2stripped ydrtLOmDKJI context
mie i striStripped ON9I str2Stripped s7M7XUPzvSY cls
mie i striStripped e5sBx5B3wHN5kg str2stripped HPRuoPwSnwE google_ref
mie i striStripped Zi8KGA str2Stripped AE® eZ9v58¢g fb4a



mie i striStripped n IwzFs 0g7X4DzE, str2Stripped YNTQT1QVWU

mie i striStripped 61mEOrkL. str2Stripped iz3uT8p p adjust

mie i striStripped YWcBkgUTintlzQ str2stripped AANr53zniQk adjust_ref

mie i striStripped u9g6nVALSA str2stripped D5il I organic

mie i striStripped pfWjrvurbQ str2stripped yofEz5XCDju organic

mie i striStripped GKcOvG5Snbr4 . str2Stripped We5Y7DwWNBYM AIVPRjk

mie i striStripped urwhs9CWsta5unHxh9K7n7ehIfKJibacuqw498eG5tY . str2Stripped 3M9Jw7
0g fshpovi9eu82828pknh1655sfcq4xfed

mie i striStripped gBPhX4E . str2Stripped 1UencrnGACo UTF

mie i striStripped COY033gie94ALSCkCnQj2g5kDJIVwaiqx str2Stripped WhVYS8DINF4w

QSV J 1RZ8xT8y4VTqTeBg

mie i striStripped urwhs9CWsta5unHxh9K7n7ehIfKJibacuqw498eG5tY . str2Stripped 3M9Jw7
0g fshpovi9eu82828pknh1655sfcq4xfed

mie i striStripped gBPhX4E = str2Stripped 1UencrnGACo UTF

mie i striStripped 10Lv8t576N2Tkc7T73ezi5Xc6KjjOL Y2JHZxsEWyNau vpzTm7hw strast
ripped 96i6h4hoOhro cJUuVv5ngdotTg951btR kvob 9CAIXN1YSQnEw

mie i striStripped urwhs9CWsta5unHxh9K7n7ehIfKJibacuqw498eG5tY . str2Stripped 3M9Jw7
0g fshpovi9eu82828pknh1655sfcq4xfed

mie i striStripped gBPhX4E = str2Stripped 1UencrnGACo UTF

Updated decryptedStrDict

Updated decryptedStrDict

Updated decryptedStrDict



) FEphRE:

miEIFunc function e
native code

TRANSACTION_startService --- striStripped o03etnXwGpjjkNGnVcU4vt6M opQ2Dgp str2stri
pped qt f CaxWcw

START_SERVICE_TRANSACTION --- striStripped zGSimdUecVXNZr2IxB52Qt5 p4rCFWtfeQ str
2Stripped nzDOy4FBIhA

TRANSACTION_broadcastIntent --- striStripped 8FiwfWoYXHDtRb9sWyvORCBpKEBNEOLQWWSF s
tr2stripped pArxMzlzhyQ

BROADCAST_INTENT_TRANSACTION --- striStripped 4AOVevLN2 P2DpN14svU9POFiHr43dvjohivdQ

str2Stripped olHaO7a0mgA
TRANSACTION_startInstrumentation
VgfhCTMOW . str2Stripped T sUH2T6XCI
START_INSTRUMENTATION_TRANSACTION --- striStripped S6InM4wZvrtLojQ01Q050VmiLy6wWGaonw
bglIJsSvrpW,  str2Stripped GPZmYdhG9 U
TRANSACTION_startActivity --- striStripped NDn2vFU9rvlzejLOWHUndjDxeDLYSyb1Q str
2Stripped rIKmlKIVte8
START_ACTIVITY_TRANSACTION --- striStripped vamMtHb5b y6tJuvdvOx67y8g7Vj5Xr2obM . st
r2stripped 7v3N5iKmLr8

-- striStripped G61VUTe7H3YGtFpAF449UDuyemwQiClPKp

PaperEntry java
HomeEntry java

) FREMERLDER:

miEIFunc function e
native code

android app IActivityManager Stub --- striStripped dKEMTz a hFOvxgTGbL5S3y5AUkpvvtRd
KgNT3Sg7kp3, str2Stripped Fc9oPVDzmj8
android app IActivityManager --- striStripped G96QImCjHHQbwIR RosbLhPGnSR2hxk0G9eRIg

str2Stripped erDOUA KeFo
L --- striStripped QA str2stripped DHIUWtcRHPM



setArgve --- striStripped 97HxJBfO7nI . str2Stripped hNSFZWWpuEI

activity --- striStripped hQG5PXN9gEE . str2Stripped 5GLNVAUUSDg

START_SERVICE_TRANSACTION --- striStripped 6ibSaFhtSRDrJINp5SW10B g8wHtPZ1lMaow str

2Stripped uXKTOgwyGlU

BROADCAST_INTENT_TRANSACTION --- striStripped qbf04YGsTom usjukapBjrSx@ GLVE6Zv6z07g
str2Stripped ¢ WBoMXvD90o

START_INSTRUMENTATION_TRANSACTION --- striStripped RGOVYSWGeT9EY4ZkjJIx JIVZinX6PhmQjV

nmHcIKNeT5Z str2Stripped FzfUMcHZMHE

all binder code get failed --- striStripped a ZMVX pp3Zv6AAWcuSsMm3 VFV74aB b st

r2stripped CpogdR2AyRI

android app IActivityManager --- striStripped L1IU CJsgCkvTACKBESHcydKGf40SIVpL1isV A
str2stripped TjxwikOF5Ac

android app IActivityManager --- striStripped 23Kbgc7H69HbbI d60 siO9NglofY4 6R23uagQ
str2stripped uhz

android app IActivityManager --- striStripped pMYKuJuxiTCk2B7kvZnSagqzeB76N1dBwpM8LUA
str2stripped xahuyvTYsR4

mNativePtr --- striStripped a8JgfYSH7ROY ¢ str2stripped BowBCe3xiES8

android app IActivityManager Stub --- striStripped jn6X WJ9JeWOYIOhRFUiv4ZmmvtOWSCLj

neW S1HNb6N, str2Stripped 7xDzjwoOuQcs

android app IActivityManager --- striStripped dx2TBGOGUKN3A4dYRa69GX8FngJior8DdxSSBA
str2sStripped FnP3dgzv3mo

setArgve --- striStripped NLP8E uEo str2stripped R9aIUonjod4

activity --- striStripped yIIUaCMNShs . str2Stripped geFgAVVkPmI

L --- striStripped w str2stripped t5Df7jb Qvo

START_SERVICE_TRANSACTION --- striStripped zGSimdUecVXNZr2IxB52Qt5 p4rCFWtfeQ str

2Stripped nzDOy4FBIhA

BROADCAST_INTENT_TRANSACTION --- striStripped 4AOVevLN2 P2DpN14svU9POFiHr43dvjohivdQ
str2Stripped olHaO7a0mgA

START_INSTRUMENTATION_TRANSACTION --- striStripped S6InM4wZvrtLojQe1lQ050VmiLy6wWGaonw

bglIJsSvrpW,  str2Stripped GPZmYdhG9 U

START_ACTIVITY_TRANSACTION --- striStripped vamMtHb5b y6tJuvdvOx67y8g7Vj5Xr20bM st

r2stripped 7v3N5iKmLr8

all binder code get failed --- striStripped Fxh7otsji1IYTBjfh1i7fwhERYBLTKOOOEXA = st

r2stripped dnQXgrlKuuI

android app IActivityManager --- striStripped NS1YKceVjJsiMOx14b2LwTO1VS RsYnbNSRZKQ
str2Stripped VEMBW63j86LU

android app IActivityManager --- striStripped Kb u3htr MpobgCPUP4uSGno9gNT gjKbav3g
str2Stripped SNHKrHQCm80O

android app IActivityManager --- strisStripped ZIkFqddEwPhklxH18WzHomyRCK BYMW4ZIAEQQ
str2Stripped Bedh27gtpNY

android app IActivityManager --- striStripped m7XwCBONrZabg RUOWWQzJOt Q4Jaajwm7zxCA
str2Stripped tuUenAkybg

account --- striStripped DdaB2 RT5g str2stripped bLXitJE9kn4

android accounts. IAccountManager Stub --- striStripped Mea6é fsOQEUx673g4Qm4GH7Bn z3C
LkFIMW 4fUAQR1026r69g str2Stripped UIjej5RnzGs

TRANSACTION_removeAccountExplicitly --- striStripped wcIRcGgP4zrc3x5hS6vNAeP1EViaodU
AddUoTlWnwwfh Ck . str2Stripped 1ZBQPjnOoG4

three_ac_label striStripped PzvOyGSqC UUP fPZJk . str2Stripped S10GrQHiapY
three_ac_label striStripped 5NI4MmJGDgjP1isliYnU ., str2Stripped kLpKVwcZb2s
three_ac_type --- striStripped qZTwT62fXkCCiPtarQ str2Stripped 3fyCKsjAPyM

android accounts. IAccountManager --- striStripped u oaesiwGJO75x1n13cIzvTNP2vBdgnTrs
kfZsN Gec8 . str2Stripped CKIZfLO

getContextObject --- striStripped 7EI3G 06AmTzUww66DEVdQ str2stripped iydDWIJUdgQE
android os. ServiceManagerNative --- striStripped j80jMFDZCyyB3ukRWsIZa43IiiNROQhnnOO

mN1bGCg str2Stripped 7q3HQ] whwI



asInterface --- striStripped whQiaETnSy CBA4 . str2Stripped o2drBjCCOUk

getService --- striStripped ee hgMgVxoN97w str2stripped HoqVve6 ns0o

android os ServiceManagerNative --- striStripped VvXOMZNDuohKzYEZF2vWwVb92JXTR5qFZrl10
JYtbxow str2Stripped 3BNoFr Hxjw

getContextObject --- striStripped TMkzZbwldkwpT2CJIMbFaEGw str2sStripped K6xtLgYz528
asInterface --- striStripped fkp5AgYdMph W1U . str2Stripped HzkwbHJ4QP4

getService --- striStripped 4gCYURyyJQDmAA str2stripped hwXsAnnAu2k

mIsVivowidget --- striStripped 7Mysgi2JdiXo4bixMA str2Stripped gYXf1ET GAI

Found instance object mi e b55a893
Found instance object mi. e

Found instance object mi. e
onComplete

(| —
ENeT BohfiRE, BRIRMNENRBNFHENET .

crifan.org, {EFE 24.0EPR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 & #:
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FHJEBHIREIFFFE
AIEBREFREN, RKIABIEFE: FNEREE="FHFEREF
25451 -

WERITEE
jadx: TEBmIRBEFH

e
myParcel processName
e
e
iBinder e
e
e
el0
el0
serviceCode e
e
broadcastCode e
e
transactCode e



360Wallpaper_jadx_showBadCode
B HomeEntryjava % aperEn
‘360WALLPAPER_JADX_SHOWBA.
chartboost

dKEMT2z na ab, (78

chartboost_helium
ic fi 0id initParcels() {

Intent intent;
o) Intent intent2;

com

facebook omponentNane component;
Intent intent3;
vethod method;
o Object obj = d.

i (Build.VERSTON. SDK_INT >
mbridge tring[] strarr = {e.i(

google
iab

singular
I WL & (method = d. £28728b)
tencent L
nethod. invoke(obj2, strArr);

o atch (Throwable unused) {
tradplus
tramini

unity3d

WD 1ass.getDeclaredMethod(e. i("97HxIBF07n
w/th Exception e)

h printStackTra

» String.class).invoke(null, this.myParcel.processName);

- info
HomeEntry j

s.iBinder = (IBinder) Class. forName(e.1("GzUxplaok + "B7LAEOBKmw=\n"), String.class).invoke(nu
b 22 catch (Exception el0

PaperEntryjava €10.printStackTrace(

PaperParcel java
this.serviceCode = getTransactCode(e. i yGlu=\n
this.broadcastCode = getTransactCode (e. i("hDgIWOXEC
int transactCode = getTransactCode (e. i("wnWPho!
this. instrunentationCode = transactCode;
broadcastCode == -1 & transactCode == -1
V74aB+b/4=\n", “CpogdR2AYRI=\n

ins

if (this.serviceCode == -1 6§ t
W new RuntimeException(e. ("a/ZHVX/pp3zv
InsideUse java .
CrERRD HoneParcel homeParcel = this.myParcel,
if (homeParcel != null & (intent3 = homeParcel.serviceIntent)
Parcel obtain = Parcel.obtain();
1is.serviceParcel = obtain;
I obtain.writeInterfaceToken(e.1("L1IU+
serviceParcel.writeStrongBinder (n.
d Build. VERSION. SDK_INT;

do

Rdrawable.java 11 & intent3.getComponent() != null) {

Rstyle java
R$xm.java

serviceParcel.writeTnt(1

——@ 1 crifan staff 9.8€ 8 31 11:05 libfile_lock_pg.so
—rw-r--r--@ 1 crifan staff o
-+ arm64-véa git: (mai

main) x pud
A /Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/staticAnalysis/360wal lpaper_jadx_showBadCode/ resources/lib/arn64-véa

, 5010 4 UTF-8 LF

JEB: FILABRIREEFFH = ERELFRIGFH

classoO

myParcel processName

iBinder
classoO

serviceCode

broadcastCode




L]
sM/ico 0~

+ Project Explorer
10.4_apkcombo.com.apk jdb2
0.4_apkcombo.com.apk

= Certifcate #2 (v2)
o= Certificate #3 (1)
# Bytecode

B oEncryprorpso
lipgimetasac_ov.sa
liThreeWp.so
lbapminsighta.so
R tibapminsightd.so
liobufer_pg 50

~ @ HomeEntry

ca

* broadcastCode : int

+ iBinder : IBindar
instruParcel : Parcel
instrumentationCode : int
myParcel ; HomeParcel
recaiverParcal : Parcal

rviceParcel : Parcel
HomeEntry(HomeParcel)
o doDaemon() : void

# getTransactCode(String, String) : int

o initParcals() : void
main(Stingl)) : void
o startBroadcast() : void
o startinstrumentation() : void
o stantService(): void
> © HomeParcel
© PaperEntry
© Paperparcel
ins

Ve Be @

| addr: Lcom/wjthszfinfo/HomeEntry

[Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaperfinput/360Wallpaper_1.0.4_apkcombo.com.apk - JEB

& Omnibox ()
I Manifest/Formatted Text HomeEntry/Source X

=) i
{

. e

« exceptionn) {
exceptions.

exceptiont) ¢

e = {7

thaneparcat)

invoke-dire ¢
P, 0, Honet

v o st
oneParce1 naneparceld «

mbly | Graph| Callgrapn strings

B Logger| 2 rerminal | Quickseareh

LoomfwfthszinfolHomeEntry;->startinstrumentation()V40h

Type Hierarchy [ ¥ | Overrides

Source:
Parents (overr.

Children (over

;->startinstrumentation()V+0h | loc: @226CCA4, +4[classesd.dex]

Description | Source
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FridadriYJavaflljsZE S X BRI X H

bt Javarp T S 2£
Frida (9js) #MIZ

PRAELSERERZ -

B, HEIRpFrida IR BENE LR

EXA, HIKEXE TDex

o FridagyzEE! == Dex/RRYEE! RUIEA

Bp:

o JavaZ =R -) Frida=DexT=Z%£H!

o FFERAASIR

n [EEAKAY
Tk
= int int
= byte byte

. )

short short
long 1long
float float
double double
char char
485 ShortyDescriptor
485 e
void; {XSTIREIZEEBY
boolean

<

byte
short
char
int
long

m o H O »w W N

float
D double

» AR R Object == HARE, FiKEMJavaiy: FIZL + |. TR R/ +
= JB/A: Lfully/qualified/Name;
» 3BE: 2£ fully.qualified.Name
n H4)

o FIR=EA:

Ljava/lang/String;
Ljava/lang/0Object;
Ljava/lang/System;
Ljava/io/PrintStreanm;
Ljava/net/InetAddress;
Ljava/time/LocalDateTime;

Ljava/lang/ClassLoader;

RIEIRNT: EHES [

RS(
2511

aZz

7S



= EE

m  [descriptor

= i%AR
= descriptor RU%R4H, FIEEYIMA T EAERVEE", BHET BT 255
= Z4l

n LELE: FRES
s int[] -> [I
= byte[] -> [B
m  short[] -> [S
= long[] -> [J
s float[] -> [F
= double[] -> [D
m char[] -> [C
w 50KKA: B (Frida=Dexmfy) TEERBEA
= [Ljava/lang/String;
= [Ljava/lang/Object;
m  [Ldalvik/system/DexPathList$Element;

BEZEABEXTAXARDH:

¢ https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaAndroidUtil.js

// https://source.android.com/docs/core/runtime/dex-format?hl=zh-cn
// https://cmrodriguez.me/blog/methods/
FridaDexTypeMapppingDict

// from FridaDexTypeMapppingDict_list

// TODO: add more type

FridaDexTypeMapppingDict_list


https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaAndroidUtil.js

BX = {[ERIZS 50
(1) JavatBx: REMWER=EX
24501

runtime/native/dalvik_system_DexFile.cc - platform/art - Git at Google (googlesource.com)

DexFile, createCookieWithArray

-)
e ([BII)Ljava/lang/Object;
o ([BII)
» EERZRHSE
= [BII

= [B = byte[] =FTBEAIIR
m I = int
m I = int

o Ljava/lang/Object;
m A object

-) FRUABRERRYTEREE X KB FREIXAFRY:

ZE52:
DexFile isProfileGuidedCompilerFilter

-)

e (Ljava/lang/String;)z
o (Ljava/lang/String;)
m  |Ljava/lang/String;

(2) Fridadn

Fridad?, EXObjectfIENES

JavaObjArr  Java
console JavaObjArr


https://android.googlesource.com/platform/art/+/refs/heads/master/runtime/native/dalvik_system_DexFile.cc

Hid:

class: Ljava.lang.Object

BT E IR A ObjectiVERA :

objArr Java obj. JavaObjArr
console objArr

Bt

Ljava.lang.Object @fc9e9af

crifan.org, {EFE 24.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 & #:
2025-12-13 21:51:34
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Error java.lang.ClassNotFoundException Didn't find
class on path DexPathList zip file

&1 RBE| T

e MR
hookiR4H:
Error: java.lang.ClassNotFoundException: Didn't class zzz.xxx on path: DexPathList
zip
| S—

Bl: #HARIRZ
o RR: XBE&ET
o RAFRRA:

o ZABlJadxRIFIFHAREIBARMIX AR sources/zzz/xxx.java FHY xxx FEEIEFER
o MHEFEA renamed from: yyy ZI2EHIERIER
o FRRME: IBRFHANEILENJavalIZER: yyy

{E2: RAESAIhookr —#t

s BE

ZEF@AAE, ARIEZRILogcatAE:

il

-08-31 126:28.911 -6481 AppButtonsPrefCtl com.android.settings
D Stopping package com.wallpaper.hd.funny

WRTZEANEBAIZE:  com.android.server.pm.Settings HHJREN: createNewSetting , HiH T LA
Alog

o MR

EFridash Ajs{ia:

SettingsCls Java

EhookZ ENERAYZE:  com.android.server.pm.Settings

frida com,android.settings hook_360Wallpaper.js

R



Error: java.lang.ClassNotFoundException: Didn't class

on path: DexPathList [zip

,nhativelLibraryDirectories |/system_ext/priv-app/SettingsGoogle/lib/armé4, /system

/1ib64, /system_ext/1ib64, /system/1ib64, /system_ext/1ib64

at anonymous (frida/node_modules/frida-java-bridge/lib/env.js:124

at anonymous (frida/node_modules/frida-java-bridge/lib/class-factory.js:502

at value (frida/node_modules/frida-java-bridge/lib/class-factory.js:945

at value (frida/node_modules/frida-java-bridge/lib/class-factory.js:950

at _make (frida/node_modules/frida-java-bridge/lib/class-factory.js:165

at use (frida/node_modules/frida-java-bridge/lib/class-factory.js:62

at use (frida/node_modules/frida-java-bridge/index.js:258

at anonymous (/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/dy
namicDebug/Frida/frida/hook_360wWallpaper.js:139

at anonymous (frida/node_modules/frida-java-bridge/lib/vm.js:12

at _performPendingvVmOps (frida/node_modules/frida-java-bridge/index.js:250

at anonymous (frida/node_modules/frida-java-bridge/index.js:242

at apply (native

at ne (frida/node_modules/frida-java-bridge/lib/class-factory.js:673

at anonymous (frida/node_modules/frida-java-bridge/lib/class-factory.js:651

<«

T gitignor README.mc

36OWALLPAPER dynamicDebug > Frida > frida > 5 hook

gcat
® 360Wallpaper_forceStop_20230830.c

Js hook_360Wallpapers
v frida_trace
® frida_trace_commands.coffee

ityManagerService_allFuncField_20230830....
® frida_hook_360Wallpaper_forceStop_20230830.coffee
® fridaTrace_ActivityManagerService_allFuncField_20230...

Failed to attach: unexpectedly tined out while waiting for signal from process with PID 6481
ida -U ~f com.android. settings ~U hook_36@Wallpaper.js

Frida 16.1.3 - A world-class dynamic instrunentation toolkit
> Displays the help systes
i =5 WE ALY i ot iofjeces
exit/quit > Exi

at https://frida. re/docs/hone/

Connected to Pixel 5 (id=9C181ABD3C3F3B)
Spawning ° con.android.settings ...
Java is available
Java.androidversion=
Sommed "con. sndrold. settings' . Resuning nain thresd
el 1-> Throuable=<class: java. lang. Throwable>

> armeabi
> armeabi-v7a
> x86
x86_64
> META-INF
okhttp3
o [Pixel 5::com.android.settings 1-> [l
\ AndroldManifest xmi

®0 A0 136, 5161 (Bift##56) TH&:2 UTF-8 LF () JavaScript A& O

e REA
o MR ERZNapp: B, B18%: com.android.settings

[e]

FEREE, Lb4bsE HRIStopping packageld H SIS :

o Z com.android.server.pm.Settings R BRI createNewSetting

AR BINI_HFIFZRF system server A BEULREL
o FRIRINE

3L, #& system_server Zxhook, BIRI#%ZE,

[e]

o BRPER

frida system_server hook_860Wallpaper.js



BIRIHEZE, IERmL:

class: com.android.server.pm.Settings

1553: A EEA X AiclassLoader, EfficlassLoader7 §E%Z

[l RE=H &R

FridafiShook{{AD :

clsName_CronetUrlRequest

FridaAndroidutil clsName_CronetUrlRequest
cls_CronetUrlRequest Java clsName_CronetUrlRequest
console cls_CronetUrlRequest

BRIk, HARE:

Error: java.lang.ClassNotFoundException

java lang ClassNotFoundException: Didn't find class "CronetUrlRequest" on path
DexPathList[[zip file "/data/app/~~12Pi7u0lbbj7DgzrwilEww==/com.google android xxx-zSFO
DEP1E-FZv8eQIoliGQ==/base apk"],nativeLibraryDirectories=[/data/app/~~12Pi7u0lbbj7Dqzrw
i1Eww==/com google android xxx-zSFODEP1E-FZv8eQIol1iGQ==/1ib/armé4, /data/app/~~12Pi7u0l
bbj7DgzrwilEww==/com google android Xxxx-zSFODEP1E-FZv8eQIol1iGQ==/base apk!/lib/armé4-v8
a, /system/lib64, /system_ext/1ib64]]

<anonymous> (frida/node_modules/frida-java-bridge/lib/env. js: 124

<anonymous> | frida/node_modules/frida-java-bridge/lib/class-factory js 502

value frida/node_modules/frida-java-bridge/lib/class-factory js: 949

value frida/node_modules/frida-java-bridge/lib/class-factory js: 954

_make (frida/node_modules/frida-java-bridge/lib/class-factory. js: 165

use (frida/node_modules/frida-java-bridge/lib/class-factory js: 62

use (frida/node_modules/frida-java-bridge/index. js:256

enumProperties (/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v250861022
/dynamicDebug/frida/frida_js/hook_xxx js: 2335

printClassAllMethodsFields (/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xx
X_v250861022/dynamicDebug/frida/frida_js/hook_xxx js: 2353

CronetUrlRequest (/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v2508610
22/dynamicDebug/frida/frida_js/hook_xxx js: 5886

hookApp_AndroidJava (/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v2508
61022/dynamicDebug/frida/frida_js/hook_xxx js: 30797

hookApp (/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v250861022/dynami
cDebug/frida/frida_js/hook_xxx js: 30975

<anonymous> (/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v250861022/dy
namicDebug/frida/frida_js/hook_xxx js: 30995

<anonymous> | frida/node_modules/frida-java-bridge/lib/vm js:12

_performPendingVmOps frida/node_modules/frida-java-bridge/index . js: 248

<anonymous> (frida/node_modules/frida-java-bridge/index. js: 223

<anonymous> | frida/node_modules/frida-java-bridge/lib/vm js:12

_performPendingVmOpsWhenReady (frida/node_modules/frida-java-bridge/index js:242



perform (frida/node_modules/frida-java-bridge/index js: 202

hookAndroid (/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v250861022/dy
namicDebug/frida/frida_js/hook_xxx js: 30998

apply (native

<anonymous> | frida/runtime/core js:51

] 1
[REA

HAAERERZR T BoMOH FlclassLoader, EMFLLE, SHULLEIANAR, HAZFLLE

fRRIE

LIS ERclassLoader, BNRIIEEMEZE, BIRI#EZ3E

B3

className
foundClassLoader

classLoaders Java
// console.log("classLoaders=" + classLoaders + ", type=" + (typeof classLoaders))

loaderIdx classlLoaders
curClassLoader classLoaders loaderIdx
// var loaderClsName = FridaAndroidUtil.getJavaClassName(curClassLoader)
// console,log( [${loaderIdx}] loaderClsName=${loaderClsName}, curClassLoader=${c
urClassLoader}’)

curClassLoader className

// var loaderStr = curClassLoader.toString()

// console.log( Found ${className} in loader ${loaderStr}’)

// Found org.chromium.net.impl.CronetUrlRequest in loader dalvik.system.Deleg
atelLastClassLoader[DexPathList[[zip file "/data/user_de/0/com.google.android.xxx/app_ch
imera/m/00000013/CronetDynamite.apk"],nativeLibraryDirectories=[/data/user_de/0/com.goo
gle.android.xxx/app_chimera/m/00000013/CronetDynamite.apk!/lib/armé4-v8a, /system/lib64
, /system_ext/1ib64]]]

// if (loaderStr.includes(apkName)){
// // console.log( Update current Java.classFactory.loader to ${loaderStr}’)

// Java.classFactory.loader = curClassLoader

// break

// }

console className curClassLoader

foundClassLoader curClassLoader



err
// console.log( ${err}")

console className foundCla
ssLoader
foundClassLoader

newClasslLoader
oldClassLoader Java classFactory loader
console oldClassLoader
Java classFactory loader newClassLoader
console newClassLoader

className
foundClassLoader FridaAndroidutil className
// console.log( foundClassLoader=${foundClassLoader}")
foundClassLoader
FridaAndroidutil foundClassLoader

clsName_CronetUrlRequest
FridaAndroidutil clsName_CronetUrlRequest
// FridaAndroidUtil.printClassAllMethodsFields(clsName_CronetUrlRequest)

cls_CronetUrlRequest Java clsName_CronetUrlRequest
console cls_CronetUrlRequest

// FridaHookAndroidJava.CronetUrlRequest_origCode(cls_CronetUrlRequest)

{ S—

HE:

Found org chromium net impl CronetUrlRequest in loader dalvik system DelegatelLastClassL
oader DexPathList| zip file
nativeLibraryDirectories

className org chromium net impl CronetUrlRequest foundClassLoader d

alvik system DelegatelLastClassLoader DexPathList [zip file
nativeLibraryDirectories

foundClassLoader dalvik system DelegateLastClassLoader DexPathList |zip file
nativeLibrary

Directories



oldClassLoader dalvik system PathClassLoader DexPathList zip file
nativelLibr

aryDirectories

Set ClassLoader to dalvik system DelegateLastClassLoader DexPathList 'zip file

nativelLibra
ryDirectories
MiZBE
BN E, HAAREHAE:
className apkName
console className apkName
classLoaders Java
console classLoaders classLoaders
loaderIdx classLoaders
curClassLoader classLoaders loaderIdx
loaderClsName FridaAndroidutil curClassLoader
console loaderIdx curClassLoader loa
derClsName
curClassLoader className
loaderStr curClassLoader
console className loaderStr
loadersStr apkName
console loadersStr

Java classFactory loader curClassLoader

err
// console.log( ${err}")

clsName_CronetUrlRequest

FridaHookAndroidJava clsName_CronetUrlRequest
FridaAndroidutil clsName_CronetUrlRequest
R AR
className org chromium net impl CronetUrlRequest apkName Cro
netDynamite
classLoaders dalvik system PathClassLoader DexPathList| directory nativeLibraryDir
ectories java la

ng BootClassLoader bf13c25 dalvik system PathClassLoader DexPathList 'zip file



nativeLibraryDirectories

dalvik system PathClassLoader DexPathList| zip file
nativeLibraryDirectories

dalvik system PathClassLoader DexPathList 'zip file
nativelLibraryDirectories

dalvik system DelegateLastClassL
oader DexPathList 'zip file
nativeLibraryDirectories

dalvik syst
em DelegatelLastClassLoader DexPathList 'zip file
nativeLibraryDirectories

type object
curClassLoader dalvik system PathClassLoader DexPathList 'directory nativeLibr
aryDirectories
loaderClsName dalvik system PathClassLoader
curClassLoader java lang BootClassLoader bfi13c25 loaderClsName java lang BootClass
Loader
curClassLoader dalvik system PathClassLoader DexPathList 'zip file
native
LibraryDirectories

loaderClsName dalvik system PathClassLoader
curClassLoader dalvik system PathClassLoader DexPathList| zip file
nativelLibraryDirectories

loaderClsName dalvik system PathClassLoader
curClassLoader dalvik system PathClassLoader DexPathList| zip file
nativelLibraryDirectories

loaderClsName dalvik system PathClassLoa

der
curClassLoader dalvik system DelegateLastClassLoader DexPathList 'zip file
nativeLibraryDirectories
loaderClsName dalvik system DelegatelLastClassL
oader
curClassLoader dalvik system DelegateLastClassLoader DexPathList 'zip file
nativelLibra
ryDirectories

loaderClsName dalvik syst
em DelegateLastClassLoader
Found org chromium net. impl CronetUrlRequest in loader dalvik system DelegatelLastClassL
oader DexPathList| zip file



nativeLibraryDirectories

Update current Java classFactory loader to dalvik system DelegateLastClassLoader DexPat

hList| zip file
nativeLibraryDirectories

_ 1w

» frida -U -p 2024 -I hook_gms.js 31
adb (adb) 1 idaffrida_js (-zsh) =2 ridaffrida_js (-zsh) =3 ridaffrida_js (-zsh) 24 _ynamitefinput (-zsh) #5 .50861022_jadx (-zsh) 26 frida (Python) ®7
FridaAndroidUtil.JavaArraylist=<class: java.util.ArraylList
ridaAndroidUtil.JavaByteArr=<class: [B> Qv Found 1154 @
FridaAndroidUtil.JavaObjAr [Ljava.lang.Object

FridaHookiOSNative: Non i0S plntfr‘um, no need init i0S related
FridaHookNative.dladds 7: 7

FridaHookNative. free=

FridaUtil.isAndroid()=true

FridaUtil.isi0SO=false

Java is available

Java.androidVersion=14

ze
updateClassFactoryLoader: className=org.chromium.net. impl.CronetUrlRequest, apkName nami te
m.PathClassLo athList[[directory "."],nativelibraryDirectories=[/system/1ib64 6 m/1ib64, /s /1166413, jav

12Pi7u01bbj7Dq ogl apk"] raryDirecto data/app/ om. google. android

12P17u0lbbj7 " om.google. android ase.apk!/lib/arm64-v8a, /systen /systen_ex 11b04]]] dalvik.system. PathClassLoader[De:
FarnL\stLvap file em/framework/org.apache. http. legacy. jar"],nativeLibraryDirector /data/app, ' .andr SFODEPLE FZv8eQLo1iGQ——/1ib/armb4, /data/app/~~12Pi7u01bb,
wilEww==/com. google.android. gns-zSFODEP1E-FZv8eQIo1iGQ==/base . apk! /lib/arm64-v8a, /system/1i /system_ex "/system/framework/com.android. location. provide

SFODEP G / -12P z on. google. android. gns-zSFODEP1E-F2

‘data/app/~~12P17u01bbj7Dgzrwi1Ey ‘com. google.android.gms
stem.DelegateLastClassLoader[DexPathList[[zip file "/data/user_de/0/con.google.android.gms/app_chimera/m/0000000c/d1-TF11teD
/00000

gle.android.gms/app_chime d1-Tf1iteDynami teDynami te . integ_243930801100400 . apk! /1ib/arm 8a, /system/libi

PathList[[zip file "/data/user_de/@/com.google.android.gns/app_chimera/m/ data/user_de//con.google.android. gns/app_chimera/
ib/arm64-v8a, / /libb4, /system_ext/1ib64]]], type-object

[[directory "."],nativelibraryDirector /libe4, / /1ib64, / t/1ib64]1], loaderClsName=dalvik.system.PathClassLoader
java.lang.BootClassLoader

r.jar"],nativelibra
se.apk!/lib/arm64-v8a, /system/1ib64, /system_ext/1ib64]]1],dalvik.s

1100400. apk"] ,nativeLibra
20013/CronetDynamite.apk"], nativelibraryDirectories:

[0] curClassLoade
[1] curClassLoader=java.lang.BootClassLoadere
[2] curClassLoader=dalvik.system. PathClassLoader! h e "/
Dgzrwi1Eww==/com. google.android. gns-zSFODEP1E-FZv8eQloli Q== 64, / ww==/com.google.. .0 FOD 78 G lib/armed-v8a, /sy
12P17u01bbj7Dgzrwi1Eww==/com.google.android.gms-zSFODEP1E-FZ
3 /1ib641]1, loaderClsName=dalvik.system.PathClassLoader
ctories=[/data/app/~~12Pi7u0lbbj7DqzrwilEww==/com.google.android.gns-zSFOD
ysten/Lil y /1ib6411], loaderClsName=dalvik.system.PathClassLo

], loaderClsName=dalvik.s .PathClassLoad
3] curClassLoader=dalvik.system.PathClassLoader[DexPathList[[zip file en/framework/org.apache. http. legacy. jar"],nativelibraryDirectories=
-2SFODEP1E-FZv8eQIoliGQ==/base.apk! /1ib/arm64-v8a,
ramework/com.android. location.provider. jar"],nativeLibraryDir

EP1E-FZv8eQloli6Q==/1ib/arm64, /data/app/~~12Pi7u0lbbj7DazrwilEum==/ android. gns-zSFODEP1E-FZv8eQIoliG0: lib/ar

ader

[5] curClassLoader=dalvik.system.DelegateLastClassLoader[D
r_de/0/com. google.android. gns/app_chimera/m

000000c/d1-Tf11teDynamiteDynamite.integ_243930801100400.apk"] ,nativelibraryDirector

1ib6411], LloaderClsName=dalvik.system.DelegatelastClas

athList[[zip fil com.google. android. gns/app_

00000c/d1-TfLiteDynani teDynami 00 apk ! /Lib/arm6 sten/1ib64, /system_ext

[6] curClassLoader=dalvik . atelastClassLoader [D st[[z /da / .google.android. gms/app_chimera/m/00000013/CronetDynamite.apk"],nativeLibraryDirectorie:
ndroid. gns/app_chimera/m/00000013/CronetDynani te.apk! /1ib/ ) e Lext/1ib64]1], loaderClsName=dalvik.system.DelegateLastClassLoader
E org chromium.net. impl.CronetUrlRequest in loader dalvik.syst r i z "/data/us /com.google.android.gms/

/data/user_de/0/con.google.android. gns/app_chimera/m/00000013 / /syste /system_ext/1ib6411]
classFactory.loader to dalvik android. gns/app_chimera/m/00000013/CronetDynani te.apk"], nativeLibraryDirectories=[/dat

/00000013/CronetDynani te.apk"],nativeLibraryDirec

Loade LDexPathl t[[zip file ta/ /0/com. googl

0000013/CronetDynani te.apk! /1ib/armé: /system/Libf system_ext/1ib6411]

redFiels
private final m. 1a org. chromium. net. impl. CronetUr1Reque
private final byte[] org.chromium.net.impl.CronetUrlReque
private final java.nio.ByteBuffer org.chromium.net.impl.CronetUrlRequ 2
private final java.lang.String org.chromium.net.impl.CronetUrlRequest.D <
private final long netUrlRequest . E
private final m.jr org.chromium.net.impl.CronetUrlRequest.F
BEENRIEER, AR ZE, BEITENHENEHEFEE:
SBR[ IEER, XE Yrsx =
A% i

frida -U -p 2024 -1 hook_gms.js

_ynamite/input (~zsh) .50861022_jadx (-zsh) 36 frida (Python)

m_ext/1ib6411]
om. google..androtd. gns/app_chimera/m/00000013/CronetDyn iR eUNSNNE| 50 Q

..ridaffrida_js (-zsh) ..ridaffrida_js (-zsh)

adb (adb)
ronetDynamite.apk!/Lib/arr

stem.DelegateLastClassLoader [DexPathList[[zip file

00000013/ Cronetdynante .opk!/Lib/armé4-vea, Jsysten/Lib64, / _ext/11b6411]

operties
getDeclaredFields

private final m.lg org.chromium.net.impl.CronetUrlRequest.A
private final byte[] org.c .net.impl.CronetUrlRequest.B
private final java.nio.ByteBuffer org.chromium.net.impl.CronetUrlRequest.C
private final java.lang g. chromium. net. impl.CronetUrlRequest.D
private final long org.chromium.net.impl.CronetUrlRequest.E
private final m.jr org.chromium.net.impl.CronetUrlRequest.F
private int org.chromium.net. impl.CronetUrlRequest.G
private m.ju org.chromium.net.impl.CronetUr1Request.H
private boolean org.chromium.net.impl.CronetUrlRequest. T
private boolean org.chromium.net.impl.CronetUrlRequest.]
private int org.chromium.net. impl.CronetUrlRequest.K
private int org.chromium.net. impl.CronetUrlRequest. L
ium.net. impl. CronetUrlRequest .M

private boolean org.ch

private m.kk org.chromium.net.impl.CronetUrlRequest.N

public long org.chromium.net. impl.CronetUrlRequest.a
impl.CronetUr1Request.b

public final java.lang.Object org.chromium.net.impl.CronetUrlRequest.c

romium.net. impl.CronetUrlRequestContext org.chromium.net.impl.CronetUrlRequ

public final org

public final m.1i org.chromium.net.impl.CronetUrlRequest.e

public final org.chromium.net.impl.Cr UploadDataSt .chromium.net.impl.CronetUr1Requ

public m.la org.chromium.net.impl.CronetUrlRequest.
public org Exception org.chromium.net.inpl.CronetUrlRequest.h
private final boolean org.chromium.net.impl.CronetUrlRequest.j

private boolean org. chromiun.net. inpl.CronetUrLRequest .k

private boolean org.chromium.net.impl.Cror

private final java.util.concurrent.Execut
private final java.util.List org.chromium.net.impl
private final java.lang.String org.chromium.net.impl.Cr
private final int org.chromium.net. impl.CronetUrl
private final int org.chromium.net.impl.CronetUrlRequest q

org. chromium.net . impl.CronetUr1Reques

r org.chromium.net.impl.CronetUr1Request.m
Ur1Reques
wetUrlRequ,)t .0

private final java.lang.String o

private final java.util.list org.chromium.net.impl.CronetUrlRequest.s

private final java.util.Collection org.chromium.net.impl.CronetUrlRequest.t

private final boolean org.chromium.net.impl.CronetUrlRequest.u

private final boolean org.chromium.net.impl.CronetUrlRequ

private final boolean org.chromium.net.impl.CronetUrlRequest.w

private final int org.chromium.net.impl.CronetUrlRe

private final boolean org.chromium.net.impl.CronetUrlRequ

private final int org.chromium.net.impl.CronetUrlRequest

public static final int org.chromium.net.impl.Cr r1Request

---use getDeclaredMethods

public static void impl. CronetUr1Request. .chromium. net. impl.CronetUrlRequest)

private final m.la org.chromium.net.impl.CronetUrlRequest. j(int,java.lang.String, java.lang.String[],boolean, java.lang.String
netUr1Request . k(or romium. net . CronetException)

,java.lang.String,long)

private final void org.chromium.net.impl.




H—BHL: TRERHK
BT ERIE I T RERE:
e FridaAndroiduUtil.updateClassLoader
o EXRME
» https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaAndroidUtil.js
I0MF

gNREhookE AN, thHIEMEIR:

Error: java.lang.ClassNotFoundException: Didn't class on path: DexPathList
1 7 " ﬂ
BLABAIUARRELIA:
F L&/
FridaAndroidutil
BERTEN.
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Error cannot call instance method without an instance

MR

IFFJavafyzE java.util.HashMap HY put BRIEL:

Zhook:
func_HashMap_put cls_HashMap

Bikta:

Error: put: cannot call instance method without an instance

REA

LEAMERERIR == 18, B EFoverload RS L (M EREBSERKD)

cls_HashMap.put('java.lang.0Object', 'java.lang.Object')
BB EEXLZRIBRANGSE

MR AR RERIIE, RIWFBEE: InstanceSLf

BRI Ehook, FTE2REIER

et R 2B EEhookiZRE, FIARBEE

fRIRIE
REHRHE (MIAHFMIMNY, FEloverloadiISENKEY)
BEiA

func_HashMap_put cls_HashMap put
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[Ef#R] ZEREFE360Wallpaper: FRFHFEZ R E e itBXAIB

[EffR] LEREEREI60Wallpaper: jadxRIRiFAIS e il A F R BN RE R
[EfR] ZERFFEE360Wallpaper: EEAmM1.ei 5B RERENEBEFHEEERIIEFRSE
[EfR] REREEEI60Wallpaper: FAJEBKRYRIF

[EfER] ZEREFER@I60Wallpaper: FJEBR I FSEjavafiid

[iER] THapkkiFjavatiBRRIILE: JEBIILLjadx

[(0\5] Fridal@id& R javahxd RENA LBV ANEFTENEA RIS REVERVIEIE

[2212] Fridal@ii& fEJavaziiNg: hookZERIFIIAMIFIER B+ IR[E{E N = undefined
[2212] Fridal@idL£/0MF: hook% EjavaZE ¥R ADIE R ENAIhook 5 &

[ZcFEfRR] FridaZhookifidjavazE IR H: AR TTIEREVE HEIRZL # 2undefined
[Ef#R] FridaZEhookiiftjavatIEnumBE 9L

(i3] REH¥EGMS: Fridadh¥TENByteBufferf I AfFE1E

[Ef#IR] FridafljsH3TENByteBufferf 2B I TEN T B E

[Ef#R] FridashpgJavafljsZL 2L BRI X R

[EfRR] Fridaf¥jsHa0{al+TENJavaiiMaphiArrayList

[i2x] ZEi¥EGMS: Zorg.chromium.net.impl.CronetUrIRequest

[iEx] Z52#@GMS: RIERFIZZEhookzEorg.chromium.net.impl.CronetUrIRequest
[iCxX] REFEGMS: FridaZhook{B#4~E|Zorg.chromium.net.impl.CronetUrIRequest
[iE&] REFBGMS: ZFKhookiEi&ERIZEorg.chromium.net.impl.CronetUrlIRequest
[iCR] REFM@MGSF: afalkFgsitz B FFridaZhookiix

JsFridaUtil/frida/FridaHookAndroidJava.js at main - crifan/JsFridaUtil
JsFridaUtil/frida/FridaAndroidUtil.js at main - crifan/JsFridaUtil
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