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Frida调试Android经验总结

最新版本：	v1.0.0	

更新时间：	20251213	

简介

整理出之前⽤安卓逆向期间，⽤Frida调试Android的app和程序的经验和⼼得。

源码+浏览+下载

本书的各种源码、在线浏览地址、多种格式⽂件下载如下：

HonKit源码

crifan/frida_debug_android_summary:	Frida调试Android经验总结

如何使⽤此HonKit源码去⽣成发布为电⼦书

详⻅：crifan/honkit_template:	demo	how	to	use	crifan	honkit	template	and	demo

在线浏览

Frida调试Android经验总结	book.crifan.org
Frida调试Android经验总结	crifan.github.io

离线下载阅读

Frida调试Android经验总结	PDF
Frida调试Android经验总结	ePub
Frida调试Android经验总结	Mobi

版权和⽤途说明

此电⼦书教程的全部内容，如⽆特别说明，均为本⼈原创。其中部分内容参考⾃⽹络，均已备注了出处。

如发现有侵权，请通过邮箱联系我		admin	艾特	crifan.com	，我会尽快删除。谢谢合作。

各种技术类教程，仅作为学习和研究使⽤。请勿⽤于任何⾮法⽤途。如有⾮法⽤途，均与本⼈⽆关。

鸣谢

感谢我的⽼婆陈雪的包容理解和悉⼼照料，才使得我	crifan	有更多精⼒去专注技术专研和整理归纳出这

些电⼦书和技术教程，特此鸣谢。
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其他

作者的其他电⼦书

本⼈	crifan	还写了其他	150+	本电⼦书教程，感兴趣可移步⾄：

crifan/crifan_ebook_readme:	Crifan的电⼦书的使⽤说明

关于作者

关于作者更多介绍，详⻅：

关于CrifanLi李茂	–	在路上

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2025-12-13	22:48:33
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Frida调试Android概览

之前⽤Frida调试Android的程序，遇到各种问题和经验⼼得，整理出来，供参考。

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2025-12-13	22:29:50
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Frida调试Android经验⼼得

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2025-12-13	22:16:24
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ctor函数

概述：

Java的类的ctor函数

别名

=	Constructor	
=	构造函数	

=	初始化函数	

=	init函数	

=	$init函数	

特点

没有返回值

Frida去hook	Java的ctor函数

真正的hook写法是：

	this.$init()	

⽽不是：	this.$new()	

由于ctor函数没有返回值

所以如果⽤

varvar	newXxx		newXxx	==		thisthis..$init$init(())

returnreturn	newXxx	newXxx

则始终返回：	undefined	

想要获取到init初始化后的java类的实例	=	想要打印实例的值：

可以⽤：	this	

thisthis..initinit(())

varvar	newXxx		newXxx	==		thisthis

consoleconsole..loglog((`̀newXxx=newXxx=${${newXxxnewXxx}}`̀))

returnreturn

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2025-08-20	23:09:42

ctor函数
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带overload的ctor函数

举例：

去hook带overload的ctor函数=init函数：

对于：

String	(Java	Platform	SE	8	)	(oracle.com)

的：

Constructor=ctor=构造函数=初始化函数=init函数

	public	String(String	original)	

	String(byte[]	bytes,	Charset	charset)	

	String(byte[]	bytes,	String	charsetName)	

核⼼写法是：

	var	func_String_ctor	=	cls_String.$init.overload('java.lang.String')	

	var	func_String_ctor_2pbc	=	cls_String.$init.overload('[B',

'java.nio.charset.Charset')	

	var	func_String_ctor_2pbs	=	cls_String.$init.overload('[B',	'java.lang.String')	

核⼼代码是：

				staticstatic		StringString((func_isShowLogfunc_isShowLog==nullnull))		{{

								/********************	java.lang.String	********************//********************	java.lang.String	********************/

								varvar	className_String		className_String	==		"java.lang.String""java.lang.String"

								//	FridaAndroidUtil.printClassAllMethodsFields(className_String)//	FridaAndroidUtil.printClassAllMethodsFields(className_String)

								varvar	cls_String		cls_String	==	Java	Java..useuse((className_StringclassName_String))

				console				console..loglog(("cls_String=""cls_String="		++	cls_String	cls_String))

								//	public	String(String	original)//	public	String(String	original)

								varvar	func_String_ctor		func_String_ctor	==	cls_String	cls_String..$init$init..overloadoverload(('java.lang.String''java.lang.String'))

								//	var	func_String_ctor	=	cls_String.getInstance.overload('java.lang.String')//	var	func_String_ctor	=	cls_String.getInstance.overload('java.lang.String')

								//	var	func_String_ctor	=	cls_String.$new.overload('java.lang.String')//	var	func_String_ctor	=	cls_String.$new.overload('java.lang.String')

				console				console..loglog(("func_String_ctor=""func_String_ctor="		++	func_String_ctor	func_String_ctor))

								ifif		((func_String_ctorfunc_String_ctor))		{{

						func_String_ctor						func_String_ctor..implementationimplementation		==		functionfunction		((originaloriginal))		{{

......

																thisthis..$init$init((originaloriginal))

																returnreturn

												}}

								}}

								//	String(byte[]	bytes,	Charset	charset)//	String(byte[]	bytes,	Charset	charset)

								//	//	

								varvar	func_String_ctor_2pbc		func_String_ctor_2pbc	==	cls_String	cls_String..$init$init..overloadoverload(('[B''[B',,		'java.nio.charset.Chars'java.nio.charset.Chars

et'et'))

				console				console..loglog(("func_String_ctor_2pbc=""func_String_ctor_2pbc="		++	func_String_ctor_2pbc	func_String_ctor_2pbc))

								ifif		((func_String_ctor_2pbcfunc_String_ctor_2pbc))		{{

带overload的ctor函数
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						func_String_ctor_2pbc						func_String_ctor_2pbc..implementationimplementation		==		functionfunction		((bytesbytes,,	charset	charset))		{{

......

																thisthis..$init$init((bytesbytes,,	charset	charset))

																varvar	newString_2pbc		newString_2pbc	==		thisthis

								console								console..loglog((`̀newString_2pbc=newString_2pbc=${${newString_2pbcnewString_2pbc}}`̀))

																returnreturn

												}}

								}}

								//	String(byte[]	bytes,	String	charsetName)//	String(byte[]	bytes,	String	charsetName)

								//	//	

								varvar	func_String_ctor_2pbs		func_String_ctor_2pbs	==	cls_String	cls_String..$init$init..overloadoverload(('[B''[B',,		'java.lang.String''java.lang.String'))

				console				console..loglog(("func_String_ctor_2pbs=""func_String_ctor_2pbs="		++	func_String_ctor_2pbs	func_String_ctor_2pbs))

								ifif		((func_String_ctor_2pbsfunc_String_ctor_2pbs))		{{

						func_String_ctor_2pbs						func_String_ctor_2pbs..implementationimplementation		==		functionfunction		((bytesbytes,,	charsetName	charsetName))		{{

......

																thisthis..$init$init((bytesbytes,,	charsetName	charsetName))

																varvar	newString_2pbs		newString_2pbs	==		thisthis

								console								console..loglog((`̀newString_2pbs=newString_2pbs=${${newString_2pbsnewString_2pbs}}`̀))

																returnreturn

												}}

								}}

				}}

完整代码详⻅：

https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaHookAndroidJava.js

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2025-08-20	23:00:49

带overload的ctor函数
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hook类的ctor返回空值

对于java代码

publicpublic		finalfinal		classclass		C666190Q1wC666190Q1w<<AA,,		BB>>		{{

								publicpublic		finalfinal		AA		LIZLIZ;;

								publicpublic		finalfinal		BB		LIZIZLIZIZ;;

......

								publicpublic		C666190Q1wC666190Q1w((AA	a2	a2,,		BB	b	b))		{{

																thisthis..LIZLIZ		==	a2	a2;;

																thisthis..LIZIZLIZIZ		==	b	b;;

								}}

}}

去hook了构造函数，最终代码是：

functionfunction		hookDouyinClass_X_0Q1whookDouyinClass_X_0Q1w((ThrowableClsThrowableCls))		{{

				/********************	X.0Q1w	********************//********************	X.0Q1w	********************/

				varvar	clsName_0Q1w		clsName_0Q1w	==		"X.0Q1w""X.0Q1w"

				//	printClassAllMethodsFields(clsName_0Q1w)//	printClassAllMethodsFields(clsName_0Q1w)

				varvar	cls_0Q1w		cls_0Q1w	==	Java	Java..useuse((clsName_0Q1wclsName_0Q1w))

		console		console..loglog(("cls_0Q1w=""cls_0Q1w="		++	cls_0Q1w	cls_0Q1w))

				//	public	C666190Q1w(A	a2,	B	b)	{//	public	C666190Q1w(A	a2,	B	b)	{

				//	call:	C666190Q1w<ByteBuffer,	Long>	c666190Q1w	=	new	C666190Q1w<>(allocate5,	Long.v//	call:	C666190Q1w<ByteBuffer,	Long>	c666190Q1w	=	new	C666190Q1w<>(allocate5,	Long.v

alueOf(j6))alueOf(j6))

				varvar	func_0Q1w_ctor		func_0Q1w_ctor	==	cls_0Q1w	cls_0Q1w..$init$init

		console		console..loglog(("func_0Q1w_ctor=""func_0Q1w_ctor="		++	func_0Q1w_ctor	func_0Q1w_ctor))

				ifif		((func_0Q1w_ctorfunc_0Q1w_ctor))		{{

				func_0Q1w_ctor				func_0Q1w_ctor..implementationimplementation		==		functionfunction		((a2a2,,	b	b))		{{

												varvar	funcName		funcName	==		"0Q1w(a2,b)""0Q1w(a2,b)"

												varvar	funcParaDict		funcParaDict	==		{{

																"a2""a2"::	a2	a2,,

																"b""b"::	b	b,,

												}}

												printFunctionCallAndStackprintFunctionCallAndStack((funcNamefuncName,,	funcParaDict	funcParaDict,,	ThrowableCls	ThrowableCls))

												//	var	new0Q1w	=	this.$init(a2,	b)//	var	new0Q1w	=	this.$init(a2,	b)

												//	console.log("new0Q1w="	+	new0Q1w)//	console.log("new0Q1w="	+	new0Q1w)

												thisthis..$init$init((a2a2,,	b	b))

						console						console..loglog(("this=""this="		++		thisthis))

						console						console..loglog(("this.LIZ=""this.LIZ="		++		thisthis..LIZLIZ))

						console						console..loglog(("this.LIZIZ=""this.LIZIZ="		++		thisthis..LIZIZLIZIZ))

												//	var	new0Q1w	=	this//	var	new0Q1w	=	this

												//	return	new0Q1w//	return	new0Q1w

												returnreturn

								}}

				}}

}}

hook类的ctor返回空值
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⽽其中，之前的写法是：

varvar	new0Q1w		new0Q1w	==		thisthis..$init$init((a2a2,,	b	b))

consoleconsole..loglog(("new0Q1w=""new0Q1w="		++	new0Q1w	new0Q1w))

returnreturn	new0Q1w	new0Q1w

但会输出：	new0Q1w=undefined	

是因为：

构造函数=ctor函数=init函数

并没有返回值

所以（如果⽤	return	newXxx	，则）返回的值始终是：	undefined	

所以后续改为：直接	return	返回，效果也是⼀样的

如果想要打印初始化的类的实例值，则可以

（在初始化后）⽤：this

举例：

												thisthis..$init$init((a2a2,,	b	b))

						console						console..loglog(("this=""this="		++		thisthis))

						console						console..loglog(("this.LIZ=""this.LIZ="		++		thisthis..LIZLIZ))

						console						console..loglog(("this.LIZIZ=""this.LIZIZ="		++		thisthis..LIZIZLIZIZ))

												returnreturn

即可查看到：（内存中的）实例的相关的值：

thisthis==X.0Q1w@e1993e0X.0Q1w@e1993e0

this.LIZthis.LIZ==Java.FieldJava.Field{{holder:	X.0Q1w@e1993e0,	fieldType:	holder:	X.0Q1w@e1993e0,	fieldType:	22,	fieldReturnType:	,	fieldReturnType:	[[object	Objeobject	Obje

ctct]],	value:	java.nio.HeapByteBuffer,	value:	java.nio.HeapByteBuffer[[pospos==1228812288		limlim==1228812288		capcap==1228812288]]}}

this.LIZIZthis.LIZIZ==Java.FieldJava.Field{{holder:	X.0Q1w@e1993e0,	fieldType:	holder:	X.0Q1w@e1993e0,	fieldType:	22,	fieldReturnType:	,	fieldReturnType:	[[object	Obobject	Ob

jectject]],	value:	,	value:	236556288236556288}}

以及进⼀步的要查看属性的值，是加上：	.value	

						console						console..loglog(("this.LIZ.value=""this.LIZ.value="		++		thisthis..LIZLIZ..valuevalue))

						console						console..loglog(("this.LIZIZ.value=""this.LIZIZ.value="		++		thisthis..LIZIZLIZIZ..valuevalue))

输出：

this.LIZ.valuethis.LIZ.value==java.nio.HeapByteBufferjava.nio.HeapByteBuffer[[pospos==1228812288		limlim==1228812288		capcap==1228812288]]

this.LIZIZ.valuethis.LIZIZ.value==236556288236556288

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2025-08-20	22:49:37
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$new函数

另外有个（看起来，和	ctor	的	$init	有点类似的）写法是：

	$new	

含义：新建⼀个Java对象的实例

$new的⽤法举例

varvar	curThrowableCls		curThrowableCls	==	Java	Java..useuse(("java.lang.Throwable""java.lang.Throwable"))

letlet	newThrowable		newThrowable	==	curThrowableCls	curThrowableCls..$$newnew(())

后续即可正常使⽤，此处新建的	Throwable	的实例对象	newThrowable	了

⽐如去打印函数调⽤堆栈：

varvar	stackElements		stackElements	==	newThrowable	newThrowable..getStackTracegetStackTrace(())

consoleconsole..loglog(("genStackStr:	stackElements=""genStackStr:	stackElements="		++	stackElements	stackElements))

相关的代码：

				//	generate	current	stack	trace	string//	generate	current	stack	trace	string

				staticstatic		genStackStrgenStackStr((prefixprefix==""""))		{{

								//	let	newThrowable	=	ThrowableCls.$new()//	let	newThrowable	=	ThrowableCls.$new()

								//	let	newThrowable	=	this.curThrowableCls.$new()//	let	newThrowable	=	this.curThrowableCls.$new()

								letlet	newThrowable		newThrowable	==	FridaAndroidUtil	FridaAndroidUtil..curThrowableClscurThrowableCls..$$newnew(())

								//	console.log("genStackStr:	newThrowable="	+	newThrowable)//	console.log("genStackStr:	newThrowable="	+	newThrowable)

								varvar	stackElements		stackElements	==	newThrowable	newThrowable..getStackTracegetStackTrace(())

								//	console.log("genStackStr:	stackElements="	+	stackElements)//	console.log("genStackStr:	stackElements="	+	stackElements)

								ifif		((!!JsUtilJsUtil..strIsEmptystrIsEmpty((prefixprefix)))){{

						prefix							prefix	==	prefix		prefix	++		"	""	"

								}}

								constconst	linePrefix		linePrefix	==		"\n		""\n		"

								varvar	stackStr		stackStr	==	prefix		prefix	++		"java	Stack:""java	Stack:"		++	linePrefix		linePrefix	++	stackElements	stackElements[[00]]		//method//sta//method//sta

ckElements[0].getMethodName()ckElements[0].getMethodName()

								forfor		((varvar	i		i	==		11;;	i		i	<<	stackElements	stackElements..lengthlength;;	i	i++++))		{{

						stackStr							stackStr	+=+=	linePrefix		linePrefix	++		"at	""at	"		++	stackElements	stackElements[[ii]]

								}}

								//	stackStr	=	"\n\n"	+	stackStr//	stackStr	=	"\n\n"	+	stackStr

				stackStr					stackStr	==	stackStr		stackStr	++		"\n""\n"

								//	console.log("genStackStr:	stackStr="	+	stackStr)//	console.log("genStackStr:	stackStr="	+	stackStr)

								returnreturn	stackStr	stackStr

				}}

全部代码详⻅：

https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaAndroidUtil.js

$new函数
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借助崩溃找overload型参数定义

⼼得概述

如果要hook的函数的，不会写具体的定义

如果是同名的重载的overload类型，则可以：

故意不写具体定义，只写上implementation

然后让frida报错，⽽告知你多个函数的完整的定义的写法

举例

对于代码：

	sources/com/bytedance/retrofit2/client/Request.java	

								publicpublic		RequestRequest((BuilderBuilder	builder	builder))		{{

......

								publicpublic		RequestRequest((StringString	str	str,,		StringString	str2	str2,,		ListList<<HeaderHeader>>	list	list,,		TypedOutputTypedOutput	typedOutput	typedOutput,,		

intint	i	i,,		booleanboolean	z	z,,		intint	i2	i2,,		booleanboolean	z2	z2,,		ObjectObject	obj	obj))		{{

......

								publicpublic		RequestRequest((StringString	str	str,,		StringString	str2	str2,,		ListList<<HeaderHeader>>	list	list,,		TypedOutputTypedOutput	typedOutput	typedOutput,,		

RequestBodyRequestBody	requestBody	requestBody,,		intint	i	i,,		intint	i2	i2,,		booleanboolean	z	z,,		intint	i3	i3,,		booleanboolean	z2	z2,,		ObjectObject	obj	obj,,		StriStri

ngng	str3	str3,,		MapMap<<ClassClass<<??>>,,		ObjectObject>>	map	map))		{{

......

这个类，有3个构造函数

想要hook，但是对于类的具体定义

尤其是其中⼀些类，⽐如：

	Builder	

是Request的内部的类

	List<Header>	list	

	Map<Class<?>,	Object>	map	

等类型，不知道具体的Java的类型如何写

那么就可以故意写成：

				varvar	func_Request_ctor_b		func_Request_ctor_b	==	cls_Request	cls_Request..$init$init

				......

		func_Request_ctor_b		func_Request_ctor_b..implementationimplementation		==		functionfunction		((builderbuilder))		{{

完整代码：
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				//	public	Request(Builder	builder)	{//	public	Request(Builder	builder)	{

				varvar	func_Request_ctor_b		func_Request_ctor_b	==	cls_Request	cls_Request..$init$init

				//	var	func_Request_ctor_b	=	cls_Request.$init.overload('com.bytedance.retrofit2.clie//	var	func_Request_ctor_b	=	cls_Request.$init.overload('com.bytedance.retrofit2.clie

nt.Request$Builder')nt.Request$Builder')

		console		console..loglog(("func_Request_ctor_b=""func_Request_ctor_b="		++	func_Request_ctor_b	func_Request_ctor_b))

				ifif		((func_Request_ctor_bfunc_Request_ctor_b))		{{

				func_Request_ctor_b				func_Request_ctor_b..implementationimplementation		==		functionfunction		((builderbuilder))		{{

												varvar	funcName		funcName	==		"Request(builder)""Request(builder)"

												varvar	funcParaDict		funcParaDict	==		{{

																"builder""builder"::	builder	builder,,

												}}

												ifif		((isWeConcernedUrlisWeConcernedUrl((thisthis)))){{

								FridaUtil								FridaUtil..printFunctionCallAndStackprintFunctionCallAndStack((funcNamefuncName,,	funcParaDict	funcParaDict))

												}}

												returnreturn		thisthis..$init$init((builderbuilder))

								}}

				}}

运⾏后触发Frida的崩溃报错，说找不到对应overload的函数

Error:	RequestError:	Request(()):	has	:	has	moremore	than	one	overload,	use	.overload	than	one	overload,	use	.overload((<<signaturesignature>>))	to	choose	from	to	choose	from

::

				.overload				.overload(('com.bytedance.retrofit2.client.Request$Builder''com.bytedance.retrofit2.client.Request$Builder'))

				.overload				.overload(('java.lang.String''java.lang.String',	,	'java.lang.String''java.lang.String',	,	'java.util.List''java.util.List',	,	'com.bytedance.'com.bytedance.

retrofit2.mime.TypedOutput'retrofit2.mime.TypedOutput',	,	'int''int',	,	'boolean''boolean',	,	'int''int',	,	'boolean''boolean',	,	'java.lang.Object''java.lang.Object'))

				.overload				.overload(('java.lang.String''java.lang.String',	,	'java.lang.String''java.lang.String',	,	'java.util.List''java.util.List',	,	'com.bytedance.'com.bytedance.

retrofit2.mime.TypedOutput'retrofit2.mime.TypedOutput',	,	'okhttp3.RequestBody''okhttp3.RequestBody',	,	'int''int',	,	'int''int',	,	'boolean''boolean',	,	'int''int',	,	'bo'bo

olean'olean',	,	'java.lang.Object''java.lang.Object',	,	'java.lang.String''java.lang.String',	,	'java.util.Map''java.util.Map'))

				at	X					at	X	((frida/node_modules/frida-java-bridge/lib/class-factory.js:626frida/node_modules/frida-java-bridge/lib/class-factory.js:626))

				at	K					at	K	((frida/node_modules/frida-java-bridge/lib/class-factory.js:621frida/node_modules/frida-java-bridge/lib/class-factory.js:621))

				at					at	setset		((frida/node_modules/frida-java-bridge/lib/class-factory.js:1103frida/node_modules/frida-java-bridge/lib/class-factory.js:1103))

				at	hookyyyClass_Request					at	hookyyyClass_Request	((/Users/crifan/dev/dev_root/androidReverse/xx/x/yyy/dynamic/Users/crifan/dev/dev_root/androidReverse/xx/x/yyy/dynamic

Debug/frida/hook_yyy.js:1769Debug/frida/hook_yyy.js:1769))

				at	hookyyy					at	hookyyy	((/Users/crifan/dev/dev_root/androidReverse/x/x/yyy/dynamicDebug/frida/ho/Users/crifan/dev/dev_root/androidReverse/x/x/yyy/dynamicDebug/frida/ho

ok_yyy.js:1848ok_yyy.js:1848))

				at					at	<<anonymousanonymous>>		((/Users/crifan/dev/dev_root/androidReverse/x/x/yyy/dynamicDebug/frid/Users/crifan/dev/dev_root/androidReverse/x/x/yyy/dynamicDebug/frid

a/hook_yyy.js:1932a/hook_yyy.js:1932))

				at					at	<<anonymousanonymous>>		((frida/node_modules/frida-java-bridge/lib/vm.js:12frida/node_modules/frida-java-bridge/lib/vm.js:12))

				at	_performPendingVmOps					at	_performPendingVmOps	((frida/node_modules/frida-java-bridge/index.js:250frida/node_modules/frida-java-bridge/index.js:250))

				at					at	<<anonymousanonymous>>		((frida/node_modules/frida-java-bridge/index.js:225frida/node_modules/frida-java-bridge/index.js:225))

				at					at	<<anonymousanonymous>>		((frida/node_modules/frida-java-bridge/lib/vm.js:12frida/node_modules/frida-java-bridge/lib/vm.js:12))

				at	_performPendingVmOpsWhenReady					at	_performPendingVmOpsWhenReady	((frida/node_modules/frida-java-bridge/index.js:244frida/node_modules/frida-java-bridge/index.js:244))

				at	perform					at	perform	((frida/node_modules/frida-java-bridge/index.js:204frida/node_modules/frida-java-bridge/index.js:204))

				at	hookAndroid					at	hookAndroid	((/Users/crifan/dev/dev_root/androidReverse/x/x/yyy/dynamicDebug/frid/Users/crifan/dev/dev_root/androidReverse/x/x/yyy/dynamicDebug/frid

a/hook_yyy.js:1935a/hook_yyy.js:1935))

				at	apply					at	apply	((nativenative))

				at					at	<<anonymousanonymous>>		((frida/runtime/core.js:51frida/runtime/core.js:51))
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-》其中列出完全的全部的overload的函数的定义，即：

	.overload('com.bytedance.retrofit2.client.Request$Builder')	

	.overload('java.lang.String',	'java.lang.String',	'java.util.List',

'com.bytedance.retrofit2.mime.TypedOutput',	'int',	'boolean',	'int',	'boolean',

'java.lang.Object')	

	.overload('java.lang.String',	'java.lang.String',	'java.util.List',

'com.bytedance.retrofit2.mime.TypedOutput',	'okhttp3.RequestBody',	'int',	'int',

'boolean',	'int',	'boolean',	'java.lang.Object',	'java.lang.String',	'java.util.Map')	

如此，就可以正常去写hook函数了：

				//	public	Request(Builder	builder)	{//	public	Request(Builder	builder)	{

				//	var	func_Request_ctor_b	=	cls_Request.$init//	var	func_Request_ctor_b	=	cls_Request.$init

				varvar	func_Request_ctor_b		func_Request_ctor_b	==	cls_Request	cls_Request..$init$init..overloadoverload(('com.bytedance.retrofit2.client.'com.bytedance.retrofit2.client.

Request$Builder'Request$Builder'))

		console		console..loglog(("func_Request_ctor_b=""func_Request_ctor_b="		++	func_Request_ctor_b	func_Request_ctor_b))

				ifif		((func_Request_ctor_bfunc_Request_ctor_b))		{{

				func_Request_ctor_b				func_Request_ctor_b..implementationimplementation		==		functionfunction		((builderbuilder))		{{

												varvar	funcName		funcName	==		"Request(builder)""Request(builder)"

												varvar	funcParaDict		funcParaDict	==		{{

																"builder""builder"::	builder	builder,,

												}}

												ifif		((isWeConcernedUrlisWeConcernedUrl((thisthis)))){{

								FridaUtil								FridaUtil..printFunctionCallAndStackprintFunctionCallAndStack((funcNamefuncName,,	funcParaDict	funcParaDict))

												}}

												returnreturn		thisthis..$init$init((builderbuilder))

								}}

				}}

				//	public	Request(String	str,	String	str2,	List<Header>	list,	TypedOutput	typedOutput//	public	Request(String	str,	String	str2,	List<Header>	list,	TypedOutput	typedOutput

,	int	i,	boolean	z,	int	i2,	boolean	z2,	Object	obj)	{,	int	i,	boolean	z,	int	i2,	boolean	z2,	Object	obj)	{

				varvar	func_Request_ctor_9para		func_Request_ctor_9para	==	cls_Request	cls_Request..$init$init..overloadoverload(('java.lang.String''java.lang.String',,		'java.la'java.la
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ng.String'ng.String',,		'java.util.List''java.util.List',,		'com.bytedance.retrofit2.mime.TypedOutput''com.bytedance.retrofit2.mime.TypedOutput',,		'int''int',,		'boole'boole

an'an',,		'int''int',,		'boolean''boolean',,		'java.lang.Object''java.lang.Object'))

		console		console..loglog(("func_Request_ctor_9para=""func_Request_ctor_9para="		++	func_Request_ctor_9para	func_Request_ctor_9para))

				ifif		((func_Request_ctor_9parafunc_Request_ctor_9para))		{{

				func_Request_ctor_9para				func_Request_ctor_9para..implementationimplementation		==		functionfunction		((strstr,,	str2	str2,,	list	list,,	typedOutput	typedOutput,,	i	i,,

	z	z,,	i2	i2,,	z2	z2,,	obj	obj))		{{

												varvar	funcName		funcName	==		"Request(9	Para)""Request(9	Para)"

												varvar	funcParaDict		funcParaDict	==		{{

																"str""str"::	str	str,,

																"str2""str2"::	str2	str2,,

																"list""list"::	list	list,,

																"typedOutput""typedOutput"::	typedOutput	typedOutput,,

																"i""i"::	i	i,,

																"z""z"::	z	z,,

																"i2""i2"::	i2	i2,,

																"z2""z2"::	z2	z2,,

																"obj""obj"::	obj	obj,,

												}}

												ifif		((isWeConcernedUrlisWeConcernedUrl((thisthis)))){{

								FridaUtil								FridaUtil..printFunctionCallAndStackprintFunctionCallAndStack((funcNamefuncName,,	funcParaDict	funcParaDict))

												}}

												returnreturn		thisthis..$init$init((strstr,,	str2	str2,,	list	list,,	typedOutput	typedOutput,,	i	i,,	z	z,,	i2	i2,,	z2	z2,,	obj	obj))

								}}

				}}

				//	public	Request(String	str,	String	str2,	List<Header>	list,	TypedOutput	typedOutput//	public	Request(String	str,	String	str2,	List<Header>	list,	TypedOutput	typedOutput

,	RequestBody	requestBody,	int	i,	int	i2,	boolean	z,	int	i3,	boolean	z2,	Object	obj,	St,	RequestBody	requestBody,	int	i,	int	i2,	boolean	z,	int	i3,	boolean	z2,	Object	obj,	St

ring	str3,	Map<Class<?>,	Object>	map)	{ring	str3,	Map<Class<?>,	Object>	map)	{

								varvar	func_Request_ctor_13para		func_Request_ctor_13para	==	cls_Request	cls_Request..$init$init..overloadoverload(('java.lang.String''java.lang.String',,		'java'java

.lang.String'.lang.String',,		'java.util.List''java.util.List',,		'com.bytedance.retrofit2.mime.TypedOutput''com.bytedance.retrofit2.mime.TypedOutput',,		'okhttp3.R'okhttp3.R

equestBody'equestBody',,		'int''int',,		'int''int',,		'boolean''boolean',,		'int''int',,		'boolean''boolean',,		'java.lang.Object''java.lang.Object',,		'java.lang.'java.lang.

String'String',,		'java.util.Map''java.util.Map'))

				console				console..loglog(("func_Request_ctor_13para=""func_Request_ctor_13para="		++	func_Request_ctor_13para	func_Request_ctor_13para))

								ifif		((func_Request_ctor_13parafunc_Request_ctor_13para))		{{

						func_Request_ctor_13para						func_Request_ctor_13para..implementationimplementation		==		functionfunction		((strstr,,	str2	str2,,	list	list,,	typedOutput	typedOutput,,

	requestBody	requestBody,,	i	i,,	i2	i2,,	z	z,,	i3	i3,,	z2	z2,,	obj	obj,,	str3	str3,,	map	map))		{{

																varvar	funcName		funcName	==		"Request(13	Para)""Request(13	Para)"

																varvar	funcParaDict		funcParaDict	==		{{

																				"str""str"::	str	str,,

																				"str2""str2"::	str2	str2,,

																				"list""list"::	list	list,,

																				"typedOutput""typedOutput"::	typedOutput	typedOutput,,

																				"requestBody""requestBody"::	requestBody	requestBody,,

																				"i""i"::	i	i,,

																				"i2""i2"::	i2	i2,,

																				"z""z"::	z	z,,

																				"i3""i3"::	i3	i3,,

																				"z2""z2"::	z2	z2,,

																				"obj""obj"::	obj	obj,,

																				"str3""str3"::	str3	str3,,

																				"map""map"::	map	map,,

																}}

																ifif		((isWeConcernedUrlisWeConcernedUrl((thisthis)))){{

										FridaUtil										FridaUtil..printFunctionCallAndStackprintFunctionCallAndStack((funcNamefuncName,,	funcParaDict	funcParaDict))

																}}
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																returnreturn		thisthis..$init$init((strstr,,	str2	str2,,	list	list,,	typedOutput	typedOutput,,	requestBody	requestBody,,	i	i,,	i2	i2,,	z	z,,	i3	i3,,	z2	z2,,		

objobj,,	str3	str3,,	map	map))

												}}

								}}
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找到真正Object数组并打印详情

之前Frida调试Android时，遇到Java代码相关的，	Object[]	=Object数组⽅⾯的问题：

有些值看起来像是Object的数组，但是其实不是（有些是单独（继
承⾃List）的类）

⽐如之前打印出的值：

ankqankq..a	a	==>>	retArrOb	retArrOb==[[##	anjs	anjs@@3dc8422b3dc8422b]]

中的：

	[#	anjs@3dc8422b]	

本来以为是：

	Object	的	Array	或	List		==		Object[]	

但是其实不是的

-》⽽其真实的类名，最后是通过

																varvar	clsName		clsName	==		FridaAndroidUtilFridaAndroidUtil..getJavaClassNamegetJavaClassName((retArrObjretArrObj))

								console								console..loglog((funcName	funcName	++		"	=>	retArrObj=""	=>	retArrObj="		++	retArrObj		retArrObj	++		",	clsName="",	clsName="		++	clsName	clsName))

⽽打印出的：

ankqankq..a	a	==>>	retArrObj	retArrObj==[[##	anjs	anjs@@3dc8422b3dc8422b]],,	clsName	clsName==enlnenln

中的：	enln	

才明⽩，其实是：

	[#	anjs@3dc8422b]	看起来以为类型是	Object[]	

但其实是：另外⼀个类：	enln	（的实例）

-》⽽具体底层细节是：

其中enln的代码是：

	xxx_v250861_JEB/enln.java	

importimport		 ..utilutil..ObjectsObjects;;

publicpublic		finalfinal		classclass	enln		enln	extendsextends	encw		encw	{{

								publicpublic		staticstatic		finalfinal	encw	a	encw	a;;

								finalfinal		transienttransient		ObjectObject[[]]	b	b;;

								publicpublic		finalfinal		transienttransient		intint	c	c;;
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								staticstatic		{{

								enln								enln..a	a	==		newnew		enlnenln((newnew		ObjectObject[[00]],,		00));;

								}}

								publicpublic		enlnenln((ObjectObject[[]]	arr_object	arr_object,,		intint	v	v))		{{

																thisthis..b	b	==	arr_object	arr_object;;

																thisthis..c	c	==	v	v;;

								}}

......

以及其所继承的⽗类是：

	xxx_v250861_JEB/encw.java	

publicpublic		abstractabstract		classclass	encw		encw	extendsextends	enck		enck	implementsimplements		ListList,,		 ListList,,		RandomAccessRandomAccess		{{

								privateprivate		staticstatic		finalfinal	enor	a		enor	a	==		nullnull;;

								publicpublic		staticstatic		finalfinal		intint	d		d	==		00;;

								privateprivate		staticstatic		finalfinal		longlong	serialVersionUID		serialVersionUID	==		00xFFFFFFFFCAFEBABELxFFFFFFFFCAFEBABEL;;

......

-》好像由于是：

本身也是属于（⽗类encw所继承⾃的）List类型

所以最终打印出来的值，类似于toString()后的值，是：

	[#	anjs@3dc8422b]	

看起来像是对象的数组⽽已，但其实本身是个单独的类

想要打印对象的数组的详情的核⼼思路

（1）先找到，真正的Object[]的对象的数组的变量objArr
（2）然后再去⽤for循环+objArr.length，去获取每个Object对象，打印对象的详情

举例：

此处核⼼代码是：

				staticstatic		printClass_enlnprintClass_enln((inputObjinputObj,,	prefixStr	prefixStr=="""")){{

......

																				varvar	bValue		bValue	==	curObj	curObj..bb..valuevalue

										console										console..loglog((newPrefStr	newPrefStr	++		ClassNameClassName		++		":"":"

																								++		"	a=""	a="		++	curObj	curObj..aa..valuevalue

																								++		",	b=objArr="",	b=objArr="		++	bValue	bValue

																								++		",	c=size="",	c=size="		++	curObj	curObj..cc..valuevalue

																				))

										console										console..loglog(("bValue.length=""bValue.length="		++	bValue	bValue..lengthlength))

																				forfor((varvar	idx		idx	==		00;;	idx		idx	<<	bValue	bValue..lengthlength;;	idx	idx++++))		{{

												console												console..loglog((`̀--------------------	$	${{bValuebValue}}		[[$${{idxidx}}]]		--------------------`̀))

																								varvar	curAnjs		curAnjs	==	bValue	bValue[[idxidx]]

												console												console..loglog(("curAnjs=""curAnjs="		++	curAnjs	curAnjs))
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																								HookAppJava_xxxHookAppJava_xxx..printClass_anjsprintClass_anjs((curAnjscurAnjs,,	prefixStr	prefixStr))

																				}}

核⼼输出是：

ankq.a	enln:ankq.a	enln:	a	a==[[]],,	b	b==objArrobjArr==##	anjs	anjs@@3dc8422b3dc8422b,,	c	c==sizesize==11

bValuebValue..lengthlength==11

--------------------		##	anjs	anjs@@3dc8422b3dc8422b		[[00]]		--------------------

curAnjscurAnjs==##	anjs	anjs@@3dc8422b3dc8422b

printClass_anjs:printClass_anjs:	inputObj	inputObj==##	anjs	anjs@@3dc8422b3dc8422b,,	inputClsName	inputClsName==anjsanjs

printClass_anjs:printClass_anjs:	curObj	curObj==##	anjs	anjs@@3dc8422b3dc8422b,,	curClsName	curClsName==anjsanjs

ankq.a	anjs:ankq.a	anjs:	a	a==##	anjs	anjs@@18f4ef8d18f4ef8d,,	b	b==0xD70xD7,,	c	c==4550745507,,	d	d==只能拨打紧急呼救电话只能拨打紧急呼救电话	—	China	Telecom	—	China	Telecom,,	e	e==

00,,	f	f==<<clsNameclsName==fjgrfjgr>>==[[object	Objectobject	Object]],,	g	g==455070004000000455070004000000,,	h	h==,,	i	i==<<clsNameclsName==fjexfjex>>==<<ByteStringByteString

@@8a9b02a8a9b02a	size	size==22	contents	contents=="\026<""\026<">>,,	j	j==--11,,	k	k==<<clsNameclsName==nullnull>>==nullnull

才是我们要的效果：

可以打印出，此处：

对象的数组	Object[]	，即	enln.b	，的每个对象元素（其本身是另外⼀个类	anjs	）的详情（	anjs	的

属性值）
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enum枚举类

概述

Frida去hook安卓中Java的enum枚举的类

Frida去hook	enum类，就像正常hook	java的类⼀样

注意：

有个额外的	.values()	函数，需要时可以⽤起来

举例

Java的枚举类：

	xxx_v250861_JEB/anjp.java	

publicpublic		enumenum	anjp		anjp	implementsimplements	fjgu		fjgu	{{

								BASE_CLIENT_IDBASE_CLIENT_ID((11)),,

								SEARCH_CLIENT_IDSEARCH_CLIENT_ID((22)),,

								VOICESEARCH_CLIENT_IDVOICESEARCH_CLIENT_ID((33)),,

								MAPS_CLIENT_IDMAPS_CLIENT_ID((44)),,

								YOUTUBE_CLIENT_IDYOUTUBE_CLIENT_ID((55)),,

								MARKET_CLIENT_IDMARKET_CLIENT_ID((66)),,

								SHOPPER_CLIENT_IDSHOPPER_CLIENT_ID((77)),,

								WALLET_CLIENT_IDWALLET_CLIENT_ID((88)),,

								CHROME_CLIENT_IDCHROME_CLIENT_ID((99)),,

								PLAYTX_CLIENT_IDPLAYTX_CLIENT_ID((1010)),,

								PLAYAX_CLIENT_IDPLAYAX_CLIENT_ID((1111)),,

								PROGRAM_CLIENT_IDPROGRAM_CLIENT_ID((1212));;

								publicpublic		finalfinal		intint	m	m;;

								privateprivate		anjpanjp((intint	v1	v1))		{{

																thisthis..m	m	==	v1	v1;;

								}}

								@Override@Override				//	fjgu//	fjgu

								publicpublic		finalfinal		intint		aa(())		{{

																returnreturn		thisthis..mm;;

								}}

								@Override@Override

								publicpublic		finalfinal		StringString		toStringtoString(())		{{

																returnreturn		IntegerInteger..toStringtoString((thisthis..mm));;

								}}

}}

hook代码：

				staticstatic		anjpanjp(())		{{

								varvar	clsName_anjp		clsName_anjp	==		"anjp""anjp"

								//	FridaAndroidUtil.printClassAllMethodsFields(clsName_anjp)//	FridaAndroidUtil.printClassAllMethodsFields(clsName_anjp)
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								varvar	cls_anjp		cls_anjp	==	Java	Java..useuse((clsName_anjpclsName_anjp))

				console				console..loglog(("cls_anjp=""cls_anjp="		++	cls_anjp	cls_anjp))

								//	private	anjp(int	v1)	{//	private	anjp(int	v1)	{

								//	//	

								varvar	func_anjp_ctor		func_anjp_ctor	==	cls_anjp	cls_anjp..$init$init

				console				console..loglog(("func_anjp_ctor=""func_anjp_ctor="		++	func_anjp_ctor	func_anjp_ctor))

								ifif		((func_anjp_ctorfunc_anjp_ctor))		{{

						func_anjp_ctor						func_anjp_ctor..implementationimplementation		==		functionfunction		((v1v1))		{{

																varvar	funcName		funcName	==		"anjp""anjp"

																varvar	funcParaDict		funcParaDict	==		{{

																				"v1""v1"::	v1	v1,,

																}}

								FridaAndroidUtil								FridaAndroidUtil..printFunctionCallAndStackprintFunctionCallAndStack((funcNamefuncName,,	funcParaDict	funcParaDict))

																varvar	newAnjp		newAnjp	==		thisthis..$init$init((v1v1))

								console								console..loglog((funcName	funcName	++		"	=>	newAnjp=""	=>	newAnjp="		++	newAnjp	newAnjp))

																returnreturn	newAnjp	newAnjp

												}}

								}}

......

				}}

⽇志：

================================================================	anjp	anjp..toString		toString		================================================================

anjp.toString:anjp.toString:

anjp.toString	java	Stack:anjp.toString	java	Stack:

		anjp		anjp..toStringtoString((Native	MethodNative	Method))

		at	enls		at	enls..yy((Native	MethodNative	Method))

		at	enls		at	enls..getget((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::88))

		at	enls		at	enls..getget((Native	MethodNative	Method))

		at	ankb		at	ankb..aa((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::10641064))

		at	ankb		at	ankb..aa((Native	MethodNative	Method))

		at	fosv		at	fosv..dd((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::1010))

		at	fosv		at	fosv..dd((Native	MethodNative	Method))

		at	fosv		at	fosv..aa((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::77))

		at	fosv		at	fosv..aa((Native	MethodNative	Method))

		at	ankf		at	ankf..aa((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::6767))

		at	ankf		at	ankf..aa((Native	MethodNative	Method))

		at	fosv		at	fosv..dd((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::1010))

		at	fosv		at	fosv..dd((Native	MethodNative	Method))

		at	fosv		at	fosv..aa((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::77))

		at	fosv		at	fosv..aa((Native	MethodNative	Method))

		at	anmg		at	anmg..<<initinit>>((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::99))

		at	anmg		at	anmg..<<initinit>>((Native	MethodNative	Method))

		at	anmi		at	anmi..aa((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::175175))

		at	anmi		at	anmi..aa((Native	MethodNative	Method))

		at	fosv		at	fosv..dd((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::1010))

		at	fosv		at	fosv..dd((Native	MethodNative	Method))

		at	fosv		at	fosv..aa((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::77))

		at	fosv		at	fosv..aa((Native	MethodNative	Method))

		at	anmh		at	anmh..bb((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::11))

		at	anfl		at	anfl..aa((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::567567))
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		at	anfl		at	anfl..aa((Native	MethodNative	Method))

		at	angv		at	angv..aa((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::850850))

		at	angv		at	angv..aa((Native	MethodNative	Method))

		at	com		at	com..googlegoogle..androidandroid..xxxxxx..checkincheckin..CheckinIntentOperationCheckinIntentOperation..onHandleIntentonHandleIntent((::comcom..googlegoogle..aa

ndroidndroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::3535))

		at	com		at	com..googlegoogle..androidandroid..chimerachimera..IntentOperationIntentOperation..onHandleIntentonHandleIntent((::comcom..googlegoogle..androidandroid..xxxxxx@@

250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::22))

		at	ansx		at	ansx..onHandleIntentonHandleIntent((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::88

))

		at	rli		at	rli..runrun((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::7070))

		at	rlh		at	rlh..runrun((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::152152))

		at	eksg		at	eksg..runrun((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::2121))

		at	java		at	java..utilutil..concurrentconcurrent..ThreadPoolExecutorThreadPoolExecutor..runWorkerrunWorker((ThreadPoolExecutorThreadPoolExecutor..javajava::11451145))

		at	java		at	java..utilutil..concurrentconcurrent..ThreadPoolExecutorThreadPoolExecutor$$WorkerWorker..runrun((ThreadPoolExecutorThreadPoolExecutor..javajava::644644))

		at	java		at	java..langlang..ThreadThread..runrun((ThreadThread..javajava::10121012))

anjpanjp..toString	toString	==>>	retString	retString==11

......

然后其中有个额外特殊的情况：

enum，⾃带有个函数：

	.values()	

此处

	public	static	anjp[]	anjp.values()	

可以⽤于获取值的列表

需要时可以去调⽤
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打印ByteBuffer数据和字符串值

Frida的js中，想要打印Android中Java的ByteBuffer的数据（最好打印出对应字符串）：

⼯具类函数：

				//	java	ByteBuffer	to	String//	java	ByteBuffer	to	String

				staticstatic		javaByteBufferToStrjavaByteBufferToStr((byteBuferbyteBufer)){{

				console				console..loglog((`̀javaByteBufferToStr:	byteBufer=javaByteBufferToStr:	byteBufer=${${byteBuferbyteBufer}}`̀))

								//	javaByteBufferToStr:	byteBufer=java.nio.DirectByteBuffer[pos=793	lim=16375	cap=1//	javaByteBufferToStr:	byteBufer=java.nio.DirectByteBuffer[pos=793	lim=16375	cap=1

6375]6375]

								//	//	record	current	status//	//	record	current	status

								//	var	oldLimit	=	byteBufer.limit()//	var	oldLimit	=	byteBufer.limit()

								//	var	oldPositon	=	byteBufer.position()//	var	oldPositon	=	byteBufer.position()

								//	console.log(`oldLimit=${oldLimit},	oldPositon=${oldPositon}`)//	console.log(`oldLimit=${oldLimit},	oldPositon=${oldPositon}`)

				byteBufer				byteBufer..flipflip(())		//	rewind	to	start	position//	rewind	to	start	position

				console				console..loglog((`̀after	after	${${byteBuferbyteBufer}}	flip	flip`̀))

								//	after	java.nio.DirectByteBuffer[pos=0	lim=793	cap=16375]	flip//	after	java.nio.DirectByteBuffer[pos=0	lim=793	cap=16375]	flip

								//	var	utf8CharBuffer	=	FridaAndroidUtil.StandardCharsets.UTF_8.decode(byteBufer)//	var	utf8CharBuffer	=	FridaAndroidUtil.StandardCharsets.UTF_8.decode(byteBufer)

								//	var	charsetUtf8	=	FridaAndroidUtil.StandardCharsets.UTF_8//	var	charsetUtf8	=	FridaAndroidUtil.StandardCharsets.UTF_8

								varvar	charsetUtf8		charsetUtf8	==	FridaAndroidUtil	FridaAndroidUtil..StandardCharsetsStandardCharsets..UTF_8UTF_8..valuevalue

				console				console..loglog(("charsetUtf8=""charsetUtf8="		++	charsetUtf8	charsetUtf8))

								//	charsetUtf8=UTF-8//	charsetUtf8=UTF-8

								varvar	utf8CharBuffer		utf8CharBuffer	==	charsetUtf8	charsetUtf8..decodedecode((byteBuferbyteBufer))

				console				console..loglog(("utf8CharBuffer=""utf8CharBuffer="		++	utf8CharBuffer	utf8CharBuffer))

								varvar	utf8BufStr		utf8BufStr	==	utf8CharBuffer	utf8CharBuffer..toStringtoString(())

				console				console..loglog(("utf8BufStr=""utf8BufStr="		++	utf8BufStr	utf8BufStr))

								//	//	restore	status	before	flip//	//	restore	status	before	flip

								//	byteBufer.limit(oldLimit)//	byteBufer.limit(oldLimit)

								//	byteBufer.position(oldPositon)//	byteBufer.position(oldPositon)

								returnreturn	utf8BufStr	utf8BufStr

				}}

调⽤代码：

								//	public	final	void	onReadSucceeded(boolean	z)	{//	public	final	void	onReadSucceeded(boolean	z)	{

								//	//	

								varvar	func_CronetUploadDataStream_onReadSucceeded		func_CronetUploadDataStream_onReadSucceeded	==	cls_CronetUploadDataStream	cls_CronetUploadDataStream..onReadonRead

SucceededSucceeded

				console				console..loglog(("func_CronetUploadDataStream_onReadSucceeded=""func_CronetUploadDataStream_onReadSucceeded="		++	func_CronetUploadDataS	func_CronetUploadDataS

tream_onReadSucceededtream_onReadSucceeded))

								ifif		((func_CronetUploadDataStream_onReadSucceededfunc_CronetUploadDataStream_onReadSucceeded))		{{

						func_CronetUploadDataStream_onReadSucceeded						func_CronetUploadDataStream_onReadSucceeded..implementationimplementation		==		functionfunction		((zz))		{{

																varvar	funcName		funcName	==		"CronetUploadDataStream.onReadSucceeded""CronetUploadDataStream.onReadSucceeded"

																varvar	funcParaDict		funcParaDict	==		{{

																				"z""z"::	z	z,,

																}}

								FridaAndroidUtil								FridaAndroidUtil..printFunctionCallAndStackprintFunctionCallAndStack((funcNamefuncName,,	funcParaDict	funcParaDict))

																//	var	mByteBuffer_before	=	this.mByteBuffer//	var	mByteBuffer_before	=	this.mByteBuffer

																varvar	mByteBuffer_before		mByteBuffer_before	==		thisthis.._g_g
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								console								console..loglog(("mByteBuffer_before=""mByteBuffer_before="		++	mByteBuffer_before	mByteBuffer_before))

																varvar	mByteBufferVar_before		mByteBufferVar_before	==		thisthis.._g_g..valuevalue

								console								console..loglog(("mByteBufferVar_before=""mByteBufferVar_before="		++	mByteBufferVar_before	mByteBufferVar_before))

																varvar	reqBodyData		reqBodyData	==	mByteBufferVar_before	mByteBufferVar_before

								console								console..loglog(("reqBodyData=""reqBodyData="		++	reqBodyData	reqBodyData))

																//	var	reqBodyByteArr	=	reqBodyData.array()//	var	reqBodyByteArr	=	reqBodyData.array()

																//	console.log("reqBodyByteArr="	+	reqBodyByteArr)//	console.log("reqBodyByteArr="	+	reqBodyByteArr)

																//	var	reqBodyUtf8Str	=	FridaAndroidUtil.javaByteBufferToStr(reqBodyData)//	var	reqBodyUtf8Str	=	FridaAndroidUtil.javaByteBufferToStr(reqBodyData)

																//	copy	ByteBuffer//	copy	ByteBuffer

																varvar	forProcessByteBuffer		forProcessByteBuffer	==	reqBodyData	reqBodyData..duplicateduplicate(())

								console								console..loglog(("forProcessByteBuffer=""forProcessByteBuffer="		++	forProcessByteBuffer	forProcessByteBuffer))

																varvar	reqBodyUtf8Str		reqBodyUtf8Str	==	FridaAndroidUtil	FridaAndroidUtil..javaByteBufferToStrjavaByteBufferToStr((forProcessByteBufferforProcessByteBuffer))

								console								console..loglog(("reqBodyUtf8Str=""reqBodyUtf8Str="		++	reqBodyUtf8Str	reqBodyUtf8Str))

								console								console..loglog((`̀before	before	${${funcNamefuncName}}:	buffer	data=:	buffer	data=${${reqBodyDatareqBodyData}}`̀))

																thisthis..onReadSucceededonReadSucceeded((zz))

																//	var	mByteBuffer_after	=	this._g//	var	mByteBuffer_after	=	this._g

																//	console.log("mByteBuffer_after="	+	mByteBuffer_after)//	console.log("mByteBuffer_after="	+	mByteBuffer_after)

																//	var	mByteBufferVar_after	=	this._g.value//	var	mByteBufferVar_after	=	this._g.value

																//	console.log("mByteBufferVar_after="	+	mByteBufferVar_after)//	console.log("mByteBufferVar_after="	+	mByteBufferVar_after)

																returnreturn

												}}

								}}

相关⽇志：

mByteBuffer_beforemByteBuffer_before==JavaJava..FieldField{{holderholder::	org	org..chromiumchromium..netnet..implimpl..CronetUploadDataStreamCronetUploadDataStream@@955d955d

fbefbe,,	fieldType	fieldType::		22,,	fieldReturnType	fieldReturnType::	Ljava	Ljava//nionio//ByteBufferByteBuffer;;,,	value	value::	java	java..nionio..DirectByteBuDirectByteBu

fferffer[[pospos==796796	lim	lim==1637516375	cap	cap==1637516375]]}}

mByteBufferVar_beforemByteBufferVar_before==javajava..nionio..DirectByteBufferDirectByteBuffer[[pospos==796796	lim	lim==1637516375	cap	cap==1637516375]]

reqBodyDatareqBodyData==javajava..nionio..DirectByteBufferDirectByteBuffer[[pospos==796796	lim	lim==1637516375	cap	cap==1637516375]]

forProcessByteBufferforProcessByteBuffer==javajava..nionio..DirectByteBufferDirectByteBuffer[[pospos==796796	lim	lim==1637516375	cap	cap==1637516375]]

javaByteBufferToStr:javaByteBufferToStr:	byteBufer	byteBufer==javajava..nionio..DirectByteBufferDirectByteBuffer[[pospos==796796	lim	lim==1637516375	cap	cap==1637516375]]

after	javaafter	java..nionio..DirectByteBufferDirectByteBuffer[[pospos==00	lim	lim==796796	cap	cap==1637516375]]	flip	flip

charsetUtf8charsetUtf8==UTFUTF--88

utf8CharBufferutf8CharBuffer==XX--subtypesubtype==xxxxxx&&sendersender==xxxxxx&&XX--app_verapp_ver==5696956969&&XX--osvosv==3434&&XX--clivcliv==fcmfcm--22.0.022.0.0&&XX--xxxxxx

==250861022250861022&&XX--appidappid==yyyyyy&&XX--scopescope==**&&XX--GoogGoog--FirebaseFirebase--InstallationsInstallations--AuthAuth==eyJhbGciOiJFUzI1NiIeyJhbGciOiJFUzI1NiI

sInR5cCI6IkpXVCJ9sInR5cCI6IkpXVCJ9..zzzz..zzzz&&XX--gmp_app_idgmp_app_id==11%%3Axxx3Axxx%%3Aandroid3Aandroid%%bbbbbb&&XX--firebasefirebase--appapp--namename--hashhash==R1dR1d

AH9Ui7MAH9Ui7M--zzzzzz&&XX--app_ver_nameapp_ver_name==11.7.311.7.3&&appapp==orgorg..telegramtelegram..messengermessenger..webweb&&devicedevice==bbbbbb&&app_verapp_ver==569569

6969&&gcm_vergcm_ver==250861022250861022&&platplat==00&&certcert==aaaaaa&&target_vertarget_ver==3434

utf8BufStrutf8BufStr==XX--subtypesubtype==xxxxxx&&sendersender==xxxxxx&&XX--app_verapp_ver==5696956969&&XX--osvosv==3434&&XX--clivcliv==fcmfcm--22.0.022.0.0&&XX--xxxxxx==2525

08610220861022&&XX--appidappid==yyyyyy&&XX--scopescope==**&&XX--GoogGoog--FirebaseFirebase--InstallationsInstallations--AuthAuth==eyJhbGciOiJFUzI1NiIsIneyJhbGciOiJFUzI1NiIsIn

R5cCI6IkpXVCJ9R5cCI6IkpXVCJ9..zzzz..zzzz&&XX--gmp_app_idgmp_app_id==11%%3Axxx3Axxx%%3Aandroid3Aandroid%%bbbbbb&&XX--firebasefirebase--appapp--namename--hashhash==R1dAH9R1dAH9

Ui7MUi7M--zzzzzz&&XX--app_ver_nameapp_ver_name==11.7.311.7.3&&appapp==orgorg..telegramtelegram..messengermessenger..webweb&&devicedevice==bbbbbb&&app_verapp_ver==5696956969&&

gcm_vergcm_ver==250861022250861022&&platplat==00&&certcert==aaaaaa&&target_vertarget_ver==3434

reqBodyUtf8StrreqBodyUtf8Str==XX--subtypesubtype==xxxxxx&&sendersender==xxxxxx&&XX--app_verapp_ver==5696956969&&XX--osvosv==3434&&XX--clivcliv==fcmfcm--22.0.022.0.0&&XX--xxxxxx

==250861022250861022&&XX--appidappid==yyyyyy&&XX--scopescope==**&&XX--GoogGoog--FirebaseFirebase--InstallationsInstallations--AuthAuth==eyJhbGciOiJFUzI1NiIeyJhbGciOiJFUzI1NiI

sInR5cCI6IkpXVCJ9sInR5cCI6IkpXVCJ9..zzzz..zzzz&&XX--gmp_app_idgmp_app_id==11%%3Axxx3Axxx%%3Aandroid3Aandroid%%bbbbbb&&XX--firebasefirebase--appapp--namename--hashhash==R1dR1d

AH9Ui7MAH9Ui7M--zzzzzz&&XX--app_ver_nameapp_ver_name==11.7.311.7.3&&appapp==orgorg..telegramtelegram..messengermessenger..webweb&&devicedevice==bbbbbb&&app_verapp_ver==569569

6969&&gcm_vergcm_ver==250861022250861022&&platplat==00&&certcert==aaaaaa&&target_vertarget_ver==3434
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before	CronetUploadDataStream.onReadSucceeded:before	CronetUploadDataStream.onReadSucceeded:	buffer	data	buffer	data==javajava..nionio..DirectByteBufferDirectByteBuffer[[pospos

==796796	lim	lim==1637516375	cap	cap==1637516375]]
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打印Map的ArrayList
举例说明：

对于此处的：

（1）源码中是：

ArrayListArrayList<<MapMap..EntryEntry<<StringString,,		StringString>>>>	requestHeaders	requestHeaders,,

（2）（jadx、JEB反编译后的）混淆后代码是：

ArrayListArrayList	mRequestHeaders	mRequestHeaders

（3）后续⽤

FridaAndroidUtilFridaAndroidUtil..getJavaClassNamegetJavaClassName((mRequestHeadersmRequestHeaders))

打印出java的类型是：

	j$.util.m	

其中⽤jadx搜到的是：

	xxx_v250861_jadx/sources/j$/util/C0052m.java	

packagepackage		 $$..utilutil;;

importimport		 SortedMapSortedMap;;

/*	renamed	from:	j$.util.m,	reason:	case	insensitive	filesystem	*//*	renamed	from:	j$.util.m,	reason:	case	insensitive	filesystem	*/

/*	loaded	from:	classes12.dex	*//*	loaded	from:	classes12.dex	*/

finalfinal		classclass		C0052mC0052m		extendsextends		C0049jC0049j		implementsimplements		SortedMapSortedMap		{{

......

其中的：

	implements	SortedMap	

看起来，以为是，很像是：Map相关的类

	extends	C0049j	

找到具体类是

	xxx_v250861_jadx/sources/j$/util/C0049j.java	

	class	C0049j	implements	java.util.Map,	Serializable,	Map	{	

看起来像是：	java.util.Map	=	Map	相关的类

-》但是经过实际测试，其实是：		Array	类型的类：	ArrayList	

总结起来就是：

此处想要打印此处的：
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java类型

源码中是：	ArrayList	

	ArrayList<Map.Entry<String,	String>>	

混淆代码中是：	ArrayList	mRequestHeaders	

	ArrayList	

frida中打印出的是

	j$.util.m	

从相关源码中看起来，很像是：	Map	的类

但实际上确是：	Array	的类

的最新代码是：

				//	java	ArrayList	(byte	array	/	List<Integer>	/	ArrayList<Map.Entry<String,	String>>	//	java	ArrayList	(byte	array	/	List<Integer>	/	ArrayList<Map.Entry<String,	String>>	

)	to	string)	to	string

				staticstatic		javaArrayListToStrjavaArrayListToStr((javaArraryListjavaArraryList)){{

								//	var	jsArrayList	=	FridaAndroidUtil.javaByteArrToJsByteArr(javaArraryList)//	var	jsArrayList	=	FridaAndroidUtil.javaByteArrToJsByteArr(javaArraryList)

								//	console.log("jsArrayList="	+	jsArrayList)//	console.log("jsArrayList="	+	jsArrayList)

								//	var	jsArrayListStr	=	jsArrayList.toString()//	var	jsArrayListStr	=	jsArrayList.toString()

								//	console.log("jsArrayListStr="	+	jsArrayListStr)//	console.log("jsArrayListStr="	+	jsArrayListStr)

								//	return	jsArrayListStr//	return	jsArrayListStr

								varvar	javaObjList		javaObjList	==	javaArraryList	javaArraryList..toArraytoArray(())

				console				console..loglog(("javaObjList=""javaObjList="		++		javaObjList		javaObjList))

								varvar	javaObjListStr		javaObjListStr	==	javaObjList	javaObjList..toStringtoString(())

				console				console..loglog(("javaObjListStr=""javaObjListStr="		++		javaObjListStr		javaObjListStr))

								returnreturn	javaObjListStr	javaObjListStr

				}}

......

												varvar	mRequestHeaders		mRequestHeaders	==	curObj	curObj..ss..valuevalue

						console						console..loglog((`̀mRequestHeaders=mRequestHeaders=${${mRequestHeadersmRequestHeaders}},	type=,	type=${${typeoftypeof	mRequestHeaders	mRequestHeaders}}`̀))

						console						console..loglog((`̀mRequestHeaders	class=mRequestHeaders	class=${${FridaAndroidUtilFridaAndroidUtil..getJavaClassNamegetJavaClassName((mRequestHemRequestHe

adersaders))}}`̀))

												varvar	mRequestHeadersStr		mRequestHeadersStr	==	FridaAndroidUtil	FridaAndroidUtil..javaArrayListToStrjavaArrayListToStr((mRequestHeadersmRequestHeaders))

												//	//	FridaAndroidUtil.updateClassLoader("java.util.Map")//	//	FridaAndroidUtil.updateClassLoader("java.util.Map")

												//	var	headersStr	=	mRequestHeaders.toString()//	var	headersStr	=	mRequestHeaders.toString()

												//	console.log("headersStr="	+		headersStr)//	console.log("headersStr="	+		headersStr)

												//	var	headersValues	=	mRequestHeaders.values()//	var	headersValues	=	mRequestHeaders.values()

												//	console.log("headersValues="	+		headersValues)//	console.log("headersValues="	+		headersValues)

												//	var	headersEntries	=	mRequestHeaders.entrySet()//	var	headersEntries	=	mRequestHeaders.entrySet()

												//	console.log("headersEntries="	+		headersEntries)//	console.log("headersEntries="	+		headersEntries)

												//	var	headersKeys	=	mRequestHeaders.keySet()//	var	headersKeys	=	mRequestHeaders.keySet()

												//	console.log("headersKeys="	+		headersKeys)//	console.log("headersKeys="	+		headersKeys)

												//	var	mRequestHeadersStr	=	FridaAndroidUtil.mapToStr(mRequestHeaders)//	var	mRequestHeadersStr	=	FridaAndroidUtil.mapToStr(mRequestHeaders)

						console						console..loglog(("mRequestHeadersStr=""mRequestHeadersStr="		++		mRequestHeadersStr		mRequestHeadersStr))

						console						console..loglog(("CronetUrlRequest:""CronetUrlRequest:"		++	clsNameStr	clsNameStr

																++		"	mInitialUrl=""	mInitialUrl="		++	curObj	curObj..oo..valuevalue

																++		"	mInitialMethod=""	mInitialMethod="		++	curObj	curObj..rr..valuevalue
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																//	+	"	mRequestHeaders="	+	mRequestHeaders//	+	"	mRequestHeaders="	+	mRequestHeaders

																++		"	mRequestHeaders=""	mRequestHeaders="		++	mRequestHeadersStr	mRequestHeadersStr

相关⽇志：

mRequestHeadersmRequestHeaders==[[object	Objectobject	Object]],,	type	type==objectobject

mRequestHeaders	classmRequestHeaders	class==jj$$..utilutil..mm

javaObjListjavaObjList==ContentContent--TypeType==applicationapplication//xx--wwwwww--formform--urlencodedurlencoded,,AuthorizationAuthorization==AidLogin	xxxAidLogin	xxx::yy

yyyy,,appapp==orgorg..telegramtelegram..messengermessenger..webweb,,gcm_vergcm_ver==250861022250861022,,app_verapp_ver==5696956969

javaObjListStrjavaObjListStr==ContentContent--TypeType==applicationapplication//xx--wwwwww--formform--urlencodedurlencoded,,AuthorizationAuthorization==AidLogin	xxxAidLogin	xxx

::yyyyyy,,appapp==orgorg..telegramtelegram..messengermessenger..webweb,,gcm_vergcm_ver==250861022250861022,,app_verapp_ver==5696956969

mRequestHeadersStrmRequestHeadersStr==ContentContent--TypeType==applicationapplication//xx--wwwwww--formform--urlencodedurlencoded,,AuthorizationAuthorization==AidLogiAidLogi

n	xxxn	xxx::yyyyyy,,appapp==orgorg..telegramtelegram..messengermessenger..webweb,,gcm_vergcm_ver==250861022250861022,,app_verapp_ver==5696956969

就对了。
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打印函数调⽤和函数堆栈时⽀持过滤功能

需求

想要在Frida去hook代码时，打印	函数调⽤和函数堆栈时：

⽀持过滤功能

举例：

classclass		HookAppJava_xxxHookAppJava_xxx		{{

				staticstatic		func_isShowLogfunc_isShowLog((curStrcurStr)){{

								letlet	isShowLog		isShowLog	==		truetrue

								//	let	isShowLog	=	false//	let	isShowLog	=	false

								constconst	excludeList		excludeList	==		[[

												"clearcut""clearcut",,

												"Font""Font",,

												"fonts""fonts",,

												"Google	Sans""Google	Sans",,

												"Google_Sans""Google_Sans",,

								]]

								//	console.log(`excludeList=${excludeList}`)//	console.log(`excludeList=${excludeList}`)

								forfor((constconst	eachExclude		eachExclude	ofof	excludeList	excludeList)){{

												//	console.log(`eachExclude=${eachExclude}`)//	console.log(`eachExclude=${eachExclude}`)

												ifif		((curStrcurStr..includesincludes((eachExcludeeachExclude)))){{

																//	console.log(`eachExclude=${eachExclude}	inside	curStr=${curStr}	=>	should	ex//	console.log(`eachExclude=${eachExclude}	inside	curStr=${curStr}	=>	should	ex

clude	=>	is	not	show	log`)clude	=>	is	not	show	log`)

								isShowLog									isShowLog	==		falsefalse

																breakbreak

												}}

								}}

								constconst	includeList		includeList	==		[[

												"35___40""35___40",,

												"633___304""633___304",,

								]]

								forfor((constconst	eachInclude		eachInclude	ofof	includeList	includeList)){{

												ifif		((curStrcurStr..includesincludes((eachIncludeeachInclude)))){{

								isShowLog									isShowLog	==		truetrue

																breakbreak

												}}

								}}

								returnreturn	isShowLog	isShowLog

				}}

}}

				staticstatic		arwearwe((func_isShowLogfunc_isShowLog==nullnull))		{{

								varvar	clsName_arwe		clsName_arwe	==		"arwe""arwe"

								//	FridaAndroidUtil.printClassAllMethodsFields(clsName_arwe)//	FridaAndroidUtil.printClassAllMethodsFields(clsName_arwe)

								varvar	cls_arwe		cls_arwe	==	Java	Java..useuse((clsName_arweclsName_arwe))

				console				console..loglog(("cls_arwe=""cls_arwe="		++	cls_arwe	cls_arwe))
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......

								//	public	static	fnlr	k(Context	context,	boolean	z,	int	i,	Integer	num,	arwl	arwlVa//	public	static	fnlr	k(Context	context,	boolean	z,	int	i,	Integer	num,	arwl	arwlVa

r,	eogj	eogjVar)	{r,	eogj	eogjVar)	{

								//	//	

								varvar	func_arwe_k		func_arwe_k	==	cls_arwe	cls_arwe..kk

				console				console..loglog(("func_arwe_k=""func_arwe_k="		++	func_arwe_k	func_arwe_k))

								ifif		((func_arwe_kfunc_arwe_k))		{{

						func_arwe_k						func_arwe_k..implementationimplementation		==		functionfunction		((contextcontext,,	z	z,,	i	i,,	num	num,,	arwlVar	arwlVar,,	eogjVar	eogjVar))		{{

																varvar	funcName		funcName	==		"arwe.k""arwe.k"

																varvar	funcParaDict		funcParaDict	==		{{

																				"context""context"::	context	context,,

																				"z""z"::	z	z,,

																				"i""i"::	i	i,,

																				"num""num"::	num	num,,

																				"arwlVar""arwlVar"::	arwlVar	arwlVar,,

																				"eogjVar""eogjVar"::	eogjVar	eogjVar,,

																}}

																varvar	isShowLog		isShowLog	==		truetrue

																ifif		((func_isShowLog	func_isShowLog	!=!=		nullnull)){{

																				varvar	ctxStr		ctxStr	==	context	context..toStringtoString(())

										isShowLog											isShowLog	==		func_isShowLogfunc_isShowLog((ctxStrctxStr))

																}}

																ifif		((isShowLogisShowLog)){{

										FridaAndroidUtil										FridaAndroidUtil..printFunctionCallAndStackprintFunctionCallAndStack((funcNamefuncName,,	funcParaDict	funcParaDict))

																}}

																varvar	retFnlr		retFnlr	==		thisthis..kk((contextcontext,,	z	z,,	i	i,,	num	num,,	arwlVar	arwlVar,,	eogjVar	eogjVar))

																ifif		((isShowLogisShowLog)){{

										console										console..loglog((funcName	funcName	++		"	=>	retFnlr=""	=>	retFnlr="		++	retFnlr	retFnlr))

																}}

																returnreturn	retFnlr	retFnlr

												}}

								}}

HookAppJava_xxxHookAppJava_xxx..arwearwe((HookAppJava_xxxHookAppJava_xxx..func_isShowLogfunc_isShowLog))

实现的效果：

如果堆栈⽇志中

出现（排除列表中的）clearcut	等内容-》就排除掉=	不打印出来

出现（包含列表中的）35___40	等内容	-》就打印出来

举例：

对于这些⽇志：

========================================================================	arwe	arwe..k	k	========================================================================

arwe.k:arwe.k:	context	context==comcom..googlegoogle..androidandroid..xxxxxx..clearcutclearcut..serviceservice..ClearcutLoggerChimeraServiceClearcutLoggerChimeraService@@1e1e

66c6a66c6a,,	z	z==truetrue,,	i	i==00,,	num	num==00,,	arwlVar	arwlVar==nullnull,,	eogjVar	eogjVar==nullnull

arwe.k	java	Stack:arwe.k	java	Stack:
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		arwe		arwe..kk((Native	MethodNative	Method))

		at	apsb		at	apsb..aa((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::1717))

		at	emtf		at	emtf..aa((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::3030))

		at	apsi		at	apsi..cc((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::5151))

		at	apsi		at	apsi..ff((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::20472047))

		at	bwdy		at	bwdy..ftft((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::11))

		at	bwei		at	bwei..runrun((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::5454))

		at	eksg		at	eksg..runrun((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::2121))

		at	arvc		at	arvc..cc((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::5050))

		at	arvc		at	arvc..runrun((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::7676))

		at	java		at	java..utilutil..concurrentconcurrent..ThreadPoolExecutorThreadPoolExecutor..runWorkerrunWorker((ThreadPoolExecutorThreadPoolExecutor..javajava::11451145))

		at	java		at	java..utilutil..concurrentconcurrent..ThreadPoolExecutorThreadPoolExecutor$$WorkerWorker..runrun((ThreadPoolExecutorThreadPoolExecutor..javajava::644644))

		at	asaq		at	asaq..runrun((::comcom..googlegoogle..androidandroid..xxxxxx@@250861022250861022@@25.08.6125.08.61		((150400150400--731857739731857739))::88))

		at	java		at	java..langlang..ThreadThread..runrun((ThreadThread..javajava::10121012))

arwearwe..k	k	==>>	retFnlr	retFnlr==##	fnlr	fnlr@@7d77978f7d77978f

实现效果：

加上过滤代码前	-》会打印这类⽇志

加上过滤代码后	-》不打印这些⽇志

==	排除掉arwe.k的context中的带clearcut字眼的内容

-》就可以排除掉很多触发太多，但是本身不关注的⽇志内容了

-》实现最终⽬的：减少⼲扰，提⾼调试效率

注：已把最新代码，同步到Util函数中：

https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaAndroidUtil.js

https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaHookAndroidJava.js
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⽤logcat辅助找进程

⼼得：当通过app包名找不到进程时，可以借助于		logcat	去搜是否有相关信息，或许对于找进程有所帮

助

举例：

⽐如之前对于：

	GSF	=	Google	Services	Framework	（包名：	com.google.android.gsf	）

要去找进程process

但是通过包名始终找不到：

redfin:/data/user/0/com.google.android.gms	redfin:/data/user/0/com.google.android.gms	#	ps	-A	|	grep	gsf#	ps	-A	|	grep	gsf

后来就是通过：

adb	logcat	adb	logcat	||		grepgrep		"com.google.android.gsf""com.google.android.gsf"

⽽（⽆意间）发现相关⽇志：

05-22	1305-22	13::4747::51.28151.281				60496049				61226122	I	ActivityManager	I	ActivityManager::	Start	proc		Start	proc	21492149::comcom..googlegoogle..processprocess..gsgs

erviceservices//u0a126	for	content	provider	u0a126	for	content	provider	{{comcom..googlegoogle..androidandroid..gsfgsf//comcom..googlegoogle..androidandroid..gsfgsf..gsergser

vicesvices..GservicesProviderGservicesProvider}}

从⽽注意到其中的：

	Start	proc	2149:com.google.process.gservices/	

很明显，其中：

	com.google.process.gservices	

就是对应process进程的名称

然后通过：

redfin:/data/user/0/com.google.android.gms	redfin:/data/user/0/com.google.android.gms	#	ps	-A	|	grep	gservices#	ps	-A	|	grep	gservices

u0_a126							u0_a126							55515551				59395939						1465938814659388				9270492704	do_epoll_wait								do_epoll_wait							00	S	com.google.process.g	S	com.google.process.g

servicesservices

的确找到了对应进程

->从⽽确定：

	GSF	=	Google	Services	Framework	（包名：	com.google.android.gsf	）

的进程名称是：	com.google.process.gservices	

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：
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字符串反混淆
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找到并调⽤字符串解密函数m1.e.i

需求

之前⽤Frida调试某安卓app逆向期间，遇到：

	/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/staticAnalysis/360Wallpap

er_jadx_showBadCode/sources/com/w/thsz/info/PaperEntry.java	

																								ProcessProcess..classclass..getDeclaredMethodgetDeclaredMethod((m1m1..ee..ii(("NLP8E/uEo+4=\n""NLP8E/uEo+4=\n",,		"R9aIUonj9d4=\n""R9aIUonj9d4=\n")),,		

StringString..classclass))..invokeinvoke((nullnull,,		thisthis..f12218hf12218h..f12227bf12227b));;

																				method																				method..invokeinvoke((obj2obj2,,	m1	m1..ee..ii(("+w==\n""+w==\n",,		"t5Df7jb+QVo=\n""t5Df7jb+QVo=\n"))));;

																thisthis..f12215e	f12215e	==		aa((m1m1..ee..ii(("/o3etnXwGpjjkNGnVcU4vt6M+opQ2Dqp\n""/o3etnXwGpjjkNGnVcU4vt6M+opQ2Dqp\n",,		"qt+f+CaxWcw=\n""qt+f+CaxWcw=\n")),,

	m1	m1..ee..ii(("zGS1mdUecVXNZr2IxB52Qt5+p4rCFWtf0Q==\n""zGS1mdUecVXNZr2IxB52Qt5+p4rCFWtf0Q==\n",,		"nzD0y4FBIhA=\n""nzD0y4FBIhA=\n"))));;

																								throwthrow		newnew		RuntimeExceptionRuntimeException((m1m1..ee..ii(("Fxh7otsj1IYTBjfh1i7fwhERY6LfK9OOExA=\n""Fxh7otsj1IYTBjfh1i7fwhERY6LfK9OOExA=\n",,		

"dnQXgrlKuuI=\n""dnQXgrlKuuI=\n"))));;

																obtain																obtain..writeInterfaceTokenwriteInterfaceToken((m1m1..ee..ii(("NS1YKceVjJs1M0x14b2LwT01VS/RsYnbNSRZ"NS1YKceVjJs1M0x14b2LwT01VS/RsYnbNSRZ

KQ==\n"KQ==\n",,		"VEM8W6j86LU=\n""VEM8W6j86LU=\n"))));;

发现	m1.e.i	，是通⽤的字符串加密解密函数。

⽽此处，想要搞清楚原始字符串是什么

所以就想要去：给上述加了密的字符串，⽐如：

	m1.e.i("/o3etnXwGpjjkNGnVcU4vt6M+opQ2Dqp\n",	"qt+f+CaxWcw=\n")	
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	m1.e.i("zGS1mdUecVXNZr2IxB52Qt5+p4rCFWtf0Q==\n",	"nzD0y4FBIhA=\n")	

	m1.e.i("8FiwfWoYxHDtRb9sWyvoRcBpkEBNEOlQwWSF\n",	"pArxMzlZhyQ=\n")	

	m1.e.i("4AOVevLN2/P2DpN14svU9P0FiHr43dvj9hiVdQ==\n",	"olHaO7aOmqA=\n")	

	m1.e.i("G6lVUTe7H3YGtFpAF449UDuyemwQiClPKpVgfhCTM0w=\n",	"T/sUH2T6XCI=\n")	

	m1.e.i("S6InM4wZvrtLojQ0lQO5oVmiLy6WGaOnWbg1IJsSvrpW\n",	"GPZmYdhG9/U=\n")	

	m1.e.i("+NDn2vFU9rvlzejL0WHUndjDxeDLY9yb1Q==\n",	"rIKmlKIVte8=\n")	

	m1.e.i("vamMtHb5b/y6tJuvdv9x67y8g7Vj5Xr2obM=\n",	"7v3N5iKmLr8=\n")	

去解密字符串

==	字符串反混淆

具体实现：解密字符串

	/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/dynamicDebug/Frida/frida/

hook_360Wallpaper.js	

//	convert	Object(dict/list/...)	to	JSON	string//	convert	Object(dict/list/...)	to	JSON	string

functionfunction		toJsonStrtoJsonStr((curObjcurObj,,	singleLine	singleLine==falsefalse,,	space	space==22)){{

				//	console.log("toJsonStr:	singleLine="	+	singleLine)//	console.log("toJsonStr:	singleLine="	+	singleLine)

				//	var	jsonStr	=	JSON.stringify(curObj,	null,	2)//	var	jsonStr	=	JSON.stringify(curObj,	null,	2)

				varvar	jsonStr		jsonStr	==		JSONJSON..stringifystringify((curObjcurObj,,		nullnull,,	space	space))

				ifif((singleLinesingleLine))		{{

								//	jsonStr	=	jsonStr.replace(/\\n/g,	'')//	jsonStr	=	jsonStr.replace(/\\n/g,	'')

				jsonStr					jsonStr	==	jsonStr	jsonStr..replacereplace((//\n\n//gg,,		''''))

				}}

				returnreturn	jsonStr	jsonStr

				//	return	curObj.toString()//	return	curObj.toString()

}}

varvar	decryptedStrDict		decryptedStrDict	==		{{}}

//	example:	//	example:	

//			str1=n+IwzFs/Og7X4DzE\n,	str2=+YNTqTlQVWU=,	decryptedStr=facebook.com//			str1=n+IwzFs/Og7X4DzE\n,	str2=+YNTqTlQVWU=,	decryptedStr=facebook.com

//			str1=C0YO33gie94ALSCkCnQj2g5kDJVwaiqx\n,	str2=WhVY8DINF4w=	-->>	decryptedStr=QSV/J//			str1=C0YO33gie94ALSCkCnQj2g5kDJVwaiqx\n,	str2=WhVY8DINF4w=	-->>	decryptedStr=QSV/J

/lRZ8xT8y4VTqTeBg==/lRZ8xT8y4VTqTeBg==

functionfunction		saveDecrptedStringsaveDecrptedString((str1str1,,	str2	str2,,	decryptedStr	decryptedStr)){{

				varvar	delimChar		delimChar	==		","","

				varvar	curToDecryptStrGroup		curToDecryptStrGroup	==	str1		str1	++	delimChar		delimChar	++	str2	str2

				//	console.log("curToDecryptStrGroup="	+	curToDecryptStrGroup)//	console.log("curToDecryptStrGroup="	+	curToDecryptStrGroup)

				//	if	(!(curToDecryptStrGroup	in	decryptedStrDict)){//	if	(!(curToDecryptStrGroup	in	decryptedStrDict)){

				ifif		((!!decryptedStrDictdecryptedStrDict..hasOwnPropertyhasOwnProperty((curToDecryptStrGroupcurToDecryptStrGroup)))){{

				decryptedStrDict				decryptedStrDict[[curToDecryptStrGroupcurToDecryptStrGroup]]		==	decryptedStr	decryptedStr

				console				console..loglog(("Updated	->	decryptedStrDict=""Updated	->	decryptedStrDict="		++		toJsonStrtoJsonStr((decryptedStrDictdecryptedStrDict))))

				}}

}}

//	manual	decrypt	obfuscated	string//	manual	decrypt	obfuscated	string

functionfunction		manualDecryptStringmanualDecryptString((m1EClsm1ECls,,	m1EIFunc	m1EIFunc)){{

				//	/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/staticAnalysis/36//	/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/staticAnalysis/36

0Wallpaper_jadx_showBadCode/sources/com/w/thsz/info/HomeEntry.java0Wallpaper_jadx_showBadCode/sources/com/w/thsz/info/HomeEntry.java

				//	/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/staticAnalysis/36//	/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/staticAnalysis/36
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0Wallpaper_jadx_showBadCode/sources/com/w/thsz/info/PaperEntry.java0Wallpaper_jadx_showBadCode/sources/com/w/thsz/info/PaperEntry.java

				letlet	toDecryptStrArr		toDecryptStrArr	==		[[

								//	["/o3etnXwGpjjkNGnVcU4vt6M+opQ2Dqp\n",	"qt+f+CaxWcw=\n"],//	["/o3etnXwGpjjkNGnVcU4vt6M+opQ2Dqp\n",	"qt+f+CaxWcw=\n"],

								//	["zGS1mdUecVXNZr2IxB52Qt5+p4rCFWtf0Q==\n",	"nzD0y4FBIhA=\n"],//	["zGS1mdUecVXNZr2IxB52Qt5+p4rCFWtf0Q==\n",	"nzD0y4FBIhA=\n"],

								//	["8FiwfWoYxHDtRb9sWyvoRcBpkEBNEOlQwWSF\n",	"pArxMzlZhyQ=\n"],//	["8FiwfWoYxHDtRb9sWyvoRcBpkEBNEOlQwWSF\n",	"pArxMzlZhyQ=\n"],

								//	["4AOVevLN2/P2DpN14svU9P0FiHr43dvj9hiVdQ==\n",	"olHaO7aOmqA=\n"],//	["4AOVevLN2/P2DpN14svU9P0FiHr43dvj9hiVdQ==\n",	"olHaO7aOmqA=\n"],

								//	["G6lVUTe7H3YGtFpAF449UDuyemwQiClPKpVgfhCTM0w=\n",	"T/sUH2T6XCI=\n"],//	["G6lVUTe7H3YGtFpAF449UDuyemwQiClPKpVgfhCTM0w=\n",	"T/sUH2T6XCI=\n"],

								//	["S6InM4wZvrtLojQ0lQO5oVmiLy6WGaOnWbg1IJsSvrpW\n",	"GPZmYdhG9/U=\n"],//	["S6InM4wZvrtLojQ0lQO5oVmiLy6WGaOnWbg1IJsSvrpW\n",	"GPZmYdhG9/U=\n"],

								//	["+NDn2vFU9rvlzejL0WHUndjDxeDLY9yb1Q==\n",	"rIKmlKIVte8=\n"],//	["+NDn2vFU9rvlzejL0WHUndjDxeDLY9yb1Q==\n",	"rIKmlKIVte8=\n"],

								//	["vamMtHb5b/y6tJuvdv9x67y8g7Vj5Xr2obM=\n",	"7v3N5iKmLr8=\n"],//	["vamMtHb5b/y6tJuvdv9x67y8g7Vj5Xr2obM=\n",	"7v3N5iKmLr8=\n"],

								[["dKEMTz+a/hF0vxgTGbL5S3y5AUkpvvtRdKgNT3Sg7kp3\n""dKEMTz+a/hF0vxgTGbL5S3y5AUkpvvtRdKgNT3Sg7kp3\n",,		"Fc9oPVDzmj8=\n""Fc9oPVDzmj8=\n"]],,

								[["G96QImCjHHQbwIR+RosbLhPGnSR2hxk0G9eRIg==\n""G96QImCjHHQbwIR+RosbLhPGnSR2hxk0G9eRIg==\n",,		"erD0UA/KeFo=\n""erD0UA/KeFo=\n"]],,

								[["QA==\n""QA==\n",,		"DHIuWtcRHPM=\n""DHIuWtcRHPM=\n"]],,

								[["97HxJBfO7nI=\n""97HxJBfO7nI=\n",,		"hNSFZWWpuEI=\n""hNSFZWWpuEI=\n"]],,

								[["hQG5PXN9gEE=\n""hQG5PXN9gEE=\n",,		"5GLNVAUU9Dg=\n""5GLNVAUU9Dg=\n"]],,

								[["6ibSaFhtSRDrJNp5SW1OB/g8wHtPZlMa9w==\n""6ibSaFhtSRDrJNp5SW1OB/g8wHtPZlMa9w==\n",,		"uXKTOgwyGlU=\n""uXKTOgwyGlU=\n"]],,

								[["qbfO4YGsTom/usjukapBjrSx0+GLvE6Zv6zO7g==\n""qbfO4YGsTom/usjukapBjrSx0+GLvE6Zv6zO7g==\n",,		"6+WBoMXvD9o=\n""6+WBoMXvD9o=\n"]],,

								[["RGOVY5WGeT9EY4ZkjJx+JVZjnX6PhmQjVnmHcIKNeT5Z\n""RGOVY5WGeT9EY4ZkjJx+JVZjnX6PhmQjVnmHcIKNeT5Z\n",,		"FzfUMcHZMHE=\n""FzfUMcHZMHE=\n"]],,

								[["a/ZMVX/pp3Zv6AAWcuSsMm3/VFV74aB+b/4=\n""a/ZMVX/pp3Zv6AAWcuSsMm3/VFV74aB+b/4=\n",,		"CpogdR2AyRI=\n""CpogdR2AyRI=\n"]],,

								[["L1IU+CJsgCkvTACkBESHcydKGf40SIVpL1sV+A==\n""L1IU+CJsgCkvTACkBESHcydKGf40SIVpL1sV+A==\n",,		"Tjxwik0F5Ac=\n""Tjxwik0F5Ac=\n"]],,

								[["23Kbgc7H69HbbI/d6O/si9NqlofY4+6R23uagQ==\n""23Kbgc7H69HbbI/d6O/si9NqlofY4+6R23uagQ==\n",,		"uhz/86Guj/8=\n""uhz/86Guj/8=\n"]],,

								[["pMYKuJux1TCk2B7kvZnSaqzeB76NldBwpM8LuA==\n""pMYKuJux1TCk2B7kvZnSaqzeB76NldBwpM8LuA==\n",,		"xahuyvTYsR4=\n""xahuyvTYsR4=\n"]],,

								[["a8JgfYSH7R9y/g==\n""a8JgfYSH7R9y/g==\n",,		"BowBCe3xiE8=\n""BowBCe3xiE8=\n"]],,

								[["jn6X/WJ9JeWOYIOhRFUiv4Zmmvt0WSCljneW/SlHNb6N\n""jn6X/WJ9JeWOYIOhRFUiv4Zmmvt0WSCljneW/SlHNb6N\n",,		"7xDzjw0UQcs=\n""7xDzjw0UQcs=\n"]],,

								[["dx2TBGOGukN3A4dYRa69GX8FngJ1or8DdxSSBA==\n""dx2TBGOGukN3A4dYRa69GX8FngJ1or8DdxSSBA==\n",,		"FnP3dgzv3m0=\n""FnP3dgzv3m0=\n"]],,

								[["NLP8E/uEo+4=\n""NLP8E/uEo+4=\n",,		"R9aIUonj9d4=\n""R9aIUonj9d4=\n"]],,

								[["yIIUaCMNShs=\n""yIIUaCMNShs=\n",,		"qeFgAVVkPmI=\n""qeFgAVVkPmI=\n"]],,

								[["+w==\n""+w==\n",,		"t5Df7jb+QVo=\n""t5Df7jb+QVo=\n"]],,

								[["zGS1mdUecVXNZr2IxB52Qt5+p4rCFWtf0Q==\n""zGS1mdUecVXNZr2IxB52Qt5+p4rCFWtf0Q==\n",,		"nzD0y4FBIhA=\n""nzD0y4FBIhA=\n"]],,

								[["4AOVevLN2/P2DpN14svU9P0FiHr43dvj9hiVdQ==\n""4AOVevLN2/P2DpN14svU9P0FiHr43dvj9hiVdQ==\n",,		"olHaO7aOmqA=\n""olHaO7aOmqA=\n"]],,

								[["S6InM4wZvrtLojQ0lQO5oVmiLy6WGaOnWbg1IJsSvrpW\n""S6InM4wZvrtLojQ0lQO5oVmiLy6WGaOnWbg1IJsSvrpW\n",,		"GPZmYdhG9/U=\n""GPZmYdhG9/U=\n"]],,

								[["vamMtHb5b/y6tJuvdv9x67y8g7Vj5Xr2obM=\n""vamMtHb5b/y6tJuvdv9x67y8g7Vj5Xr2obM=\n",,		"7v3N5iKmLr8=\n""7v3N5iKmLr8=\n"]],,

								[["Fxh7otsj1IYTBjfh1i7fwhERY6LfK9OOExA=\n""Fxh7otsj1IYTBjfh1i7fwhERY6LfK9OOExA=\n",,		"dnQXgrlKuuI=\n""dnQXgrlKuuI=\n"]],,

								[["NS1YKceVjJs1M0x14b2LwT01VS/RsYnbNSRZKQ==\n""NS1YKceVjJs1M0x14b2LwT01VS/RsYnbNSRZKQ==\n",,		"VEM8W6j86LU=\n""VEM8W6j86LU=\n"]],,

								[["Kb+u3htr/+MpobqCPUP4uSGno9gNT/qjKbav3g==\n""Kb+u3htr/+MpobqCPUP4uSGno9gNT/qjKbav3g==\n",,		"SNHKrHQCm80=\n""SNHKrHQCm80=\n"]],,

								[["ZIkFqddEwPhklxH18WzHomyRCK/BYMW4ZIAEqQ==\n""ZIkFqddEwPhklxH18WzHomyRCK/BYMW4ZIAEqQ==\n",,		"Bedh27gtpNY=\n""Bedh27gtpNY=\n"]],,

								[["m7XwCB9NrZabq+RUOWWqzJOt/Q4JaajWm7zxCA==\n""m7XwCB9NrZabq+RUOWWqzJOt/Q4JaajWm7zxCA==\n",,		"+tuUenAkybg=\n""+tuUenAkybg=\n"]],,

								[["DdaB2+RT5g==\n""DdaB2+RT5g==\n",,		"bLXitJE9kn4=\n""bLXitJE9kn4=\n"]],,

								[["Mea6/fsOqEUx673g4Qm4GH7Bn+z3CLkFJMW/4fUAqRl026r69g==\n""Mea6/fsOqEUx673g4Qm4GH7Bn+z3CLkFJMW/4fUAqRl026r69g==\n",,		"UIjej5RnzGs=\n""UIjej5RnzGs=\n"]],,

								[["wcIRcGqP4zrc3x5hS6vNAeP1EV1aodUA4dUoTlWnwwfh/Ck=\n""wcIRcGqP4zrc3x5hS6vNAeP1EV1aodUA4dUoTlWnwwfh/Ck=\n",,		"lZBQPjnOoG4=\n""lZBQPjnOoG4=\n"]],,

								[["Pzv0yGSqC/UUP+fPZJk=\n""Pzv0yGSqC/UUP+fPZJk=\n",,		"S1OGrQH1apY=\n""S1OGrQH1apY=\n"]],,

								[["5NI4MmJGDgjP1is1YnU=\n""5NI4MmJGDgjP1is1YnU=\n",,		"kLpKVwcZb2s=\n""kLpKVwcZb2s=\n"]],,

								[["qZTwT62fXkCCiPtarQ==\n""qZTwT62fXkCCiPtarQ==\n",,		"3fyCKsjAPyM=\n""3fyCKsjAPyM=\n"]],,

								[["u+oaes1wGJO75x1n13cIzvTNP2vBdgnTrskfZsN+Gc8=\n""u+oaes1wGJO75x1n13cIzvTNP2vBdgnTrskfZsN+Gc8=\n",,		"2oR+CKIZfL0=\n""2oR+CKIZfL0=\n"]],,

								[["7EI3G+06AmTzUww66DEVdQ==\n""7EI3G+06AmTzUww66DEVdQ==\n",,		"iydDWIJUdgE=\n""iydDWIJUdgE=\n"]],,

								[["j8OjMFDZCyyB3ukRWsIZa43IiiNR0QhnnOOmNlbGCg==\n""j8OjMFDZCyyB3ukRWsIZa43IiiNR0QhnnOOmNlbGCg==\n",,		"7q3HQj+wbwI=\n""7q3HQj+wbwI=\n"]],,

								[["whQiaETnSy/CBA4=\n""whQiaETnSy/CBA4=\n",,		"o2drBjCCOUk=\n""o2drBjCCOUk=\n"]],,

								[["ee/hgMqVxoN97w==\n""ee/hgMqVxoN97w==\n",,		"HoqV06/nsOo=\n""HoqV06/nsOo=\n"]],,

								[["vX0MZNDuohKzYEZF2vWwVb92JXfR5qFZrl0JYtbxow==\n""vX0MZNDuohKzYEZF2vWwVb92JXfR5qFZrl0JYtbxow==\n",,		"3BNoFr+Hxjw=\n""3BNoFr+Hxjw=\n"]],,

								[["TMkZbWldkwpT2CJMbFaEGw==\n""TMkZbWldkwpT2CJMbFaEGw==\n",,		"K6xtLgYz528=\n""K6xtLgYz528=\n"]],,

								[["fkp5AgYdMph+WlU=\n""fkp5AgYdMph+WlU=\n",,		"HzkwbHJ4QP4=\n""HzkwbHJ4QP4=\n"]],,

								[["4gCYURyyJQDmAA==\n""4gCYURyyJQDmAA==\n",,		"hWXsAnnAU2k=\n""hWXsAnnAU2k=\n"]],,

								[["7Mysgi2Jd1Xo4bixMA==\n""7Mysgi2Jd1Xo4bixMA==\n",,		"gYXf1ET/GAI=\n""gYXf1ET/GAI=\n"]],,

				]]

				ifif		((m1EIFuncm1EIFunc))		{{
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				toDecryptStrArr				toDecryptStrArr..forEachforEach((((curDecryptRowcurDecryptRow))		=>=>		{{

												//	console.log("curDecryptRow="	+	curDecryptRow)//	console.log("curDecryptRow="	+	curDecryptRow)

												varvar	str1		str1	==	curDecryptRow	curDecryptRow[[00]]

												varvar	str2		str2	==	curDecryptRow	curDecryptRow[[11]]

												//	console.log("str1="	+	str1	+	",	str2="	+	str2)//	console.log("str1="	+	str1	+	",	str2="	+	str2)

												varvar	str1Stripped		str1Stripped	==	str1	str1..trimtrim(())

												varvar	str2Stripped		str2Stripped	==	str2	str2..trimtrim(())

												//	var	decryptdStr	=	m1EIFunc(str1,	str2)//	var	decryptdStr	=	m1EIFunc(str1,	str2)

												varvar	decryptdStr		decryptdStr	==	m1ECls	m1ECls..ii((str1str1,,	str2	str2))

												//	console.log("str1="	+	str1	+	",	str2="	+	str2	+	"	-->>	"	+	decryptdStr)//	console.log("str1="	+	str1	+	",	str2="	+	str2	+	"	-->>	"	+	decryptdStr)

						console						console..loglog((decryptdStr	decryptdStr	++		"	<<<---	str1Stripped=""	<<<---	str1Stripped="		++	str1Stripped		str1Stripped	++		",	str2Strippe",	str2Strippe

d="d="		++	str2Stripped	str2Stripped))

								}}))

								//	toDecryptStrArr.forEach((item,	index,	arr)	=>	{//	toDecryptStrArr.forEach((item,	index,	arr)	=>	{

								//	console.log("item="	+	item	+	",	index="	+	index	+	",	arr="	+	arr)//	console.log("item="	+	item	+	",	index="	+	index	+	",	arr="	+	arr)

								//	toDecryptStrArr.forEach((curDecryptRow,	curIdx)	=>	{//	toDecryptStrArr.forEach((curDecryptRow,	curIdx)	=>	{

								//			console.log("curDecryptRow="	+	curDecryptRow	+	",	curIdx="	+	curIdx)//			console.log("curDecryptRow="	+	curDecryptRow	+	",	curIdx="	+	curIdx)

								//			var	str1	=	curDecryptRow[0]//			var	str1	=	curDecryptRow[0]

								//			var	str2	=	curDecryptRow[1]//			var	str2	=	curDecryptRow[1]

								//			console.log("str1="	+	str1	+	",	str2="	+	str2)//			console.log("str1="	+	str1	+	",	str2="	+	str2)

								//			//	var	decryptdStr	=	m1EIFunc(str1,	str2)//			//	var	decryptdStr	=	m1EIFunc(str1,	str2)

								//			var	decryptdStr	=	m1ECls.i(str1,	str2)//			var	decryptdStr	=	m1ECls.i(str1,	str2)

								//			console.log("str1="	+	str1	+	",	str2="	+	str2	+	"	-->>	"	+	decryptdStr)//			console.log("str1="	+	str1	+	",	str2="	+	str2	+	"	-->>	"	+	decryptdStr)

								//	})//	})

				}}

}}

//	360Wallpaper_jadx_showBadCode/sources/m1/e.java//	360Wallpaper_jadx_showBadCode/sources/m1/e.java

varvar	m1EClassName		m1EClassName	==		"m1.e""m1.e"

varvar	m1ECls		m1ECls	==	Java	Java..useuse((m1EClassNamem1EClassName))

consoleconsole..loglog(("m1ECls=""m1ECls="		++	m1ECls	m1ECls))

//	printClassAllMethodsFields(m1EClassName)//	printClassAllMethodsFields(m1EClassName)

//	print	static	propery	value//	print	static	propery	value

varvar	m1EC		m1EC	==	m1ECls	m1ECls..cc

varvar	m1ED		m1ED	==	m1ECls	m1ECls..dd

varvar	m1EE		m1EE	==	m1ECls	m1ECls..ee

consoleconsole..loglog(("m1EC=""m1EC="		++	m1EC		m1EC	++		",	m1ED="",	m1ED="		++	m1ED		m1ED	++		",	m1EE="",	m1EE="		++	m1EE	m1EE))

varvar	m1ECValue		m1ECValue	==	m1EC	m1EC..valuevalue

varvar	m1EDValue		m1EDValue	==	m1ED	m1ED..valuevalue

varvar	m1EEValue		m1EEValue	==	m1EE	m1EE..valuevalue

consoleconsole..loglog(("m1ECValue=""m1ECValue="		++	m1ECValue		m1ECValue	++		",	m1EDValue="",	m1EDValue="		++	m1EDValue		m1EDValue	++		",	m1EEValue="",	m1EEValue="		++	m1	m1

EEValueEEValue))

//	public	static	String	i(String	str,	String	str2)	{//	public	static	String	i(String	str,	String	str2)	{

varvar	m1EIFunc		m1EIFunc	==	m1ECls	m1ECls..ii

consoleconsole..loglog(("m1EIFunc=""m1EIFunc="		++	m1EIFunc	m1EIFunc))

manualDecryptStringmanualDecryptString((m1EIFuncm1EIFunc))
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//	hook	function//	hook	function

ifif		((m1EIFuncm1EIFunc))		{{

		m1EIFunc		m1EIFunc..implementationimplementation		==		functionfunction		((str1str1,,	str2	str2))		{{

								//	PrintStack(Throwable.$new())//	PrintStack(Throwable.$new())

								varvar	decryptedStr		decryptedStr	==		thisthis..ii((str1str1,,	str2	str2))

								//	console.log("m1.e.i():	str1="	+	str1	+	",	str2="	+	str2	+	"	->	"	+	decryptedStr)//	console.log("m1.e.i():	str1="	+	str1	+	",	str2="	+	str2	+	"	->	"	+	decryptedStr)

								varvar	str1Stripped		str1Stripped	==	str1	str1..trimtrim(())

								varvar	str2Stripped		str2Stripped	==	str2	str2..trimtrim(())

				console				console..loglog(("m1.e.i():	str1Stripped=""m1.e.i():	str1Stripped="		++	str1Stripped		str1Stripped	++		",	str2Stripped="",	str2Stripped="		++	str2Stri	str2Stri

pped	pped	++		"	-->>	""	-->>	"		++	decryptedStr	decryptedStr))

								//	saveDecrptedString(str1,	str2,	decryptedStr)//	saveDecrptedString(str1,	str2,	decryptedStr)

								returnreturn	decryptedStr	decryptedStr

				}}

}}

效果

......

Stack:Stack:	m1	m1..ee..ii((Native	MethodNative	Method))

				at	a1				at	a1..cc..ee((Unknown	SourceUnknown	Source::44))

				at	a1				at	a1..cc$$dd..onReceiveonReceive((OutHelperOutHelper..ktkt::44))

				at	android				at	android..appapp..LoadedApkLoadedApk$$ReceiverDispatcherReceiverDispatcher$$ArgsArgs..lambdalambda$$getRunnablegetRunnable$$00$$androidandroid--appapp--LL

oadedApkoadedApk$$ReceiverDispatcherReceiverDispatcher$$ArgsArgs((LoadedApkLoadedApk..javajava::17901790))

				at	android				at	android..appapp..LoadedApkLoadedApk$$ReceiverDispatcherReceiverDispatcher$$ArgsArgs$$$$ExternalSyntheticLambda0ExternalSyntheticLambda0..runrun((UnknUnkn

own	Sourceown	Source::22))

				at	android				at	android..osos..HandlerHandler..handleCallbackhandleCallback((HandlerHandler..javajava::942942))

				at	android				at	android..osos..HandlerHandler..dispatchMessagedispatchMessage((HandlerHandler..javajava::9999))

				at	android				at	android..osos..LooperLooper..loopOnceloopOnce((LooperLooper..javajava::201201))

				at	android				at	android..osos..LooperLooper..looploop((LooperLooper..javajava::288288))

				at	android				at	android..appapp..ActivityThreadActivityThread..mainmain((ActivityThreadActivityThread..javajava::79187918))

				at	java				at	java..langlang..reflectreflect..MethodMethod..invokeinvoke((Native	MethodNative	Method))

				at	com				at	com..androidandroid..internalinternal..osos..RuntimeInitRuntimeInit$$MethodAndArgsCallerMethodAndArgsCaller..runrun((RuntimeInitRuntimeInit..javajava::548548))
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				at	com				at	com..androidandroid..internalinternal..osos..ZygoteInitZygoteInit..mainmain((ZygoteInitZygoteInit..javajava::936936))

m1m1..ee..ii(())::	str1	str1==e5sBx5B3wHN5kge5sBx5B3wHN5kg====

,,	str2	str2==HPRuoPwSnwEHPRuoPwSnwE==

......

m1m1..ee..ii(())::	str1Stripped	str1Stripped==nn++IwzFsIwzFs//Og7X4DzEOg7X4DzE,,	str2Stripped	str2Stripped==++YNTqTlQVWUYNTqTlQVWU==		---->>>>		facebook.comfacebook.com

curToDecryptStrGroupcurToDecryptStrGroup==nn++IwzFsIwzFs//Og7X4DzEOg7X4DzE

,,++YNTqTlQVWUYNTqTlQVWU==

m1m1..ee..ii(())::	str1Stripped	str1Stripped==6lmEOrkL6lmEOrkL,,	str2Stripped	str2Stripped==iz3uT8piz3uT8p//pp//44==		---->>>>	adjust	adjust

curToDecryptStrGroupcurToDecryptStrGroup==6lmEOrkL6lmEOrkL

,,iz3uT8piz3uT8p//pp//44==

m1m1..ee..ii(())::	str1Stripped	str1Stripped==YWcBkgUT1ntlZQYWcBkgUT1ntlZQ====,,	str2Stripped	str2Stripped==AANr53ZniQkAANr53ZniQk==		---->>>>	adjust_ref	adjust_ref

curToDecryptStrGroupcurToDecryptStrGroup==YWcBkgUT1ntlZQYWcBkgUT1ntlZQ====

,,AANr53ZniQkAANr53ZniQk==

m1m1..ee..ii(())::	str1Stripped	str1Stripped==u9q6nVAL9Au9q6nVAL9A====,,	str2Stripped	str2Stripped==1Kjd1Kjd//D5ilD5il++II==		---->>>>	organic	organic

curToDecryptStrGroupcurToDecryptStrGroup==u9q6nVAL9Au9q6nVAL9A====

,,1Kjd1Kjd//D5ilD5il++II==

m1m1..ee..ii(())::	str1Stripped	str1Stripped==pfWjrvurbQpfWjrvurbQ====,,	str2Stripped	str2Stripped==yofEz5XCDjUyofEz5XCDjU==		---->>>>	organic	organic

curToDecryptStrGroupcurToDecryptStrGroup==pfWjrvurbQpfWjrvurbQ====

,,yofEz5XCDjUyofEz5XCDjU==

m1m1..ee..ii(())::	str1Stripped	str1Stripped==Zi8KGAZi8KGA====,,	str2Stripped	str2Stripped==AE0AE0++eZ9v58geZ9v58g==		---->>>>	fb4a	fb4a

m1m1..ee..ii(())::	str1Stripped	str1Stripped==nn++IwzFsIwzFs//Og7X4DzEOg7X4DzE,,	str2Stripped	str2Stripped==++YNTqTlQVWUYNTqTlQVWU==		---->>>>		facebook.comfacebook.com

m1m1..ee..ii(())::	str1Stripped	str1Stripped==6lmEOrkL6lmEOrkL,,	str2Stripped	str2Stripped==iz3uT8piz3uT8p//pp//44==		---->>>>	adjust	adjust

m1m1..ee..ii(())::	str1Stripped	str1Stripped==YWcBkgUT1ntlZQYWcBkgUT1ntlZQ====,,	str2Stripped	str2Stripped==AANr53ZniQkAANr53ZniQk==		---->>>>	adjust_ref	adjust_ref

m1m1..ee..ii(())::	str1Stripped	str1Stripped==u9q6nVAL9Au9q6nVAL9A====,,	str2Stripped	str2Stripped==1Kjd1Kjd//D5ilD5il++II==		---->>>>	organic	organic

m1m1..ee..ii(())::	str1Stripped	str1Stripped==pfWjrvurbQpfWjrvurbQ====,,	str2Stripped	str2Stripped==yofEz5XCDjUyofEz5XCDjU==		---->>>>	organic	organic

m1m1..ee..ii(())::	str1Stripped	str1Stripped==GKcOvG5nbr4GKcOvG5nbr4==,,	str2Stripped	str2Stripped==We5Y7DwNBYMWe5Y7DwNBYM==		---->>>>	AIVPRjk	AIVPRjk==

m1m1..ee..ii(())::	str1Stripped	str1Stripped==urwhs9CWsta5unHxh9K7n7ehIfKJ1bacuqw498eG5tYurwhs9CWsta5unHxh9K7n7ehIfKJ1bacuqw498eG5tY==,,	str2Stripped	str2Stripped==3M9Jw73M9Jw7

//gggg++88==		---->>>>	fshpov19eu82828pknh1655sfcq4xfe9	fshpov19eu82828pknh1655sfcq4xfe9

m1m1..ee..ii(())::	str1Stripped	str1Stripped==gBPhX4EgBPhX4E==,,	str2Stripped	str2Stripped==1UencrnGACo1UencrnGACo==		---->>>>	UTF	UTF--88

m1m1..ee..ii(())::	str1Stripped	str1Stripped==C0YO33gie94ALSCkCnQj2g5kDJVwaiqxC0YO33gie94ALSCkCnQj2g5kDJVwaiqx,,	str2Stripped	str2Stripped==WhVY8DINF4wWhVY8DINF4w==		---->>>>

	QSV	QSV//JJ//lRZ8xT8y4VTqTeBglRZ8xT8y4VTqTeBg====

m1m1..ee..ii(())::	str1Stripped	str1Stripped==urwhs9CWsta5unHxh9K7n7ehIfKJ1bacuqw498eG5tYurwhs9CWsta5unHxh9K7n7ehIfKJ1bacuqw498eG5tY==,,	str2Stripped	str2Stripped==3M9Jw73M9Jw7

//gggg++88==		---->>>>	fshpov19eu82828pknh1655sfcq4xfe9	fshpov19eu82828pknh1655sfcq4xfe9

m1m1..ee..ii(())::	str1Stripped	str1Stripped==gBPhX4EgBPhX4E==,,	str2Stripped	str2Stripped==1UencrnGACo1UencrnGACo==		---->>>>	UTF	UTF--88

m1m1..ee..ii(())::	str1Stripped	str1Stripped==lOLv8t576N2Tkc7T73ezi5Xc6KjjOLlOLv8t576N2Tkc7T73ezi5Xc6KjjOL//Y2JHZxsEWyNauY2JHZxsEWyNau++++vpzTm7hwvpzTm7hw====,,	str2St	str2St

rippedripped==96i6h4hOhro96i6h4hOhro==		---->>>>	cJUuV5ngd9tTg951btR	cJUuV5ngd9tTg951btR//kv9bkv9b//9cAIXNlYSQnEw9cAIXNlYSQnEw====

m1m1..ee..ii(())::	str1Stripped	str1Stripped==urwhs9CWsta5unHxh9K7n7ehIfKJ1bacuqw498eG5tYurwhs9CWsta5unHxh9K7n7ehIfKJ1bacuqw498eG5tY==,,	str2Stripped	str2Stripped==3M9Jw73M9Jw7

//gggg++88==		---->>>>	fshpov19eu82828pknh1655sfcq4xfe9	fshpov19eu82828pknh1655sfcq4xfe9

m1m1..ee..ii(())::	str1Stripped	str1Stripped==gBPhX4EgBPhX4E==,,	str2Stripped	str2Stripped==1UencrnGACo1UencrnGACo==		---->>>>	UTF	UTF--88

m1m1..ee..ii(())::	str1Stripped	str1Stripped==qrWDW7z7XAqrWDW7z7XA====,,	str2Stripped	str2Stripped==ydrtL9mDKJIydrtL9mDKJI==		---->>>>	context	context

m1m1..ee..ii(())::	str1Stripped	str1Stripped==0N9I0N9I,,	str2Stripped	str2Stripped==s7M7XUPzvSYs7M7XUPzvSY==		---->>>>	cls	cls

m1m1..ee..ii(())::	str1Stripped	str1Stripped==e5sBx5B3wHN5kge5sBx5B3wHN5kg====,,	str2Stripped	str2Stripped==HPRuoPwSnwEHPRuoPwSnwE==		---->>>>	google_ref	google_ref

m1m1..ee..ii(())::	str1Stripped	str1Stripped==Zi8KGAZi8KGA====,,	str2Stripped	str2Stripped==AE0AE0++eZ9v58geZ9v58g==		---->>>>	fb4a	fb4a
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m1m1..ee..ii(())::	str1Stripped	str1Stripped==nn++IwzFsIwzFs//Og7X4DzEOg7X4DzE,,	str2Stripped	str2Stripped==++YNTqTlQVWUYNTqTlQVWU==		---->>>>		facebook.comfacebook.com

m1m1..ee..ii(())::	str1Stripped	str1Stripped==6lmEOrkL6lmEOrkL,,	str2Stripped	str2Stripped==iz3uT8piz3uT8p//pp//44==		---->>>>	adjust	adjust

m1m1..ee..ii(())::	str1Stripped	str1Stripped==YWcBkgUT1ntlZQYWcBkgUT1ntlZQ====,,	str2Stripped	str2Stripped==AANr53ZniQkAANr53ZniQk==		---->>>>	adjust_ref	adjust_ref

m1m1..ee..ii(())::	str1Stripped	str1Stripped==u9q6nVAL9Au9q6nVAL9A====,,	str2Stripped	str2Stripped==1Kjd1Kjd//D5ilD5il++II==		---->>>>	organic	organic

m1m1..ee..ii(())::	str1Stripped	str1Stripped==pfWjrvurbQpfWjrvurbQ====,,	str2Stripped	str2Stripped==yofEz5XCDjUyofEz5XCDjU==		---->>>>	organic	organic

m1m1..ee..ii(())::	str1Stripped	str1Stripped==GKcOvG5nbr4GKcOvG5nbr4==,,	str2Stripped	str2Stripped==We5Y7DwNBYMWe5Y7DwNBYM==		---->>>>	AIVPRjk	AIVPRjk==

m1m1..ee..ii(())::	str1Stripped	str1Stripped==urwhs9CWsta5unHxh9K7n7ehIfKJ1bacuqw498eG5tYurwhs9CWsta5unHxh9K7n7ehIfKJ1bacuqw498eG5tY==,,	str2Stripped	str2Stripped==3M9Jw73M9Jw7

//gggg++88==		---->>>>	fshpov19eu82828pknh1655sfcq4xfe9	fshpov19eu82828pknh1655sfcq4xfe9

m1m1..ee..ii(())::	str1Stripped	str1Stripped==gBPhX4EgBPhX4E==,,	str2Stripped	str2Stripped==1UencrnGACo1UencrnGACo==		---->>>>	UTF	UTF--88

m1m1..ee..ii(())::	str1Stripped	str1Stripped==C0YO33gie94ALSCkCnQj2g5kDJVwaiqxC0YO33gie94ALSCkCnQj2g5kDJVwaiqx,,	str2Stripped	str2Stripped==WhVY8DINF4wWhVY8DINF4w==		---->>>>

	QSV	QSV//JJ//lRZ8xT8y4VTqTeBglRZ8xT8y4VTqTeBg====

m1m1..ee..ii(())::	str1Stripped	str1Stripped==urwhs9CWsta5unHxh9K7n7ehIfKJ1bacuqw498eG5tYurwhs9CWsta5unHxh9K7n7ehIfKJ1bacuqw498eG5tY==,,	str2Stripped	str2Stripped==3M9Jw73M9Jw7

//gggg++88==		---->>>>	fshpov19eu82828pknh1655sfcq4xfe9	fshpov19eu82828pknh1655sfcq4xfe9

m1m1..ee..ii(())::	str1Stripped	str1Stripped==gBPhX4EgBPhX4E==,,	str2Stripped	str2Stripped==1UencrnGACo1UencrnGACo==		---->>>>	UTF	UTF--88

m1m1..ee..ii(())::	str1Stripped	str1Stripped==lOLv8t576N2Tkc7T73ezi5Xc6KjjOLlOLv8t576N2Tkc7T73ezi5Xc6KjjOL//Y2JHZxsEWyNauY2JHZxsEWyNau++++vpzTm7hwvpzTm7hw====,,	str2St	str2St

rippedripped==96i6h4hOhro96i6h4hOhro==		---->>>>	cJUuV5ngd9tTg951btR	cJUuV5ngd9tTg951btR//kv9bkv9b//9cAIXNlYSQnEw9cAIXNlYSQnEw====

m1m1..ee..ii(())::	str1Stripped	str1Stripped==urwhs9CWsta5unHxh9K7n7ehIfKJ1bacuqw498eG5tYurwhs9CWsta5unHxh9K7n7ehIfKJ1bacuqw498eG5tY==,,	str2Stripped	str2Stripped==3M9Jw73M9Jw7

//gggg++88==		---->>>>	fshpov19eu82828pknh1655sfcq4xfe9	fshpov19eu82828pknh1655sfcq4xfe9

m1m1..ee..ii(())::	str1Stripped	str1Stripped==gBPhX4EgBPhX4E==,,	str2Stripped	str2Stripped==1UencrnGACo1UencrnGACo==		---->>>>	UTF	UTF--88

Updated	Updated	-->>	decryptedStrDict	decryptedStrDict=={{"0mIyyw==\n,pQNbvzxsUjA=\n""0mIyyw==\n,pQNbvzxsUjA=\n"::"wait""wait",,"qrWDW7z7XA==\n,ydrtL9m"qrWDW7z7XA==\n,ydrtL9m

DKJI=\n"DKJI=\n"::"context""context"}}

Updated	Updated	-->>	decryptedStrDict	decryptedStrDict=={{"0mIyyw==\n,pQNbvzxsUjA=\n""0mIyyw==\n,pQNbvzxsUjA=\n"::"wait""wait",,"qrWDW7z7XA==\n,ydrtL9m"qrWDW7z7XA==\n,ydrtL9m

DKJI=\n"DKJI=\n"::"context""context",,"0N9I\n,s7M7XUPzvSY=\n""0N9I\n,s7M7XUPzvSY=\n"::"cls""cls"}}

......

Updated	Updated	-->>	decryptedStrDict	decryptedStrDict=={{

				"RHk=\n,NEk26SxLQpY=\n""RHk=\n,NEk26SxLQpY=\n"::		"p0""p0",,

				"Ctg=\n,euj9oN1O89Q=\n""Ctg=\n,euj9oN1O89Q=\n"::		"p0""p0",,

				"WNoEx1td\n,ZK5srihjjHA=\n""WNoEx1td\n,ZK5srihjjHA=\n"::		"<this>""<this>",,

				"6tol5TJn\n,xK1VtlcTvZ4=\n""6tol5TJn\n,xK1VtlcTvZ4=\n"::		".wpSet"".wpSet",,

				"ybAkZWjlVXzbuzRjbuJWIYaNBUNTxX8V+w==\n,qN5AFweMMVI=\n""ybAkZWjlVXzbuzRjbuJWIYaNBUNTxX8V+w==\n,qN5AFweMMVI=\n"::		"android.settings.SETTINGS""android.settings.SETTINGS",,

				"iznC7BGVypmSDsLzOg==\n,/1Gxlk7zuPY=\n""iznC7BGVypmSDsLzOg==\n,/1Gxlk7zuPY=\n"::		"thsz_from_set""thsz_from_set",,

				"MzhD1Fyu+7sqD0PLdw==\n,R1AwrgPIidQ=\n""MzhD1Fyu+7sqD0PLdw==\n,R1AwrgPIidQ=\n"::		"thsz_from_set""thsz_from_set",,

				"TD0nYsjkP49UOAxS1vQ8\n,O014DbiBUdA=\n""TD0nYsjkP49UOAxS1vQ8\n,O014DbiBUdA=\n"::		"wp_open_out_num""wp_open_out_num",,

				"NIU=\n,RLXuwslcso4=\n""NIU=\n,RLXuwslcso4=\n"::		"p0""p0",,

				"v68=\n,z59QGAfzgVI=\n""v68=\n,z59QGAfzgVI=\n"::		"p0""p0",,

				"10g=\n,p3jUwVR1TlE=\n""10g=\n,p3jUwVR1TlE=\n"::		"p0""p0",,

				"bTY=\n,HQYlg2SZsI8=\n""bTY=\n,HQYlg2SZsI8=\n"::		"p0""p0",,

				"+pM=\n,iqNAgnhpDJw=\n""+pM=\n,iqNAgnhpDJw=\n"::		"p0""p0",,

				"+mc=\n,ilcKLu3y9Hc=\n""+mc=\n,ilcKLu3y9Hc=\n"::		"p0""p0",,

				"qfk=\n,2ckbQ5GN/s8=\n""qfk=\n,2ckbQ5GN/s8=\n"::		"p0""p0",,

				"aog=\n,GrhJtEmflVA=\n""aog=\n,GrhJtEmflVA=\n"::		"p0""p0",,

				"qjI=\n,2gK64i8EPUY=\n""qjI=\n,2gK64i8EPUY=\n"::		"p0""p0",,

				"ZNg=\n,FOgMtYm5CFA=\n""ZNg=\n,FOgMtYm5CFA=\n"::		"p0""p0",,

				"+5/dnwJs0ULhmcau\n,iPqpwGMcoR0=\n""+5/dnwJs0ULhmcau\n,iPqpwGMcoR0=\n"::		"set_app_icon""set_app_icon",,

				"b4w=\n,H7wXwoPm++I=\n""b4w=\n,H7wXwoPm++I=\n"::		"p0""p0",,

				"Z3U=\n,F0R7J/92o8c=\n""Z3U=\n,F0R7J/92o8c=\n"::		"p1""p1",,

				"0mIyyw==\n,pQNbvzxsUjA=\n""0mIyyw==\n,pQNbvzxsUjA=\n"::		"wait""wait",,

				"qrWDW7z7XA==\n,ydrtL9mDKJI=\n""qrWDW7z7XA==\n,ydrtL9mDKJI=\n"::		"context""context",,

				"0N9I\n,s7M7XUPzvSY=\n""0N9I\n,s7M7XUPzvSY=\n"::		"cls""cls",,

				"e5sBx5B3wHN5kg==\n,HPRuoPwSnwE=\n""e5sBx5B3wHN5kg==\n,HPRuoPwSnwE=\n"::		"google_ref""google_ref",,
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				"Zi8KGA==\n,AE0+eZ9v58g=\n""Zi8KGA==\n,AE0+eZ9v58g=\n"::		"fb4a""fb4a",,

				"n+IwzFs/Og7X4DzE\n,+YNTqTlQVWU=\n""n+IwzFs/Og7X4DzE\n,+YNTqTlQVWU=\n"::		"facebook.com""facebook.com",,

				"6lmEOrkL\n,iz3uT8p/p/4=\n""6lmEOrkL\n,iz3uT8p/p/4=\n"::		"adjust""adjust",,

				"YWcBkgUT1ntlZQ==\n,AANr53ZniQk=\n""YWcBkgUT1ntlZQ==\n,AANr53ZniQk=\n"::		"adjust_ref""adjust_ref",,

				"u9q6nVAL9A==\n,1Kjd/D5il+I=\n""u9q6nVAL9A==\n,1Kjd/D5il+I=\n"::		"organic""organic",,

				"pfWjrvurbQ==\n,yofEz5XCDjU=\n""pfWjrvurbQ==\n,yofEz5XCDjU=\n"::		"organic""organic",,

				"GKcOvG5nbr4=\n,We5Y7DwNBYM=\n""GKcOvG5nbr4=\n,We5Y7DwNBYM=\n"::		"AIVPRjk=""AIVPRjk=",,

				"urwhs9CWsta5unHxh9K7n7ehIfKJ1bacuqw498eG5tY=\n,3M9Jw7/gg+8=\n""urwhs9CWsta5unHxh9K7n7ehIfKJ1bacuqw498eG5tY=\n,3M9Jw7/gg+8=\n"::		"fshpov19eu82828pknh"fshpov19eu82828pknh

1655sfcq4xfe9"1655sfcq4xfe9",,

				"gBPhX4E=\n,1UencrnGACo=\n""gBPhX4E=\n,1UencrnGACo=\n"::		"UTF-8""UTF-8",,

				"C0YO33gie94ALSCkCnQj2g5kDJVwaiqx\n,WhVY8DINF4w=\n""C0YO33gie94ALSCkCnQj2g5kDJVwaiqx\n,WhVY8DINF4w=\n"::		"QSV/J/lRZ8xT8y4VTqTeBg==""QSV/J/lRZ8xT8y4VTqTeBg==",,

				"lOLv8t576N2Tkc7T73ezi5Xc6KjjOL/Y2JHZxsEWyNau++vpzTm7hw==\n,96i6h4hOhro=\n""lOLv8t576N2Tkc7T73ezi5Xc6KjjOL/Y2JHZxsEWyNau++vpzTm7hw==\n,96i6h4hOhro=\n"::		"cJUuV5n"cJUuV5n

gd9tTg951btR/kv9b/9cAIXNlYSQnEw=="gd9tTg951btR/kv9b/9cAIXNlYSQnEw==",,

				"lGsWeqSRpxScawZtpYztW5ZxG2el1oB2ulY3V5ihkG6wSC1MgrmPdbJW\n,9QVyCMv4wzo=\n""lGsWeqSRpxScawZtpYztW5ZxG2el1oB2ulY3V5ihkG6wSC1MgrmPdbJW\n,9QVyCMv4wzo=\n"::		"android"android

.intent.action.CLOSE_SYSTEM_DIALOGS".intent.action.CLOSE_SYSTEM_DIALOGS"

}}

--》⼿动解密：》⼿动解密：

m1EIFuncm1EIFunc==function	efunction	e(())		{{

								[[native	codenative	code]]

}}

TRANSACTION_startService	TRANSACTION_startService	<<<<<<------	str1Stripped	str1Stripped==//o3etnXwGpjjkNGnVcU4vt6Mo3etnXwGpjjkNGnVcU4vt6M++opQ2DqpopQ2Dqp,,	str2Stri	str2Stri

ppedpped==qtqt++ff++CaxWcwCaxWcw==

START_SERVICE_TRANSACTION	START_SERVICE_TRANSACTION	<<<<<<------	str1Stripped	str1Stripped==zGS1mdUecVXNZr2IxB52Qt5zGS1mdUecVXNZr2IxB52Qt5++p4rCFWtf0Qp4rCFWtf0Q====,,	str	str

2Stripped2Stripped==nzD0y4FBIhAnzD0y4FBIhA==

TRANSACTION_broadcastIntent	TRANSACTION_broadcastIntent	<<<<<<------	str1Stripped	str1Stripped==8FiwfWoYxHDtRb9sWyvoRcBpkEBNEOlQwWSF8FiwfWoYxHDtRb9sWyvoRcBpkEBNEOlQwWSF,,	s	s

tr2Strippedtr2Stripped==pArxMzlZhyQpArxMzlZhyQ==

BROADCAST_INTENT_TRANSACTION	BROADCAST_INTENT_TRANSACTION	<<<<<<------	str1Stripped	str1Stripped==4AOVevLN24AOVevLN2//P2DpN14svU9P0FiHr43dvj9hiVdQP2DpN14svU9P0FiHr43dvj9hiVdQ==

==,,	str2Stripped	str2Stripped==olHaO7aOmqAolHaO7aOmqA==

TRANSACTION_startInstrumentation	TRANSACTION_startInstrumentation	<<<<<<------	str1Stripped	str1Stripped==G6lVUTe7H3YGtFpAF449UDuyemwQiClPKpG6lVUTe7H3YGtFpAF449UDuyemwQiClPKp

VgfhCTM0wVgfhCTM0w==,,	str2Stripped	str2Stripped==TT//sUH2T6XCIsUH2T6XCI==

START_INSTRUMENTATION_TRANSACTION	START_INSTRUMENTATION_TRANSACTION	<<<<<<------	str1Stripped	str1Stripped==S6InM4wZvrtLojQ0lQO5oVmiLy6WGaOnWS6InM4wZvrtLojQ0lQO5oVmiLy6WGaOnW

bg1IJsSvrpWbg1IJsSvrpW,,	str2Stripped	str2Stripped==GPZmYdhG9GPZmYdhG9//UU==

TRANSACTION_startActivity	TRANSACTION_startActivity	<<<<<<------	str1Stripped	str1Stripped==++NDn2vFU9rvlzejL0WHUndjDxeDLY9yb1QNDn2vFU9rvlzejL0WHUndjDxeDLY9yb1Q====,,	str	str

2Stripped2Stripped==rIKmlKIVte8rIKmlKIVte8==

START_ACTIVITY_TRANSACTION	START_ACTIVITY_TRANSACTION	<<<<<<------	str1Stripped	str1Stripped==vamMtHb5bvamMtHb5b//y6tJuvdv9x67y8g7Vj5Xr2obMy6tJuvdv9x67y8g7Vj5Xr2obM==,,	st	st

r2Strippedr2Stripped==7v3N5iKmLr87v3N5iKmLr8==

/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/staticAnalysis/360Wall/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/staticAnalysis/360Wall

paper_jadx_showBadCode/sources/com/w/thsz/info/paper_jadx_showBadCode/sources/com/w/thsz/info/

**	PaperEntry	PaperEntry..javajava

**	HomeEntry	HomeEntry..javajava

--》字符串解密解码结果：》字符串解密解码结果：

m1EIFuncm1EIFunc==function	efunction	e(())		{{

								[[native	codenative	code]]

}}

androidandroid..appapp..IActivityManagerIActivityManager$$Stub	Stub	<<<<<<------	str1Stripped	str1Stripped==dKEMTzdKEMTz++aa//hF0vxgTGbL5S3y5AUkpvvtRdhF0vxgTGbL5S3y5AUkpvvtRd

KgNT3Sg7kp3KgNT3Sg7kp3,,	str2Stripped	str2Stripped==Fc9oPVDzmj8Fc9oPVDzmj8==

androidandroid..appapp..IActivityManager	IActivityManager	<<<<<<------	str1Stripped	str1Stripped==G96QImCjHHQbwIRG96QImCjHHQbwIR++RosbLhPGnSR2hxk0G9eRIgRosbLhPGnSR2hxk0G9eRIg==

==,,	str2Stripped	str2Stripped==erD0UAerD0UA//KeFoKeFo==

L	L	<<<<<<------	str1Stripped	str1Stripped==QAQA====,,	str2Stripped	str2Stripped==DHIuWtcRHPMDHIuWtcRHPM==

找到并调⽤字符串解密函数m1.e.i

43



setArgV0	setArgV0	<<<<<<------	str1Stripped	str1Stripped==97HxJBfO7nI97HxJBfO7nI==,,	str2Stripped	str2Stripped==hNSFZWWpuEIhNSFZWWpuEI==

activity	activity	<<<<<<------	str1Stripped	str1Stripped==hQG5PXN9gEEhQG5PXN9gEE==,,	str2Stripped	str2Stripped==5GLNVAUU9Dg5GLNVAUU9Dg==

START_SERVICE_TRANSACTION	START_SERVICE_TRANSACTION	<<<<<<------	str1Stripped	str1Stripped==6ibSaFhtSRDrJNp5SW1OB6ibSaFhtSRDrJNp5SW1OB//g8wHtPZlMa9wg8wHtPZlMa9w====,,	str	str

2Stripped2Stripped==uXKTOgwyGlUuXKTOgwyGlU==

BROADCAST_INTENT_TRANSACTION	BROADCAST_INTENT_TRANSACTION	<<<<<<------	str1Stripped	str1Stripped==qbfO4YGsTomqbfO4YGsTom//usjukapBjrSx0usjukapBjrSx0++GLvE6Zv6zO7gGLvE6Zv6zO7g==

==,,	str2Stripped	str2Stripped==66++WBoMXvD9oWBoMXvD9o==

START_INSTRUMENTATION_TRANSACTION	START_INSTRUMENTATION_TRANSACTION	<<<<<<------	str1Stripped	str1Stripped==RGOVY5WGeT9EY4ZkjJxRGOVY5WGeT9EY4ZkjJx++JVZjnX6PhmQjVJVZjnX6PhmQjV

nmHcIKNeT5ZnmHcIKNeT5Z,,	str2Stripped	str2Stripped==FzfUMcHZMHEFzfUMcHZMHE==

all	binder	code	get	failed	all	binder	code	get	failed	<<<<<<------	str1Stripped	str1Stripped==aa//ZMVXZMVX//pp3Zv6AAWcuSsMm3pp3Zv6AAWcuSsMm3//VFV74aBVFV74aB++bb//44==,,	st	st

r2Strippedr2Stripped==CpogdR2AyRICpogdR2AyRI==

androidandroid..appapp..IActivityManager	IActivityManager	<<<<<<------	str1Stripped	str1Stripped==L1IUL1IU++CJsgCkvTACkBESHcydKGf40SIVpL1sVCJsgCkvTACkBESHcydKGf40SIVpL1sV++AA==

==,,	str2Stripped	str2Stripped==Tjxwik0F5AcTjxwik0F5Ac==

androidandroid..appapp..IActivityManager	IActivityManager	<<<<<<------	str1Stripped	str1Stripped==23Kbgc7H69HbbI23Kbgc7H69HbbI//d6Od6O//si9NqlofY4si9NqlofY4++6R23uagQ6R23uagQ==

==,,	str2Stripped	str2Stripped==uhzuhz//86Guj86Guj//88==

androidandroid..appapp..IActivityManager	IActivityManager	<<<<<<------	str1Stripped	str1Stripped==pMYKuJux1TCk2B7kvZnSaqzeB76NldBwpM8LuApMYKuJux1TCk2B7kvZnSaqzeB76NldBwpM8LuA==

==,,	str2Stripped	str2Stripped==xahuyvTYsR4xahuyvTYsR4==

mNativePtr	mNativePtr	<<<<<<------	str1Stripped	str1Stripped==a8JgfYSH7R9ya8JgfYSH7R9y//gg====,,	str2Stripped	str2Stripped==BowBCe3xiE8BowBCe3xiE8==

androidandroid..appapp..IActivityManagerIActivityManager$$Stub	Stub	<<<<<<------	str1Stripped	str1Stripped==jn6Xjn6X//WJ9JeWOYIOhRFUiv4Zmmvt0WSCljWJ9JeWOYIOhRFUiv4Zmmvt0WSClj

neWneW//SlHNb6NSlHNb6N,,	str2Stripped	str2Stripped==7xDzjw0UQcs7xDzjw0UQcs==

androidandroid..appapp..IActivityManager	IActivityManager	<<<<<<------	str1Stripped	str1Stripped==dx2TBGOGukN3A4dYRa69GX8FngJ1or8DdxSSBAdx2TBGOGukN3A4dYRa69GX8FngJ1or8DdxSSBA==

==,,	str2Stripped	str2Stripped==FnP3dgzv3m0FnP3dgzv3m0==

setArgV0	setArgV0	<<<<<<------	str1Stripped	str1Stripped==NLP8ENLP8E//uEouEo++44==,,	str2Stripped	str2Stripped==R9aIUonj9d4R9aIUonj9d4==

activity	activity	<<<<<<------	str1Stripped	str1Stripped==yIIUaCMNShsyIIUaCMNShs==,,	str2Stripped	str2Stripped==qeFgAVVkPmIqeFgAVVkPmI==

L	L	<<<<<<------	str1Stripped	str1Stripped==++ww====,,	str2Stripped	str2Stripped==t5Df7jbt5Df7jb++QVoQVo==

START_SERVICE_TRANSACTION	START_SERVICE_TRANSACTION	<<<<<<------	str1Stripped	str1Stripped==zGS1mdUecVXNZr2IxB52Qt5zGS1mdUecVXNZr2IxB52Qt5++p4rCFWtf0Qp4rCFWtf0Q====,,	str	str

2Stripped2Stripped==nzD0y4FBIhAnzD0y4FBIhA==

BROADCAST_INTENT_TRANSACTION	BROADCAST_INTENT_TRANSACTION	<<<<<<------	str1Stripped	str1Stripped==4AOVevLN24AOVevLN2//P2DpN14svU9P0FiHr43dvj9hiVdQP2DpN14svU9P0FiHr43dvj9hiVdQ==

==,,	str2Stripped	str2Stripped==olHaO7aOmqAolHaO7aOmqA==

START_INSTRUMENTATION_TRANSACTION	START_INSTRUMENTATION_TRANSACTION	<<<<<<------	str1Stripped	str1Stripped==S6InM4wZvrtLojQ0lQO5oVmiLy6WGaOnWS6InM4wZvrtLojQ0lQO5oVmiLy6WGaOnW

bg1IJsSvrpWbg1IJsSvrpW,,	str2Stripped	str2Stripped==GPZmYdhG9GPZmYdhG9//UU==

START_ACTIVITY_TRANSACTION	START_ACTIVITY_TRANSACTION	<<<<<<------	str1Stripped	str1Stripped==vamMtHb5bvamMtHb5b//y6tJuvdv9x67y8g7Vj5Xr2obMy6tJuvdv9x67y8g7Vj5Xr2obM==,,	st	st

r2Strippedr2Stripped==7v3N5iKmLr87v3N5iKmLr8==

all	binder	code	get	failed	all	binder	code	get	failed	<<<<<<------	str1Stripped	str1Stripped==Fxh7otsj1IYTBjfh1i7fwhERY6LfK9OOExAFxh7otsj1IYTBjfh1i7fwhERY6LfK9OOExA==,,	st	st

r2Strippedr2Stripped==dnQXgrlKuuIdnQXgrlKuuI==

androidandroid..appapp..IActivityManager	IActivityManager	<<<<<<------	str1Stripped	str1Stripped==NS1YKceVjJs1M0x14b2LwT01VSNS1YKceVjJs1M0x14b2LwT01VS//RsYnbNSRZKQRsYnbNSRZKQ==

==,,	str2Stripped	str2Stripped==VEM8W6j86LUVEM8W6j86LU==

androidandroid..appapp..IActivityManager	IActivityManager	<<<<<<------	str1Stripped	str1Stripped==KbKb++u3htru3htr//++MpobqCPUP4uSGno9gNTMpobqCPUP4uSGno9gNT//qjKbav3gqjKbav3g==

==,,	str2Stripped	str2Stripped==SNHKrHQCm80SNHKrHQCm80==

androidandroid..appapp..IActivityManager	IActivityManager	<<<<<<------	str1Stripped	str1Stripped==ZIkFqddEwPhklxH18WzHomyRCKZIkFqddEwPhklxH18WzHomyRCK//BYMW4ZIAEqQBYMW4ZIAEqQ==

==,,	str2Stripped	str2Stripped==Bedh27gtpNYBedh27gtpNY==

androidandroid..appapp..IActivityManager	IActivityManager	<<<<<<------	str1Stripped	str1Stripped==m7XwCB9NrZabqm7XwCB9NrZabq++RUOWWqzJOtRUOWWqzJOt//Q4JaajWm7zxCAQ4JaajWm7zxCA==

==,,	str2Stripped	str2Stripped==++tuUenAkybgtuUenAkybg==

account	account	<<<<<<------	str1Stripped	str1Stripped==DdaB2DdaB2++RT5gRT5g====,,	str2Stripped	str2Stripped==bLXitJE9kn4bLXitJE9kn4==

androidandroid..accountsaccounts..IAccountManagerIAccountManager$$Stub	Stub	<<<<<<------	str1Stripped	str1Stripped==Mea6Mea6//fsOqEUx673g4Qm4GH7BnfsOqEUx673g4Qm4GH7Bn++z3Cz3C

LkFJMWLkFJMW//4fUAqRl026r69g4fUAqRl026r69g====,,	str2Stripped	str2Stripped==UIjej5RnzGsUIjej5RnzGs==

TRANSACTION_removeAccountExplicitly	TRANSACTION_removeAccountExplicitly	<<<<<<------	str1Stripped	str1Stripped==wcIRcGqP4zrc3x5hS6vNAeP1EV1aodUwcIRcGqP4zrc3x5hS6vNAeP1EV1aodU

A4dUoTlWnwwfhA4dUoTlWnwwfh//CkCk==,,	str2Stripped	str2Stripped==lZBQPjnOoG4lZBQPjnOoG4==

three_ac_label	three_ac_label	<<<<<<------	str1Stripped	str1Stripped==Pzv0yGSqCPzv0yGSqC//UUPUUP++fPZJkfPZJk==,,	str2Stripped	str2Stripped==S1OGrQH1apYS1OGrQH1apY==

three_ac_label	three_ac_label	<<<<<<------	str1Stripped	str1Stripped==5NI4MmJGDgjP1is1YnU5NI4MmJGDgjP1is1YnU==,,	str2Stripped	str2Stripped==kLpKVwcZb2skLpKVwcZb2s==

three_ac_type	three_ac_type	<<<<<<------	str1Stripped	str1Stripped==qZTwT62fXkCCiPtarQqZTwT62fXkCCiPtarQ====,,	str2Stripped	str2Stripped==3fyCKsjAPyM3fyCKsjAPyM==

androidandroid..accountsaccounts..IAccountManager	IAccountManager	<<<<<<------	str1Stripped	str1Stripped==uu++oaes1wGJO75x1n13cIzvTNP2vBdgnTrsoaes1wGJO75x1n13cIzvTNP2vBdgnTrs

kfZsNkfZsN++Gc8Gc8==,,	str2Stripped	str2Stripped==2oR2oR++CKIZfL0CKIZfL0==

getContextObject	getContextObject	<<<<<<------	str1Stripped	str1Stripped==7EI3G7EI3G++06AmTzUww66DEVdQ06AmTzUww66DEVdQ====,,	str2Stripped	str2Stripped==iydDWIJUdgEiydDWIJUdgE==

androidandroid..osos..ServiceManagerNative	ServiceManagerNative	<<<<<<------	str1Stripped	str1Stripped==j8OjMFDZCyyB3ukRWsIZa43IiiNR0QhnnOOj8OjMFDZCyyB3ukRWsIZa43IiiNR0QhnnOO

mNlbGCgmNlbGCg====,,	str2Stripped	str2Stripped==7q3HQj7q3HQj++wbwIwbwI==
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asInterface	asInterface	<<<<<<------	str1Stripped	str1Stripped==whQiaETnSywhQiaETnSy//CBA4CBA4==,,	str2Stripped	str2Stripped==o2drBjCCOUko2drBjCCOUk==

getService	getService	<<<<<<------	str1Stripped	str1Stripped==eeee//hgMqVxoN97whgMqVxoN97w====,,	str2Stripped	str2Stripped==HoqV06HoqV06//nsOonsOo==

androidandroid..osos..ServiceManagerNative	ServiceManagerNative	<<<<<<------	str1Stripped	str1Stripped==vX0MZNDuohKzYEZF2vWwVb92JXfR5qFZrl0vX0MZNDuohKzYEZF2vWwVb92JXfR5qFZrl0

JYtbxowJYtbxow====,,	str2Stripped	str2Stripped==3BNoFr3BNoFr++HxjwHxjw==

getContextObject	getContextObject	<<<<<<------	str1Stripped	str1Stripped==TMkZbWldkwpT2CJMbFaEGwTMkZbWldkwpT2CJMbFaEGw====,,	str2Stripped	str2Stripped==K6xtLgYz528K6xtLgYz528==

asInterface	asInterface	<<<<<<------	str1Stripped	str1Stripped==fkp5AgYdMphfkp5AgYdMph++WlUWlU==,,	str2Stripped	str2Stripped==HzkwbHJ4QP4HzkwbHJ4QP4==

getService	getService	<<<<<<------	str1Stripped	str1Stripped==4gCYURyyJQDmAA4gCYURyyJQDmAA====,,	str2Stripped	str2Stripped==hWXsAnnAU2khWXsAnnAU2k==

mIsVivoWidget	mIsVivoWidget	<<<<<<------	str1Stripped	str1Stripped==7Mysgi2Jd1Xo4bixMA7Mysgi2Jd1Xo4bixMA====,,	str2Stripped	str2Stripped==gYXf1ETgYXf1ET//GAIGAI==

m1.e:m1.e:	Found	instance	Found	instance//objectobject==m1m1..ee@@b55a893b55a893

m1.e:m1.e:	Found	instance	Found	instance//objectobject==m1m1..ee@@187c0d0187c0d0

m1.e:m1.e:	Found	instance	Found	instance//objectobject==m1m1..ee@@46ca8c946ca8c9

m1.e:m1.e:	onComplete	onComplete

即可⾃动解密，得到我们要的原始的字符串的值了。
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⽤JEB⾃动反编译字符串

⽤JEB反编译代码时，默认⾃动已开启：字符串反混淆=字符串反编译

举例：

效果对⽐

jadx：⽆法⾃动反混淆字符串

								publicpublic		finalfinal		voidvoid		initParcelsinitParcels(())		{{

......

																								ProcessProcess..classclass..getDeclaredMethodgetDeclaredMethod((ee..ii(("97HxJBfO7nI=\n""97HxJBfO7nI=\n",,		"hNSFZWWpuEI=\n""hNSFZWWpuEI=\n")),,		StSt

ringring..classclass))..invokeinvoke((nullnull,,		thisthis..myParcelmyParcel..processNameprocessName));;

																}}		catchcatch		((ExceptionException	e	e))		{{

												e												e..printStackTraceprintStackTrace(());;

																}}

																trytry		{{

																								thisthis..iBinder	iBinder	==		((IBinderIBinder))		ClassClass..forNameforName((ee..ii(("GzUxplaokQgVKHuHXLODTxk+GLVXoJJ"GzUxplaokQgVKHuHXLODTxk+GLVXoJJ

DCA==\n"DCA==\n",,		"eltV1DnB9SY=\n""eltV1DnB9SY=\n"))))..getMethodgetMethod((ee..ii(("jNe0Q4U47DWI1w==\n""jNe0Q4U47DWI1w==\n",,		"67LAEOBKmlw=\n""67LAEOBKmlw=\n")),,		StrStr

inging..classclass))..invokeinvoke((nullnull,,	e	e..ii(("hQG5PXN9gEE=\n""hQG5PXN9gEE=\n",,		"5GLNVAUU9Dg=\n""5GLNVAUU9Dg=\n"))));;

																}}		catchcatch		((ExceptionException	e10	e10))		{{

												e10												e10..printStackTraceprintStackTrace(());;

																}}

																thisthis..serviceCode	serviceCode	==		getTransactCodegetTransactCode((ee..ii(("GOED4uC5HIcF/AzzwIw+oTjgJ97FkTy2\n""GOED4uC5HIcF/AzzwIw+oTjgJ97FkTy2\n",,		"T"T

LNCrLP4X9M=\n"LNCrLP4X9M=\n")),,	e	e..ii(("6ibSaFhtSRDrJNp5SW1OB/g8wHtPZlMa9w==\n""6ibSaFhtSRDrJNp5SW1OB/g8wHtPZlMa9w==\n",,		"uXKTOgwyGlU=\n""uXKTOgwyGlU=\n"))));;

																thisthis..broadcastCode	broadcastCode	==		getTransactCodegetTransactCode((ee..ii(("hDg9W0xEC3iZJTJKfXcnTbQJHWZrTCZYtQQI\"hDg9W0xEC3iZJTJKfXcnTbQJHWZrTCZYtQQI\

n"n",,		"0Gp8FR8FSCw=\n""0Gp8FR8FSCw=\n")),,	e	e..ii(("qbfO4YGsTom/usjukapBjrSx0+GLvE6Zv6zO7g==\n""qbfO4YGsTom/usjukapBjrSx0+GLvE6Zv6zO7g==\n",,		"6+WBoMXvD9o=\"6+WBoMXvD9o=\

n"n"))));;

																intint	transactCode		transactCode	==		getTransactCodegetTransactCode((ee..ii(("wnWPhO6qs6bfaICVzp+RgOJuoLnJmYWf80m6q8m"wnWPhO6qs6bfaICVzp+RgOJuoLnJmYWf80m6q8m

Cn5w=\n"Cn5w=\n",,		"lifOyr3r8PI=\n""lifOyr3r8PI=\n")),,	e	e..ii(("RGOVY5WGeT9EY4ZkjJx+JVZjnX6PhmQjVnmHcIKNeT5Z\n""RGOVY5WGeT9EY4ZkjJx+JVZjnX6PhmQjVnmHcIKNeT5Z\n",,		"Fzf"Fzf

UMcHZMHE=\n"UMcHZMHE=\n"))));;
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JEB：可以⾃动反混淆字符串	=	还原出原始字符串

								publicpublic		finalfinal		voidvoid		initParcelsinitParcels(())		{{

......

																																																								ProcessProcess..classclass..getDeclaredMethodgetDeclaredMethod(("setArgV0""setArgV0",,	class0	class0))..invokeinvoke((

nullnull,,		thisthis..myParcelmyParcel..processNameprocessName));;

......

																}}

......

																								thisthis..iBinder	iBinder	==		((IBinderIBinder))ClassClass..forNameforName(("android.os.ServiceManager""android.os.ServiceManager"))..getMethodgetMethod

(("getService""getService",,	class0	class0))..invokeinvoke((nullnull,,		"activity""activity"));;

......

																thisthis..serviceCode	serviceCode	==		thisthis..getTransactCodegetTransactCode(("TRANSACTION_startService""TRANSACTION_startService",,		"START_SERV"START_SERV

ICE_TRANSACTION"ICE_TRANSACTION"));;

																thisthis..broadcastCode	broadcastCode	==		thisthis..getTransactCodegetTransactCode(("TRANSACTION_broadcastIntent""TRANSACTION_broadcastIntent",,		"BROAD"BROAD

CAST_INTENT_TRANSACTION"CAST_INTENT_TRANSACTION"));;

																intint	v		v	==		thisthis..getTransactCodegetTransactCode(("TRANSACTION_startInstrumentation""TRANSACTION_startInstrumentation",,		"START_INSTRUM"START_INSTRUM

ENTATION_TRANSACTION"ENTATION_TRANSACTION"));;
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Frida调试Android常⻅问题
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Frida中的Java和js变量类型的映射关系

此处Java中的变量类型，转换成Frida中的类型的写法是：

Frida（的js）中的变量类型，其底层来⾃于Dex

所以其实就是：

Frida的类型	==	Dex中的类型	的语法

即：

Java变量类型	-》	Frida=Dex变量类型

⾮数组列表

简单类型

完整写法

	int			int	
	byte			byte	
	short			short	
	long			long	
	float			float	
	double			double	
	char			char	

-》	缩写	ShortyDescriptor
缩写	说明

	V		void；仅对返回类型有效

	Z		boolean
	B		byte
	S		short
	C		char
	I		int
	J		long
	F		float
	D		double

特殊的对象Object	==	带⽗类，带路径的Java的类：前缀L	+	点.	变成	斜杠/	+	后缀分号;
语法：	Lfully/qualified/Name;	

说明：类	fully.qualified.Name	

举例

	Ljava/lang/String;	

	Ljava/lang/Object;	

	Ljava/lang/System;	

	Ljava/io/PrintStream;	

	Ljava/net/InetAddress;	

	Ljava/time/LocalDateTime;	

	Ljava/lang/ClassLoader;	

列表=数组：前⾯再加个：左中括号	[	
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语法

	[descriptor	

说明

descriptor	的数组，可递归地⽤于“数组的数组”，但维数不能超过	255
举例

普通类型：字⺟缩写

	int[]		->		[I	
	byte[]		->		[B	
	short[]		->		[S	
	long[]		->		[J	
	float[]		->		[F	
	double[]		->		[D	
	char[]		->		[C	

特殊类型：⽤（Frida=Dex中的）完整类名写法

	[Ljava/lang/String;	

	[Ljava/lang/Object;	

	[Ldalvik/system/DexPathList$Element;	

且已整理到相关⼯具类代码中：

https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaAndroidUtil.js

				//	https://source.android.com/docs/core/runtime/dex-format?hl=zh-cn//	https://source.android.com/docs/core/runtime/dex-format?hl=zh-cn

				//	https://cmrodriguez.me/blog/methods///	https://cmrodriguez.me/blog/methods/

				staticstatic	FridaDexTypeMapppingDict		FridaDexTypeMapppingDict	==		{{

								"void""void"::										"V""V",,

								"boolean""boolean"::				"Z""Z",,

								"char""char"::										"C""C",,

								"byte""byte"::										"B""B",,

								"short""short"::								"S""S",,

								"int""int"::												"I""I",,

								"long""long"::										"J""J",,

								"float""float"::								"F""F",,

								"double""double"::						"D""D",,

								//	from	FridaDexTypeMapppingDict_list//	from	FridaDexTypeMapppingDict_list

								//	TODO:	add	more	type//	TODO:	add	more	type

				}}

				staticstatic	FridaDexTypeMapppingDict_list		FridaDexTypeMapppingDict_list	==		{{

								"char[]""char[]"::						"[C""[C",,

								"byte[]""byte[]"::						"[B""[B",,

								"short[]""short[]"::				"[S""[S",,

								"int[]""int[]"::								"[I""[I",,

								"long[]""long[]"::						"[J""[J",,

								"float[]""float[]"::				"[F""[F",,

								"double[]""double[]"::		"[D""[D",,

								"String[]""String[]"::		"[Ljava/lang/String;""[Ljava/lang/String;",,

								"Object[]""Object[]"::		"[Ljava/lang/Object;""[Ljava/lang/Object;",,
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				}}

含义	=	使⽤场景举例：

（1）Java相关：函数的签名=定义

举例1：

runtime/native/dalvik_system_DexFile.cc	-	platform/art	-	Git	at	Google	(googlesource.com)

				NATIVE_METHODNATIVE_METHOD((DexFileDexFile,,	createCookieWithArray	createCookieWithArray,,		"([BII)Ljava/lang/Object;""([BII)Ljava/lang/Object;")),,

-》

	([BII)Ljava/lang/Object;	

	([BII)	

括号内是函数参数

	[BII	

	[B		=		byte[]		=	字节码数组列表

	I		=		int	
	I		=		int	

	Ljava/lang/Object;	

类型：	Object	

-》所以函数的完整定义	类型	就是这样的：

ObjectObject		createCookieWithArraycreateCookieWithArray((bytebyte[[]],,		intint,,		intint))

举例2：

		NATIVE_METHODNATIVE_METHOD((DexFileDexFile,,	isProfileGuidedCompilerFilter	isProfileGuidedCompilerFilter,,		"(Ljava/lang/String;)Z""(Ljava/lang/String;)Z")),,

-》

	(Ljava/lang/String;)Z	

	(Ljava/lang/String;)	

	Ljava/lang/String;	

	Z	

-》

voidvoid		isProfileGuidedCompilerFilterisProfileGuidedCompilerFilter((StringString))

（2）Frida中

Frida中，定义Object数组的写法：

								varvar	JavaObjArr		JavaObjArr	==	Java	Java..useuse(("[Ljava.lang.Object;""[Ljava.lang.Object;"))

				console				console..loglog(("JavaObjArr=""JavaObjArr="		++	JavaObjArr	JavaObjArr))
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输出：

JavaObjArrJavaObjArr==<<class:	class:	[[Ljava.lang.ObjectLjava.lang.Object;;>>

把变量转换为Object的数组：

								varvar	objArr		objArr	==	Java	Java..castcast((objobj,,	JavaObjArr	JavaObjArr))

				console				console..loglog(("objArr=""objArr="		++	objArr	objArr))

输出：

objArrobjArr==[[Ljava.lang.ObjectLjava.lang.Object;;@fc9e9af@fc9e9af

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2025-12-13	21:51:34
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Error	java.lang.ClassNotFoundException	Didn't	find
class	on	path	DexPathList	zip	file

情况1：类名错了

现象

hook报错：

Error:	java.lang.ClassNotFoundException:	Didn't	Error:	java.lang.ClassNotFoundException:	Didn't	findfind	class	zzz.xxx	on	path:	DexPathList	class	zzz.xxx	on	path:	DexPathList[[

[[zip	zip	filefile

即：找不到类名

原因：类名写错了

根本原因：

之前Jadx反编译出的源码中的⽂件名	sources/zzz/xxx.java	中的	xxx	不是真正的类名

⽽注释中	renamed	from:	yyy	才是真正的类名

解决办法：把名字改为真正的Java的类名：	yyy	

情况2：类不在当前hook的⼆进制中

背景

安卓逆向期间，去根据之前Logcat⽇志：

20232023-08-31	-08-31	1010:26:23.911		:26:23.911		64816481-6481		AppButtonsPrefCtl							com.android.settings							-6481		AppButtonsPrefCtl							com.android.settings							

										D		Stopping	package	com.wallpaper.hd.funny										D		Stopping	package	com.wallpaper.hd.funny

找到了安卓内部的类：	com.android.server.pm.Settings	中的函数：	createNewSetting	，输出了上述

的log

现象

去Frida中⽤js代码：

								varvar	SettingsCls		SettingsCls	==	Java	Java..useuse(("com.android.server.pm.Settings""com.android.server.pm.Settings"))

去hook安卓内部的类：	com.android.server.pm.Settings	

frida	frida	-U-U		-f-f	com.android.settings		com.android.settings	-l-l	hook_360Wallpaper.js	hook_360Wallpaper.js

报错：
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Error:	java.lang.ClassNotFoundException:	Didn't	Error:	java.lang.ClassNotFoundException:	Didn't	findfind	class		class	"com.android.server.pm.Setti"com.android.server.pm.Setti

ngs"ngs"	on	path:	DexPathList	on	path:	DexPathList[[[[zip	zip	filefile		"/system_ext/priv-app/SettingsGoogle/SettingsGoogle"/system_ext/priv-app/SettingsGoogle/SettingsGoogle

.apk".apk"]],nativeLibraryDirectories,nativeLibraryDirectories==[[/system_ext/priv-app/SettingsGoogle/lib/arm64,	/system/system_ext/priv-app/SettingsGoogle/lib/arm64,	/system

/lib64,	/system_ext/lib64,	/system/lib64,	/system_ext/lib64/lib64,	/system_ext/lib64,	/system/lib64,	/system_ext/lib64]]]]

				at					at	<<anonymousanonymous>>		((frida/node_modules/frida-java-bridge/lib/env.js:124frida/node_modules/frida-java-bridge/lib/env.js:124))

				at					at	<<anonymousanonymous>>		((frida/node_modules/frida-java-bridge/lib/class-factory.js:502frida/node_modules/frida-java-bridge/lib/class-factory.js:502))

				at	value					at	value	((frida/node_modules/frida-java-bridge/lib/class-factory.js:945frida/node_modules/frida-java-bridge/lib/class-factory.js:945))

				at	value					at	value	((frida/node_modules/frida-java-bridge/lib/class-factory.js:950frida/node_modules/frida-java-bridge/lib/class-factory.js:950))

				at	_make					at	_make	((frida/node_modules/frida-java-bridge/lib/class-factory.js:165frida/node_modules/frida-java-bridge/lib/class-factory.js:165))

				at	use					at	use	((frida/node_modules/frida-java-bridge/lib/class-factory.js:62frida/node_modules/frida-java-bridge/lib/class-factory.js:62))

				at	use					at	use	((frida/node_modules/frida-java-bridge/index.js:258frida/node_modules/frida-java-bridge/index.js:258))

				at					at	<<anonymousanonymous>>		((/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/dy/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/dy

namicDebug/Frida/frida/hook_360Wallpaper.js:139namicDebug/Frida/frida/hook_360Wallpaper.js:139))

				at					at	<<anonymousanonymous>>		((frida/node_modules/frida-java-bridge/lib/vm.js:12frida/node_modules/frida-java-bridge/lib/vm.js:12))

				at	_performPendingVmOps					at	_performPendingVmOps	((frida/node_modules/frida-java-bridge/index.js:250frida/node_modules/frida-java-bridge/index.js:250))

				at					at	<<anonymousanonymous>>		((frida/node_modules/frida-java-bridge/index.js:242frida/node_modules/frida-java-bridge/index.js:242))

				at	apply					at	apply	((nativenative))

				at	ne					at	ne	((frida/node_modules/frida-java-bridge/lib/class-factory.js:673frida/node_modules/frida-java-bridge/lib/class-factory.js:673))

				at					at	<<anonymousanonymous>>		((frida/node_modules/frida-java-bridge/lib/class-factory.js:651frida/node_modules/frida-java-bridge/lib/class-factory.js:651))

原因

此处安卓系统的app：设置，包名：	com.android.settings	

好像没包含，此处输出的Stopping	package的⽇志的代码：

类		com.android.server.pm.Settings		的	函数	createNewSetting	

因为是另外的⼆进制程序	system_server	才包含此函数

解决办法

经过实测，换	system_server	去hook，即可找到。

具体步骤

frida	frida	-U-U		-n-n	system_server		system_server	-l-l	hook_360Wallpaper.js	hook_360Wallpaper.js

找不到类：Error	java.lang.ClassNotFoundException

55



即可找到该类，正常输出：

SettingsClsSettingsCls==<<class:	com.android.server.pm.Settingsclass:	com.android.server.pm.Settings>>

情况3：不能⽤当前classLoader，要换classLoader才能找到

问题=现象

Frida的hook代码：

				staticstatic		CronetUrlRequestCronetUrlRequest(())		{{

								varvar	clsName_CronetUrlRequest		clsName_CronetUrlRequest	==		"org.chromium.net.impl.CronetUrlRequest""org.chromium.net.impl.CronetUrlRequest"

				FridaAndroidUtil				FridaAndroidUtil..printClassAllMethodsFieldsprintClassAllMethodsFields((clsName_CronetUrlRequestclsName_CronetUrlRequest))

								varvar	cls_CronetUrlRequest		cls_CronetUrlRequest	==	Java	Java..useuse((clsName_CronetUrlRequestclsName_CronetUrlRequest))

				console				console..loglog(("cls_CronetUrlRequest=""cls_CronetUrlRequest="		++	cls_CronetUrlRequest	cls_CronetUrlRequest))

......

但是报错，找不到类：

	Error:	java.lang.ClassNotFoundException	

Error:Error:		javajava..langlang..ClassNotFoundExceptionClassNotFoundException::	Didn't	find	class	"CronetUrlRequest"	on	path	Didn't	find	class	"CronetUrlRequest"	on	path::		

DexPathList[[zip	file	"/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/comDexPathList[[zip	file	"/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com..googlegoogle..androidandroid..xxx-zSFOxxx-zSFO

DEP1E-FZv8eQIo1iGQ==/baseDEP1E-FZv8eQIo1iGQ==/base..apk"],nativeLibraryDirectories=[/data/app/~~12Pi7uOlbbj7Dqzrwapk"],nativeLibraryDirectories=[/data/app/~~12Pi7uOlbbj7Dqzrw

i1Eww==/comi1Eww==/com..googlegoogle..androidandroid..xxx-zSFODEP1E-FZv8eQIo1iGQ==/lib/arm64,	/data/app/~~12Pi7uOlxxx-zSFODEP1E-FZv8eQIo1iGQ==/lib/arm64,	/data/app/~~12Pi7uOl

bbj7Dqzrwi1Eww==/combbj7Dqzrwi1Eww==/com..googlegoogle..androidandroid..xxx-zSFODEP1E-FZv8eQIo1iGQ==/basexxx-zSFODEP1E-FZv8eQIo1iGQ==/base..apk!/lib/arm64-v8apk!/lib/arm64-v8

a,	/system/lib64,	/system_ext/lib64]]a,	/system/lib64,	/system_ext/lib64]]

								atat	<anonymous>		<anonymous>	((frida/node_modules/frida-java-bridge/lib/envfrida/node_modules/frida-java-bridge/lib/env..jsjs::124124))

								atat	<anonymous>		<anonymous>	((frida/node_modules/frida-java-bridge/lib/class-factoryfrida/node_modules/frida-java-bridge/lib/class-factory..jsjs::502502))

								atat	value		value	((frida/node_modules/frida-java-bridge/lib/class-factoryfrida/node_modules/frida-java-bridge/lib/class-factory..jsjs::949949))

								atat	value		value	((frida/node_modules/frida-java-bridge/lib/class-factoryfrida/node_modules/frida-java-bridge/lib/class-factory..jsjs::954954))

								atat	_make		_make	((frida/node_modules/frida-java-bridge/lib/class-factoryfrida/node_modules/frida-java-bridge/lib/class-factory..jsjs::165165))

								atat	use		use	((frida/node_modules/frida-java-bridge/lib/class-factoryfrida/node_modules/frida-java-bridge/lib/class-factory..jsjs::6262))

								atat	use		use	((frida/node_modules/frida-java-bridge/indexfrida/node_modules/frida-java-bridge/index..jsjs::256256))

								atat	enumProperties		enumProperties	((/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v250861022/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v250861022

/dynamicDebug/frida/frida_js/hook_xxx/dynamicDebug/frida/frida_js/hook_xxx..jsjs::23352335))

								atat	printClassAllMethodsFields		printClassAllMethodsFields	((/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xx/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xx

x_v250861022/dynamicDebug/frida/frida_js/hook_xxxx_v250861022/dynamicDebug/frida/frida_js/hook_xxx..jsjs::23532353))

								atat	CronetUrlRequest		CronetUrlRequest	((/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v2508610/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v2508610

22/dynamicDebug/frida/frida_js/hook_xxx22/dynamicDebug/frida/frida_js/hook_xxx..jsjs::58865886))

								atat	hookApp_AndroidJava		hookApp_AndroidJava	((/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v2508/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v2508

61022/dynamicDebug/frida/frida_js/hook_xxx61022/dynamicDebug/frida/frida_js/hook_xxx..jsjs::3079730797))

								atat	hookApp		hookApp	((/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v250861022/dynami/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v250861022/dynami

cDebug/frida/frida_js/hook_xxxcDebug/frida/frida_js/hook_xxx..jsjs::3097530975))

								atat	<anonymous>		<anonymous>	((/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v250861022/dy/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v250861022/dy

namicDebug/frida/frida_js/hook_xxxnamicDebug/frida/frida_js/hook_xxx..jsjs::3099530995))

								atat	<anonymous>		<anonymous>	((frida/node_modules/frida-java-bridge/lib/vmfrida/node_modules/frida-java-bridge/lib/vm..jsjs::1212))

								atat	_performPendingVmOps		_performPendingVmOps	((frida/node_modules/frida-java-bridge/indexfrida/node_modules/frida-java-bridge/index..jsjs::248248))

								atat	<anonymous>		<anonymous>	((frida/node_modules/frida-java-bridge/indexfrida/node_modules/frida-java-bridge/index..jsjs::223223))

								atat	<anonymous>		<anonymous>	((frida/node_modules/frida-java-bridge/lib/vmfrida/node_modules/frida-java-bridge/lib/vm..jsjs::1212))

								atat	_performPendingVmOpsWhenReady		_performPendingVmOpsWhenReady	((frida/node_modules/frida-java-bridge/indexfrida/node_modules/frida-java-bridge/index..jsjs::242242))
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								atat	perform		perform	((frida/node_modules/frida-java-bridge/indexfrida/node_modules/frida-java-bridge/index..jsjs::202202))

								atat	hookAndroid		hookAndroid	((/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v250861022/dy/Users/crifan/dev/dev_root/androidReverse/xxx/xxx/xxx_v250861022/dy

namicDebug/frida/frida_js/hook_xxxnamicDebug/frida/frida_js/hook_xxx..jsjs::3099830998))

								atat	apply		apply	((nativenative))

								atat	<anonymous>		<anonymous>	((frida/runtime/corefrida/runtime/core..jsjs::5151))

原因

此处内部是⽤了另外的机制classLoader，去加载此类，导致此处默认的⽅式，找不到此类

解决办法

去换⽤别的特定的classLoader，即可正常加载该类，即可找到该类

具体代码

classclass		FridaAndroidUtilFridaAndroidUtil{{

				staticstatic		findClassLoaderfindClassLoader((classNameclassName)){{

								varvar	foundClassLoader		foundClassLoader	==		nullnull

								constconst	classLoaders		classLoaders	==	Java	Java..enumerateClassLoadersSyncenumerateClassLoadersSync(())

								//	console.log("classLoaders="	+	classLoaders	+	",	type="	+	(typeof	classLoaders))//	console.log("classLoaders="	+	classLoaders	+	",	type="	+	(typeof	classLoaders))

								forfor		((constconst	loaderIdx		loaderIdx	inin	classLoaders	classLoaders))		{{

												varvar	curClassLoader		curClassLoader	==	classLoaders	classLoaders[[loaderIdxloaderIdx]]

												//	var	loaderClsName	=	FridaAndroidUtil.getJavaClassName(curClassLoader)//	var	loaderClsName	=	FridaAndroidUtil.getJavaClassName(curClassLoader)

												//	console.log(`[${loaderIdx}]	loaderClsName=${loaderClsName},	curClassLoader=${c//	console.log(`[${loaderIdx}]	loaderClsName=${loaderClsName},	curClassLoader=${c

urClassLoader}`)urClassLoader}`)

												trytry		{{

																ifif		((curClassLoadercurClassLoader..findClassfindClass((classNameclassName)))){{

																				//	var	loaderStr	=	curClassLoader.toString()//	var	loaderStr	=	curClassLoader.toString()

																				//	console.log(`Found	${className}	in	loader	${loaderStr}`)//	console.log(`Found	${className}	in	loader	${loaderStr}`)

																				//	Found	org.chromium.net.impl.CronetUrlRequest	in	loader	dalvik.system.Deleg//	Found	org.chromium.net.impl.CronetUrlRequest	in	loader	dalvik.system.Deleg

ateLastClassLoader[DexPathList[[zip	file	"/data/user_de/0/com.google.android.xxx/app_chateLastClassLoader[DexPathList[[zip	file	"/data/user_de/0/com.google.android.xxx/app_ch

imera/m/00000013/CronetDynamite.apk"],nativeLibraryDirectories=[/data/user_de/0/com.gooimera/m/00000013/CronetDynamite.apk"],nativeLibraryDirectories=[/data/user_de/0/com.goo

gle.android.xxx/app_chimera/m/00000013/CronetDynamite.apk!/lib/arm64-v8a,	/system/lib64gle.android.xxx/app_chimera/m/00000013/CronetDynamite.apk!/lib/arm64-v8a,	/system/lib64

,	/system_ext/lib64]]],	/system_ext/lib64]]]

																				//	if	(loaderStr.includes(apkName)){//	if	(loaderStr.includes(apkName)){

																				//			//	console.log(`Update	current	Java.classFactory.loader	to	${loaderStr}`)//			//	console.log(`Update	current	Java.classFactory.loader	to	${loaderStr}`)

																				//			Java.classFactory.loader	=	curClassLoader//			Java.classFactory.loader	=	curClassLoader

																				//			break//			break

																				//	}//	}

										console										console..loglog((`̀Found	Found	${${classNameclassName}}	in	loader		in	loader	${${curClassLoadercurClassLoader}}`̀))

										foundClassLoader											foundClassLoader	==	curClassLoader	curClassLoader

																				breakbreak

																}}
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												}}		catchcatch		((errerr)){{

																//	console.log(`${err}`)//	console.log(`${err}`)

												}}

								}}

				console				console..loglog((`̀findClassLoader:	className=findClassLoader:	className=${${classNameclassName}}	=>	foundClassLoader=	=>	foundClassLoader=${${foundClafoundCla

ssLoaderssLoader}}`̀))

								returnreturn	foundClassLoader	foundClassLoader

				}}

				staticstatic		setClassLodersetClassLoder((newClassLoadernewClassLoader)){{

								varvar	oldClassLoader		oldClassLoader	==	Java	Java..classFactoryclassFactory..loaderloader

				console				console..loglog((`̀oldClassLoader=oldClassLoader=${${oldClassLoaderoldClassLoader}}`̀))

				Java				Java..classFactoryclassFactory..loader	loader	==	newClassLoader	newClassLoader

				console				console..loglog((`̀Set	ClassLoader	to	Set	ClassLoader	to	${${newClassLoadernewClassLoader}}`̀))

				}}

				staticstatic		updateClassLoaderupdateClassLoader((classNameclassName)){{

								varvar	foundClassLoader		foundClassLoader	==	FridaAndroidUtil	FridaAndroidUtil..findClassLoaderfindClassLoader((classNameclassName))

								//	console.log(`foundClassLoader=${foundClassLoader}`)//	console.log(`foundClassLoader=${foundClassLoader}`)

								ifif((foundClassLoaderfoundClassLoader))		{{

						FridaAndroidUtil						FridaAndroidUtil..setClassLodersetClassLoder((foundClassLoaderfoundClassLoader))

								}}

				}}

}}

staticstatic		CronetUrlRequestCronetUrlRequest(())		{{

				varvar	clsName_CronetUrlRequest		clsName_CronetUrlRequest	==		"org.chromium.net.impl.CronetUrlRequest""org.chromium.net.impl.CronetUrlRequest"

		FridaAndroidUtil		FridaAndroidUtil..updateClassLoaderupdateClassLoader((clsName_CronetUrlRequestclsName_CronetUrlRequest))

				//	FridaAndroidUtil.printClassAllMethodsFields(clsName_CronetUrlRequest)//	FridaAndroidUtil.printClassAllMethodsFields(clsName_CronetUrlRequest)

				varvar	cls_CronetUrlRequest		cls_CronetUrlRequest	==	Java	Java..useuse((clsName_CronetUrlRequestclsName_CronetUrlRequest))

		console		console..loglog(("cls_CronetUrlRequest=""cls_CronetUrlRequest="		++	cls_CronetUrlRequest	cls_CronetUrlRequest))

				//	FridaHookAndroidJava.CronetUrlRequest_origCode(cls_CronetUrlRequest)//	FridaHookAndroidJava.CronetUrlRequest_origCode(cls_CronetUrlRequest)

}}

⽇志：

Found	orgFound	org..chromiumchromium..netnet..implimpl..CronetUrlRequest	in	loader	dalvikCronetUrlRequest	in	loader	dalvik..systemsystem..DelegateLastClassLDelegateLastClassL

oaderoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/data/user_de/0/com.google.android.xxx/app_chimera/m/00000"/data/user_de/0/com.google.android.xxx/app_chimera/m/00000

013/CronetDynamite.apk"013/CronetDynamite.apk"]],,nativeLibraryDirectoriesnativeLibraryDirectories==[[/data/user_de/0/com.google.android.x/data/user_de/0/com.google.android.x

xx/app_chimera/m/00000013/CronetDynamite.apk!/lib/arm64-v8axx/app_chimera/m/00000013/CronetDynamite.apk!/lib/arm64-v8a,,		/system/lib64/system/lib64,,		/system_ext/system_ext

/lib64/lib64]]]]]]

findClassLoader:findClassLoader:	className	className==orgorg..chromiumchromium..netnet..implimpl..CronetUrlRequest	CronetUrlRequest	==>>	foundClassLoader	foundClassLoader==dd

alvikalvik..systemsystem..DelegateLastClassLoaderDelegateLastClassLoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/data/user_de/0/com.google."/data/user_de/0/com.google.

android.xxx/app_chimera/m/00000013/CronetDynamite.apk"android.xxx/app_chimera/m/00000013/CronetDynamite.apk"]],,nativeLibraryDirectoriesnativeLibraryDirectories==[[/data/data

/user_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDynamite.apk!/lib/arm64-/user_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDynamite.apk!/lib/arm64-

v8av8a,,		/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64]]]]]]

foundClassLoaderfoundClassLoader==dalvikdalvik..systemsystem..DelegateLastClassLoaderDelegateLastClassLoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/data/use"/data/use

r_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDynamite.apk"r_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDynamite.apk"]],,nativeLibrarynativeLibrary

DirectoriesDirectories==[[/data/user_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDynami/data/user_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDynami

te.apk!/lib/arm64-v8ate.apk!/lib/arm64-v8a,,		/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64]]]]]]
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oldClassLoaderoldClassLoader==dalvikdalvik..systemsystem..PathClassLoaderPathClassLoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/data/app/~~12Pi7uO"/data/app/~~12Pi7uO

lbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.apk"lbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.apk"]],,nativeLibrnativeLibr

aryDirectoriesaryDirectories==[[/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-F/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-F

Zv8eQIo1iGQ==/lib/arm64Zv8eQIo1iGQ==/lib/arm64,,		/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zS/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zS

FODEP1E-FZv8eQIo1iGQ==/base.apk!/lib/arm64-v8aFODEP1E-FZv8eQIo1iGQ==/base.apk!/lib/arm64-v8a,,		/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64]]]]]]

Set	ClassLoader	to	dalvikSet	ClassLoader	to	dalvik..systemsystem..DelegateLastClassLoaderDelegateLastClassLoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/data/u"/data/u

ser_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDynamite.apk"ser_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDynamite.apk"]],,nativeLibranativeLibra

ryDirectoriesryDirectories==[[/data/user_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDyna/data/user_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDyna

mite.apk!/lib/arm64-v8amite.apk!/lib/arm64-v8a,,		/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64]]]]]]

附录⽇志

另外贴上，优化代码期间：

				staticstatic		updateClassFactoryLoaderupdateClassFactoryLoader((classNameclassName,,	apkName	apkName)){{

				console				console..loglog((`̀updateClassFactoryLoader:	className=updateClassFactoryLoader:	className=${${classNameclassName}},	apkName=,	apkName=${${apkNameapkName}}`̀))

								constconst	classLoaders		classLoaders	==	Java	Java..enumerateClassLoadersSyncenumerateClassLoadersSync(())

				console				console..loglog(("classLoaders=""classLoaders="		++	classLoaders		classLoaders	++		",	type="",	type="		++		((typeoftypeof	classLoaders	classLoaders))))

								forfor		((constconst	loaderIdx		loaderIdx	inin	classLoaders	classLoaders))		{{

												varvar	curClassLoader		curClassLoader	==	classLoaders	classLoaders[[loaderIdxloaderIdx]]

												varvar	loaderClsName		loaderClsName	==	FridaAndroidUtil	FridaAndroidUtil..getJavaClassNamegetJavaClassName((curClassLoadercurClassLoader))

						console						console..loglog((`̀[[${${loaderIdxloaderIdx}}]	curClassLoader=]	curClassLoader=${${curClassLoadercurClassLoader}},	loaderClsName=,	loaderClsName=${${loaloa

derClsNamederClsName}}`̀))

												trytry		{{

																ifif		((curClassLoadercurClassLoader..findClassfindClass((classNameclassName)))){{

																				varvar	loaderStr		loaderStr	==	curClassLoader	curClassLoader..toStringtoString(())

										console										console..loglog((`̀Found	Found	${${classNameclassName}}	in	loader		in	loader	${${loaderStrloaderStr}}`̀))

																				ifif		((loaderStrloaderStr..includesincludes((apkNameapkName)))){{

												console												console..loglog((`̀Update	current	Java.classFactory.loader	to	Update	current	Java.classFactory.loader	to	${${loaderStrloaderStr}}`̀))

												Java												Java..classFactoryclassFactory..loader	loader	==	curClassLoader	curClassLoader

																								breakbreak

																				}}

																}}

												}}		catchcatch		((errerr)){{

																//	console.log(`${err}`)//	console.log(`${err}`)

												}}

								}}

								varvar	clsName_CronetUrlRequest		clsName_CronetUrlRequest	==		"org.chromium.net.impl.CronetUrlRequest""org.chromium.net.impl.CronetUrlRequest"

				FridaHookAndroidJava				FridaHookAndroidJava..updateClassFactoryLoaderupdateClassFactoryLoader((clsName_CronetUrlRequestclsName_CronetUrlRequest,,		"CronetDyna"CronetDyna

mite"mite"))

				FridaAndroidUtil				FridaAndroidUtil..printClassAllMethodsFieldsprintClassAllMethodsFields((clsName_CronetUrlRequestclsName_CronetUrlRequest))

......

输出的效果：

updateClassFactoryLoader:updateClassFactoryLoader:	className	className==orgorg..chromiumchromium..netnet..implimpl..CronetUrlRequestCronetUrlRequest,,	apkName	apkName==CroCro

netDynamitenetDynamite

classLoadersclassLoaders==dalvikdalvik..systemsystem..PathClassLoaderPathClassLoader[[DexPathListDexPathList[[[[directory	directory	".""."]],,nativeLibraryDirnativeLibraryDir

ectoriesectories==[[/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64,,		/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64]]]]]],,javajava..lala

ngng..BootClassLoaderBootClassLoader@@bf13c25bf13c25,,dalvikdalvik..systemsystem..PathClassLoaderPathClassLoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/data/a"/data/a
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pp/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.apk"pp/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.apk"]]

,,nativeLibraryDirectoriesnativeLibraryDirectories==[[/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-

zSFODEP1E-FZv8eQIo1iGQ==/lib/arm64zSFODEP1E-FZv8eQIo1iGQ==/lib/arm64,,		/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.and/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.and

roid.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.apk!/lib/arm64-v8aroid.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.apk!/lib/arm64-v8a,,		/system/lib64/system/lib64,,		/system_ext/l/system_ext/l

ib64ib64]]]]]],,dalvikdalvik..systemsystem..PathClassLoaderPathClassLoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/system/framework/org.apac"/system/framework/org.apac

he.http.legacy.jar"he.http.legacy.jar"]],,nativeLibraryDirectoriesnativeLibraryDirectories==[[/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com

.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/lib/arm64.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/lib/arm64,,		/data/app/~~12Pi7uOlbbj7Dqzrwi1/data/app/~~12Pi7uOlbbj7Dqzrwi1

Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.apk!/lib/arm64-v8aEww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.apk!/lib/arm64-v8a,,		/system//system/

lib64lib64,,		/system_ext/lib64/system_ext/lib64]]]]]],,dalvikdalvik..systemsystem..PathClassLoaderPathClassLoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/syste"/syste

m/framework/com.android.location.provider.jar"m/framework/com.android.location.provider.jar"]],,nativeLibraryDirectoriesnativeLibraryDirectories==[[/data/app/~~1/data/app/~~1

2Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/lib/arm642Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/lib/arm64,,		/dat/dat

a/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.aa/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.a

pk!/lib/arm64-v8apk!/lib/arm64-v8a,,		/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64]]]]]],,dalvikdalvik..systemsystem..DelegateLastClassLDelegateLastClassL

oaderoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/data/user_de/0/com.google.android.xxx/app_chimera/m/00000"/data/user_de/0/com.google.android.xxx/app_chimera/m/00000

00c/dl-TfliteDynamiteDynamite.integ_243930801100400.apk"00c/dl-TfliteDynamiteDynamite.integ_243930801100400.apk"]],,nativeLibraryDirectoriesnativeLibraryDirectories==[[/da/da

ta/user_de/0/com.google.android.xxx/app_chimera/m/0000000c/dl-TfliteDynamiteDynamite.inta/user_de/0/com.google.android.xxx/app_chimera/m/0000000c/dl-TfliteDynamiteDynamite.in

teg_243930801100400.apk!/lib/arm64-v8ateg_243930801100400.apk!/lib/arm64-v8a,,		/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64]]]]]],,dalvikdalvik..systsyst

emem..DelegateLastClassLoaderDelegateLastClassLoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/data/user_de/0/com.google.android.xx"/data/user_de/0/com.google.android.xx

x/app_chimera/m/00000013/CronetDynamite.apk"x/app_chimera/m/00000013/CronetDynamite.apk"]],,nativeLibraryDirectoriesnativeLibraryDirectories==[[/data/user_de/0/data/user_de/0

/com.google.android.xxx/app_chimera/m/00000013/CronetDynamite.apk!/lib/arm64-v8a/com.google.android.xxx/app_chimera/m/00000013/CronetDynamite.apk!/lib/arm64-v8a,,		/syst/syst

em/lib64em/lib64,,		/system_ext/lib64/system_ext/lib64]]]]]],,	type	type==objectobject

[[00]]	curClassLoader	curClassLoader==dalvikdalvik..systemsystem..PathClassLoaderPathClassLoader[[DexPathListDexPathList[[[[directory	directory	".""."]],,nativeLibrnativeLibr

aryDirectoriesaryDirectories==[[/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64,,		/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64]]]]]],,		

loaderClsNameloaderClsName==dalvikdalvik..systemsystem..PathClassLoaderPathClassLoader

[[11]]	curClassLoader	curClassLoader==javajava..langlang..BootClassLoaderBootClassLoader@@bf13c25bf13c25,,	loaderClsName	loaderClsName==javajava..langlang..BootClassBootClass

LoaderLoader

[[22]]	curClassLoader	curClassLoader==dalvikdalvik..systemsystem..PathClassLoaderPathClassLoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/data/app/~~12P"/data/app/~~12P

i7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.apk"i7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.apk"]],,nativenative

LibraryDirectoriesLibraryDirectories==[[/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP

1E-FZv8eQIo1iGQ==/lib/arm641E-FZv8eQIo1iGQ==/lib/arm64,,		/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xx/data/app/~~12Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xx

x-zSFODEP1E-FZv8eQIo1iGQ==/base.apk!/lib/arm64-v8ax-zSFODEP1E-FZv8eQIo1iGQ==/base.apk!/lib/arm64-v8a,,		/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64]]]]]],,

	loaderClsName	loaderClsName==dalvikdalvik..systemsystem..PathClassLoaderPathClassLoader

[[33]]	curClassLoader	curClassLoader==dalvikdalvik..systemsystem..PathClassLoaderPathClassLoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/system/framewo"/system/framewo

rk/org.apache.http.legacy.jar"rk/org.apache.http.legacy.jar"]],,nativeLibraryDirectoriesnativeLibraryDirectories==[[/data/app/~~12Pi7uOlbbj7Dqzrw/data/app/~~12Pi7uOlbbj7Dqzrw

i1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/lib/arm64i1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/lib/arm64,,		/data/app/~~12Pi7uOl/data/app/~~12Pi7uOl

bbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.apk!/lib/arm64-v8abbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.apk!/lib/arm64-v8a

,,		/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64]]]]]],,	loaderClsName	loaderClsName==dalvikdalvik..systemsystem..PathClassLoaderPathClassLoader

[[44]]	curClassLoader	curClassLoader==dalvikdalvik..systemsystem..PathClassLoaderPathClassLoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/system/framewo"/system/framewo

rk/com.android.location.provider.jar"rk/com.android.location.provider.jar"]],,nativeLibraryDirectoriesnativeLibraryDirectories==[[/data/app/~~12Pi7uOlbb/data/app/~~12Pi7uOlbb

j7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/lib/arm64j7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/lib/arm64,,		/data/app/~~1/data/app/~~1

2Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.apk!/lib/a2Pi7uOlbbj7Dqzrwi1Eww==/com.google.android.xxx-zSFODEP1E-FZv8eQIo1iGQ==/base.apk!/lib/a

rm64-v8arm64-v8a,,		/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64]]]]]],,	loaderClsName	loaderClsName==dalvikdalvik..systemsystem..PathClassLoaPathClassLoa

derder

[[55]]	curClassLoader	curClassLoader==dalvikdalvik..systemsystem..DelegateLastClassLoaderDelegateLastClassLoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/data/u"/data/u

ser_de/0/com.google.android.xxx/app_chimera/m/0000000c/dl-TfliteDynamiteDynamite.integ_ser_de/0/com.google.android.xxx/app_chimera/m/0000000c/dl-TfliteDynamiteDynamite.integ_

243930801100400.apk"243930801100400.apk"]],,nativeLibraryDirectoriesnativeLibraryDirectories==[[/data/user_de/0/com.google.android.xxx//data/user_de/0/com.google.android.xxx/

app_chimera/m/0000000c/dl-TfliteDynamiteDynamite.integ_243930801100400.apk!/lib/arm64-vapp_chimera/m/0000000c/dl-TfliteDynamiteDynamite.integ_243930801100400.apk!/lib/arm64-v

8a8a,,		/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64]]]]]],,	loaderClsName	loaderClsName==dalvikdalvik..systemsystem..DelegateLastClassLDelegateLastClassL

oaderoader

[[66]]	curClassLoader	curClassLoader==dalvikdalvik..systemsystem..DelegateLastClassLoaderDelegateLastClassLoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/data/u"/data/u

ser_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDynamite.apk"ser_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDynamite.apk"]],,nativeLibranativeLibra

ryDirectoriesryDirectories==[[/data/user_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDyna/data/user_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDyna

mite.apk!/lib/arm64-v8amite.apk!/lib/arm64-v8a,,		/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64]]]]]],,	loaderClsName	loaderClsName==dalvikdalvik..systsyst

emem..DelegateLastClassLoaderDelegateLastClassLoader

Found	orgFound	org..chromiumchromium..netnet..implimpl..CronetUrlRequest	in	loader	dalvikCronetUrlRequest	in	loader	dalvik..systemsystem..DelegateLastClassLDelegateLastClassL

oaderoader[[DexPathListDexPathList[[[[zip	file	zip	file	"/data/user_de/0/com.google.android.xxx/app_chimera/m/00000"/data/user_de/0/com.google.android.xxx/app_chimera/m/00000
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013/CronetDynamite.apk"013/CronetDynamite.apk"]],,nativeLibraryDirectoriesnativeLibraryDirectories==[[/data/user_de/0/com.google.android.x/data/user_de/0/com.google.android.x

xx/app_chimera/m/00000013/CronetDynamite.apk!/lib/arm64-v8axx/app_chimera/m/00000013/CronetDynamite.apk!/lib/arm64-v8a,,		/system/lib64/system/lib64,,		/system_ext/system_ext

/lib64/lib64]]]]]]

Update	current	JavaUpdate	current	Java..classFactoryclassFactory..loader	to	dalvikloader	to	dalvik..systemsystem..DelegateLastClassLoaderDelegateLastClassLoader[[DexPatDexPat

hListhList[[[[zip	file	zip	file	"/data/user_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDy"/data/user_de/0/com.google.android.xxx/app_chimera/m/00000013/CronetDy

namite.apk"namite.apk"]],,nativeLibraryDirectoriesnativeLibraryDirectories==[[/data/user_de/0/com.google.android.xxx/app_chime/data/user_de/0/com.google.android.xxx/app_chime

ra/m/00000013/CronetDynamite.apk!/lib/arm64-v8ara/m/00000013/CronetDynamite.apk!/lib/arm64-v8a,,		/system/lib64/system/lib64,,		/system_ext/lib64/system_ext/lib64]]]]]]

后续即可正常的，找到类之后，继续打印出类的属性和函数：
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进⼀步优化：⼯具类函数

最新整理出⼯具类函数：

	FridaAndroidUtil.updateClassLoader	

已发布到：

https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaAndroidUtil.js

⼼得

如果去hook其他类，也出现类似错误：

Error:	java.lang.ClassNotFoundException:	Didn't	Error:	java.lang.ClassNotFoundException:	Didn't	findfind	class		class	"xxx""xxx"	on	path:	DexPathList		on	path:	DexPathList	....

..

那么也可以尽快去试试：

⽤上⾯的

FridaAndroidUtilFridaAndroidUtil..updateClassLoaderupdateClassLoader(("xxx""xxx"))

看看是否有效。

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2025-12-13	21:54:08
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Error	cannot	call	instance	method	without	an	instance

现象

对于Java的类	java.util.HashMap	的	put	函数：

publicpublic		 ObjectObject		 HashMapHashMap..putput(( ObjectObject,, ObjectObject))

去hook：

				varvar	func_HashMap_put		func_HashMap_put	==	cls_HashMap	cls_HashMap..putput(('java.lang.Object''java.lang.Object',,		'java.lang.Object''java.lang.Object'))

但报错：

Error:	put:	cannot	call	instance	method	without	an	instanceError:	put:	cannot	call	instance	method	without	an	instance

原因

此处语法错误	==	笔误，写成：重载overload函数的写法（加上函数参数类型）

	cls_HashMap.put('java.lang.Object',	'java.lang.Object')	

但该写法其实是函数调⽤的写法

⽽如果去调⽤函数的话，的确需要：Instance实例

但是此处是hook，不是函数调⽤

此处只是需要去hook该函数，所以只需要

解决办法

只写出函数名（⽽⽆需额外的，类似overload的参数类型）

具体写法

varvar	func_HashMap_put		func_HashMap_put	==	cls_HashMap	cls_HashMap..putput
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附录

下⾯列出相关参考资料。
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参考资料

【已解决】安卓保活逆向360Wallpaper：字符串解密函数e.i相关代码

【已解决】安卓保活逆向360Wallpaper：jadx反编译代码中e.i的通⽤字符串加密解密函数

【已解决】安卓保活逆向360Wallpaper：去使⽤m1.e.i去解密已混淆加密字符串得到原始字符串

【已解决】安卓保活逆向360Wallpaper：⽤JEB反编译

【已解决】安卓保活逆向360Wallpaper：⽤JEB反编译得到java代码

【记录】安卓apk反编译java代码效果对⽐：JEB对⽐jadx
【⼼得】Frida调试安卓：java的对象数组类型如何打印数组内的对象的值的详情

【整理】Frida调试安卓Java类⼼得：hook类的初始化构造函数中返回值为空undefined
【整理】Frida调试安卓⼼得：hook安卓java类的初始化构造函数的hook写法

【⽆需解决】Frida去hook调试java类的函数中：始终⽆法获取属性值始终都是undefined
【已解决】Frida去hook调试java的Enum枚举的类

【记录】安卓逆向GMS：Frida中打印ByteBuffer的内存数据

【已解决】Frida的js中打印ByteBuffer的数据和打印字符串值

【已解决】Frida中的Java和js变量类型的映射关系

【已解决】Frida的js中如何打印Java的Map的ArrayList
【记录】安卓逆向GMS：类org.chromium.net.impl.CronetUrlRequest
【记录】安卓逆向GMS：根据源码去hook类org.chromium.net.impl.CronetUrlRequest
【记录】安卓逆向GMS：Frida去hook但找不到类org.chromium.net.impl.CronetUrlRequest
【记录】安卓逆向GMS：去hook混淆后的类org.chromium.net.impl.CronetUrlRequest
【记录】安卓逆向GSF：如何找到gsf的进程⽤于Frida去hook调试

JsFridaUtil/frida/FridaHookAndroidJava.js	at	main	·	crifan/JsFridaUtil
JsFridaUtil/frida/FridaAndroidUtil.js	at	main	·	crifan/JsFridaUtil

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2025-12-13	22:36:18

参考资料

65

https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaHookAndroidJava.js
https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaAndroidUtil.js
https://creativecommons.org/licenses/by/4.0/deed.zh

	前言
	Frida调试Android概览
	经验心得
	ctor函数
	带overload的ctor函数
	hook类的ctor返回空值

	$new函数
	借助崩溃找overload型参数定义
	找到真正Object数组并打印详情
	enum枚举类
	打印ByteBuffer数据和字符串值
	打印Map的ArrayList
	打印函数调用和函数堆栈时支持过滤功能
	用logcat辅助找进程
	字符串反混淆
	找到并调用字符串解密函数m1.e.i
	用JEB自动反编译字符串


	常见问题
	Java和js变量的映射关系
	找不到类：Error java.lang.ClassNotFoundException
	cannot call instance method without an instance

	附录
	参考资料


