IS

FridaiifioS /LR

ZIS
= FIOSER £
onLeave3REXselfsE

LI
FAApiResolverfifi & iR #{E3%& H &
XinaA15/f4frida
need Gadget to attach on jailed iOS
SHiPhoneE 3
Waiting for USB device to appear
unable to intercept function at
TypeError: cannot read property 'implementation' of undefined

Bt 3%

N

SERR

1.1
1.2
1.3
1.3.1
1.3.2
1.4
1.4.1
14.2
143
14.4
1.45
1.4.6
1.4.7
1.5
1.5.1



FridaidifiOSR8 5 4&

o EFARAS: vi.o.0
o FEHATE: 20251213

3

S

EZEIAIOSEREAE, AFridai@iliOSETEFHSMAI SR L REBETRMSE,

ARES+ BT+ T &

ABHEMRIG, ELN T, SR ETHRWNT:

HonKitj&H3
e crifan/frida_debug_ios_summary: FridaiflifiOSZ 58 &4

afE{ERLtHonKitRIB X E R AT AR F B

¥ : crifan/honkit_template: demo how to use crifan honkit template and demo

s i

o FridaifiXiOSLE50 /245 book.crifan.org
o FridaifiXiOSEIN/Z 45 crifan.github.io

B& THIEE
o Fridal@iiOS& I 545 PDF

e Fridai@iiOS&R L8 5245 ePub
o Fridai@ifiOSK 4545 Mobi

hRAXH] A IE 5 BR

LR FHHENEHAST, LKA, HRFARE, EPHoATSEENSE, HESTT L.
WRIMBEN, BRIHFEKXRIK adnin 34 crifan.com , HERRMER, BHEIE,

EMEARKHIE, MENZIMARER. B2BTEQTRERE. WEFERE, H5FATX.
M5 754

RS RN EZRENEIERNBORY, TERBH crifan BEZHNETTRATHANERTPHX
LEBEFHIRARBIE, 1FULEI5H,


https://github.com/crifan/frida_debug_ios_summary
https://github.com/crifan/honkit_template
https://book.crifan.org/books/frida_debug_ios_summary/website/
https://crifan.github.io/frida_debug_ios_summary/website/
https://book.crifan.org/books/frida_debug_ios_summary/pdf/frida_debug_ios_summary.pdf
https://book.crifan.org/books/frida_debug_ios_summary/epub/frida_debug_ios_summary.epub
https://book.crifan.org/books/frida_debug_ios_summary/mobi/frida_debug_ios_summary.mobi

Hth
FENEMBE T

KA crifan RETHME 150+ REFHHIE, BAXBIBLSE:

crifan/crifan_ebook_readme: Crifanf B8 %3 #9{F A58

XTFEHE

XFEEESZNA, 1£0:
xFCrifanLiZ=% — £ L
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FridaifdifliOS/(MSHE A
ZHIRFrdaBIIOSHEIIZE, A&MERNENELEE, HWeLR, #o%,
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= FHiOSEREX

Fridafhi#[@iOSHJappliiEl, B&%

o WZEHEX

o 1EK=request

NSURLRequest

NSURLRequest
NSURLRequest
NSURLRequest
NSURLRequest
NSURLRequest

NSMutableURLRequest

RE|, —EENERN, BRNRY, BENT:

requestwWithURL

requestWithURL cachePolicy timeoutInterval
requestWithURL cachePolicy timeoutInterval
initwithURL

initWithURL cachePolicy timeoutInterval

NSMutableURLRequest initWithURL
NSMutableURLRequest setHTTPBody

NSURL

NSURL URLWithString

NSURL URLWithString relativeToURL
NSURL initWithScheme host: path
NSURL initWithString

NSURL initWithString relativeToURL

NSURLConnection

NSURLConnection
NSURLConnection
NSURLConnection
NSURLConnection
NSURLConnection
NSURLConnection
NSURLConnection
NSURLConnection
NSURLConnection
NSURLConnection

o M@Kz=response

NSHTTPURLResponse

sendSynchronousRequest :returningResponse error
sendAsynchronousRequest ' queue:completionHandler
connectionwWithRequest delegate

initwWithRequest :delegate

start

cancel

connection: didReceiveResponse

connection: didReceiveData
connectionDidFinishLoading

connection: didFailWithError

NSHTTPURLResponse initWithURL: statusCode HTTPVersion: headerFields
NSHTTPURLResponse allHeaderFields
NSHTTPURLResponse statusCode

NSURLResponse

NSURLResponse initWithURL:MIMEType expectedContentLength: textEncodingName
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onLeave (A 3k BN ZlselfE A B HILHIT S

o BE&: oneEnter AY, EselfTZMEIRTELS this.xxx , onLeave BFZERIEZERENE]
o K13

Interceptor curMethod implementation
args
argSelfobj argSelfObj

retval
retvalobj 0bjcC retval
retvalOobjStr retvalObj
console retvaloObj retvalObjstr

curSelfobj argSelfobj
console curSelfobj

(| —
o Ml

- NSXPCConnection setExportedObject:
argSelfobj: ACTrackedXPCConnection: 0x154907c50 connection to named com,
apple.accountsd.accountmanager
onLeave: nil, retvalObjStr nil
ACTrackedXPCConnection: 0x154907c50 connection to named com.ap
ple.accountsd.accountmanager
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FlApiResolverZhook 2l & R E{Ei% B &

o [BJ#: ZBIAT ApiResolver &5 Thookftly, FEELEHAMNREEREMEA T, BRIAM<HEINH
BERE
o 7¥: ApiResolver BISTEMRIZIEN
= ApiResolver - Fridai¥ &) L3I0 T B &1

resolver
resolver
match
console match match

o [RA: LIt4L ApiResolver REsearchE, RHEREEE, REB1T—IR, BEWNH, REMASER
g, FRAREABEAARN, MASITENEE
o fRIRNE: HIEMZEXH, hookR %, FREWKEGITEMABSGITED, RNI%XA: Interceptor
o BAEE
o JF:
m  Interceptor MIFZEERGIMCAZIEIL: Interceptor=hookR%] - Fridai @ SLEF] T E R %]

// https://github.com/noobpk/frida-ios-hook/blob/master/frida-ios-hook/frida-scripts/ho
ok-specific-method-of-class.js
className funcName

// console.log("className=" + className + ", funcName=" + funcName)
curClass ObjC classes className
curClass
curMethod curClass funcName
curMethod
Interceptor curMethod implementation
args
console args args ar
gs

console funcName

console className

//Your class name and function name here


https://book.crifan.org/books/frida_re_example_function/website/frida_re_example/frida/ios_objc/apiresolver/
https://book.crifan.org/books/frida_re_example_function/website/frida_re_example/frida/ios_objc/hook_func/
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XinaA159ffrida

e XinaA15
o E{E XinaAl5 v1.1.8 + Sileo Nightly v2.4 + Frida v16.0.11 : fErootless#ifit
B xinaAls 1, FiK@IT Sileo Nightly IEEELZEFNFEM Frida
» REBE—(FMAfridaT B (LW frida-ps -u &) RS HiPhoneE/3
» HZRNHBHSE M —EFEIRTE
» Z%EFrida
m  /var/jb/var/ib/Library/LaunchDaemons/re.frida.server.plist service is
disabled
» Hitk4k sileo Nightly v2.4 PEZNRIAR Frida v16.0.13 , BARARTRESEMT
BT 40451



XinaA155 f4frida

Q

o M, ...

u
» EFFrida
m /var/jb/var/jb/Library/LaunchDaemons/re.frida.server.plist: Could not

find specified service

13
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Failed to attach: need Gadget to attach on jailed iOS

o [B): MacH FfridaBshiOSHrEIS

frida com,ss.iphone.ugc.Aweme

o IR%E

Failed to attach: need Gadget to attach on jailed i0S: its default location is:
/Users/crifan/.cache/frida/gadget-ios.dylib

o [RA: HR/DIINIAIFridafly gadget FEXX{4
o FRIRINE
o MEAR: THIIMNMARAH gadget EEXH, MEINMNAE (LRR
B /users/crifan/.cache/frida/gadget-ios.dylib ) BlA]
o JEM: Mac - @Il FI2E: Fridad ) Z#&rridafgadget
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EXiPhoneEE

ZBNBEI

XinaA15frootless#ifitidiPhone 117, FIHIfAR v16.0.10 B Frida , {BEMEEHiPhoneEE (M
ERXinaA1580, FEBEREMAL)

BR: REBRALE.
BRINGIER:

(XinaA15%) rootlessiifit/s, Frida BUEM, EARERMAERE, BiHE (ENIBRE) 8&A, A
& (LEAbFRAR vi6.0.10 ) FIXTEEEFER,
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Waiting for USB device to appear

e [B)RR: MacHiz{TfridaZiFidapp

frida com,apple.store.Jolly

o {BERE

Waiting USB device to appear

o FHA: (F#ZiPhoneZIMachy) USBEUIELLISLIALF
o MRIRNE: EFIRIGUSBEUIEL, MRIRUSBEIZIESE
o 3F:
= U{EFEIAIPhone 2 & EELF
o A1 BEEBBFAIRIA
» EfEF: 8EEZiPhonel®!E
» JZEGF: BHAZiPhonelg &
» A2 Afridafi TR frida-Is-devices
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Error unable to intercept function at please file a bug

o MZKR: FridafJhookRVjsfUi, REUHNEERIZ:

akdSymbol2575_functionAddress

o SEUREE:

akd 0x102b40000
functionRealAddress  0x202be0460
Error: unable to intercept at 0x202be0460  please a bug

at value (frida/runtime/core.js:367

o [RE: REUENEET -) AR -) AR
o RRINE: BRIREREUBILZ IEFRRY
o BMMEE: IEE0N:

akdSymbol2575_functionAddress

o AR
= 0x100020460 s= N7 vM REIhiEEHY akd I R ER AL
= 0xa0460 @ = AHVMEY, EIFAREHANRSihE

crifan.org, {EFE ©Z4.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 E#:
2024-07-21 15:54:49


https://creativecommons.org/licenses/by/4.0/deed.zh

TypeError: cannot read property 'implementation’ of
undefined

o [E)RR:

Bfridafighook{{ 311X ObjCHIER 21
className, funcName

hook ObjC classes className | funcName
Interceptor hook implementation
args
console className funcName

//Your class name and function name here

Intsikes:

TypeError: cannot read property 'implementation' of undefined

o [RA: LEANOSHIObJCHYREN® _nextButtonSelected: HiEHIR
o FRIRINE: IANIEMRIEIA: - _nextButtonSelected:
o ¥ LEXAIODLJCHIZERIREBINEA:
s JIEERE class BEE instance , FAXNA me = + T2F HE
I =% =
O =EPSARERE

-, AR AEE

o FEEMGIFR
n BPNEAEBRDERER - Fridai @sEfIF0 T RK
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o [Ef#R] frida-ios-dumpiliKipaiRis: need Gadget to attach on jailed iOS

o [BfRR] frida/SohHlZappiRiE: Failed to attach need Gadget to attach on jailed iOS
o [k#RR] FFridashZiEIRIOSERE Zapp

o [R#BAR] MacH FFridal@idiOShR:I &

o [EfgR] FfridaEsihookiAitiOSHlZapp

e [ICF] iOSi¥mApplelksS: Ffridaflfrida-traceZxhookT ENE Z MK 48 5% K £UE A
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