IS
Fridaigisl 52
ZIING
frida
I R £t K hook
Stalker
SCRRAITEHEHE RN Stalkert) H i AS PR A —EX
Stalkerfidtransform™ Instructionfd/E &
Stalkerfp E ¥ 2 & 2RI IEIE L AIIZE
Stalkerd /it hookZ|}g < At Hlog B
frida-trace
hook 2 MEE X {4
it BSR4

1B R EXhookiNjs EHTENS 1A
i0S
HAIOSEER
onLeave3XEXselfSL{l
Android
hookZ#ctoriR B Z=1E
BBh ARk overload BUS I E X
js
Fridasy Fjssz {90547
console.log A 1F S AR L
jsIREERMUIBEIRITEUE B IR

putCallout{E1E B B MR A S

console.log A&
F3JSON.stringify3T XS 5
console.log# i B &ZI 4

frida-server

B C4i¥frida-server

FRERREE

KEIHBARFREBRERHM e

FJEBB MR RIFFT R

= e

i

1.1

1.2

1.3

1.3.1
1.3.1.1
1.3.2
1.3.2.1
1.3.2.2
1.3.23
1.3.24
133
1.3.3.1
1.3.3.2
1.3.3.3
1.34
1.3.4.1
1.34.2
135
1.3.5.1
1.35.2
1.3.6
1.3.6.1
1.3.6.1.1
1.3.6.1.2
1.3.6.1.3
1.3.6.2
1.3.6.21
1.3.6.2.2
1.3.7
1.3.7.1
1.3.8
1.3.8.1
1.3.8.2
1.4



BH 1.4.1

Process terminated 1411
unable to find process with name 1.41.2
unable to attach to the specified proces 1413
--no-pausell--pause 1.4.1.4

Bad access due to invalid address 1415
ValueError file descriptor cannot be a negative integer 1416

£ JE#ESpawning 1417

js 1.4.2
RangeError invalid array index 14.21

i0OS 1.4.3
FiApiResolverfill & R EE& H & 1.4.3.1
XinaA15F #Yfrida 1.4.3.2
need Gadget to attach on jailed iOS 1.4.3.3

S #iPhoneEF 1.4.3.4
Waiting for USB device to appear 14.3.5
unable to intercept function at 1.4.3.6
TypeError: cannot read property 'implementation' of undefined 1.4.3.7
Android 14.4
JavaflljsT = RIMEI X R 1.4.41
java.lang.ClassNotFoundException 1.4.4.2
cannot call instance method without an instance 1.4.4.3

Bt 3% 1.5
SEGH 1.5.1



Fridaidil 238 5%

o HFTARAS: 0.8.0
o EFAATIE]: 20250525

3

S

2 Frida BB S MRS R, MREHARNINE, BEEE BB ERFridak
T

JERS+E+ T &

ABHEMRIG, ELR T, SMRAEH TR T:

HonKitj&H3
e crifan/frida_debug_summary: Fridaifif 238245

aNfE{ERLtHonKitRIB EE R AT AR F B

¥ crifan/honkit_template: demo how to use crifan honkit template and demo

s i

o Fridaifi{£238 545 book.crifan.org
o Fridalfit 230 /245 crifan.github.io

B& TEIEE
o Fridalflid 230545 PDF

o Fridaifit 256545 ePub
o Fridaifid 218 545 Mobi

hRAXH] A& 5 BR

LB FHHENEHANE, WRKGRE, BHATARE. EFH7ATSEENE, HERET HL.
WRIMBEN, BRIHFEKXRIK adnin 34 crifan.com , HERRMER, BHEIE,

EMEARKHIE, MERNZIMARER. B2BRTEQTRERE. WEFERE, HE5FATX.
M5 758

RS RN EZBRENETERNBORY, TER/HE crifan BEZHNETTRATHANERTPEHX
LBEFHIRARBIE, SIS,


https://github.com/crifan/frida_debug_summary
https://github.com/crifan/honkit_template
https://book.crifan.org/books/frida_debug_summary/website/
https://crifan.github.io/frida_debug_summary/website/
https://book.crifan.org/books/frida_debug_summary/pdf/frida_debug_summary.pdf
https://book.crifan.org/books/frida_debug_summary/epub/frida_debug_summary.epub
https://book.crifan.org/books/frida_debug_summary/mobi/frida_debug_summary.mobi

Hth
FENEMBE T

KA crifan RETHME 150+ REFHHIE, BAXBIBLSE:

crifan/crifan_ebook_readme: Crifanf B8 %3 #9{F A58

XTFEHE

XFEEESZNA, 1£0:
xFCrifanLiZ=% — £ L

crifan.org, {ERAZE34.0EFR(CC BY 4.0)/%&%n all right reserved, powered by Gitbook&x f5 E#:
2025-05-25 22:21:16


https://github.com/crifan/crifan_ebook_readme
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Fridaifiiz ik
THIDEEY:
o Frida®#2: 1% @E1lFIZE: Frida
o HETEZE: Fridaif[soflfl T EEL
M T, Fridad@it (i0SHIAndroid) HA1E], BEIMSFZROENE NAESAE, BHEEMM, #
B,

crifan.org, {EAE #4.0EFR(CC BY 4.0)f1i¥A&7h all right reserved, powered by Gitbook &z /5 E #:
2025-05-22 22:01:42


https://book.crifan.org/books/reverse_debug_frida/website/
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2HIMS

AN IR ridarh b — L2 10T 0E,
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BT BR Etiit K hook R EX

o B R (THFINRBE) bl
o TE: EKhookiZ# R %X
o Z{535RA
o akd® K%Y _ 11db_unnamed_symbol2575%$akd B HFIARIEEZE: 0xa0460
o B ST EN ERIREESTR L, BZXhook
n ZIOMES:

console
// var akdSymbol2575_functionAddress = 0x1000a0460;
akdSymbol2575_functionAddress
// armé4 akd: __ 11ldb_unnamed_symbol2575$$akd
moduleName
moduleBaseAddress  Module moduleName
console moduleName moduleBaseAddre
SS
functionRealAddress moduleBaseAddress akdSymbol2575_functionAddr
ess
console functionRealAddress
Interceptor functionRealAddress
args
argd args
argl args
arg2 args
console argo argl arg2
curTid Process
console curTid
4] 2
= Kt
dynamicDebug/frida/scripts/fridaStalker_akdSymbol2575.js
akd 0x102b40000
0x102be0460
OXFFFffffffffffffe, 0x16d346838, 0x16d346838
» TSEABNEE, ¥
= lidb_unnamed_symbol2575%$$akd - Fridai¥ &) 5L {5 F] T B K K

crifan.org, {EAZE24.0EFR(CC BY 4.0)11% & %5 all right reserved, powered by Gitbooksx [5G E#:
2025-05-25 10:32:23


https://book.crifan.org/books/frida_re_example_function/website/frida_re_example/frida/ios_objc/stalker/akd_lldb_unnamed_symbol2575.html
https://creativecommons.org/licenses/by/4.0/deed.zh

Stalker

crifan.org, {ERAZE24.0EFR(CC BY 4.0)/%&%n all right reserved, powered by Gitbook&x & E#:
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SERERAITEE A Stalkerdd B ithik A FCEE A —2
FRStalkerifFit#logE:

dynamicDebug/frida/scripts/fridaStalker_akdSymbol2575.3s

/ /

akd, 0x10054¢c000
0x1005ec460, 0x1005ec4609416
iPhone::PID::13098 |- =----- Oxfffffffffffffffe, 0x16fe26838,
38, OxfFfffffffffffffe
+++ into
0x1071dbcd8 b #0x1071dbces
+++ into

0x1071dbce8 str wzr, x19, #0x90]
0x1071dbcec ldr x0, x19, #0xal]
0x1071dbcf® str xzr, x19, #0xal]
0x1071dbcf4 cbz x0, #0x1071dbcfc
+++ into

0x1071dbcf8 bl #0x1070dfefs

+++ into

0x1071dbcfc ldr x0, x19, #0x98]
0x1071dbde0®  str xzr, x19, #0x98]
0x1071dbde4  cbz x0, #0x1071dbdi4d

Hepig <ttt Hie kA L Ee=F—2:

o 54 HhAt: 0x1071dbcd8
o R HBINmEE: 0xa0460
o lbibakdiEHRE#EHE: 0x10054c000
n FTDABRERYSEPR R SERCYAELE: 0x1005ec460

ERAPAE:
FridafStalkerd?, &ZF2 R EUhEARITED :

o RELPRNTERRIAUNE: ox1005ec460
o 0x1005exxxx Z ZERHit

o Stalkeriz{THAEIAF EMIL:  ox1071dbcds
o 0x1071dxxxx Z Rt

HIRE:
StalkerA &R EIhookiE L HIREMZE : LRI N—17, MN_EhookfSiE & E A2
ML #EN—1n, FRIL, HIN—RAFIIEEE, BLAMEENE:

e 0x1071dbcd8
o 0x1071dxxxx Z it

0x16Te268
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Stalkerfi§transform/InstructionfE &

FridafStalkerftransform/Instruction}§ <, BIfLEM, SEZEWN:

https://frida.re/docs/javascript-api/#instruction

BABUWTEM:
e address
e next
e size

e mnemonic

e opStr

e operands

e regsAccessed
e regsRead

e regsWritten
e groups

e toString()

e to0JSON()

i BRRE (EXFELEWHHEM) bytes = opcode FElE,
MXLEHRIRIFERE: Ccapstone

o Capstone
o Javaiz[d
= capstone/Capstone.java at next - capstone-engine/capstone - GitHub
o PythoniZE[
= capstone/init.py at next - capstone-engine/capstone - GitHub

&4

N2 B BIES:

___lidb_unnamed_symbol2575$$akd - Fridai¥ & SL5F0 T B %X
i, BRERENARE:

GE: HEEHN regsAccessed F1 toJSON() )

// console.log("instruction: address=" + instruction.address
// + ", next=" + instruction.next()

// + ", size=" + instruction.size

// + ",mnemonic=" + instruction.mnemonic

// + ",opStr=" + instruction.opStr

// + ", operands=" + JSON.stringify(instruction.operands)

// + ", regsAccessed=" + JSON.stringify(instruction.regsAccessed)
// + ",regsRead=" + JSON.stringify(instruction.regsRead)

// + ", regsWritten=" + JSON.stringify(instruction.regsWritten)


https://frida.re/docs/javascript-api/#instruction
https://github.com/capstone-engine/capstone/blob/next/bindings/java/capstone/Capstone.java
https://github.com/capstone-engine/capstone/blob/next/bindings/python/capstone/__init__.py
https://book.crifan.org/books/frida_re_example_function/website/frida_re_example/frida/ios_objc/stalker/akd_lldb_unnamed_symbol2575.html

StalkerfStransform/Instructionfy/= %

// + ", groups=" + JSON.stringify(instruction.groups)
// + ", toString()=" + instruction.toString()

// + ", toJSON()=" + instruction.toJSON()

/7 );

EGKIERIE, FIMitiog:

instruction: 0x10f4ecef4, next Ox4,size 4,mnemonic ldr,opStr x0, #0x10f4ecf78,op
erands=[{"type":"reg","value":"x0", "access":"w"}, {"type":"imm", "value":"4551790456", "ac
cess":"r"}],regsRead=[], regsWritten=[], groups=[], toString()=1dr x0, #0x10f4ecf78
0x10f4ecef4 ldr x0, #0x10f4ecf78

instruction: 0x10f4ecef8, next Ox4,size 4,mnemonic bl,opStr #0x1091a500c,operand
s=[{"type":"imm", "value'":"4447686668", "access":"r"}], regsRead=[], regswWwritten=["1r"],gro
ups=["call", "jump", "branch_relative"], toString()=bl #0x1091a500c

0x10f4ecef8 bl #0x1091a500c

crifan.org, {EAZE F4.0EFR(CC BY 4.0)fY &7 all right reserved, powered by Gitbook R /EE #:
2025-05-25 10:45:58
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StalkerF B ¥l 25 2RI IBIESHIEE

o FHK: FridafyStalkerf@itHAle], BMEMESRIMPATING, BEET: HIERZEhookHIEERRIESE
(9T
o RRINE

Z33E B ™S
console

// armé4 akd: ___ 11ldb_unnamed_symbol2575%$$akd
// var funcRelativeStartAddr = 0x1000a0460;
funcRelativeStartAddr

functionSize // 9416 == 0x24C8
funcRelativeEndAddr  funcRelativeStartAddr functionSize
console funcRelativeStartAddr func
tionSize funcRelativeEndAddr
moduleName
moduleBaseAddress  Module moduleName
console moduleName moduleBaseAddress
// console.log("moduleName=%s, moduleBaseAddress=%p", moduleName, moduleBaseAddress);
funcRealStartAddr moduleBaseAddress funcRelativeStartAddr
// var funcRealEndAddr = funcRealStartAddr + functionSize;
funcRealEndAddr  funcRealStartAddr functionSize
console funcRealStartAddr funcRealE
ndAddr
curTid
Interceptor funcRealStartAddr
args

argd args
argl args
arg2 args
arg3 args

console argo argl arg2
arg3
curTid Process
console curTid
Stalker curTid

// CALL instructions: yes please

// RET instructions

// all instructions: not recommended as it's
// block executed: coarse execution trace
// block compiled: useful for coverage

// transform: (iterator: StalkerArmé4Iterator) => {
iterator
instruction iterator
startAddress instruction address

console startAddress
// const isAppCode = startAddress.compare(funcRealStartAddr) >= 0 && st
artAddress.compare(funcRealEndAddr) === -1;

// const isAppCode = (startAddress.compare(funcRealStartAddr) >= 0) &&



(startAddress.compare(funcRealEndAddr) < 0);

gt_realStartAddr startAddress funcRealStartAddr
lt_realEndAddr startAddress funcRealEndAddr
isAppCode gt_realStartAddr 1t_realEndAddr
console isAppCode gt_reals
tartAddr 1t_realEndAddr
isAppCode
curRealAddr instruction address
curOffset curRealAddr funcRealStartAddr
curOffsetInt curOffset
instructionStr instruction
console curRealAddr curoffsetInt
instructionstr
iterator
instruction iterator
retval
console retval
curTid
Stalker curTid
console curTid
o _ 1]
AT AR :
Frida Stalker hook armé4 __ 1lldb_unnamed_symbol2575 ' akd
1 ’
akd, 0x10237¢c000
0x10241c460, 0x10241e928
iPhone::akd - ---- OxFffffffffffffffe, 0x16dcae83s, Ox16dcae83s,
OxFFfffffffffffffe
+++ into iterator: 0x1089dbcd8
false, true, false
+++ into iterator: 0x1089dbce8
true, true, true, OXFFFffffffffffffe
0x10241c470 +16 : stp x22, x21, |sp, #0xcO]
0x10241c474 +20 : stp x20, x19, 'sp, #0OxdO]
0x10241c478 +24 : stp x29, x30, sp, #0Oxe0]
0x10241c47¢c +2 x29, sp, #0xe0
1 _ 1]
BEXWMT, @F1HE, &EH isAppCode XNTEHFIMEST LIS

ERCIBR BRI T B AR BN, FR
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Stalkers{ff {t hookZ{§ LK AYIog B RIET

o FHK: FridafyStalkerd, FEHLMIogHE -) RERIUZHIXcodeATLIRITIZRIFZR
o OMUEE:

curRealAddr instruction address
curoffsetHexPtr  curRealAddr funcRealStartAddr
curoffsetInt curOffsetHexPtr
instructionStr  instruction
console curRealAddr curoffsetInt instructionStr

o HIHHR

+++ into iterator: 0x104b48470
0x104b48470 +16 : stp x22, x21, sp, #0OxcO]
0x104b48474 +20 : stp x20, x19, sp, #OxdO]
0x104b48478 +24 : stp x29, x30,  sp, #Oxe0d]
0x104b4847c +28 X29, sp, #0Oxe0
0x104b48480 +32 : nop
0x104b48484 +36 : ldr x8, #0x104b9c7d8

o i¥: EEAMMME, ¥M:  lldb_unnamed symbol2575%$$akd - Fridai¥ @) SE{IF1 T B &%

crifan.org, {£FEZ4.0EFR(CC BY 4.0)/1Y &% all right reserved, powered by Gitbook & /5 E#:
2025-05-25 11:13:44
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hookigERIZ 1™ Z 1 Hll EE XX {4

HE L Hfrida-traceiBERAVIIOSHIObjCHYEE=Framework=_j##l :

o AppleAccount

AppleAccountUl
Accounts
AccountsDaemon
AuthKitUl

AuthKit

o UserManagement

REEM:

¢ ZXinclude Z> module

frida-trace com.apple.Preferences

ANizeT, BRER:

o RIENDBILTRE, FEREMNEN
o -) RAZE, —HAH107TTRE
o -) HeFAppleAccountRB7 1 RER, HARA _LEAI_AALogSystem{X (X2 BEHIRER, TAZE
BMNER: RZHMKSERERIRE
o -) EEERT, MiZeBIEESHREA I

T
AR BINE !

frida-trace com.apple.Preferences

AIERE—1: hookBIREHRL, REHNEERN.

crifan.org, {EAZE24.0EFR(CC BY 4.0)i11%&%n all right reserved, powered by Gitbooksx [5G E#:
2025-05-25 10:49:03
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faith BRI

o MRINE: ML -0 2%, KIEEHLIogRIXH
°o WY

frida-trace com.apple.Preferences traceAccount.log

J

o RR
» ZET=HE QSRR FEEM%EH > N TERRBBERAXA

frida-trace (python)

o 1168 kB

» D=L ASAXE: BERTHE, BEXERREMEKRT > FERNTEBREERX
E

REH B traceAccountlog x
frida > B traceAccountlog
& dynamicDebug INSKPCConnection invalidate]
Ty XPCConnection invalidationandler]
a _additionalInvalidationHandler]

EFERENCES_APP.

& frida

= _handiers_
B hookAccountlogin_ApiResolverjs
Interceptor_allClassAllVetho.

interceptor_singleCassAlbt
ingieClassSinge ntroller _nextButtonSelected:0x1047561b0]
InviewController _attenptauthentication]
srasordrieavsivel
~AAUISSgnInviewController _showonlyPa:
14 JAAISionTniiecontroller authenticationtontexd]
“iaappteToAuthenticat ionContext init]
~IAAppLeTDAUthent icat ionCantext _initHithTdentiier:®
~iAkAppteToAuthent icat ionContext

A akserviceTypel
- [AKAppleTDAuthent icat fonContext
~ [AKAppleTDAUthent icat ionContext

houldAnticipatePiggybacking]
- [AKAppleTDAuthent icat ionContext
- [AKAppleTDAUE xt
t
- [AKAppleTDAUthent icat fonContext
S
- [AKAppleTDAUthent cationCont:
L ot
- [AKAppleTDAUthent cat ionTnAppConts
~[ARUISignTnVieuController JsPuang]n;ettm]’l
IbAuthenticationContex
attenothuthenticat o thContext 01081152201
bled:ax0]

0x105711620]

A

ZAUTSignTnviexControtter _setes

~INSKPCConnect ion

~INSKPCConnect ion _remote0bjectInterfaceClass]
XPCInterface _custonSubclass]

~INSKPCEncoder set_connection:0x28334800]

~/dev/deu_tool/ reverse_security/105/Tueak/Reveal2Loader/ lenondex/Reveal2Loader/Reveal2Loader/Package/Library/Franeworks/RevealServer. franevork
giziocate {714, 150 52 UTF-8 LF log ) Prettier

crifanelicrifandeMacBook-Pro




MacH B E{REFTH Mfrida-traceH 4RI B &

WEFTR, 18T REBFFEHY frida-trace WA, BORMBETEEXYE, MRELFH (FHE)
SHENBINE:

ISR LBTRHOBARTTH > MANB LB BSTRAS, ZHRSH S, BRA0GET
g

e Mac H iTerm2 H1, A¥EHAItabT1]iEk-) A¥E-)» Edit Session -> Terminal -> Scrollback
Buffer -> Scrollback line : IXNEFHBARRIEE, Ll 5000

o

BEZUNRlogHEERK, IBATMUER: IRENTRITHERE == unlimited scrollback



crifan@crifanlideMacBook-Pro:~/dev/dev_root/iosReverse/AppleStore/Preferences_appjdynamicDebug/frida/frida-trace

.affrida-trace (-zsh)

Preferences

General Colors Text Window | Terminal Session Keys Advanced
Scrollback Buffer
Scrollback lines: ¥ Unlimited scrollback
¥ Save lines to scrollback when an app status bar is present
¥ Save lines to scrollback in alternate screen mode
Terminal Emulation
Character encoding: = Unicode (UTF-8)

Report terminal type:

ENQ answer back: ||

& Enable mouse reporting Disable session-initiated printing
¥ Report mouse wheel events Disable savefrestore alternate screen
¥ Report mouse clicks & drags Disable session-initiated window resizing
Terminal may report window title Terminal may enable paste bracketing

Notifications

Silence bell Flash visual bell
¥ Notification Center Alerts [ Filter Alerts | & Show bell icon in tal

Environment

Shell Integration (2
¥ Insert newline before start of command promot if needed

1feCancelTimer]

leListener connectionWa

44
\CACE

- frida-trace

BREMTEARBOETTERS, AIENESHPE, BAZMNEEAT.
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B E Ehookjs X3 TEN S E{E

MNFZEIFEK: frida-traceld, FTENEAHFERIE TObCEEHIZE
ZBITFLEWMAIRR, ERSEXE, RABR:

BIR AT AMEBNEFTIRAY, X3 Ffrida-trace BB MRS, FrE s :
e {UE: _ handlers_ /{ClassName}/{FunctionName}.js

EfEejsi3, M LFITENSINAY args AIES, BNRIFTENSINSEET .

&4

-[AAAccountManager addAccount:]

frida-trace I KEX - [AAAccountManager addAccount:] BEIAERHY:

o st
o /Users/crifan/dev/dev_root/iosReverse/AppleStore/AuthKit_akd/dynamicDebug/frida/sc
ripts/__handlers__/AAAccountManager/addAccount_.js

o STEjsHIE

/*

* Auto-generated by Frida. Please modify to match the signature of -[AAAccountManag
er addAccount:].

* This stub is currently auto-generated from manpages when available.

*

* For full API reference, see: https://frida.re/docs/javascript-api/

Wiy

/**


https://www.cnblogs.com/witchan/p/16904169.html

12 R EXhookiNjs =3TENS 1A

* Called synchronously when about to call -[AAAccountManager addAccount:].

*

* @this {object} - Object allowing you to store state for use in onLeave.

* @param {function} log - Call this function with a string to be presented to the

user.,

* @param {array} args - Function arguments represented as an array of NativePoint
er objects.

* For example use args[0].readutfsstring() if the first argument is a pointer to
a C string encoded as UTF-8.

* It is also possible to modify arguments by assighing a NativePointer object to
an element of this array.

* @param {object} state - Object allowing you to keep state across function calls

* 0only one JavaScript function will execute at a time, so do not worry about race

-conditions.

* However, do not use this to store function arguments across onEnter/onLeave, bu
t instead

* use "this" which is an object for keeping state local to an invocation.

*/

log args state
args| 2

/**
* Called synchronously when about to return from -[AAAccountManager addAccount:

* See onEnter for details.
* @this {object} - Object allowing you to access state stored in onEnter.
* @param {function} log - Call this function with a string to be presented to the
user.
* @param {NativePointer} retval - Return value represented as a NativePointer obj
ect.

* @param {object} state - Object allowing you to keep state across function calls

: y
log retval state

IAFE TUEE AAY:

args 2

B OSE
args 2

FARTLA: FTENLHObLJCHRANER T, MAXNZE: ptr = Nativepointer BYIEFHRIFFFER
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= FHiOSEREX

Fridafhi#[@iOSHJappliiEl, B&%

o WZEHEX

o 1EK=request

NSURLRequest

NSURLRequest
NSURLRequest
NSURLRequest
NSURLRequest
NSURLRequest

NSMutableURLRequest

RE|, —EENERN, BRNRY, BENT:

requestwWithURL

requestWithURL cachePolicy timeoutInterval
requestWithURL cachePolicy timeoutInterval
initwithURL

initWithURL cachePolicy timeoutInterval

NSMutableURLRequest initWithURL
NSMutableURLRequest setHTTPBody

NSURL

NSURL URLWithString

NSURL URLWithString relativeToURL
NSURL initWithScheme host: path
NSURL initWithString

NSURL initWithString relativeToURL

NSURLConnection

NSURLConnection
NSURLConnection
NSURLConnection
NSURLConnection
NSURLConnection
NSURLConnection
NSURLConnection
NSURLConnection
NSURLConnection
NSURLConnection

o M@Kz=response

NSHTTPURLResponse

sendSynchronousRequest :returningResponse error
sendAsynchronousRequest ' queue:completionHandler
connectionwWithRequest delegate

initwWithRequest :delegate

start

cancel

connection: didReceiveResponse

connection: didReceiveData
connectionDidFinishLoading

connection: didFailWithError

NSHTTPURLResponse initWithURL: statusCode HTTPVersion: headerFields
NSHTTPURLResponse allHeaderFields
NSHTTPURLResponse statusCode

NSURLResponse

NSURLResponse initWithURL:MIMEType expectedContentLength: textEncodingName
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onLeave (A 3k BN ZlselfE A B HILHIT S

o BE&: oneEnter AY, EselfTZMEIRTELS this.xxx , onLeave BFZERIEZERENE]
o K13

Interceptor curMethod implementation
args
argSelfobj argSelfObj

retval
retvalobj 0bjcC retval
retvalOobjStr retvalObj
console retvaloObj retvalObjstr

curSelfobj argSelfobj
console curSelfobj

(| —
o Ml

- NSXPCConnection setExportedObject:
argSelfobj: ACTrackedXPCConnection: 0x154907c50 connection to named com,
apple.accountsd.accountmanager
onLeave: nil, retvalObjStr nil
ACTrackedXPCConnection: 0x154907c50 connection to named com.ap
ple.accountsd.accountmanager
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hookZ#ctoriR[E =&

It Fjavaftis

a2 b
a2

Ehook THISHER, REMNBE:

ThrowableCls

/******************** x @in ********************/
'

clsName_0Qiw
// printClassAllMethodsFields(clsName_0Qiw)

cls_0Qiw Java clsName_0Qiw
console cls_0Qiw

// public C666190Qiw(A a2, B b) {
// call: C666190Q1w<ByteBuffer, Long> c666190Q1w = new C666190Qiw<>(allocate5, Long.v
alue0f(j6))
func_0Qiw_ctor cls_0Qiw $init

console func_0Qiw_ctor
func_0Qiw_ctor
func_0Qiw_ctor a2, b
funcName
funcParaDict
a2
b

funcName, funcParabDict ThrowableCls
// var new@Qiw = this.$init(a2, b)
// console.log("new@Qiw=" + new@Qiw)
a2

O

console

console

console

// var new@Qlw = this
// return new®Qiw



MmER, ZRNEER:

newoQiw a2, b
console newoQiw

B newdQiw=undefined
=AM

o HIERE: HIZHAIREE
o FTDALLEYHYE (38%R) =&: undefined
o FRAFZEEN N : Efireturnik[El
» RRBE—HFN

MERE: XiTH, MiakE (FITEMER

EiZ{T5eEE:  this.$init(a2, b)

fa, BEEBRILE:

console
console
console

BIRTEER: (REFR) STEIRVEXE:

X.0Q1w@e1993e0

#E) BIXIRRIER (REIEE)

Java.Field holder: X.0Q1w@e1993e0, fieldType: 2, fieldReturnType:  object Obje

ct , value: java.nio.HeapByteBuffer pos

Java.Field holder: X.0Q1w@e1993e0, fieldType: 2, fieldReturnType: object Ob

ject |, value:

HIEIR

X7, #—F, EERBMMNE, ML .value

console
console

Hit:

value
value

java.nio.HeapByteBuffer pos
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L BEhER R overload IS EEN

IS LR

AMREnookHIREHI, T~2EEMFIEX

MR R EBREF A overloadzEH!, NIATIA:
HEAREREMAENX, RE Limplementation
RE1LfridatR s, MEFRZ P REBNTENEXNEE

&4

FFARED:

sources/com/bytedance/retrofit2/client/Request. java

builder
str str2 list typedoutput
i z i2 z2 obj
str str2 list typedoutput
requestBody i i2 z i3 z2 obj
str3 map
| SR—

XL, B3GR
/u\ghOOk {E Nﬂ:ﬁﬂ’ﬂﬁﬂs}i)\(
THEHP—LE, tbul:

e Builder
o ZRequestfIAIERAYZE
e List list

e Map<Class , Object> map
FERE, FHERFJavafEENETE
BAMAT A EE A

func_Request_ctor_b cls_Request $init

func_Request_ctor_b builder

eRE:



// public Request(Builder builder) {

func_Request_ctor_b cls_Request $init

// var func_Request_ctor_b = cls_Request.$init.overload('com.bytedance.retrofit2.clie

nt.Request$Builder')

console func_Request_ctor_b
func_Request_ctor_b
func_Request_ctor_b builder
funcName
funcParabDict
builder
Fridautil funcName, funcParabDict
builder

BITRAFridafY R Rk, WIKAZRIXT Moverloadfy K X

Error: Request : has than one overload, use .overload signature , to choose from
.overload
.overload ' ' '
’ ’ ’ ’ li
.overload 0 0 ;

/ / /

at X (frida/node_modules/frida-java-bridge/lib/class-factory.js:626

at K (frida/node_modules/frida-java-bridge/lib/class-factory.js:621

at frida/node_modules/frida-java-bridge/lib/class-factory.js:1103

at hookyyyClass_Request (/Users/crifan/dev/dev_root/androidReverse/xx/x/yyy/dynamic

Debug/frida/hook_yyy.js:1769

at hookyyy (/Users/crifan/dev/dev_root/androidReverse/x/x/yyy/dynamicDebug/frida/ho

ok_yyy.js:1848

at anonymous (/Users/crifan/dev/dev_root/androidReverse/x/x/yyy/dynamicDebug/frid

a/hook_yyy.js:1932

at anonymous (frida/node_modules/frida-java-bridge/lib/vm.js:12

at _performPendingVmOps (frida/node_modules/frida-java-bridge/index.js:250

at anonymous (frida/node_modules/frida-java-bridge/index.js:225

at anonymous (frida/node_modules/frida-java-bridge/lib/vm.js:12

at _performPendingVmOpswWhenReady | frida/node_modules/frida-java-bridge/index.js:244

at perform (frida/node_modules/frida-java-bridge/index.js:204
at hookAndroid (/Users/crifan/dev/dev_root/androidReverse/x/x/yyy/dynamicDebug/frid

a/hook_yyy.js:1935

at apply (native
at anonymous (frida/runtime/core.js:51




frida -U -f com.ss.android.ugc.aweme -| hook_douyin.js

bug/frida (-zsh) %3 cD zs| : ug 2sh) %5 frida (Python)

Qx func_Request_ctor_t @

hromium.net.urlcon

HttpURLConnection): int

lean’, 'java.lang.Object’

- HAhFE 22 overload IR EIE X, BN:

e .overload('com.bytedance.retrofit2.client.Request$Builder")

e .overload('java.lang.String', 'java.lang.String', 'java.util.List',
'com.bytedance.retrofit2.mime.TypedOutput', 'int', 'boolean', 'int', 'boolean',
'java.lang.0Object')

e .overload('java.lang.String', 'java.lang.String', 'java.util.List',
'com.bytedance.retrofit2.mime.TypedOutput', 'okhttp3.RequestBody',6 'int', 'int',

'boolean', 'int', 'boolean', 'java.lang.Object', 'java.lang.String', 'java.util.Map')
gnitk, MEIIAIEE EShookKE( T
// public Request(Builder builder) {

// var func_Request_ctor_b = cls_Request.$init
func_Request_ctor_b cls_Request $init

console func_Request_ctor_b
func_Request_ctor_b
func_Request_ctor_b builder
funcName
funcParaDict
builder
FridaUtil funcName, funcParaDict
builder

// public Request(String str, String str2, List<Header> list, TypedOutput typedOutput
, int i, boolean z, int i2, boolean z2, Object obj) {
func_Request_ctor_9para cls_Request $init



console func_Request_ctor_9para
func_Request_ctor_9para
func_Request_ctor_9para str. str2, list typedOutput i
z, 12, z2, obj
funcName
funcParaDict
str
str2
list
typedOutput

z
i2
22

obj

Fridautil funcName, funcParaDict

str. str2 1list typedOutput i, z 12 z2 obj

// public Request(String str, String str2, List<Header> list, TypedOutput typedOutput
, RequestBody requestBody, int i, int i2, boolean z, int i3, boolean z2, Object obj, St
ring str3, Map<Class<?>, Object> map) {
func_Request_ctor_13para cls_Request $init

console func_Request_ctor_13para
func_Request_ctor_13para
func_Request_ctor_13para str, str2 1list, typedOutput
requestBody i, i2 z i3, z2 obj str3 map
funcName
funcParaDict
str
str2
list
typedOutput
requestBody
i
i2
z
i3
z2
obj
str3
map

Fridautil funcName, funcParaDict



str, str2 1list typedOutput requestBody i 12 2z i3 z2
obj str3, map
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Frida¥} Fjs 250949547

Fridasy FjsS24500R 08407, R955esE:

e console.logA X FSEIE L

o jSIREUIBEIRITEUIERAIR

o putCallout{E1E2H BRI RN =S ENA R -> XN E B RE BT I
TEIFMER:
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console.logAZ S HRIE 1L

o [O]FR
o Fridafconsole.logiTENS#, XA SE:

console moduleName  moduleBaseAddress
| E—
= i

%s, %p akd 0x10015c000

o 518 FridafjskUconsole.log, AXZIFSEMEINM == %s . %d . %0 . %p FHANMSHTLNK
o HUBINE

o A ES =, F mS =+ XIHBE

console moduleName moduleBaseAddress
console moduleName moduleBaseAdd
ress

J E— Y
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jsIREBRABEIRTEIEREIR
o |OJR:
Fridafy js B, SEFAN ts 9B, B7:
StalkerArmé4Iterator

arméaContext  ctx - Armé4CpuContext
SERIBEIRTE

Error: could not parse ‘xxxf/ridaStalker_akdSymbol2575.js !
at anonymous (/frida/repl-2.js:1

fridaStalker_akdSymbol2575.js — AuthKit_akd

D Qo
M o

=5 Js fridaStalker_akdSymbol2575.js 3 X

v AUTHKIT_AKD dynamicDebug > frida > scripts > Js fridaStalker_akdSymbol2575.js > @ onLeave
akdSymbo12575_functionAddress = 8x00000001000a0460
> Authkit.framework L
T moduleBaseAddress lodule. findBaseAddress (moduleName) ;
eoug console. log("moduleName=", moduleName, “moduleBaseAddr moduleBaseAddress) ;
functionRealAddres oduleBaseAddress.a 012575_functionAddress);
le. log("functionRealAddr , functionRealAddress);
S sEREdD Interceptor. attach(functionRealAddress, {
: function(args) {
Capstone
P .log(args);
> debug var curTid = Process.getCurrentThreadId();
console. log(curTid) ;
stalker.follow(curTid, {

vscode

v dynamicDebug

v emulate_arm /unicorn_akd

input

> libs

itignore
% emulate_akd_getIDMSRoutingInfo.py
D README.md
frida
v result

(LT LR LD transfom:  (iterator: StalkerAragALterator) = {

ripts struction = iterator.next();
__handlers__ t startAddress = instruction.address;

kdObjcMethods.txt var isAppCode = startAddress.compare(baseAddr.add(addr)) >= @ & startAddress.compare(bas
& commands.coffee do {

Js fridaStalker_akdSymbol2575.js 3 a8 i
> i0SOpenDev_Xcode » scripts which frida

> headers /opt/homebrew/bin/frida
. > scripts frida -U -p 8229 -1 ./fridaStalker_akdSymbo12575.]s
> other

+ v [Jazsh-scripts [0 @ -

staticAnalysic / Frida 16.0.19 - A world-class dynamic instrumentation toolkit

Commands :
help -> Displays the help system
object? —> Display information about ‘object*
exit/quit —> Exit

More info at https://frida.re/docs/home/

Connected to iPhone (id=abdc@dd961c3cb96f5c4afel09de4ebd8h88433a)

[iPhone: :PID::8229 1-> |

o MRIRITE
o FridafpxdjsfUiBREE, MR EF—1TRIBHE
o EHE, HTRKNEMES, A EMEIEIERR:
o RR: jsitEh, FEMNEFE2TH, FTELIMH2TEE, RAEX

21N ER: StalkerArmesIterator F Armé4CpuContext

o SHMEMAsRBIIEGITMIRE
o FERINE: FRI2DARENHZEE ( stalkerArme4Iterator F1 Armé4cpuContext )
o I\MF:
o BZIBA, j[sURBRIREMNT, EFridaB MEREZET|s5|E (VB HAh? ) EETHY
o FMIMZRAMEMNIREER, TBRY, SHEZILARFERFERE, MMIEINAERRCIEEE

o
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Al

putCalloutrp{£i5H BRI IR A= SN EET

o [C]RRA A
o #AputCalloutfE B 1 :
» BBEBEBMIINRE: 2SBER
» EBREZNRE: MAINERIET
o ¥

FridafyStalkerfdtransforme 2 5 putCallout{t i3
i EEMREIERL:  lldb_unnamed_symbol2575$$akd - Fridai¥ @ SL5IF0 T E & %X

AR IEputCallout5 A2 IEN—TMILAYjSEREN :

iterator
curoffsetInt
iterator needDebug
context
console context
SRS AR

Process terminated
Thank you using Frida
Fatal Python error: _enter_buffered_busy: could not acquire lock _io.BufferedReade
r at interpreter shutdown, possibly due to daemon threads

Python runtime state: finalizing tstate Ox000000010308e0c8

Current thread Ox00000001f4ab4140 most recent call first :
no Python frame

MRS jsER BRI

iterator
curOffsetInt
// iterator.putCallout(needDebug);
iterator context

console context


https://book.crifan.org/books/frida_re_example_function/website/frida_re_example/frida/ios_objc/stalker/akd_lldb_unnamed_symbol2575.html

MAZEEIR
RERR., ENTNBEZEERFERER,

e \8: FridaFXFijstiziF, TENPERE
o BHIBF—LIEFAbug
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FIJSON.stringify}TEN31 5

BfsAconsole.logt ToiEEE (B %o ERIUM) FTENNSR, FBARTUAEEA JIsoN.stringify EFEMHN
JSONB ETED:

2545 :
console instruction address
instruction. next
instruction size
instruction mnemonic
instruction opStr
instruction operands
instruction. regsRead
instruction regsWritten
instruction groups
instruction
MR
instruction: 0x1091dbcd8, next 0x4,size 4,mnemonic b,opStr #0x1091dbce8, operands

=[{"type":"imm", "value":"4447911144","access":"r"}], regsRead=[], regsWritten=[], groups=[
"jump", "branch_relative"], toString()=b #0x1091dbce8

0x1091dbcd8 b #0x1091dbces
+++ into

instruction: 0x1091dbce8, next Ox4,size 4,mnemonic str,opStr wzr, (x19, #0x90],0
perands=[{"type":"reg", "value":"wzr",6 "access":"r"}, {"type":"mem", "value": {"base":"x19",
"disp":144}, "access":"rw"}],regsRead=[], regsWritten=[],groups=[], toString()=str wzr, [X
19, #0x90]

0x1091dbce8 str wzr, x19, #0x90]
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console.log#itt HEEIX 4

o FT3R: FEFridaficonsole.logTENMHE, FREHIHTIRIE, maEmbERXHEH
o BW: AEELEENESR, HER

o fRRINE:

Fiz{TFridatmjsia<1THREMNL:

e > xxx.log 2>&1
o SRR
" > xxx.log : EBEBEH= stdout HEEFEE, #EBE logxtt
v 25¢1 : IB4ETREY stderr =HEIREFER, BWLEEIRIE
o %l

frida ./fridaStalker_akdSymbol2575.js stalker_akd1575.10¢9
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B 2% iFfrida-server

iPhone1l 1, BEH xinaAl15 #1T7T rootless#ifit , PAFFEMH frida :

crifan@licrifandeMacBook-Pro™ ~" frida com,apple.store.Jolly /Users/crifan/dev

/dev_root/iosReverse/AppleStore/dynamicDebug/frida/hookNSFileManager.js

/ _ Frida .8 - A world-class dynamic instrumentation toolkit
Commands:
/_/ _ - Displays the system
object? - Display information about

exit/quit - Exit
More info at https://frida.re/docs/home/

Connected to iPhone (id 00008030-00011C49366B802E
Failed to attach: missing gProcessInfo

£RIRES: Failed to attach missing gProcessInfo
ZEMRERBARIEE, KEINE: BEERiFfrida-serverfid iz,

HANERIBENBNNG, HEE,
5 gProcessinfol3&;R

Z Hifrida-ios-dumpthi@Z 2 ja] 8
M2 B T 480 missing gProcessInfo , G EIZEIAY:

o REZ: BT{E/REbug
o MRRMNE: ZJLR

-) gk BTN 2R, BERTIEIE, AR,

Rfridadh @B FES A IMBEEgProcessinfo

MIREE(EE Failed to attach: missing gProcessInfo AR :
gProcessinfoi@ (iIOSEJapp/BEIMEST MEIRY) dyldRIEE
HEgEREMT:

e frida import &= gProcessinfo
e dyld export &£=: gProcessinfo

ALY
FINEMREE:



fridadh, E&AimportfyT=, MU gProcessinfo
J53EHfiA, missing gProcessInfo EHiPhoneiffy frida-server

FEH frida-server

root@192.168.2.12:/var/sbin/frida-server frida-server

RIBRERFS O

rabin2 frida-server fridaServer_rabin2_i_imports.txt
rabin2 frida-server fridaServer_rabin2_E_exports.txt

&3 E gProcessInfo
BIMEER:

e dyld/dyldMain.cpp

dyld4
gProcessInfo
MiRIE:
[icX] dyldfBxZEH: Btz
HET:
e dyld

o ZHl=: dyld2
o [53E: dyld3
o ItbAbZE: dyld4

Bl: dyld H3PARAS, dyld2 . dyld3 . dyld4
RaHIA:

REFrida (Rfrida-server) 5| TIMNBHNETE:
dyld JRE3HH) gProcessInfo

[lip=¥

fridajEH3H A gProcessinfo

Bp:

frida-core/src/fruity/injector.vala FFAETMLHE:



ensure_libsystem_initialized_for_dyld_v4_and_above

throw new Error

FridajRi85#% %l T : gProcessinfo

missing gProcessInfo tHATZEMKIG:

e U = injectorvala x

, [ frida-core > src > fruity injectorvala

0

vate a ensure_Libsystem_initialized (Ca ? cancellable
if (libsystem_initialized)

2_symbol_address (dyld, "_gProcessinfo");
olve_symbol_address (dyld, "__ZN4dyld12gProcessinfoE");
injector.vala 2 1t647 1ibdyld_initialize = dyld_symbols["_ ZNSdyld44APTs19_
(libdyld_initialize != null)
ensure_libsysten_initialized_for_dyld_v4_and_above (libdyld_initialize, cancellable);

restore_main_thread_state (cancellable);

process_info_ptr = dyld_symbols["_gPrecessinfo"];
Error.UNSUPPORTED ("Missil Pro Info");
symbol-fetcher.c fr ffru s
ensure_libsystem_initialized_for_dyld_v3_and_below (cancellable);

frida_str_equals (nam
save_main_thread_state (cancellable);

ldb.write_bool {dyld_fields.libsysten_initialized, , cancellable);
Libsystem_initialized = ;

ensure_Libsysten_initialized_for_dyld_v4_and_above libdyld_initialize,
can le? cancellable [
7 process_info_ptr = dyld_symbols
if (process_info_ptr

e frida-core/src/fruity/injector.vala

private async uint64 libdy

ld_initialize
Cancellable cancellable throws GLib Error
uinté4 process_info_ptr dyld_symbols
process_info_ptr null
throw new Error

Hithith 5075 :

e frida-core/src/fruity/helpers/symbol-fetcher.c

output_buffer dyld_load_address

i dyld dysymtab ilocalsym: i dyld dysymtab nlocalsym: i

sym symbols i
name strings sym n_un n_strx

name
name
name
name
name
name
name
name
name



name

cursor

cursor
cursor
cursor

dyld base sym

name

e frida-core/src/darwin/frida-helper-backend-glue.m

modern_entry_address
instance dyld_flavor
3_MINUS
instance dyld_flavor
instance modern_entry_address
legacy_entry_address
instance info_ptr_address
instance info_ptr_address
dyld_probe_failed

instance dlopen_address

instance dlopen_address
instance dlopen_address
instance register_helpers_address
instance dlerror_clear_address
instance info_address
instance helpers_ptr_address

instance do_modinit_strcmp_checks

modern_entry_address

dyld

FRIDA_DYLD_V4_PLUS

FRIDA_DYLD_V4_PLUS

modern_entry_address

n_value

FRIDA_DYLD_V

dyld

dyld

dyld

dyld
dyld

dyld

dyld

task. dyld

1]

e _dlopen



e _dlopen_internal

e _ Zl2lregisterThreadHelpersPKN4dyld16LibSystemHelpersE

__Zli12dlerrorClearv

__ZN4dyldi2gProcessInfoE
o HAABIE: gProcessInfo
e _ 7N4dyldl7gLibSystemHelpersE

M3 FridathMissing gProcessinfolt $§#9:Z B R E
RIFETE: [EF] dyldEEHRIgProcessinfo

RIIZIE -

iz

o R¥IMTRETFE: _gProcessinfo
WA
o ERHIETZFIER (SCEINFE)

o _gProcessInfo

n W EIRAAEH:  gProcessInfo
o _ ZN5dyld412gProcessInfoE
s XN RIBACIEA:  dyld4: :gProcessInfo
o _ ZN4dyldi2gProcessInfoE
s WNRIGAEEH:  dyld::gProcessInfo NIZFAIAT .

Rl usr/lib/dyld P EB B EHFHESE_gProcessinfo
33 FiPhonedAYdyld:

iPhone11-151:~ root# 1ls -1h /usr/lib/dyld
-rwxr-xr-x 1 root wheel 630K Oct /usr/1ib/dyld*

FH:
root@192.168.2.12:/usr/lib/dyld dyld
SHE, BMAyldFRSEFS:
rabin2 dyld dyld_rabin2_s_symbols,.txt

RIMZER:

e dyld_rabin2_s_symbols. txt

0x00064008 0x00064008 LOCAL FUNC dyld4::gProcessInfo



- B dyld_rabin: 5

fromiPhone 2_s_symbols.bet

Loca rocessint A2 ab K BN, H1W D L = X
Loca
Loca
Loca
Loca
Loca
LocaL
Loca
Loca
Loca
LocaL
Loca
Loca
Loca
LocaL
Loca
Loca
Loca
Loca
Loca
Loca
Loca
Loca
Loca
LocaL
Loca
LocaL
Loca
LocaL
LocaL
LocaL
Loca
Loca
LocaL
LocaL
LocaL
Loca
Loca
LocaL
LocaL
Loca
Loca
LocaL
LocaL
Loca
Loca
LocaL
Loca
Loca
Loca
Loca
LocaL

172191, 51 (Bi4868) HE:2 UTF-8 LF CoffeeScript O Pretiier & (0

A5, RKTEE!:

e fromiPhone/dyld_rabin2_s_symbols. txt

0x0002e500 Ox0002e500 LOCAL FUNC dyld4::APIs::_dyld_shared_cache_opt
imized

0x0002e57¢c 0x0002e57c LOCAL FUNC dyld4::APIs::_dyld_register_for_ima
ge_loads void (* (mach_header const*, char const*, bool

0x0002e680 Ox0002e680 LOCAL FUNC ___ ZN5dyld44APIs30_dyld_register_f
or_image_loadsEPFvPKilimach_headerPKcbE_block_invoke

0x0002e76c Ox0002e76c LOCAL FUNC ____ ZN5dyld44APIs30_dyld_register_f
or_image_loadsEPFvPKiimach_headerPKcbE_block_invoke_2

0x0002e7b4 O0x0002e7b4 LOCAL FUNC ____ ZN5dyld44APIs35_dyld_register_f
or_bulk_image_loadsEPFvjPPKiimach_headerPPKcE_block_invoke_2

0x0002e7c8 Ox0002e7c8 LOCAL FUNC dyld4::APIs::dyld_shared_cache_file
_path

0x0002e810 Ox0002e810 LOCAL FUNC dyld4::APIs::dyld_has_inserted_or_i
nterposing_libraries

0x0002e874 0x0002e874 LOCAL FUNC dyld4::APIs: :dyld_shared_cache_find

_iterate_text unsigned char const*, char const**, void | block_pointer (dyld_shared
_cache_dylib_text_info const*

0x0002ea8c 0x0002ea8c LOCAL FUNC dyld4::findCacheInDirAndMap dyld4::
RuntimeState , unsigned char const*, char const*, unsigned long
0x0002eb5c 0x0002eb5c LOCAL FUNC ___ ZN5dyld44APIs35dyld_shared_cach

e_find_iterate_textEPKhPPKcU13block_pointerFvPK33dyld_shared_cache_dylib_text_infoE
_block_invoke.173

0x0002ebe® 0x0002ebe® LOCAL FUNC dyld4::APIs: :dyld_shared_cache_iter
ate_text unsigned char const*, void ( block_pointer (dyld_shared_cache_dylib_text_i
nfo const*

0xX0002ec60 Ox0002ec60 LOCAL FUNC dyld4::APIs::_dyld_fork_child

Bl:
Itb4bsymbold, thEHF—LE:



. ZN5dyld44APIs30_dyld_register_for_image loadsEPFvPK11mach_headerPKcbE_block invok
e

XFPYRIFE AR E R R ER
B, A, HFIFAIR, EBAIREE:
o dyld4::APIs:_dyld_register for_image_loads(void ()(mach_header const, char const*, bool))
- FRDASRZARRE!:
HitE, HFEN, ZBREE, &
tt4brabin2, BpFEICEREMN (RAHESHEFNRBIZRRZ symbollIRTEIZIE? )
-) FRDAZE K :
25BN, ikrabin2, REEH:
WIFEHIsymbol B F?
XFERBERE, FRIA:
dyld4: :gProcessInfo
BAE:
__ZNsdyld44gProcessInfo
g
ERHRE:
rabin2fVEM B4, BEHIHRIAHIsymbol#g?

7Y, FtAMASIIMITAR: jtool2
jtool2 dyld dyld_jtool2_S_symbol.txt
RABENFEN, RGN, HmEEN, SBWBETN:  gProcessInfo

e dyld_jtool2_S_symbol.txt

0000000000064008 d __ZN5dyld412gProcessInfoE



© gProcessinfo oemoe
AEEAS B dyld_rabin2 dyld_jtool2_S_symbol txt 3% B O -
~ GPROCESSINFO fromiPhone
Beiiorthcre criptor_tap. gProcessinfo A2 ab ¥ B, 1M
ZN5dy1d3L12sTreatAsheake
block_descriptor_tmp.
block descriptor_tmp.
descriptor_tnp.
descriptor_tnp.
block_Literal_global.
block_descriptor_tmp.
block_descriptor_tmp.
block_descriptor_tmp.
block_descriptor_tmp.
block_descriptor_tmp.
block_descriptor_tmp.
block_descriptor_tmp.
block_descriptor_tap.
block_descriptor_tap.
block_descriptor_tmp.
block_descriptor_tap.
block_descriptor_tmp.
s _os_lock_type_unfair
s _ccsha3ea_yng_arm_di
s _ccshal_vng_arm_di
256_vng_arm_di
Z2NK5dy1d413ProcessConf ig7Process7roal locENESroBuf fer
Z2NK5dy1d413ProcessConf ig7Process7roal locEnEdnext
d _2N5dy1d412gProcessInfoE

dyld_rabin2_i_imports.txt
dyld_rabin2_s_symbols.txt
frida-server
fridaServer_rabin2_E_exports.txt
fridaServer_

b0
S

d
d __pthread_head

d _pthread_count

d _NDR_record

d __current_pid

s __2N5dy1d420dyld_all_image_infosE
s _gCRAnnotations

s __ZN5dylda16sSyscallDelegateE
s __stack_chk_guard

s _NSConcreteStackBlock

s _NsConcreteGlobalBlock

s _os_alloc_heap

s __pthread_list_lock

s _main_thread

s _pthread_ptr_munge_token

s _mach_task_self_

s _vm_kernel_page_size

s _vm_kernel_page_mask

s _vm_kernel_page_shift

s _vm_page.

s _vm_pa

s _vm_page_shift

s _task_reply_port

s _errno

s scall_logger

s _os alloc ance tahle

gjzlocate fT 2186, JIl1(Ei%##45) =48:2 UTF-8 LF CoffeeScript (@ Prettier & 0
= =
FRrARL 2 :

e dyld4::gProcessInfo
o ZMIRAERK: _ ZNsdyld412gProcessInfoE
o REHKMUNM: _ zNsdyldadgProcessInfo

BEdyldREH, 2188
namespace dyld4
BEARTSREMIAM

namespace dyld4

e /Users/crifan/dev/dev_src/ios_reverse/AppleOpenSource/dyld/dyld-dyld-
1042.1/dyld/DebuggerSupport.h

namespace dyld4
using 1sl Allocator

RuntimeState state infoCount dyld_image
_info info initialImageCount

mach_header loadAddress

mode infoCount
dyld_image_info info

dyld_all_image_infos gProcessInfo
J E—

>tiRZ: gProcessInfo

SAZIFE namespace dyld4 HHY



e /Users/crifan/dev/dev_src/ios_reverse/AppleOpenSource/dyld/dyld-dyld-
1042.1/dyld/DyldAPIs.cpp

// internal libc.a variable that needs to be reset during fork()
mach_task_self_

using dyld3 MachOFile
using dyld3 MachOLoaded

dyld3 MachOLoaded __dso_handle

namespace dyld4

-) B2 Hal=dyld4fInamespace, EE2tES5|AIMNIE=:

o« HrpthA:
o &Hnamespacehy:
m  extern mach_port_t mach_task_self_;
o S FMAInamespacefy: dyld3
m  extern const dyld3::MachOLoaded __dso_handle;

[REZR] rabin2%i i C++RRAEHTRIR ISR IZ /S HIER £ mangle name
FRAZ

[REER] C++CIEARRENZE & 4 iE A BT S symbol IR

HAE&:

[ERRIR] MC++H%RIFEHIFFSsymboliF R RIGIIZE R EZ

5, BEUAAIdyldhRA:

iPhonel11-151:~ root# /usr/lib/dyld --version
-sh: /usr/lib/dyld: cannot execute binary file: Exec error

TEEE,

[Ef#R] i0S 13.38iPhone7/usr/lib/dyld#kR A FgProcessInfoff X< {5 &

MEMRR: dyldREiEFHAgProcessinfo
EYligs A B

e gProcessInfo
o TWERIR:
m  dyld/dyld-dyld-1042.1/dyld/DebuggerSupport.cpp



gProcessInfo dyld_all_image_infos

PISE
e struct dyld_all image_infos
o EX
m  libdyld/dyld_process_info_internal.h
m  struct dyld_all_image_infos_32
m  struct dyld_all image_infos_64
m  include/mach-o/dyld_images.h

m  struct __attribute_ ((aligned(16))) dyld_all image_infos
BIRESOER:

(1) include/mach-o/dyld_images.h

// Must be aligned to support atomic updates
// Note sim cannot assume alignment until all host dylds are new enough

version /* 1 in Mac 0S X 10.4 and 10.5 */
infoArrayCount
std atomic infoArray
infoArray
dyld_image_notifier notification
bool processDetachedFromSharedRegion

/* the following fields are only in version 2 (Mac 0S X 10.6, iPhoneOS 2.0) and lat
er */
bool libSystemInitialized
dyldImagelLoadAddress
/* the following field is only in version 3 (Mac 0S X 10.6, iPhoneOS 3.0) and later
*/
jitInfo
/* the following fields are only in version 5 (Mac 0S X 10.6, iPhoneOS 3.0) and lat
er */
dyldversion
errorMessage
terminationFlags
/* the following field is only in version 6 (Mac 0S X 10.6, iPhoneOS 3.1) and later
*/
coreSymbolicationShmPage
/* the following field is only in version 7 (Mac 0S X 10.6, iPhoneOS 3.1) and later
97
systemOrderFlag
/* the following field is only in version 8 (Mac 0S X 10.7, iPhoneOS 3.1) and later
S/
uuidArrayCount



uuidArray /* only images not in dyld shared
cache */
/* the following field is only in version 9 (Mac 0S X 10.7, i0S 4.0) and later */
dyldAllImageInfosAddress
/* the following field is only in version 10 (Mac 0S X 10.7, i0S 4.2) and later */
initialImageCount
/* the following field is only in version 11 (Mac 0S X 10.7, i0S 4.2) and later */
errorKind
errorClientofDylibPath
errorTargetDylibPath
errorSymbol
/* the following field is only in version 12 (Mac 0S X 10.7, 10S 4.3) and later */
sharedCacheSlide
/* the following field is only in version 18 (Mac 0S X 10.9, 10S 7.0) and later */
sharedCacheUUID
/* the following field is only in version 15 (macOS 10,12, i0S 10.0) and later */
sharedCacheBaseAddress

// We want this to be atomic in libdyld so that we can see updates when we map it s
hared
std atomic infoArrayChangeTimestamp

infoArrayChangeTimestamp

dyldPath
notifyPorts DYLD_MAX_PROCESS_INFO_NOTIFY_COUNT

reserved DYLD_MAX_PROCESS_INFO_NOTIFY_COUNT

reserved 9 DYLD_MAX_PROCESS_INFO_NOTIFY_COUNT

// The following fields were added in version 18 (previously they were reserved pad
ding fields)
sharedCacheFSID
sharedCacheFSObjID
/* the following field is only in version 16 (macOS 10.13, iOS 11.,0) and later */
compact_dyld_image_info_addr
compact_dyld_image_info_size
platform; // FIXME: really a dyld_platform_t, but t
hose aren't exposed here.

/* the following field is only in version 17 (macOS 10.16) and later */
aotInfoCount
aotInfoArray
aotInfoArrayChangeTimestamp
aotSharedCacheBaseAddress
aotSharedCacheUUID

Kl

(2) BB D32/M64R7:

e struct dyld_all image_infos_32



->

struct dyld_all_image_infos_64

libdyld/dyld_process_info_internal.h

std atomic

bool
bool

std array

std atomic

version

infoArrayCount

infoArray

notification
processDetachedFromSharedRegion
libSystemInitialized
dyldImageLoadAddress
jitInfo

dyldversion

errorMessage
terminationFlags
coreSymbolicationShmPage
systemOrderFlag
uuidArrayCount

uuidArray
dyldAllImageInfosAddress
initialImageCount
errorKind
errorClientOfDylibPath
errorTargetDylibPath
errorSymbol
sharedCacheSlide
sharedCacheUUID
sharedCacheBaseAddress
infoArrayChangeTimestamp
dyldPath

notifyMachPorts

reserved

sharedCacheFSID
sharedCacheFSObjID
compact_dyld_image_info_addr
compact_dyld_image_info_size
platform

// the aot fields below will not be set in the 82 bit case

std atomic

std array

std atomic

bool
bool

aotInfoCount

aotInfoArray
aotInfoArrayChangeTimestamp
aotSharedCacheBaseAddress
aotSharedCacheUUID

version

infoArrayCount

infoArray

notification
processDetachedFromSharedRegion
libSystemInitialized



paddingToMakeTheSizeCorrectOn32bitAndDoesntAffect64b: // NO
T PART OF DYLD_ALL_IMAGE_INFOS!

dyldImagelLoadAddress
jitInfo
dyldvVersion
errorMessage
terminationFlags
coreSymbolicationShmPage
systemOrderFlag
uuidArrayCount
uuidArray
dyldAllImageInfosAddress
initialImageCount
errorKind
errorClient0fDylibPath
errorTargetDylibPath
errorSymbol
sharedCacheSlide

std array sharedCacheUUID
sharedCacheBaseAddress

std atomic infoArrayChangeTimestamp
dyldPath
notifyMachPorts
reserved
sharedCacheFSID
sharedCacheFSObjID
compact_dyld_image_info_addr
compact_dyld_image_info_size
platform
aotInfoCount

std atomic aotInfoArray
aotInfoArrayChangeTimestamp
aotSharedCacheBaseAddress

std array aotSharedCacheUUID

=R

[Rf#R] dyld-932.4FgProcessinfofRiZfasymbolilE  ZN5dyld412gProcessinfoE
B2 i¥arm64ehRAIFrida

R MRHIE

pip colorama prompt-toolkit pygments

1R EPythonAThR 3.10.6

localBEXIREH3.10. 689RRA:
crifan@licrifandeMacBook-Pro"™ ~/dev/dev_src/ios_reverse/frida” pyenv versions
system
2
6



* .4 (set by /Users/crifan/.pyenv/version

.6
crifan@licrifandeMacBook-Pro™ ~/dev/dev_src/ios_reverse/frida” pyenv
crifan@licrifandeMacBook-Pro"™ ~/dev/dev_src/ios_reverse/frida”™ python
Python .6

clone fridafgfi3:

clone --recurse-submodules https://github.com/frida/frida.git

FemakeE &R MILLIRIFED:

crifan@licrifandeMacBook-Pro"™ ~/dev/dev_src/ios_reverse/frida/frida”™ \\ main”
make : Entering directory

Usage: TARGET | VARIABLE value

Where TARGET specifies one or of:
/* gum */
gum-macos Build mac0S
gum-ios Build i0s
gum-watchos Build watchos
gum-tvos Build tvos
gum-android-x86 Build Android/x86
gum-android-x86_64 Build Android/x86-64
gum-android-arm Build Android/arm
gum-android-armé4 Build Android/armé4
check-gum-macos Run tests mac0s
/* core */
core-macos Build maco0s
core-ios Build i0s
core-watchos Build watchos
core-tvos Build tvos
core-android-x86 Build Android/x86
core-android-x86_64 Build Android/x86-64
core-android-arm Build Android/arm
core-android-armé4 Build Android/armé4
check-core-macos Run tests mac0s

/* python */

python-macos Build Python bindings mac0S
check-python-macos Test Python bindings mac0S
/* */

node-macos Build Node.js bindings mac0S
check-node-macos Test Node.js bindings mac0S
/* tools */

tools-macos Build CLI tools mac0S

check-tools-macos Test CLI tools maco0s



And optionally also VARIABLE values:

PYTHON Absolute path of Python interpreter including version suff
ix

NODE Absolute path of Node.js binary

For example:

$ python-macos /usr/local/bin/python3.6
$ node-macos /usr/local/bin/node
make i Leaving directory

I EXRRIF: ios M, FAUBRFRE:

core-ios Build for iOS

Fi&EZ:
core-ios
HA(E) @R TP a)Rm:

o [EfER] MacH4giFfrida-corefk¥s: FAILED /usr/bin/codesign I0S_CERTID not set

Yrs:

X crifan@licrifandeMacBook-Pro”™ ~/dev/dev_src/ios_reverse/frida/frida™ \ main”

frida-cert
crifan@licrifandeMacBook-Pro” ~/dev/dev_src/ios_reverse/frida/frida™ \ main”
frida-cert
crifan@licrifandeMacBook-Pro” ~/dev/dev_src/ios_reverse/frida/frida™ \ main”
frida-cert
crifan@licrifandeMacBook-Pro”™ ~/dev/dev_src/ios_reverse/frida/frida™ \ main”
frida-cert
crifan@licrifandeMacBook-Pro”™ ~/dev/dev_src/ios_reverse/frida/frida™ \ main” cor
e-ios
make ! Entering directory

build/frida-env-ios-armé4.rc
build/tmp-ios-armé4/frida-core
/build.ninja
ios-armé4
macos-x86_64
python3 /Users/crifan/dev/dev_src/ios_reverse/frida/frida/releng/meson/meson.py setup

/usr
--default-library static s true
enabled auto
installed
frida-core

python3 /Users/crifan/dev/dev_src/ios_reverse/frida/frida/releng/meson/meson.py
compile

python3 /Users/crifan/dev/dev_src/ios_reverse/frida/frida/releng/meson/meson.py

INFO: autodetecting backend as ninja



INFO: calculating backend to run: /Users/crifan/dev/dev_src/ios_reverse/frida/f
rida/build/toolchain-macos-x86_64/bin/ninja /Users/crifan/dev/dev_src/ios_reverse/fr
ida/frida/build/tmp-ios-armé4/frida-core

ninja: Entering directory

/Users/crifan/dev/dev_src/ios_reverse/frida/frida/build/tmp-
los-armé4/frida-core

/Users/crifan/dev/dev_src/ios_reverse/frida/frida’

{ —

BIRT: 4miE5Thl.




FAEHK RN : frida-server, SRUE:

¢ Installing server/frida-server to /Users/crifan/dev/dev_src/ios_reverse/frida/frida/build/frida-ios-

arm64/usr/bin

EEEbuildB R

crifan@licrifandeMacBook-Pro"™ ~/dev/dev_src/ios_reverse/frida/frida”™ \ main”

build

crifan@licrifandeMacBook-Pro"~ ~/dev/dev_src/ios_reverse/frida/frida/build”™ \ main® 1l

total

“rW=F==r-- crifan staff 190B
“rW=F==r-- crifan staff 193B
drwxr-xr-x crifan staff 96B
=FWXF=Xr=-X crifan staff 430B
=rW=r--r-- crifan staff . 9K
=FWXr=Xr=-x crifan staff 436B
=rW=r--r-- crifan staff 9K
=rW=r--r-- crifan staff 217B
drwxr-xr-x crifan staff 256B
drwxr-xr-x crifan staff 256B
drwxr-xr-x crifan staff 128B
drwxr-xr-=-x crifan staff 256B

145
145
147
145
145
145
145
144
145
144
147
144

frida-env-ios-armé4.rc
frida-env-macos-x86_64.rc
frida-ios-armé4
frida-ios-armé4-pkg-config
frida-ios-armé4, txt
frida-macos-x86_64-pkg-config
frida-macos-x86_64.txt
frida-version.h
sdk-ios-armé4
sdk-macos-x86_64
tmp-ios-armé4
toolchain-macos-x86_64

crifan@licrifandeMacBook-Pro”™ ~/dev/dev_src/ios_reverse/frida/fridasbuild™ \ main”

frida-ios-armé4

crifan@licrifandeMacBook-Pro”™ ~/dev/dev_src/ios_reverse/frida/frida/build/frida-ios-ar

mé4"~ \ main” 1l

total

drwxr-xr-x crifan staff
crifan@licrifandeMacBook-Pro”

mé4"~ \, main” usr
crifan@licrifandeMacBook-Pro”

mé4/usr” \ main® 11

1928

total

drwxr-xr-x crifan staff 1928
drwxr-xr-x crifan staff 968
drwxr-xr-x crifan staff 416B
drwxr-xr-x crifan staff 968

crifan@licrifandeMacBook-Pro”
mé4/usr” \ main” bin
crifan@licrifandeMacBook-Pro”
mé4/usr/bin"™ \ main” 11l

total

=FWXr=Xr=-X crifan staff . 2M
=FWXr=Xr=-X crifan staff . 2M
=FWXr=Xr=-X crifan staff . 4M
=FWXr=Xr=-X crifan staff 1M

crifan@licrifandeMacBook-Pro”
mé4/usr/bin” \\ main®
./frida-server: Mach-0

MR RIFRINT
ElEE & 2 Bifrida-serverfy A/ Flfiletii B {5 2

147

usr

~/dev/dev_src/ios_reverse/frida/frida/build/frida-ios-ar

~/dev/dev_src/ios_reverse/frida/frida/build/frida-ios-ar

114 bin

147 include
114 1ib

147 share

113
113
113
147

~/dev/dev_src/ios_reverse/frida/frida/build/frida-ios-ar

~/dev/dev_src/ios_reverse/frida/frida/build/frida-ios-ar

frida-inject
frida-portal
frida-server
gum-graft

~/dev/dev_src/ios_reverse/frida/frida/build/frida-ios-ar
./frida-server
-bit executable armé4

crifan@licrifandeMacBook-Pro™ ~/dev/dev_root/iosReverse/AppleStore/debug/gProcessInfo/i



Phone11_151" 11

total

-rwxr-xr-x@ 1 crifan staff 629K 106 dyld

“rW=r=--r-- crifan staff . 5M 114 dyld.ido

“rW=r-=-r-- crifan staff . 6M 113 dyld.id1

“rW=r=--r-- crifan staff 40K 113 dyld.nam

“rW=r-=-r-- crifan staff 3K 113 dyld.til

=rW=r-=-r-- crifan staff 173K 144 dyld_jtool2_S_symbol.txt
=rW-=r--r-- crifan staff 277B 107 dyld_rabin2_E_exports.txt
“rW-=r--r-- crifan staff 125B 107 dyld_rabin2_i_imports.txt
“FrW=r==-r-- crifan staff 249K 133 dyld_rabin2_s_r_symbols.txt
“rW=r==-r-- crifan staff 381K 113 dyld_rabin2_s_symbols.txt

=FWXF =Xr=-X crifan staff 20M 165 frida-server

“rW=r--r-- crifan staff 169B 158 fridaServer_rabin2_E_exports.txt
“rW=r--r-- crifan staff 17K 158 fridaServer_rabin2_i_imports.txt
“rW=r--r-- crifan staff . OM 118 fridaSever_rabin2_s_symbols. txt

crifan@licrifandeMacBook-Pro"™ ~/dev/dev_root/iosReverse/AppleStore/debug/gProcessInfo/

iPhone11_151" ./frida-server

./frida-server: Mach-0 universal binary with 2 architectures: 'armé4:Mach-0

utable armé4 armé4e armé4e

./frida-server (for architecture armé4 : Mach-0 -bit executable armé4
./frida-server for architecture armé4e : Mach-0 -bit executable armé4de
./frida-server for architecture armé4e : Mach-0 -bit executable armé4de

-) Ltk4bfrida-serverfBA: 20M
AIRER: FATIER, 882 75EM:

® arme4

® arm6de
BEEFK, RUBEA:
ItE&k, MiPhoneSHAIESLERRM frida-server , X¥5:
mitat B SmIFLHFRN, RXHEF armes , R3ZIF armese
MiceE: LEZAY iphone FAYZRMIETZE: armese HY?

@
3

BRERE:

o HEIA i0s 15.1 A9 iPhone11l A1, UE4L arm AYZEMIE:

o MATHEHTR frida-server EHEELF armede

armé4e

armede = armé4

-bit exec

o WMRFBELIHF armese , BEF: frida fIF core-ios BY, WMAFEETIL armese BIZIF

pirpl

[EAfZR] i0S 15.18iPhone1 1/ frida-serverfi FAZ2f9 2armb4eif 2arm64

N—

=) armea BYTHE], ZBERZE armede BY A13 BY iPhonelil HUBITHY.

ABEEER:

[REgR] BESHmiFEarme489frida-servergE&L £iPhone111EBIiB1T



Htid iz

o [kfRR] FfridalRiEE 2 4HiZH fridafliOSHIEl & frida-serverfidebZe3 £

o [REER] BEHmFELEEarm64Fflarme4eIFATIE R Afrida-server — il

o [REBR] BSERSRIFEfrida-corelfiBAE X 2R FridafMissing gProcessInfola] &
o [KRAERR] Fridarhal{al4Ri%HiOSHarm64ehyfrida-server — il

o [KREBR] BCYiFFridafyfrida-corefCi3 4 By r] F§ —#tHllfrida-server

¥arm64ehRAYFrida

MFridaiEi3F1buildix

o [RERAR] ¥ FridarhiOSHJarm6e4: MFridajBEi3Hbuildoi

MFridafigithub/a1%
o [RERR] #FridadhiOSHIarm6e4: MFridafigithubH#;

B2 EmakefilechofTENHE i

o [KfRIR] #FridafhiOSHIarm6e4: B2 LAmakefllecho3TENHEEIE

Mgithubfcifiworkflowdarm64e

o [RfBAR] #FridashiOSHarm6ée4: Mgithubfcifworkflow i #karm64e

M%5i%EHEHRIDownloading ios-arm64\ F

o [REBR] #xFridaiOSHJarm6ed: M%EiEHEHAIDownloading ios-arm64 N\ F

makeB3#{al {5 A arm64efarchS £}

o [FKEEAR] #%FridashiOSHJarm6e4d: makeRtal{al{E \armb4eljarchZ:%

MmakeZRiZita9logHENF
o [KRARR] #FridamRiOSHarm6ed: MmakeZmiFiTaYlogHENF
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HEIFHEAF

Z B AFridalfit % 2appii@EfE],

/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/staticAnalysis/360wWallpap

TR R ZIm 1 .e.i

BE:

er_jadx_showBadCode/sources/com/w/thsz/info/PaperEntry. java

method

f12215e ml.e

mle

obtain

mi.e
f12218h f12227b

obj2 mi.e

mi.e

mie

Process.killProcess

10 MER - ERMBFITH

Wallpaper_jadx_showBadCode

PaperEntryjava

info PaperEntry,jay

>| Bl

AppLovinExceptionHandler.java s

/comjapplovin/impl/sdk

Process.killProcess (Process.myPid();

Aajava sources/com/mbride ffoundation/sam component;
ent intentd;
Method method;

Process.killProcess (Process.myPid())
ajava mjmbri ffoundation/samefreport/t
Process.killProcess(Process.myPid()) St el Rl L, o

. 12218h. f12227b);
TPCrashHandlerjava /comjtra ba

Process killProcess(Process.myPid();
HomeEntryjava s > info

Process killProcess(Process.myPid(); Ehist r1220ad =l b (nL B TT U
catch (Exception e10!
€10.printstackTrace();

; kPRI=\n")) ;
Process.killProcess (Process.myPid());

PaperEntryjava so omfw/thszi
Process killProcess(Process.myPid();

[T U114 VERSTON, SO INT 5= 28
Object obi2 = b.
if (obj2

IProcess (Process.myPid();
Process killProcess(Process.myPid();

0==\n", "0lHa0
"Jflhm\‘m)L,'h\m:ﬂ‘u\/hﬂl TP
5iKnL r8=\n"

N2,
1=\n"), ml.e 4(S6InNa

Bk . pAT
1y emQLCUPKoVg ThCTH
p10==\n", "rIKNIKIVte8=\n"), m1.&ad("vamMtHbs| ! 20bM:

e jLOWHUN

122167
Runt ineException(ni. e. i(

1 & this.f12217g
xh7otsj 11YTBj fhi.

aperparcel paperPar his. 12218
if (paperparcel != null & (intentd
Parcel obtain = Parcel.obtain

this.f12211a = obtain;
obtain.writelnterfaceToken (ml.e.i("Ns1Y
this. f12211a.writeStrongBinder (null);
int 1 = Build.VERSION. SDK_INT;

aperParcel. f12228¢c) != .getComponent() 1= null) {

1 crifan  staff

9.8K 8 31 11:05 libfile_lock_pg.so
1 mfan s!aff

448K 8 31 11:05 Libmmkv.so

/Users/cr)fan/dev/de roﬁt/andru)dkever5e/keew\\)ve/}&Wa\\naDer/staucAnalsts/BEOWallnaner jadx_showBadCode/resources/1ib/arm64-va
~+ arméd-véa

13153, 752 (Bifi%e) S:4 UTF-8

R mie.i , BEANFREINBEZRL,

AFEEMtA

RINT BEFRFER, LEAN:

ZEEAK

ﬁ.ﬁ.u:t%, /u\giﬂlﬁm
ﬁﬁ L/{, E/u\gf

e ml.e.i("/03etnXwGpjjkNGnVcU4vt6M+opQ2Dgp\n", "qt+f+CaxWcw=\n")



e ml.e.i("zGS1ImdUecVXNZr2IxB52Qt5+p4rCFWtfoQ==\n", "nzDOy4FBIhA=\n")

e ml.e.i("8FiwfWoYXHDtRb9sWyvoRCBpkEBNEOLIQWWSF\n", "pArxMzlZhyQ=\n")

e ml.e.i("4AOVevLN2/P2DpN14svU9POFiHr43dvjohivdQ==\n", "olHa07aOmgA=\n")

e ml.e.i("G61VUTe7H3YGtFpAF449UDuyemwQiClPKpVgfhCTMOw=\n", "T/sUH2T6XCI=\n")
e ml.e.i("S6InNM4wZvrtLojQ01Q050VmiLy6WGaOnWbg1IJdsSvrpw\n", "GPZmYdhG9/U=\n")
e ml.e.i("+NDn2vFU9rvlzejLOWHUNdjDxeDLY9yb1Q==\n", "rIKmlKIVte8=\n")

e ml.e.i("vamMtHb5b/y6tJuvdvox67y8g7Vj5Xr2obM=\n", "7v3N5iKmLr8=\n")

== FRHRIEE

Bl BEFNES

/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/dynamicDebug/Frida/frida/
hook_360Wallpaper.js

// convert Object(dict/list/...) to JSON string
curobj, singleLine space
// console.log("toJsonStr: singleLine=" + singleLine)
// var jsonStr = JSON.stringify(curObj, null, 2)
jsonStr curobj space
singleLine
// jsonStr = jsonStr.replace(/\\n/g, '')
jsonStr  jsonStr

jsonStr
// return curObj.toString()

decryptedstrbDict

// example:
//  stril=n+IwzFs/0g7X4DzE\n, str2=+YNTQT1lQVWU=, decryptedStr=facebook.com
//  str1=C0Y033gie94ALSCkCnQj2g5kDIVwaigx\n, str2=WhVY8DINF4w= -->> decryptedStr=QSV/J
/1RZ8XT8Y4VT(TeBg==
strli, str2 decryptedStr
delimChar
curToDecryptStrGroup stri delimChar  str2
// console.log("curToDecryptStrGroup=" + curToDecryptStrGroup)
// if (I (curToDecryptStrGroup in decryptedStrDict)){

decryptedStrDict curToDecryptStrGroup
decryptedStrDict curToDecryptStrGroup decryptedStr
console decryptedStrDict

// manual decrypt obfuscated string
mi1ECls. miEIFunc
// /Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/staticAnalysis/36
Owallpaper_jadx_showBadCode/sources/com/w/thsz/info/HomeEntry.java
// /Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/staticAnalysis/36



HEFERFTEEEREM e

Owallp

//
//
//
//
//
//
//
//

aper_jadx_showBadCode/sources/com/w/thsz/info/PaperEntry.java

toDecryptStrArr
["/03etnXwGpjjkNGnVecU4vtBM+opQ2Dgp\n", "qt+f+CaxWew=\n"],
["zGS1mdUecVXNZr2IxB52Qt5+p4rCFWtfOQ==\n", '"nzDOy4FBIhA=\n"],
["8FiwfWoYxHDtRb9sWyvoRcBpkEBNEOL1QWWSF\n", "pArxMzlzhyQ=\n"],
["4A0VevLN2/P2DpN14svU9POFiHr43dvjohivdQ==\n", "olHa07aOmgA=\n"],
["G61VUTe7H3YGtFpAF449UDuyemwQiC1lPKpVgThCTMOW=\n", "T/sUH2T6XCI=\n"],
["S6INM4wZvrtLojQelQO50VmiLy6WGaOnwWbgiIJdsSvrpW\n", "GPZmYdhG9/U=\n"],
["+NDn2vFU9rvlzejLOWHUNdjDxeDLY9yb1Q==\n", "rIKmlKIVte8=\n"],
["vamMtHb5b/y6tJuvdvOx67y8g7Vi5Xr2obM=\n", "7v3N5iKmLr8=\n"],

milEIFunc

72



toDecryptStrArr curDecryptRow

// console.log("curDecryptRow=" + curDecryptRow)
stri  curDecryptRow
str2 curDecryptRow

// console.log("stri=" + stri + ", str2=" + str2)
striStripped stri
str2stripped str2

// var decryptdStr = miEIFunc(stril, str2)
decryptdStr mi1ECls = (str1, str2

// console,log("stri=" + stri + ", str2=" + str2 + " -->> " + decryptdStr)
console decryptdStr striStripped
str2stripped

// toDecryptStrArr.forEach((item, index, arr) => {
// console.log("item=" + item + ", index=" + index + ", arr=" + arr)

// toDecryptStrArr.forEach((curDecryptRow, curIdx) => {

// console.log("curbDecryptRow=" + curDecryptRow + ", curIdx=" + curlIdx)

// var strl = curDecryptRow[0]

// var str2 = curDecryptRow[1]

// console.log("stri=" + stri + ", str2=" + str2)

// // var decryptdStr = miEIFunc(stri, str2)

// var decryptdStr = miECls.i(strl, str2)

// console.log("stri=" + stri + ", str2=" + str2 + " -->> " + decryptdStr)
/7°})

// 360Wallpaper_jadx_showBadCode/sources/mi/e.java

milEClassName
mi1ECls Java mlEClassName
console mi1ECls

// printClassAllMethodsFields(m1EClassName)

// print static propery value
miEC miECls ¢
miED miECls d
miEE mi1ECls e
console miEC m1ED miEE
miECvValue mi1EC value
miEDvValue mi1ED value
miEEvValue m1EE value
console milECValue mi1EDValue
EEvalue

// public static String i(String str, String str2) {
miEIFunc mi1ECls i

console miEIFunc

mi1EIFunc

ml



// hook function
miEIFunc
miEIFunc strl, str2
// PrintStack(Throwable.$new())
decryptedstr stri str2
// console.log("mi.e.i(): stri=" + strli + ", str2=" + str2 + " -> " + decryptedStr)
striStripped stri
str2Stripped str2
console striStripped stra2stri
pped decryptedstr
// saveDecrptedString(stri, str2, decryptedStr)
decryptedStr

& 0 360Wallpaper

15 hook_360Wallpaperjs M 3 frida_trace ands.coffee ® frida_: : L 906.col # fridaTrace_360Wallpaper_onTransz
360WALLPAPER dynamicDebug > Frida > frida > Js aperjs > © hookForceStop perform() callback > @ implementation
v dynamicDebug
adb
> AndroidStudio
v Frida

BinderCls execTransact

console. log( *, MIED=" + MiED + ", MiEE=" + m1EE)
frida var mlECValu
J5 hook_360Wallpaper v ar m1EDValu
ar mEEValu

ystemS
stemSenvel console. log("miEC 3z cva “, mEDValue=" + miEDValue + ", mIEEValue=" + mlEEValue)

var mlEIFunc = mIECLs. i

 frida_360Wallpaper_amsStartService_20230905.coffee.
 frida_360Wallpaper_nativeFuncs_20230906.coffee
® frida_ActivityManagerService_allFuncField_20230830.coffee var decryptedstr =
= frida_hook_360Wallpaper_forceStop_20230830.coffee N
Wallpaper_forceStop_20230904.coffee ’ zz::z::::z
60Wallpaper_forceStop_20230905.coffee cansole. log (" Stripped=" ipped=" + straStripped + + decryptedstr
60Wallpaper_bindService_20230905.coffee return decryptedstr
60Wallpaper_execTransact_20230906.coffee ;
# fridaTrace_360Wallpaper_onTransact_20230906.coffee o
% fridaTrace_360Wallpaper_onTransactAndJavaFuncs_20230906.coffee 125 anr
& fridaTrace_360Wallpaper_startService_202309 o2 2 2 § B
p 2 /og R rastrippa ! zshivda
 fridaTrace_ActivityManagerService_allFuncField_20230830. nE0rL, -
~ initrace_360Wallpaper_20230905.coffee
 Objection
 objection_360Wallpaper_20230905.coffee
@ objection_systemServer_20230905 coffee

i =0
C0Y03391€94ALSCKCn0] 205KD) ripped=hhVYBDINF4 MV Q2E eI
input =, Strastrippec-3u3ar/a fshpovige knh16555 fcqaxfed

mIEIFunc. inplenentatior

tr25tripped=3m9Ju7/ggH fshpov19eus2828pknh1655s fcqdxfeg

60Wallpaper_1.0.4_apkcombo.com.apk ¢
1 SoLstsTaNRTkETT cBRI0L $r25tripped=0616hanOhro= —>» cIUSIGIITTGISIbLR/kvab/SATHNYSOnEe==
> staticAnalysis 5 2 2 > fshpov19eus2828pknh16555fcqdxf
gitignore

README.md

S PihpovisenB2628pknh1655s feqtxfes

WyNaut-+vpzTnThu==, Str2Stripped=96i6hahohro= SIS HTgSSAbR) gy/ScAD LS ToE
et i qu‘JB!—GSth pitidbs 93u7/9 >> fshpov19eus2828pknh16555Tcqdxfes
triStripped=gBPhX4E=, str2stripped=1UencrnG

17550, 501 (Bi##E123) 2 : } JavaScript &

mi e i Native Method
at al.c.e Unknown Source

at al c d onReceive OutHelper kt

at android app LoadedApk ReceiverDispatcher Args lambda getRunnable © android app L
oadedApk ReceiverDispatcher Args LoadedApk. java

at android app LoadedApk ReceiverDispatcher Args ExternalSyntheticLambda® run Unkn
own Source

at android os Handler handleCallback Handler java

at android os Handler dispatchMessage Handler java

at android os Looper loopOnce Looper java

at android os Looper loop Looper java

at android app ActivityThread main ActivityThread java

at java lang reflect Method invoke Native Method

at com android internal os RuntimeInit MethodAndArgsCaller run RuntimeInit java



at com android internal os ZygoteInit main ZygoteInit java
mie i stri e5sBx5B3wHN5kg
str2 HPRUoPwShwE

mie i striStripped n IwzFs 0g7X4DzE, str2Stripped YNTQT1QVWU
curToDecryptStrGroup n IwzFs 0g7X4DzE

YNTQT1QVWU
mie i striStripped 61mEOrkL. str2Stripped iz3uT8p p adjust
curToDecryptStrGroup 61mEOrkL

1z3uT8p p
mie i striStripped YWcBkgUTintlzQ str2stripped AANr53zniQk adjust_ref
curToDecryptStrGroup YWcBkguTintlzQ

AANr53zZniQk
mie i striStripped u9g6nVALSA str2stripped D5il I organic
curToDecryptStrGroup u9génVAL9A

D5il I

miedi striStripped pfWjrvurbQ str2stripped yofEz5XCDjU organic
curToDecryptStrGroup pfWjrvurbQ

yofEz5XCDjU
mliei striStripped ZiB8KGA str2Stripped AE® eZ9v58g fb4a
mlei striStripped n IwzFs 0g7X4DzE str2Stripped YNTQT1QVWU
mliedi striStripped 61mEOrkL str2Stripped iz3uT8p p adjust
mliedi striStripped YWcBkgUTintlzQ str2stripped AANr53ZniQk adjust_ref
mliedi striStripped u9g6nVALSA str2stripped D5il I organic
mliedi striStripped pfWjrvurbQ str2stripped yofEz5XCDjU organic
mle i striStripped GKcOvG5nbr4 , str2Stripped We5Y7DwNBYM AIVPRjk
mlie i striStripped urwhs9CWsta5unHxh9K7n7ehIfKJlbacuqw498eG5tY . str2Stripped 3M9Jw7
09 fshpovi9eu82828pknh1655sfcq4xfed
mle i striStripped gBPhX4E . str2Stripped 1UencrnGACo UTF
mle i striStripped COY033gie94ALSCkCnQj2g5kDJVwaigx  str2Stripped WhVYBDINF4w

QSV J 1RZ8xT8y4VTqTeBg
mle i striStripped urwhs9CWsta5unHxh9K7n7ehIfKJlbacuqw498eG5tY . str2Stripped 3M9Jw7
09 fshpovi9eu82828pknh1655sfcq4xfed
mle i striStripped gBPhX4E . str2Stripped 1UencrnGACo UTF
mle i striStripped 10Lv8t576N2Tkc7T73ezi5Xc6KjjoOL Y2JHZXSEWyNau vpzTm7hw strast
ripped 96i6h4hOhro cJUuvsngdotTgo51btR kvob 9CAIXN1YSQNnEw
mie i striStripped urwhs9CWsta5unHxh9K7n7ehIfKJibacuqw498eG5tY , str2Stripped 3M9Jw7
0g fshpovi9eu82828pknh1655sfcg4xfed
mie i striStripped gBPhX4E . str2Stripped 1UencrnGACo UTF
mie i striStripped qrwbDW7z7XA str2stripped ydrtLOmDKJI context
mie i striStripped ON9I str2Stripped s7M7XUPzvSY cls
mie i striStripped e5sBx5B3wHN5kg str2stripped HPRuoPwSnwE google_ref
mie i striStripped Zi8KGA str2Stripped AE® eZ9v58¢g fb4a



mie i striStripped n IwzFs 0g7X4DzE, str2Stripped YNTQT1QVWU

mie i striStripped 61mEOrkL. str2Stripped iz3uT8p p adjust

mie i striStripped YWcBkgUTintlzQ str2stripped AANr53zniQk adjust_ref

mie i striStripped u9g6nVALSA str2stripped D5il I organic

mie i striStripped pfWjrvurbQ str2stripped yofEz5XCDju organic

mie i striStripped GKcOvG5Snbr4 . str2Stripped We5Y7DwWNBYM AIVPRjk

mie i striStripped urwhs9CWsta5unHxh9K7n7ehIfKJibacuqw498eG5tY . str2Stripped 3M9Jw7
0g fshpovi9eu82828pknh1655sfcq4xfed

mie i striStripped gBPhX4E . str2Stripped 1UencrnGACo UTF

mie i striStripped COY033gie94ALSCkCnQj2g5kDJIVwaiqx str2Stripped WhVYS8DINF4w

QSV J 1RZ8xT8y4VTqTeBg

mie i striStripped urwhs9CWsta5unHxh9K7n7ehIfKJibacuqw498eG5tY . str2Stripped 3M9Jw7
0g fshpovi9eu82828pknh1655sfcq4xfed

mie i striStripped gBPhX4E = str2Stripped 1UencrnGACo UTF

mie i striStripped 10Lv8t576N2Tkc7T73ezi5Xc6KjjOL Y2JHZxsEWyNau vpzTm7hw strast
ripped 96i6h4hoOhro cJUuVv5ngdotTg951btR kvob 9CAIXN1YSQnEw

mie i striStripped urwhs9CWsta5unHxh9K7n7ehIfKJibacuqw498eG5tY . str2Stripped 3M9Jw7
0g fshpovi9eu82828pknh1655sfcq4xfed

mie i striStripped gBPhX4E = str2Stripped 1UencrnGACo UTF

Updated decryptedStrDict

Updated decryptedStrDict

Updated decryptedStrDict



) FEphRE:

miEIFunc function e
native code

TRANSACTION_startService --- striStripped o03etnXwGpjjkNGnVcU4vt6M opQ2Dgp str2stri
pped qt f CaxWcw

START_SERVICE_TRANSACTION --- striStripped zGSimdUecVXNZr2IxB52Qt5 p4rCFWtfeQ str
2Stripped nzDOy4FBIhA

TRANSACTION_broadcastIntent --- striStripped 8FiwfWoYXHDtRb9sWyvORCBpKEBNEOLQWWSF s
tr2stripped pArxMzlzhyQ

BROADCAST_INTENT_TRANSACTION --- striStripped 4AOVevLN2 P2DpN14svU9POFiHr43dvjohivdQ

str2Stripped olHaO7a0mgA
TRANSACTION_startInstrumentation
VgfhCTMOW . str2Stripped T sUH2T6XCI
START_INSTRUMENTATION_TRANSACTION --- striStripped S6InM4wZvrtLojQ01Q050VmiLy6wWGaonw
bglIJsSvrpW,  str2Stripped GPZmYdhG9 U
TRANSACTION_startActivity --- striStripped NDn2vFU9rvlzejLOWHUndjDxeDLYSyb1Q str
2Stripped rIKmlKIVte8
START_ACTIVITY_TRANSACTION --- striStripped vamMtHb5b y6tJuvdvOx67y8g7Vj5Xr2obM . st
r2stripped 7v3N5iKmLr8

-- striStripped G61VUTe7H3YGtFpAF449UDuyemwQiClPKp

PaperEntry java
HomeEntry java

) FREMERLDER:

miEIFunc function e
native code

android app IActivityManager Stub --- striStripped dKEMTz a hFOvxgTGbL5S3y5AUkpvvtRd
KgNT3Sg7kp3, str2Stripped Fc9oPVDzmj8
android app IActivityManager --- striStripped G96QImCjHHQbwIR RosbLhPGnSR2hxk0G9eRIg

str2Stripped erDOUA KeFo
L --- striStripped QA str2stripped DHIUWtcRHPM



setArgve --- striStripped 97HxJBfO7nI . str2Stripped hNSFZWWpuEI

activity --- striStripped hQG5PXN9gEE . str2Stripped 5GLNVAUUSDg

START_SERVICE_TRANSACTION --- striStripped 6ibSaFhtSRDrJINp5SW10B g8wHtPZ1lMaow str

2Stripped uXKTOgwyGlU

BROADCAST_INTENT_TRANSACTION --- striStripped qbf04YGsTom usjukapBjrSx@ GLVE6Zv6z07g
str2Stripped ¢ WBoMXvD90o

START_INSTRUMENTATION_TRANSACTION --- striStripped RGOVYSWGeT9EY4ZkjJIx JIVZinX6PhmQjV

nmHcIKNeT5Z str2Stripped FzfUMcHZMHE

all binder code get failed --- striStripped a ZMVX pp3Zv6AAWcuSsMm3 VFV74aB b st

r2stripped CpogdR2AyRI

android app IActivityManager --- striStripped L1IU CJsgCkvTACKBESHcydKGf40SIVpL1isV A
str2stripped TjxwikOF5Ac

android app IActivityManager --- striStripped 23Kbgc7H69HbbI d60 siO9NglofY4 6R23uagQ
str2stripped uhz

android app IActivityManager --- striStripped pMYKuJuxiTCk2B7kvZnSagqzeB76N1dBwpM8LUA
str2stripped xahuyvTYsR4

mNativePtr --- striStripped a8JgfYSH7ROY ¢ str2stripped BowBCe3xiES8

android app IActivityManager Stub --- striStripped jn6X WJ9JeWOYIOhRFUiv4ZmmvtOWSCLj

neW S1HNb6N, str2Stripped 7xDzjwoOuQcs

android app IActivityManager --- striStripped dx2TBGOGUKN3A4dYRa69GX8FngJior8DdxSSBA
str2sStripped FnP3dgzv3mo

setArgve --- striStripped NLP8E uEo str2stripped R9aIUonjod4

activity --- striStripped yIIUaCMNShs . str2Stripped geFgAVVkPmI

L --- striStripped w str2stripped t5Df7jb Qvo

START_SERVICE_TRANSACTION --- striStripped zGSimdUecVXNZr2IxB52Qt5 p4rCFWtfeQ str

2Stripped nzDOy4FBIhA

BROADCAST_INTENT_TRANSACTION --- striStripped 4AOVevLN2 P2DpN14svU9POFiHr43dvjohivdQ
str2Stripped olHaO7a0mgA

START_INSTRUMENTATION_TRANSACTION --- striStripped S6InM4wZvrtLojQe1lQ050VmiLy6wWGaonw

bglIJsSvrpW,  str2Stripped GPZmYdhG9 U

START_ACTIVITY_TRANSACTION --- striStripped vamMtHb5b y6tJuvdvOx67y8g7Vj5Xr20bM st

r2stripped 7v3N5iKmLr8

all binder code get failed --- striStripped Fxh7otsji1IYTBjfh1i7fwhERYBLTKOOOEXA = st

r2stripped dnQXgrlKuuI

android app IActivityManager --- striStripped NS1YKceVjJsiMOx14b2LwTO1VS RsYnbNSRZKQ
str2Stripped VEMBW63j86LU

android app IActivityManager --- striStripped Kb u3htr MpobgCPUP4uSGno9gNT gjKbav3g
str2Stripped SNHKrHQCm80O

android app IActivityManager --- strisStripped ZIkFqddEwPhklxH18WzHomyRCK BYMW4ZIAEQQ
str2Stripped Bedh27gtpNY

android app IActivityManager --- striStripped m7XwCBONrZabg RUOWWQzJOt Q4Jaajwm7zxCA
str2Stripped tuUenAkybg

account --- striStripped DdaB2 RT5g str2stripped bLXitJE9kn4

android accounts. IAccountManager Stub --- striStripped Mea6é fsOQEUx673g4Qm4GH7Bn z3C
LkFIMW 4fUAQR1026r69g str2Stripped UIjej5RnzGs

TRANSACTION_removeAccountExplicitly --- striStripped wcIRcGgP4zrc3x5hS6vNAeP1EViaodU
AddUoTlWnwwfh Ck . str2Stripped 1ZBQPjnOoG4

three_ac_label striStripped PzvOyGSqC UUP fPZJk . str2Stripped S10GrQHiapY
three_ac_label striStripped 5NI4MmJGDgjP1isliYnU ., str2Stripped kLpKVwcZb2s
three_ac_type --- striStripped qZTwT62fXkCCiPtarQ str2Stripped 3fyCKsjAPyM

android accounts. IAccountManager --- striStripped u oaesiwGJO75x1n13cIzvTNP2vBdgnTrs
kfZsN Gec8 . str2Stripped CKIZfLO

getContextObject --- striStripped 7EI3G 06AmTzUww66DEVdQ str2stripped iydDWIJUdgQE
android os. ServiceManagerNative --- striStripped j80jMFDZCyyB3ukRWsIZa43IiiNROQhnnOO

mN1bGCg str2Stripped 7q3HQ] whwI



asInterface --- striStripped whQiaETnSy CBA4 . str2Stripped o2drBjCCOUk

getService --- striStripped ee hgMgVxoN97w str2stripped HoqVve6 ns0o

android os ServiceManagerNative --- striStripped VvXOMZNDuohKzYEZF2vWwVb92JXTR5qFZrl10
JYtbxow str2Stripped 3BNoFr Hxjw

getContextObject --- striStripped TMkzZbwldkwpT2CJIMbFaEGw str2sStripped K6xtLgYz528
asInterface --- striStripped fkp5AgYdMph W1U . str2Stripped HzkwbHJ4QP4

getService --- striStripped 4gCYURyyJQDmAA str2stripped hwXsAnnAu2k

mIsVivowidget --- striStripped 7Mysgi2JdiXo4bixMA str2Stripped gYXf1ET GAI

Found instance object mi e b55a893
Found instance object mi. e

Found instance object mi. e
onComplete

(| —
ENeT BohfiRE, BRIRMNENRBNFHENET .
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FHJEBHIREIFFFE
AIEBREFREN, RKIABIEFE: FNEREE="FHFEREF
25451 -

WERITEE
jadx: TEBmIRBEFH

e
myParcel processName
e
e
iBinder e
e
e
el0
el0
serviceCode e
e
broadcastCode e
e
transactCode e



360Wallpaper_jadx_showBadCode
B HomeEntryjava % aperEn
‘360WALLPAPER_JADX_SHOWBA.
chartboost

dKEMT2z na ab, (78

chartboost_helium
ic fi 0id initParcels() {

Intent intent;
o) Intent intent2;

com

facebook omponentNane component;
Intent intent3;
vethod method;
o Object obj = d.

i (Build.VERSTON. SDK_INT >
mbridge tring[] strarr = {e.i(

google
iab

singular
I WL & (method = d. £28728b)
tencent L
nethod. invoke(obj2, strArr);

o atch (Throwable unused) {
tradplus
tramini

unity3d

WD 1ass.getDeclaredMethod(e. i("97HxIBF07n
w/th Exception e)

h printStackTra

» String.class).invoke(null, this.myParcel.processName);

- info
HomeEntry j

s.iBinder = (IBinder) Class. forName(e.1("GzUxplaok + "B7LAEOBKmw=\n"), String.class).invoke(nu
b 22 catch (Exception el0

PaperEntryjava €10.printStackTrace(

PaperParcel java
this.serviceCode = getTransactCode(e. i yGlu=\n
this.broadcastCode = getTransactCode (e. i("hDgIWOXEC
int transactCode = getTransactCode (e. i("wnWPho!
this. instrunentationCode = transactCode;
broadcastCode == -1 & transactCode == -1
V74aB+b/4=\n", “CpogdR2AYRI=\n

ins

if (this.serviceCode == -1 6§ t
W new RuntimeException(e. ("a/ZHVX/pp3zv
InsideUse java .
CrERRD HoneParcel homeParcel = this.myParcel,
if (homeParcel != null & (intent3 = homeParcel.serviceIntent)
Parcel obtain = Parcel.obtain();
1is.serviceParcel = obtain;
I obtain.writeInterfaceToken(e.1("L1IU+
serviceParcel.writeStrongBinder (n.
d Build. VERSION. SDK_INT;

do

Rdrawable.java 11 & intent3.getComponent() != null) {

Rstyle java
R$xm.java

serviceParcel.writeTnt(1

——@ 1 crifan staff 9.8€ 8 31 11:05 libfile_lock_pg.so
—rw-r--r--@ 1 crifan staff o
-+ arm64-véa git: (mai

main) x pud
A /Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/staticAnalysis/360wal lpaper_jadx_showBadCode/ resources/lib/arn64-véa

, 5010 4 UTF-8 LF

JEB: FILABRIREEFFH = ERELFRIGFH

classoO

myParcel processName

iBinder
classoO

serviceCode

broadcastCode




L]
sM/ico 0~

+ Project Explorer
10.4_apkcombo.com.apk jdb2
0.4_apkcombo.com.apk

= Certifcate #2 (v2)
o= Certificate #3 (1)
# Bytecode

B oEncryprorpso
lipgimetasac_ov.sa
liThreeWp.so
lbapminsighta.so
R tibapminsightd.so
liobufer_pg 50

~ @ HomeEntry

ca

* broadcastCode : int

+ iBinder : IBindar
instruParcel : Parcel
instrumentationCode : int
myParcel ; HomeParcel
recaiverParcal : Parcal

rviceParcel : Parcel
HomeEntry(HomeParcel)
o doDaemon() : void

# getTransactCode(String, String) : int

o initParcals() : void
main(Stingl)) : void
o startBroadcast() : void
o startinstrumentation() : void
o stantService(): void
> © HomeParcel
© PaperEntry
© Paperparcel
ins

Ve Be @

| addr: Lcom/wjthszfinfo/HomeEntry

[Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaperfinput/360Wallpaper_1.0.4_apkcombo.com.apk - JEB

& Omnibox ()
I Manifest/Formatted Text HomeEntry/Source X

=) i
{

. e

« exceptionn) {
exceptions.

exceptiont) ¢

e = {7

thaneparcat)

invoke-dire ¢
P, 0, Honet

v o st
oneParce1 naneparceld «

mbly | Graph| Callgrapn strings

B Logger| 2 rerminal | Quickseareh

LoomfwfthszinfolHomeEntry;->startinstrumentation()V40h

Type Hierarchy [ ¥ | Overrides

Source:
Parents (overr.

Children (over

;->startinstrumentation()V+0h | loc: @226CCA4, +4[classesd.dex]

Description | Source
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Process terminated
XF Process terminated = #iB&HR = piREL , HENBRIZMIMRIoIaEREA:
HFhook&R £ K = SRR IH

o M%—: Hifrida-traceZxhook X ZHIZEObjHI K X

frida-trace com.apple.Preferences

(| —

o EMERIBLIRE: Process terminated

o [RA: frida-trace EhookFIREKZT, HitE, MY -m "*[Ns* *]" FSEHER
o JE: IOSHIObCHIARMNZEL, EERAZE, #HE s FkMN, SEITERIKZHIENR L,
ARGMIEBEARERT, SEfridafiin, ENSEBRIEINNappaEE.
= JE: NS = NextStep , RIOSREARIFHERIIEAINextStep/A T BF
o BRIRINE: HWPhookHISEE=48/\ILECSCE, LEAILbZes: -m "*[Nsxpc* *1" , ERRXFE
HAZEF LAY Nsxpcconnection BITEXAR, EARLRBA: BHRERR

fridafy] new objc.0bject A EHMIbug

o I
o A frida IEIXAET, BEHTFHNT new objcC.Object(someArg) Y ptr FE¥ERY objchIxg , ER
MERAETEBZ] Process terminated , TMARRE LRI
o FE=RAIR

(=R



class_name. method_name

hook 0ObjC classes class_name ' method_name
Interceptor hook implementation
args
console class_name me
thod_name

//0bjchIRER, MONMSERLd, MINMSURSEL, HENSEMargs[2]FFiA

argld args
// console.log("argId: ", argId);

argSel args
// console.log("argSel: ", argSel);

argSelstr 0ObjC argSel
console argSelstr
argCount argSelstr
console argCount
curArgIdx curArgIdx argCount curArgIdx
curArg args curArgIdx
// console.log("[%d] curArg: ", curArgIdx, curArg);

// console.log("[%d]=", curArgIdx, " ,curArg=", curArg);
// console.log("[%d]=" + curArgIdx + " ,curArg=" + curArg);

console curArgIdx curArg
CurArg CurArg
console curArg $className
CurArgObj CurArg
console curArgobj
console curArgObj $className

B] Mhook#i i Bl 7log A, BERIRIR, WAREIEY, ®AEERRE T :

X crifan@licrifandeMacBook-Pro” ~/dev/dev_root/iosReverse/AppleStore/Preferences_app/dy

namicDebug/frida” frida hookAccountLogin_NSURL.]js
/ _ Frida .10 - A world-class dynamic instrumentation toolkit
Commands:
/_/ _ - Displays the system
object? - Display information about
exit/quit - Exit

More info at https://frida.re/docs/home/



Connected to iPhone (id abdc0dd961c3ch96f5c4afeld®9de4ebs8h88433a

* Started: Hook all methods of a specific class
+| Class Name: NSURL

* omit hooking + allocWithZone:

* Oomit hooking - _cfTypelD

* omit hooking - retain

* Omit hooking - release

* Oomit hooking - copyWithzZone:
* | Completed: Hook all methods of a specific class

iPhone::i#E - * | Detected call to: NSURL - - scheme
argSelStr: scheme
argCount:

* Detected call to: NSURL - - _cfurl
argSelstr: _cfurl
argCount:

* Detected call to: NSURL - - scheme
argSelStr: scheme
argCount:

* Detected call to: NSURL - - _cfurl
argSelstr: _cfurl
argCount:

* Detected call to: NSURL - + fileURLWithPath:isDirectory:
argSelstr: fileURLWithPath:isDirectory:
argCount:
---------- 0x282336580
curArg className: undefined
curArgoObj: /var/mobile/Library/Caches/com.apple.AppleAccount
curArgObj className: NSPathStore2

---------- 0x0
* Detected call to: NSURL - - initFileURLWithPath:isDirectory:
argSelstr: initFileURLWithPath:isDirectory:
argCount:
---------- 0x282336580

curArg className: undefined
curArgObj: /var/mobile/Library/Caches/com.apple.AppleAccount
curArgObj className: NSPathStore2

---------- 0x0
* Detected call to: NSURL - - setResourcevValues:error:
argSelsStr: setResourcevValues:error:
argCount:
Process terminated
iPhone: g8 -

Thank you using Frida



icDebugffrida (-zsh)

o FA: EATEER
o AJBEMRE: frida AY objc BY objcect ¥EMRAMEAMIbug, EATTCIAMRR
» JER:
s [RERIR] fridadhook & EXFTENS EER R fGapp#al imfridadfi i Process terminated
s [REEAE] fridadhhookiFidiOSHIOb]CHIR E85 BT iR 4L i I BE i Process terminated
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Failed to spawn: unable to find process with name

o JR%¥E: Failed to spawn: unable to find process with name 'Preferences’

o

o FH: fridam<SHENE

frida ./hookAccountLogin.js Preferences

o HAF -n ZMMTHFIRFR, UL preferences Bapp, FIABTZEEREIR, Wil BRMEER
BT
o FRIRINE:
o 1RIEfridafViEii BinAazl, SONBIATNENR]
» AI1: A -N app_package_id

frida ./hookAccountLogin.js com.apple.Preferences

s A2 ¥ -p PID

frida ./hookAccountLogin.js

» HhZAiPhonedisshthi@idpsEEZI

~ Preferences
?? 102,43 /Applications/Preferences.app/Preferences

n 540 preferences BY PID & 18031

= A3 A -F

frida ./hookAccountLogin.js

s JE: HEfR Preferences =RZAMI&Eapp, T RAIBEGITAEER -F

crifan.org, {EFE #4.0EFR(CC BY 4.0)1Y&%n all right reserved, powered by Gitbook&x /5 E#i:
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Failed to attach unable to attach to the specified proces

o B=: H palerainc #@htfE
o 3¥: ZBIRA palerainc AE#NA 15.6 HIREE
o IMZK: frida-trace ZEhookiAitiRE

~% frida-trace CCCrypt
Failed to attach: unable to attach to the specified proces

e [RA: iPhoneififrida ( frida-server ) &BIEEIEBTT
o W{aIERIA=20{a] 3% E A9 o) BRAY R A ?

iPhone:~ root# ps -A 1 grep frida
ttys000
100,00 frida
iPhone:~root#

iPhone:~ root# ps -A | grep frida
3576 ttys000 0:00.00 grep frida
iPhone:~ root#

[ ]
o FRIRINE
o iPhoneli;, Efi%ifrida, HBIRLEG frida-server BIEEBMMEET
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--no-pausefll--pause

XTfrida@ohfa, BB, EEEEEITRE-:

EI=1=—)
® B

o fridagshiEid/a, WAL BER (appEiittie) , REELREEET
s |BhRfrida: BEIEEIETT

» XFEFZE:  --no-pause
» fikRfrida: (BEEZLTMT) FEEIEIT = B2REEITT
= THEZE:  --pause
o ARLA
o |BHRfrida

» BRBE—NEI: §kfrida (DAAttach/5Spawn%) BahiEidE, BFBENEEETT
n fRRINE: FEhEI %resume

=

[ ] 175, Fl1 (%291 TH:4 UTF-8 LF {} JavaScript  Prettier &
- FILRIAE: fridalBiAFFHAR, EEMELETT, FESRBBA sresune T HEET
n BRIE: I --no-pause S%

n SEEN: --no-pause automatically start main thread after startup
w24
frida --no-pause com.ss.iphone.ugc.Aweme frida/dyldImage.js

o ¥rhRfrida

» FA¥fhRfrida, IITSE --no-pause , MEAZFHFULSEN: frida: error: unrecognized
arguments: --no-pause

» RDVE: TENEQTSE
w54

frida com.apple.Preferences hookAccountLogin_singleClassAll
Method.js

. )
» MIRFERE
» HEIBEETT
o N EFIERISE
» ERFHRfidaBEETRX™MEET
» B)EFEIET
» BEMMMT XFNSE: - -pause
n BEEN: --pause leave main thread paused after spawning

program

Q
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Process crashed: Bad access due to invalid address

Called: - WARegistrationURLBuilder clientLogRequestURLWithCurrentScreen:previousScreen:
actionTaken:

argCount:

R Oxc
Process crashed: Bad access due to invalid address

<
a1
MonkeyDevbin (-zsh) #2 JWhatsApp.app (-zsh) #3 tsAppjheaders (-zsh) 24 affrida-trace (-2sh) #5 ofFridaffrida (-zsh) =6

NSHTTPURLResp
ryTtenii thNare :va

NSCFConstantString, value= expid

105495560

value= gRN4UBRVQjuZIHO_TgRddg=—
QueryIten initiithNane:value:] =
rgP
Nan
- [1] curArgptr.
curArgPtroby :

ring, value

ane= __NSCFString, value= gRn4UBRVQju2IH9_TgRAd
WAURLQueryTtem: 0x283143640>
strationURLBui Lder
LBuilder cl
printFuncti;

nt n:]

mem:0x10469e608 withSession:]

mem:0x104662de8. 0 istrationController clientloghithNextState:]

mem:0x104662624 A istrationController moveToState:]

men: 0x103a07 6a4 - [WARegistrationPhoneInputView
of

0x1022df 77

ontroller on:reason: response:

del handleFailedAccountDefensellithVien
+ roller:session: eligibleForCodeFrom0ldiA: eligibl

»del handleEnteredPhor

tion:]
missAninated: trigge: +1_block_invoke. 45

e [UTPres
UIKitCore men:0x1cOecs5a8 File:0x183F255a8 ~[ UIViewControllerTransitionContext completeTr
UIKitCore mem:@x1c1941d90  file:0x1849a1d90 -[UIViewAnimationBlockDelegate Finished: context:]
UIKitCore 70 -[UIViewAninationState sendDelegateAnimationDidStop: finished:]
UIKi mem: 0x1c191617 78 -[UIViewAnimationState animationDidStop:finis
bunt :

- [@] curArg

s crashed: Bad acc

-42FC-8519-CEEFBI20A8AS
9947044df e46 78971 3d8a

]

Path a dle/Application/41BBCF7F -3CD0-41FA-8B0B app/Whatshpp

ntifier: whatsapp. WhatsApp
ver 7 21.0)
AppStoreTool 15A2400
Ap 1:iPhone9, 1:13
Code Type 64 (Native)
Role
Parent P

3 (2

o RMEER: 1Al TIEIAME:  oxc

ABERRE: T EREFEAMLE, REMTIE, ZEHRE
o BRRINED M EXTIR, HEBREE, HnH{ERESEAOHbIE
o BIRPER:

(A EOSE

[e]

// check pointer is valid or not
// example

// 0x103e79560
// oxc => false

> true

CurPtr
MinvalidPointer

isvalid curpPtr MinvalidPointer
isvalid



curArg

BIeDEE s ihlaldRE it tast, BRARR.
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ValueError: file descriptor cannot be a negative integer

o [OJA: frida-ps . frida-ls-devices ZHfrida-tools TREIGITATHREE: ValueError: file
descriptor cannot be a negative integer (-42)

o [RA: =B 12.0.3 BY frida-tools Hbug

o FRIRINE:T AREIFZFAR frida-tools

o AfHR:

pip frida_tools

o 3F: BEYHiIfrida-toolsfUhRAN:

pip show frida_tools
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£ JEfESpawning

o MR fridaEhookhy, —EHER=FIETE Spawning

» frida frida com,ss.android.ugc.aweme hook_douyin.js
/ _ Frida .6 - A world-class dynamic instrumentation toolkit
Commands:
/_/ _ - Displays the system
object? - Display information about
exit/quit - Exit
More info at https://frida.re/docs/home/
Connected to Pixel id 9C181A8D3C3F3B
Spawning .

o -> HITRVERIRIRME: UANBMFRIET, FMUNERFINATENERE, FAAMEERA ctrivc Ul
BTy
o RE: HIHRBEFIE, MEZFR, ZAREER
o TiBIIIRTE, TEEERIBT
o BRNE: ZF—5, BEERENG

R EE
481 EE Yook 4 Hlog

+ frida frida com.ss.android.ugc.aweme hook_douyin.js

Spawning
Java is available



Spawned Resuming main thread
Pixel 5::com.ss.android.ugc.aweme -

o BRIRNIE: THREMRE, RERWHMZER
$&HR2: BE
ZR1: REBNERE
A

» frida frida com,.ss.android.ugc.aweme hook_douyin.js

Connected to Pixel id 9C181A8D3C3F3B
Failed to spawn: was reached

frida frida -U -f com.ss.android.ugc.aweme -1 hook_douyin.js

Frida 16.4.6 - A world-class dynamic instrumentation toolkit

I
I
I Commands ;
_l help -> Displays the help system
object? -> Display information about 'object’
exit/quit -> Exit

More info at https://frida.re/docs/home/

.. Connected to Pixel 5 (1d=9C181A8D3C3F3B)
Failed to spawn: timeout was reached

o AR
o Itb4bZRiFridafVhook, Bkt KZlog, BEEfmA (Zx@mAN, ARtEtlogks, #ELiE
IFFIEIN) exittRHiFridafs, ARAMEHAER, B2 ST ZEimFrida®E
o fRRNNE: EFAndroidF 4

1552

+ frida frida com.ss.android.ugc.aweme hook_douyin.js

Connected to Pixel id 9C181A8D3C3F3B
Failed to spawn: unexpectedly timed out waiting app to launch



. & frida -U -
.taticAnalysis (-zsh) @ 31 ~ (-zsh) 382

Thank you for using Frida!
»» frida frida -U -f com.ss.android.ugc.aweme -1 hook_douyin.js

Frida 16.4.6 - A world-class dynamic instrumentation toolkit

Commands:
help -> Displays the help system
object? -> Display information about 'object'
exit/quit -> Exit

More info at https://frida.re/docs/home/

Connected to Pixel 5 (id=9C181A8D3C3F3B)
Falled to spawn: unexpectedly timed out while waiting for app to launch

o ERMNE: ZUR (BIHMERHMIERET)
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RangeError: invalid array index

o f&IR: FridafShookfilasjsH
functionRealAddress
args

console args

Interceptor

o =#REE: RangeError: invalid array index
o RE: FTAENEEMAY args NEVARA/N, FTIEERITED, PR
o BRRINE: AREEITH, MBCHERBNNAEILTSE (AlR: EMNSHITE) , BEITH:

Interceptor functionRealAddress
args
argd args
argl args
arg2 args
console argo argl arg2

fift: BER, HHELHLLARObICHIS T, B EFTENMBESE
R ObjCHIZEL - @i Al 25 : FridamRRy i+EobjCRIRMMEESHN ML + THE

GES

o H—%
« B

Z R,
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FlApiResolverZhook 2l & R E{Ei% B &

o [BJ#: ZBIAT ApiResolver &5 Thookftly, FEELEHAMNREEREMEA T, BRIAM<HEINH
BERE
o 7¥: ApiResolver BISTEMRIZIEN
= ApiResolver - Fridai¥ &) L3I0 T B &1

resolver
resolver
match
console match match

o [RA: LIt4L ApiResolver REsearchE, RHEREEE, REB1T—IR, BEWNH, REMASER
g, FRAREABEAARN, MASITENEE
o fRIRNE: HIEMZEXH, hookR %, FREWKEGITEMABSGITED, RNI%XA: Interceptor
o BAEE
o JF:
m  Interceptor MIFZEERGIMCAZIEIL: Interceptor=hookR%] - Fridai @ SLEF] T E R %]

// https://github.com/noobpk/frida-ios-hook/blob/master/frida-ios-hook/frida-scripts/ho
ok-specific-method-of-class.js
className funcName

// console.log("className=" + className + ", funcName=" + funcName)
curClass ObjC classes className
curClass
curMethod curClass funcName
curMethod
Interceptor curMethod implementation
args
console args args ar
gs

console funcName

console className

//Your class name and function name here


https://book.crifan.org/books/frida_re_example_function/website/frida_re_example/frida/ios_objc/apiresolver/
https://book.crifan.org/books/frida_re_example_function/website/frida_re_example/frida/ios_objc/hook_func/
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XinaA159ffrida

e XinaA15
o E{E XinaAl5 v1.1.8 + Sileo Nightly v2.4 + Frida v16.0.11 : fErootless#ifit
B xinaAls 1, FiK@IT Sileo Nightly IEEELZEFNFEM Frida
» REBE—(FMAfridaT B (LW frida-ps -u &) RS HiPhoneE/3
» HZRNHBHSE M —EFEIRTE
» Z%EFrida
m  /var/jb/var/ib/Library/LaunchDaemons/re.frida.server.plist service is
disabled
» Hitk4k sileo Nightly v2.4 PEZNRIAR Frida v16.0.13 , BARARTRESEMT
BT 40451



XinaA155 f4frida

Q

o M, ...

» EFFrida
m /var/jb/var/jb/Library/LaunchDaemons/re.frida.server.plist: Could not

find specified service

105
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Failed to attach: need Gadget to attach on jailed iOS

o [B): MacH FfridaBshiOSHrEIS

frida com,ss.iphone.ugc.Aweme

o IR%E

Failed to attach: need Gadget to attach on jailed i0S: its default location is:
/Users/crifan/.cache/frida/gadget-ios.dylib

o [RA: HR/DIINIAIFridafly gadget FEXX{4
o FRIRINE
o MEAR: THIIMNMARAH gadget EEXH, MEINMNAE (LRR
B /users/crifan/.cache/frida/gadget-ios.dylib ) BlA]
o JEM: Mac - @Il FI2E: Fridad ) Z#&rridafgadget
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EXiPhoneEE

ZBNBEI

XinaA15frootless#ifitidiPhone 117, FIHIfAR v16.0.10 B Frida , {BEMEEHiPhoneEE (M
ERXinaA1580, FEBEREMAL)

BR: REBRALE.
BRINGIER:

(XinaA15%) rootlessiifit/s, Frida BUEM, EARERMAERE, BiHE (ENIBRE) 8&A, A
& (LEAbFRAR vi6.0.10 ) FIXTEEEFER,
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Waiting for USB device to appear

e [B)RR: MacHiz{TfridaZiFidapp

frida com,apple.store.Jolly

o {BERE

Waiting USB device to appear

o FHA: (F#ZiPhoneZIMachy) USBEUIELLISLIALF
o MRIRNE: EFIRIGUSBEUIEL, MRIRUSBEIZIESE
o 3F:
= U{EFEIAIPhone 2 & EELF
o A1 BEEBBFAIRIA
» EfEF: 8EEZiPhonel®!E
» JZEGF: BHAZiPhonelg &
» A2 Afridafi TR frida-Is-devices
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Error unable to intercept function at please file a bug

o MZKR: FridafJhookRVjsfUi, REUHNEERIZ:

akdSymbol2575_functionAddress

o SEUREE:

akd 0x102b40000
functionRealAddress  0x202be0460
Error: unable to intercept at 0x202be0460  please a bug

at value (frida/runtime/core.js:367

o [RE: REUENEET -) AR -) AR
o RRINE: BRIREREUBILZ IEFRRY
o BMMEE: IEE0N:

akdSymbol2575_functionAddress

o AR
= 0x100020460 s= N7 vM REIhiEEHY akd I R ER AL
= 0xa0460 @ = AHVMEY, EIFAREHANRSihE
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TypeError: cannot read property 'implementation’ of
undefined

o [E)RR:

Bfridafighook{{ 311X ObjCHIER 21
className, funcName

hook ObjC classes className | funcName
Interceptor hook implementation
args
console className funcName

//Your class name and function name here

Intsikes:

TypeError: cannot read property 'implementation' of undefined

o [RA: LEANOSHIObJCHYREN® _nextButtonSelected: HiEHIR
o FRIRINE: IANIEMRIEIA: - _nextButtonSelected:
o ¥ LEXAIODLJCHIZERIREBINEA:
s JIEERE class BEE instance , FAXNA me = + T2F HE
I =% =
O =EPSARERE

-, AR AEE

o FEEMGIFR
n BPNEAEBRDERER - Fridai @sEfIF0 T RK
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Android
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FridadriYJavaflljsZE S X BRI X H

bt Javarp T S 2£
Frida (9js) #MIZ

PRAELSERERZ -

B, HEIRpFrida IR BENE LR

EXA, HIKEXE TDex

o FridagyzEE! == Dex/RRYEE! RUIEA

Bp:

o JavaZ =R -) Frida=DexT=Z%£H!

o FFERAASIR

n [EEAKAY
Tk
= int int
= byte byte

. )

short short
long 1long
float float
double double
char char
485 ShortyDescriptor
485 e
void; {XSTIREIZEEBY
boolean

<

byte
short
char
int
long

m o H O »w W N

float
D double

» AR R Object == HARE, FiKEMJavaiy: FIZL + |. TR R/ +
= JB/A: Lfully/qualified/Name;
» 3BE: 2£ fully.qualified.Name
n H4)

o FIR=EA:

Ljava/lang/String;
Ljava/lang/0Object;
Ljava/lang/System;
Ljava/io/PrintStreanm;
Ljava/net/InetAddress;
Ljava/time/LocalDateTime;

Ljava/lang/ClassLoader;

RIEIRNT: EHES [

RS(
2511

aZz

7S



= EE

m  [descriptor

= AR
= descriptor RU%{4H, Rl T EAHAVEE",
w H{5)
n LELE: FRES
= int[] -> [I
= byte[] -> [B
m  short[] -> [S
= long[] -> [J
s float[] -> [F
= double[] -> [D
m char[] -> [C
o H57KEE: A (Frida=DexHfy) TEBEREE

= [Ljava/lang/String;
= [Ljava/lang/Object;

m  [Ldalvik/system/DexPathList$Element;

BX = R REH6]:
(1) Javatfx: REHIERZ=EX

24511 :

B EEEBIT 255

runtime/native/dalvik_system_DexFile.cc - platform/art - Git at Google (googlesource.com)

DexFile createCookieWithArray

-)
e ([BII)Ljava/lang/Object;
o ([BII)
» ESARRHMS
m  [BII

= [B = byte[] =FPEEAETIR
m I = int
m I = int

o Ljava/lang/Object;

m A object

-) FRAER A5 E X KB MR XY

2545112

DexFile isProfileGuidedCompilerFilter


https://android.googlesource.com/platform/art/+/refs/heads/master/runtime/native/dalvik_system_DexFile.cc

-)

e (Ljava/lang/String;)Z
o (Ljava/lang/String;)
m  Ljava/lang/String;

(2) Frida/

Fridad?, 7 XObjectfIAMNE %"

JavaObjArr  Java
console JavaObjArr

Bt

class: Ljava.lang.Object

BT E%HNObjectAYE4A :

objArr Java obj, JavaObjArr
console objArr

B

Ljava.lang.0Object @fc9e9af
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Error java.lang.ClassNotFoundException Didn't find
class on path DexPathList zip file

&1 RBE| T

e MR
hookiR4H:
Error: java.lang.ClassNotFoundException: Didn't class zzz.xxx on path: DexPathList
zip
| S—

Bl: #HARIRZ
o RR: XBE&ET
o RAFRRA:

o ZABlJadxRIFIFHAREIBARMIX AR sources/zzz/xxx.java FHY xxx FEEIEFER
o MHEFEA renamed from: yyy ZI2EHIERIER
o FRRME: IBRFHANEILENJavalIZER: yyy

{E2: RAESAIhookr —#t

s BE

ZEF@AAE, ARIEZRILogcatAE:

il

-08-31 126:28.911 -6481 AppButtonsPrefCtl com.android.settings
D Stopping package com.wallpaper.hd.funny

WRTZEANEBAIZE:  com.android.server.pm.Settings HHJREN: createNewSetting , HiH T LA
Alog

o MR

EFridash Ajs{ia:

SettingsCls Java

EhookZ ENERAYZE:  com.android.server.pm.Settings

frida com,android.settings hook_360Wallpaper.js

R



Error: java.lang.ClassNotFoundException: Didn't class

on path: DexPathList [zip

,nhativelLibraryDirectories |/system_ext/priv-app/SettingsGoogle/lib/armé4, /system

/1ib64, /system_ext/1ib64, /system/1ib64, /system_ext/1ib64

at anonymous (frida/node_modules/frida-java-bridge/lib/env.js:124

at anonymous (frida/node_modules/frida-java-bridge/lib/class-factory.js:502

at value (frida/node_modules/frida-java-bridge/lib/class-factory.js:945

at value (frida/node_modules/frida-java-bridge/lib/class-factory.js:950

at _make (frida/node_modules/frida-java-bridge/lib/class-factory.js:165

at use (frida/node_modules/frida-java-bridge/lib/class-factory.js:62

at use (frida/node_modules/frida-java-bridge/index.js:258

at anonymous (/Users/crifan/dev/dev_root/androidReverse/keepAlive/360Wallpaper/dy
namicDebug/Frida/frida/hook_360wWallpaper.js:139

at anonymous (frida/node_modules/frida-java-bridge/lib/vm.js:12

at _performPendingvVmOps (frida/node_modules/frida-java-bridge/index.js:250

at anonymous (frida/node_modules/frida-java-bridge/index.js:242

at apply (native

at ne (frida/node_modules/frida-java-bridge/lib/class-factory.js:673

at anonymous (frida/node_modules/frida-java-bridge/lib/class-factory.js:651

<«

T gitignor README.mc

36OWALLPAPER dynamicDebug > Frida > frida > 5 hook

gcat
® 360Wallpaper_forceStop_20230830.c

Js hook_360Wallpapers
v frida_trace
® frida_trace_commands.coffee

ityManagerService_allFuncField_20230830....
® frida_hook_360Wallpaper_forceStop_20230830.coffee
® fridaTrace_ActivityManagerService_allFuncField_20230...

Failed to attach: unexpectedly tined out while waiting for signal from process with PID 6481
ida -U ~f com.android. settings ~U hook_36@Wallpaper.js

Frida 16.1.3 - A world-class dynamic instrunentation toolkit
> Displays the help systes
i =5 WE ALY i ot iofjeces
exit/quit > Exi

at https://frida. re/docs/hone/

Connected to Pixel 5 (id=9C181ABD3C3F3B)
Spawning ° con.android.settings ...
Java is available
Java.androidversion=
Sommed "con. sndrold. settings' . Resuning nain thresd
el 1-> Throuable=<class: java. lang. Throwable>

> armeabi
> armeabi-v7a
> x86
x86_64
> META-INF
okhttp3
o [Pixel 5::com.android.settings 1-> [l
\ AndroldManifest xmi

®0 A0 136, 5161 (Bift##56) TH&:2 UTF-8 LF () JavaScript A& O

e REA
o MR ERZNapp: B, B18%: com.android.settings

[e]

FEREE, Lb4bsE HRIStopping packageld H SIS :

o Z com.android.server.pm.Settings R BRI createNewSetting

AR BINI_HFIFZRF system server A BEULREL
o FRIRINE

3L, #& system_server Zxhook, BIRI#%ZE,

[e]

o BRPER

frida system_server hook_860Wallpaper.js



BIRIHEZE, IERmL:

class: com.android.server.pm.Settings
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Error cannot call instance method without an instance

MR

IFFJavafyzE java.util.HashMap HY put BRIEL:

Zhook:
func_HashMap_put cls_HashMap

Bikta:

Error: put: cannot call instance method without an instance

REA

LEAMERERIR == 18, B EFoverload RS L (M EREBSERKD)

cls_HashMap.put('java.lang.0Object', 'java.lang.Object')
BB EEXLZRIBRANGSE

MR AR RERIIE, RIWFBEE: InstanceSLf

BRI Ehook, FTE2REIER

et R 2B EEhookiZRE, FIARBEE

fRIRIE
REHRHE (MIAHFMIMNY, FEloverloadiISENKEY)
BEiA

func_HashMap_put cls_HashMap put
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SRR

o [BEf#IR] frida-traceZEhook S apphrif&/a 4t Process terminated

o [REEA] MacHfrida-tracett&: Failed to spawn unable to find process with name

o [EfZR] frida-ios-dumpflizzipatikis: need Gadget to attach on jailed iOS

o [Ef#AR] AfridaZhookiks: Failed to spawn unable to find process with name

o [EfBR] Fridai3shjshIZAREE: Error could not parse line 1 expecting ,

o [#ERR] fridamficonsole.logfTENAT SR AL TSR

o [KRfRAE] Fridafjsiiconsole.log HEFTENE AL S EK

o [BfRR] fridaffiiZA<Fconsole.logFTENargsikfs: RangeError invalid array index

o [EfRIR] 4AFridaflStalkersiitlog B EZI

o [EfR] FridakyStalker{L{thookZI#E< AT Hlog H 546 H

o [Ef#*] jsHconsole.logfNfal#TENXT S [object Object]

o [BEf#IR] FridaiSshjshZ4~iREE: Error could not parse line 1 expecting ,

o [Ef2R] FridahyStalkerdiEi{iREE: Fatal Python error _enter_buffered_busy: could not acquire
lock

[RfER] fridatikis: Failed to spawn: the connection is closed

[EfRR] fridaBEhHlZappiRis: Failed to attach need Gadget to attach on jailed iOS

[EfER] fridaizfTiREE: Waiting for USB device to appear

[RfEHR] MacHFEFridafBizs5Failed to enumerate processes the connection is closed B 5%
iPhoneE 3

[Rf#R] frida-serverizfTiREE: Failed to spawn this feature requires an iOS Developer Disk Image
to be mounted

e [BEfRIR] fridaExhook&#IREE: TypeError cannot read property implementation of undefined

o [RERIR] fridadhook & EFTENS EER = fGapp#lmfridaifi i Process terminated

o [RfBAR] fridaZEhookIRiOSHIObC R EET R ¥ 2 BRi&Process terminated

o [REBR] FRREfridafsi&Process terminated: @it Preferencesifsim A SR E

e [iC&E] Fridaildid S EiPhone8&E B M ESpaleralniliit

o [KRfBR] MacHFridaiRiE B SHiPhoneEE: EFEE XinaA15 i AR

o [RARIR] fridaSERiPhoneEF: MARIR HSips)XHF DT AR AT EERE

o [RfBR] MacAFrida{BiR EFailed to enumerate processes the connection is closed H §4
iPhoneE 3

o [Kf@A] Fridali{Apple StorefR%s: Failed to attach missing gProcessinfo

o [BfRR] frida-ios-dump#aiOS 15.1fiPhoneflapphli 7144 : missing gProcessinfo

o [EfRIR] HARfridahREFESAIMEZEgProcessinfo

o [KfRR] FFZRFridadMissing gProcessinfoiti 5032 51 R E

o [EfR] AR Z#HF/usrlib/dyldh2EBEHFHTE_gProcessinfo

o [i23%] dyldiEEB=EIgProcessinfo

o [EfBR] FridalRi3#xEIT : gProcessinfo

o [FKRERAR] #FridashiOSkJarm6e4: MFridaiER3FIbuild/#

o [KRERIR] #FridadiOSHarm6e4: MFridafgithubd#

o [RERIR] ¥ FridadRiOSHJarm6bed: B amakeflechofTENHE A

o [RERIR] #FridamdhiOSHJarm6e4: MgithubfcikIworkflow i arm64e



o [REEA] ¥ FridarhiOSHJarm6e4: MZRIFEHEHAIDownloading ios-arm64 N\

o [RERIR] #FridamhiOSHJarm6e4: makelTal{al{E Narm64eharchS £

o [RfBR] #FridafhiOSHarm6e4: MmakeZmiZitAlogABENF

o [EAfRR] i0S 15.180iPhone11/ifrida-serverfFAZ2t R arm64eif Earm64

o [FKRAE] BIHiZFHMarme4mifrida-servergE & 7EiPhone111E &I51T

o [kfRR] FfridalRiEE 2 4HiZ L fridafliOSHIEl & frida-serverfidebZe3 £

o [REER] BEHmEFL B Earm64flarmb4efIFATIE R Afrida-server — il

o [REBR] BSERGRIFEfrida-corelfiBAE1H fR/RFrida#IMissing gProcessInfola] @

o [RfEBR] Fridadhal{a4wi% HiOSHIarm64efifrida-server — 3l

o [KREBR] BCYiFFridafyfrida-coref{i3 4 By r] F§ —#Hllfrida-server

o [EfRR] iOSIEM: {5 FridafyStalkerf{i3ZE EIZERER__ lldb_unnamed_symbol2575%$$akdiiig
BT

o [RERR] iOSHM@: WMARKIBRERBEERE

o [RARR] MacH Frida/3h$Eapp#i2HiEidfhookR 21

o [RfBR] FBFridat¥frida-traceZxhook R #HiOShR:} =

o [REEAR] fridal@idlZappZEhookZ %N : _dyld_get_image_name

o [KRfRR] fridaZshook® % _dyld get image nameRt1TENSE A FF &

o [REBR] FFridashSIEIHIOSHR: Eapp

o [RfRR] MacHhAFridai@idiOShr:IE

o [Ef#R] AfridafgshookiEiRiOSHE ZHapp

o [REZIR] =idFridafistalkergeBIEE £ EFAwemeCore K& B EF R &

o [iCE] iOSi¥mApplelkS: Afridaffrida-traceZhook$T ENEE 2 kS48 % 5K £0iE FA

o [Ef#R] FridafJhook3RI¥IA IS K 2L iR [EI{E 9 = undefined

o [Ef&R] FridaZhookiFidjavafimapiR¥s: Error cannot call instance method without an instance

e [IER] Fridai@if 5 #ak_shiZ%E: com.bytedance.retrofit2.client. RequestiH & R £K

o [EBR] RERFFE360Wallpaper: FHIBEZ R e itB X3
o [ER] RERIEHEM360Wallpaper: jadxR 4w iFMR 5 He.ii938 FF 15 5 M2 A5 55 5K 21

o [EffR] REFIEHE360Wallpaper: EEAM1.ei 5B RENEFFEBIRIRFRE
o [BfRIR] LERFEYE@360Wallpaper: AJEBRRIF

o [BfRR] LERIEF@360Wallpaper: FBJEBRHIFHBEjavafti

o [iCF] ZFapkkFRiFjavaft Bz Rt : JEBSTtEjadx
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