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Data and Telematics

Vehicles are considered “connected” when they share data between
servers, apps, and the vehicles’ various components to enable telematics
services, smart mobility services, and more.

There are 5 primary modes of vehicle connectivity:

Vehicle to
Infrastructure
(v2I)

Wireless exchange
of data between
the vehicle and
road infrastructure
to get information
about accidents,
construction,
parking, and more.

V2V = Vehicle to Vehicle

V2C = Vehicle to Cloud

Vehicle to
Vehicle
(vav)

Data-sharing
between vehicles,
typically including
location, to avoid
traffic jams and
accidents.

V2I = Vehicle to Infrastrucure

V2P = Vehicle to Pedestrian

V2X = Vehicle to Everthing

Vehicle to
Cloud
(v2c)

Communication
between a vehicle
and cloud-based
backend systems
allowing the
vehicle to process
information and
commands sent
between services
and applications.

Vehicle to
Pedestrian
(V2P)

Communication
between vehicles,
infrastructure,
and personal
mobile devices
to inform about
the pedestrian
environment
enabling safety,
mobility, and
environmental
advancements.

Vehicle to
Everything
(V2X)

Any data exchange
or communication
between a vehicle
and other objects or
road users, such as
traffic lights, road
markings, traffic
signs, etc.
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® CAN = Controller Area Network = J%fi2%/3iEM
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® ECU = Electronic Control Unit = EBFIXHI2E8TT
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ECU

TCU

® TCU = Transmission Control Unit = (ETf)) T®sEiEsleaT
o {EM: BIHEHMIEFIHE, XMBEREMEENESE, AEENINTREMUDR, REFEMOHL, 2
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ECU

VCU

® VCU = Vehicle Control Unit = BEZiFH#T
o WML NEHT, HATEFENKM
o {ER
» REBIEHRSES. BREShEMBMHES, RIESRANBREERZRSHTHELIIA A, BT
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ESP

® ESP = Electronic Stability Program =% 5 eariacies
o 1EF: WRIBRABRE,. FiE. FHMZMERE. FHEEATHRILHIE, ERINRTNEDERENEEILTF
LREIZIAE, BEEHIFERRBARESES, AKBREMKIZIMRE
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IPB

® IPB = Integrated Power Brake =§ﬁg SERHIZNARS
o ERFIZAR: 1HHTF: esp M isooster HIRARLESR
s T RAZMASNERRR, 2B T s MBS TERNELET, FEIL ese
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o ZEFMX
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n EHNX N EMERECURMIR IR LIRS, SENRAEECUNBRIERE, AENXEEBOTATRIER
1EHIZRIhEE

n EHENXEI T ENEENIERSNAEESHIXENER, T TEEZBEEIENTIESE
s WEIAERE. KRENREE. FHEHE. ERERAE. TRESLIEE. ADASEH ZB#HTEERE
B ADAS = Advanced Driving Assistance System = SRZBIWHEIRS
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WP.29

® WP.29 = UNECE WP.29 TF-CS/OTA = UNECE WP.29
o UNECE = BXSEMREHEMMIRILIE
o FUEMER
n FHFIEHRAEREMNEREERAR (CSMS) TMENERT, AT ERESIMERTIZEN
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ISO/SAE 21434

ISO/SAE 21434

e ISO/SAE 21434 = ISO 21434
o BtA: — 1M REME=-ZEZAT
o JuiE: KETW
o —AIEMEIR: 1so/saE 21434 2 sae Fl 1so REIFIEMNE—NSETUWHMBLEIRE

de=
° B=:

. SHEIOEMEARIEFMEEREMNEEASTRATMAMNINEE, RAEELEMNEENE, EF LR MGEHT
NSRRI BRI EANE, BREBNZESY
 SFETIEHNNELENTREE X T AERMENERERNBRAIESIAE. ATRIEETIFHNNER
2k, TMEIEHISO/ SAE 21434, S ETENEIHES
m  1so/sAE 21434 B—PE—INE, ERFERTEEASINIMEEEN RS EZAM
o ZEHy

Management of Cybersecurity

In Production, Operation,
Maintenance,
Decommissioning

In Concept In Product

Il
Cecra Phase Development

Risk Management

Product Development Production, Operation,
Maintenance,
Decommissioning

Cybersecurity Assurance in
Concept System Level Production

Phase Cybersecurity Monitoring

Level Level Vulnerability handling&

Updates

Verification & Validation Incident Response

Supporting Processes 5RE S @EReRmbt

o BRITIRE: ISO/SAE21434 R ERZIRE F2020FE 2R
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n {§I1S026262EIRINEEL S B R—¥
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1ISO 26262

® ISO 26262
o BftA: BREWFHFN—INEELEIRE functional safety standard
o BRI Road vehicles — functional safety = ERRZEMAIINELRS =EFR: IaeRe
o KR $THER 1eC 61508
o AT AERMBEFHESIRE, OEHBER. thh. EHNSEHNRASE
o BN
» RMERTRREEGAR (BE, FFR. £7. 517, #E. B1R) , HESTMERAILITHEENERD
» BEENARIRMONEREER (BEFKIE. 1’ . BES. BIE. BIAREASHEER)
n RMENER, UXERAEMIREIBIAGR (a1 = shrexBisg )
n FASILRIAIA, BEEARIFESNRRNG, NMiZEREMELEEKR
o REIIENEIALNNTR, MHRRERRIEYS, BaIMESNEEY
o 150 26262 UFEZ Y
m 150 26262:2011 2 10D ERS
m Part 1: Vocabulary
m Part 2: Management of functional safety
m Part 3: Concept phase
m Part 4: Product development at the system level
m Part 5: Product development at the hardware level
m Part 6: Product development at the software level
m Part 7: Production and operation
m Part 8: Supporting processes
m Part 9: ASIL-oriented and safety-oriented analysis
= Part 10: Guideline on the safety standard
m 150 26262:2018 & 12D ERD
m Part 1: Vocabulary
= Part 2: Management of functional safety
m Part 3: Concept phase
m Part 4: Product development at the system level
m Part 5: Product development at the hardware level
m Part 6: Product development at the software level
m Part 7: Production, operation, service and decommissioning
m Part 8: Supporting processes
m Part 9: Automotive Safety Integrity Level (ASIL)-oriented and safety-oriented analysis
m Part 10: Guidelines on ISO 26262
m Part 11: Guidelines on application of ISO 26262 to semiconductors
m Part 12: Adaptation of ISO 26262 for motorcycles
o MZLMEIR: asIL
B ASIL = Automotive Safety Integrity Level = RELEEMESFR
n EXTHREFRNEZEHFENER
 RELE
s B1F
m Severity
= SO: No injuries

S1: Light to moderate injuries

S2: Severe to life-threatening (survival probable) injuries

S3: Life-threatening (survival uncertain) to fatal injuries.
m Exposure
m EO: Incredibly unlikely
m E1: Very low probability (injury could happen only in rare operating conditions)



ISO 26262

= E2: Low probability

m E3: Medium probability

= E4: High probability (injury could happen under most operating conditions)
= Controllability

= CO: Controllable in general

C1: Simply controllable
m C2: Normally controllable (most drivers could act to prevent injury)
C3: Difficult to control or uncontrollable
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SAE J3061

® SAE 13061 = MEMBEMALMEREIER = EEMERERAMEREIERE = Cyber Security Guidebook for Cyber-Physical Vehicle
Systems

o HhiR: FWMWERETWIER. ZANET 2016 &£ 1 AR, 7E 128 T LA TEERMEGEHA (MAREIRE/E
) RIPF@AVIESR, HBITAS5IREMNE, MANZREHE
n EEEXTSEREREMAIERIESMESHE
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n XBEEXHRET - INEREREMERTIES, UEBRIRAIFIEGEMEZ2EN, RANEXT—
EENFAREGERIRER, ETESMEENTRIEPNEH#ITERNFER, MNMEMETE MEZHN
BR4LER, B8, RSNKZBUETHNMNE, SESIIMEMEBERASNENFREGERIRER
o Em
s REEEBMNESR, AR (28) JUETEN,
n MR-LHENTE, MRIEFEHERNRARRS
n WEREHWEREFEN
s HEH—SIERNEL, ELM/ETIN 1s0/5AE 21434
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o RERERR
o EEDEI+ESCRYPT
n BRI
m DR (FEREET
m ESCRYPT | RERLIR
= CSMSERAR
B PROOF = Product Security Organization Framework = F=@&24AMHELS
n BMEREEREBFNCWERNSFETR 2P, PROOFPEBEFEWABERER, HPERHIEME
feE RS REH BT EMAICSMSIERMTTRE, BUHMAREEWIRTFTRIGHMER 254
DU RE S
» ARF: REMBREBKS (assets.kpmg)
m https://assets.kpmg/content/dam/kpmg/cn/pdf/zh/2020/12/automotive-cyber-security-

At

whitepaper.pdf
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AutoSar

® AutoSar
O = AUTOSAR = AUTomotive Open System ARchitecture = }SZEFFMEARLLEM
o A HEIKSEHEE. THHHENEREMEF. FSENRUGRRASEIL, BORN T RS FIEHRY
WAFRRE, RERUHERE
= AUTOSAREXHE B2003FRILINEK, AAMEREHLIR, BEALRETHAZAZTREE . TEMHHNE.
FSEATRRGTAFRS. TFERDAHEREZNPERWEINEN. BE. KESESMAKE
o AUTOSAREXEFRK &2

More Than 300 AUTOSAR Partners

9 Core Partners
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M %4 (Application Software)

7 FIER A B Iz R AR B

i=47¥1 (Run-Time Environment)

HubE {4+ (Basic Software)

s Hhh /_,M

wp g | TPEBR FRER 5
( 05 ) J Q’Bz‘h
(CDD)

WAL IEIRENE (MCAL)

IEf4ECU (Electrical Control Unit)

o AutoSariR{iELe

AUTOSAR Software Framework

The AUTOSAR Platforms

Classic Adaptive Collaboration
Platform Platform E.g. Infotainment

s a Microsoft Windows, Android,
Linux, Automotive Grade
) ) Linux, GENIVI, Robot

v A Operating System (ROS)
Real Time High, in the range of Mid, in the range of Low, in the range of
Requirements micro-seconds milli-seconds seconds
Safety High, up to ASIL-D High, at least ASIL-B Low, QM
Criticality
Computing Low, ~ 1000 DMIPs High, > 20.000 DMIPs High, ~ 10.000 DMIPs
Power

o MMEL A EXtE=AutoSarfgE 2SR M
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AUTOSAR Basic Principles

Proprietary vs. AUTOSAR Middleware Approach

Proprietary Solution

Application Software

Application Software

Standardized Middleware

AUTOSAR"

Standardized

Methodology

Hardware
Basic Software Specific
ECU
Hardware Virtualization / OS / Hardware
n
o BR
s SERFRBRMERES
Challenges in the Mobility Sector
Driving Innovations in E/E Architectures 2025
Vehicle Computer Zone

I:l Domain/Vehicle Controller
") Deeply Embedded ECUs
{"_ ) Obsolete ECUs

=== |ntegration Process

® Intelligent Actuators/Sensors

Distributed
ECUs
E}E 2000
O 1990
1970 1980
Electric Linked
Mechanics Support Infotainment Networks

o AutoSarfEFE M ZRMRIE R

AUTOSAR in a Vehicle Network

Domain Fusion

J

Application Layer Application Layer Application Layer

18
i

2020
2010
Major
E/E-driven
Innovations

90% of All Vehicle-
E/E-Driven Backend
Innovations Connection

Applications Applications

Architecture

Zone
Architect

ure

RTE RTE
" " W " ' Non_
AUTOSAR <
Adaptive OSAR AUTOSAR
AUTOSAR AUTOSAR B Basic
. . Platform
Classic Classic 0 e Software
Platform Platform
L
’))) (((‘ e.g. SOME / IP ‘))) (((‘ BUS

Common Bus Interface Specification

o AutoSarf§FEH
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n 2B L = Classic Platform

AUTOSAR Classic Platform
Layered Software Architecture (1/2)

The layered architecture of the classic
platform basically supports

* Hardware abstraction
» Scheduling of runnables and tasks (OS)
* Communication between applications

Application Layer

Runtime Environment

AR, A
. on the same hardware and over the
Services Layer network
Complex  Diagnosis and diagnostic services
ECU Abstraction Layer Drivers -

Safety- and
» Security Services

Microcontroller Abstraction Layer

Microcontroller

u
AUTOSAR Classic Platform
Layered Software Architecture (2/2)
Application Layer
Runtime Environment
= S = =
Services Services Services Communication Services Abstraction Drivers
Services
= o e
Device HW Abstraction HW Abstraction Communication HW Abstraction
Abstraction HW Abstraction
b Ean
Drivers Drivers Drivers Communication Services
Drivers
Microcontroller
u
AUTOSAR Classic Platform
Layered Software Architecture (2/2)
Application Layer
Runtime Environment
A, A, CE, (S S, S
System Memory Crypto Off-board Communication /O HW Complex
Services Services Services Communication Services Abstraction Drivers
Services
Onboard Memory Crypto Wireless Communication
Device HW HW Ci
Abstraction HW Abstraction
v Yy ¥y ¥ ¥
Microcontroller Memory Crypto Wireless Communication 1/O Drivers
Drivers Drivers Drivers Communication Services
Drivers
Microcontroller
u

» BEMNFA = Adaptive Platform
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AUTOSAR Adaptive Platform

Architecture - Logical view

User Applications

Adaptive Adaptive Adaptive ASW::XYZ ASW::ABC
Application Application Application Non-PF Service  Non-PF Service
AUTOSAR R for Adaptiy (ARA)
ara::com ara:rest ara:tsync ara:diag ara::sm service
Communication REST Time Synchronization Diagnostics State
Management. Management
=z Wot

o a o 73 ara::per ara::phm ara::log ara::ucm service

a ] g 9 Persistency Platform Health Log and Trace Update and Config
3 @ Management Management

Key
ara::core ara::exec ara:iiam ara"crypto ara::nm service o
Core Execution Management Identity and Access Cryptography Network WEstAr Saies

Management Management

SERVICE
Platform Service FCs

POSIX PSE51 / C++ STL
Operating System Interface

o #fl

= Front Light Management

API
Platform
Foundation FCs

Software Architecture — AUTOSAR Defined Interfaces
Use Case ‘Front Light Management’: Exchange Type of Front Light

Integrator Supplier B OEM Supplier A
SwitchEvent LightRequest Front-Light Manager Headlight
check_switch () switch event (event) request_light (type, mode) set_light (type, mode)

get_keyposition() -
Switch_event (event) request_light (type, mode) ,::'aﬂg';:‘(,'({;’;;l",‘,:’fﬂ) sstictmant ()
AUTOSAR lInterface AUTOSAR Interface AUTOSAR Interface AUTOSAR Interface

N C 1

AUTOSAR
Interface

.
L
g
=)
o
E | Communication _|
Std. Interface Std. Interface
< 11
H !
T | Standardized Interface
2 [CAN Driver |
s — Microcontroller Abstraction
= ECU-Hardware |
(7]
. & oS
3 H L H
Use Case ‘Front Light Management’: Exchange Type of Front Light
Integrator Supplier B OEM Supplier A
SwitchEvent LightRequest Front-Light Manager Xenonlight
switch event (event) set_light (type, mode)
get_keyposition() -
Switch_event (event) jfﬁ&j:géﬁ{f; ",VO::S astcurant ()
I AUTOSAR Interface AUTOSAR Interface AUTOSAR Interface AUTOSAR Interface
=
2 Std. AUTOSAR Standardized AUTOSAR
> Interface Interface Interface
% | | Services Communication l ECU Abstraction
- ‘ | Std. Interface Std. Interface Std. Interface |
< \
-§ Standardized Interface
g o [ oo ]
5 Microcontroller Abstraction
£ ECU-Hardware
[ ‘ "
u E
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Distribution on ECUs — ‘Front-Light Management’

SwitchEvent

check_switch ()

LightRequest

Front-Light Manager

request_light{type, mode)

set_light(type, mode)

Xenonlight
set_light(type, mode)
set_current(...)

AUTOSAR Interface

[

Distribution on ECUs — ‘Front-Light Management’

SwitchEvent
check_switch ()
switch_event

event)

AUTOSAR Int.

switch_event(event)

request_light

1 type._mode
AUTO!

LightRequest

Interface

AUTOSAR
Interface

Front-Light Manager
request_light(type, mode)

set_light(type, mode)

AUTOSAR Interface

Xenonlight
set_light(type, mode)

set_current (...)

AUTOSAR Interface

AUTOSAR
Interface

Microcontroller Abstraction

ECU-Hardware

Communication Communication
Std. Interface |__Std. Interface | Std. Interface Std. Interface Std. Interface
3 Standardized Interface S‘andardized Interface Standardized Interface §
|cANDriv.r| ->|CANDriv.r|

Mictocontroller Abstraction

_o W

|1

——————————
CAN Bus

£
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NHTSA

® NHTSA = National Highway Traffic Safety Administration = (ZEE) BERARERSBER
o EM
= NHTSA | National Highway Traffic Safety Administration
m https://www.nhtsa.gov/
o Logo

Yk kkk

NHTSA

WWW. l'lh (sa. gG'V

o R
n wrsa REEERE T—THATIG, BRI TEEERTEX, ERERRIPESG. BHLEHE, BOEHE
G
m Save lives, prevent injuries, reduce vehicle-related crashes
o XETE

s BEMPTNNEBERNZEMY. &, BELSFREEXITE, XTHRREFWS KR care KEIE
B CAFE = Corporate Average Fuel Economy = & FHIMFIAEEIR
» SR EHERAN OB R BUE
o BER{/VNEEHAOER. NELTEUEH
» EEEWHRGISH
s FRATFZEMANBEEAR, METZENE
n REEHRFHEXND
n ZETHHER] (National Center for Statistics and Analysis) #IYERIEETHEX IR
m HPAY rars = Fatality Analysis Reporting System = BHUREST RS BIDITEUE, #WMEHFRBXMARAXRI 2
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FEgEIREs -BEERERIR
[ENFIN E D E RappshNEE@MDTAR- IEREiREs -ESX 2L
BMW Connected Apps Protocol
EBRMNERRERAER | TIHEENBSFLIFTHOABMRAF] | Linkedin
FlexRay - Wikipedia
AUTOSAR - Wikipedia
AUTOSARNAR - #1F
About - AUTOSAR
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National Highway Traffic Safety Administration - Wikipedia
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