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¢ |IDAPython cheatsheet
o |DAPython 7.x

Some constants
BADADDR BADSEL OxEEEEEEEFL
MAXADDR = OxFF000000
SIZE_MAX = OxffffffffL

get_screen_ea(

= GUl-dialogs =

Analysis
plan_and_wait(start, end) AnalyzeRange
auto_mark_range(start, end, QType)

ask_yn(dflt, prompt) | choose_func(title)
idaapi.ask_str(dflt, history, prompt)
idaapi.ask_file(doSave, mask, prompt)

= D
User interface
=Get/ set current position = add_bpt(ea,
here() | jumpto(ea) enable_bpt(ea,
msg(msg) warning(msg)

step_

delete_all_segments()
demangle_name(name, disableMask)

Entry points .caeries()

add_entry(ord, ea, name, makeCode)

£ind_text(e
£ind_imm(ea

rename_entry(ord, name) | get_entry(ord) £ind ;::‘: ¢
get_entry_ordinal(index) | get_entry_aty() “suspop

£ind_func_e

Search in database
£ind_binary(ea, flag, bin, rdx=16)
1, text)

a, flag, row, co.

, flag, value)
ea, flag) |

nd(ea)

get_bpt_gty() | get_bpt_ea(n)
get_reg_value(reg)

set_reg_value(val, reg)
over O
step_until_ret()
start_process(path, args, sdir)

Debugger Hooks

PT_DEFAULT)

IDAPython
7.x

long char void bool iterator
More info in modules at TDA_DIR\python\
Backward compatbilty: TDA_DIR\python\ide_be695.py

size=0,
flag)

typ!

del_bpt(ea)

read_dbg_memory(ea, size)

write_dbg_memory(ea, data)

Structures
add_struc(idx, name, isUnion)
Structs()  del_struc(id)
get_struc_qty() get_struc_by_idx(idx)

run_to(ea) = Structure =

read_dbg_ :“"dﬂ(eay

is_union(id)

quord

Cross references (XRef)

Items

get_enum_gty()
get_enum_ ;7%

get_enum

get_enum_member_value(id)

get_struc_id(name)
iax

get_struc_name(id)

Enums

get_struc (id) | get_struc_cmt(id, rpt)

getn_enum(idx)
iax (5a = Structure fields =
% get_member

get_member_gty(id)

e
idx - index heomrg § |
e by_name (nEME) —sersa(1d, mO£E)

rpt - repealable get_member_name(id, mOff)

=Coderefs= *CodeRefsTo(ea, flow) GetieE mame o dd) get_member_cmt(id, mOff, rpt)
next xt . -_enuUM_ nombor_name wo£e - stuct field
fo/from addr  *CodeRefsFrom(ea, £low) prov —2ddr(ea) prev _DOt_tail(ea) gy e e set_member_name(id, mOff, name)
ea et_enum id, rpt 4 N
=Datarefs = *DataRefsTo(ea) get_item "%(ea) item"starend ador GEE_SNUM_ ey cme( Be) N set_member_cmt(id, mO£f, cmnt, rpt)
to/fromaddr  *DataRefsFrom(ea) . ( instruction_ 5
get_item_size(ea) fomeatotheend | orgata add_struc_member(id, name, mOff, flag, type, nbytes, tgt=-1, tdelta=0, rtype=REF_OFF32)
=Allrefs= *XrefsTo(ea, flags=0) LT — > g
to/fromaddr  *xrefsFrom(ea, £lags=0) prev head(ea, innay ) el etruc member((1d,(OTE) FEoconst Dopands  Suol  Tapetadk Ofsettagetvets  REFT consiant
i S S onflag  mombor o
) e *FuncItems(ea) Function items' addrs ide
USER TAIL BASE MASK PASTEND ALL FAR DATA Items' addrs i i i 1 -
L2 * =1 =] idaapi
 *Heads(easNone, end=None) formoaidony ChoR | Listing, comments, operands T
Functions s formost functions, = Comments = set_cmt(ea, cmnt, rpt) -1-All 3
gm \ 0-usia = Listing i jon = 3
iterate *Functions(ea, end) ) Segments get_eme(ea, xpt) w2t Cian o g
Zover= o P ot wegmiabiitany abbcs | gabsnagm 5 (as o Jr— mov cbp, 100n generate_disasm_line(ea, flags)
functions ~ 98t_ ., func(ea) Eet—ugm—“tr(ea' 33 -valu;) = end =comment= get_extra_cmt(ea, n) vt print_insn_mnem(ea)
get_name_ea_simple(name) Line address of it e s incode  del extra_emt(ea, n) o)vebpr 1)*100" print_operand(ea, n)

get_func_name(ea)
get_func_off_str(ea) -

Func. name or empty string

=Manage function =
add_func(ea, end=BADADDR)

del_func(ea)

= Function comment= get_func_cmt(ea, rpt)

= iterate over segments =
get_first_seg()

*Se.
get_ne:

STaRe | END . ORGEASE . ALIGN , CONB , PERN , BimEss , |
et Fiacs | seu cs | s, m 7S | Ga . T cowx |
set_func_end(ea, end) | get_segm name(ea) | selector_by_name(name)

gments ()
xt_seg(ea)

Repeatable

@

set_func_cmt(ea, cmt, rpt)

= Manage function attributes = sz 2o~ riss rme

Read / Write in database

FRSIzs rRneGs xaRQTY #RD
get_func_attr(ea, attr) £

set_func_attr(ea, attr, val)

= Stack pointer interaction = get_sp_delta(ea)

add_user_stkpnt(ea, delta) | get_spd(ea)

sSaved
rogs

s

get_wide_

byte
word (ea
Joxd (€3) patch

get_gword(ea)

byte A
word
d (ea, val)
quora

get_bytes(ea, size, useDbg=False)
is_loaded(ea) is byte iniialized?

Local
= Function frame interaction = / vars
set_frame_size(ea, lvsize, frregs, args)

get_frame_size(ea) Whole frame |
get_frame_regs_size(ea) Regsters | gy
get_frame_lvar_size(ea) Localvars ( (bytes)
get_frame_args_size(ea) Awguments

get_frame_id(ea) IDof functon frame structure

o IDAPython 6.x

Some constants

crc_»
wITEM (1)

wFUNC (2) |

Colors (background)
get_color(ea, what)
set_color(ea, what, color)

User interface

update_extra_cmt(ea, n, line) ®o 1 get_operand_value(ea, n)
get_operand_type(ea, n)
(set_manual_insn(ea, insn)

Hanual
ropresentation | get_manual_insn(ea)

=Code/dataview=  create_insn(ea) Dopnds on arch

SIMPLE wesd
oD (1) DELNRNES create_,,o.q(€2)
aword N ; o .
= Operand interpretation = in
del_items(ea, flags=0, size=1) il i dec
Array of n items with toggle_ .o (83, 1) binyico not

chr
©oP_ seg(ea, n)
oct

make_array(ea, n) o riomatea

create_data(ea, flags, size, tid) op_stroff(ea, n, stId, delta)
- op_enum(ea, n, enmid, serial)
op_plain_offset(ea, n, base)

op_offset(ea, n, rtype, tgt, base, tdelta)

5 THVTE VoRb DRORD QWORD TaYFE OWORD | stivar

Struct
D

= Name of code / data =
set_name(ea,
get_name(ea,

*Names
sn_flags=SN_CHECK)
gtn_flags=0)

- v LoGKL  GHECK  NOGRECK
PUBLIC NOK_PUBLIC  WEAK

name, S !
OFFs  OPFic OFF32 | oxpresson
Lows Lowi oFFes | fargel
HIGHS HIGHIS |

thooftsot  displacoment
base.

User-defined op_man(ea, n, val)
operand get_forced_operand(ea, n)

Lo

=Strings=  *strings() | get_str_type(ea)
get_strlit_contents(ea, len=-1, sType=0)
ida_bytes.create_strlit(ea, len, sType)

Create string with defaul giobal type
create_strlit(ea, end)

Nge 5= N
) © (0) €16 (1) €32 (2) PASCAL (64) PASCAL_i6 (55) .
X x for auto-end

LEN2 (128) LEN2_16 (129) LeNe (192) LENA_16 (193) Pavel Rusanov

Debugger Hooks IDAPython

BADADDR = OxfffEEEEfL Message(format, ...)  AskStr(default, prompt) AddBpt(ea) ,/ DelBpt(ea)/ EnableBpt(ea) 6.8
BADSEL = OXEfEEEEEEL Warning(format, ...)  AskFile(doSave, mask, prompt) | GetBptOty()  GetBptEA(n)
MAXADDR = 0XFF000000 ChooseFunction(title) Ask¥N(default, prompt) Loy G SRAEl 1ol koo
- ox i : ) + 1 1 1
\ " SetRegValue(val, reg), GetRegValue(reg) e e e
SIGEMAX = QxEfECECcfl Jump(ea) | Getor set current V"
= ScreenEA() position GUl-dialogs N Segments
Analysis nere() Entry points
—_—_— Kagsis) Segments() lterate over segments
1 s ntryPoint(ord, ea, name, makeCode

AnalyseArea(sEA, eEA) / RutoMark(ea, QType) Search ia database : ) ey o RN
DeleteAll() AutoMarkz(start, end, QType) RenameEntryPoint(ord, name) GetEntryPoint(ord) /

FindBinary(ea, flags, binary) y i vl SegName(ea) // SegByName (name)
Demangle(name, disableMask) : Enf rdinal(index) : ]

FindText(ea, flags, row, col, text) / Segstart(ea) /SegEnd(ea)

Cross references Eingismedista (e Slogrilon) Structures
. i X -~ Structure
N FindCode(ea, flags)/ FindFuncEnd(ea) . . K X .
CodeRefsTo(ea, £low) Code refs tolfrom address AddStrucEx(idx, name, isUnion) / DelStruc(id) / IsUnion(structId)
> FindVoid(ea, flag) / FindData(ea, flags) X /

CodeRefsFrom(ea, flow)/ £low Need follow the code? 1d(idx) ;

= 4
DataRefsTo(ea) \\

entifier, dx — index,

- Data refs toffrom address 14 - unique id
DataRefsErom(ea) | - rpt — s this element repeatable?,
Keefarron(ea, £1ags=0) | Al references mO££ — struct field offset
XrefsTo(ea, flags=0) to/from address S NSRRI Sa
Enums
Functions GetEnumQty() GetnEnum(idx)
LocByName (name ) Line address of label name | GetEnumIdx(id) GetEnum(name )
Functions(startEA, endEA) \._ Horsthiover GetEnumName(id) , GetEnumSize(id)
NextFunction(ea srevrunccian(ea)/f functions GetEnumCmt(id, rpt)

GetFunctionName(ea) Return function name or empty string

lue(id)
id, rpt)

ea) Retum f

Tdx(id) ia,

iay / rpt)

~ Structure fields

AddStrucMember(id, name, mOff, flag, typeid, nbytes)

- SetMemberName(id, mOff, name)

SetMemberComment(id, mOff, cmnt, rpt)

MakeFunction(begin, end) )
- Manage function

GetFunctionCmt(ea, rpt)

DelFunction(ea p
Sl *Byte(ea)|
SetFunctionEnd(ea, end,
§ ) o *Word(ea)
SetFunctionCmt(ea, cmt, rpt) Function comment
rpt 0-Non repeatable *Dword(ea)

1- Repeatable

Read/Write in database
["Patch*Byte(ea, value)!
PatchWord(ea, value)
PatchDword(ea, value)
isLoaded(ea) Actualaddress?; g

* Db’ prefix may be

id) / id, moff) id, moff, rpt) |
(id, mO£f) d(id, moff) / DelStrucMember(id, mOff)
Listing, comments, operands
MakeComm(ea, cmnt) | Listing interaction
- Comments "
MakeRptCmt(ea, cmnt) S Ol GetDisasm(ea) mov ebp, 100h
type 1- repeatable.
CommentEx(ea, type) GetMnem(ea) mov
=
ExtLin*(ea, n, line) )Multiline comment Getopnd(ea, n) 0) ebp 1) 100h
in cod
DelExtLn*(ea, n) . dn.code GetOperandvalue(ea, n) 0) 0 1) 256
— should be "A’ or ‘B
Line*(ea, n) ) n-Line number GetOpType(ea, n) Depends on architecture

MakeCode (ea) 5 Operand interpretation

o o OpBinary(ea, n) opoctal(ea, n)
Dword
HiakeGuiknian: OpDecimal(ea, n) OpHex(ea, n)

Manage function attributes

GetFunctionFlags(ea) UNC LB FUNG STATIC
UNC_FRAVE  FUNG_USERFAR

SetFunctionFlags(ea, flags)

Stack pointer interaction (SP-register) ItemHead(ea)
GetsSpd(ea) / GetSpDiff(ea)  SetSpDiff(ea, delta) ItemEnd(ea)
Function frame interaction ItemSize(ea)

Instructions

FuncItems(start) Function insrtuctions' addresses
Instruction/data start address
Instruction/data end address

Item size from ea to the end

£lags)
4 Code / data :
{DouNk_STMPLE 0 interpretation Opchr(ea, n) opsign(ea, n)
DOUNK_EXPAND 1 | opseg(ea, n) oOpstkvar(ea, n)
DOUNK_DELNAMES 2 |
Strings Opoff(ea, n, base) /OpOffEx /
R P OpEnumEx(ea, n, enumid, serial)
len=-1, sType=0)

GetString(ea, OpStroffEx(ea, n, structld, delta)
ASCSTR_TERMCHR 0 opAlt(ea, n, val)l User-defined string
ASCSTR_PASCAL 1 operand

ASCSTR_C
ASCSTR_LEN2

MakeFrame(ea, nVars, nRegs, nArgs)

GetFrame(ea)

GetFrameSize(ea) Whole frame )

z Getc:
GetFrameRegsSize(ea)  Registers in frame Size ~
GetFrameLvarSize(ea) Local variables [~ (in bytes)
GetFrameArgsSize(ea) Argumenls)

Colors (of background)

olor(ea, what)

SetColor(ea, what, color) |

GB (hex OXBBGGRR)

| what

crc_1meM (1)
cIc_Func (2)
crc_seem (3)

ASCSTR_UNICODE 3 Altop(ea, n)
ASCSTR_ULEN2 5

ASCSTR_LAST 6

ASCSTR_LEN4
ASCSTR_ULEN4

Base address |

. Number (from zero)
(in bytes)

oAl base

MakeName(ea, name) %

Name (label)

INFIRQN=
Name(ea) of code or data

Pavel Rusanov.
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= src/examples at master - idapython/src (github.com)

<ol o w B @ A o)l
@ Files st/ examples | P
5 o o O indexjs IDAPython for IDA 7.7 Jast year
Q Gotofie = O index.md Minor updates (pydoc injections) 4 months ago
> Scripts README.md s =
> M docs

|~ & examples

IDAPython examples »

> W analysis

> W core This directory contains a variety of examples demonstrating how IDA can be scripted using IDAPython.
> M cvtes
> I debugging Adding a new example (for Hex-Rays developers) #
> M hexrays
When adding an example, the author (i.e., a Hex-Rays developer) must add a corresponding test, making sure the example is properly
> I idbhooks tested, and doesn't regress over time (see idapython-examples , and idapython_hr-examples test suites.) This has the added benefit that
> I idbs this ensures our APIs remain stable.
> I idphooks

Also, any significant adition to IDAPython APIs should come with one or many examples, and those should be also put under test (in other
> b merge words: it's better if a test relies on a real example, rather than if it consists of a bunch of IDAPython code our users will never see, and
cannot be inspired from.)

> W pyat
> WM uihooks " . .
Helping our customers, teaching IDAPython in the process
> I widgets
README.md In addition, when a customer asks for help on support@ (or the forums) and we end up sending a significant body of IDAPython code as a
s}
0 indexcss reply, since that body of code should be tested anyway, it's better to make a real example out of it ... and, of course, put that example under
) test as well.
[ index.html
[ indexjs Maintaining quality

[ index.md

There should be no such thing as a non-tested example.
> I out_of tree

> 8 python Updating the examples index
> W pywraps
> M stblb Al I integrated in the. les index. In order to show user-friendly & relevant information, a proper header
- (docstring) needs to be present.
W | ocumenaton - shars fondoack

= corefZz/il
= src/examples/core at master - idapython/src (github.com)

.

178 e 5 B ] e 1 S 6w 1)
T T N N T | ¢ )

T Fies s exampls  core | *
L einnmpy ey 3 ——
¥ master © QD s hotkeysy DAPython for DA 8.3 S months ago
Q Gotofie B8 [ add_ide_hotkeypy 1DAPytho for I0A 8.3 5 months ago
stom_dta_types_and.for.
D custom_sta_types_and 03 suto_instantote_widget_pluginpy DAPython for DA 76 5P1 2years ago
03 dump_extra_comments oy
D) bin_searchpy DAPython for DA 83 5 months ago
[ dump_flowchart.py
3 dump_selctiony [ colorize_dsassemblyy DAPython for DA 8.3 S months ago
0 exend_idepy D) colorize_disassembly_on_the_fypy DAPython for DA 83 5 months ago
[ idapythonre.py
D) create_strueture_programmaicllypy DAPython for DA 8.3 S months ago
[ install_user_defined_prefix.py
1 s bookmarsy 0 custom_cipy DAPython for DA 8.3 5 months ago
0 list_functon_items.py D) custom_data_types_and_formats oy DAPython for A 8.3 5 months ago
O vt imperts.oy [ dump_extra_comments.py IDAPython for IDA 8.3 5 months ago
[ ls_patched_bytes.oy
O L entiampy [ cump_flowchartpy DAPython for DA 83 S months ago
3 tis_segment_functonay D dump_selocioney (OAPytho for DA 83 Smonths ago
) list_segment_functions_usi D extend_idepy DAPython for DA 8.3 5 months ago
st stivar_efs
o 4 [ idapythonre.py IDAPython for IDA 7.6 SP1 2years ago
) tist_strings.py
[ produce.c. [ instll_user._defined.pref.oy DAPython for DA 8.3 5 months ago
0 prods o [ tist_bookmarks oy Backpor fses; add bookmarks sample 6 months ago
D register_timeroy 3 tistfunction_tems py DAPython for DA 77 tastyear
[ wrigger_actions._programmati.
oo D tistimports.py DAPython for DA 8.3 5 months ago
> ma
+ I cobupaig [ tist_patched_bytes.py DAPython for DA 8.3 S months ago
> hexays [ tistprobiems py DAPython fo A 76 5P1 2yeas 090
> idbhooks
[ tist_sogment_functons py DAPython for DA 8.3 S months ago
> s
[ [ —— D tistsegmen_functons_using_dautis py DAPython for DA 8.3 S months ago

« G§E
m list_bookmarks.py
» list_function_items.py
m list_imports.py
= list_segment_functions.py
m list_strings.py
 FE
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1TIDARNZA$EH

o IBITIDARIAIEM

» TR

o FREESI: MBMA M= script file

m IDA -> File -> Script file ->IEIEXINIDARIPythonBiiZAS 4-) ENRIiETT

.

= Mac
@ ida6a File Edit Jump Search View Debugger Lumina Options Windows Help
'ece New instance .
4 % Open... b
" Load file > L
5 Produce file > I
o € Script file... X7
8 Ly 5 Script command... oF2 F
A Functionsr Elem u
Function name Save as... il
sub_100391 (7 Take database snapshot...
[#] sub_100301 o
[F] sub_100391
m (7] sub10039l quick start I
" ida64 File Edit Jump Search View Debugger Lumina Options Windows Help
& — — o - . s =
PI
mv 2= 7 export_ida_symbol Q |
@® Downloads
B8 dev 2023 # Function: IDA script plugin, export |
. (Functions, Names) symbol from IDA (for
B crifan_self B exportIDASymbol.py Mach-0 format) ) I
L — # Author: Crifan Li
A Applicati... [ output > # Update: 20231229 )
@ Recents # import idc g
# import sys
# print("Try debug IDA Python plugin
script in VSCode")
. X # print(sys.executable)
& iCloud Dri... # idcHere = idc.here()
# print("idcHere=%s" % idcHere)
[ Documents # idcHereHex = hex(idcHere)
# print("idcHereHex=%s" % idcHereHex)
[=] Desktop
(7] import idautils
7] EP shared import idc
e import idaapi u
L‘ # from idaapi import PluginForm
? : \ import ida_nalt
= . import ida_segment
Lfl & MacZip imnart anaratar
7 F
% exportIDASymbol.py
7 HE Python Source - 22 KB e
7 e e Information H
é‘ ® Kt Created 20234 11A15H0 2= 11:52
é Modified 2023%12F29H EHiE 22:54
Lf] o %& -
? Last opened 20234118150 2= 23:06
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W DA - calc.exe.idb (calcexe) C\Usersh\saturn\Desktop\malware\calc.exe.idb
File Edit Jump Search View Debugger Lumina Options Windows Help BinDiff

Mew instance

I
3 Open... .

Load file '
Produce file L
@ BinDiff.. Shift+D |
% Seript file... AltsFT
_3 Seript command... Shift+F2
E Save Ctrl+W
Save as...
% Take database snapshot... Ctrl+Shift+W
Close Et
Quick start

= IDAPython Interpreter = IDAPythonREX <L 1THEITES
» FEAE: GRS RPythonBIACHSI

= S

W 10 - calc.exe.db (calc.exe) CAU: Desktop\mal Ic.exe.idb = o %

File Edit Jump Search View Debugger Lumina Options Windows Help BinDiff

Ee @ - GRS ) o AQ «hedetF-F X P 00N debugger

B | 1 o e e e i

Library function Ml Regular function Il Instruction ' Data [ Unexplored | External symbol Il Lumina function

m  Script Command

» SR

« &

71 Functions window o ¢ * @ IDAViewA O T Hex View-1 [ Structures © Enums & Imports #  Exports
Functicn name L mov eax, [esi+d] =
g ol s P
+var_C],
%sulmﬂseg jge short loc_1@120C1
£ sub 1011745 mov [ebp+var_C], eax
[Fsub_1011913 MoV edi, eax
[F] sub_1011990
[F]sub_1011a18 c_1e12ec1: ; CODE XREF: sub_101208E+2CTj
[F] sub_1011A3C mov ebx, [ebp+arg_4]
[]sub_1011A40 mov eax, [ebx+4]
[Fsub_101182D cnp edi, eax
[F]sub_t011c80 jge short loc_1812000
= mov [ebp+var_c], eax
[F]sub_1011EE7 e Gkt oy
[Fsub_1011F1D
[F] sub_101208¢ c_le120D8: ; CODE XREF: sub_101288E+3B7j
[Flsub_1012314 lea eax, [edi+l]
| ek 1n1930e of
< > |000114Bc 0101208C: sub 101208E+2E (Synchronized with Hex View-1) v
Line 176 of 176 < >
T Output window o & =
|Python 2.7.13 (v2.7.13:a@6454blafal, Dec 17 2016, 20:53:48) [MSC v.1500 64 bit (AMDE4)] ﬁ
IDAPython v1.7.8 final (serial @) (c) The IDAPython Team <idapython@googlegroups.com>
:Python:aprint "hello world")
|hello world
|Python>hex(ScreentA())
@x1812ebcl
|Python>hex(here())
|exie12ebcl v
Python | B
B AU: idle Down Disk: 268
q : 7N Nl
IDA -> File -> Script Command ->BcHIAZEIZITHIPythonfiiZ
= Mac
® ida64 File Edit Jump Search View Debugger Lumina Options Windows Help
P |
LN ] New instance
% H j % Open... |
Load file > |
N Produce file >
. % Script file... ~r
© Libraryfi
el © Sciptcommend.._______________________________________________________ onl
Functions H Save AW |
Functionname | Save as...
sub_100391 (% Take database snapshot... AOW
sub_100391 ¢ o

sub_100391
sub_100391 qQuick start
] sub_10039l
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.' ida64 File Edit Jump Search View Debugger Lumina Options Windows Help

Execute script

Please enter script body

r LN
lﬁ] Snippet list
N Name
* Default snippet *
[AF
Func;

Lo 0 non

e e S [ R

u
=]

1| imageBase = idaapi.get_imagebase()
2| print("Image Base: @x%X = %d" % (imageBase, imageBase))

g‘ Line 1 0f 1 Line:2  Column:1

g

g Scripting language Python@) Tab size 4 Run Export Import
C

L

e
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IDABR Y

.

o KTIDARIPythonBIARIIREARIKEL, EREE
= crifanIDA.py
o {ERZHI
= AutoRename.py
= exportiIDASymbol.py
= ida_search_block.py

. ¥R
oI
HWBIAE
S\ IDARIEE
re
0s
idc
idaapi
idautils
ida_nalt
ida_segment
HHB R £X

o crifaniOS.py

isObjcFunctionName

funcName
isMatchObjcFuncName re funcName
isObjcFuncName isMatchObjcFuncName

# print("funcName=%s -> isObjcFuncName=%s" % (funcName, isObjcFuncName))
isObjcFuncName


https://github.com/crifan/crifanLibPython/blob/master/python3/crifanLib/thirdParty/crifanIDA.py
https://github.com/crifan/AutoRename/blob/main/AutoRename.py
https://github.com/crifan/restore-symbol/blob/master/tools/IDAScripts/export_ida_symbol/exportIDASymbol.py
https://github.com/crifan/restore-symbol/blob/master/tools/IDAScripts/search_oc_block/ida_search_block.py
https://github.com/crifan/crifanLibPython/blob/master/python3/crifanLib/thirdParty/crifaniOS.py

IDAE IR X

ida_getinfo

info idaapi get_inf_structure
# print("info=%s" % info)
info

ida_printinfo

info

version info.version

version
is64Bit info is_64bit

1s64Bit
procName info procnhame

procName
entryPoint info start_ea

entryPoint
baseAddr info baseaddr
baseAddr

ida_printAllimports

nimps ida_nalt get_import_module_qty

nimps
i nimps
name ida_nalt get_import_module_name i
name
i
name

i name

ea, name, ordinal
name
ea, ordinal

ea, name, ordinal
# True -> Continue enumeration
# False -> Stop enumeration

name



ida_nalt enum_import_names i, imp_cb

ida_printSegment

curseg

segName  curSeg name
# print("type(segName)=%s" % type(segName))
segSelector curSeg sel
segStartAddr curSeg start_ea
segEndAddr  curSeg end_ea
segStartAddr, segEndAddr
segName, segSelector curSeg

(| S—

ida_getSegmentList

segList
segNum  ida_segment get_segm_qgty
segIdx segNum

curSeg ida_segment getnseg segIdx
# print("curSeg=%s" % curSeg)
segList append curSeg
# ida_printSegment(curSeg)

segList

ida_testGetSegment

# textSeg = ida_segment.get_segm_by_name("__TEXT")
# dataSeg = ida_segment.get_segm_by_name("__DATA")
# ida_getSegmentList()

# NAME___TEXT = "21"

# NAME___TEXT = 21

# NAME___TEXT = "__TEXT,__text"

# NAME___TEXT = "__TEXT:__text"

# NAME___TEXT = ", text"



# _ _TEXT,__text

NAME___text

textSeg ida_segment get_segm_by_name NAME___ text
NAME___text textSeg

ida_printSegment textSeg

# __TEXT,__objc_methname
NAME___objc_methname



objcMethNameSeg ida_segment get_segm_by_name NAME___objc_methname
NAME___objc_methname, objcMethNameSeg
ida_printSegment objcMethNameSeg

# __DATA, __got

NAME___got

gotSeg ida_segment get_segm_by_name NAME___ got
NAME___got, gotSeg

ida_printSegment gotSeg

# __DATA,__data

# NAME___DATA = "22"

# NAME___DATA 22

NAME___DATA

dataSeg ida_segment get_segm_by_name NAME___DATA
NAME___DATA, dataSeg

ida_printSegment dataSeg

# exist two one: __TEXT,__const / __DATA,__const

NAME___const

constSeg ida_segment get_segm_by_name NAME___const
NAME___const, constSeg

ida_printSegment constSeg

ida_getDemangledName

origSymbolName

retName origSymbolName
# demangledName = idc.demangle_name(origSymbolName, idc.get_inf_attr(idc.INF_SHORT_DN
)
# https://hex-rays.com/products/ida/support/ida74_idapython_no_bc695_porting_guide.sh
tml
demangledName idc demangle_name origSymbolName,K idc get_inf_attr idc INF_SHORT_DEMN
AMES
demangledName
retName demangledName

# do extra post process:
# remove/replace invalid char for non-objc function name

isNotObjcFuncName isObjcFunctionName retName
# print("isNotObjcFuncName=%s" % isNotObjcFuncName)
isNotObjcFuncName

retName retName replace
retName retName replace
retName retName replace
# print("origSymbolName=%s -> retName=%s" % (origSymbolName, retName))
retName

ida_getFunctionEndAddr



funcAddr

funcAddrEnd idc get_func_attr funcAddr attr idc. FUNCATTR_END
funcAddrEnd

ida_getFunctionSize

funcAddr

funcAddrEnd idc get_func_attr funcAddr attr idc FUNCATTR_END
funcAddStart idc get_func_attr funcAddr attr idc FUNCATTR_START
funcSize  funcAddrEnd funcAddStart

funcSize

ida_getFunctionName

funcAddr

funcName  idc. get_func_name funcAddr
funcName

ida_getName

curAddr

addrName idc get_name curAddr
addrName

ida_getDisasmStr



B
Wk
=T

funcAddr

# method 1: generate_disasm_line

# disasmLine_forceCode = idc.generate_disasm_line(funcAddr, idc.GENDSM_FORCE_CODE)

# print("disasmLine_forceCode: type=%s, val=%s" % (type(disasmLine_forceCode), disasm
Line_forceCode))

# disasmLine_multilLine = idc.generate_disasm_line(funcAddr, idc.GENDSM_MULTI_LINE)

# print("disasmLine_multiLine: type=%s, val=%s" % (type(disasmLine_multiLine), disasm
Line_multilLine))

# method 2: GetDisasm
disasmLine idc GetDisasm funcAddr
# print("disasmLine: type=%s, val=%s" % (type(disasmLine), disasmLine))

# post process
# print("disasmLine=%s" % disasmLine)

# "MOV X4, X21" -> "MOV X4, X21"

disasmLine re sub disasmLine

# print("disasmLine=%s" % disasmLine)
disasmLine

ida_getFunctionAddrList

functionIterator idautils Functions
functionAddrList
curFuncAddr functionlterator
functionAddrList append curFuncAddr
functionAddrList

ida_rename

curAddr, newName, retryName

# print("curAddr=0x%X, newName=%s, retryName=%s" % (curAddr, newName, retryName))
isRenameOk
renamedName

isOk idc set_name curAddr. newName
# print("isOk=%s for [Ox%X] -> %s" % (isOk, curAddr, newName))
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is0k
isRenameOk
renamedName  newName

retryName
isOk idc set_name curAddr, retryName
# print("isOk=%s for [Ox%X] -> %s" % (isOk, curAddr, retryName))
is0k
isRenameOk
renamedName retryName

# print("isRenameOk=%s, renamedName=%s" % (isRenameOk, renamedName))
isRenameOk renamedName

ida_getCurrentFolder

curFolder
inputFileFullPath ida_nalt get_input_file_path
# print("inputFileFullPath=%s" % inputFileFullPath)
inputFileFullPath startswith
# inputFileFullPath=/var/containers/Bundle/Application/2BE964D4-8DF0-4858-A06D-66CA
8741ACDC/WhatsApp.app/WhatsApp
# -> maybe IDA bug -> after debug settings, output i0S device path, but later no au
thority to write exported file to it
# so need to avoid this case, change to output to PC side (Mac) current folder
curFolder

curFolder os path dirname inputFileFullPath
# print("curFolder=%s" % curFolder)

# debugInputPath = ida_nalt.dbg_get_input_path()
# print("debugInputPath=%s" % debugInputPath)

curFolder os path abspath curFolder

# print("curFolder=%s" % curFolder)

# here work:

# . -> /Users/crifan/dev/dev_root/iosReverse/WhatsApp/ipa/Payload/WhatsApp.app
curFolder

isDefaultTypeForObjcMsgSendFunction

funcAddr



isDefType
funcType idc get_type funcAddr
# print("[0x%X] -> funcType=%s" % (funcAddr, funcType))
funcType
defaultTypeMatch re search funcType
# print("defaultTypeMatch=%s" % defaultTypeMatch)
isDefType defaultTypeMatch
# print("isDefType=%s" % isDefType)
isDefType

Fo =R FIDARIAPIEYHE < R X
isDefaultSubFuncName

funcName

isSub
addressStr
# subMatch = re.match("Asub_[0-9A-Za-z]+$", funcName)
subMatch re funcName
# print("subMatch=%s" % subMatch)

subMatch

isSub

addressStr  subMatch group

isSub, addressStr

isReservedPrefix_loc

funcName

isLoc
addressStr
locMatch re funcName
# print("locMatch=%s" % locMatch)

locMatch

isLoc

addressStr  locMatch group

isLoc. addressStr



isDefaultSubFunction

curAddr

isDefSubFunc
curFuncName ida_getFunctionName curAddr
# print("curFuncName=%s" % curFuncName)
curFuncName
isDefSubFunc, subAddStr  isDefaultSubFuncName curFuncName
isDefSubFunc, curFuncName

isObjcMsgSendFunction

curAddr

isObjcMsgSend
curFuncName ida_getFunctionName curAddr
# print("curFuncName=%s" % curFuncName)
curFuncName
isObjcMsgSend. selectorStr  isObjcMsgSendFuncName curFuncName
isObjcMsgSend, selectorStr
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IDATHE

Operand=1Z{E%X

# Config & Settings & Const

ArmSpecialRegNameList

# Operand Type
# https://hex-rays.com/products/ida/support/idapython_docs/idc.html#idc.get_operand_v
alue

o_void 0 # No Operand ~ eeeeeeeaa-
o_reg 1 # General Register (al,ax,es,ds...) reg
o_mem 2 # Direct Memory Reference (DATA) addr
o_phrase 3 # Memory Ref [Base Reg + Index Reg] phrase
o_displ 4 # Memory Reg [Base Reg + Index Reg + Displacement] phrase+addr
o_imm 5 # Immediate Value value
o_far 6 # Immediate Far Address (CODE) addr
o_near 7 # Immediate Near Address (CODE) addr
o_idpspecd & # Processor specific type
o_idpspecli © # Processor specific type
o_idpspec2 10 # Processor specific type
o_idpspec3 11 # Processor specific type
o_idpspecd 12 # Processor specific type
o_idpspecs 12 # Processor specific type

# There can be more processor specific types
# x86
o_trreg o_idpspeco # trace register
o_dbreg o_idpspeci # debug register
o_crreg o_idpspec2 # control register
o_fpreg o_idpspec3 # floating point register
o_mmxreg o_idpspec4 # mmx register
o_xmmreg o_idpspecs # xmm register
# arm
o_reglist o_idpspeci # Register list (for LDM/STM)

25



o_creglist o_idpspec2 # Coprocessor register list (for CDP)
o_creg o_idpspecs # Coprocessor register (for LDC/STC)
o_fpreglist o_idpspec4 # Floating point register list

o_text o_idpspech # Arbitrary text stored in the operand
o_cond o_idpspech # ARM condition as an operand

# ppc

o_spr o_idpspeco # Special purpose register

o_twofpr o_idpspecl # Two FPRs

o_shmbme o_idpspec2 # SH & MB & ME

o_crf o_idpspec3d # crfield X.reg

o_crb o_idpspec4 # crbit X.reg

o_dcr o_idpspecs # Device control register

# addStr =

# addStr =

offStr Offset=Index

# valsStr =

valstr

self

self operand
self operand

operand

value

self value value

# for o_displ / o_phrase
self baseReg

self indexReg

# for o_displ

self displacement

self _postInit

self
# print("_postInit")
self isDispl

# o_displ

]
D

+addr

# [SP,#arg_18]
# [X20,#0x50]

# print("self.operand=%s" % self.operand)

# Memory Reg [Base Reg + Index Reg + Displacement] phrase

# displMatch = re.search("\[(?P<baseReg>\w+), (?P<displacement>#[\w\-\.]+)\]", sel

f.operand)

# [X9]
displMatch re search

1f operand
# print("displMatch=%s" % displMatch)

displMatch
self baseReg displMatch group

# print("self.baseReg=%s" % self.baseReg)

self displacement

displMatch group

# print("self.displacement=%s" % self.displacement)
self isPhrase

# o_phrase
# [X19,X8]

=3

# Memory Ref [Base Reg + Index Reg] phrase



# print("self.operand=%s" % self.operand)
phraseMatch re search self operand
# print("phraseMatch=%s" % phraseMatch)

phraseMatch

self baseReg phraseMatch group

# print("self.baseReg=%s" % self.baseReg)

self indexReg phraseMatch group

# print("self.indexReg=%s" % self.indexReg)

self
valStr
self value
valStr self value
valStr self value

# curOpStr = "<Operand: op=%s,type=%d,val=%s>" % (self.operand, self.type, valStr)
# curopStr = "<Operand: op=%s,type=%d,val=%s, baseReg=%s,indexReg=%s,displ=%s>" % (
self.operand, self.type, valStr, self.baseReg, self.indexReg, self.displacement)
extralInfo
self isDispl
extralInfo self baseReg self indexReg self.d
isplacement
self isPhrase
extraInfo self baseReg self indexReg
curopstr self operand self valstr
extraInfo
# print("curopStr=%s" % curOpStr)
curopstr

operandList
# operandStrList = []
# for curOperand in operandList:
# if curOperand:

# curOperandStr = "%s" % curOperand
# else:
# curOperandStr = ""
# # print("curOperandStr=%s" % curOperandStr)
# operandStrList.append(curOperandStr)
operandStrList eachOperand eachOperand operandList
operandListAllStr join operandStrList
operandListAllStr operandListAllStr
operandListAllStr
self
self Operand o_reg
self
self Operand . o_imm
self
self Operand o_displ
self

self Operand . o_phrase



self

self Operand . o_near
self
# o_idpspecod = 8 # Processor specific type
self Operand . o_idpspec®
self
isDebug
# isValidOperand = bool(self.operand)
# print("isValidOperand=%s" % isValidOperand)
# if isvValidOperand:
isvalidOperand
isDebug
self operand
self operand
self isImm
# #0x20200A2C
# #0x2020
# #arg_20
# isMatchImm = re.match("A#[0-9a-fA-FxX]+$", self.operand)
# #-3.0
# isMatchImm = re.match("A#\w+$", self.operand)
isMatchImm re self operand
isDebug
isMatchImm
isvalidOperand isMatchImm
isDebug
isvalidOperand
self isReg
# X0/X1
# D8/D4
# Special: XZR/WZR
regNameUpper  self operand upper
# print("regNameUpper=%s" % regNameUpper)
# isMatchReg = re.match("A[XD]\d+$", regNameUpper)
# isMatchReg = re.match("A[XDW]\d+$", regNameUpper)
isMatchReg re regNameUpper
isDebug
isMatchReg
isvalidOperand isMatchReg
isDebug
isvalidOperand
isvalidOperand
isvalidOperand regNameUpper ArmSpecialRegNameList
self isDispl
# o_displ =4 # Memory Reg [Base Reg + Index Reg + Displacement] phra
se+addr

# curOperand=<Operand: op=[SP,#arg_18], type=4,val=0x18>
# if self.baseReg and (not self.indexReg) and self.displacement:
# curOperand=<Operand: op=[X9], type=4,val=0x0>
isDebug
self baseR



eg. self indexReg self displacement

self baseReg self indexReg
# Note: self.displacement is None / Not-None
# TODO: add more type support, like indexReg not None
isvalidOperand
self isPhrase
# curOperand=<Operand: op=[X19,X8], type=3,val=0x94>
isDebug
self baseReg self indexReg
self baseReg self indexReg
isvalidOperand
self isNear
# o_near =7 # Immediate Near Address (CODE) addr
# curOperand=<Operand: op=_objc_copyWeak, type=7,val=0x1024ABBDO>
isDebug
self value

self value
# jump to some (non 0) address -> consider is valid
isvValidOperand
self isIdpspec®
isvalidOperand

# print("isValidOperand=%s" % isvValidOperand)

isValidType = self.type |= Operand.o_void

isvValidvalue = self.value >= 0

isValidAll = isValidOperand and isValidType and isValidvalue

isValidTypeValue = False

if self.isReg() or self.isImm():
isValidTypeValue = self.value >

elif self.isIdpspecO():
isValidTypeValue = self.value

oW W W W W W W
]
(o]

[}

[}

0
[N

self isIdpspec®
isvalidTypevalue self value

isvalidType self Operand . o_void

isvalidvalue self value

isvalidTypevalue isValidType isvalidvalue
isvalidAll isValidOperand isvalidTypevalue

isDebug
isvalidAll
isvalidAll

self
self isvalid

self
curImmval
self isImm
curImmval self value
# print("curImmval=%s" % curImmvVal)



curImmval

self
curImmvValHex
self immval
curImmvValHex self immval
# print("curImmValHex=%s" % curImmValHex)
curImmvValHex

self
curRegName
self isReg
curRegName self operand
curRegName

self
contentStr
self isReg
# print("isReg")
contentStr  self regName
self isImm

# print("isImm")

# if 0 == self.immval:

# for 0@ <= x < 8, not add Ox prefix, eg: Ox7 -> 7

self immval self immval
# contentStr = "@"
contentStr self immval

contentStr  self immValHex

self isIdpspec®

contentStr  self operand

self isDispl

# [SP,#arg_18]

# print("self.displacement=%s" % self.displacement)
self displacement

displacementStr
self value
self value self value
displacementStr self value
displacementStr self value
# print("displacementStr=%s" % displacementStr)
contentStr self baseReg Operand offStr displacementStr. Ope

rand valStr

contentStr self baseReg, Operand valStr
self isPhrase
# [X19,X8]
contentStr self baseReg Operand offStr self indexReg Operand. v

alstr

# remove invalid char
# <Operand: op=W@,UXTB, type=8,val=-1>



# WO,UXTB -> WOUXTB

contentStr contentStr replace
# X21,LSL#32

# X8, ASR#29

contentStr contentStr replace

# TODO: add more case

# print("contentStr=%s" % contentStr)
contentStr

self
curRegIdx

self isReg
# TODO: extract reg idx,
# eg: X0 -> 0, X4 -> 4
# note: additonal: DO -> 0, D8 -> 8 ?
curRegIdx

curRegIdx

Instruction=3§%

# class Instruction(object):

# toStr = "to"
toStr

# addStr = "add"
addstr

me,

self addr, name operands
self addr  addr
self disAsmStr  ida_getDisasmStr addr
# print("self.disAsmStr=%s" % self.disAsmStr)
self name name
self operands operands

self
# operandsAllStr = Operand.listToStr(self.operands)
# print("operandsAllStr=%s" % operandsAllStr)
# curInstStr = "<Instruction: addr=0x%X, name=%s,operands=%s>" % (self.addr, self.na
operandsAllStr)
# curInstStr =

"<Instruction: addr=0x%X,disAsmStr=%s>" % (self.addr, self.disAsmStr)

curInstStr self addr self disAsmStr
# print("curInstStr=%s" % curInstStr)
curInstStr
instList
instContentStrList eachInst eachInst instList
instListAllStr join instContentStrList
instListAllStr instListAllStr

instListAllStr



addr
isDebug
# # if addr == 0x10235D610:
# # if addr == 0x1002B8340:
# if addr == 0x102390B18:
#  1isDebug = True
# isDebug = True

isDebug
addr
parsedInst

instName idc. print_insn_mnem addr
isDebug
instName

curOperandIdx
curOperandvaild
operandList
curOperandvaild
isDebug
logSubSub curoperandIdx
curOperand idc print_operand addr curOperandIdx
isDebug
curoperand
curOperandType idc get_operand_type addr, curOperandIdx
isDebug
curOperandType
curOperandvalue idc get_operand_value addr, curOperandIdx
isDebug
curOperandvalue, curOperandvalue
curOperand Operand curOperand, curOperandType curOperandvValue
isDebug
curoOperand
curOperand isvalid
operandList append curOperand

isDebug
curoperand
curOperandvaild
isDebug
curOperandvaild
curOperandIdx
operandList

parsedInst Instruction addr addr, name instName operands operandList
isDebug
parsedInst
Operand listToStr operandList
parsedInst

self, instName
isMatchInst



self name

instName lower self name lower
isMatchInst
isMatchInst
self
contentStr
isDebug
# isDebug = True
isDebug
self
operandNum self operands
isDebug
operandNum
isPairInst self isStp self isLdp
isDebug
isPairInst
isPairInst
operandNum
srcOperand self operands
isDebug
srcOperand
srcOperandStr srcOperand contentStr
isDebug
srcOperandStr
dstOperand self operands
isDebug
dstOperand
dstOperandStr dstOperand contentStr
isDebug
dstOperandStr
self isMov self isFmov
# MOV X0, X24
# FMOV D4, #-3.0
operandNum
contentStr srcOperandStr, Instruction toStr
# print("contentStr=%s" % contentStr)
operandNum

oW W W W

# TODO: add case for operand > 2

self isAdd self isFadd

<Instruction: ©x10235D574: ADD X0, X19, X8; location>
# print("is ADD: self=%s" % self)

instName = self.name

# print("instName=%s" % instName)

instOperandList = self,operands

dstOperandStr



# # print("instOperandList=%s" % Operand.listToStr(instOperandList))

operandNum

# <Instruction: 0x10285D574: ADD X0, X19, X8; location>

extracOperand self operands

# print("extracOperand=%s" % extracOperand)

extraOperandStr extracOperand contentStr

# print("extraOperandStr=%s" % extraOperandStr)

contentStr srcOperandStr, Instruction addStr extraOperandStr
Instruction toStr, dstOperandStr

# TODO: add case operand ==
self isLdr
# LDR X0, [SP,#arg_18];
operandNum
contentStr srcOperandStr, Instruction toStr, dstOperandStr
operandNum
# TODO: add case for operand > 2

self isStr
# STR XZR, [X19,X8]
operandNum
contentStr dstOperandStr, Instruction toStr srcOperandStr
operandNum
# TODO: add case for operand > 2

self isStp
# <Instruction: 0x10235D6B4: STP X8, X9, [SP,#arg_18]>
operandNum
srcOperandl  self operands
isDebug
srcOperandi
srcOperandiStr srcOperandl contentStr
isDebug
srcOperandiStr
srcOperand2 self operands
isDebug
srcOperand2
srcOperand2Str  srcOperand2 contentStr
isDebug
srcOperand2str
dstOperand self operands
isDebug
dstOperand
dstOperandStr dstOperand contentStr
isDebug
dstOperandStr
contentStr srcOperandiStr. srcOperand2Str, Instruction toStr d
stOperandStr
self isLdp

# <Instruction: 0x10235D988: LDP DO, D1, [X8]>
# <Instruction: 0x10235D98C: LDP D2, D3, [X8,#0x10]>
operandNum
dstOperandl self operands
isDebug



dstOperandi
dstOperandiStr  dstOperandl contentStr

isDebug
dstOperandisStr
dstOperand2 self operands
isDebug
dstOperand2
dstOperand2Str  dstOperand2 contentStr
isDebug
dstOperand2str
srcOperand self operands
isDebug
srcOperand
srcOperandStr  srcOperand contentStr
isDebug
srcOperandStr
contentStr srcOperandStr, Instruction toStr dstOperandiStr, ds
tOperand2str

# TODO: add other Instruction support: SUB/STR/...
isDebug
contentStr
contentStr

self
self islInst

self
self islInst

self
self islInst

self
self islInst

self
self islInst

self
# TODO: support more: BRAA / ...
self isB self isBr

self
self islInst

self
self islInst

self
self islInst

self
self islInst



self
self islInst

self
self islInst

self
self islInst
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