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IDA插件脚本：IDAPython
最新版本：	v0.8	

更新时间：	20240311	

简介

介绍IDA中⽀持⽤Python代码调⽤IDAPython接⼝编写插件脚本，实现各种功能。

源码+浏览+下载

本书的各种源码、在线浏览地址、多种格式⽂件下载如下：

HonKit源码

crifan/ida_plugin_script_idapython:	IDA插件脚本：IDAPython

如何使⽤此HonKit源码去⽣成发布为电⼦书

详⻅：crifan/honkit_template:	demo	how	to	use	crifan	honkit	template	and	demo

在线浏览

IDA插件脚本：IDAPython	book.crifan.org
IDA插件脚本：IDAPython	crifan.github.io

离线下载阅读

IDA插件脚本：IDAPython	PDF
IDA插件脚本：IDAPython	ePub
IDA插件脚本：IDAPython	Mobi

版权和⽤途说明

此电⼦书教程的全部内容，如⽆特别说明，均为本⼈原创。其中部分内容参考⾃⽹络，均已备注了出处。

如发现有侵权，请通过邮箱联系我		admin	艾特	crifan.com	，我会尽快删除。谢谢合作。

各种技术类教程，仅作为学习和研究使⽤。请勿⽤于任何⾮法⽤途。如有⾮法⽤途，均与本⼈⽆关。

鸣谢

感谢我的⽼婆陈雪的包容理解和悉⼼照料，才使得我	crifan	有更多精⼒去专注技术专研和整理归纳出这

些电⼦书和技术教程，特此鸣谢。

前⾔
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https://github.com/crifan/ida_plugin_script_idapython
https://github.com/crifan/honkit_template
https://book.crifan.org/books/ida_plugin_script_idapython/website/
https://crifan.github.io/ida_plugin_script_idapython/website/
https://book.crifan.org/books/ida_plugin_script_idapython/pdf/ida_plugin_script_idapython.pdf
https://book.crifan.org/books/ida_plugin_script_idapython/epub/ida_plugin_script_idapython.epub
https://book.crifan.org/books/ida_plugin_script_idapython/mobi/ida_plugin_script_idapython.mobi


其他

作者的其他电⼦书

本⼈	crifan	还写了其他	150+	本电⼦书教程，感兴趣可移步⾄：

crifan/crifan_ebook_readme:	Crifan的电⼦书的使⽤说明

关于作者

关于作者更多介绍，详⻅：

关于CrifanLi李茂	–	在路上

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2024-03-12	09:14:51

前⾔
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https://github.com/crifan/crifan_ebook_readme
https://www.crifan.org/about/
https://creativecommons.org/licenses/by/4.0/deed.zh


IDA插件脚本概述

IDA中，⽀持通过，写Python代码，调⽤	IDAPython	的API接⼝，实现各种功能。对应的Python脚本，叫

做：

IDA插件==IDA脚本=IDA的Python脚本

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2024-03-08	10:03:34

IDA插件脚本概述
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https://creativecommons.org/licenses/by/4.0/deed.zh


IDAPython相关⽂档和资料

	IDAPython	⽂档

⼊⼝

IDAPython	documentation
常⽤（⼦）模块

idaapi
https://hex-rays.com/products/ida/support/idapython_docs/ida_idaapi.html

	IDAPython	资料

Github
https://github.com/idapython

src源码

idapython/src:	IDAPython	project	for	Hex-Ray's	IDA	Pro

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2024-03-08	10:24:16

⽂档和资料
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https://hex-rays.com/products/ida/support/idapython_docs/
https://hex-rays.com/products/ida/support/idapython_docs/ida_idaapi.html
https://github.com/idapython
https://github.com/idapython/src
https://creativecommons.org/licenses/by/4.0/deed.zh


IDAPython的cheatsheet⼩抄

有别⼈整理好的，IDA的IDAPython的	cheatsheet	=	⼩抄	

IDAPython	cheatsheet
IDAPython	7.x

IDAPython	6.x

cheatsheet⼩抄
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https://github.com/inforion/idapython-cheatsheet


crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2024-03-08	10:35:42

cheatsheet⼩抄

7

https://creativecommons.org/licenses/by/4.0/deed.zh


IDA官⽹示例代码

IDA官⽹示例代码

⼊⼝

src/examples	at	master	·	idapython/src	(github.com)

包含

core核⼼

src/examples/core	at	master	·	idapython/src	(github.com)
图

包括

list_bookmarks.py
list_function_items.py
list_imports.py
list_segment_functions.py
list_strings.py
等等

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

官⽹示例代码
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https://github.com/idapython/src/tree/master/examples
https://github.com/idapython/src/tree/master/examples/core
https://github.com/idapython/src/blob/master/examples/core/list_bookmarks.py
https://github.com/idapython/src/blob/master/examples/core/list_function_items.py
https://github.com/idapython/src/blob/master/examples/core/list_imports.py
https://github.com/idapython/src/blob/master/examples/core/list_segment_functions.py
https://github.com/idapython/src/blob/master/examples/core/list_strings.py
https://creativecommons.org/licenses/by/4.0/deed.zh


2024-03-11	09:42:33

官⽹示例代码
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运⾏IDA脚本插件

运⾏IDA脚本插件

最典型⽅式：加载脚本⽂件=	Script	file	
步骤

	IDA	->	File	->	Script	file		->选择对应IDA的Python脚本⽂件-》即可运⾏

图

Mac

Win

运⾏
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其他⽅式

	IDAPython	Interpreter	=	IDAPython交互式命令⾏解析器	

主要⽤途：临时写点Python脚本代码测试

界⾯

	Script	Command	

步骤

	IDA	->	File	->	Script	Command		->⾃⼰输⼊要运⾏的Python脚本

图

Mac

运⾏
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crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2024-03-08	10:17:38

运⾏
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https://creativecommons.org/licenses/by/4.0/deed.zh


调试

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2024-03-08	09:59:52

调试
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https://creativecommons.org/licenses/by/4.0/deed.zh


常⽤函数

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2024-03-11	09:36:40

IDA常⽤函数
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IDA函数

概述

关于IDA的Python脚本代码中常⽤的函数，已整理⾄

crifanIDA.py
使⽤举例

AutoRename.py
exportIDASymbol.py
ida_search_block.py

详解

辅助内容

导⼊IDA的库

importimport	re	re

importimport	os	os

importimport	idc	idc

importimport	idaapi	idaapi

importimport	idautils	idautils

importimport	ida_nalt	ida_nalt

importimport	ida_segment	ida_segment

辅助函数

crifaniOS.py

isObjcFunctionName

defdef		isObjcFunctionNameisObjcFunctionName((funcNamefuncName))::

				""""""

		check	is	ObjC	function	name	or	not		check	is	ObjC	function	name	or	not

		eg:		eg:

				"+[WAAvatarStringsActions	editAvatar]"	->	True				"+[WAAvatarStringsActions	editAvatar]"	->	True

				"-[ParentGroupInfoViewController	initWithParentGroupChatSession:userContext:recentl				"-[ParentGroupInfoViewController	initWithParentGroupChatSession:userContext:recentl

yLinkedGroupJIDs:]"	->	TrueyLinkedGroupJIDs:]"	->	True

				"-[OKEvolveSegmentationVC	proCard]_116"	->	True				"-[OKEvolveSegmentationVC	proCard]_116"	->	True

				"-[WAAvatarStickerUpSellSupplementaryView	.cxx_destruct]"	->	True				"-[WAAvatarStickerUpSellSupplementaryView	.cxx_destruct]"	->	True

				"sub_10004C6D8"	->	False				"sub_10004C6D8"	->	False

				"protocol	witness	for	RawRepresentable.init(rawValue:)	in	conformance	UIFont.FontWe				"protocol	witness	for	RawRepresentable.init(rawValue:)	in	conformance	UIFont.FontWe

ight"	->	Trueight"	->	True

		"""		"""

		isMatchObjcFuncName			isMatchObjcFuncName	==	re	re..matchmatch(("^[\-\+]\[\w+	[\w\.\:]+\]\w*$""^[\-\+]\[\w+	[\w\.\:]+\]\w*$",,	funcName	funcName))

		isObjcFuncName			isObjcFuncName	==		boolbool((isMatchObjcFuncNameisMatchObjcFuncName))

				#	print("funcName=%s	->	isObjcFuncName=%s"	%	(funcName,	isObjcFuncName))#	print("funcName=%s	->	isObjcFuncName=%s"	%	(funcName,	isObjcFuncName))

				returnreturn	isObjcFuncName	isObjcFuncName

函数
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https://github.com/crifan/crifanLibPython/blob/master/python3/crifanLib/thirdParty/crifanIDA.py
https://github.com/crifan/AutoRename/blob/main/AutoRename.py
https://github.com/crifan/restore-symbol/blob/master/tools/IDAScripts/export_ida_symbol/exportIDASymbol.py
https://github.com/crifan/restore-symbol/blob/master/tools/IDAScripts/search_oc_block/ida_search_block.py
https://github.com/crifan/crifanLibPython/blob/master/python3/crifanLib/thirdParty/crifaniOS.py


IDA常⽤函数

ida_getInfo

defdef		ida_getInfoida_getInfo(())::

				""""""

		get	IDA	info		get	IDA	info

		"""		"""

		info			info	==	idaapi	idaapi..get_inf_structureget_inf_structure(())

				#	print("info=%s"	%	info)#	print("info=%s"	%	info)

				returnreturn	info	info

ida_printInfo

defdef		ida_printInfoida_printInfo((infoinfo))::

				""""""

		print	IDA	info		print	IDA	info

		"""		"""

		version			version	==	info	info..versionversion

				printprint(("version=%s""version=%s"		%%	version	version))

		is64Bit			is64Bit	==	info	info..is_64bitis_64bit(())

				printprint(("is64Bit=%s""is64Bit=%s"		%%	is64Bit	is64Bit))

		procName			procName	==	info	info..procnameprocname

				printprint(("procName=%s""procName=%s"		%%	procName	procName))

		entryPoint			entryPoint	==	info	info..start_eastart_ea

				printprint(("entryPoint=0x%X""entryPoint=0x%X"		%%	entryPoint	entryPoint))

		baseAddr			baseAddr	==	info	info..baseaddrbaseaddr

				printprint(("baseAddr=0x%X""baseAddr=0x%X"		%%	baseAddr	baseAddr))

ida_printAllImports

defdef		ida_printAllImportsida_printAllImports(())::

				""""""

		print	all	imports	lib	and	functions	inside	lib"""		print	all	imports	lib	and	functions	inside	lib"""

		nimps			nimps	==	ida_nalt	ida_nalt..get_import_module_qtyget_import_module_qty(())

				printprint(("Found	%d	import(s)...""Found	%d	import(s)..."		%%	nimps	nimps))

				forfor	i		i	inin		rangerange((nimpsnimps))::

				name					name	==	ida_nalt	ida_nalt..get_import_module_nameget_import_module_name((ii))

								ifif		notnot	name	name::

												printprint(("Failed	to	get	import	module	name	for	[%d]	%s""Failed	to	get	import	module	name	for	[%d]	%s"		%%		((ii,,	name	name))))

						name							name	==		"<unnamed>""<unnamed>"

								elseelse::

												printprint(("[%d]	%s""[%d]	%s"		%%		((ii,,	name	name))))

								defdef		imp_cbimp_cb((eaea,,	name	name,,	ordinal	ordinal))::

																ifif		notnot	name	name::

																								printprint(("%08x:	ordinal	#%d""%08x:	ordinal	#%d"		%%		((eaea,,	ordinal	ordinal))))

																elseelse::

																								printprint(("%08x:	%s	(ordinal	#%d)""%08x:	%s	(ordinal	#%d)"		%%		((eaea,,	name	name,,	ordinal	ordinal))))

																#	True	->	Continue	enumeration#	True	->	Continue	enumeration

																#	False	->	Stop	enumeration#	False	->	Stop	enumeration

函数
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																returnreturn		TrueTrue

				ida_nalt				ida_nalt..enum_import_namesenum_import_names((ii,,	imp_cb	imp_cb))

ida_printSegment

defdef		ida_printSegmentida_printSegment((curSegcurSeg))::

				""""""

		print	segment	info		print	segment	info

				Note:	in	IDA,	segment	==	section				Note:	in	IDA,	segment	==	section

		"""		"""

		segName			segName	==	curSeg	curSeg..namename

				#	print("type(segName)=%s"	%	type(segName))#	print("type(segName)=%s"	%	type(segName))

		segSelector			segSelector	==	curSeg	curSeg..selsel

		segStartAddr			segStartAddr	==	curSeg	curSeg..start_eastart_ea

		segEndAddr			segEndAddr	==	curSeg	curSeg..end_eaend_ea

				printprint(("Segment:	[0x%X-0x%X]	name=%s,	selector=%s	:	seg=%s""Segment:	[0x%X-0x%X]	name=%s,	selector=%s	:	seg=%s"		%%		((segStartAddrsegStartAddr,,	segEndAddr	segEndAddr

,,	segName	segName,,	segSelector	segSelector,,	curSeg	curSeg))))

ida_getSegmentList

defdef		ida_getSegmentListida_getSegmentList(())::

				""""""

		get	segment	list		get	segment	list

		"""		"""

		segList			segList	==		[[]]

		segNum			segNum	==	ida_segment	ida_segment..get_segm_qtyget_segm_qty(())

				forfor	segIdx		segIdx	inin		rangerange((segNumsegNum))::

				curSeg					curSeg	==	ida_segment	ida_segment..getnseggetnseg((segIdxsegIdx))

								#	print("curSeg=%s"	%	curSeg)#	print("curSeg=%s"	%	curSeg)

				segList				segList..appendappend((curSegcurSeg))

								#	ida_printSegment(curSeg)#	ida_printSegment(curSeg)

				returnreturn	segList	segList

ida_testGetSegment

defdef		ida_testGetSegmentida_testGetSegment(())::

				""""""

		test	get	segment	info		test	get	segment	info

		"""		"""

				#	textSeg	=	ida_segment.get_segm_by_name("__TEXT")#	textSeg	=	ida_segment.get_segm_by_name("__TEXT")

				#	dataSeg	=	ida_segment.get_segm_by_name("__DATA")#	dataSeg	=	ida_segment.get_segm_by_name("__DATA")

				#	ida_getSegmentList()#	ida_getSegmentList()

				#	NAME___TEXT	=	"21"#	NAME___TEXT	=	"21"

				#	NAME___TEXT	=	21#	NAME___TEXT	=	21

				#	NAME___TEXT	=	"__TEXT,__text"#	NAME___TEXT	=	"__TEXT,__text"

				#	NAME___TEXT	=	"__TEXT:__text"#	NAME___TEXT	=	"__TEXT:__text"

				#	NAME___TEXT	=	".text"#	NAME___TEXT	=	".text"

函数
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				""""""

				__TEXT,__text				__TEXT,__text

				__TEXT,__stubs				__TEXT,__stubs

				__TEXT,__stub_helper				__TEXT,__stub_helper

				__TEXT,__objc_stubs				__TEXT,__objc_stubs

				__TEXT,__const				__TEXT,__const

				__TEXT,__objc_methname				__TEXT,__objc_methname

				__TEXT,__cstring				__TEXT,__cstring

				__TEXT,__swift5_typeref				__TEXT,__swift5_typeref

				__TEXT,__swift5_protos				__TEXT,__swift5_protos

				__TEXT,__swift5_proto				__TEXT,__swift5_proto

				__TEXT,__swift5_types				__TEXT,__swift5_types

				__TEXT,__objc_classname				__TEXT,__objc_classname

				__TEXT,__objc_methtype				__TEXT,__objc_methtype

				__TEXT,__gcc_except_tab				__TEXT,__gcc_except_tab

				__TEXT,__ustring				__TEXT,__ustring

				__TEXT,__unwind_info				__TEXT,__unwind_info

				__TEXT,__eh_frame				__TEXT,__eh_frame

				__TEXT,__oslogstring				__TEXT,__oslogstring

				__DATA,__got				__DATA,__got

				__DATA,__la_symbol_ptr				__DATA,__la_symbol_ptr

				__DATA,__mod_init_func				__DATA,__mod_init_func

				__DATA,__const				__DATA,__const

				__DATA,__cfstring				__DATA,__cfstring

				__DATA,__objc_classlist				__DATA,__objc_classlist

				__DATA,__objc_catlist				__DATA,__objc_catlist

				__DATA,__objc_protolist				__DATA,__objc_protolist

				__DATA,__objc_imageinfo				__DATA,__objc_imageinfo

				__DATA,__objc_const				__DATA,__objc_const

				__DATA,__objc_selrefs				__DATA,__objc_selrefs

				__DATA,__objc_protorefs				__DATA,__objc_protorefs

				__DATA,__objc_classrefs				__DATA,__objc_classrefs

				__DATA,__objc_superrefs				__DATA,__objc_superrefs

				__DATA,__objc_ivar				__DATA,__objc_ivar

				__DATA,__objc_data				__DATA,__objc_data

				__DATA,__data				__DATA,__data

				__DATA,__objc_stublist				__DATA,__objc_stublist

				__DATA,__swift_hooks				__DATA,__swift_hooks

				__DATA,__swift51_hooks				__DATA,__swift51_hooks

				__DATA,__s_async_hook				__DATA,__s_async_hook

				__DATA,__swift56_hooks				__DATA,__swift56_hooks

				__DATA,__thread_vars				__DATA,__thread_vars

				__DATA,__thread_bss				__DATA,__thread_bss

				__DATA,__bss				__DATA,__bss

				__DATA,__common				__DATA,__common

		"""		"""

				#	__TEXT,__text#	__TEXT,__text

		NAME___text			NAME___text	==		"__text""__text"

		textSeg			textSeg	==	ida_segment	ida_segment..get_segm_by_nameget_segm_by_name((NAME___textNAME___text))

				printprint(("textSeg:	%s	->	%s""textSeg:	%s	->	%s"		%%		((NAME___textNAME___text,,	textSeg	textSeg))))

		ida_printSegment		ida_printSegment((textSegtextSeg))

				#	__TEXT,__objc_methname#	__TEXT,__objc_methname

		NAME___objc_methname			NAME___objc_methname	==		"__objc_methname""__objc_methname"

函数
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		objcMethNameSeg			objcMethNameSeg	==	ida_segment	ida_segment..get_segm_by_nameget_segm_by_name((NAME___objc_methnameNAME___objc_methname))

				printprint(("objcMethNameSeg:	%s	->	%s""objcMethNameSeg:	%s	->	%s"		%%		((NAME___objc_methnameNAME___objc_methname,,	objcMethNameSeg	objcMethNameSeg))))

		ida_printSegment		ida_printSegment((objcMethNameSegobjcMethNameSeg))

				#	__DATA,__got#	__DATA,__got

		NAME___got			NAME___got	==		"__got""__got"

		gotSeg			gotSeg	==	ida_segment	ida_segment..get_segm_by_nameget_segm_by_name((NAME___gotNAME___got))

				printprint(("gotSeg:	%s	->	%s""gotSeg:	%s	->	%s"		%%		((NAME___gotNAME___got,,	gotSeg	gotSeg))))

		ida_printSegment		ida_printSegment((gotSeggotSeg))

				#	__DATA,__data#	__DATA,__data

				#	NAME___DATA	=	"22"#	NAME___DATA	=	"22"

				#	NAME___DATA	=	22#	NAME___DATA	=	22

		NAME___DATA			NAME___DATA	==		"__data""__data"

		dataSeg			dataSeg	==	ida_segment	ida_segment..get_segm_by_nameget_segm_by_name((NAME___DATANAME___DATA))

				printprint(("dataSeg:	%s	->	%s""dataSeg:	%s	->	%s"		%%		((NAME___DATANAME___DATA,,	dataSeg	dataSeg))))

		ida_printSegment		ida_printSegment((dataSegdataSeg))

				#	exist	two	one:	__TEXT,__const	/	__DATA,__const#	exist	two	one:	__TEXT,__const	/	__DATA,__const

		NAME___const			NAME___const	==		"__const""__const"

		constSeg			constSeg	==	ida_segment	ida_segment..get_segm_by_nameget_segm_by_name((NAME___constNAME___const))

				printprint(("constSeg:	%s	->	%s""constSeg:	%s	->	%s"		%%		((NAME___constNAME___const,,	constSeg	constSeg))))

		ida_printSegment		ida_printSegment((constSegconstSeg))

ida_getDemangledName

defdef		ida_getDemangledNameida_getDemangledName((origSymbolNameorigSymbolName))::

				""""""

		use	IDA	to	get	demangled	name	for	original	symbol	name		use	IDA	to	get	demangled	name	for	original	symbol	name

		"""		"""

		retName			retName	==	origSymbolName	origSymbolName

				#	demangledName	=	idc.demangle_name(origSymbolName,	idc.get_inf_attr(idc.INF_SHORT_DN#	demangledName	=	idc.demangle_name(origSymbolName,	idc.get_inf_attr(idc.INF_SHORT_DN

))))

				#	https://hex-rays.com/products/ida/support/ida74_idapython_no_bc695_porting_guide.sh#	https://hex-rays.com/products/ida/support/ida74_idapython_no_bc695_porting_guide.sh

tmltml

		demangledName			demangledName	==	idc	idc..demangle_namedemangle_name((origSymbolNameorigSymbolName,,	idc	idc..get_inf_attrget_inf_attr((idcidc..INF_SHORT_DEMNINF_SHORT_DEMN

AMESAMES))))

				ifif	demangledName	demangledName::

				retName					retName	==	demangledName	demangledName

				#	do	extra	post	process:#	do	extra	post	process:

				#	remove/replace	invalid	char	for	non-objc	function	name#	remove/replace	invalid	char	for	non-objc	function	name

		isNotObjcFuncName			isNotObjcFuncName	==		notnot	isObjcFunctionName	isObjcFunctionName((retNameretName))

				#	print("isNotObjcFuncName=%s"	%	isNotObjcFuncName)#	print("isNotObjcFuncName=%s"	%	isNotObjcFuncName)

				ifif	isNotObjcFuncName	isNotObjcFuncName::

				retName					retName	==	retName	retName..replacereplace(("?""?",,		""""))

				retName					retName	==	retName	retName..replacereplace(("	""	",,		"_""_"))

				retName					retName	==	retName	retName..replacereplace(("*""*",,		"_""_"))

				#	print("origSymbolName=%s	->	retName=%s"	%	(origSymbolName,	retName))#	print("origSymbolName=%s	->	retName=%s"	%	(origSymbolName,	retName))

				returnreturn	retName	retName

ida_getFunctionEndAddr
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defdef		ida_getFunctionEndAddrida_getFunctionEndAddr((funcAddrfuncAddr))::

				""""""

		get	function	end	address		get	function	end	address

				Example:				Example:

						0x1023A2534	->	0x1023A2540						0x1023A2534	->	0x1023A2540

		"""		"""

		funcAddrEnd			funcAddrEnd	==	idc	idc..get_func_attrget_func_attr((funcAddrfuncAddr,,	attr	attr==idcidc..FUNCATTR_ENDFUNCATTR_END))

				returnreturn	funcAddrEnd	funcAddrEnd

ida_getFunctionSize

defdef		ida_getFunctionSizeida_getFunctionSize((funcAddrfuncAddr))::

				""""""

		get	function	size		get	function	size

				Example:				Example:

						0x1023A2534	->	12						0x1023A2534	->	12

		"""		"""

		funcAddrEnd			funcAddrEnd	==	idc	idc..get_func_attrget_func_attr((funcAddrfuncAddr,,	attr	attr==idcidc..FUNCATTR_ENDFUNCATTR_END))

		funcAddStart			funcAddStart	==	idc	idc..get_func_attrget_func_attr((funcAddrfuncAddr,,	attr	attr==idcidc..FUNCATTR_STARTFUNCATTR_START))

		funcSize			funcSize	==	funcAddrEnd		funcAddrEnd	--	funcAddStart	funcAddStart

				returnreturn	funcSize	funcSize

ida_getFunctionName

defdef		ida_getFunctionNameida_getFunctionName((funcAddrfuncAddr))::

				""""""

		get	function	name		get	function	name

				Exmaple:				Exmaple:

						0x1023A2534	->	"sub_1023A2534"						0x1023A2534	->	"sub_1023A2534"

						0xF9D260	->	"objc_msgSend$initWithKeyValueStore_namespace_binaryCoders_X22toX0_X2						0xF9D260	->	"objc_msgSend$initWithKeyValueStore_namespace_binaryCoders_X22toX0_X2

3toX2_X24toX4_EF8C"3toX2_X24toX4_EF8C"

		"""		"""

		funcName			funcName	==	idc	idc..get_func_nameget_func_name((funcAddrfuncAddr))

				returnreturn	funcName	funcName

ida_getName

defdef		ida_getNameida_getName((curAddrcurAddr))::

				""""""

		get	name		get	name

				Exmaple:				Exmaple:

						0xF9D260	->	"_objc_msgSend$initWithKeyValueStore:namespace:binaryCoders:"						0xF9D260	->	"_objc_msgSend$initWithKeyValueStore:namespace:binaryCoders:"

		"""		"""

		addrName			addrName	==	idc	idc..get_nameget_name((curAddrcurAddr))

				returnreturn	addrName	addrName

ida_getDisasmStr
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defdef		ida_getDisasmStrida_getDisasmStr((funcAddrfuncAddr))::

				""""""

		get	disasmemble	string		get	disasmemble	string

				Exmaple:				Exmaple:

						0x1023A2534	->	"MOV	X5,	X0"						0x1023A2534	->	"MOV	X5,	X0"

		"""		"""

				#	method	1:	generate_disasm_line#	method	1:	generate_disasm_line

				#	disasmLine_forceCode	=	idc.generate_disasm_line(funcAddr,	idc.GENDSM_FORCE_CODE)#	disasmLine_forceCode	=	idc.generate_disasm_line(funcAddr,	idc.GENDSM_FORCE_CODE)

				#	print("disasmLine_forceCode:	type=%s,	val=%s"	%	(type(disasmLine_forceCode),	disasm#	print("disasmLine_forceCode:	type=%s,	val=%s"	%	(type(disasmLine_forceCode),	disasm

Line_forceCode))Line_forceCode))

				#	disasmLine_multiLine	=	idc.generate_disasm_line(funcAddr,	idc.GENDSM_MULTI_LINE)#	disasmLine_multiLine	=	idc.generate_disasm_line(funcAddr,	idc.GENDSM_MULTI_LINE)

				#	print("disasmLine_multiLine:	type=%s,	val=%s"	%	(type(disasmLine_multiLine),	disasm#	print("disasmLine_multiLine:	type=%s,	val=%s"	%	(type(disasmLine_multiLine),	disasm

Line_multiLine))Line_multiLine))

				#	method	2:	GetDisasm#	method	2:	GetDisasm

		disasmLine			disasmLine	==	idc	idc..GetDisasmGetDisasm((funcAddrfuncAddr))

				#	print("disasmLine:	type=%s,	val=%s"	%	(type(disasmLine),	disasmLine))#	print("disasmLine:	type=%s,	val=%s"	%	(type(disasmLine),	disasmLine))

				#	post	process#	post	process

				#	print("disasmLine=%s"	%	disasmLine)#	print("disasmLine=%s"	%	disasmLine)

				#	"MOV													X4,	X21"	->	"MOV	X4,	X21"#	"MOV													X4,	X21"	->	"MOV	X4,	X21"

		disasmLine			disasmLine	==	re	re..subsub(("\s+""\s+",,		"	""	",,	disasmLine	disasmLine))

				#	print("disasmLine=%s"	%	disasmLine)#	print("disasmLine=%s"	%	disasmLine)

				returnreturn	disasmLine	disasmLine

ida_getFunctionAddrList

defdef		ida_getFunctionAddrListida_getFunctionAddrList(())::

				""""""

		get	function	address	list		get	function	address	list

		"""		"""

		functionIterator			functionIterator	==	idautils	idautils..FunctionsFunctions(())

		functionAddrList			functionAddrList	==		[[]]

				forfor	curFuncAddr		curFuncAddr	inin	functionIterator	functionIterator::

				functionAddrList				functionAddrList..appendappend((curFuncAddrcurFuncAddr))

				returnreturn	functionAddrList	functionAddrList

ida_rename

defdef		ida_renameida_rename((curAddrcurAddr,,	newName	newName,,	retryName	retryName==NoneNone))::

				""""""

		rename	<curAddr>	to	<newName>.	if	fail,	retry	with	with	<retryName>	if	not	None		rename	<curAddr>	to	<newName>.	if	fail,	retry	with	with	<retryName>	if	not	None

				Example:				Example:

						0x3B4E28,	"X2toX21_X1toX20_X0toX19_4E28",	"X2toX21_X1toX20_X0toX19_3B4E28"	->	Tru						0x3B4E28,	"X2toX21_X1toX20_X0toX19_4E28",	"X2toX21_X1toX20_X0toX19_3B4E28"	->	Tru

e,	"X2toX21_X1toX20_X0toX19_4E28"e,	"X2toX21_X1toX20_X0toX19_4E28"

		"""		"""

				#	print("curAddr=0x%X,	newName=%s,	retryName=%s"	%	(curAddr,	newName,	retryName))#	print("curAddr=0x%X,	newName=%s,	retryName=%s"	%	(curAddr,	newName,	retryName))

		isRenameOk			isRenameOk	==		FalseFalse

		renamedName			renamedName	==		NoneNone

		isOk			isOk	==	idc	idc..set_nameset_name((curAddrcurAddr,,	newName	newName))

				#	print("isOk=%s	for	[0x%X]	->	%s"	%	(isOk,	curAddr,	newName))#	print("isOk=%s	for	[0x%X]	->	%s"	%	(isOk,	curAddr,	newName))

函数

21



				ifif	isOk		isOk	====		11::

				isRenameOk					isRenameOk	==		TrueTrue

				renamedName					renamedName	==	newName	newName

				elseelse::

								ifif	retryName	retryName::

						isOk							isOk	==	idc	idc..set_nameset_name((curAddrcurAddr,,	retryName	retryName))

												#	print("isOk=%s	for	[0x%X]	->	%s"	%	(isOk,	curAddr,	retryName))#	print("isOk=%s	for	[0x%X]	->	%s"	%	(isOk,	curAddr,	retryName))

												ifif	isOk		isOk	====		11::

								isRenameOk									isRenameOk	==		TrueTrue

								renamedName									renamedName	==	retryName	retryName

				#	print("isRenameOk=%s,	renamedName=%s"	%	(isRenameOk,	renamedName))#	print("isRenameOk=%s,	renamedName=%s"	%	(isRenameOk,	renamedName))

				returnreturn		((isRenameOkisRenameOk,,	renamedName	renamedName))

ida_getCurrentFolder

defdef		ida_getCurrentFolderida_getCurrentFolder(())::

				""""""

		get	current	folder	for	IDA	current	opened	binary	file		get	current	folder	for	IDA	current	opened	binary	file

				Example:				Example:

						->	/Users/crifan/dev/dev_root/iosReverse/WhatsApp/ipa/Payload/WhatsApp.app						->	/Users/crifan/dev/dev_root/iosReverse/WhatsApp/ipa/Payload/WhatsApp.app

						->	/Users/crifan/dev/dev_root/iosReverse/WhatsApp/ipa/Payload/WhatsApp.app/Framew						->	/Users/crifan/dev/dev_root/iosReverse/WhatsApp/ipa/Payload/WhatsApp.app/Framew

orks/SharedModules.frameworkorks/SharedModules.framework

		"""		"""

		curFolder			curFolder	==		NoneNone

		inputFileFullPath			inputFileFullPath	==	ida_nalt	ida_nalt..get_input_file_pathget_input_file_path(())

				#	print("inputFileFullPath=%s"	%	inputFileFullPath)#	print("inputFileFullPath=%s"	%	inputFileFullPath)

				ifif	inputFileFullPath	inputFileFullPath..startswithstartswith(("/var/containers/Bundle/Application""/var/containers/Bundle/Application"))::

								#	inputFileFullPath=/var/containers/Bundle/Application/2BE964D4-8DF0-4858-A06D-66CA#	inputFileFullPath=/var/containers/Bundle/Application/2BE964D4-8DF0-4858-A06D-66CA

8741ACDC/WhatsApp.app/WhatsApp8741ACDC/WhatsApp.app/WhatsApp

								#	->	maybe	IDA	bug	->	after	debug	settings,	output	iOS	device	path,	but	later	no	au#	->	maybe	IDA	bug	->	after	debug	settings,	output	iOS	device	path,	but	later	no	au

thority	to	write	exported	file	to	itthority	to	write	exported	file	to	it

								#	so	need	to	avoid	this	case,	change	to	output	to	PC	side	(Mac)	current	folder#	so	need	to	avoid	this	case,	change	to	output	to	PC	side	(Mac)	current	folder

				curFolder					curFolder	==		".""."

				elseelse::

				curFolder					curFolder	==	os	os..pathpath..dirnamedirname((inputFileFullPathinputFileFullPath))

				#	print("curFolder=%s"	%	curFolder)#	print("curFolder=%s"	%	curFolder)

				#	debugInputPath	=	ida_nalt.dbg_get_input_path()#	debugInputPath	=	ida_nalt.dbg_get_input_path()

				#	print("debugInputPath=%s"	%	debugInputPath)#	print("debugInputPath=%s"	%	debugInputPath)

		curFolder			curFolder	==	os	os..pathpath..abspathabspath((curFoldercurFolder))

				#	print("curFolder=%s"	%	curFolder)#	print("curFolder=%s"	%	curFolder)

				#	here	work:#	here	work:

				#	.	->	/Users/crifan/dev/dev_root/iosReverse/WhatsApp/ipa/Payload/WhatsApp.app#	.	->	/Users/crifan/dev/dev_root/iosReverse/WhatsApp/ipa/Payload/WhatsApp.app

				returnreturn	curFolder	curFolder

isDefaultTypeForObjcMsgSendFunction

defdef		isDefaultTypeForObjcMsgSendFunctionisDefaultTypeForObjcMsgSendFunction((funcAddrfuncAddr))::

				""""""

		check	is	objc_msgSend$xxx	function's	default	type	"id(void	*,	const	char	*,	...)"	or			check	is	objc_msgSend$xxx	function's	default	type	"id(void	*,	const	char	*,	...)"	or	
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notnot

		eg:		eg:

				0xF3EF8C	->	True				0xF3EF8C	->	True

						note:	funcType=id(void	*,	const	char	*,	__int64,	__int64,	...)						note:	funcType=id(void	*,	const	char	*,	__int64,	__int64,	...)

		"""		"""

		isDefType			isDefType	==		FalseFalse

		funcType			funcType	==	idc	idc..get_typeget_type((funcAddrfuncAddr))

				#	print("[0x%X]	->	funcType=%s"	%	(funcAddr,	funcType))#	print("[0x%X]	->	funcType=%s"	%	(funcAddr,	funcType))

				ifif	funcType	funcType::

				defaultTypeMatch					defaultTypeMatch	==	re	re..searchsearch(("\.\.\.\)$""\.\.\.\)$",,	funcType	funcType))

								#	print("defaultTypeMatch=%s"	%	defaultTypeMatch)#	print("defaultTypeMatch=%s"	%	defaultTypeMatch)

				isDefType					isDefType	==		boolbool((defaultTypeMatchdefaultTypeMatch))

								#	print("isDefType=%s"	%	isDefType)#	print("isDefType=%s"	%	isDefType)

				returnreturn	isDefType	isDefType

⽆需调⽤IDA的API的相关函数

isDefaultSubFuncName

defdef		isDefaultSubFuncNameisDefaultSubFuncName((funcNamefuncName))::

				""""""

		check	is	default	sub_XXX	function	or	not	from	name		check	is	default	sub_XXX	function	or	not	from	name

		eg:		eg:

				sub_F332C0	->	True,	"F332C0"				sub_F332C0	->	True,	"F332C0"

		"""		"""

		isSub			isSub	==		FalseFalse

		addressStr			addressStr	==		NoneNone

				#	subMatch	=	re.match("^sub_[0-9A-Za-z]+$",	funcName)#	subMatch	=	re.match("^sub_[0-9A-Za-z]+$",	funcName)

		subMatch			subMatch	==	re	re..matchmatch(("^sub_(?P<addressStr>[0-9A-Fa-f]+)$""^sub_(?P<addressStr>[0-9A-Fa-f]+)$",,	funcName	funcName))

				#	print("subMatch=%s"	%	subMatch)#	print("subMatch=%s"	%	subMatch)

				ifif	subMatch	subMatch::

				isSub					isSub	==		TrueTrue

				addressStr					addressStr	==	subMatch	subMatch..groupgroup(("addressStr""addressStr"))

				returnreturn	isSub	isSub,,	addressStr	addressStr

isReservedPrefix_loc

defdef		isReservedPrefix_locisReservedPrefix_loc((funcNamefuncName))::

				""""""

		check	is	reserved	prefix	loc_XXX	name	or	not		check	is	reserved	prefix	loc_XXX	name	or	not

		eg:		eg:

				loc_100007A2C	->	True,	"100007A2C"				loc_100007A2C	->	True,	"100007A2C"

		"""		"""

		isLoc			isLoc	==		FalseFalse

		addressStr			addressStr	==		NoneNone

		locMatch			locMatch	==	re	re..matchmatch(("^loc_(?P<addressStr>[0-9A-Fa-f]+)$""^loc_(?P<addressStr>[0-9A-Fa-f]+)$",,	funcName	funcName))

				#	print("locMatch=%s"	%	locMatch)#	print("locMatch=%s"	%	locMatch)

				ifif	locMatch	locMatch::

				isLoc					isLoc	==		TrueTrue

				addressStr					addressStr	==	locMatch	locMatch..groupgroup(("addressStr""addressStr"))

				returnreturn	isLoc	isLoc,,	addressStr	addressStr

函数

23



isDefaultSubFunction

defdef		isDefaultSubFunctionisDefaultSubFunction((curAddrcurAddr))::

				""""""

		check	is	default	sub_XXX	function	or	not	from	address		check	is	default	sub_XXX	function	or	not	from	address

		"""		"""

		isDefSubFunc			isDefSubFunc	==		FalseFalse

		curFuncName				curFuncName		==	ida_getFunctionName	ida_getFunctionName((curAddrcurAddr))

				#	print("curFuncName=%s"	%	curFuncName)#	print("curFuncName=%s"	%	curFuncName)

				ifif	curFuncName	curFuncName::

				isDefSubFunc				isDefSubFunc,,	subAddStr		subAddStr	==	isDefaultSubFuncName	isDefaultSubFuncName((curFuncNamecurFuncName))

				returnreturn	isDefSubFunc	isDefSubFunc,,	curFuncName	curFuncName

isObjcMsgSendFunction

defdef		isObjcMsgSendFunctionisObjcMsgSendFunction((curAddrcurAddr))::

				""""""

		check	is	default	sub_XXX	function	or	not	from	address		check	is	default	sub_XXX	function	or	not	from	address

		"""		"""

		isObjcMsgSend			isObjcMsgSend	==		FalseFalse

		curFuncName				curFuncName		==	ida_getFunctionName	ida_getFunctionName((curAddrcurAddr))

				#	print("curFuncName=%s"	%	curFuncName)#	print("curFuncName=%s"	%	curFuncName)

				ifif	curFuncName	curFuncName::

				isObjcMsgSend				isObjcMsgSend,,	selectorStr		selectorStr	==	isObjcMsgSendFuncName	isObjcMsgSendFuncName((curFuncNamecurFuncName))

				returnreturn	isObjcMsgSend	isObjcMsgSend,,	selectorStr	selectorStr
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IDA⼯具类

Operand=操作数

################################################################################################################################################################

#	Config	&	Settings	&	Const#	Config	&	Settings	&	Const

################################################################################################################################################################

ArmSpecialRegNameList	ArmSpecialRegNameList	==		[[

				"SB""SB",,

				"TR""TR",,

				"XR""XR",,

				"IP""IP",,

				"IP0""IP0",,

				"IP1""IP1",,

				"PR""PR",,

				"SP""SP",,

				"FP""FP",,

				"LR""LR",,

				"PC""PC",,

]]

classclass		OperandOperand::

				#	Operand	Type#	Operand	Type

				#	https://hex-rays.com/products/ida/support/idapython_docs/idc.html#idc.get_operand_v#	https://hex-rays.com/products/ida/support/idapython_docs/idc.html#idc.get_operand_v

aluealue

		o_void							o_void					==		00																#	No	Operand																											----------#	No	Operand																											----------

		o_reg								o_reg						==		11																#	General	Register	(al,ax,es,ds...)				reg#	General	Register	(al,ax,es,ds...)				reg

		o_mem								o_mem						==		22																#	Direct	Memory	Reference		(DATA)						addr#	Direct	Memory	Reference		(DATA)						addr

		o_phrase					o_phrase			==		33																#	Memory	Ref	[Base	Reg	+	Index	Reg]				phrase#	Memory	Ref	[Base	Reg	+	Index	Reg]				phrase

		o_displ						o_displ				==		44																#	Memory	Reg	[Base	Reg	+	Index	Reg	+	Displacement]	phrase+addr#	Memory	Reg	[Base	Reg	+	Index	Reg	+	Displacement]	phrase+addr

		o_imm								o_imm						==		55																#	Immediate	Value																						value#	Immediate	Value																						value

		o_far								o_far						==		66																#	Immediate	Far	Address		(CODE)								addr#	Immediate	Far	Address		(CODE)								addr

		o_near							o_near					==		77																#	Immediate	Near	Address	(CODE)								addr#	Immediate	Near	Address	(CODE)								addr

		o_idpspec0			o_idpspec0	==		88																#	Processor	specific	type#	Processor	specific	type

		o_idpspec1			o_idpspec1	==		99																#	Processor	specific	type#	Processor	specific	type

		o_idpspec2			o_idpspec2	==		1010														#	Processor	specific	type#	Processor	specific	type

		o_idpspec3			o_idpspec3	==		1111														#	Processor	specific	type#	Processor	specific	type

		o_idpspec4			o_idpspec4	==		1212														#	Processor	specific	type#	Processor	specific	type

		o_idpspec5			o_idpspec5	==		1313														#	Processor	specific	type#	Processor	specific	type

																																																#	There	can	be	more	processor	specific	types#	There	can	be	more	processor	specific	types

				#	x86#	x86

		o_trreg				o_trreg		==							o_idpspec0													o_idpspec0						#	trace	register#	trace	register

		o_dbreg				o_dbreg		==							o_idpspec1													o_idpspec1						#	debug	register#	debug	register

		o_crreg				o_crreg		==							o_idpspec2													o_idpspec2						#	control	register#	control	register

		o_fpreg				o_fpreg		==							o_idpspec3													o_idpspec3						#	floating	point	register#	floating	point	register

		o_mmxreg				o_mmxreg		==						o_idpspec4												o_idpspec4						#	mmx	register#	mmx	register

		o_xmmreg				o_xmmreg		==						o_idpspec5												o_idpspec5						#	xmm	register#	xmm	register

				#	arm#	arm

		o_reglist				o_reglist		==					o_idpspec1											o_idpspec1						#	Register	list	(for	LDM/STM)#	Register	list	(for	LDM/STM)
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		o_creglist				o_creglist		==				o_idpspec2										o_idpspec2						#	Coprocessor	register	list	(for	CDP)#	Coprocessor	register	list	(for	CDP)

		o_creg				o_creg		==								o_idpspec3														o_idpspec3						#	Coprocessor	register	(for	LDC/STC)#	Coprocessor	register	(for	LDC/STC)

		o_fpreglist				o_fpreglist		==			o_idpspec4									o_idpspec4						#	Floating	point	register	list#	Floating	point	register	list

		o_text				o_text		==								o_idpspec5														o_idpspec5						#	Arbitrary	text	stored	in	the	operand#	Arbitrary	text	stored	in	the	operand

		o_cond				o_cond		==								o_idpspec5									o_idpspec5	++		11				#	ARM	condition	as	an	operand#	ARM	condition	as	an	operand

				#	ppc#	ppc

		o_spr				o_spr		==									o_idpspec0															o_idpspec0						#	Special	purpose	register#	Special	purpose	register

		o_twofpr				o_twofpr		==						o_idpspec1												o_idpspec1						#	Two	FPRs#	Two	FPRs

		o_shmbme				o_shmbme		==						o_idpspec2												o_idpspec2						#	SH	&	MB	&	ME#	SH	&	MB	&	ME

		o_crf				o_crf		==									o_idpspec3															o_idpspec3						#	crfield						x.reg#	crfield						x.reg

		o_crb				o_crb		==									o_idpspec4															o_idpspec4						#	crbit								x.reg#	crbit								x.reg

		o_dcr				o_dcr		==									o_idpspec5															o_idpspec5						#	Device	control	register#	Device	control	register

				#	addStr	=	"add"#	addStr	=	"add"

				#	addStr	=	"Add"#	addStr	=	"Add"

		offStr			offStr	==		"Off""Off"		#	Offset=Index#	Offset=Index

				#	valStr	=	"val"#	valStr	=	"val"

		valStr			valStr	==		"Val""Val"

				defdef		__init____init__((selfself,,	operand	operand,,		typetype,,	value	value))::

				self				self..operand	operand	==	operand	operand

				self				self..typetype		==		typetype

				self				self..value	value	==	value	value

								#	for	o_displ	/	o_phrase#	for	o_displ	/	o_phrase

				self				self..baseReg	baseReg	==		NoneNone

				self				self..indexReg	indexReg	==		NoneNone

								#	for	o_displ#	for	o_displ

				self				self..displacement	displacement	==		NoneNone

				self				self.._postInit_postInit(())

				defdef		_postInit_postInit((selfself))::

								#	print("_postInit")#	print("_postInit")

								ifif	self	self..isDisplisDispl(())::

												#	o_displ				=	4								#	Memory	Reg	[Base	Reg	+	Index	Reg	+	Displacement]	phrase#	o_displ				=	4								#	Memory	Reg	[Base	Reg	+	Index	Reg	+	Displacement]	phrase

+addr+addr

												#	[SP,#arg_18]#	[SP,#arg_18]

												#	[X20,#0x50]#	[X20,#0x50]

												#	print("self.operand=%s"	%	self.operand)#	print("self.operand=%s"	%	self.operand)

												#	displMatch	=	re.search("\[(?P<baseReg>\w+),(?P<displacement>#[\w\-\.]+)\]",	sel#	displMatch	=	re.search("\[(?P<baseReg>\w+),(?P<displacement>#[\w\-\.]+)\]",	sel

f.operand)f.operand)

												#	[X9]#	[X9]

						displMatch							displMatch	==	re	re..searchsearch(("\[(?P<baseReg>\w+)(,(?P<displacement>#[\w\-\.]+))?\]""\[(?P<baseReg>\w+)(,(?P<displacement>#[\w\-\.]+))?\]",,	se	se

lflf..operandoperand))

												#	print("displMatch=%s"	%	displMatch)#	print("displMatch=%s"	%	displMatch)

												ifif	displMatch	displMatch::

								self								self..baseReg	baseReg	==	displMatch	displMatch..groupgroup(("baseReg""baseReg"))

																#	print("self.baseReg=%s"	%	self.baseReg)#	print("self.baseReg=%s"	%	self.baseReg)

								self								self..displacement	displacement	==	displMatch	displMatch..groupgroup(("displacement""displacement"))

																#	print("self.displacement=%s"	%	self.displacement)#	print("self.displacement=%s"	%	self.displacement)

								elifelif	self	self..isPhraseisPhrase(())::

												#	o_phrase			=	3								#	Memory	Ref	[Base	Reg	+	Index	Reg]				phrase#	o_phrase			=	3								#	Memory	Ref	[Base	Reg	+	Index	Reg]				phrase

												#	[X19,X8]#	[X19,X8]
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												#	print("self.operand=%s"	%	self.operand)#	print("self.operand=%s"	%	self.operand)

						phraseMatch							phraseMatch	==	re	re..searchsearch(("\[(?P<baseReg>\w+),(?P<indexReg>\w+)\]""\[(?P<baseReg>\w+),(?P<indexReg>\w+)\]",,	self	self..operandoperand))

												#	print("phraseMatch=%s"	%	phraseMatch)#	print("phraseMatch=%s"	%	phraseMatch)

												ifif	phraseMatch	phraseMatch::

								self								self..baseReg	baseReg	==	phraseMatch	phraseMatch..groupgroup(("baseReg""baseReg"))

																#	print("self.baseReg=%s"	%	self.baseReg)#	print("self.baseReg=%s"	%	self.baseReg)

								self								self..indexReg	indexReg	==	phraseMatch	phraseMatch..groupgroup(("indexReg""indexReg"))

																#	print("self.indexReg=%s"	%	self.indexReg)#	print("self.indexReg=%s"	%	self.indexReg)

				defdef		__str____str__((selfself))::

				valStr					valStr	==		""""

								ifif	self	self..value	value	<=<=		00::

						valStr							valStr	==		"%s""%s"		%%	self	self..valuevalue

								elseelse::

						valStr							valStr	==		"0x%X""0x%X"		%%	self	self..valuevalue

								#	curOpStr	=	"<Operand:	op=%s,type=%d,val=%s>"	%	(self.operand,	self.type,	valStr)#	curOpStr	=	"<Operand:	op=%s,type=%d,val=%s>"	%	(self.operand,	self.type,	valStr)

								#	curOpStr	=	"<Operand:	op=%s,type=%d,val=%s,	baseReg=%s,indexReg=%s,displ=%s>"	%	(#	curOpStr	=	"<Operand:	op=%s,type=%d,val=%s,	baseReg=%s,indexReg=%s,displ=%s>"	%	(

self.operand,	self.type,	valStr,	self.baseReg,	self.indexReg,	self.displacement)self.operand,	self.type,	valStr,	self.baseReg,	self.indexReg,	self.displacement)

				extraInfo					extraInfo	==		""""

								ifif	self	self..isDisplisDispl(())::

						extraInfo							extraInfo	==		",bsReg=%s,idxReg=%s,displ=%s"",bsReg=%s,idxReg=%s,displ=%s"		%%		((selfself..baseRegbaseReg,,	self	self..indexRegindexReg,,	self	self..dd

isplacementisplacement))

								elifelif	self	self..isPhraseisPhrase(())::

						extraInfo							extraInfo	==		",bsReg=%s,idxReg=%s"",bsReg=%s,idxReg=%s"		%%		((selfself..baseRegbaseReg,,	self	self..indexRegindexReg))

				curOpStr					curOpStr	==		"<Operand:	op=%s,type=%d,val=%s%s>""<Operand:	op=%s,type=%d,val=%s%s>"		%%		((selfself..operandoperand,,	self	self..typetype,,	valStr	valStr,,		

extraInfoextraInfo))

								#	print("curOpStr=%s"	%	curOpStr)#	print("curOpStr=%s"	%	curOpStr)

								returnreturn	curOpStr	curOpStr

				@staticmethod@staticmethod

				defdef		listToStrlistToStr((operandListoperandList))::

								#	operandStrList	=	[]#	operandStrList	=	[]

								#	for	curOperand	in	operandList:#	for	curOperand	in	operandList:

								#			if	curOperand:#			if	curOperand:

								#					curOperandStr	=	"%s"	%	curOperand#					curOperandStr	=	"%s"	%	curOperand

								#			else:#			else:

								#					curOperandStr	=	""#					curOperandStr	=	""

								#			#	print("curOperandStr=%s"	%	curOperandStr)#			#	print("curOperandStr=%s"	%	curOperandStr)

								#			operandStrList.append(curOperandStr)#			operandStrList.append(curOperandStr)

				operandStrList					operandStrList	==		[[strstr((eachOperandeachOperand))		forfor	eachOperand		eachOperand	inin	operandList	operandList]]

				operandListAllStr					operandListAllStr	==		",	"",	"..joinjoin((operandStrListoperandStrList))

				operandListAllStr					operandListAllStr	==		"[%s]""[%s]"		%%	operandListAllStr	operandListAllStr

								returnreturn	operandListAllStr	operandListAllStr

				defdef		isRegisReg((selfself))::

								returnreturn	self	self..typetype		====	Operand	Operand..o_rego_reg

				defdef		isImmisImm((selfself))::

								returnreturn	self	self..typetype		====	Operand	Operand..o_immo_imm

				defdef		isDisplisDispl((selfself))::

								returnreturn	self	self..typetype		====	Operand	Operand..o_displo_displ

				defdef		isPhraseisPhrase((selfself))::

								returnreturn	self	self..typetype		====	Operand	Operand..o_phraseo_phrase
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				defdef		isNearisNear((selfself))::

								returnreturn	self	self..typetype		====	Operand	Operand..o_nearo_near

				defdef		isIdpspec0isIdpspec0((selfself))::

								#			o_idpspec0	=	8								#	Processor	specific	type#			o_idpspec0	=	8								#	Processor	specific	type

								returnreturn	self	self..typetype		====	Operand	Operand..o_idpspec0o_idpspec0

				defdef		isValidisValid((selfself))::

				isDebug					isDebug	==		FalseFalse

								#	isValidOperand	=	bool(self.operand)#	isValidOperand	=	bool(self.operand)

								#	print("isValidOperand=%s"	%	isValidOperand)#	print("isValidOperand=%s"	%	isValidOperand)

								#	if	isValidOperand:#	if	isValidOperand:

				isValidOperand					isValidOperand	==		FalseFalse

								ifif	isDebug	isDebug::

												printprint(("self.operand=%s""self.operand=%s"		%%	self	self..operandoperand))

								ifif	self	self..operandoperand::

												ifif	self	self..isImmisImm(())::

																#	#0x20200A2C#	#0x20200A2C

																#	#0x2020#	#0x2020

																#	#arg_20#	#arg_20

																#	isMatchImm	=	re.match("^#[0-9a-fA-FxX]+$",	self.operand)#	isMatchImm	=	re.match("^#[0-9a-fA-FxX]+$",	self.operand)

																#	#-3.0#	#-3.0

																#	isMatchImm	=	re.match("^#\w+$",	self.operand)#	isMatchImm	=	re.match("^#\w+$",	self.operand)

								isMatchImm									isMatchImm	==	re	re..matchmatch(("^#[\w\-\.]+$""^#[\w\-\.]+$",,	self	self..operandoperand))

																ifif	isDebug	isDebug::

																				printprint(("isMatchImm=%s""isMatchImm=%s"		%%	isMatchImm	isMatchImm))

								isValidOperand									isValidOperand	==		boolbool((isMatchImmisMatchImm))

																ifif	isDebug	isDebug::

																				printprint(("isValidOperand=%s""isValidOperand=%s"		%%	isValidOperand	isValidOperand))

												elifelif	self	self..isRegisReg(())::

																#	X0/X1#	X0/X1

																#	D8/D4#	D8/D4

																#	Special:	XZR/WZR#	Special:	XZR/WZR

								regNameUpper									regNameUpper	==	self	self..operandoperand..upperupper(())

																#	print("regNameUpper=%s"	%	regNameUpper)#	print("regNameUpper=%s"	%	regNameUpper)

																#	isMatchReg	=	re.match("^[XD]\d+$",	regNameUpper)#	isMatchReg	=	re.match("^[XD]\d+$",	regNameUpper)

																#	isMatchReg	=	re.match("^[XDW]\d+$",	regNameUpper)#	isMatchReg	=	re.match("^[XDW]\d+$",	regNameUpper)

								isMatchReg									isMatchReg	==	re	re..matchmatch(("^([XDW]\d+)|(XZR)|(WZR)$""^([XDW]\d+)|(XZR)|(WZR)$",,	regNameUpper	regNameUpper))

																ifif	isDebug	isDebug::

																				printprint(("isMatchReg=%s""isMatchReg=%s"		%%	isMatchReg	isMatchReg))

								isValidOperand									isValidOperand	==		boolbool((isMatchRegisMatchReg))

																ifif	isDebug	isDebug::

																				printprint(("isValidOperand=%s""isValidOperand=%s"		%%	isValidOperand	isValidOperand))

																ifif		notnot	isValidOperand	isValidOperand::

										isValidOperand											isValidOperand	==	regNameUpper		regNameUpper	inin	ArmSpecialRegNameList	ArmSpecialRegNameList

												elifelif	self	self..isDisplisDispl(())::

																#	o_displ				=	4								#	Memory	Reg	[Base	Reg	+	Index	Reg	+	Displacement]	phra#	o_displ				=	4								#	Memory	Reg	[Base	Reg	+	Index	Reg	+	Displacement]	phra

se+addrse+addr

																#	curOperand=<Operand:	op=[SP,#arg_18],type=4,val=0x18>#	curOperand=<Operand:	op=[SP,#arg_18],type=4,val=0x18>

																#	if	self.baseReg	and	(not	self.indexReg)	and	self.displacement:#	if	self.baseReg	and	(not	self.indexReg)	and	self.displacement:

																#	curOperand=<Operand:	op=[X9],type=4,val=0x0>#	curOperand=<Operand:	op=[X9],type=4,val=0x0>

																ifif	isDebug	isDebug::

																				printprint(("self.baseReg=%s,	self.indexReg=%s,	self.displacement=%s""self.baseReg=%s,	self.indexReg=%s,	self.displacement=%s"		%%		((selfself..baseRbaseR
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egeg,,	self	self..indexRegindexReg,,	self	self..displacementdisplacement))))

																ifif	self	self..baseReg	baseReg	andand		((notnot	self	self..indexRegindexReg))::

																				#	Note:	self.displacement	is	None	/	Not-None#	Note:	self.displacement	is	None	/	Not-None

																				#	TODO:	add	more	type	support,	like	indexReg	not	None#	TODO:	add	more	type	support,	like	indexReg	not	None

										isValidOperand											isValidOperand	==		TrueTrue

												elifelif	self	self..isPhraseisPhrase(())::

																#	curOperand=<Operand:	op=[X19,X8],type=3,val=0x94>#	curOperand=<Operand:	op=[X19,X8],type=3,val=0x94>

																ifif	isDebug	isDebug::

																				printprint(("self.baseReg=%s,	self.indexReg=%s""self.baseReg=%s,	self.indexReg=%s"		%%		((selfself..baseRegbaseReg,,	self	self..indexRegindexReg))))

																ifif	self	self..baseReg	baseReg	andand	self	self..indexRegindexReg::

										isValidOperand											isValidOperand	==		TrueTrue

												elifelif	self	self..isNearisNear(())::

																#	o_near					=	7								#	Immediate	Near	Address	(CODE)								addr#	o_near					=	7								#	Immediate	Near	Address	(CODE)								addr

																#	curOperand=<Operand:	op=_objc_copyWeak,type=7,val=0x1024ABBD0>#	curOperand=<Operand:	op=_objc_copyWeak,type=7,val=0x1024ABBD0>

																ifif	isDebug	isDebug::

																				printprint(("self.value=%s""self.value=%s"		%%	self	self..valuevalue))

																ifif	self	self..valuevalue::

																				#	jump	to	some	(non	0)	address	->	consider	is	valid#	jump	to	some	(non	0)	address	->	consider	is	valid

										isValidOperand											isValidOperand	==		TrueTrue

												elifelif	self	self..isIdpspec0isIdpspec0(())::

								isValidOperand									isValidOperand	==		TrueTrue

								#	print("isValidOperand=%s"	%	isValidOperand)#	print("isValidOperand=%s"	%	isValidOperand)

								#	isValidType	=	self.type	!=	Operand.o_void#	isValidType	=	self.type	!=	Operand.o_void

								#	isValidValue	=	self.value	>=	0#	isValidValue	=	self.value	>=	0

								#	isValidAll	=	isValidOperand	and	isValidType	and	isValidValue#	isValidAll	=	isValidOperand	and	isValidType	and	isValidValue

								#	isValidTypeValue	=	False#	isValidTypeValue	=	False

								#	if	self.isReg()	or	self.isImm():#	if	self.isReg()	or	self.isImm():

								#			isValidTypeValue	=	self.value	>=	0#			isValidTypeValue	=	self.value	>=	0

								#	elif	self.isIdpspec0():#	elif	self.isIdpspec0():

								#			isValidTypeValue	=	self.value	==	-1#			isValidTypeValue	=	self.value	==	-1

								ifif	self	self..isIdpspec0isIdpspec0(())::

						isValidTypeValue							isValidTypeValue	==	self	self..value	value	====		--11

								elseelse::

						isValidType							isValidType	==	self	self..typetype		!=!=	Operand	Operand..o_voido_void

						isValidValue							isValidValue	==	self	self..value	value	>=>=		00

						isValidTypeValue							isValidTypeValue	==	isValidType		isValidType	andand	isValidValue	isValidValue

				isValidAll					isValidAll	==	isValidOperand		isValidOperand	andand	isValidTypeValue	isValidTypeValue

								ifif	isDebug	isDebug::

												printprint(("Operand	isValidAll=%s""Operand	isValidAll=%s"		%%	isValidAll	isValidAll))

								returnreturn	isValidAll	isValidAll

				defdef		isInvalidisInvalid((selfself))::

								returnreturn		notnot	self	self..isValidisValid(())

				@property@property

				defdef		immValimmVal((selfself))::

				curImmVal					curImmVal	==		NoneNone

								ifif	self	self..isImmisImm(())::

						curImmVal							curImmVal	==	self	self..valuevalue

												#	print("curImmVal=%s"	%	curImmVal)#	print("curImmVal=%s"	%	curImmVal)
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								returnreturn	curImmVal	curImmVal

				@property@property

				defdef		immValHeximmValHex((selfself))::

				curImmValHex					curImmValHex	==		""""

								ifif	self	self..immVal	immVal	!=!=		NoneNone::

						curImmValHex							curImmValHex	==		"0x%X""0x%X"		%%	self	self..immValimmVal

												#	print("curImmValHex=%s"	%	curImmValHex)#	print("curImmValHex=%s"	%	curImmValHex)

								returnreturn	curImmValHex	curImmValHex

				@property@property

				defdef		regNameregName((selfself))::

				curRegName					curRegName	==		NoneNone

								ifif	self	self..isRegisReg(())::

						curRegName							curRegName	==	self	self..operandoperand

								returnreturn	curRegName	curRegName

				@property@property

				defdef		contentStrcontentStr((selfself))::

				contentStr					contentStr	==		""""

								ifif	self	self..isRegisReg(())::

												#	print("isReg")#	print("isReg")

						contentStr							contentStr	==	self	self..regNameregName

								elifelif	self	self..isImmisImm(())::

												#	print("isImm")#	print("isImm")

												#	if	0	==	self.immVal:#	if	0	==	self.immVal:

												#	for	0	<=	x	<	8,	not	add	0x	prefix,	eg:	0x7	->	7#	for	0	<=	x	<	8,	not	add	0x	prefix,	eg:	0x7	->	7

												ifif		((selfself..immVal	immVal	>=>=		00))		andand		((selfself..immVal	immVal	<<		88))::

																#	contentStr	=	"0"#	contentStr	=	"0"

								contentStr									contentStr	==		"%X""%X"		%%	self	self..immValimmVal

												elseelse::

								contentStr									contentStr	==	self	self..immValHeximmValHex

								elifelif	self	self..isIdpspec0isIdpspec0(())::

								contentStr									contentStr	==	self	self..operandoperand

								elifelif	self	self..isDisplisDispl(())::

																#	[SP,#arg_18]#	[SP,#arg_18]

																#	print("self.displacement=%s"	%	self.displacement)#	print("self.displacement=%s"	%	self.displacement)

																ifif	self	self..displacementdisplacement::

										displacementStr											displacementStr	==		""""

																				ifif	self	self..value	value	!=!=		NoneNone::

																								ifif		((selfself..value	value	>=>=		00))		andand		((selfself..value	value	<<		88))::

														displacementStr															displacementStr	==		"%X""%X"		%%	self	self..valuevalue

																								elseelse::

														displacementStr															displacementStr	==		"0x%X""0x%X"		%%	self	self..valuevalue

																				#	print("displacementStr=%s"	%	displacementStr)#	print("displacementStr=%s"	%	displacementStr)

										contentStr											contentStr	==		"%s%s%s%s""%s%s%s%s"		%%		((selfself..baseRegbaseReg,,	Operand	Operand..offStroffStr,,	displacementStr	displacementStr,,	Ope	Ope

randrand..valStrvalStr))

																elseelse::

										contentStr											contentStr	==		"%s%s""%s%s"		%%		((selfself..baseRegbaseReg,,	Operand	Operand..valStrvalStr))

								elifelif	self	self..isPhraseisPhrase(())::

												#	[X19,X8]#	[X19,X8]

						contentStr							contentStr	==		"%s%s%s%s""%s%s%s%s"		%%		((selfself..baseRegbaseReg,,	Operand	Operand..offStroffStr,,	self	self..indexRegindexReg,,	Operand	Operand..vv

alStralStr))

								#	remove	invalid	char#	remove	invalid	char

								#	<Operand:	op=W0,UXTB,type=8,val=-1>#	<Operand:	op=W0,UXTB,type=8,val=-1>
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								#	W0,UXTB	->	W0UXTB#	W0,UXTB	->	W0UXTB

				contentStr					contentStr	==	contentStr	contentStr..replacereplace((","",",,		""""))

								#	X21,LSL#32#	X21,LSL#32

								#	X8,ASR#29#	X8,ASR#29

				contentStr					contentStr	==	contentStr	contentStr..replacereplace(("#""#",,		""""))

								#	TODO:	add	more	case#	TODO:	add	more	case

								#	print("contentStr=%s"	%	contentStr)#	print("contentStr=%s"	%	contentStr)

								returnreturn	contentStr	contentStr

				@property@property

				defdef		regIdxregIdx((selfself))::

				curRegIdx					curRegIdx	==		NoneNone

								ifif	self	self..isRegisReg(())::

												#	TODO:	extract	reg	idx,	#	TODO:	extract	reg	idx,	

												#	eg:	X0	->	0,	X4	->	4#	eg:	X0	->	0,	X4	->	4

												#	note:	additonal:	D0	->	0,	D8	->	8	?#	note:	additonal:	D0	->	0,	D8	->	8	?

						curRegIdx							curRegIdx	==		00

								returnreturn	curRegIdx	curRegIdx

Instruction=指令

#	class	Instruction(object):#	class	Instruction(object):

classclass		InstructionInstruction::

				#	toStr	=	"to"#	toStr	=	"to"

		toStr			toStr	==		"To""To"

				#	addStr	=	"add"#	addStr	=	"add"

		addStr			addStr	==		"Add""Add"

				defdef		__init____init__((selfself,,	addr	addr,,	name	name,,	operands	operands))::

				self				self..addr	addr	==	addr	addr

				self				self..disAsmStr	disAsmStr	==	ida_getDisasmStr	ida_getDisasmStr((addraddr))

								#	print("self.disAsmStr=%s"	%	self.disAsmStr)#	print("self.disAsmStr=%s"	%	self.disAsmStr)

				self				self..name	name	==	name	name

				self				self..operands	operands	==	operands	operands

				defdef		__str____str__((selfself))::

								#	operandsAllStr	=	Operand.listToStr(self.operands)#	operandsAllStr	=	Operand.listToStr(self.operands)

								#	print("operandsAllStr=%s"	%	operandsAllStr)#	print("operandsAllStr=%s"	%	operandsAllStr)

								#	curInstStr	=	"<Instruction:	addr=0x%X,name=%s,operands=%s>"	%	(self.addr,	self.na#	curInstStr	=	"<Instruction:	addr=0x%X,name=%s,operands=%s>"	%	(self.addr,	self.na

me,	operandsAllStr)me,	operandsAllStr)

								#	curInstStr	=	"<Instruction:	addr=0x%X,disAsmStr=%s>"	%	(self.addr,	self.disAsmStr)#	curInstStr	=	"<Instruction:	addr=0x%X,disAsmStr=%s>"	%	(self.addr,	self.disAsmStr)

				curInstStr					curInstStr	==		"<Instruction:	0x%X:	%s>""<Instruction:	0x%X:	%s>"		%%		((selfself..addraddr,,	self	self..disAsmStrdisAsmStr))

								#	print("curInstStr=%s"	%	curInstStr)#	print("curInstStr=%s"	%	curInstStr)

								returnreturn	curInstStr	curInstStr

				@staticmethod@staticmethod

				defdef		listToStrlistToStr((instListinstList))::

				instContentStrList					instContentStrList	==		[[strstr((eachInsteachInst))		forfor	eachInst		eachInst	inin	instList	instList]]

				instListAllStr					instListAllStr	==		",	"",	"..joinjoin((instContentStrListinstContentStrList))

				instListAllStr					instListAllStr	==		"[%s]""[%s]"		%%	instListAllStr	instListAllStr

								returnreturn	instListAllStr	instListAllStr

⼯具类

31



				@staticmethod@staticmethod

				defdef		parseparse((addraddr))::

				isDebug					isDebug	==		FalseFalse

								#	#	if	addr	==	0x10235D610:#	#	if	addr	==	0x10235D610:

								#	#	if	addr	==	0x1002B8340:#	#	if	addr	==	0x1002B8340:

								#	if	addr	==	0x102390B18:#	if	addr	==	0x102390B18:

								#			isDebug	=	True#			isDebug	=	True

								#	isDebug	=	True#	isDebug	=	True

								ifif	isDebug	isDebug::

												printprint(("Instruction:	parsing	0x%X""Instruction:	parsing	0x%X"		%%	addr	addr))

				parsedInst					parsedInst	==		NoneNone

				instName					instName	==	idc	idc..print_insn_mnemprint_insn_mnem((addraddr))

								ifif	isDebug	isDebug::

												printprint(("instName=%s""instName=%s"		%%	instName	instName))

				curOperandIdx					curOperandIdx	==		00

				curOperandVaild					curOperandVaild	==		TrueTrue

				operandList					operandList	==		[[]]

								whilewhile	curOperandVaild	curOperandVaild::

												ifif	isDebug	isDebug::

								logSubSub								logSubSub(("[%d]""[%d]"		%%	curOperandIdx	curOperandIdx))

						curOperand							curOperand	==	idc	idc..print_operandprint_operand((addraddr,,	curOperandIdx	curOperandIdx))

												ifif	isDebug	isDebug::

																printprint(("curOperand=%s""curOperand=%s"		%%	curOperand	curOperand))

						curOperandType							curOperandType	==	idc	idc..get_operand_typeget_operand_type((addraddr,,	curOperandIdx	curOperandIdx))

												ifif	isDebug	isDebug::

																printprint(("curOperandType=%d""curOperandType=%d"		%%	curOperandType	curOperandType))

						curOperandValue							curOperandValue	==	idc	idc..get_operand_valueget_operand_value((addraddr,,	curOperandIdx	curOperandIdx))

												ifif	isDebug	isDebug::

																printprint(("curOperandValue=%s=0x%X""curOperandValue=%s=0x%X"		%%		((curOperandValuecurOperandValue,,	curOperandValue	curOperandValue))))

						curOperand							curOperand	==	Operand	Operand((curOperandcurOperand,,	curOperandType	curOperandType,,	curOperandValue	curOperandValue))

												ifif	isDebug	isDebug::

																printprint(("curOperand=%s""curOperand=%s"		%%	curOperand	curOperand))

												ifif	curOperand	curOperand..isValidisValid(())::

								operandList								operandList..appendappend((curOperandcurOperand))

												elseelse::

																ifif	isDebug	isDebug::

																				printprint(("End	of	operand	for	invalid	%s""End	of	operand	for	invalid	%s"		%%	curOperand	curOperand))

								curOperandVaild									curOperandVaild	==		FalseFalse

												ifif	isDebug	isDebug::

																printprint(("curOperandVaild=%s""curOperandVaild=%s"		%%	curOperandVaild	curOperandVaild))

						curOperandIdx							curOperandIdx	+=+=		11

								ifif	operandList	operandList::

						parsedInst							parsedInst	==	Instruction	Instruction((addraddr==addraddr,,	name	name==instNameinstName,,	operands	operands==operandListoperandList))

								ifif	isDebug	isDebug::

												printprint(("parsedInst=%s""parsedInst=%s"		%%	parsedInst	parsedInst))

												printprint(("operandList=%s""operandList=%s"		%%	Operand	Operand..listToStrlistToStr((operandListoperandList))))

								returnreturn	parsedInst	parsedInst

				defdef		isInstisInst((selfself,,	instName	instName))::

				isMatchInst					isMatchInst	==		FalseFalse
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								ifif	self	self..namename::

												ifif		((instNameinstName..lowerlower(())		====	self	self..namename..lowerlower(())))::

								isMatchInst									isMatchInst	==		TrueTrue

								returnreturn	isMatchInst	isMatchInst

				@property@property

				defdef		contentStrcontentStr((selfself))::

								""""""

				convert	to	meaningful	string	of	Instruction	real	action	/	content				convert	to	meaningful	string	of	Instruction	real	action	/	content

				"""				"""

				contentStr					contentStr	==		""""

				isDebug					isDebug	==		FalseFalse

								#	isDebug	=	True#	isDebug	=	True

								ifif	isDebug	isDebug::

												printprint(("self=%s""self=%s"		%%	self	self))

				operandNum					operandNum	==		lenlen((selfself..operandsoperands))

								ifif	isDebug	isDebug::

												printprint(("operandNum=%s""operandNum=%s"		%%	operandNum	operandNum))

				isPairInst					isPairInst	==	self	self..isStpisStp(())		oror	self	self..isLdpisLdp(())

								ifif	isDebug	isDebug::

												printprint(("isPairInst=%s""isPairInst=%s"		%%	isPairInst	isPairInst))

								ifif		notnot	isPairInst	isPairInst::

												ifif	operandNum		operandNum	>=>=		22::

								srcOperand									srcOperand	==	self	self..operandsoperands[[11]]

																ifif	isDebug	isDebug::

																				printprint(("srcOperand=%s""srcOperand=%s"		%%	srcOperand	srcOperand))

								srcOperandStr									srcOperandStr	==	srcOperand	srcOperand..contentStrcontentStr

																ifif	isDebug	isDebug::

																				printprint(("srcOperandStr=%s""srcOperandStr=%s"		%%	srcOperandStr	srcOperandStr))

								dstOperand									dstOperand	==	self	self..operandsoperands[[00]]

																ifif	isDebug	isDebug::

																				printprint(("dstOperand=%s""dstOperand=%s"		%%	dstOperand	dstOperand))

								dstOperandStr									dstOperandStr	==	dstOperand	dstOperand..contentStrcontentStr

																ifif	isDebug	isDebug::

																				printprint(("dstOperandStr=%s""dstOperandStr=%s"		%%	dstOperandStr	dstOperandStr))

								ifif	self	self..isMovisMov(())		oror	self	self..isFmovisFmov(())::

												#	MOV	X0,	X24#	MOV	X0,	X24

												#	FMOV	D4,	#-3.0#	FMOV	D4,	#-3.0

												ifif	operandNum		operandNum	====		22::

								contentStr									contentStr	==		"%s%s%s""%s%s%s"		%%		((srcOperandStrsrcOperandStr,,	Instruction	Instruction..toStrtoStr,,	dstOperandStr	dstOperandStr))

																#	print("contentStr=%s"	%	contentStr)#	print("contentStr=%s"	%	contentStr)

												elifelif	operandNum		operandNum	>>		22::

																#	TODO:	add	case	for	operand	>	2#	TODO:	add	case	for	operand	>	2

																printprint(("TODO:	add	support	operand	>	2	of	MOV/FMOV""TODO:	add	support	operand	>	2	of	MOV/FMOV"))

								elifelif	self	self..isAddisAdd(())		oror	self	self..isFaddisFadd(())::

												#	<Instruction:	0x10235D574:	ADD	X0,	X19,	X8;	location>#	<Instruction:	0x10235D574:	ADD	X0,	X19,	X8;	location>

												#	#	print("is	ADD:	self=%s"	%	self)#	#	print("is	ADD:	self=%s"	%	self)

												#	instName	=	self.name#	instName	=	self.name

												#	#	print("instName=%s"	%	instName)#	#	print("instName=%s"	%	instName)

												#	instOperandList	=	self.operands#	instOperandList	=	self.operands
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												#	#	print("instOperandList=%s"	%	Operand.listToStr(instOperandList))#	#	print("instOperandList=%s"	%	Operand.listToStr(instOperandList))

												ifif	operandNum		operandNum	====		33::

																#	<Instruction:	0x10235D574:	ADD	X0,	X19,	X8;	location>#	<Instruction:	0x10235D574:	ADD	X0,	X19,	X8;	location>

								extracOperand									extracOperand	==	self	self..operandsoperands[[22]]

																#	print("extracOperand=%s"	%	extracOperand)#	print("extracOperand=%s"	%	extracOperand)

								extraOperandStr									extraOperandStr	==	extracOperand	extracOperand..contentStrcontentStr

																#	print("extraOperandStr=%s"	%	extraOperandStr)#	print("extraOperandStr=%s"	%	extraOperandStr)

								contentStr									contentStr	==		"%s%s%s%s%s""%s%s%s%s%s"		%%		((srcOperandStrsrcOperandStr,,	Instruction	Instruction..addStraddStr,,	extraOperandStr	extraOperandStr,,

	Instruction	Instruction..toStrtoStr,,	dstOperandStr	dstOperandStr))

												#	TODO:	add	case	operand	==	2#	TODO:	add	case	operand	==	2

								elifelif	self	self..isLdrisLdr(())::

												#	LDR	X0,	[SP,#arg_18];#	LDR	X0,	[SP,#arg_18];

												ifif	operandNum		operandNum	====		22::

								contentStr									contentStr	==		"%s%s%s""%s%s%s"		%%		((srcOperandStrsrcOperandStr,,	Instruction	Instruction..toStrtoStr,,	dstOperandStr	dstOperandStr))

												elifelif	operandNum		operandNum	>>		22::

																#	TODO:	add	case	for	operand	>	2#	TODO:	add	case	for	operand	>	2

																printprint(("TODO:	add	support	operand	>	2	of	LDR""TODO:	add	support	operand	>	2	of	LDR"))

								elifelif	self	self..isStrisStr(())::

												#	STR	XZR,	[X19,X8]#	STR	XZR,	[X19,X8]

												ifif	operandNum		operandNum	====		22::

								contentStr									contentStr	==		"%s%s%s""%s%s%s"		%%		((dstOperandStrdstOperandStr,,	Instruction	Instruction..toStrtoStr,,	srcOperandStr	srcOperandStr))

												elifelif	operandNum		operandNum	>>		22::

																#	TODO:	add	case	for	operand	>	2#	TODO:	add	case	for	operand	>	2

																printprint(("TODO:	add	support	operand	>	2	of	STR""TODO:	add	support	operand	>	2	of	STR"))

								elifelif	self	self..isStpisStp(())::

												#	<Instruction:	0x10235D6B4:	STP	X8,	X9,	[SP,#arg_18]>#	<Instruction:	0x10235D6B4:	STP	X8,	X9,	[SP,#arg_18]>

												ifif	operandNum		operandNum	====		33::

								srcOperand1									srcOperand1	==	self	self..operandsoperands[[00]]

																ifif	isDebug	isDebug::

																				printprint(("srcOperand1=%s""srcOperand1=%s"		%%	srcOperand1	srcOperand1))

								srcOperand1Str									srcOperand1Str	==	srcOperand1	srcOperand1..contentStrcontentStr

																ifif	isDebug	isDebug::

																				printprint(("srcOperand1Str=%s""srcOperand1Str=%s"		%%	srcOperand1Str	srcOperand1Str))

								srcOperand2									srcOperand2	==	self	self..operandsoperands[[11]]

																ifif	isDebug	isDebug::

																				printprint(("srcOperand2=%s""srcOperand2=%s"		%%	srcOperand2	srcOperand2))

								srcOperand2Str									srcOperand2Str	==	srcOperand2	srcOperand2..contentStrcontentStr

																ifif	isDebug	isDebug::

																				printprint(("srcOperand2Str=%s""srcOperand2Str=%s"		%%	srcOperand2Str	srcOperand2Str))

								dstOperand									dstOperand	==	self	self..operandsoperands[[22]]

																ifif	isDebug	isDebug::

																				printprint(("dstOperand=%s""dstOperand=%s"		%%	dstOperand	dstOperand))

								dstOperandStr									dstOperandStr	==	dstOperand	dstOperand..contentStrcontentStr

																ifif	isDebug	isDebug::

																				printprint(("dstOperandStr=%s""dstOperandStr=%s"		%%	dstOperandStr	dstOperandStr))

								contentStr									contentStr	==		"%s%s%s%s""%s%s%s%s"		%%		((srcOperand1StrsrcOperand1Str,,	srcOperand2Str	srcOperand2Str,,	Instruction	Instruction..toStrtoStr,,	d	d

stOperandStrstOperandStr))

								elifelif	self	self..isLdpisLdp(())::

												#	<Instruction:	0x10235D988:	LDP	D0,	D1,	[X8]>#	<Instruction:	0x10235D988:	LDP	D0,	D1,	[X8]>

												#	<Instruction:	0x10235D98C:	LDP	D2,	D3,	[X8,#0x10]>#	<Instruction:	0x10235D98C:	LDP	D2,	D3,	[X8,#0x10]>

												ifif	operandNum		operandNum	====		33::

								dstOperand1									dstOperand1	==	self	self..operandsoperands[[00]]

																ifif	isDebug	isDebug::
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																				printprint(("dstOperand1=%s""dstOperand1=%s"		%%	dstOperand1	dstOperand1))

								dstOperand1Str									dstOperand1Str	==	dstOperand1	dstOperand1..contentStrcontentStr

																ifif	isDebug	isDebug::

																				printprint(("dstOperand1Str=%s""dstOperand1Str=%s"		%%	dstOperand1Str	dstOperand1Str))

								dstOperand2									dstOperand2	==	self	self..operandsoperands[[11]]

																ifif	isDebug	isDebug::

																				printprint(("dstOperand2=%s""dstOperand2=%s"		%%	dstOperand2	dstOperand2))

								dstOperand2Str									dstOperand2Str	==	dstOperand2	dstOperand2..contentStrcontentStr

																ifif	isDebug	isDebug::

																				printprint(("dstOperand2Str=%s""dstOperand2Str=%s"		%%	dstOperand2Str	dstOperand2Str))

								srcOperand									srcOperand	==	self	self..operandsoperands[[22]]

																ifif	isDebug	isDebug::

																				printprint(("srcOperand=%s""srcOperand=%s"		%%	srcOperand	srcOperand))

								srcOperandStr									srcOperandStr	==	srcOperand	srcOperand..contentStrcontentStr

																ifif	isDebug	isDebug::

																				printprint(("srcOperandStr=%s""srcOperandStr=%s"		%%	srcOperandStr	srcOperandStr))

								contentStr									contentStr	==		"%s%s%s%s""%s%s%s%s"		%%		((srcOperandStrsrcOperandStr,,	Instruction	Instruction..toStrtoStr,,	dstOperand1Str	dstOperand1Str,,	ds	ds

tOperand2StrtOperand2Str))

								#	TODO:	add	other	Instruction	support:	SUB/STR/...#	TODO:	add	other	Instruction	support:	SUB/STR/...

								ifif	isDebug	isDebug::

												printprint(("contentStr=%s""contentStr=%s"		%%	contentStr	contentStr))

								returnreturn	contentStr	contentStr

				defdef		isMovisMov((selfself))::

								returnreturn	self	self..isInstisInst(("MOV""MOV"))

				defdef		isFmovisFmov((selfself))::

								returnreturn	self	self..isInstisInst(("FMOV""FMOV"))

				defdef		isRetisRet((selfself))::

								returnreturn	self	self..isInstisInst(("RET""RET"))

				defdef		isBisB((selfself))::

								returnreturn	self	self..isInstisInst(("B""B"))

				defdef		isBrisBr((selfself))::

								returnreturn	self	self..isInstisInst(("BR""BR"))

				defdef		isBranchisBranch((selfself))::

								#	TODO:	support	more:	BRAA	/	...#	TODO:	support	more:	BRAA	/	...

								returnreturn	self	self..isBisB(())		oror	self	self..isBrisBr(())

				defdef		isAddisAdd((selfself))::

								returnreturn	self	self..isInstisInst(("ADD""ADD"))

				defdef		isFaddisFadd((selfself))::

								returnreturn	self	self..isInstisInst(("FADD""FADD"))

				defdef		isSubisSub((selfself))::

								returnreturn	self	self..isInstisInst(("SUB""SUB"))

				defdef		isStrisStr((selfself))::

								returnreturn	self	self..isInstisInst(("STR""STR"))
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				defdef		isStpisStp((selfself))::

								returnreturn	self	self..isInstisInst(("STP""STP"))

				defdef		isLdpisLdp((selfself))::

								returnreturn	self	self..isInstisInst(("LDP""LDP"))

				defdef		isLdrisLdr((selfself))::

								returnreturn	self	self..isInstisInst(("LDR""LDR"))
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crifan的IDA插件脚本

我⾃⼰=Crifan的IDA插件脚本有：

（从别⼈的脚本）优化后的：从IDA中导出ObjC的block符号表

ida_search_block.py
⾃动给IDA中符号重命名=优化符号命名

AutoRename
从IDA中导出符号表

exportIDASymbol.py
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参考资料

IDAPython	documentation
IDAPython	and	Python	3	–	Hex	Rays
Turning	off	IDA	6.x	compatibility	in	IDAPython	–	Hex	Rays
Porting	guide	for	changes	in	IDAPython-on-Python-3	APIs	–	Hex	Rays
Reverse	Engineering	Tips	—	IDA	Python	|	by	Thomas	Roccia	|	SecurityBreak
IDAPython	documentation
idapython/src:	IDAPython	project	for	Hex-Ray's	IDA	Pro
idaapi
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