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o ABAEENRE, TEREATERZNSG, BEREHTHMIAL BREMEHEAEESE

EI=}
B B=5

= modbusfRARFINESENEX, WHEFTBZNNNE—TEENPILTE, ETRNERT

MK, MEASEHERETEH
» AFICRMLEHT

» ICRFEORE., R, BREETNRETHEXRESEMMEHZESHRREIESEN

(D) EESNIERAEITREAME
n REMEANRREEFREEY
n BRIt
n BEIE IEEEEA
o HModbusMiR#E R HLAModbus £ 18 FHIITHRZER

Object type Access
Z B Coil Read-write
E B A\ Discrete input Read-only
HINE 723 Input register Read-only
{R¥FZFF23Holding register Read-write

Size
1 bit
1 bit
16 bit

16 bit

Address Space
00001 - 09999
10001 - 19999
30001 - 39999

40001 - 49999
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Siemens S7

Siemens S7 = s7Comm = FIFs7 (WHY)
o MR

s BEATFRSEFMN ric 5 scaoa REFTEEHIFAE MY

m 57 HWEZETE et F0 1so-cote WX, BETF TCP #hHi¥, S7 BMMUELIEATREIS@IT TCP (&%
o ThiXik

OSI layer Protocol OSI layer Protocol

7 Application Layer S7 communication 7 Application Layer S7 communication

6 Presentation Layer S7 communication (COTP) 6 Presentation Layer S7 communication (COTP)

5 Session Layet S7 communication (TPKT) 5 Session Layet S7 communication (TPKT)

4 Transport Layer ISO-on-TCP (RFC 1006) 4 Transport Layer 1ISO-on-TCP (RFC 1006)

3 Network Layer IP 3 Network Layer IP

2 Data Link Layer Ethernet 2 Data Link Layer Ethernet

1 Physical Layer Ethernet 1 Physical Layer Ethernet
HTOSHEA R STCommbhisl

n
o TrkT THMYXE
n SIEEMN TPKT XN AR EIEERHDIN, F TCP #iXF1 COTP #iXZ (8, windows &FRRIZIERE
X RDP th@ETF TPKT , S7 tHiXMRIER TPKT #iXERIA TCP i[O 2 102
m PKTP#MYwiresharkii¥i%

1252603 86338.753642 10.10.10.20 10.10.10.10 S7COMM
1252611 86339.753621 10.10.10.20 10.10.10.10 S7COMM
1252619 86340.753604 10.10.10.20 10.10.10.10 S7COMM
1252627 86341.753585 10.10.10.20 10.10.10.10 S7COMM

» Frame 1252684: 153 bytes on wire (1224 bits), 153 bytes captured (1224 bits)
» Ethernet II, Src: SiemensN_27:64:11 (00:1c:06:27:64:11), Dst: Siemens_89:59:82 (28:63:36:89:59:82)
» Internet Protocol Version 4, Src: 10.10.10.20, Dst: 10.10.10.10
» Transmission Control Protocol, Src Port: 49156, Dst Port: 102, Seq: 8542612, Ack: 4314451, Len: 99
v TPKT, Version: 3, Length: 99

Version: 3

Reserved: @

Length: 99

» IS0 8073/X.224 COTP Connection-Oriented Transport Protocol
» S7 Communication

28 63 36 89 59 82 @0 1c 06 27 64 11 @8 0@ 45 0@ (cb-Y "d---E
8b d5 do 00 @0 le 86 9e 6b @a 0a @a 14 @a 0a k

@a cP @4 00 66 @@ ac 18 @1 @@ 58 63 58 50 18 ; § XcXpP
0@ ff db 00 @0 @3 @@ @@ 63 02 f@ 80 32 01 00 - - -2
@1 29 @@ 52 @@ 20 @4 @5 12 @e b2 ff 00 00 00 )-R

ea 2d b@ d9 40 00 @@ 10 12 @e b2 ff 00 0@ P® R-- '@

78 @4 1f Of 40 @0 @0 11 12 @e b2 ff @0 00 0@ Rx - '@

6b 12 23 fc 40 00 00 12 12 0c b2 ff 00 00 00 Rk-# @ (P
f9 3b 8¢c 2a 40 @0 @0 13 12 @e b2 ff 90 00 88 R-;-%@ - gy
4d 3e 5a 1a 40 00 @8 14 RM>Z-@-

n
n —HOPNFT:
m Version, —F, lRAER
m Reserved, —1FY, REFER
m Length, B FET, SIENHE 4 DPEDERNMNGE TCP payload WETHKE
o copT HMXE
» COPT MY (ERENEZERTNN , FEERBEENREERTIEFRILER, AL COPT IMYERME,
COPT %#%8 (IBF8) # COPT Ihie
» COPT tMYi%EHE PDU HERIREFER (0x0e ) , RNZBIBERE—TNERIERE , PDU HERNEFIER
(0x0d) , BNZEBIEERE— N EEIGN S
= COPT t#i¥#% PDU KBfEK



0x1 S ED Expedited Data, fjiZ&%1E

0x2 EA Expedited Data Acknowledgement, fl&a#E#iA
0x4 UD, HP#IE
0x5 RJ Reject, 3E4A
0x6 AK Data Acknowledgement, #{HHHfiA
0x7 ER TPDU Etror, TPDU&E{R
0x8 DR Disconnect Request, WrFfiFR
Oxc DC Disconnect Confirm, Wi i\
0xd CC Connect Confirm, EFERHIA
Oxe CR Connect Request, HEEEFR
Oxf DT Data, ¥(3E{&4;
COPT i #% PDU K7 i3

= S7Comm FIE(EHEIER

Frame 8: 153 bytes on wire (1224 bits), 153 bytes captured (1224 bits)
Ethernet II, Src: SiemensN_27:64:11 (0@:1c:@6:27:64:11), Dst: Siemens_89:59:82 (2B:63:36:89:59:82)
Internet Protocol Version 4, Src: 10.10.10.20, Dst: 10.10.10.10
Transmission Control Protocol, Src Port: 49156, Dst Port: 102, Seq: 100, Ack: 51, Len: 99
TPKT, Version: 3, Length: 99
IS0 8873/X.224 COTP Connection-Oriented Transport Protocol
Length: 2
PDU Type: DT Data
[Destination reference: @x10000]
.000 0080 = TPDU number: @x@0
1... .... = Last data unit: Yes
» 57 Communication

>
>
I
>
|
v

@abn 28 63 36 89 59 B2 @0 1c @6 27 64 11 @8 00 45 @0 (c6-Y 'd---E
t 0@ 8b 91 cf €0 00 le 06 e2 6¢c Pa @a @a 14 0a @a " 1
Ba @a c® 04 20 66 80 29 be d1 @0 16 8e 38 50 18 vonefe} wonea 8P
20 00 91 ef 00 00 03 90 00 63 @2 fO 80 32 01 @@ - ---- -  CEE2 ¢
00 01 c6 @0 52 00 00 @4 @5 12 Qe b2 ff 00 00 @@ «esRee reeaa

52 ea 2d b@ d9 40 00 @@ 10 12 @e b2 ff 00 00 @@ R - '@

52 78 @4 1f ef 40 00 0@ 11 12 Qe b2 ff 00 00 @@ Rx '@ -

52 6b 12 23 fc 40 00 @@ 12 12 @e b2 ff 00 00 @@ Rk -#-@: '
{ 52 f9 3b 8c 2a 40 @0 00 13 12 Qe b2 ff @0 00 @@ R-; %@ - -+ "
0098 52 4d 3e 5a 1a 40 00 00 14 RM>Z-@

n
= E# PDU Type 7y 0x0f , RABZEUIB(EHAEUIEE
o s7comn MYE
m  s7comn WHINEIE=THED
m Header
= ROSCTR
n E0E
= 0x01: JOBENMEWIER, W, &£/ E17f#es, 1/ BR, Bah/ELigE, REBE
= 0x02 : ACK EMFEIAMERI, XE—MREEIIENERHIA
= 0x03 : ACK_DATA BIFEINEEMRRL, —ARZE A JOB AITEK
= 0x07 : USERDATA Bl BN, ESHOREZER /M ID, —RATHRE /#EK,
EEY SZL &
m Parameter
m Data
LIS
n INEERS A Ox05 B9 S7Comm EHiEE



» IS0 B@73/X.224 COTP Connection-Oriented Transport Protocol
v 57 Communication
v Header: {Job)
Protoca de fx32
R.EISETR:
Redundancy Identification (Reserved): Bx@@g@
Protocol Data Unit Reference: 521
Parameter length: 18
Data length: 5
v Parameter: (Write Var)
Function: Write var
[tem count: 54
v Item [1]: Unknown variable specification
Variable specification: 8x39
Length of following address specification: 55
Syntax Id: Unknown (@x33)
Da Ba c@ 4c 00 66 35 Ge 75 34 00 @5 77 f4 50 18 L-f5n ud: wP

S5b 40 ee 29 90 80 83 00 20 16 11 8 22 92 20 01 (e
98 c1 92 02 00 c2 B2 92 @1 c@ 21 @9 03 o0 20 19

@2 f@ 80 32 91 @0 @0 98 00 0@ 93 00 00 f0 29 0@ 2
01 90 92 @9 0 @3 @0 @0 33 92 0 89 32 @1 P9 @8 3.2
21 ff @0 22 20 @0 84 82 12 Oe b2 ff 00 08 08 52 " R’
82 55 51 7 40 00 8@ 89 12 0e b2 ff 00 00 00 52 uo-@ R
pOoe 25 36 7d bl 40 00 00 Ba ©3 0@ @0 28 92 @ 8@ 32 N6} @ {-.-2
00ad 01 @8 00 02 @9 088 12 0@ @5 85 36 39 37 33 IS 66 ccce-eee on 69735 B [ e e
BBbe 36 65 36 66 37 34 35 66 37 32 36 35 36 31 36 63 Ge6f745T 7265616¢ = AR R eman s
n -
n X
m Header:
s B—PFENEMINIRIREF 0x32
s ROSCTR: 1
» ROSCTR XMFEMEVERERTE PDU MM, XBHANTR 2HEVEN 0x01-JOB ,
{EAIER
s BFIRBRIENER (B0, £/ 57Z6H=8, £/ SR, BE1/BIEE, 888

g .
m Parameter
m S7Comm % ROSCTR EUER 0x01 B, 1#hi4%haY Parameter Y ZE—FELZE function
(IngeErd) , Klhm 1 5%
» INEEISJ 0x05 B S7Comm HIE I B HINEEII R AT IMEX MUEERENE
s EIEE IR JOB F Ack_data BITHEERR R

o BLE) JOB F1 Ack_data H‘JmﬁﬁﬂﬁﬂTi@
WAV il HEA

0x00 CPUR% CPUR%
0xf0 B E T HE LA
0x04 EH Var BERUE
0x05 BEE BAE
Oxla HRTH HRTHR
0x1b TRX TS
Ox1c TEER THEK
0x1d vin RS Fia bAE
Oxle k& b-Ziil
Ox1f Z5IR g RAGEER
0x28 PIfR S5 T2 8 AR 55
0x29 PLC{2 |- FAPLC

W I TIRERS

m data
n At Write Var iParameter WEMEEERINSEANENAST, Z7—1 data Il
» data BYZ5H



= 0 (Unsigned integer, 1 byte): Return code , R[EIf{H

= 1 (unsigned integer, 1 byte): Transport size , RAETSHERTKE

m 2-3 (unsigned integer, 2 bytes): Length , ENEMEIEKE

= 4 (1byte): Data, SAKIE

m 5 (unsigned integer, 1 byte): Fill byte , HFZFT, WREIBIKETRRE Length FIIE,
MIEZ
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DNP3

e DNP3 = DNP 3.0
o DNP = Distributed Network Protocol = %zt MY
o Bfta: B—MNATFENCAM ZEIRIRIIY
= SCADAR]DAERIDNPIMYS £k, RTU, KIED#ITER

o Fi&
n BT an o keem FTW
o R

= BCOSHREL, REETYMER, HEESNAENEREH

crifan.org, {EFE24.0ER(CC BY 4.0)11% /&% all right reserved, powered by Gitbook&/ZE#: 2021-07-18 10:06:18


https://creativecommons.org/licenses/by/4.0/deed.zh

OPC

® OPC = jIF2ITHIHJOLE = OLE for Process Control
o OPCEIE—EERO. BUMAENILES, BTIREHIRMGIELBMTRS

o
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ATG

ATG

o ATG
o =HEERALN=NNmusRAIN
o Bfta: —MfiEHENIEIIRE
o HUIK
n RIREEIA5800 B MR FIEAN T BN
» HA53002 A FEE
n URTEHMEHHEEESS (Vedeer-Root)

n YRIREZHABEN (FORUAN) WAXEANEREN (EERTEEBTRRERE)

» FAREMN EIRBINE
» RHEEATNRSBEMNEENURNIRMEE, mEERSFIERESEN
o IMMIAEINEIRSLEHE

e ';i H

P11 T

-

i R5232

RS732 whin |
. Aiews
BT i T e

il
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http://plcscan.org/blog/2016/03/census-scanning-from-siemens-s7-plc-cpustatus/
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SEXE, ABETERERS, #HTMTH%E:

® PLC = RI{RFEEIEITHIE

o scaoa / hmr ¢ MEIRAAZSRIRAFIAR AN B ERFEH

e r7oB / HIspB : SERY/[HSE BUEE

e RTU/ fERES / DTU

|OServer: #IEBSAM
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ZoomEye
ICSfind
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icsfind.org , )
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scan.io

ETHRIUAANFEMNITIFREERRELR

{1CS/SCADA/PLC Google/Shodanhg Cheat Sheet)

Internet connected ICS/SCADA/PLC Cheat Sheet 2013

http://scadastrangelove. org/

(( I nternet connECted I GS/SGADA/PLC Ghe at She Et» Gleb Gritsai, Alexander Timorin, Alexander Zaitsev, Sergey Gordeychik, Valentin Shilnenkov

http://www. scadaexposure. com/
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TEIREHEARSR

o EIH InwsIwzs = ARRAMETHERSIE
o ICS-Radar
m http://radar.winicssec.com/html/search/search_topic.html

[ ] > lim] 0 FE£#£ — radarwinicssec.com/html/search/search_topic.htm| (v}

Q

ENIRBRNEL S

REHFEH TIEFIRER

o Shodan{$Z&
m https://www.shodan.io

ree < [in] © & www.shodan.io oflhllo

Try out the new beta website! Help Center

@ siooan [N & cooe oo oo Ao e

(63

The search engine for the Internet of Things

is dj for Inte

Create a Free Account Getting Started

Explore the Internet of Things See the Big Picture

Use Shodan to discover which of your devices are connected to the Internet, Websites are just one part of the Internet. There are power plants, Smart TVs,
where they are located and who is using them. refrigerators and much more that can be found with Shodan!

Monitor Network Security Get a Competitive Advantage

Keep track of all the computers on your network that are directly accessible Who is using your product? Where are they located? Use Shodan to perform

from the Internet. Shodan lets you understand your digital footprint empirical market intelligence.

%svooan [ -
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n Zfl
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% SHODAN

Home Search Directory Data Analytics/ Exports Developer Center Labs

 Add to Directory

Top Cities 218.61.155.234
Shenyang 4 China Unicom Liaoning Product name: DVP12SE
B shenyang Vendor ID Deltra Power Electronics Center
Details Serial number: 0
Device type: Generic Device (deprecated)
n drops.wooyun.org
o Censys £W35|%

n R
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= GithubJUIE A
m https://github.com/atimorin/scada-tools
m https://github.com/atimorin/PoC2013
= https://github.com/drainware/scada-tools
m https://github.com/drainware/nmap-scada
n Exploit-dbiliH A
m https://www.exploit-db.com/exploits/19833/
m https://www.exploit-db.com/exploits/19832/
m https://www.exploit-db.com/exploits/19831/
= https://www.exploit-db.com/search/?action=search&description=scada&e_author=

Nmap NSERIZ

Nmap NSERIZ im0 BHER
mmes-identify.nse 102 iec-61850-8-1 (mms) ics protocol

numerates Siemens S7 PLC Devices and collects their device
s7-enumerate.nse 102

information
. Enumerates SCADA Modbus slave ids (sids) and collects their
modbus-discover.nse 502 . .
device information
. . use Modbus to communicate to the PLC via Normal queries that
modicon-info.nse 502 X ! X
are performed via engineering software
cr3-fingerprint.nse 789 Fingerprints Red Lion HMI devices
moxa-enum.nse 4800 MoxaNPort
melsecg-discover.nse 5007 MELSEC-Q Series PLC CPUINFO
melsecg-discover-udp.nse 5006 MELSEC-Q Series PLC CPUINFO

BACnet-discover-

enumerate.nse 47808 BACnet

atg-info.nse 10001 Guardian AST 120100

codesys-v2-discover.nse 1200/2455 received then the output will show that the port as CoDeSyS
cspv4-info.nse 2222 cspv4-info

dnp3-info.nse 20000 DNP3

CIP = Information that is parsed includes Vendor ID, Device
enip-enumerate.nse 44818 Type, Product name, Serial Number, Product code,Revision
Number, as well as the Device IP


https://github.com/atimorin/scada-tools
https://github.com/atimorin/PoC2013
https://github.com/drainware/scada-tools
https://github.com/drainware/nmap-scada
https://www.exploit-db.com/exploits/19833/
https://www.exploit-db.com/exploits/19832/
https://www.exploit-db.com/exploits/19831/
https://www.exploit-db.com/search/?action=search&description=scada&e_author=

fox-info.nse 1911 collect information from A Tridium Niagara system

omrontcp-info.nse 9600 Controller Data Read Command and once a response is received

omronudp-info.nse 9600 Controller Data Read Command and once a response is received

pcworx-info.nse 1962 PCWorx info

proconos-info.nse 20547 ProConOs

Siemens- 80 Checks for SCADA Siemens S7 Communications Processor

CommunicationsProcessor.nse devices

Siemens-HMI-miniweb.nse 80 Checks for SCADA Siemens SIMATIC S7- devices

Semens-SIMATIC-PLC- 80 Checks for SCADA Siemens Simatic S7 devices

Siemens-Scalance-module.nse 161 Checks for SCADA Siemens SCALANCE modules

Siemens-WINCC.nse 137 Checks for SCADA Siemens WINCC server

bradford-networks-nac.nse 8080 Attempts to_detect Bradford Networks Network Sentry appliance
admin web interface

iec-identify.nse 2404 Attemts to check tcp/2404 port supporting IEC 60870-5-104 ICS
protocol

minecraft.nse 25565 Checks for Minecraft Servers using the 0x02 "Handshake
protocol

mob-discover.nse null Detect the Maintenance Operation Protocol (MOP) by sending

P ) layer 2 DEC DNA Remote Console hello/test messages
stuxnet-detect.nse 445 Detects whether a host is infected with the Stuxnet worm

RED SO {2 AR 25451
Ethernet/IP 44818

nmap =p --script enip-enumerate.nse 179, %

D:\Tools\nmap-6.47>nmap -p 44818 --script enip-enumerate.nse 85.132.179. k6

Starting Nmap 6.47 ( http://nmap.org ) at 2015-09-06 14:23 F[EHF
MNmap scan report for 85.132.179.138
Host is up (0.38s latency).
PORT STATE SERVICE
44818/tcp open EtherNet/IP
| enip-enumerate:
Uendor: Rockwell Automation/Allen-Bradley (1)
Product Name: 1766-L32BWA A/5.00
Serial Number: 0x404fa80e

Product Code: 90
Revision: 1.5

I
I
I
| Device Type: Programmable Logic Controller (14)
I
I
| Device IP: 192.168.3.50

Nmap done: 1 IP address (1 host up) scanned in 10.12 seconds

Modbus 502

nmap =-seript mediecon-info.nse =Pn =p =sV .43, %



D:\Tools\nmap-6.47>nmap --script medicon-info.nse -Pn -p 502 -sU 91.83.43.%

Starting Nmap 6.47 ( http://nmap.org ) at 2015-09-06 14:03 F[H A ]
map scan report for 91.83.43.181
ost is up (0.34s latency).
STATE SERVICE UERSION
Modbus

Uender Name: Schneider Electric

Network Module: BMX P34 2020

CPU Module: BMX P34 2020

Firmware: v2.2

Memory Card: BMXRHMSOO8S8MP

Project Information: Project - U4.0  FAYCSABA-PC D:\Fay Automation\projektek\Gombos_ifj\Gombos_m340\gombos_140726.
Project Revision: 0.8.40

Project Last Modified: 8/29/2015 8:53:49

[Service detection performed. Please report any incorrect results at http://nmap.org/submit/
map done: 1 IP address (1 host up) scanned in 50.80 seconds

IEC 61870-5-101/104 2404

nmap =Pn =n -d --script iec-identify.nse --script-args iec-identify -p .253, %

D:\Tools\nmap-6.47>nmap -Pn -n -d --script iec-identify.nse --script-args:iec-identify -p 2404 80.34.253.36

Starting Nmap 6.47 ( http://nmap.org ) at 2015-09-06 14:33 +[H P JE]
Winpcap present, dynamic linked to: WinPcap version 4%.1.3 (packet.dll version 4.1.0.2980), based on libpcap version 1.8 branch 1_8_rel®h (20091008)
Timing report
hostgroups: min 1, max 100000
rtt-timeouts: init 1800, min 100, max 10088
max-scan-delay: TCP 1000, UDP 1000, SCTP 1000
parallelism: min 8, max ©
max-retries: 10, host-timeout: ©
min-rate: 8, max-rate: @

: Using Lua 5.2.

Script Arguments seen from CLI: iec-identify

Loaded 1 scripts for scanning.

Seript Pre-scanning.

Starting runlevel 1 (of 1) scan.
Initiating SYN Stealth Scan at 14:34
Scanning 80.3%.253.26 [1 port]
Packet capture filter (device eth4): dst host 192.168.13 @k and (icmp or icmp6 or ((tcp or udp or sctp) and (src host 80.34.253.28)))
Discovered open port 2404/tcp on 80.34.253.26
Completed SYN Stealth Scan at 14:34, 8.92s elapsed (1 total ports)
Overall sending rates: 1.09 packets / s, 48.09 bytes / s.
NSE: Script scanning 80.34%.253.26.

Starting runlevel 1 (of 1) scan.

Starting iec-identify against 80.34%.253.26:2404%.
Initiating NSE at 14:34

try to connect to port 2404

testfr status true

testfr recu: 680483000000

startd recu len: 6

: startdt recu: 68040bOO0EOO

c_ic_na_1 status true

c_ic_na_1 recu len: T

c_ic_na_1 recv: S4494d454F5554

Finished iec-identify against 80.34.253.26:2404%.
Completed NSE at 14:34, 1.58s elapsed
Nmap scan report for 80.34.253.286
Host is up, received user-set (0.31s latency).

Siemens S7 102

nmap =p --script s7-enumerate -sV 152, %



D:\Tools\nmap-6.47>nmap -p 102 --script s7-enumerate -sU 140.207.152. .48

Starting Nmap 6.47 { http://nmap.org ) at 2015-09-06 14:59 F[H A J8]
Nmap scan report for 140.207.152.10

Host is up (0.848s latency).

PORT STATE SERVICE UERSION

102/tcp open iso-tsap Siemens $7 PLC

| sT-enumerate:

I Module: BEST 314-1AG14-0ABO

I Basic Hardware: 6EST 314-1AG14-0ABO

I Uersion: 3.3.2

I System Name: SIMATIC 300 Station

| Module Type: CPU 314

I Serial Number: § C-BDU433522011

|_ Copyright: Original Siemens Equipment
Service Info: Device: specialized

-
nmap -d --script mms-identify.nse --script-args =p Ip

D:\Tools\nmap-6.47>nmap -d --script mms-identify.nse --script-args:'mms-identify.timeout=500' -p 102 140.207.152.10

Starting Nmap 6.47 { http://nmap.org ) at 2015-09-06 15:03 7 [EiFAR ]
Winpcap present, dynamic linked to: WinPcap version 4.1.3 (packet.dll version 4.1.8.2980), based on libpcap version 1.8 branch 1_0_rel®b (20091008)
Timing report
hostgroups: n 1, max 100000
rtt-timeouts: init 1000, min 100, max 10080
max-scan-delay: TCP 1660, UDP 1808, SCTP 1060
parallelism: min @, max ©
max-retries: 10, host-timeout: ©
min-rate: @,

: Using Lua 5.2.
: Script Arguments seen from CLI: 'mms-identify.timeout=500"
: Loaded 1 scripts for scanning.
: Script Pre-scanning.
: Starting runlevel 1 (of 1) scan.
Initiating Ping Scan at 15:03
Scanning 148.207.152.10 [4 ports]
Packet capture filter (device eth#): dst host 192.168.17.251 and (icmp or icmpé or ((tcp or udp or sctp) and (src host 140.207.152.10)))
lle got a ping packet back from 148.207.152.10: id = 37524 seq = @ checksum = 28011
Completed Ping Scan at 15:03, ©.60s elapsed (1 total hosts)
Ouerall sending rates: 6.67 packets / s, 253.33 bytes / s.
mass_rdns: Using DNS$ server 192.168.20.10
mass_rdns: Using DNS server 114 114 114 114
: Using DN$ server 192.168.20.10
: Using DNS server 114.114.114.114
: Using DN$ server 192.168.31.1
: Using DNS server 8.8.8.8
Parallel DNS resolution of 1 hest. at 15:03
: 5.83s 0/1 [#: 6, OK: O, NX: 0, DR: 0, SF: 0, TR: 1]
Completed Parallel DNS resolution of 1 host. at 15:03, 0.21s elapsed
DNS resolution of 1 IPs took 5.63s. Mode: Async [#: 6, OK: O, NX: 1, DR: O, SF: @, TR: 1, CN: 0]
Initiating SYN Stealth Scan at 15:03
Scanning 140.207.152.10 [1 port]
Packet capture filter (device eth#): dst host 192.168.17.251 and (icmp or icmp8 or ((tep or udp or sctp) and (src host 146.207.152.10)))
Discovered open port 102/tcp on 140.207.152.10
Increased max_successful_tryno for 140.207.152.10 to 1 (packet drop)
Completed SYN Stealth Scan at 15:03, ©.35s elapsed (1 total ports)
Ouerall sending rates: 5.70 packets / s, 250.71 bytes / s.
INSE: Script scanning 140.207.152.10.
NSE: Starting runlevel 1 (of 1) scan.
NSE: Starting mms-identify against 140.207.152.10:102.
Initiating NSE at 15:03
NSE: cr_tpdu recu: 4552524f52
NSE: Finished mms-identify against 140.207.152.18:182.
Completed NSE at 15:03, 0.14s elapsed
Nmap scan report for 140.207.152.10

Tridium Niagara Fox 1911

nmap =p ==seript fox-info 1238, %



D:\Tools\nmap-6.47>nmap -p 1911 --script fox-info 99.55.238.%W

Starting Nmap 6.47 ( http://nmap.org ) at 2015-09-06 15:08  [H{FHER|A]
Nmap scan report for adsl-99-55-238-41.dsl.irunca.sbcglobal.net (99.55.238.41)
Host is up (0.18s latency).
PORT STATE SERVICE
1911 /tcp open Niagara Fox
| fox-info:
| Fox Uersion: 1.0.1
Host Mame: 99.55.238.41
Host Address: 99.55.238.11
Application Name: Station
Application Uersion: 3.7.106.1
UM Name: Java HotSpot(THM) Client UM

05 Name: QNX
Host ID: Qnx-NPM&-0000-11EQ-F82F
UM UUID: 11e49dal-6be2-fEd6-0000-00000000bb2d

|
|
I
|
I
| UH Uersion: 1.5.0_34-b28
|
|
|
| Brand ID: lWebs
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CVND = China Natinal Vulnerability Database = ER{EERERAHLZTEAL
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ATT & CK

e ATT&CK
o ATT&CK=Adversarial Tactics, Techniques & Common Knowledge
o —EIERETT: MITRE ATT&CK {EZRZITIEMNS MR IR B RR1THESR
o EBft4: —THREY
» SR T RAVES FRE XAV AR AR FIE AR
o FREAS: MITRE
n FAA2FRE: MITRE ATT&CK Matrix
o EM: —PAIIR
o HE]: 2013FE$R L=
o MTNA
= S Ktactics
= Initial Access
= Execution
m Persistence
m Privilege Escalation
= Defense Evasion
= Credential Access
m Discovery
m Lateral Movement
= Collection
m Exfiltration
= Impact
o PE
m Enterprise ATT&CK = MITRE ATT&CK® Matrix for Enterprise
m M48: ATT&CK for Enterprise is an adversary model and framework for describing the actions an
adversary may take to compromise and operate within an enterprise network

.~ XHTA:

= Windows

= macOS

= Linux

m Cloud
s AWS
s GCP
m Azure
m Azure AD
= Office 365
m SaaS

n FEpE

n AR



Deliver

Weaponize

Maintain

n T

PRE-ATT&CK

Priority Definition

- Planning, Direction

Target Selection

Information Gathering

Technical, People, Organizational
Weakness Identification

Technical, People, Organizational
Adversary OpSec

Establish & Maintain Infrastructure
Persona Development

Build Capabilities

Test Capabilities

Stage Capabilities

Initial Access
Execution
Persistence
Privilege Escalati
Defense Evasion

Discovery

Collection
Exfiltration

Impact

Credential Access

Lateral Movement

Command and Control

ATT&CK for Enterprise
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Device Access

Initial Execution Persistence EPrlwlle e efense Credential Discovery Lateral Collection Command Exfiltration Impact
Access scalation vasion Access Movement and Control
9techniques 2 techniques 9 techniques 16 techni 2 17 8 techni techniques
Deliver Broadcast Abuse Device Code Injection | Application Access Application Attack PCvia | Access Alternate Alternate Carrier Billing
Malicious App  Receivers Administrator Discovery Notifications | Discovery USB Connection | Calendar Entries  Network Netwark Fraud
via Authorized Access to Prevent | Exploit 05 Mediums Mediums
App Store Native Code | Removal Vulnerabilty Code Injection | Access Evade Analysis | Exploit Access Call Log Clipboard
Sensitive Datain| Environment | Enterprise Commonly Used | Commanly Used | Madification
Deliver Broadcast Exploit TEE Device Lockout  Device Logs Resources Access Contact  Port Port
Malicious App Receivers Vulnerability File and List Data Encrypted
via Other Means Disguise Access Stored | Directory Domain Data Encrypted  for Impact
Code Injection Root/Jailbreak  Application Data | Discovery Access Generation
Drive-by Indicators Notifications ~ Algerithms Standard Delete Device
Compromise Compromise Android Intent | Location Application Layer Data
Application Download New  Hijacking Tracking Access Remote File Protacol
Exploit via Executable Code at Runtime Sensitive Datain  Copy Device Lockout
Charging apture Network Service Device Logs
Station or PC Foreground Evade Analysis  Clipboard Data | Scanning Standard Generate
Persistence Environment Access Stored  Application Fraudulent
Exploit via Radio Capture SMS | Process Application Data  Layer Protocol Advertising
Interfaces Modify Cached Input Injection  Messages. Discovery Revenue
Executable Code Capture Audio | Standard
Install Insecure Install Insecure ExF\wt TEE yster Cryptographic Input Injection
or Malicious Modify OS Kernel or Malicious Vulnerability Information Capture Camera  Protocal
Configuration or Boot Partition Configuration Discovery Manipulate
Input Capture Capture Uncommonly App Store
Lockscreen Modify System Masquerade as System Network Clipboard Data  Used Port Rankings or
Partition Legitimate Input Prompt | Canfiguration Ratings
Application Discovery CaptureSMS ~ Web Service
Masquerade as Modify Trusted Keychain Messages Modify System
Legitimate Execution Madify OS Kernel System Network Partition
Application Environment or Boot Partition  Network Traffic = Connections Data from Local
Capture or Discovery System
Supply Chain Modify System  Redirection
Compromise Partition Foreground
URL Scheme Persistence
Modify Trusted  Hijacking
Execution Input Capture
Environment
Location
Native Code Tracking
Obfuscated Files Network
or Information Information
Discovery
ppress
Application lcon Network Traffic
Capture or
Uninstall Redirection
Malicious
Application Screen Capture

» XEHTFE
= Android
= iOS
o WNEIIEMEFER

= How to implement and use the MITRE ATT&CK framework | CSO Online
= https://www.csoonline.com/article/3396139/how-to-implement-and-use-the-mitre-attandck-

framework.html

= AR

= MITRE ATT&CK HEZ“\IIER - Z&45F
= https://www.agniu.com/learn/61125.html
m ATT&CK - (ERZZR®EITF VULHUB
= http://vulhub.org.cn/attack

Categories

E
A
C
H

Techniques Only

Exploitable to
Anyone

Additional Steps
Required

Cost Prohibitive

Hard

s I LEMESERE, ATT&CKITR

Separating Techniques

* Need some sort of tooling such as Metasploit or POC scripts
* Could be more advanced than those found in green
* Example — Exploitation for *



https://www.csoonline.com/article/3396139/how-to-implement-and-use-the-mitre-attandck-framework.html
https://www.aqniu.com/learn/61125.html
http://vulhub.org.cn/attack

ATT & CK
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STIX and TAXII

e STIX and TAXII
o 21t trfEstandards
o B RBEMEBEANIERTILS
= STIX: #R T BEMBEIRB WL
. TAXII: NRMAFERIBERER
o iR

» machine-readablet/ 228533

» B5ENTE
o STIX= Structured Threat Information eXpression
n —EENA: STIX, short for Structured Threat Information eXpression, is a standardized language developed
by MITRE and the OASIS Cyber Threat Intelligence (CTI) Technical Committee for describing cyber threat
information.
n IR It has been adopted as an international standard by various intelligence sharing communities and
organizations.
» {FHAI: Itis designed to be shared via TAXII, but can be shared by other means
s i
m STIX is structured in such a fashion that users can describe threat
= Motivations
= Abilities
= Capabilities
m Response
o TAXII=Trusted Automated eXchange of Intelligence Information
n —A)IE#ER: defines how cyber threat information can be shared via services and message exchanges
m {EFE: ltis designed specifically to support STIX information, which it does by defining an API that aligns with
common sharing models
» STHEEER
m Hub and spoke — one repository of information
m Source/subscriber — one single source of information
m Peer-to-peer — multiple groups share information
n 4FHERSS

m Discovery — a way to learn what services an entity supports and how to interact with them



m Collection Management — a way to learn about and request subscriptions to data collections
= Inbox — a way to recieve content (push messaging)
m Poll — a way to request content (pull messaging)

n R
Subscriber Subscriber Subscriber Subscriber
Spoke Spoke
SpOke Producer SpOke Producer

Consumer only Producer only

& Consumer & Consumer

<D
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FirmwareTotal

e FirmwareTotal
o =fta
n 360R MRS LLBUIEXBEDITTEE
n OTEHBMtREDTRRAE
o 1EF
n TERIENITEHEZESFELZ0)
n ETEBRDZET 0-day EFREEH, HHSKREMIBR
n ETHZEIT/IoTHN R REREZ ST INTEITE
o Fi&
m What can Firmware Total do for you
» 360 ARAANEEE
n ET360LEARMANLEEEN
» ETSZHEANREDH
n EHNRE TS Z2EXE
n loTRIEFERE
n BT TETEHRNIoTIRIEIFIEE
n RS
» ETREHNENTEDN
n EDH
n ASEMOTRRSHITLE DM
n KD
» BT ZHENEIERKLES
o HfthINEE
s OTREHERERSIE
n SRAMICTREHIRIERSIE, RNEZRENRMEIRE
n [oTREFMUREEDHT
n ETloTL BN TR DT
n OTERELTE
BT EMIoTIRERE M, RIENEEIZRAE

o FHi&HHE
n WIRFRIZE Z—HIQB035-ERIME BT IR 45 R
148 & .
United States .
Edmonton

£ 350 10T
u

m https://ft.iotsec.360.cn/#/result?id=sample
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THEH

o Eff
o IHFmINEREEEN MRS, EREXNNINRE, SEEXINEE
o MABEDH, WRILES R, FEFEEMEREPRHIRENF
o FTMMEIERE Ewn
o BEfE = EfHER + BHESH
o EfHEW
n Efirmware B MIEEEF, BT B MERIEG S AREL K
n REHSREREFR—DITHEISUF
n Ef
n iot#{RE RIGKEHIREY EE IR
o BE#ptr =
» REEEHE, MEZEDTEMIAESWEGHNEENEE, BTZXEBEXHR
o Ef¥HTIA = B#WBRIA
o MNTEHMREMSY, BT ERMEAE, AMMEXTABI: BtsraIs = E4EETIA
o EUE
o NRIRE, BRI KREIBIE
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Ti=E4E

BERNEMEEST IENARE:

o EiR
o  binwalk
O BAT = Binary Analysis Toolkit
o Hfth
O FAT = Firmware-Analysis-Toolkit
o Attifyo0s
o eimgfs
= nlitsme/eimgfs: Tool for editting Windows CE/Mobile firmware images.
m https://github.com/nlitsme/eimgfs
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binwalk

e binwalk
o Bta: EfpHIA
= Firmware Analysis Tool
o —HIEMHIR
n EEDHFIER
n MEHFREHHE
m a fast, easy to use tool for analyzing, reverse engineering, and extracting firmware images

EII=}
°© B=

» BRNEGHDH: file
w filefRm: SATRZHEERES 10, BEXK
m  libmagic BIRSFEE
» XA EFIRRE R
n 04T ERER
B magic_open
B magic_close
B magic_buffer
B magic_load
o EARINAE
"

n REUH
n JTIEIHAE
n LEERIHAE
s FREDH
n JRIFINAE
o FHi&:
n BREHEREGD
n DREBRAR IS ZOERR

o X¥iFa

B Linux

B mac0S

B Cygwin
B FreeBSD

B Windows

= Github
m ReFirmLabs/binwalk: Firmware Analysis Tool
m https://github.com/ReFirmLabs/binwalk


https://github.com/ReFirmLabs/binwalk

s REFELF
= Quick Start Guide - ReFirmLabs/binwalk Wiki
= https://github.com/ReFirmLabs/binwalk/wiki/Quick-Start-Guide
n A%
m Usage - ReFirmLabs/binwalk Wiki
m https://github.com/ReFirmLabs/binwalk/wiki/Usage

2545

root@kall:~# binwalk -B ddwrt-1linksys-wrt12@@ac-webflash.bin

DECIMAL HEXADECIMAL DESCRIPTION

ox0 TRX firmware header, little endian, image size: bytes, CRC32: @x95C5DF32, flags: @x1, ve
rsion: 1, header size: bytes, loader offset: @x1C, linux kernel offset: @x@, rootfs offset: @x@

ex1C uImage header, header size: bytes, header CRC: @x78@C2742, created: =10-10 02:12:20, image
size: bytes, Data Address: @x800@, Entry Point: @x8000, data CRC: @xA@97CFEA, 0S: Linux, CPU: ARM, image type: OS Kern
el Image, compression type: none, image name:

@x5C Linux kernel ARM boot executable zImage '1little-endian

@x99C device tree image dtb

@x5B88 xz compressed data

@x5CE@ xz compressed data

@x204F6C device tree image dtb

0x30001C UBI erase count header, version: 1, EC: @x@, VID header offset: @x800, data offset: @x1000

helpiEB}EHBIE R

root@kali:~# binwalk -h

Binwalk v2.1.2

Cralg Heffner, ReFirmLabs
https://github.com/ReFirmLabs/binwalk

Usage: binwalk OPTIONS FILE1 < FILE2  FILE3 .

Signature Scan Options:

=B, --signature Scan target file's common signatures

=R, --raw str Scan target file's the specified sequence of bytes

-A, --opcodes Scan target file's common executable opcode signatures
-m, --magie file Specify a custom magie to use

=b, =--dumb Disable smart signature keywords

=I, =-invalid Show results marked as invalid

=x, --exclude str Exclude results that mateh str

-y, =-inelude str oOnly show results that mateh str

Extraction Options:

-e, --extract Automatically extract known types

=D, --dd type:ext:cmd Extract type signatures, give the files an extension of ext , and execute emd
=M, --matryoshka Recursively scan extracted files

-d, --depth int Limit matryoshka recursion depth default: © levels deep

=C, --directory str Extract flles/folders to a custom directory (default: current working directory
=j, =-size int Limit the size of each extracted

-n, --count int Limit the number of extracted files

=P, ==rm Delete carved files after extraction

=z, =--carve Carve data from files, but don't execute extraction utilities

=V, =-subdirs Extract into sub-directories named by the offset

Entropy Options:

=E, --entropy Caleulate entropy

-F, --fast Use faster, but detailed, entropy analysis

=], --save Save plot as a PNG

=Q, --nlegend omit the legend from the entropy plet graph

=N, =-nplet Do not generate an entropy plot graph

=H, =-high fleat Set the rising edge entropy trigger threshold default:
=L, =-low float Set the falling edge entropy trigger threshold 'default:

Binary Diffing Optiens:
=W, ==-hexdump Perform a hexdump / of a or files


https://github.com/ReFirmLabs/binwalk/wiki/Quick-Start-Guide
https://github.com/ReFirmLabs/binwalk/wiki/Usage

-G, --green only show lines containing bytes that are the same among all files

=i, --red only show lines containing bytes that are different among all files
=U, =--blue only show lines containing bytes that are different among some files
=W, --terse Diff all files, but only display a hex dump of the first
Raw Compression Options:
=X, --deflate Scan raw deflate compression streams
=Z, --1zma Scan raw LZMA compression streams
=P, --partial Perform a superficial, but faster, scan
=S, --stop Stop after the first result

General Options:

-1, --length int Number of bytes to sean

-0, --offset int Start scan at this offset

-0, --base int Add a base address to all printed offsets

=K, =-bleck int Set bleck size

=g, --swap int Reverse every n bytes before scanning

-f, --log file Log results to

=€, ==CSV Log results to csv

-t, --term Format output to fit the terminal window

=g, =-quiet Suppress output to stdout

=v, =-verbese Enable verbose eutput

-h, --help Show output

-a, =-finclude str Only scan files whose names match this regex
-p, =-fexclude str Do not scan files whose names match this regex
-s, --status int Enable the status server on the specified port
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rbasefind

e rbasefind | EIEFEH#bUL
o HiiR: BHEKREHEAFHNEINTER
o BR: AZIEHMNE—F, REENMEMTEMLL, XH#7TEEL wa IRBIE ZWRBFFRFE
o Github
m https://github.com/sgayou/rbasefind
o FIEZMI

lys@ubuntu:~/Documents/test$ rbasefind u-boet.bin
Located strings
Located pointers
Scanning with @ threads
0x80700000:

@xff22deeo:

@xfe3a6000:

@xfdb8300a:

@xfcadle00:

@xfbf1deee:

@xfb632000:

@xf965e000:

@xf7bae000:

@xf777a000:
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addelfinfo

o addelfinfo : NFIABMHEMELFLFE XK, HEIDARRE
o HhA: NIRRT HFRMELFLMTIR, BMNIR

o GitHub
m https://github.com/liyansong2018/Tools2Firmware
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sibyl

o sibyl : RFEIEEFNFSER

o =Zft4: anenhanced API bruteforcing tool
o MR sibyl ATBUG—LERIGH — #HHI AR E R EUAR, IRAIEER A
o Github
= GitHub - cea-sec/Sibyl: A Miasm2 based function divination.
m https://github.com/cea-sec/Sibyl
o HftEMWERmIR
= Bindiff
n ETF cre B8
m  CFG = Control Flow Graph
= FindCrypt
] g?@*ﬁ% magic constants
= FLIRT
n ETFiE58A9E N Lhtenhanced pattern matching

o &

lys@ubuntu:~/Tools/miasm-0.1,1% sibyl
Usage: /usr/local/bin/sibyl actien

Actions:
eonfig Configuration management
Funetion guesser
fune Funetion discovering
learn Learn a new

o Zf
n FTENRER

sibyl func -a arml u-boot.bin.elf funes.txt

n FRIREREL

sibyl -a arml -b ABI_ARM u-beot.bin.elf funecs.txt
s R
Python
Launch identification on function s

Found memcpy at @x805712@
Found memmove at @x8@5714c
Found memset at @x8057174
Found streat
Found strehr
Found stremp
Found strcpy at @x8@57228

Found strlen at @x8057244

Found strncmp at @x8@57258

Found strncpy at @x805728@

Found strnlen at @x80572a8

Found strrchr at @x8@572ce@

Found memecmp at @x8@572ff

Found strsep at @x8@576ac

Found strspn at @x8057704

Found striemp at @x8@5799¢

Found strpbrk at @x8e57ab8

Found strtok at @x8e57b3e@

Found stremp at @x8@57b48

Found atol at @x8@5dflc

Current: % (sub_ex8@b4ab3 Estimated remaining: 458
Found atol at @x8eflcf3

T
“Ar

=


https://github.com/cea-sec/Sibyl

Current: % (sub_ex8ef7a93 Estimated remaining: ©.@@s
Finished Found candidates .70s
Results are also available
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miasm2

o nmiasm2 @ @D
o HiR: Miasm 2— 1M RFEMFIR (GPLv2) #FEILIZEL, Miasm EEDHMEVER_#HEIRER, FIUFSH
7. WEEH
o GitHub
m https://github.com/cea-sec/miasm
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embedded-toolkit

e embedded-toolkit : ST AMBMAIER
o HhiR: MRENXLXKR, FHAZ—1TIE, ME—TMHEFFNIAS
o BfETR
m  tcpdump (statically linked
m gawk (statically linked)
m 1sof (statically linked)
m  gdbserv (statically linked)
m tshd (statically linked)
= nmawk (statically linked)
m  libpcap (static library, used for linking into tcpdump so not present in this repo)
o IiEA
n XEEEEFFNI5ES, 8872 1MES, W x86. arm, mips, MRFAEENBEERIXFIFL, ATUEA
B, EMREZHEEZERE[EHA
o GitHub
m https://github.com/akpotter/embedded-toolkit
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BusyBox

e BusyBox : LinuxEfTHEE
o HiR: BusyBox @—TEM T =ZBZ T HEALnuxa T RENRE
» BusyBox 18T —LMEBEMNTE, flills. catflecho%s%, TEET—LEA, EEXNTE, fHlgrep.
find. mountl fztelnet
o BFR: Linux TEHRMKHLEET]
o FI
m https://busybox.net/
o T#

m https://busybox.net/downloads/binaries/
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MIEDICRIEE, T SsARESAEINTENNE:
o WiFi

o KT

e Zigbee

e NFC

o Hith
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NFC

o NFC=iIiz@(E
o IfFiE=: #HEI=
o T{ESNZE: 13.56MHz

o RIFA%I
n XF
o HEE—FE
s [JEE
= IPER
m Tesla Model 3f9%ARE R SE: Pektorn PKE
"

IHEEET AMD REMOVE

G

SEns

ICLASS® Card

u
o NFC ¥
» Mifare Classic B9 fi#
n HfthzEE
m iClass: ERNIWNIEF
= Ultralight: FEihEkay—RMEEE
» WBRITA=FaTA
= PM3=PROXMARK3
n SR ARRFIDIEHLEET]
n Fi&: EENTeslaZE £ IB5ARL
= NFCGate
= https://github.com/nfcgate
m Proxmark3
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TSP EMERNIRE, ERREPAINRARBRERAFESMELE, EANETERLE:

e NoOS
¢ HOS
o IELRHRIERSE
m R AT linux
= WinCE
o SCRMRERZIRTOS
m FreeRTOS
m VxWorks
o Hfth
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BZ1aR1E

o TIIARIE
o DCS = HHRETHRL = SHUTHRR
o PCs = ERIEHAS
o ESD = MRABERS
O PLC = Programmable Logic Controller = RI{RiEFIZHIZR
0 RTU = RBLIHIZHIRS
o IED = FEEENST
O  HMI = Human Machine Interface = A#LRME
O MIS = Management Information System = BEEERSA

O SIS = Supervisory Information System = 4= IfZEENCMIENEERRR

o MES = FIEHATERRS
o NdayifEmIa)®
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