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XNU

e xnu = X is Not Unix
o fBX®&13
B POSIX = Portable Operating System Interface

B SMP = Symmetric MultiProcessing
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XNU;RS

o XNUJERS
o |H: opensource.apple.com
n BETH
m https://opensource.apple.com/tarballs/xnu/
n TELRIE

m https://opensource.apple.com/source/xnu/

o ¥f: github.com
= |H
= https://github.com/apple/darwin-xnu
¥
m https://github.com/apple-oss-distributions/xnu
n SRR TE
m https://github.com/apple-oss-distributions/xnu/archive/refs/tags/
= xnu-11215.1.10
m https://github.com/apple-oss-distributions/xnu/archive/refs/tags/xnu-11215.1.10.zip
m https://github.com/apple-oss-distributions/xnu/archive/refs/tags/xnu-11215.1.10.tar.gz
o EHfth

m LR xou XD

m XXR - XNU cross reference - Alpha (newosxbook.com)
C ®

A FE2 | newosxbook comfxxr/index| o B A% D e G [ 3

XXR — The XNU Xref

(a Version 0.4 (with XNU-8019 from AgplalGitidukin@Ad/fst RisXing ldeddivack

Bnted cover artist for my books!

xnu-8019 (MacOS 17, Darwin 21 :-) v|

Search for: ([J Case-Sensitive [J definition only

This is xnu-8019. See this file in
" — xnu-6163.11.26 (MacOS 15.0, Darwin 19 :-)

Directory listing for xnu-8019/ Xnu-4803.221.2 (MacOS 14.0, Darwin 18)
_upstream base commits Xnu-4570.41.2 (MacOS 13.3, Darwin 17)
APP| xnu-3789.70.16 (MacOS 12.6, Darwin 16)
EXTERNAL HEADERS/ Xnu-3248.20.55 (MacOS 11.2, Darwin 15)
Makefile Xnu-2782.40.9 (MacOS 10.10.5, Darwin 14)
README.md Xnu-2422.115.4 (MacOS 10.9.5, Darwin 13)
SETUP/ xnu-2050.24.15 (MacOS 10.8.4, Darwin 12)
M ¥nu-1699.32.7 (MacOS 10.7.5, Darwin 11)
QQ"_ﬁgl xnu-1504.15.3 (MacOS 10.6.8, Darwin 10)
M xnu-1228.16.4 (MacOS 10.5.8, Darwin 9)
iokit/

libkdd/

libkern,

libsa/

libsyscall/

makedefs/

osfmk/

pexpert/

san/

security/

tests/

u tools/

XNUR B 038

o XNUMRHBIZOEBR = AB M
o config - configurations for exported apis for supported architecture and platform
o SETUP - Basic set of tools used for configuring the kernel, versioning and kextsymbol management.

o EXTERNAL_HEADERS - Headers sourced from other projects to avoid dependency cycles when building. These

headers should be regularly synced when source is updated.
o 1libkern - C++ |OKit library code for handling of drivers and kexts.
o 1libsa - kernel bootstrap code for startup
o libsyscall -syscall library interface for userspace programs
o 1libkdd - source for user library for parsing kernel data like kernel chunked data.


https://opensource.apple.com/tarballs/xnu/
https://opensource.apple.com/source/xnu/
https://github.com/apple/darwin-xnu
https://github.com/apple-oss-distributions/xnu
https://github.com/apple-oss-distributions/xnu/archive/refs/tags/
https://github.com/apple-oss-distributions/xnu/archive/refs/tags/xnu-11215.1.10.zip
https://github.com/apple-oss-distributions/xnu/archive/refs/tags/xnu-11215.1.10.tar.gz
http://newosxbook.com/xxr/index.jl

o makedefs -top level rules and defines for kernel build.

o osfmk - Mach kernel based subsystems

o pexpert - Platform specific code like interrupt handling, atomics etc.

o security - Mandatory Access Check policy interfaces and related implementation.
o bsd - BSD subsystems code

o tools - A set of utilities for testing, debugging and profiling kernel.
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Mac

e Mac
o uname -a

Darwin erifandeMacBook-Pro.leocal .0 Darwin Kernel Versien

-7105.141,6~3/RELEASE_X86_64 x86_64

o sysctl
m kern.version

Darwin Kernel Version .01 Mon Aug 06:12:21 PDT

iPhoneb

e Mac

o uname -a
Darwin Crifan-iPhoneé .0 Darwin Kernel Versien .0! Mon Aug
~1/RELEASE_ARM64_T7000 iPhone7,2 armé4 N61AP Darwin

o sysctl
m kern.version

Darwin Kernel Version 0! Mon Aug 124:08 PDT
checkraln

FicheckralnZ8iPhone6#itey H A

xnu boot arg emdline to rootdev md@

iPhone7

T B SHEAFA, LZbMiPhone7, EBEEXRAIXNUAIARAS :

Y

root@192,168.,0,33

iPhone7:~ root# uname -a

Darwin iPhone7 ,0 Darwin Kernel Version
_T8010 iPhone9,1 armé4 D10AP Darwin

.01 Sat Jun 04:35:387 PDT

LA BY E # A ESiIPhone Bxnu 2 :

XNu-6153.142.1
EERMEST R ARAAIRAD

xnu Source Browser (apple.com)

RBENXThRA
-) REEHE, RIRITRIARA:

.0 Mon Aug 06:12:21 PDT rootixnu

rootixnu-7196.141,6~3/RELEASE_X86_64

124:08 PDT rootixnu-4608.272.1

rootixnu-4903.272.1~1/RELEASE_ARM64_T7000

root:xnu-6153.142,1~4/RELEASE_ARME4


https://opensource.apple.com/tarballs/xnu/

e Xxnu-6153.141.1.tar.gz
o https://opensource.apple.com/tarballs/xnu/xnu-6153.141.1.tar.gz

ATHTR, HEEZSEMR.

uncOver

FHuncOverfaiPhone7#i5ikH) H & HAY:

Kernel version: Darwin Kernel Version .01 Sat Jun 04:36:37 PDT root:xnu-6163,142,1~4/RELEASE_ARM64_T8010

iPhone8, iOS 15.1

i0S 15.1, iPhone8iIEE:

iPhone8-160:~ root# uname -a
Darwin iPhone8-150 .0 Darwin Kernel Version ,0! Sun Aug 166:56 PDT rootixnu-8019,12,65~1/RELEASE_AR
M64_T8015 iPhonel®,1 arm Darwin

h, #MAE:

[ ] Xnu-8019.12.5~1/RELEASE_ARM64_T8015
Hrxnuii2: iOSHAZ

RAZE: 8019.12.5
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Mach

® Mach
o Bfta: BRIERSHNZ
o ZEI wMicrokernel = A%
o KEHE
n R RMEEEREFR
s BFn: BUE sso B9 unix A&l
m [53: AppleXRFB, fEX parwin BIZOEY xnvu B9EF—ER
o [HSEhRA
= FHf
B Mach v2.5
m 3EE: carnegie Mellon University = RMiEiSEAS
B Mach v3.0
m EH: carnegie Mellon University = £HtE#EAS
B Mach v4
m EEH: university of Utah = Jifth Az
n 53K
m OSFMK 7.3
B OSFMK = Open Software Foundation Mach Kernel
| ] EEE OSF = The Open Software Foundation
o (XTMHMN%) B8=AmK
n (NEEMEREARIIRERFIRR
s EAENEE= memory protection = Virtual Memory = Protected Memory
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Figure 6-1 4.4 BSD network architecture
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Figure 7-1 File systems and VFS stacks
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Figure 5-1 I/O Architecture: Families, Drivers, and Nubs

User space

Kernel space

/dev

IOPCIDevice

MM TRCE

10SCIDevice

@us driveD GontrolleD ( disk )
I I [ =

IOMedia

—

| A BSD
Ll diskshim
— families VSF
BSD

PCI SCSI Storage
I/0 Kit
Mach OS Services (libkern)
hardware

m User-space applications and split client drivers




Figure 5-2 User-space applications and split client drivers
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