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H 2 AN BRAT 5T
entitlement} R
4 Eentitlement
EENR
= AR
get-task-allow
task_for_pid-allow
platform-application
run-unsigned-code
proc_info-allow
seatbelt-profiles
com.apple.securityt8 >
networkig >
application-groups
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o EFAATIE]: 20241015

Ei?

NBi0SIE B ER 18]35 & i codesign{L i3 Z & Mentitementt [REFB X AR, LA, BEentitlement
PR, B3Et+ 4 2entitlementiXfR, #0alAIdidfIcodesignEENRE. UK E WHINR, Lhilget-task-
allow. task_for_pid-allow. platform-applicationZ%; 1&Z&MBUEIENINR; RSN BcodesignfiEEs
B, KNBHLaRcodesign, ARNBMAAcodesigna ST LEEEXRAER, MUKRAGEEIdid
codesignEFEH; EENBEATE, B1Edid. codesign. security; EENBE NG, BIFIET
BfEE)Rkilled. EE#HEEAIRN, BfEXinaA15EFXIFNECFIERER . LiRappitIE R a) .,
MonkeyDeVvIEi{ Bt g%, SmEMRPWELESEER,

TRES+ ST+ T

ABPYEMER., EENEhIE, SMERAXETHAOT:
HonKit]&#3

e crifan/ios_re_codesign_ent: iOSi¥EFF4&: FZF IR

SfE{ERLtHonKitIRIB XM AT AR F B

¥ crifan/honkit_template: demo how to use crifan honkit template and demo

TR

o IOSH@AL: FZFINPR book.crifan.org

o IOSE@AL: FERFINR crifan.github.io
B4 THFE

o IOSHMEAL: FEBZFINR PDF

o IOSEM@MAK: FTRMNR ePub
o IOSEMAK: FRMNPR Mobi

hRAXH] A& R

LR FHHENEHAE, WRKGRE, BHATARE. EFHo7ATSEENE, HERETHL.
WRIMBEN, BRIHFEKRIK adnin 34 crifan.com , HERRMER, BHEE,

EMEARLHIE, MERNEIMARER. B2BTEQURERE. WEFERE, H5FATX.
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KA crifan RE T HME 150+ REFHHIE, BAXEBIBLSE:
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e codesign = f{BBEE = sign = FF
o Z&ipahf
o BEFEEN

e entitlement = R
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EENR

o BEENIR
o WHTIER: codesign . 1did
o BAm<

= codesign

n THEIXMH
codesign - BinaryFile
n 255
codesign - debugserver
codesign - amsaccountsd_orig
= app
codesign - XXX.app
w5445
codesign - Preferences.app
= 1did

ldid BinaryFile

w254

ldid debugserver
ldid amsaccountsd
ldid Preferences.app/Preferences
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o Entitlements | Apple Developer Documentation
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get-task-allow
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platform-application
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run-unsigned-code
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proc_info-allow
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networkfg>x

ZBlEiaE:
25debugserver&% % Z A1, ZMifR/Eentitlementdfy:

e com.apple.security.network.server ¥ com.apple.security.network.client
o B BHlEE4EIdbiEIXiR EFailed to get connection from a remote gdb process

B MR

e com.apple.security.network.server

o A Boolean value indicating whether your app may listen for incoming network connections.
e com.apple.security.network.client

o A Boolean value indicating whether your app may open outgoing network connections.
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com.apple.security.application-groups
iOSHJapp: Apple Store , NEMNRE:

com,apple.security.application-groups

group.com.apple.store.Jolly

MR (EbanfBMonkeyDevEFiEZR&EMFGEMNipals, HAPEXZRIRLSH) =M
T com.apple.security.application-groups HentittementiXfR

N[5 4LappiziTSIR container_create_or_lookup_app_group_path_by_app_group_identifier HY%H:

-01-11 143:19,763884+0800 Apple Store 11787412 unspecified container_crea
te_or_lookup_app_group_path_by_app_group_identifier: client is not entitled
ApplicationGroupContainer.swift:37 applicationGroupContainerPath - Application sec

urity container path not found

Running Jolly on Phone11_151 A 2

= Thread 1: signal SIGABRT

> (i) Thread 2
> (i) Thread 3
read 4
read §

> (i) com.apple.uikit.eventfetch-thread (9)

Not Applicable

B MIfERE

e com.apple.security.application-groups
o Key
= com.apple.security.application-groups
o Type
= Array of strings
o Discussion


https://developer.apple.com/documentation/bundleresources/entitlements/com_apple_security_application-groups?language=objc

= App groups allow multiple apps produced by a single development team to access shared
containers and communicate using interprocess communication (IPC). Apps may belong to
one or more app groups.

= ForiOS, format the identifier as follows:

group. group name

= For macOS:

team identifier . group name

= Apps within an app group share access to a group container. For more information about
container creation, location, and deletion, see
containerURLForSecurityApplicationGroupldentifier:.

= Apps within a group can communicate with other members in the group using IPC
mechanisms including Mach IPC, POSIX semaphores and shared memory, and UNIX
domain sockets. In macOS, use app groups to enable IPC communication between two
sandboxed apps, or between a sandboxed app and a non-sandboxed app.

= App groups also act as keychain access groups. For more information about the relationship
between app groups and keychain access groups, see Sharing Access to Keychain Items
Among a Collection of Apps.

= To add this entitlement to your app, enable the App Groups capability in Xcode, and add the
groups your app belongs to.
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Ki3ZE & codesign

o K%
o Hfth
» BEXRTA

m viky/resign: XCode Project to resign .ipa files
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EEER

o BEERBER
o ®mATER: codesign

k)

o BfRa<
codesign i0SBinaryFile
codesign XXX . App
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o ENMABEE-EEZ
o AINEEEZERS
= appWIRIBERETHA
» TAEF KapphIi R
= tEAN
» 1 EREIHRIAIIE KentittementiXfRG, EMERITE, FHAERK
o WAEFER
o WHTIERA: codesign . 1did
o BRar<+545

= codesign

codesign - debugserver.entitlements debugserver

. SHI

= -f == --force : B BEEEEHR
m -5 -
m -5 == --gign
m - ! = single letter = dash , 3R/~ ad-hoc signing

» debugserver.entitlements @ (ZMEEXEINT HFZ0IEIHXAVRY) FRAVANBR S
= debugserver : BAR3{4=IH N #HHI
= 1did

ldid debugserver

» SRR
= -Sdebugserver.entitlements = -S AHTIEAINNL newEntitlementFile

m  debugserver : BrX{E=I1HE 80 Z#HISHE
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codesign

e codesign
o RA

7

BER
%

codesign
codesign

» BEER

codesign

i0SBinaryFile
XXX . App

debugserver.entitlements debugserver

» SR

-f == --force ! gH BECDHEER

-5 -

m -5 == --gign

m - ! = single letter = dash , 3R/~ ad-hoc signing

debugserver.entitlements : (ZEEINT HIZ[EIRXAEY) FraOMPRX A
debugserver @ BARXH=T1H 0 ZFHHIH
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codesign/i\{§

security+codesign -> codesign

e ZHIMA: security + codesign ...

security find-identity codesigning

codesign CDDC8COD2F3A79EB17C183E14F799F75815E294E deb
ugable_entitlement.xml none --generate-entitlement-der debugserver_resi
gn

o MEXMA: codesign ... -s -
codesign - debugable_entitlement.xml none

--generate-entitlement-der debugserver_resign

o XHI: - = 4EHE4E © R ad-hoc signing , TEBEH security EFRYFATAERT
o AJEEAN

codesign - debugserver.entitlements debugserver_resign
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jtool2_orig

#+ jtool2 codesign jtool2_orig
/Users/crifan/dev/dev_tool/reverse_security/i0S/jtool2/jtool2/jtool2_orig
jtool2.armé4e

Mach-0 universal (x86_64 armé4e armé4

CodeDirectory 0x0 none +5 embedded

jtool2_orig: no signature
not bound

not
Sealed none
Internal requirements

debugserver

crifan@licrifandeMacBook-Pro"™ ~/dev/dev_root/iosReverse/AppleStore/dynamicDebug/debugse

rver_lldb"™ codesign - debugserver
/Users/crifan/dev/dev_root/iosReverse/AppleStore/dynamicDebug/debugserver_l1

db/debugserver

debugserver: no signature

66qqJ ?xml ?

o 5AH
o no signature : RiVRBNRIBER

Preferences

Preferences.app

+ Preferences.app
/Users/crifan/dev/dev_root/iosReverse/AppleStore/Preferences_app/ipa/Payload/Preference
s.app

»+ Preferences.app

+ Payload 11

total
drwxr-xr-x@ crifan staff . 6K 146 Preferences.app
#+ Payload codesign Preferences.app

/Users/crifan/dev/dev_root/iosReverse/AppleStore/Preferences_app/ipa/Payload
/Preferences.app/Preferences
com,apple.Preferences
app bundle with Mach-0 thin (arm64
CodeDirectory 0x2 adhoc +7 embedded
adhoc
Info.plist



not
Sealed Resources
Internal requirements

Preferences.app/Preferences

» Payload codesign Preferences.app/Preferences
/Users/crifan/dev/dev_root/iosReverse/AppleStore/Preferences_app/ipa/Payload

/Preferences.app/Preferences

com,.apple.Preferences

app bundle with Mach-0 thin (armé4

CodeDirectory 0x2 adhoc +7 embedded

adhoc
Info.plist

not

Sealed Resources
Internal requirements

Apple Store.app

% 425AB24D-6133-4247-AF3A-7D7AE10B3FFC
/Users/crifan/dev/dev_root/iosReverse/AppleStore/fromiPhonell/AppleStore_official_inite
d/1st/Bundle/425AB24D-6133-4247-AF3A-7D7AE10B3FFC

+ 425AB24D-6133-4247-AF3A-7D7AE10B3FFC 11

total

drwxr-xr-x@ crifan staff 2K 154 Apple Store.app
“rw=r--r--@ crifan staff 654B 155 BundleMetadata.plist
“rw=r--r--@ crifan staff 4K 155 iTunesMetadata.plist

#+ 425AB24D-6133-4247-AF3A-7D7AE10B3FFC codesign Apple Store.app

/Users/crifan/dev/dev_root/iosReverse/AppleStore/fromiPhonell/AppleStore_off
icial_inited/1st/Bundle/425AB24D-6133-4247-AF3A-7D7AE10B3FFC/Apple Store.app/Apple Stor
e

com,apple.store.Jolly

app bundle with Mach-0 thin (arm64

CodeDirectory 0x0 none +7 embedded
Signature

Apple iPhone 0S Application Signing

Apple iPhone Certification Authority

Apple Root CA
Info.plist

APPLECOMPUTER

Sealed Resources
Internal requirements
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codesignfhelpiZi%
codesign(1) [osx man page]

CODESIGN BSD General Commands Manual
CODESIGN

NAME
codesign -- Create and manipulate code signatures
SYNOPSIS

codesign identity  -i identifier -r requirements -fv| path .

codesign -R requirement -v_ |[path pid .

codesign -v_ | path pid .

codesign -v. [pid .
DESCRIPTION

The codesign is used to create, check, and display code signatures, as wel
1l as inquire into the dynamic status of signed code the

system,

codesign requires exactly one operation option to determine what action is to be p
erformed, as well as any number of other options to modify
its behavior. It can act on any number of objects per invocation, but performs the
same operation on all of them.

codesign accepts single-character (classic options, as well as GNU-style long opt

ions of the form and value. Common options
have both forms frequent and specialized options have only long form. Note
that the form value ‘without equal sign will not

work as expected on options with optional values.
OPTIONS
The options are as follows:

--all-architectures

When verifying a code signature on code that has a universal Mach-0 bi
nary, separately verify each architecture contained.

This is the default unless overridden with the --architecture option.

-a, architecture

When verifying or displaying signatures, explicitly the Mach-0 architec
ture given. The architecture can be specified either by

name ‘e.g. 1386 or by number by number, a sub-architecture may be appende
d separated by a comma. This option applies only to

Mach-0 binary code and is ignored other types. If the path uses the Mach-
o] and contains no code of the given architec-

ture, the will fail. The default verification is --all-architectu



res, to verify all architectures present. The default
display is to report on the native architecture of the system. When
signing, codesign will always sign all architectures
contained a universal Mach-0 file.

--bundle-version version-string
When handling versioned bundles such as frameworks, explicitly specify the ver
sion to operate on. This must be one of the names
the directory of the bundle. If not specified, codesign uses the b
undle



s internal requirements. Use
-r- to them to standard output.

-R, --test-requirement requirement
During verification, indicates that the path's given should be verified again
st the code requirement specified. If this option is
omitted, the code is verified only internal integrity and against its own
designated requirement,

-s, identity
Sign the code at the path(s ) given using this identity. See SIGNING IDENTITIES
below.

=V,
Sets (with a numeric value or increments the verbosity level of output. Witho
ut the verbose option, no output is produced upon suc-
cess, the classic UNIX style. If no other options request a different acti
on, the first encountered will be interpreted as
instead (and does not increase verbosity .



-V’

Requests verification of code signatures. If other actions (sign, display,
etc. are also requested, is interpreted to mean
--verbose.
Instructs codesign to processing path arguments even processing on
e fails. If this option is given, due to opera-
tional errors is deferred all path arguments have been considered. The
code will indicate the severe failure

or, with equal severity, the first such failure encountered .

During signing, performs almost all signing operations, but does not actually
the result anywhere. Cryptographic signatures are
still generated, actually using the given signing identity and triggering any
access control checks normally, though the resulting

signature is discarded.
path

When signing, take the at the given path and embed its contents the si
gnature as entitlement data. If the data at path does

not already begin with a suitable binary header, one is attached auto
matically.

When displaying a signature, extract any entitlement data from the signature a
nd it to the path given. Use to to

standard output. By default, the binary header is returned intact:@ pre
fix the path with a colon to automatically strip it

off. If the signature has no entitlement data, nothing is written (this is no
t an error .

--extract-certificates prefix

When displaying a signature, extract the certificates the embedded certific
ate chain and them to individual files. The

prefix argument is appended with numbers 0, 1, . to form the filenames,
can be relative or absolute. Certificate O is the

leaf (signing certificate, and as many files are written as there are certifi
cates the signature. The files are ASN.1 (DER

form. If prefix is omitted, the default prefix is the current d
irectory.

--file-list path
When signing or displaying a signature, codesign writes to the given path a 1i
st of files that may have been modified as part of the

signing process. This is useful installer or patcher programs that need to
know what was changed or what files are needed to
up the of a program. The given is appended-to, with one line
per absolute path written. An argument of single

dash denotes standard output. Note that the list may be somewhat pessimistic
- all files not listed are guaranteed to be unchanged
by the signing process, but some of the listed files may not actually have cha
nged. Also note that changes may have been made to
extended attributes of these files.

--ignore-resources
During static validation, not validate the contents of the code



s search list. Note that the standard keychain search
path is still consulted constructing the certificate chain being embedde
d the signature.
Note that filename will not be searched to resolve the signing identity
s keychain
search list,

string
If no explicit unique identifier is specified (using the option , and th
e implicitly generated identifier does not contain any

dot (. characters, the given string is prefixed to the identifier before
use. If the implicit identifier contains a dot, it is
used as-is. Typically, this is used to deal with tools without Info.pl

ists, whose default identifier is simply the



s dynamic status and just en
ough static data to close the nominal security envelope.
Add at least one level of verbosity to also perform a full static check.

In the third synopsis form, codesign displays the contents of the signatures on th
e path's given. More information is displayed as the ver-
bosity level increases. This form may not completely verify the signatures on the



path's ' though it may perform some verification steps
the process of obtaining information about the path's . If the path option is
given, internal requirements will be extracted from the

path s and written to path: specify a dash to to standard output. If th
e code does not contain an explicit designated requirement,

the implied one will be retrieved and written out as a comment. If the

path option is given, embedded entitlement data

will be extracted likewise and written to the specified.

In the fourth synopsis form, codesign constructs the hosting path each pid giv
en and writes it, one per line, to standard output.

The hosting path is the chain of code signing hosts starting with the specifi
¢ code known to be running, and ending with the root of

trust the kernel . If the option is given, the dynamic validity status
of each is also displayed, separated from the path by

a tab character. Note that hosting chains can at be constructed invalid
or even unsigned code, and the output of this form of the

codesign should not be taken as a statement of formal code validity. Only
codesign can that: and fact, formal verifi-

cation constructs the hosting chain as part of its operation 'but does not display
it ).

SIGNING IDENTITIES

To be used code signing, a digital identity must be stored a keychain that
is on the calling user

s subject name is not considered.

Both identity preferences and certificate hashes can be used to identify a particu
lar signing identity regardless of name. Identity prefer-

ences are global settings each user and provide a layer of indirection. Certif
icate hashes are very explicit and local. These choices,

combined with what is placed into Xcode project and target build variables and/or
script settings, allows very flexible designation of



signing identities.

If identity is the single letter dash ), ad-hoc signing is performed. Ad-ho
¢ signing does not use an identity at all, and identifies

exactly one instance of code. Significant restrictions apply to the use of ad-hoc
signed code: consult documentation before using this.

codesign will attempt to embed the entire certificate chain documenting the signin
g identity the code signature it generates, including

any intermediate certificates and the anchor certificate. It looks th
e keychain search list of the user performing the signing

operation. If it cannot generate the entire certificate chain, signing may still s
ucceed, but verification may fail the verifying code

does not have an independent the missing certificates (from its keychai
ns .

SPECIFYING REQUIREMENTS

The requirement s arguments (-r and -R) can be given various forms. A plain te

xt argument is taken to be a path to a containing the

requirement s . codesign will accept both binary files containing properly compil
ed requirements code, and files that are automati-

cally compiled before use. An argument of requests that the requirement s ar
e from standard input. Finally, an argument that

begins with an equal sign is taken as a literal requirements text, and
is compiled accordingly use.

OPTION FLAGS

When signing, a of option flags can be specified to change the behavior of the
system when using the signed code. The following flags are

recognized by codesign: other flags may exist at the API level. Note that you can
specify any valid flags by giving a (single numeric value

instead of a list of option names.

Forces the signed code

s hard flag to be when the code begins executi
on. The hard flag is a hint to the system that the code
prefers to be denied access to resources gaining such access would invalid
ate its identity.

Marks the code as capable of hosting guest code. You must this option
you want the code to act as a code signing host, con-
trolling subsidiary code. This flag is automatically you spe

cify an internal guest requirement.

expires Forces any validation of the code to consider expiration of the certifica
tes involved. Code signatures generated with this flag will
fail to verify once any of the certificates the chain has expired, regardl
ess of the intentions of the verifier. Note that this
flag does not affect any other checks that may cause signature validation to



fail, including checks certificate revocation.

Note that code can the hard and flags on itself at any time. The signing
options only affect their initial state. Once by any

means, these flags cannot be cleared the lifetime of the code. Therefore, spec
ifying such flags as signing options guarantees that they

will be whenever the signed code runs.,

If the code being signed has an Info.plist that contains a key named CSFlags, the

value of that key is taken as the default value the

options. The value of CSFlags can be a string the same form as the op
tion, or an integer number specifying the absolute numeric

value. Note however that you can abbreviate flag names on the lines,

you must spell them out the Info.plist.
EXAMPLES

To sign application Terminal.app with a signing identity named
codesign authority Terminal.app

To sign the command-line tool with the same identity, overwriting any exi
sting signature, using the signing identifier
, and embedding a custom designated requirement
codesign authority com.mycorp.
helper

To verify the signature on Terminal.app and produce some verbose output:
codesign Terminal.app

To verify the dynamic validity of process
codesign

To display all information about Terminal.app's code signature:
codesign Terminal.app

To extract the internal requirements from Terminal.app to standard output:

codesign -r- Terminal.app
DIAGNOSTICS
codesign exits all operations succeed. This indicates that all codes were sig
ned, or all codes verified properly as requested. If a
signing or verification operation fails, the code is 1, Exit code 2 indicates

invalid arguments or parameters. Exit code 2 indicates

that during verification, all path s were properly signed but at least one of the
m failed to satisfy the requirement specified with the

option,

For verification, all path arguments are always investigated before the program ex
its. For all other operations, the program exits upon the
first error encountered, and any further path arguments are ignored, unless the
option was specified, codesign will
defer the failure after it has attempted to process all path arguments
turn.

SIGNING ATOMICITY



When a signing operation fails a particular code, the code may already have be
en modified certain ways by adding requisite signature

data. Such information will not change the operation of the code, and the code wil
1 not be considered signed even with these pieces place.

You may repeat the signing operation without difficulty. Note however that a prev
ious valid signature may have been effectively destroyed

you specified the option,

If you require atomicity of signing stricter than provided by codesign, you need t
o an explicit copy of your code and sign that.

ENVIRONMENT

If the CODESIGN_ALLOCATE environment variable is set, it identifies a substitute c

odesign_allocate tool used to allocate space code sig-
natures Mach-0 binaries. This is used by Xcode SDK distributions to provide arc
hitectural support non-native platforms such as

iPhones. The system will not accept such substitutes unless they are specially si
gned by Apple .

FILES

/var/db/DetachedSignatures System-wide database of detached code signatures u
nsigned code.

SEE ALSO

csreq 1), xcodebuild 1), codesign_allocate
HISTORY

The codesign first appeared Mac 0S .0 (Leopard .
BUGS

Some options only apply to particular operations, and codesign ignores them (witho
ut complaining you specify them an operation

they have no meaning.

The --preserve-metadata option used to take no value, and varied across releases
what exactly it preserved. The ensuing confusion is still

with you you need to backward-compatible scripts.

The dual meaning of the option, indicating either verbosity or verification, co
nfuses some people. If you it confusing, use the unam-

biguous long forms and instead.
NOTES

The Xcode build system invokes codesign automatically the CODE_SIGN_IDENTITY bu
ild variable is set. You can express any combination of

codesign options with additional build variables there.

codesign is fundamentally a shell around the code signing APIs, and performs nothi

ng of the underlying work. Replacing it with older or
newer versions is unlikely to have a useful effect.



codesign has several operations and options that are purposely left undocumented
this manual page because they are either experimental

and subject to change at any , or unadvised to the unwary. The interminably
curious are referred to the published code.
BSD
May 7, BSD
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Idid

e [did
o Bfta: AFERTiHEIRentittementtXRAGT A
E&: saurik
o {EF
» BEEMIREentitlementiX R
n (IR
» WFTHFIER, EMSHA1FISHA256/0hashiE, LAETFiPhonefENS IE % 1T —#
Cydia/IUf#: Link Identity Editor
VAL
= saurik
= BN
m git.saurik.com Git - Idid.git/summary

[e]

[e]

[e]

» git://git.saurik.com/Idid.git
= https://gitlab.com/opensource-saurik/Idid
= other fork
= xerub/Idid: Unofficial fork from saurik git repository git://git.saurik.com/Idid.git
(github.com)
= https://github.com/xerub/Idid
o HAthZIHl
= Dev:ldid - The Apple Wiki
= |H: Idid - iPhone Development Wiki
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A EIhRA

o brew (Z#EHICellar) HRA:
o fiif: /usr/local/bin/ldid
» HEZMWEEE
» EFRAIER: /usr/local/Cellar/1did/2.1.5/bin/1did
o R/N: 814K
o XHH&I: Mach-0 64-bit executable x86_64
¢ i0SOpenDevhRZx
o fUE: /opt/i0SOpenDev/bin/ldid
o K/N: 383K
o X{HHEI:
m  (for architecture i386): Mach-0 executable 1386

m  (for architecture x86_64): Mach-0 64-bit executable x86_64
> G

o 1fi5cFbrewhRasfy 1did
o REAREHIOSOpenDeviildid
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BARE
o IdidEARRE
o BE/SHETH#HHIMentitlementtXfR = dumps the binary's entitlements

ldid binary

o IRE Z#HMentittementtXfR = sets the binary's entitlements, where ent.xml is the path to an
entitlements file

1ldid binary

» E -s IR ent.xml FEERETIE!

o fAERT#HI, FentitlementtX PR = pseudo-signs a binary with no entitlements

ldid binary

&4

e “AdebugserverEHE A

ldid debugserver

o S¥IHEA
m  -Sdebugserver.entitlements = -S AHETAEIINL newEntitlementFile

m  debugserver : BArX{4=I1HF 80 Z#HISHE
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IS

ZHEIFTLMEW, diditE s LG XERIER

ZBIEH, E&EW Aentitlementt R, H2fhH:
e |did

ldid debugserver

e codesign

codesign -d --entitlements - debugserver

AEEFETAT, ERAMIEAR:

o BEMREIdidRimE ZHINRIES
o [RE: T##IhAE L March, BIJLFZEN, BIZ#HIZFAT, 88320 %M, 8871105,
Idid 5 LI ARIE R
o ftb: BMENFFATEIZPERM), codesign tERHIH 1¥entilementiXRIZR

21

% jtool2
/Users/crifan/dev/dev_tool/reverse_security/i0S/jtool2/jtool2
+ jtool2 11

total

-rw-r--r--@ 1 crifan staff 28K WhatsNew, txt
-rwxr-xr-x@ 1 crifan staff 329K disarm
-rwxr-xr-x@ 1 crifan staff .5M 09:36 jtool2
-rw-r--r--@ 1 crifan staff 321B 09:35 jtool2.entitlements
-rwxr-xr-x@ 1 crifan staff . 4M 09:38 jtool2_orig
-rw-r--r--@ 1 crifan staff 15K matchers. txt

+ jtool2 jtool2

jtool2: Mach-0 universal binary with 2 architectures: |[x86_64:Mach-0 64-bit executable
x86_64 armé4:Mach-0 64-bit executable armé4 | armé4e

jtool2 (for architecture x86_64 : Mach-0 64-bit executable x86_64
jtool2 (for architecture armé4 : Mach-0 64-bit executable arm64
jtool2 (for architecture arméde : Mach-0 64-bit executable armé4e

BN3{7ZEH) x86_64 . arme4 . armede A FAT ZZEHIAY jtoolz , MILkAL 1did FekE3Hm
entitementtfR{E &

+ jtool2 1ldid jtool2
?xml ?
DOCTYPE plist PUBLIC

plist
dict



key get-task-allow /key
true/
key task_for_pid-allow /key
true/
key run-unsigned-code /key
true/
/dict
/plist
?xml ?
DOCTYPE plist PUBLIC

plist

dict
key get-task-allow /key
true/
key task_for_pid-allow /key
true/
key run-unsigned-code /key
true/

/dict

/plist

?xml ?

DOCTYPE plist PUBLIC

plist

dict
key get-task-allow /key
true/
key task_for_pid-allow /key
true/
key run-unsigned-code /key
true/

/dict

/plist

523tE, codesignia£2 Rt 117 entittementiXPRIZ 2

% jtool2 codesign - jtool2
/Users/crifan/dev/dev_tool/reverse_security/i0S/jtool2/jtool2/jtool2
Dict
Key get-task-allow
vValue
Bool
Key  run-unsigned-code
Value
Bool
Key task_for_pid-allow
vValue
Bool
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IdidAYhelpiE;
help

MacH iy (FAbrewZziny) Idid

" /usr/local/bin/ldid

usage: /usr/local/bin/ldid -S entitlements.xml binary
/usr/local/bin/1ldid MobileSafari
/usr/local/bin/1ldid
/usr/local/bin/1ldid gdb

iPhone119gy: Idid

(XinaA15 5 589, TrollStore2 21 EY? ) iPhone11HAY: Idid

iPhone11-151:~ root# which ldid

/var/bin/1ldid

iPhone11-151:~ root# ldid --version

Usage: ldid -Acputype:subtype ' -a/ -C adhoc enforcement expires hard

library-validation restrict runtime -D [-d
-Enum:file| | -e -H shal sha256 -h -Iname
-Kkey.p12 | -Upassword =M =P/ num -Qrequirements.xml -q
-r -S -u -arch arch_type

Common Options:
-S file.xml Pseudo-sign using the entitlements file.xml
Sign using private key key.pi2
Use password to unlock key.pi2
Merge entitlements with any existing
Print CDHash of

More information:

man page

LDID FreeBSD General Commands Manual LDID

NAME
ldid - Link Identity Editor

SYNOPSIS
ldid ' -aDdehMPqu| ' -Acputype:subtype
-C adhoc enforcement expires
hard library-validation restrict runtime
-Kkey.p12 -r -S -Ttimestamp

DESCRIPTION
ldid adds SHA1 and SHA256 hashes to a Mach-0 so that they can be run



on a system that has validation but not signature verification.
Print the CPU types and subtypes hexadecimal.
When used with -a, -D, -e, -h, -q, or -u, only act on the slice
specified by cputype and subtype. cputype and subtype should
both be integers.

-C adhoc enforcement expires hard
library-validation restrict runtime
Specify the option flags to embed the code signature. See
codesign details about these options.
Reset the cryptid.
Print the cryptid the binaries it exists. For
compatibility reasons it also acts as -h, but this will be

removed the future.

Print the entitlements each slice, or the slice specified by
-A, to stdout.

Print information about the signature, such as types,

flags, CDHash, and CodeDirectory version to stdout.

Sign using the identity key.p12. This will give the binary a

valid signature so that it can be run on a system with signature

validation. key.pl2 must not have a password.

When used with -S, merge the new and existing entitlements

instead of replacing the existing entitlements, this is useful
adding a few specific entitlements to a handful of binaries.

Mark the Mach-0 as a platform binary.

Embed the requirements found file.

Print embedded requirements of the binaries.

Remove the signature from the Mach-0.

-S file
Pseudo sign the Mach-0 binaries. If is specified the
entitlements found will be embedded the Mach-0.
Resign the Mach-0 binaries keeping the existing
entitlements.
When signing a dylib, the timestamp to timestamp. timestamp
should be an UNIX timestamp seconds, timestamp is a single
dash (‘-’), the timestamp will be to a of the Mach-0

header.



If the binary was linked against UIKit, print the UIKit
version that the Mach-0 binaries was linked against.

EXAMPLES
The command:

ldid
will fakesign with no entitlements.
The command:

ldid -K/path/to/key.pi2

will sign using the key /path/to/key.pl12 with the entitlements
found ent.xml, and mark it as an adhoc signature.

The command:
ldid
will the entitlements ent.xml to the entitlements already file.

The command:

ldid ent.xml
will save the entitlements found each slice of to ent.xml,
SEE ALSO
codesign
HISTORY
The ldid utility was written by Jay Freeman. iPhone0S .0 and
support was added on April ¢, . was added on June 123, c
SHA256 support was added on August 25, , fixing i0S support. 1i0S
support was added on July =1, by Kabir Oberai. i0S support

was added on June 11,

iPhoneDevWiki October &, iPhoneDevWiki
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1517 BAimkilled

iOS (ZgMacH) HJjapp, AFERAEEE, BT LA R, HiZmKiled, FJREMIERAE ZH:

debugserveriz{Thgimkilled

o M%: A 1did EX RS debugserverft i0s 15.0 B iPhones Li&fTHIN AR RIRTkilled

iPhone8-150:/usr/bin root# /usr/bin/debugserver --version
zsh: killed /usr/bin/debugserver

o FR: RBERFEMEM
o BERRHAEips, INERERBERGMA
m  type EXC_CRASH signal SIGKILL CODESIGNING
o NItb
= i0s 15 ZEIAILAA 1did EXER -> BT AR
» {8 ios 15 Z[5EHRE
» i0S 1525, NizmRERME T %5 5 BRI FNHI MY
o FRRINE: BN codesign EF R

codesign - debugable_entitlement.xml debugserver

o i MOLDEFRNIZE, -s - SHALARINER
IR TS

Idid#icodesign

e iOS 15781

ldid debugserver

o AJLAIERIZIT
e I0S152/5

ldid debugserver

o 1&fTHA: 'Killed 9
n BRRINE: % codesign

codesign - debugserver.entitlements debugserver

Bp:

o “fhdebugserveriiilentitementiXfR (/&, BHEIiPhoneH{ER)
o < ios 15 : AJBAF 1did

ldid debugserver



o >= ji0S 15
= REEAIdid
» B EE1THREEKled
» EFRGHGps, AIMERIRE: BEA0
m  type EXC_CRASH signal SIGKILL CODESIGNING
» EA codesign (fHitE@HEFH T signature )

codesign - debugable_entitlement.xml debugserver

Mac M2 MaxHijtool2iz1T gii5iKilled

o MK

brewZ %I E MAYjtool2

brew jtool2

IZ{TAY#REE: Unrecoverable CT signature issue, bailing out

BRIA 141:55,432539+0800 kernel Checking with amfid DER jtool2.armé4e
BRIA 141:55,433342+0800 kernel AMFI: /Users/crifan/dev/dev_tool/reverse_secur
ity/i0S/jtool2/jtool2_old/jtool2 doesn

/Users/crifan/dev/dev_tool/reverse_secu
rity/i0S/jtool2/jtool2_old/jtool2

/Users/crifan/dev/dev_tool/reverse_secu
rity/i0S/jtool2/jtool2_old/jtool2': Unrecoverable CT signature issue, bailing out.

BRIA 141:55,433480+0800 kernel AMFI: Releasing transmuted blob jtool2.arm

64e - private 94x

BRIA 141:55,433516+0800 kernel proc : load code signature error

BRIA 141:55,434075+0800 kernel exec_mach_imgact: not running binary

built against preview armé4e ABI

BRiA 141:55,434268+0800 kernel ASP: Security policy would not allow process:
, /Users/crifan/dev/dev_tool/reverse_security/i0S/jtool2/jtool2_old/jtool2

o [RRA: FREHHEEA

hd ﬁ#/?% *5

FHcodesignE&#
codesign - jtool2.entitlements jtool2

BIRBERRIR: Unrecoverable CT signature issue, bailing out FIZZH, ML EMSIEZS
[ (o) 3% :

unsuitable CT policy 0 for this platform/device, rejecting signature.



RRIA 09:46:52,624806+0800 kernel  AMFI:
is adhoc signed.
RRIA 09:46:52,624815+0800 kernel  AMFI:
unsuitable CT policy this platform/device, reje
cting signature.
BRIA 09:46:52.624854+0800 kernel proc : load code signature error

BRIA 09:46:52.625370+0800 kernel exec_mach_imgact: not running binary

built against preview armé4e ABI

BRIA 09:46:52,625580+0800 kernel ASP: Security policy would not allow process
; , /Users/crifan/dev/dev_tool/reverse_security/i0S/jtool2/jtool2/jtool2

(| S—
-> RARMRIRINE:

o T HbrewZKE MHYjtool2 = ENHIE/R L RAIAR A

brew uninstall jtool2

o HERHEAMMARAMjtooI2

brew --no-quarantine excitedplusis/repo/jtool2
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EEHEEC RN
oS EAIA:
. BESIL: ERREAE

o H[N, XcodeXEAH, FeiREE:

Could not attach to pid = xxx

attach failed Not allowed to attach to process.
Console.app , near the debugserver entries, when the attach failed.

the console messages
The subsys

tem that denied the attach permission will likely have logged an informative me

ssage about why it was denied.

J

1]

.

.
‘ £

Could not attach to pid : “5439"

attach failed (Not allowed to attach to
process. Look in the conscle messages
(Console.app), near the debugserver
entries, when the attach failed. The
subsystem that denied the attach

permission will likely have logged an

informative message about why it was

denied.)

Details OK

o FER

o HiZF xinaa15 AR (G1RZFEA12+HJiPhonefiE)

s XinaA15B® ISR 2 A

o BEFMEHEME: AR THFINHERER, MAIERAXER

» OB SHRERAentitlementtXfR, N LFRIRHEINAPR (FIEMARREIE) , B

codesignEE®E 3, BE[EiPhone
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XinaA158 % 25 E i# 2 nl il
XinaA15FF B5ikEEE], BT HEERR:

#&debugserver



LRIARA: 1.1.6.2

F2 % B & /private/var/containers/Bundle/Application/0461B050-
D60F-4FC2-B380-75C697A0B882/XinaA12.app/XinaA12
F2E 3 F4 B F /var/mobile/Containers/Data/Application/1ABF1C41-
AEF4-4626-9B20-72D554F80CC6/Documents
+IEB—THE.......

[+] _armB4de

getuid()=501

IEEFIBRSRE....
kernel_base=0xfffffff023554000
kernel_base=fffffff023554000
kernel_slide=1c550000
all_proc=fffffff009ed8a60:
current_proc=ffffffe0f8ccb840
self_task ffffffe0f8c3dc50
getting stable RW primitives
uid=0

jailbreakd_safe REEEHD...
B5hjailbreakd fR55....
jailbreakd RS ERE]...
B5hlaunchdhook B55....

launchctl load com.openssh.sshd.plist...
574 Xpeproxy...
& launchcetl...

Al =T )0

s

FLE



HitMEENE:

o “fAdebugserverEX R, FEHEXF: FRiBHERIEAIL
FRIBANZAIRR:
XinaA15RfE, (EE#TEI AR,

&4

iXB = Preferences

iIOSNEapp: i&E = Preferences
o EiEA

o



09:46 =

“4
/System/Library/CoreServices/OTACrashCopier &/

»

fusr/libexec/OTATaskingAgent @

[System/Library/PrivateFrameworks/RemoteManagement.framew @
ork/Pluglns/PasscodeSettingsExtension.appex/PasscodeSettings
Extension

|System/Library/PrivateFrameworks/PowerLog.framework/XPCSer @
vices/PerfPowerTelemetryClientRegistrationService.xpc/PerfPow
erTelemetryClientRegistrationService

pid:994 PhotosReliveWidget ) (P)

fApplications/MobileSlideShow.app/Plugins/PhotosReliveWi @
dget.appex/PhotosReliveWidget

' ' W o A

Jusr/libexec/PowerUlAgent @

pid:2354 i%& (7FEA)(P)
[Applications/Preferences.app/Preferences

|System/Library/PrivateFrameworks/ProtectedCloudStorage.fram
ework/Helpers/ProtectedCloudKeySyncing

CEECH

/System/Library/CoreServices/ReportCrash

pid:1008 GTA Car Tracker(GEA)(P)

/privatefvar/containers/Bundlef/Application/BCACOCEB-A823-453 @
C-A7B2-607840B853FA/Runner.app/Runner

/System/Library/CoreServices/SafariSupport.bundle/SafariB @
ookmarksSyncAgent

pid:2318 Safarii{ 5238 GEN)(P) @

[Applications/SafariViewService.app/SafariViewService

[System/Library/PrivateFrameworks/ScreenTimeCore.frame @
work/ScreenTimeAgent

pid:1242 FHE{EREE (GEN)(P)
[Applications/Screen Time.app/Plugins/ScreenTimeWidgetExtensi @
on.appex/ScreenTimeWidgetExtension

pid:936 #HE (3F A\ (P) =

&

ooo -
000 )
000

FEHST




» HFEPIDE 2354

XcodeREK@EIIPID 2354 EKifFidPreferences:

PID or Process Mame

n't running.

Teolchain  Automatic - Xcode 13.2.1

Malloc Stack Enable Logging (Live Allocations)

Cancel

ENATRF]Eif Preferences:

e O [E—— @ jatapplostors ) ] iPhone11_161 Runing PID 2354 on Phonet1_151 A4

2] @ 0 ac_dispatch_remote_sync
B PiD 2354 B PID 2354 ) () Thread 21) [B] 0 ac_dispats
CPU

amots_sync
> : breakpoint 105.1 (1)
Memory 45.9MB 2 SuL
Energy Impact
Disk

Network

Zero KB/

synbol obje_retain
Thread 1 Queue: com.apple.main-thread (serial) symbol obje_retain
‘com.apple.uikit.eventfetch-thread (2) 5
com.apple.NSURLConnectionLoader (3) yahe) .
‘com.apple.CFNetwork.CustomProtocols (4)
JavaScriptCore bmalloc scavenger (5) o o
WetiThread (6) i i
AVAudioSession Notify Thread (7)
Thread 8

pateh_remote_sync_try
o, x21
Thread 11 s
Thread 12 synbol + obje_release
Thread 13 2y 50
x29, x38, (sp,
Thread 14 Rt e
Thread 15 x22, x21, (sp,
Thread 16 s
Thread 17 0 ac_dispatch_romote_sync
Thread 18 @ PID 2354 ) () Thread | (g 1 _{ACAccountStore accountTypeWithAccountTypeldentifiererror:]
Thread 20 wazning: failed to s (g 2 {aCAccountStors(ApplelDAuthentication) _primaryiCloudaccount]
warning: failed to s

symbol objc_release

Line: 2 Col:1

Thread 21 Queue: com.apple.Preferen...istController.Loading (serial) 3 -[ACAccountStore(ApplelDAuthentication) aida_accountForPrimaryiCloudAccount]

8x0060 4 -[PKAppleAceountManager _aidaAccount]

6x0000
Bx0000

Thread 22 x0000

Thread 23 2xq060

Thread 24

Thread 25 9 +[PKPaymentRegistrationUtilities configureWebServicelfNe cessary:completion:]

Thread 26

bt
* thread #21, queus
o #0:

.t
5 -[PKAppleAccountManager appleAccountinformation]

. Account] + 80
& -[PKPaymentiebServicsTargetDavice appleAccountinformation] B e
7 [PKpaymentWebService _isSandboxAccount]

8 -[PKPaymentWebService needsConfiguration]

10 +[PKPaymentRegistrationUtiies shouldShowWallstnSettingsWithApplePaySupportiformation-completion:]
1_77-{PSUIPrefsListController _insertOrRamvePaymantSpaciarAsNssdedCompletion:block imoke  Ler=/SUPPETRInfornation:complationsh + 176
12 _dispatch_call_block_and_release
o0 13 _dispatch_client_callout
14 _dispatch_lane_serial_drain
15 _dispatch_lane_invoke

16 _dispatch_workloop_werker_thread

P @ 17_pthread_wathread

debugserver

XinaA15 HH debugserver HJHTE:

e debugserver: RREHE (GEN)(P)

o



09:55

O

Rl

mework/XPCServices/AppPredictionintentsHelperService. xpc/Ap
pPredictionintentsHelperService

fusr/libexec/ptpd

[System/Library/PrivateFrameworks/AggregateDictionary.fr
amework/Support/aggregated

[System/Library/PrivateFrameworks/MobileBackup.framewo
rk/backupd

pid:3692 XinaA15(%42)(P)
/privatefvar/containers/Bundle/Application/57EF4709-492D-4113
-AA47-96B1EQ07BOB5D/XinaA12.app/XinaA12

/private/preboot/3B92D6F7C3FEGA444A715B312E418498574E44
2DAB2F6D9E18B58B762F71D1455B7E2E1C2DD3912B1B4EGD10
C6B9150C8/procursusfusr/shinfsshd

/private/preboot/3B92D6F7C3FE6444A715B312E418498574E44
2DAB2F6D9E18B58B762F71D14556B7E2E1C2DD3912B1B4EGD10
C6B9150C8/procursusfusr/bin/bash

[Developer/Library/PrivateFrameworks/DVTInstrumentsFou
ndation.framework/DTServiceHub

/privatefvar/db/com.apple.xpc.roleaccountd.staging/com.apple.d

t.instruments.dtsecurity.xpc.16777226.280.xpc/com.apple.dt.inst

ruments.dtsecurity

fusr/libexec/xpcroleaccountd
Jusr/libexec/diagnosticd
pid:3707 debugserver(;x A)(P)

[Developerfusr/bin/debugserver

[Developer/usr/libexec/gputoolsd

Jusr/bin/powerlogHelperd

%)

NS

@
@
@

CERCEECERCEECRRCNECARCRE ONR S,



o REBIERTUEERE
o EJEANTEE: xxx/procursus/usr/lib/TweakInject.dylib



PID: 3707 HERR: debugserver

*ReBIR+ R R R R+ RIREI R R RER GRS RS RS



o E&EZE ENT = entitlement = MR , RMELEHRINNFENET
o task_for_pid-allow



PID: 3707 HIERR: debugserver

&
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
O
&



o get-task-allow



PID: 3707 HIERR: debugserver

&
&
&
O
)
O
O
O
O
O
&
O
O
&
<
O
O
O



akd

XinaA15 HRY akd AYRHAE:

o KEE ENT = entitlement = R , KMELFHNFENET
o task_for_pid-allow + proc_info-allow



070 HFEZFR:  akd

thkit.client.interna




o get-task-allow



er-authenticatio




o platform-application



8070 HIRB T

Ip.global-name
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FRhREN HEIXGEER

ERAMABINFADER AN EEHZFER

XTI M
o ARSSEFE=HHISMH
o Lt

m  AuthKit B9daemonBRSSHFIZH ZHEISIHE:  akd
o appAIAYRZ L i Hl X4
o tbun

n IOSRERZAEHapp: 8B = Preferences FJ Preferences.app/Preferences

&4

akd

e (1) M#EHRiPhone S HIRIAHT akd
root@192.168.1.22:/System/Library/PrivateFrameworks/AuthKit.framework/akd akd_o
rigin
e (2) BH akd HREIAHentitlementtX R

ldid akd

L mERERE:

<?xml version="1.,0" encoding="UTF-8"?>
DOCTYPE plist PUBLIC

abs-client
143531244
adi-client
572356293
application-identifier
com.apple.akd
aps-connection-initiate

com.apple.CommCenter.fine-grained

spi
identity

com,apple.CompanionLink

com.apple.accounts.idms.fullaccess



com,apple.appletv.pbs.user-presentation-service-access
com,apple.authkit.client.internal
com,apple.cdp.walrus
com,apple.coreidvd.spi
com,.apple.keystore.lockassertion
com.apple.keystore.sik.access
com.apple.mobileactivationd.device-identifiers
com,apple.mobileactivationd.spi
com.apple.nano.nanoregistry
com,apple.private.MobileActivation
RequestActivationState
com.apple.private.accounts.allaccounts
com,apple.private.adid
com.apple.private.applemediaservices
com.apple.private.aps-connection-initiate
com.apple.private.associated-domains
com,.apple.private.followup
com,.apple.private.ids.messaging
com.apple.private.alloy.anisette
com.apple.private.ids.phone-number-authentication
com.apple.private.ids.remotecredentials
com.apple.private.imcore.imremoteurlconnection
com.apple.private.keychain.circle.join
com.apple.private.notificationcenter-system
identifier
com.apple.AuthKit
com.apple.private.octagon

com.apple.private.security.storage.Safari



com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

com.

apple.private.storagekitd.info
apple.private.usernotifications.bundle-identifiers
com,.apple.Preferences
apple.security.attestation.access
apple.security.exception.mach-lookup.global-name
com,.apple.SharedwebCredentials
com.apple.fairplayd.versioned
com.apple.mobile.keybagd.xpc
com.apple.mobileactivationd

apple.security.exception.shared-preference.read-only

com.apple.nanobuddy
com,.apple.pairedsync

apple.security.network.client
apple.security.system-container
apple.sharing.Services
apple.springboard.CFUserNotification
apple.springboard.activateRemoteAlert
apple.springboard.opensensitiveurl
apple.symptom_diagnostics.report
apple.usermanagerd.persona.background

apple.usermanagerd.persona.fetch

fairplay-client

508119322

keychain-access-groups

apple

com.apple.akd
com.apple.cfnetwork
com.apple.akd.pcsauth

keychain-cloud-circle

platform-application

seatbelt-profiles

akd



o (3) FRiERIFTAVEER=entitlement=AXFR, N LEAER (FOERDRVEthAYentitlementfIRTIEEE)
o FELMEBIER
= N_EJU N FREARER

m get-task-allow

get-task-allow

m  task _for_pid-allow

task_for_pid-allow

®  run-unsigned-code

run-unsigned-code

» UREIEAFEIINR

m  seatbelt-profiles

seatbelt-profiles

akd

m  com.apple.security.network.client

com.apple.security.network.client

BEEM:

akd_debuggable.entitlements

<?xml version="1.0" encoding="UTF-8"?>
DOCTYPE plist PUBLIC

abs-client
143531244
adi-client
572356293
application-identifier
com.apple.akd
aps-connection-initiate

com,apple.CommCenter.fine-grained



spi
identity

com,apple.CompanionLink
com,.apple.accounts.idms.fullaccess
com,apple.appletv.pbs.user-presentation-service-access
com.apple.authkit.client.internal
com,apple.cdp.walrus
com,.apple.coreidvd.spi
com.apple.keystore.lockassertion
com.apple.keystore.sik.access
com.apple.mobileactivationd.device-identifiers
com.apple.mobileactivationd.spi
com.apple.nano.nanoregistry
com.apple.private.MobileActivation
RequestActivationState
com.apple.private.accounts.allaccounts
com.apple.private.adid
com.apple.private.applemediaservices
com.apple.private.aps-connection-initiate
com.apple.private.associated-domains
com,apple.private.followup
com,apple.private.ids.messaging
com,apple.private.alloy.anisette
com.apple.private.ids.phone-number-authentication
com.apple.private.ids.remotecredentials
com,apple.private.imcore.imremoteurlconnection
com,apple.private.keychain.circle.join

com,apple.private.notificationcenter-system



identifier
com,.apple.AuthKit

com.apple.private.octagon
com.apple.private.security.storage.Safari
com,.apple.private.storagekitd.info
com,.apple.private.usernotifications.bundle-identifiers

com.apple.Preferences
com,apple.security.attestation.access
com.apple.security.exception.mach-lookup.global-name

com.apple.SharedwebCredentials

com.apple.fairplayd.versioned

com.apple.mobile.keybagd.xpc

com.apple.mobileactivationd

com.apple.security.exception.shared-preference.read-only

com.apple.nanobuddy
com.apple.pairedsync

com.apple.security.system-container
com.apple.sharing.Services
com.apple.springboard.CFUserNotification
com.apple.springboard.activateRemoteAlert
com.apple.springboard.opensensitiveurl
com,apple.symptom_diagnostics.report
com,apple.usermanagerd.persona.background
com.apple.usermanagerd.persona.fetch
fairplay-client
508119322

keychain-access-groups

apple

com.apple.akd

com,apple.cfnetwork

com,.apple.akd.pcsauth

keychain-cloud-circle



platform-application
get-task-allow
task_for_pid-allow

run-unsigned-code

o (4) E#FMentitlementEEHRZH

E: AER 1did , /M ios 15 ZfF, 1did BEXERAGEN _H#TIIZITREIR segment fault, killed
9 , EREAZ R BentitlementiX PR, ZHcodesignZR

EMfcodesignEEHER:
codesign - akd_debuggable.entitlements akd
o Hilh
akd: replacing existing signature
o (5) BIEEXRREMakdE#SRiPhonerh

akd_debuggable root@192.168.1.22:/System/Library/PrivateFrameworks/AuthKit.framewor
k/akd

ZRENR A XcodeZ:

e Xcode -> Debug -> Attach to Process by PID or Name -> PID or Process Name : akd ->
Attach

o



FoIEER

Debug Source Control

M Mmom

Continue

Continue To Current Line
Step Over

Step Into

Step Out

Step Over Instruction
Step Over Thread

Step Into Instruction
Step Into Thread

Deactivate Breakpoints

Breakpoints

Debug Workflow

Attach to Process
Detach from akd
Debug Executable...

Capture GPU Workload
Simulate Location

Induce Device Conditions

Simulate Background Fetch
Simulate MetricKit Payloads

Simulate Ul Snhapshot

View Debugging

StoreKit

oy IF=
g 4 ‘

N{OF6
NET

AL FT7

dY
>

>

Attach to Process by PID or Name...

>

82



MTSEMXcode R AT ILEAL akd HFET

eoe @M a » V ',:;L?gple‘\“""m 11 jailAppleAccount ) [I] iPhones_150 Paused akd on iPhone8_150 3 & + [
(=] T QA @ § D B 8 < [ control N hook_reqResp.xm 3 0 mach_msg_trap M CrifanLibios.m h CrifanLibios.h =0
© @ akd PID 2017 P Y0 @8 akd ) ) Thread 1) [} 0 mach_msg_trap <
@ cPU 0% libsystem_kernel.dylib'mach_msg_trap:
ox1bfobch68 <+0>: mov  x16, #-0x1f
© Memory 31MB oxibfebcbée <+4>: svc  #0x80
LI 4 > exibfebcb7e <+8>: ret = Thread 1: signal SIGSTOP
% Energy Impact Zero
A0
& Disk Zero KBfs
® Network Zero KBfs
v @ Thread 1 Queue: com....hread (serial)
’ £} 0 mach_msg_trap
@ 8 start
> @ Thread 3
® > 2~ ¢ L2 ® 3> @ akd) @ Thread [mNINHEIERTY Line:4 Col: 1 (@
f2) 1mach_msg
2 __CFRunLoopServiceMachPort
3__CFRunLoopRun
4 CFRunLoopRunSpecific
5 -[NSRunLoop(NSRunLoop) runMode:beforeDate:]
6 -[NSRunLoop(NSRunLoop) run]
7 __lidb_unnamed_symbol1480
@ 8start
® BOBA Atz ® (=)

Preferences = g8

ZIONBEEE:

o SHEARIIPhone Ay |
o Itk4bAY:  /Applications/Preferences.app/Preferences
o (M 1did ) SHFEF : entitlement = YR

ldid Preferences Preferences_entitlement.plist

o EFiREZERAXMG
o I EZAEIAI3TEM
m  get-task-allow

m  task_for_pid-allow



= run-unsigned-code

e (H codesign ) BHER
codesign - Preferences_entitlement_debuggable.plist Preferen
ces

e 5Jo] iPhone

aitt, PreferencesF Al A#E AR T -> Xcodemf, il LAZEAttachix & 5N EEH Preferences T

amsaccountsd

XcodeH B EIFIR, AppleMediaServices.framework FJdaemonif#FE: amsaccountsd
REHIRE E RS BERIRE:
o SHRIARITHE

root@192.168.2.13:/System/Library/PrivateFrameworks/AppleMediaServices.framewor
k/amsaccountsd

o EHEAMentitlementiX R

amsaccountsd amsaccountsd_entitlement_orig.xml

o IAENANER
o FTEITANEILEM

get-task-allow
task_for_pid-allow

run-unsigned-code

o j¥: }%F seatbelt-profiles . com.apple.security.network.client , FTIATCER[F
o {RIFANFIXME: amsaccountsd_entitlement_debuggable.xml
o B

codesign - amsaccountsd_entitlement_debuggable.xml amsaccounts
d

o B AN amsaccountsd_debuggable
o 1EN[O1E

amsaccountsd_debuggable root@192.168.2,13:/System/Library/PrivateFrameworks/App
leMediaServices.framework/amsaccountsd
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LZikapplTHYE R (0]

o BHA: iOSHYapp, BNARB7TREIZRZEMH
o 7RG, BEREN, TE: ENES=4%
» XTEZR=EE, JNERZIH
o Y ATSMENSRNipakxTHE, ERJUEMENFERERZ R
o Lt

= TrollStore
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SEAZH

[Ef#R] debugserveril 7 X BREH EliPhone8TtiAI1a 1T i A ik fkilled

[EfRR] Mac M2 MaxF &/ MAjtool2

[FEf2R] Mac M2 Maxjtool2iz{TaE R killed

[Ef2/R] i0Si¥[E: jtool2EMac M2 MaxHiz1T AR RAMFI Unrecoverable CT signature issue,
bailing out

[#8f7R] I0Si¥[E: jtool27fEMac M2 MaxHiz1T AEimAMF| unsuitable CT policy 0 for this
platform/device, rejecting signature

[EfRR] fRRdebugservergsinia)@: FcodesignEHTININRIREBREER

[ZRERR] XinaA152 el EZ &debugserverimin_EiXfRtask_for_pid-allowBEIEIHE R HFZHY
[FRARR] iOSi¥: Hjailbreakd_clientZadebugserverZ il _tentitieFIplatformize

[REBR] iOSiFEFKEN#HFEPCcsflagsFICS_GET_TASK_ALLOW: #XBRproc_info-allow
[EfER] iOSHEApplelkS: XcodeSEhtiFidPreferencesik &

[EfgR] iOSiFEEHFZRAI: LHakdin_t AT entitlementtX R

[Ef#R] iI0SiE: ZhamsaccountsdE % & LA{#F1F Xcode F] A it amsaccountsd

[RfEHR] XcodeifidPreferencesiis: Could not attach to pid attach failed Not allowed to attach to
process

[ZRA#FR] iOSHdebugserverfzconnectionts: &&entitlementiT4tino signature

lldb+debugserver - iIOSE @A &L : sHEER (crifan.org)
Reverse Engineering iOS Mobile Apps (nowsecure.com)
owasp-mastg/Document/0x06c-Reverse-Engineering-and-Tampering.md at master - OWASP/owasp-
mastg - GitHub

man page codesign section 1

viky/resign: XCode Project to resign .ipa files

Cycript Tricks - iPhone Development Wiki
hta-r04a-hacking-ios-on-the-run-using-cycript.pdf (huihoo.com)
ios_code_signing_examples.sh

Entitlements | Apple Developer Documentation
com.apple.security.network.server

com.apple.security.network.client
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