HI=
B ipatf it
EREETAR
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dumpdecrypted
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frida-ios-dump3L{§l
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N
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IOSFMAL: flixipa

o BETARAS: vi.1.1
o FEFRATE: 20241209

Ei?

NRIOSHE RPN RR T Hipa A EHNAS . TEBHFETAER, NoEME, BRMEIE, tbilfrda-
ios-dump. dumpdecrypted. clutchZ; DAz BUN{alFfrida-ios-dumpiiYouTube. #&E%appiFE!
ipaxfd; UKHEiZLiap/FHETE, BiEipafis; UKEEE AR MERIE.

ARES+ BT+ T &

ABHEZMRIG, ELR T, SMRAEH TR T:

HonKiti&Eh5
e crifan/ios_re_crack_shell _ipa: iOS#¥EFF & : M7ipa

aNfE{ERLtHonKitRIB XM AT A F B

¥ crifan/honkit_template: demo how to use crifan honkit template and demo

TR

e IOSi¥@F&: Hi5Tipa book.crifan.org
o IOSH@F&: HiFipa crifan.github.io

B THIhE
o iOS¥@FA%L: fiFipa PDF

o IOSF@AL: Hizipa ePub
o IOSF@FAL: HEzzipa Mobi

hRAXH] A& R

LB FHHENEHAE, WRKERE, BHATARE. EFH7ATSEENE, HERETHL.
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fi S ipathl e

T AR=?

, ERENEOTE, 23 BRAFR, SREFRTIMIL-—ERIPRER

ct

4 2i0SHJappid7E?
iOSHHapp, &KMIRE—RZESE App Store ,
M App store TEHMAPPEHERTERMEIH ipa €,

MAppleR A TEE, “HappilZ({EHApple IDIEXIIMFRINBEE), XMIREGBIRA: ms , EE
appIMER LT —B%

BT

i iz AR wE

h - -

MINZBEH ipa B, BIAMERENERIIIER

o FEMMAFEEITER
o FA IDA / Hopper H£E R#HEZ
o F class-dump FE Skt
= %ER
» class-dump BEIEESH, KRIB7=HEI, App Store EAIHFIAVIE
» REESH cpstructures.h XPNTHIAX MY, TAGRIRBENESMEN L
o NHiF:/EMipa, Z&F Monkeybev EHZSIEILN
o FE

T2 ZiOSHIEF + AN fE5S?
HEEREDTIOSHappZdl, BE EXEXRME = 5 = Bix .

o HBFRAMIPHLE
o FISIDT: ERABMABRE AN MREHITREZWRSMS, FSHERERER, FEMEHERH
RIINER EIETT BEX HL AR &
» MAERKEXMIA
o HPHHTT



» MELRSHIAELZALLR
anfE (zh) HEF=Ie? FAEST T fRappiziTHlE: appiRFEiTEEMSEREAFRELRIAAE

RER REF

2

REAEE) R Bz DYLDANE

iz Rt MachOXZ {4

A ATEHMINZR R EEBEET AR dump ARNIREVERZEENZR, XMERIE, UMELappERTE,
XA s = S

o ZRHMIEAR
o BBZBEREEFNIRE Mach-0 K{EEFBETIT
o HTFSRAIFEMIMER, #&EMIEEREIIE
» FIAEZIBITEHSHI killed 9
» EEFHERZETEEER

I RETE

o MRIRIOSIEE (iPhoneZ) S#fk
o JEN:
» iOSHEEF%: iPhoneffik
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=T 8

= FrYIOSHapprYtii =AY TR :

e frida-ios-dump : =, =RIFA, REH
o HtWEENTH
o dumpdecrypted
» —fiRECE cycript fER?
o clutch
o bfinject
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frida-ios-dump

o frida-ios-dump
o —a)iEHEIA: Pull a decrypted IPA from a jailbroken device
o Github
= AloneMonkey/frida-ios-dump: pull decrypted ipa from jailbreak device
= https://github.com/AloneMonkey/frida-ios-dump

o TH@WL

clone https://github.com/AloneMonkey/frida-ios-dump.git

o TEGERIHATIZER
o dump.py @ BRI, FIRMEFEARIPythonfiZs
o requirements.txt : Python{kEiErI%IZE
» EERRKENE, SEMAR

IR HIR

o L AEFrida
o AR
= (Win/Mac%) B fixis

pip frida

» (iOS/Android%) #&Ehif
= iPhone
» cCcydia -> 0B https://build frida.re -> LE4HEM:  Frida
o T¥f#
» ZEFrida - WEIERXFIEE: Frida
o BELRMKREMNEMAE
o HIEFAEMIMKEINXMY requirements. txt RXRHK

pip requirements.txt

o MEMBEMLRE, Fohrk

pip paramiko tqdm

e USBixO%Ak
o B AEAMEIZHEINNIGC, BENRIIRET N, SLRRAYIOSIRE
o HIE

» R


https://github.com/AloneMonkey/frida-ios-dump
https://build.frida.re
https://book.crifan.org/books/reverse_debug_frida/website/install_upgrade/install_frida.html

iproxy

= ¥fF
» frida-ios-dumpfli 5% Tik Tokfipaft L4l

{ER=tm5
. B

o BFfappBlETappEFR
s /531 frida-ps

frida-ps

» F™2: ideviceinstaller

ideviceinstaller list_user

o FHRHDT

w ERIE
s RIFFEFENZENapp
» BEME, RBEFoIBshapp, BILRRINIEE I, BEREARTT

AN
" B

./dump.py 10SAppPackageOriOSAppName

w3445
./dump.py com.zhiliaoapp.musically

./dump.py com.ss.iphone.ugc.Aweme

./dump.py com.google.ios.youtube
./dump.py YouTube

o FAR
o FMNELEET: frida-ios-dump=Lfl
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dumpdecrypted

e dumpdecrypted
o —HIEHIR: IOSHIER TR
= Dumps decrypted iPhone Applications to a file
o B
= GitHub
= stefanesser/dumpdecrypted: Dumps decrypted mach-o files from encrypted iPhone
applications from memory to disk. This tool is necessary for security researchers to be
able to look under the hood of encryption.
= https://github.com/stefanesser/dumpdecrypted
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Clutch

e Clutch
o Efta
= FastiOS executable dumper
= a high-speed iOS decryption tool
o IfgE: Mim=fi5
o BEXS (EENARY) iOSig®E, (%) Sk
o XIFFAE
» FRAIOSIE®: iPhone/iPod Touch/iPad
= GitHub
= KJCracks/Clutch: Fast iOS executable dumper
= https://github.com/KJCracks/Clutch
s Wiki
= Home - KJCracks/Clutch Wiki
» https://github.com/KJCracks/Clutch/wiki
» Tutorial - KJCracks/Clutch Wiki
= https://github.com/KJCracks/Clutch/wiki/Tutorial
= FAQ - KJCracks/Clutch Wiki
= https://github.com/KJCracks/Clutch/wiki/FAQ

helpini

Clutch OPTIONS
--binary-dump only dump binary files from specified bundleID
Dump specified bundleID into .ipa
--print-installed Print installed application
Clean /var/tmp/clutch directory
Display version and
-? Display this and
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TikTokBipa
LA TikTokflE 7 Hipa:

./dump.py com.zhiliaoapp.musically
o T¥fF:

Ui
o BIIZ: #HAiPhone B %X TikTok
o JE: BITIBIMEUNERX Appleid B FRGHI Appstore RABEEEMTEH TikTok
iipaf g
(1) SHailappB A

ideviceinstaller list_user

meEEE:

e com.zhiliaoapp.musically, "268010", "TikTok"
BE| TikTok BIBE: com.zhiliaoapp.musically

(2) HMafRMacH HEiPythonF ELEfrida (MAKRIBEFAIE)
MRRER, BERLE:

pip frida paramiko tgdm

(3) BINRE— 1 Riw, FFRiHORET

ME—TRIRE O (KTab) , EBITiRORET

iproxy

(4) HafRfridahR2As—2E: MacHFliPhonesfridafi A2 —1£H
5BR :
o WA EEfridahRA

o iPhone

frida-server



o Mac

pip show frida

o WNRfridahR A A—EX

o [RZESIREE: Failed to enumerate applications unable to communicate with remote
frida-server

m  Failed to enumerate applications: unable to communicate with remote frida-
server; please ensure that major versions match and that the remote Frida has
the feature you are trying to use

o MEXRMAIR—N
w H:
» IbibfridahRaAs:
= Mac: 16.0.2
= iPhone: 15.1.27
» GN{IHRIR
= XKiPhoned cydia FFfridaZlHEAR 16.0.2

(5) WIRIADSAYappERY:, REIBIT
A[i%? iPhonediffiiFiapp, EBY, FAEEBMEEIEIT
(6) HIEFFIAMRT

./dump.py com.zhiliaoapp.musically

. it

crifan@licrifandeMacBook-Pro"™ ~/dev/dev_src/ios_reverse/AloneMonkey/frida-ios-dump™ \\
master”™ ./dump.py com.zhiliaoapp.musically

Start the target app com.zhiliaoapp.musically

Dumping TikTok to /var/folders/yy/46k2nmtx7nv3441m9zb60q66c0000gn/T
frida-ios-dump : Load libvecn.framework success.

frida-ios-dump : Load crypto.framework success.

frida-ios-dump/: Load VolcEngineRTC.framework success.
frida-ios-dump|: Load byteaudio.framework success.
frida-ios-dump|: Load TikTokMSearchFramework.framework success.
frida-ios-dump|: Load MuseDiscoverFramework.framework success.
frida-ios-dump|: Load AAWELaunchTracker.framework success.
frida-ios-dump/: Load RTCFFmpeg.framework success.
frida-ios-dump|: Load TTFFmpeg.framework success.
frida-ios-dump|: Load AAWEBootChecker.framework success.
frida-ios-dump : Load ffmpeg_dashdec.framework success.
frida-ios-dump : Load BDLRepairer.framework success.
frida-ios-dump|: Load SCSDKCreativeKit.framework success.
frida-ios-dump|: Load boringssl.framework success.
frida-ios-dump|: MusicallyCore.framework has been loaded.
frida-ios-dump|: Load SCSDKCoreKit.framework success.

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-E5BEACEF7
72C/TikTok.app/TikTok



TikTok. F1d: oo |
N .5K/74.5k 00:00 00:00, S77KB/S

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-E5SBEACEF7
72C/TikTok.app/Frameworks/MusicallyCore.framework/MusicallyCore

MusicallyCore. fid: 1o [
I  165V/185M 00:07 00:00, 2 .OMB/S

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-E5SBEACEF7
72C/TikTok.app/Frameworks/BDLRepairer.framework/BDLRepairer

BOLRepairer.fid: <oo% NN
I ¢ ok/67.0k [ 00:00 00:00, 542kB/s

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-E5SBEACEF7
72C/TikTok.app/Frameworks/AAWEBootChecker .framework/AAWEBootChecker

AAweBootChecker . fid: 0o% |
I 6k/72.6Kk (00:00 00:00, 1.22MB/s

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-E5SBEACEF7
72C/TikTok.app/Frameworks/AAWELaunchTracker.framework/AAWELaunchTracker

AAWELaunchTracker. fid: 00% |EEEEEEE—
I - 1k/71.1k (00:00 00:00, I.46MB/S

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-E5SBEACEF7
72C/TikTok.app/Frameworks/RTCFFmpeg.framework/RTCFFmpeg

RTCFFmpeg. fid: 100% [
I  c17k/617k (00:00 00:00, ©,91MB/s

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-ESBEACEF7
72C/TikTok.app/Frameworks/SCSDKCoreKit.framework/SCSDKCoreKit

scspkcorekit. fid: o0% [
I  351k/351k 00:00 00:00, ©.16MB/S

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-E5BEACEF7
72C/TikTok.app/Frameworks/SCSDKCreativeKit.framework/SCSDKCreativeKit

scspkcreativekit.fid: oo%
I 125k/120k 00:00 00:00, 2.44MB/S

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-E5SBEACEF7
72C/TikTok.app/Frameworks/TTFFmpeg.framework/TTFFmpeg

TTFFmpeg . fid: 0o |
I  09M/3.09M (00:00 00:00, .4MB/s

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-E5SBEACEF7
72C/TikTok.app/Frameworks/VolcEngineRTC. framework/VolcEngineRTC

VolcEngineRTC. fid: o0% [
I - .14M/8.14M 00:00 00:00, 20.6MB/S

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-ESBEACEF7
72C/TikTok.app/Frameworks/boringssl.framework/boringssl

boringssy. fid: oo |
I  G:32k/632k (00:00 00:00, .3MB/s

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-ESBEACEF7
72C/TikTok.app/Frameworks/byteaudio.framework/byteaudio

byteaudio. fid: 100% [
I 60M/1.60M (00:00 00:00, .4MB/s

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-E5BEACEF7
72C/TikTok.app/Frameworks/crypto.framework/crypto

crypto. fid: 100 [
R | 44M/1.44M (00:00 00:00, .6MB/s

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-E5SBEACEF7
72C/TikTok.app/Frameworks/ffmpeg_dashdec.framework/ffmpeg_dashdec

ffmpeg_dashdec. fd: 100% |
I  101k/101k (00:00 00:00, 1.90MB/s

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-E5SBEACEF7
72C/TikTok.app/Frameworks/libvecn. framework/libven



Libven. F1d: o |
I 102k/192k | 00:00 00:00, 2.04MB/S

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-E5SBEACEF7
72C/TikTok.app/Frameworks/TikTokMSearchFramework.framework/TikTokMSearchFramework

TikTokMSearchFramework. fid: 0:%
N . 66V/3.68M 00:00 00:00, 1.1MB/s

start dump /private/var/containers/Bundle/Application/51BA1962-1A1E-40D8-AB83-E5SBEACEF7
72C/TikTok.app/Frameworks/MuseDiscoverFramework.framework/MuseDiscoverFramework

MuseDiscoverFramework.fid: <0o% [N
I 351k/351k (00:00 00:00, .65MB/s

icon_home_dislike_new.json: 281MB  00:23, .TMB/s
.00B 00:00, ?B/s Generating

RRINADIE, BEHXHEME: Generating "TikTok.ipa"

BIRI7E =R B R AR /ERYipaXf4:  TikTok.ipa



@ frida-ios-dump

B MonkeyDev
i iOSREBook

@ MDCycript

B TikTok.ipa
=

dump.js

B dump.py

B LICENSE

B process.sh
B README.md

B requirements.txt

TikTok.ipa

iOSH &Rt - 137.8 MB

BER
LI ]
B

%% 10:05
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£S5 ipa
LN B, BRI frida-ios-dump EiEF #1& Mipas(f4:

.

./dump.py com.ss.iphone.ugc.Aweme

£
WA B RRA AR

+ frida-ios-dump git: master ./dump.py com.ss.iphone.ugc.Aweme

Start the target app com.ss.iphone.ugc.Aweme

Dumping #l# to /var/folders/2f/53mn2kn920dfq4ww2gdqfpxceee0gn/T

frida-ios-dump : Load VolcEngineRTC.framework success.

frida-ios-dump : Load byteaudio.framework success.

frida-ios-dump : Load AwemeCore.framework success.

frida-ios-dump : Load BDLRepairer.framework success.

start dump /private/var/containers/Bundle/Application/B625C6BC-D6B2-429F-B621-10A5EF7EB
8F6/Aweme . app/Aweme

awene . £4d: 0% |
I . 7k/71.7k 00100 00:00, 724kB

/s
start dump /private/var/containers/Bundle/Application/B625C6BC-D6B2-429F-B621-10A5EF7EB
8F6/Aweme.app/Frameworks/AwemeCore.framework/AwemeCore

Awemecore . f1d: o0y |
I 230M/230M | 00:@7 00:00, :.8MB
/s

start dump /private/var/containers/Bundle/Application/B625C6BC-D6B2-429F-B621-10A5EF7EB
8F6/Aweme.app/Frameworks/BDLRepairer.framework/BDLRepairer

BoLRepairer. fid: ~oo% [
I - . 2k/68.2k 00100 00:00, ©.76NB

/s
start dump /private/var/containers/Bundle/Application/B625C6BC-D6B2-429F-B621-10A5EF7EB
8F6/Aweme . app/Frameworks/VolcEngineRTC,. framework/VolcEngineRTC

VolcEngineRTC. fid: o0% [
I .O/10.6M 00:00 00:00, --.ONB

/s

start dump /private/var/containers/Bundle/Application/B625C6BC-D6B2-429F-B621-10A5EF7EB
8F6/Aweme ,app/Frameworks/byteaudio.framework/byteaudio

byteaudio. fid: 100% [

I~ 14M/2,14M 00:00 00:00, 23.2MB
/s

Assets.car: 286MB 00:16, .6MB/s
,00B 00:00, ?B/s Generating



+ frida-ios-dump

M= EEipaXf4: #1Z.ipa

[ frida-ios-dump 3 B #&.pa

¢ dump.js

o dump.py
LICENSE
process.sh P
README.md

requirements.txt

#5.ipa

iIOSEH R - 165.1MB

&R

1| 1 B jE) FE TFTFIN
5 2L B ) SxE FTF3:22
R
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YouTubefiipa

LN, BRI A frida-ios-dump EAEF YouTube BipaSXfs:
o MR

./dump.py com.google.ios.youtube

£
SLBEEH Youtube I E1

» frida-ios-dump git: master ideviceinstaller list_user
CFBundleIdentifier, CFBundleVersion, CFBundleDisplayName
rn.notes.best, 0
com.suiyi,foodshopi, 0
com.cisco.anyconnect, 0
com.baidu.BaiduMobile, 0
com.ishuyin.ishuYin, 0
com.evernote.iPhone.Evernote, 0
com.alipay.iphoneclient, i
ctrip.com, 7

com.Qting.QTTour, 0
com.360buy.jdmobile, ;
com,taobao.tmall, ;
com.netease.cloudmusic, 7
com.tencent.mqq, 0
com.crifan.ShowSysInfo, 7

com.tencent.xin, ;
com.google.ios.youtube, G
developer.apple.wwdc-Release, 0
com.ss.iphone.ugc.Aweme, ;
com.3WRHBBSBW4.com.rileytestut.AltStore, ;

HBHI1EHKN vouTube HIFHER:

e com.google.ios.youtube, "17.08.2", "YouTube"
o f1%&: com.google.ios.youtube
o HRA: 17.e8.2

o FAFR: YouTube

il SIS RE S etk = g

» frida-ios-dump git: master
/Users/crifan/dev/DevSrc/i0S/AloneMonkey/frida-ios-dump

+ frida-ios-dump git: master ./dump.py com.google.ios.youtube

Start the target app com.google.ios.youtube

Dumping YouTube to /var/folders/2f/53mn2kn920dfq4ww2gdqfpxc0000gn/T
frida-ios-dump|: Load widevine_cdm_secured_ios.framework success.



frida-ios-dump|: Module_Framework.framework has been loaded.
start dump /private/var/containers/Bundle/Application/ECB295AB-1355-46D1-8580-273B2CE98
802/YouTube.app/YouTube

YouTube. fid: NN .3M/16.3M 00:00 00:00, 7.7MB/s

start dump /private/var/containers/Bundle/Application/ECB295AB-1355-46D1-8580-273B2CE98
802/YouTube.app/Frameworks/widevine_cdm_secured_ios.framework/widevine_cdm_secured_ios
widevine_cdm_secured_ios.fid: % | .44M/3.44M 00:00 00:00, .2MB/s
start dump /private/var/containers/Bundle/Application/ECB295AB-1355-46D1-8580-273B2CE98
802/YouTube.app/Frameworks/Module_Framework.framework/Module_Framework
Module_Framework.fid: % I 114v/114M 00:02 00:00, =¢.6MB/s
Localizable.strings: 190MB [00:44, 4,45MB/s

.00B 00:00, ?B/s
Generating
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===
=E
m=E, B5ilipaXttE, AELEFEM:
o fihappEHE% = IAMERRIN

ot

o IkIpa

ffii\app iR =
T otool BEFEcrypthyfd:

e cryptid=1 : 2iN%
e cryptid=e : RINE=CHE%

541
. ERRIEIRA, RREPhoneth /5, HEM ML Avene | EHIT

+ Aweme.app otool Aweme crypt
cryptoff
cryptsize
cryptid

5= ERIRE RipaR By —# I E Aweme @ EREER

» Aweme.app
XXx/Aweme3&/iPhone7-137black/Aweme.app
» Aweme.app otool Aweme crypt
cryptoff
cryptsize
cryptid
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2023-12-13 21:45:11
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i E&RKipa

W 85lipa iz, MEEABENSEL, SESSNBEHN, TEBE:
M{Ripar] A E B2

Bt 2B EHR S R

o Z&ipa

o [Ef#R] AFilzaZ &= Hipa

o [EfER] #@AkiPhoneriflpR 2 BB ipaZ iRl Zapp

o [BRRR] BEREipaBERHFRREENRVAIR

o [EffR] EIFZEREipaR&EliPhoned

o [BfRR] #AkiPhonesr#N{aISL M respringE = £ ESpringBoard

o [ER] WEHAREISipaREH R %2 fFembedded. mobileprovisionZ & iE+ FappldiyX 3

o [EfEAR] i ARIFipailappREE BB EX R IEH X {fembedded.mobileprovision

o [Ef#R] iPhoneHFilza%317.8.0%l Fipa#fki5: Failed to verify code signature The application
does not have a valid signature

[Ef#R] iPhonerFilza%3%17.8.08Fipailfs: Application is missing the application identifier

entitlement

[e]
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fii 55 & O (o) 25
LEAMEEIBR | REFS HiaphYE W el AR RINE,
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timeout was reached

M
BRME, 1317 ./dump.py xxx B, RFEFE: Start the target app xxx , & 7%, RkiE: 8RT

» frida-ios-dump git: master python3 ./dump.py com.XxX.yyy.zzz
/Users/crifan/dev/dev_src/_reverse_security/ios_reverse/AloneMonkey/frida-ios-dump/./du
mp.py:340: SyntaxWarning: invalid escape sequence
output_ipa re.sub 0 , output_ipa
Start the target app com.xxXx.yyy.zzz
was reached

ys-dump/ , Sdump . p

-ios-dump/./dump.py:34@: SyntaxWarning: invalid escape sequence '\.'

[REA

. FERE: (WA Tk (BH0E) Biapp

. REEE: 4

R RIME

FHEE (AEEEENTNSRE) Bitapps, BER, AFTMEES Lipa
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Jci#E: Load success 0.00B [00:00, ?B/s]

o MZR: frida-ios-dumpliz=iRfa, 2#A1ELoad success, {BERIBZLSHHE, HERO

./dump.py com.ss.iphone.ugc.Aweme

Start the target app com.ss.iphone.ugc.Aweme
Dumping #l# to /var/folders/2f/53mn2kn920dfq4ww2gdqfpxcee00gn/T

frida-ios-dump : Load byteaudio.framework success.

.00B 00:00, ?B/s

o

o JRE: AKRA,

o MERMNE: ZWILR,
o MME, AEMARM, Bi/LR

» G§F
n A RT
» {55R1, EE580app, 3, TExfapp
 FF
o B{RIBIE:

o ltEAbEEE, E—R, &ER:
m . /dump.py com.ss.iphone.ugc.Aweme
o EEE, thEEH-EEA
» 3 SRS EERGITT
o Ctr+CHIlfif, IIZIB:

m . /dump.py com.ss.iphone.ugc.Aweme

o HERMERAI DALY

crifan.org, {EFE24.0EFR(CC BY 4.0)i11% &7 all right reserved, powered by Gitbook &[5
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DeviceNotSupportedByThinning

o IMZR: ILLAMEIE SRV FipaELRE#AikiPhoneF#55: DeviceNotSupportedByThinning

o LAY (RIZFHYapphl) ipaE, ThinningE &SR

o Bl: EfEZIAppStorefgHl, R3#FEDiPhonetlBIMNLEE
o HAPFX#5ii0iRs, T E2ZRIiPhonet/lEY

o BRI

n  AwemeRlE/BRi5%/Payload/Aweme . app/Info.plist

veme.app
Info.plist %
AWEME.APP

ByteNumber-Bold.ttf UlSupportedDevices A 15891

SKAdNetworkTdentif
da6jt4d. skadnetwork

INCond-Black otf

INCond-BoldAlternate.otf

SKAdNetworkIdentifier

tone.caf
s BI9VRGT! kadnetwork

AdNetworkIdentifier
2jnk71y8] . sk

3jtpeaduu’. sk

UISupportedDevices

1P}
iPhone10, 4

~Bold_Num.ttf
-Heavy.otf
jumn. ttf

ay-Semibold. ttf

u X € Live Share 149, 3|28 (Ejf#18) BIFFKE 4 UTF-8 LF plist Q) Prettier
73\ Q£.
o MRIRIE:

o F3iA1: EBHEIME, MEIEZFBIIRS
o F3iR2: EREIFNERE
o BRPER

HiE
o HiA1:




% ipa , 5% Payload BE, #AH:

Payload/xxx.app/Info.plist

EEantE4bay:

Aweme}E /BBt /Payload/Aweme . app/Info.plist
YB%E: UISupportedDevices 2%, HN_LEHSRIE
It REE:

UISupportedDevices

iPhone9, 1

iPhone9, 2

iPhone9, 3

iPhone9, 4

iPhonel0,1
iPhonel0, 2
iPhonelo, 3
iPhonel0, 4
iPhonel0, 5
iPhonel0, 6
iPhonell, 2
iPhonell, 4
iPhonell, 6
iPhonell, 8
iPhonel2,1
iPhonel2, 3
iPhonel2,5
iPhonel2, 8
iPhonel3, 1
iPhonel3, 2
iPhonel3, 3
iPhonel3, 4
iPhonei4, 2
iPhonei4, 3
iPhonel4, 4
iPhonei4,5

E:

BEME, ATNESE:
Models - The iPhone Wiki
tban:

iPhone7P & iPhone9,2 (%S4 ERRZE iPhone9, 4 )

Fik2
o FiK2:


https://www.theiphonewiki.com/wiki/Models

o HIEIE Info.plist Y UIsupportedbevices BB, Kif.
w E RRIERSER, EiTRERMN.
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app/EEIfEREiR

o IM%R: HAfrida-ios-dumpllizz/Giiapp, BoNEm AR
o [RE
o HIBZHAEE
o« B
o AIMEd HkappaaiR A, MkEl, EAERNIISIKEEENRARR

BidipsaRif B & aRisR E

eS0T

REREMMINIRER, LA crashigii HE:
ESIME F 10:29 )
{ S5 s s

Analytics-Never-2021-12-23-082042.0005.i...
Analytics-Never-2021-12-24-082042.0005.i...
Analytics-Never-2021-12-25-082042.0005.i...
Analytics-Never-2021-12-26-081551.0005.i...
Analytics-Never-2021-12-27-080707.0005.i...
Aweme-2022-01-07-102644.ips
Aweme-2022-01-07-102658.ips
Awemewakeups_resource-2022-01-05-113...
JetsamEvent-2021-12-23-010016.ips
JetsamEvent-2021-12-23-030119.ips
JetsamEvent-2021-12-23-034220.ips
JetsamEvent-2021-12-23-042242.ips
JetsamEvent-2021-12-23-051805.ips
JetsamEvent-2021-12-23-065546.ips
JetsamEvent-2021-12-23-083050.ips

FTFAXNAY, AwemelaR & B &S 4!



e Aweme-2022-01-07-102659.1ips

iPhone9
Aweme

com.ss iphone ugc Aweme

ARM Native
Foreground
launchd



app/anifE iR

Coalition: com.ss iphone ugc Aweme | 4724 ]
Date/Time: 2022-01-07 10:26:59,5847 +0800
Launch Time: 2022-01-07 10:26:58,4574 +0800
0S Version: iPhone 0S8 12.4.1 17E262
Release Type: User

Baseband Version: 7.51.01

Report Version: 104

Exception Type:  EXC_CRASH SIGABRT

Exception Codes: Ox0000000000000000, Ox0000O00AOOEEO000
Exception Note:  EXC_CORPSE_NOTIFY

Triggered by Thread: ©

Last Exception Backtrace:

0x18d0ed5T0® Ox18cedfbcc 0x18d1430cc 0x18d142748 Ox18cfc5edc 0x119d9a4dc Ox10ac42650 Ox
10ac418bc 0x10ac40b80 O0x10ac40730 Ox10ac33af8 Ox10ac2036c Ox10bc2f940 Ox10ac20080 Ox10a
c1fb48 Ox10bc2elc8 0x111713890 0x19118eab5c 0x1911907e8 0x191196084 0x19093d46c 0Ox190dec
a38 0x19093df50 0x19093d9a4 0x19093dd7c 0x19093d63c 0x190941ad8 0x190d10dd4 ©x190ed5e7c
0x190941834 0x190e05d78 0x19094169c 0x1907b0f2c 0x1907afacc 0x1907b0Oc64 0x1911942d0 Ox1
90036284 0x19226720c 0x19228bd84 0x1922717ec 0x19228bad4d 0x18cdb3524 Ox18cd5c434 0x1922
b0440 0x1922b010c 0x1922b0634 Ox18d06bb64 Ox18d06babc 0x18d06b244 Ox18d066274 Ox18d065cC

34 0x1971af38c 0x19119822c 0x111714094 0x1049a7cad4 0x18ceed80o@

Thread @ name:
Thread @ Crashed:

Dispatch queue: com.apple.main-thread

0 libsystem_kernel dylib 0x000000018cee2d88 0x18cebdd0O 155016
1 libsystem_pthread dylib 0x000000018cdfhle8 0x18cdf9000 8680

2 libsystem_c dylib 0x000000018cd4e644 0x18ccdcOOO 468548
2 libc abi dylib 0x000000018ceb6ccO Ox18cead4d0® 76992
4 libc abi.dylib 0xX000000018ceaBel® 0x18cead4l00 19984
5 libobjc A dylib 0x000000018ce0@fe80 0x18cefaddod 24192
6 libc abi dylib 0x000000018ceb614c 0x18ceadbo0 74060
7 libc abi dylib 0x000000018ceb60ed4 0x18ceaddood 73956
8 libdispatch.dylib 0x000000018cdb3538 0x18cd58000 374072
9 libdispatch.dylib 0x000000018cd5c434 0x18cd58000 17460
10 FrontBoardServices 0x00000001922b0440 0x19225b000 349248
11 FrontBoardServices 0x00000001922b010c 0x19225b000 348428
12 FrontBoardServices 0x00000001922b0634 0x19225b000 349748
12 CoreFoundation 0x000000018d06bb64 Ox18cfc3000 691044
14 CoreFoundation 0x000000018d06babc 0x18cfc3000 690876
15 CoreFoundation 0x000000018d06b244 0x18cfc3000 688708
16 CoreFoundation 0x000000018d066274 0x18cfc3000 668276
17 CoreFoundation 0x000000018d065c34 Ox18cfc3000 666676
18 GraphicsServices 0x00000001971af38¢c 0x1971ac000 13196
19 UIKitCore 0x000000019119822¢c 0x19076c000 10666540
20 0x0000000111714094 0 4587602068

21  Aweme 0x00000001049a7ca4 0x1049a0000 31908
22 1libdyld.dylib 0x000000018ceed800 Ox18ceecOO® 6144
Thread 1:

O  libsystem_pthread dylib 0x000000018ce07738 O0x18cdf9000 59192




J

__ 1]

MARTIAEH:
o HHISE:

o /private/var/containers/Bundle/Application/9AB25481-0AD3-435C-A02E-
68F9623535BB/Aweme . app/Aweme

x: ZREWA:

¢ XCode->Window->Devices and Simulators-) View Devices logs

o

RE7TEE, BTENET, TE (BINERrHERSR) 89



Editor Product Debug

Navigate

Source Control

Window

M > o - ) 8 Build Succeeded | 2022/1/5 at 2:42PM (14
B EHITQAQEDRBE o c I
- caic ) i I D ibs) C b) ior
Q
i Incident Identifier: C446C22E=-347A-4340-BDE6B-G371B7E331B4
ahisBevicel) Al Logs CrashReporter Key: ~ 17234ceb2cobes37d1971110d8a3263466bb1250
7 Hardware Model: iPhoned, 2
Proc.. Type Date/Time ¥ Process: Hweme (£782]
::th:ifi IpFivit:l:arl:unta(nersiBund'leMppU:ati Aweme. A
me h 202: 10:26... entifier: oM. 5. iphone. ugc.
Ao Cra D227 005:25 Version: 18934 (18.9.0)
Aweme Crash 02207, 10:26..  pertoreTools: s
Aweme Crash 20221/5, 11:31... Code Type: A4 (Native)
agore... Crash 202112/28, 218.. BIE: process:  launehd 1]
UserE... Crash 2021/12/22, 215..  Coalition: com. 5s. iphone. ugc. Awene [4724]
Date/Time: 2022-01-07 10:26:59.5647 +0800
Launch Tine: 07 10:26:58.4574 +0860
05 Version: ithn! 05 13.4.1 (17€262)
Relea

Basgnnd Version: 7.51.81
Report Version: 104
Exception Type:
Exception Code:
Exception Note: EXC_CORPSE_NOTIFY
Triggered by Thread:

EXC_CRASH (SIGABRT

Last Exception Backtrace:

@  CoreFoundation Bx18daedsfe

1 libobjc.A.dylib @éx18cedfbce ob:
2 CoreFoundation ex18d1436cc _Ci
3 CoreFoundation 0x18d142748 - [
4 ion Bx18cfcSedec -
5 Tweak. dylib 8x119d9addc Bx1:
6 Bx10acd2658 +
¥: Bx1@acd1Bbc +
8 Bx10ac4bbsd +
) Bx10ac4d73e +
18 éxl@acizafa +
11 ex10ac2836c +
12 Bx10bc2f9408 +
13 Bx10ac20080 +
14 Bxl0aclfbdd +
15 éx1@bc2elcd

16 Bx111713898 +
17 UIKitCore 8x19118ea5¢c - [
18 UIKitCore 8x1911967e8 - [

19 UIKitCore 8x191196884 - |
26 UIKitCore Bx1 4bc -

)
©x0000000000000000, 0x0000000000000000

gxcgption?uprecess + 224

ic_excaption_tl

FThernmal(!dExc!p(ion + 111

NSArrayM insertObject:atIndex:]. cnld 1 + 47
“MSArrayM insertObject:atIndex:] +

19d94@e@ + 25820

4475594328

4475598844
4475587456
4475586352
4475534872
4475454316
4492294464
4475453568
4475452232
4492288456
4587600016
UlApplication
UlApplication
UTApplication

_handleDelegateCal lbacksWithOptions: isSuspended: restoreState: | + 355
Zcallinitializationbe legateshithAct ions: forCanves:payload: fromdriginatingProcess:] + 5647
runWithMainScene:transitionContext:completion:] + 124:

198934
21 UIKi!CDre oxwouecasa Lll5|:=r|=Per'furmAct,lul|s\hthLlF:cyclekctiunﬂlsk
22 UIKit 19893d750 __101- [_UISceneLifecycleMultiple:
_black_; mvake + 195

_UlSceneLifecycleMultiplexer completeApplicationLaunchiithFBSScene: tansitionContext: 1+ 147
+ 99

B
evalTransitianToSeumgs frumsatnngs forceExlt withTransitionStore:
73 ~[_UISceneLifecycleMultiplexer _performBlock:withApplicationOfbeactivationReasons: fronReasons:] + 287

24 U[Kit[nre
25 UIKi!CDr:

26 UIKitCor 8x190941ad8
perfnm\A((iananrllIStene withUpdatedFBSScene: settir
27 UIKitCor 8x190d10ddd + [

28 U[Kit[nre Bx190edSe7c _U
29 UIKitCore x190941834

_perfamAcuansForUIScene wuhUpda(edFBSScene settir
UIKit 90e@5d78

3 Uniscore ox19094165¢ =L
JerformActionsForUScene:withlpdatediBSScene: sct i
90700

B2, BERBCHNEHSHNT.
B R— N REEN AL
BRI IR o) R

BErRAINEERT

_evalTransitionToSettings:fromSettings: forceExit:withTransitionStore:] + 739
SceneLifecycleMultiplexer uiScene:transitionedFromState:withTransitionContext:] + 335

__186-[_| UlHindecen:F!SScen:?lan5ltmnCuntextDrivenLife(ycleS:lungsD,\ffﬂctwn

nqsDiTf: fromSettings:transitionContext: lifecycleActionType:]_block_invoke 2 + 187

BSAnimationSettings+ 5918164 (UIKit) tryAnimatingWithSettings:actions:completion:] + 811
ISceneSettingsDiffActionPerformChangesWithTransitionContext + 243

_186— ndowSceneFBSSceneTransitionContextOrivenLifecycleSettingsDiffAction

ngsDiff: fromSettings:transitionContext: lifecycleActionType:]_block_invoke + 138

_UTSceneSettingsDiffActionPerformActionsWithDelayForTransitionContext +

_UIWindowSceneFBSSceneT ransitionContextDrivenLifecycleSettingsDiffAction
AgsDLTf : fromSettings: transitionContext: LifecycleActionType:] o
6- WithDif om

Done
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Itbibcrash @ F ZRIBIHEE, hook T hitps#ISSLIEH, {BRZFHiPhonellidl & A Charlesit$H, SEAY

s
BRIm .

ZBIBI—"TiPhonell i EERT, (ERULL4biPhonelR L FThRIGM .
BEMTREBERNRA:

‘ese @

e N E

© B I veak "

1] README.md

~ = ek

h CommonConfig.h M

v & libs

C CrifanLib.c

h CrifanLib.h

C CrifanLibDemo.c

h CrifanLibDemo.h

h CrifanLibHookiOS.h

M CrifanLibHookiOS.m

C JailbreakPathList.c M
h JailbreakPathList.h

~ & BypassJailbreakDetection

M’ hook_aweme.mm
[ hook_aweme.xm
M’ hook_dyld.mm

[E hook_dyld.xm
M’ hook_dylib.mm M
[ hook_dylib.xm M
m hook_fork.mm

[ hook_fork.xm
l'ﬂ‘hcnk_getenv.mm

[El hook_getenv.xm

M hook_openfFile_C.mm

[E hook_openFile_C.xm

M’ hook_openFile_i0S.mm M
[El hook_openFile_iOS.xm

m' hook_syscall.mm

[ hook_syscall.xm

m’ hook_sysctl.mm

[El hook_sysctl.xm

m' hook_system.mm

BOmTfRIR (8],

crifan.org, {EFE 4.0

2024-07-17 11:38:18

>

| ——— .
P eak o ook ) # Phone7P_1341
B < [ hook_aweme.xm C JailbreakPathList.c @ control .. ok xcodeprof

I Tweak ) & I weak ) &8 BypassJailbreakDetection ) (5] hook_aweme.xm } No Selection

37 )

/"

// to fix Charles capture https show Unknown issue
// https://bbs.pediy.com/thread-2787@0.htm
// https://iosre.com/t/topic/20282/46

%hook TTNetworkManagerChromium

- (NSArray x)ServerCertificate {

iosLogDebug("%s", "");
NSArray* serverCertlist = %orig();
iosLogDebug(“serverCertList=%{public}@", serverCertlList);

/ NSString "serverCertListStr = [NSArmray nsStrListToStr:serverCertList isSortList:FALSE isAddIndexPrefix: TRUE];
[CrifanLibHooki0S nsStriistToStr:serverCertlist isSortList:FALSE isAddIndexPrefix:TRUE];

NSString #serverCertlListStr =
ioslogInfo("serverCertListStr=%{public}@", serverCertlListStr);

return nil;
return serverCertlist;

NSMutableArray* newCertList = [NSMutableArray arrayWithArray: serverCertlistl;

Build Succeeded | Today at 10:37 AM A4

h CommenConfig.h

iosLogDebug("newCertList=%{public}@, newCertlList.count=%{public}lu", newCertList, [newCertList countl);

NSString *certResourcePath = CHARLES_CERT_FILE;
iosLogDebug(“certResourcePath=%{public}@", certResourcePath);

NSFileManager *defaultManager = [NSFileManager defaultManagerl;
BOOL isExistedCert = [defaultManager fileExistsAtPath: certResourcePath];
iosLogInfo("isExistedCert=%s", boolToStr(isExistedCert));
if (isExistedCert) {
NSData *certP12Data = [NSData dataWithContentsOfFile: certResourcePath];
iosLogDebug( "certP12Data=%{public}@", certP12Data);
[newCertList addObject: certPl2Datal;
iosLogDebug( "newCertList=%{public}@, newCertList.count={pul

icHu", newCertlist,

NSMutableArray+ retNewCertlist = [newCertlList copyl;
iosLogDebug(“"retNewCertList=%{public}@", retNewCertList);
return retNewCertlList;

[newCertList countl);

[ hook_dylib.xm &

#define CHARLES_CERT_FILE @"/Library/PreferenceLoader/Preferences/charles/charles-ssl-proxying-certificate.cer”

[R(CC BY 4.0)#1Y%&%n all right reserved, powered by Gitbook& /B :
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[Ef#R] iPhonetiktok E FRhR S HipaSX {4

[EfRR] IOSKRIIEIRFAL S

[EfRR] MacH FBfrida-ios-dump£3iOSHREI Rt 7 Hipa

[Ef#R] Ffrida-ios-dump£517.8.0ir A1} i =ipa

[Ef#R] MacH Afrida-ios-dumpZEhli7sH YouTubehlipaX 4

[Ef#/R] iPhoneF EEE L iKappiIElH

[Ef&2/R] Afrida-ios-dumpflizTiia: Failed to enumerate applications unable to communicate with
remote frida-server

[Ef#R] iPhoneH Cydiad L& REFTHRAY16.0.2fFrida

[EfER] frida-ios-dumpiliZ=$R4E: ModuleNotFoundError No module named frida

[Ef#R] iOSHI—i##IFotoolE R FcryptbA &zMachOViewEARZILC_ENCRYPTION_INFO_64=FE§
[EfRIR] frida-ios-dumpfli FZHEIEFRFEFLFHE: 0.00B 00:00

[EffR] BimEHSapp/ashiasisnNig

[Ef#R] MBRERISipaze2ik: DeviceNotSupportedByThinning

iOSiE@mA & : iPhonefdfik
Z3EFrida - @A FIZS: Frida

frida-ps | Frida * A world-class dynamic instrumentation toolkit
[IOS]#fipa@ & Ai<_X % ABAREE-CSDNIEE _ipafis
[(OSi#[@]18. HE5 - &+ (jlanshu.com)

1. iI0SiFmz (HHkET/ipafiiz) - & (jianshu.com)
iOSIFE: AppisT/ipatkfiZ-H£ B W (77169.net)
IOSFEKBALHE - #EE (juejin.cn)

Models - The iPhone Wiki

crifan.org, {EFE #Z4.0EFR(CC BY 4.0)1Y&%n all right reserved, powered by Gitbook&x /5 E#:
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http://book.crifan.org/books/ios_re_iphone_jailbreak/website
https://book.crifan.org/books/reverse_debug_frida/website/install_upgrade/install_frida.html
https://frida.re/docs/frida-ps/
https://blog.csdn.net/wsyx768/article/details/124691420
https://www.jianshu.com/p/d2c5e5388d60
https://www.jianshu.com/p/1991854c65af
https://www.77169.net/html/28064.html
https://juejin.cn/post/7073109091320610829
https://www.theiphonewiki.com/wiki/Models
https://creativecommons.org/licenses/by/4.0/deed.zh

	前言
	砸壳ipa概览
	常见砸壳工具
	frida-ios-dump
	dumpdecrypted
	Clutch
	bfinject

	砸壳实例
	frida-ios-dump实例
	TikTok的ipa
	抖音的ipa
	YouTube的ipa


	砸壳后
	安装ipa

	砸壳常见问题
	timeout was reached
	无进度 0.00B 00:00
	DeviceNotSupportedByThinning
	app启动后崩溃

	附录
	参考资料


