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iOS逆向调试：debugserver+lldb
最新版本：	v1.0	

更新时间：	20231021	

简介

介绍iOS逆向中动态调试中的其中⼀种⽅式：debugserver+lldb。先是概览；然后再去详细介绍如何调试，

⾸先是确保iPhone中debugserver有正确的权限，接着是iPhone中⽤debugserver启动app，最后是Mac中
⽤lldb去调试app；接着单独介绍debugserver，包括原始的位置和来源，以及附录上原始entitlement权限供

参考，以及help语法；然后介绍lldb；然后总结使⽤⼼得，包括获取iOS的app⼆进制路径，entitlement权限

的如何查看权限、如何重签名；以及常⻅问题，包括运⾏崩溃killed等内容。

源码+浏览+下载

本书的各种源码、在线浏览地址、多种格式⽂件下载如下：

HonKit源码

crifan/ios_re_debug_debugserver_lldb:	iOS逆向调试：debugserver+lldb

如何使⽤此HonKit源码去⽣成发布为电⼦书

详⻅：crifan/honkit_template:	demo	how	to	use	crifan	honkit	template	and	demo

在线浏览

iOS逆向调试：debugserver+lldb	book.crifan.org
iOS逆向调试：debugserver+lldb	crifan.github.io

离线下载阅读

iOS逆向调试：debugserver+lldb	PDF
iOS逆向调试：debugserver+lldb	ePub
iOS逆向调试：debugserver+lldb	Mobi

版权和⽤途说明

此电⼦书教程的全部内容，如⽆特别说明，均为本⼈原创。其中部分内容参考⾃⽹络，均已备注了出处。

如发现有侵权，请通过邮箱联系我		admin	艾特	crifan.com	，我会尽快删除。谢谢合作。

各种技术类教程，仅作为学习和研究使⽤。请勿⽤于任何⾮法⽤途。如有⾮法⽤途，均与本⼈⽆关。

鸣谢
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感谢我的⽼婆陈雪的包容理解和悉⼼照料，才使得我	crifan	有更多精⼒去专注技术专研和整理归纳出这

些电⼦书和技术教程，特此鸣谢。

其他

作者的其他电⼦书

本⼈	crifan	还写了其他	150+	本电⼦书教程，感兴趣可移步⾄：

crifan/crifan_ebook_readme:	Crifan的电⼦书的使⽤说明

关于作者

关于作者更多介绍，详⻅：

关于CrifanLi李茂	–	在路上

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2023-10-21	19:14:42

前⾔

3

https://github.com/crifan/crifan_ebook_readme
https://www.crifan.org/about/
https://creativecommons.org/licenses/by/4.0/deed.zh


debugserver+lldb概览

	debugserver+lldb	

是什么：iOS逆向中动态调试的其中⼀种⼿段

对⽐来说，其他⼿段还有：MonkeyDev、Frida等等

交互⽅式：命令⾏

优点：通⽤、兼容

缺点：（相对GUI图形界⾯说）不够直观

基本架构

相关⽂件

	iPhone	中的	Server	端：debugserver=	lldb	server	
	Mac	中的	Client	端：lldb=	lldb	client	

对⽐：⾮常类似的，通过Xcode中的lldb去调试时的架构

使⽤⽅式概述

iPhone端运⾏debugserver
注：其中的	debugserver	是重签名后的

核⼼操作：加了entitlement权限，再重新签名

⽬的：⽀持任意进程可调试

对⽐：原先版本	/Developer/usr/bin/debugserver	是只读版本，不可直接修改，

所以⽆法直接重签名

Mac端运⾏lldb

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：
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debugserver+lldb调试

此处介绍⽤	debugserver	+	lldb	去调试iOS程序。

此处举例说明：

iPhone机型：	iPhone	7	Plus	,		iOS	13.4.1	
被调试app：	抖⾳	

调试⽅式：	debugserver+lldb	的命令⾏

核⼼思路是：

	iPhone	中：确保	debugserver	有正确的权限entitlement
先从	iPhone	中导出	debugserver	

再去	Mac	中，（⽤	codesign	或	ldid	）给	debugserver	加上合适的权限

再把加了	entitlement	的	debugserver	拷⻉回	iPhone	中

	iPhone	中：⽤	debugserver	启动(抖⾳)app
	Mac中	：⽤	lldb	去调试(抖⾳)app

下⾯介绍详细过程。

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：
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确保iPhone中debugserver有正确的权限

Mac中：从iPhone中导出debugserver到Mac

前提

已实现ssh免密登录，所以可以直接⽤scp去拷⻉

scpscp	root@192.168.0.58:/Developer/usr/bin/debugserver		root@192.168.0.58:/Developer/usr/bin/debugserver	..

参数说明

	root	：	ssh	的⽤户名

	192.168.0.58	：iPhone的IP
	/Developer/usr/bin/debugserver	：	iPhone	中的	debugserver	的所在⽬录，原始

的	debugserver	

	.	：当前⽂件夹

Mac中：给debugserver加上合适的权限

关于加上合适权限，很多⼈，其他⼈，都是说的思路是：

多步：先导出权限，再编辑，最后加上

但是后来确认，直接：

⼀步	=	直接写⼊合适的权限

即可。

具体步骤：

准备好entitlement⽂件

把下⾯内容保存为：	debugserver.entitlements	

<?xml	version="1.0"	encoding="UTF-8"?><?xml	version="1.0"	encoding="UTF-8"?>

<!<!DOCTYPEDOCTYPE		plistplist		PUBLICPUBLIC		"-//Apple//DTD	PLIST	1.0//EN""-//Apple//DTD	PLIST	1.0//EN"		"http://www.apple.com/DTDs/Propert"http://www.apple.com/DTDs/Propert

yList-1.0.dtd"yList-1.0.dtd">>

<<plistplist		versionversion==""1.01.0"">>

<<dictdict>>

								<<keykey>>com.apple.springboard.debugapplicationscom.apple.springboard.debugapplications</</keykey>>

								<<truetrue/>/>

								<<keykey>>com.apple.backboardd.launchapplicationscom.apple.backboardd.launchapplications</</keykey>>

								<<truetrue/>/>

								<<keykey>>com.apple.backboardd.debugapplicationscom.apple.backboardd.debugapplications</</keykey>>

								<<truetrue/>/>

								<<keykey>>com.apple.frontboard.launchapplicationscom.apple.frontboard.launchapplications</</keykey>>

								<<truetrue/>/>

								<<keykey>>com.apple.frontboard.debugapplicationscom.apple.frontboard.debugapplications</</keykey>>

								<<truetrue/>/>

确保debugserver权限
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								<<keykey>>com.apple.private.logging.diagnosticcom.apple.private.logging.diagnostic</</keykey>>

								<<truetrue/>/>

								<<keykey>>com.apple.private.memorystatuscom.apple.private.memorystatus</</keykey>>

								<<truetrue/>/>

								<<keykey>>com.apple.private.cs.debuggercom.apple.private.cs.debugger</</keykey>>

								<<truetrue/>/>

								<<keykey>>get-task-allowget-task-allow</</keykey>>

								<<truetrue/>/>

								<<keykey>>task_for_pid-allowtask_for_pid-allow</</keykey>>

								<<truetrue/>/>

								<<keykey>>run-unsigned-coderun-unsigned-code</</keykey>>

								<<truetrue/>/>

</</dictdict>>

</</plistplist>>

说明：

（先导出原始的debugserver的entitlement权限，再经过如下处理）

已加上权限：	get-task-allow	、	task_for_pid-allow	、	run-unsigned-code	

⽬的：允许debugserver调试其他app
已去掉权限：	com.apple.security.network.server	、	com.apple.security.network.client	

⽬的：防⽌后续lldb调试报错	Failed	to	get	connection	from	a	remote	gdb	process	

已去掉权限：	seatbelt-profiles	

⽬的：⽅式后续	debugserver	加上	-l	的⽇志⽂件时报错：	Failed	to	open	log	file	for

writing	errno	=	1	Operation	not	permitted	

把entitlement权限加到debugserver中

概述

推荐⽤	codesign	

codesign	codesign	-f-f		-s-s	-		-	--entitlements--entitlements	debugserver.entitlements	debugserver	debugserver.entitlements	debugserver

详解

重签名

Mac中：把加了entitlement权限的	debugserver	拷⻉
回	iPhone	中

scpscp	debugserver	root@192.168.0.58:/usr/bin	debugserver	root@192.168.0.58:/usr/bin

说明：

为何没有拷⻉回/覆盖原先的	/Developer/usr/bin/debugserver	？

因为	/Developer	是	ramdisk	挂载的，是	readonly	=	只读	的，⽆法写⼊

为何选择路径	/usr/bin	？

⽤于存放可执⾏⽂件⼯具的路径，	/usr/bin	是常⻅之⼀，⽐较适合此处⽤途

确保debugserver权限
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其他⽬录，理论上也可以：

	/bin	

	/sbin	

	/usr/sbin	

等

注意：确保iPhone中的	PATH	环境变量包含此处所⽤路径即可

⽬的：便于后续其他任何位置都能找的到和能直接调⽤	debugserver	

如何查看当前环境变量值：	echo	$PATH	

举例

#	echo	$PATH#	echo	$PATH

/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/bin/X1/usr/local/sbin:/usr/local/bin:/usr/sbin:/usr/bin:/sbin:/bin:/usr/bin/X1

1:/usr/games1:/usr/games

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：
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iPhone中⽤debugserver启动app
此处通过例⼦来介绍，iPhone中⽤debugserver启动iOS的app：抖⾳

概述

iPhone中⽤debugserver启动（抖⾳）app：

Attach模式

⽤PID：	debugserver	0.0.0.0:20221	-a	10194	

⽤app名称：	debugserver	0.0.0.0:20221	-a	"Aweme"	

Spawn模式

	debugserver	-x	auto	0.0.0.0:20221	/private/var/xxx/Aweme.app/Aweme	

详解

Attach模式：先⼿动启动app，再去⽤	debugserver	挂载	attach	

	-a	加上	PID	或	app名	

	PID	=进程ID

debugserver	debugserver	0.00.0.0.0:20221	.0.0:20221	-a-a		1019410194

app名

debugserver	debugserver	0.00.0.0.0:20221	.0.0:20221	-a-a		"Aweme""Aweme"

debugserver	debugserver	0.00.0.0.0:1234	.0.0:1234	-a-a		"YouTube""YouTube"

其他额外参数

加⽇志	log	

debugserver	debugserver	-l-l	debug.log		debug.log	0.00.0.0.0:20221	.0.0:20221	-a-a		1019410194

加详情	verbose	

debugserver	debugserver	-v-v		0.00.0.0.0:20221	.0.0:20221	-a-a		1019410194

开启调试	debugging	

debugserver	debugserver	-g-g		0.00.0.0.0:20221	.0.0:20221	-a-a		1019410194

Spaw模式：直接⽤debugserver启动app

debugserver	debugserver	-x-x	auto		auto	0.00.0.0.0:20221	/private/var/containers/Bundle/Application/9AB254.0.0:20221	/private/var/containers/Bundle/Application/9AB254

81-0AD3-435C-A02E-68F9623535BB/Aweme.app/Aweme81-0AD3-435C-A02E-68F9623535BB/Aweme.app/Aweme

说明

关于如何获取到iOS的app⼆进制的完整路径，详⻅：获取iOS的app⼆进制路径

iPhone运⾏debugserver
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相关说明

	0.0.0.0	：⽐较好理解，表示：允许（来⾃外部的）任意IP访问

此处指的是：允许电脑端（Mac）中的lldb来访问

	20221	：端⼝号

可以设置任意值，只要不和其他端⼝号冲突即可

注：后续Mac中lldb连接时，要⽤到此端⼝号

如果遇到反调试⽽启动失败，则需要去处理	反反调试	

详⻅：常⻅问题

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：
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Mac中⽤lldb去调试app
然后去Mac中⽤lldb去调试app（抖⾳）

概述：

lldblldb

process	connect	connect://192.168.0.58:20221process	connect	connect://192.168.0.58:20221

参数说明：

	192.168.0.58	：是	iPhone	的	IP	地址

	20221	：是之前	debugserver	启动时设置的端⼝号

然后Mac中即可愉快的正常的调试了：

((lldblldb))	b	ptrace	b	ptrace

Breakpoint	Breakpoint	11:	no	locations	:	no	locations	((pendingpending))..

WARNING:		Unable	to	resolve	breakpoint	to	any	actual	locations.WARNING:		Unable	to	resolve	breakpoint	to	any	actual	locations.

((lldblldb))	c	c

Process	Process	1017410174	resuming	resuming

11	location	added	to	breakpoint		location	added	to	breakpoint	11

......

注：

此时，iPhone的debugserver会输出：

	Got	a	connection,	launched	process	/private/var/containers/Bundle/Application/9AB25481-

0AD3-435C-A02E-68F9623535BB/Aweme.app/Aweme	(pid	=	10211).	

完整的2端的效果是：

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：
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debugserver
对于	debugserver+lldb	的调试⽅案来说，应该先介绍背景知识：

LLDB的远程调试

LLDB的远程调试

涉及到2个端

	lldb	client	

运⾏在	local	system
⽐如PC端（	Linux	、	Mac	）的	lldb	命令⾏⼯具

	lldb	server	

不同平台

	Linux	和	Android	：	lldb-server	

不依赖于	lldb	

因为：已静态链接包含了	LLDB	的核⼼功能

对⽐：	lldb	是默认是动态链接	liblldb.so	

	Mac	和	iOS	：	debugserver	

运⾏在	remote	system
典型例⼦

iPhone中的：	debugserver	

Android中的：	lldb-server	

实现了remote-gdb的功能

两者通讯

⽤的是：	gdb-remote	协议

⼀般是在TCP/IP之上运⾏

细节详⻅：

	docs/lldb-gdb-remote.txt	

资料

主⻚

Remote	Debugging	—	The	LLDB	Debugger
http://lldb.llvm.org/use/remote.html

debugserver

然后再来详细介绍：	debugserver	本身：

	debugserver	

是什么：⼀个终端的应⽤

也是：	XCode	去调试iOS设备中程序时候的进程名

在哪⾥：iOS设备中

位置：	/Developer/usr/bin/debugserver	

注：iOS中默认没安装debugserver
iOS何时安装了	debugserver	

debugserver
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在设备连接过⼀次	Xcode	，并在	Window	->	Devices	中添加此设备后

	debugserver	才会被	Xcode	安装到	iOS	的	/Developer/usr/bin/	下

作⽤：作为服务端，接受来⾃远端的	gdb	或	lldb	的调试

可以理解为：	lldb	的	server	

为何需要

iOS中，由于App运⾏检测到越狱后会直接退出，所以需要通过	debugserver	来启动程序

通过	debugserver	来启动程序

举例

debugserver	debugserver	-x-x	backboard		backboard	0.00.0.0.0:1234	./*.0.0:1234	./*

debugserver	*:1234	debugserver	*:1234	-a-a		"MoneyPlatListedVersion""MoneyPlatListedVersion"

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2023-10-21	17:04:30

debugserver

13

https://creativecommons.org/licenses/by/4.0/deed.zh


原始debugserver位置

我们在讨论iPhone中的	debugserver	，往往是会提到：

iPhone中的，原始版本的	debugserver	

位置是：	/Developer/usr/bin/debugserver	

特点是：只读，⽆法修改

所以才会涉及到，拷⻉到Mac中，添加可调试等权限，重新签名，写回iPhone（到另外的位

置，⼀般是	/usr/bin/debugserver	）

但是其实该⽂件来⾃更早的地⽅：

	DeveloperDiskImage.dmg	中的	/usr/bin/debugserver	

DeveloperDiskImage.dmg

关于：	DeveloperDiskImage.dmg	

位置：在Xcode中
举例：	iOS	15.0	

	/Applications/Xcode.app/Contents/Developer/Platforms/iPhoneOS.platform/Devi

ceSupport/15.0/DeveloperDiskImage.dmg	

如何打开

⽅式1：	右键	->	DiskImageMounter.app	

原始debugserver位置
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⽅式2：
双击	DeveloperDiskImage.dmg	，⽽⾃动挂载打开

打开后=挂载后

可以查看到其中的	/usr/bin/debugserver	

->	即：	iPhone	中的	/Developer/usr/bin/debugserver	，最早就是来⾃于Xcode中
的	DeveloperDiskImage.dmg	中的	/usr/bin/debugserver	

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：
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原始debugserver的entitlement权限

从原始版本的debugserver中查看=导出的entitlement权限（基本）都是⼀样的。

此处列出

	iOS	13.4.1	的	iPhone7	Plus	中的

原始的	debugserver	（	/Developer/usr/bin/debugserver	）

的	entitlement	权限：

<?xml	version="1.0"	encoding="UTF-8"?><?xml	version="1.0"	encoding="UTF-8"?>

<!<!DOCTYPEDOCTYPE		plistplist		PUBLICPUBLIC		"-//Apple//DTD	PLIST	1.0//EN""-//Apple//DTD	PLIST	1.0//EN"		"http://www.apple.com/DTDs/Propert"http://www.apple.com/DTDs/Propert

yList-1.0.dtd"yList-1.0.dtd">>

<<plistplist		versionversion==""1.01.0"">>

<<dictdict>>

								<<keykey>>com.apple.springboard.debugapplicationscom.apple.springboard.debugapplications</</keykey>>

								<<truetrue/>/>

								<<keykey>>com.apple.backboardd.launchapplicationscom.apple.backboardd.launchapplications</</keykey>>

								<<truetrue/>/>

								<<keykey>>com.apple.backboardd.debugapplicationscom.apple.backboardd.debugapplications</</keykey>>

								<<truetrue/>/>

								<<keykey>>com.apple.frontboard.launchapplicationscom.apple.frontboard.launchapplications</</keykey>>

								<<truetrue/>/>

								<<keykey>>com.apple.frontboard.debugapplicationscom.apple.frontboard.debugapplications</</keykey>>

								<<truetrue/>/>

								<<keykey>>seatbelt-profilesseatbelt-profiles</</keykey>>

								<<arrayarray>>

																<<stringstring>>debugserverdebugserver</</stringstring>>

								</</arrayarray>>

								<<keykey>>com.apple.private.logging.diagnosticcom.apple.private.logging.diagnostic</</keykey>>

								<<truetrue/>/>

								<<keykey>>com.apple.security.network.servercom.apple.security.network.server</</keykey>>

								<<truetrue/>/>

								<<keykey>>com.apple.security.network.clientcom.apple.security.network.client</</keykey>>

								<<truetrue/>/>

								<<keykey>>com.apple.private.memorystatuscom.apple.private.memorystatus</</keykey>>

								<<truetrue/>/>

								<<keykey>>com.apple.private.cs.debuggercom.apple.private.cs.debugger</</keykey>>

								<<truetrue/>/>

</</dictdict>>

</</plistplist>>

供参考。

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：
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debugserver的help语法

语法概述

iPhone11-151:~	rootiPhone11-151:~	root#	/Developer/usr/bin/debugserver	--help#	/Developer/usr/bin/debugserver	--help

debugserver:	unrecognized	option	`--help'debugserver:	unrecognized	option	`--help'

debugserver-@debugserver-@((#)PROGRAM:LLDB		PROJECT:lldb-1300.2.10#)PROGRAM:LLDB		PROJECT:lldb-1300.2.10

		forfor	arm64.	arm64.

Usage:Usage:

		debugserver	host:port			debugserver	host:port	[[program-name	program-arg1	program-arg2	program-name	program-arg1	program-arg2	......]]

		debugserver	/path/file			debugserver	/path/file	[[program-name	program-arg1	program-arg2	program-name	program-arg1	program-arg2	......]]

		debugserver	host:port			debugserver	host:port	--attach--attach==<<pidpid>>

		debugserver	/path/file			debugserver	/path/file	--attach--attach==<<pidpid>>

		debugserver	host:port			debugserver	host:port	--attach--attach==<<process_nameprocess_name>>

		debugserver	/path/file			debugserver	/path/file	--attach--attach==<<process_nameprocess_name>>

语法详解

debugserver	debugserver	[[<<optionsoptions>>]]	host:	host:<<portport>>		[[<<prog-nameprog-name>>		<<argarg11>>		<<argarg22>>		......]]

参数含义：

	-a	process	

Attach	debugserver	to	process.	The	process	can	be	a	pid	or	executable	name
	-d	integer	

Assign	the	waitfor-duration
	-f	?	

?
	-g	

Turn	on	debugging
	-i	integer	

Assign	the	waitfor-interval
	-l	filename	

Log	to	file.	Set	filename	to	stdout	to	log	to	standard	output
	-t	

Use	task	ID	instead	of	process	ID
	-v	

Verbose
	-w		?

?
	-x	method			--launch=method	

参数缩写的说明

估计是：x，表示	eXecute	=	执⾏	=	启动运⾏	=（此参数的全称）	launch	

所以对应的着：	--launch=method	

help语法
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How	to	launch	the	program.	Can	be	one	of:
	auto	:	Auto-detect	the	best	launch	method	to	use.
	fork	:	Launch	program	using	fork(2)	and	exec(3).
	posix	:	Launch	program	using	posix_spawn(2).
	backboard	:	Launch	program	via	BackBoard	Services.

The	backboard	option	is	only	available	in	the	closed-source	version	included	in	Xcode
	--lockdown	

Obtain	parameters	from	lockdown	(?)

相关源码

debugserver.cpp	(apple.com)

voidvoid

show_usage_and_exitshow_usage_and_exit		((intint	exit_code	exit_code))

{{

								RNBLogSTDERRRNBLogSTDERR		(("Usage:\n		%s	host:port	[program-name	program-arg1	program-arg2	...]\"Usage:\n		%s	host:port	[program-name	program-arg1	program-arg2	...]\

n"n",,	DEBUGSERVER_PROGRAM_NAME	DEBUGSERVER_PROGRAM_NAME));;

								RNBLogSTDERRRNBLogSTDERR		(("		%s	/path/file	[program-name	program-arg1	program-arg2	...]\n""		%s	/path/file	[program-name	program-arg1	program-arg2	...]\n",,	DEB	DEB

UGSERVER_PROGRAM_NAMEUGSERVER_PROGRAM_NAME));;

								RNBLogSTDERRRNBLogSTDERR		(("		%s	host:port	--attach=<pid>\n""		%s	host:port	--attach=<pid>\n",,	DEBUGSERVER_PROGRAM_NAME	DEBUGSERVER_PROGRAM_NAME));;

								RNBLogSTDERRRNBLogSTDERR		(("		%s	/path/file	--attach=<pid>\n""		%s	/path/file	--attach=<pid>\n",,	DEBUGSERVER_PROGRAM_NAME	DEBUGSERVER_PROGRAM_NAME));;

								RNBLogSTDERRRNBLogSTDERR		(("		%s	host:port	--attach=<process_name>\n""		%s	host:port	--attach=<process_name>\n",,	DEBUGSERVER_PROGRAM_NAME	DEBUGSERVER_PROGRAM_NAME));;

								RNBLogSTDERRRNBLogSTDERR		(("		%s	/path/file	--attach=<process_name>\n""		%s	/path/file	--attach=<process_name>\n",,	DEBUGSERVER_PROGRAM_NAME	DEBUGSERVER_PROGRAM_NAME))

;;

								exitexit		((exit_codeexit_code));;

}}

......

//----------------------------------------------------------------------//----------------------------------------------------------------------

//	option	descriptors	for	getopt_long()//	option	descriptors	for	getopt_long()

help语法
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//----------------------------------------------------------------------//----------------------------------------------------------------------

staticstatic		structstruct		optionoption	g_long_options	g_long_options[[]]		==

{{

								{{		"attach""attach",,													required_argument													required_argument,,				NULLNULL,,																														'a''a'		}},,

								{{		"arch""arch",,															required_argument															required_argument,,				NULLNULL,,																														'A''A'		}},,

								{{		"debug""debug",,														no_argument														no_argument,,																NULLNULL,,																														'g''g'		}},,

								{{		"verbose""verbose",,												no_argument												no_argument,,																NULLNULL,,																														'v''v'		}},,

								{{		"lockdown""lockdown",,											no_argument											no_argument,,																&&g_lockdown_optg_lockdown_opt,,								11						}},,				//	short	op//	short	op

tion	"-k"tion	"-k"

								{{		"applist""applist",,												no_argument												no_argument,,																&&g_applist_optg_applist_opt,,										11						}},,				//	short	op//	short	op

tion	"-t"tion	"-t"

								{{		"log-file""log-file",,											required_argument											required_argument,,				NULLNULL,,																														'l''l'		}},,

								{{		"log-flags""log-flags",,										required_argument										required_argument,,				NULLNULL,,																														'f''f'		}},,

								{{		"launch""launch",,													required_argument													required_argument,,				NULLNULL,,																														'x''x'		}},,				//	Valid	va//	Valid	va

lues	are	"auto",	"posix-spawn",	"fork-exec",	"springboard"	(arm	only)lues	are	"auto",	"posix-spawn",	"fork-exec",	"springboard"	(arm	only)

								{{		"waitfor""waitfor",,												required_argument												required_argument,,				NULLNULL,,																														'w''w'		}},,				//	Wait	for//	Wait	for

	a	process	whose	name	starts	with	ARG	a	process	whose	name	starts	with	ARG

								{{		"waitfor-interval""waitfor-interval",,			required_argument			required_argument,,				NULLNULL,,																														'i''i'		}},,				//	Time	in	//	Time	in	

usecs	to	wait	between	sampling	the	pid	list	when	waiting	for	a	process	by	nameusecs	to	wait	between	sampling	the	pid	list	when	waiting	for	a	process	by	name

								{{		"waitfor-duration""waitfor-duration",,			required_argument			required_argument,,				NULLNULL,,																														'd''d'		}},,				//	The	time//	The	time

	in	seconds	to	wait	for	a	process	to	show	up	by	name	in	seconds	to	wait	for	a	process	to	show	up	by	name

								{{		"native-regs""native-regs",,								no_argument								no_argument,,																NULLNULL,,																														'r''r'		}},,				//	Specify	//	Specify	

to	use	the	native	registers	instead	of	the	gdb	defaults	for	the	architecture.to	use	the	native	registers	instead	of	the	gdb	defaults	for	the	architecture.

								{{		"stdio-path""stdio-path",,									required_argument									required_argument,,				NULLNULL,,																														's''s'		}},,				//	Set	the	//	Set	the	

STDIO	path	to	be	used	when	launching	applications	(STDIN,	STDOUT	and	STDERR)	(only	if	dSTDIO	path	to	be	used	when	launching	applications	(STDIN,	STDOUT	and	STDERR)	(only	if	d

ebugserver	launches	the	process)ebugserver	launches	the	process)

								{{		"stdin-path""stdin-path",,									required_argument									required_argument,,				NULLNULL,,																														'I''I'		}},,				//	Set	the	//	Set	the	

STDIN	path	to	be	used	when	launching	applications	(only	if	debugserver	launches	the	proSTDIN	path	to	be	used	when	launching	applications	(only	if	debugserver	launches	the	pro

cess)cess)

								{{		"stdout-path""stdout-path",,								required_argument								required_argument,,				NULLNULL,,																														'O''O'		}},,				//	Set	the	//	Set	the	

STDOUT	path	to	be	used	when	launching	applications	(only	if	debugserver	launches	the	prSTDOUT	path	to	be	used	when	launching	applications	(only	if	debugserver	launches	the	pr

ocess)ocess)

								{{		"stderr-path""stderr-path",,								required_argument								required_argument,,				NULLNULL,,																														'E''E'		}},,				//	Set	the	//	Set	the	

STDERR	path	to	be	used	when	launching	applications	(only	if	debugserver	launches	the	prSTDERR	path	to	be	used	when	launching	applications	(only	if	debugserver	launches	the	pr

ocess)ocess)

								{{		"no-stdio""no-stdio",,											no_argument											no_argument,,																NULLNULL,,																														'n''n'		}},,				//	Do	not	s//	Do	not	s

et	up	any	stdio	(perhaps	the	program	is	a	GUI	program)	(only	if	debugserver	launches	thet	up	any	stdio	(perhaps	the	program	is	a	GUI	program)	(only	if	debugserver	launches	th

e	process)e	process)

								{{		"setsid""setsid",,													no_argument													no_argument,,																NULLNULL,,																														'S''S'		}},,				//	call	set//	call	set

sid()	to	make	debugserver	run	in	its	own	sessionsid()	to	make	debugserver	run	in	its	own	session

								{{		"disable-aslr""disable-aslr",,							no_argument							no_argument,,																NULLNULL,,																														'D''D'		}},,				//	Use	_POS//	Use	_POS

IX_SPAWN_DISABLE_ASLR	to	avoid	shared	library	randomizationIX_SPAWN_DISABLE_ASLR	to	avoid	shared	library	randomization

								{{		"working-dir""working-dir",,								required_argument								required_argument,,				NULLNULL,,																														'W''W'		}},,				//	The	work//	The	work

ing	directory	that	the	inferior	process	should	have	(only	if	debugserver	launches	the	ping	directory	that	the	inferior	process	should	have	(only	if	debugserver	launches	the	p

rocess)rocess)

								{{		"platform""platform",,											required_argument											required_argument,,				NULLNULL,,																														'p''p'		}},,				//	Put	this//	Put	this

	executable	into	a	remote	platform	mode	executable	into	a	remote	platform	mode

								{{		"unix-socket""unix-socket",,								required_argument								required_argument,,				NULLNULL,,																														'u''u'		}},,				//	If	we	ne//	If	we	ne

ed	to	handshake	with	our	parent	process,	an	option	will	be	passed	down	that	specifies	aed	to	handshake	with	our	parent	process,	an	option	will	be	passed	down	that	specifies	a

	unix	socket	name	to	use	unix	socket	name	to	use

								{{		NULLNULL,,																																		00,,																																				NULLNULL,,																														00						}}

}};;
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lldb
	lldb	=Mac端的	lldb	的	Client	

具体⽤法详⻅

主流调试器：LLDB

Mac端：⾃带	lldb	

位置

➜➜		~			~	whichwhich	lldb	lldb

/usr/bin/lldb/usr/bin/lldb

版本

➜➜		~	lldb			~	lldb	--version--version

lldb-1403.0.17.67lldb-1403.0.17.67

Apple	Swift	version	Apple	Swift	version	5.85.8.1	.1	((swiftlang-5.8.0.124.5	clang-1403.0.22.11.100swiftlang-5.8.0.124.5	clang-1403.0.22.11.100))

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：

2023-10-21	16:10:10
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使⽤⼼得
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获取iOS的app⼆进制路径

关于iPhone以Spawn⽅式运⾏debugserver所涉及到的：

iOS的app的⼆进制的完整路径，有多种⽅式可以得到

⽅式1：通过爱思助⼿，查看已安装的app的相关路径

抖⾳：	/private/var/containers/Bundle/Application/74AA2F46-7A02-47F7-A9D7-

3E13E22D5471/Aweme.app/Aweme	

	爱思助⼿	->	⽂件管理	->	⽂件系统	->	⽂件系统（越狱）	

获取iOS的app⼆进制路径
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⽅式2：通过前⾯的Attach模式调试期间，通过	image	list	-o	-f	查看得到

举例

	WhatsApp	：	/private/var/containers/Bundle/Application/CCFD22D2-32EE-4F23-

9C81-226663100D40/WhatsApp.app/WhatsApp	

Attach模式调试时可查看到

((lldblldb))	image	list		image	list	-o-o		-f-f

[[				00]]	0x0000000004c6c000	/private/var/containers/Bundle/Application/	0x0000000004c6c000	/private/var/containers/Bundle/Application/

CCFD22D2-32EE-4F23-9C81-226663100D40/WhatsApp.app/WhatsAppCCFD22D2-32EE-4F23-9C81-226663100D40/WhatsApp.app/WhatsApp((0x00000000x0000000

104c6c000104c6c000))

......

⽅式3：（app正在运⾏时）通过	CocoaTop	查看进程详情中的	Command	Line	可以看到⼆进制完

整路径

举例

WhatsApp

获取iOS的app⼆进制路径
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entitlement权限
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查看entitlement权限

如果想要	查看	=	导出	，⽐如原始版本的	debugserver	的，entitlement权限，可以

⽤：	codesign	或	ldid	

查看/导出entitlement权限

ldid

ldid	ldid	-e-e	debugserver	debugserver

codesign

codesign	codesign	-d-d		--entitlements--entitlements	-	debugserver	-	debugserver

参数说明

	-d	：display显示

	--entitlements	：权限信息

	-	：（把信息输出到）当前默认（stdout的）终端=terminal

ldid对于FAT格式会输出多份entitlement权限信息

如果是	FAT	格式，	ldid	-e	debugserver	则会输出（多个架构所对应的）多份entitlement权限信息

举例：

此处从iPhone8中导出的包含	arm64	和	arm64e	的	FAT	格式的	debugserver	：

crifan@licrifandeMacBook-Pro	crifan@licrifandeMacBook-Pro		~/dev/dev_root/iosReverse/AppleStore/fromiPhone8/Develope	~/dev/dev_root/iosReverse/AppleStore/fromiPhone8/Develope

r/usr/bin	r/usr/bin		ll	ll

total	total	52405240

-rw-r--r--		-rw-r--r--		11	crifan		staff			832B			crifan		staff			832B		33				33		1111:48	debugable_entitlement.xml:48	debugable_entitlement.xml

-rwxrwxr-x		-rwxrwxr-x		11	crifan		staff				crifan		staff			11.3M		.3M		88				88				20212021	debugserver	debugserver

	crifan@licrifandeMacBook-Pro		crifan@licrifandeMacBook-Pro		~/dev/dev_root/iosReverse/AppleStore/fromiPhone8/Develop	~/dev/dev_root/iosReverse/AppleStore/fromiPhone8/Develop

er/usr/bin	er/usr/bin			filefile	debugserver	debugserver

debugserver:	Mach-O	universal	binary	with	debugserver:	Mach-O	universal	binary	with	22	architectures:		architectures:	[[arm64:Mach-O	arm64:Mach-O	6464-bit	executa-bit	executa

ble	arm64ble	arm64]]		[[arm64e:Mach-O	arm64e:Mach-O	6464-bit	executable	arm64e-bit	executable	arm64e]]

debugserver	debugserver	((for	architecture	arm64for	architecture	arm64)):				Mach-O	:				Mach-O	6464-bit	executable	arm64-bit	executable	arm64

debugserver	debugserver	((for	architecture	arm64efor	architecture	arm64e)):				Mach-O	:				Mach-O	6464-bit	executable	arm64e-bit	executable	arm64e

⽤ldid查看时，会输出2份entitlement权限信息：

crifan@licrifandeMacBook-Pro	crifan@licrifandeMacBook-Pro		~/dev/dev_root/iosReverse/AppleStore/fromiPhone8/Develope	~/dev/dev_root/iosReverse/AppleStore/fromiPhone8/Develope

r/usr/bin	r/usr/bin		ldid		ldid	-e-e	debugserver	debugserver

<<?xml	?xml	versionversion=="1.0""1.0"		encodingencoding=="UTF-8""UTF-8"??>>

<<!!DOCTYPE	plist	PUBLIC	DOCTYPE	plist	PUBLIC	"-//Apple//DTD	PLIST	1.0//EN""-//Apple//DTD	PLIST	1.0//EN"		"http://www.apple.com/DTDs/Propert"http://www.apple.com/DTDs/Propert

yList-1.0.dtd"yList-1.0.dtd">>

<<plist	plist	versionversion=="1.0""1.0">>

<<dictdict>>

查看entitlement权限
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								<<keykey>>com.apple.springboard.debugapplicationscom.apple.springboard.debugapplications<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.backboardd.launchapplicationscom.apple.backboardd.launchapplications<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.backboardd.debugapplicationscom.apple.backboardd.debugapplications<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.frontboard.launchapplicationscom.apple.frontboard.launchapplications<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.frontboard.debugapplicationscom.apple.frontboard.debugapplications<</key/key>>

								<<true/true/>>

								<<keykey>>seatbelt-profilesseatbelt-profiles<</key/key>>

								<<arrayarray>>

																<<stringstring>>debugserverdebugserver<</string/string>>

								<</array/array>>

								<<keykey>>com.apple.private.logging.diagnosticcom.apple.private.logging.diagnostic<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.security.network.servercom.apple.security.network.server<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.security.network.clientcom.apple.security.network.client<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.private.memorystatuscom.apple.private.memorystatus<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.private.cs.debuggercom.apple.private.cs.debugger<</key/key>>

								<<true/true/>>

<</dict/dict>>

<</plist/plist>>

<<?xml	?xml	versionversion=="1.0""1.0"		encodingencoding=="UTF-8""UTF-8"??>>

<<!!DOCTYPE	plist	PUBLIC	DOCTYPE	plist	PUBLIC	"-//Apple//DTD	PLIST	1.0//EN""-//Apple//DTD	PLIST	1.0//EN"		"http://www.apple.com/DTDs/Propert"http://www.apple.com/DTDs/Propert

yList-1.0.dtd"yList-1.0.dtd">>

<<plist	plist	versionversion=="1.0""1.0">>

<<dictdict>>

								<<keykey>>com.apple.springboard.debugapplicationscom.apple.springboard.debugapplications<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.backboardd.launchapplicationscom.apple.backboardd.launchapplications<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.backboardd.debugapplicationscom.apple.backboardd.debugapplications<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.frontboard.launchapplicationscom.apple.frontboard.launchapplications<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.frontboard.debugapplicationscom.apple.frontboard.debugapplications<</key/key>>

								<<true/true/>>

								<<keykey>>seatbelt-profilesseatbelt-profiles<</key/key>>

								<<arrayarray>>

																<<stringstring>>debugserverdebugserver<</string/string>>

								<</array/array>>

								<<keykey>>com.apple.private.logging.diagnosticcom.apple.private.logging.diagnostic<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.security.network.servercom.apple.security.network.server<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.security.network.clientcom.apple.security.network.client<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.private.memorystatuscom.apple.private.memorystatus<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.private.cs.debuggercom.apple.private.cs.debugger<</key/key>>

								<<true/true/>>

<</dict/dict>>
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<</plist/plist>>

对⽐：

后来去⽤lipo瘦身后：

✘✘	crifan@licrifandeMacBook-Pro		crifan@licrifandeMacBook-Pro		~/dev/dev_root/iosReverse/AppleStore/fromiPhone8/Develo	~/dev/dev_root/iosReverse/AppleStore/fromiPhone8/Develo

per/usr/bin	per/usr/bin		lipo		lipo	-thin-thin	arm64	debugserver		arm64	debugserver	-output-output	debugserver_orig_arm64	debugserver_orig_arm64

	crifan@licrifandeMacBook-Pro		crifan@licrifandeMacBook-Pro		~/dev/dev_root/iosReverse/AppleStore/fromiPhone8/Develop	~/dev/dev_root/iosReverse/AppleStore/fromiPhone8/Develop

er/usr/bin	er/usr/bin		ll	ll

total	total	65046504

-rw-r--r--		-rw-r--r--		11	crifan		staff			832B			crifan		staff			832B		33				33		1111:48	debugable_entitlement.xml:48	debugable_entitlement.xml

-rwxrwxr-x		-rwxrwxr-x		11	crifan		staff				crifan		staff			11.3M		.3M		88				88				20212021	debugserver	debugserver

-rwxr-xr-x		-rwxr-xr-x		11	crifan		staff				crifan		staff			11.3M		.3M		33				33		1111:49	debugserver_debugable:49	debugserver_debugable

-rwxr-xr-x		-rwxr-xr-x		11	crifan		staff			632K			crifan		staff			632K		88				88				20212021	debugserver_orig_arm64	debugserver_orig_arm64

crifan@licrifandeMacBook-Pro	crifan@licrifandeMacBook-Pro		~/dev/dev_root/iosReverse/AppleStore/fromiPhone8/Develope	~/dev/dev_root/iosReverse/AppleStore/fromiPhone8/Develope

r/usr/bin	r/usr/bin			cpcp	debugserver_orig_arm64	debugserver_arm64_debugable	debugserver_orig_arm64	debugserver_arm64_debugable

就只有⼀个架构arm64了

再去查看entitlement，就只有⼀份entitlement信息了：

crifan@licrifandeMacBook-Pro	crifan@licrifandeMacBook-Pro		~/dev/dev_root/iosReverse/AppleStore/fromiPhone8/Develope	~/dev/dev_root/iosReverse/AppleStore/fromiPhone8/Develope

r/usr/bin	r/usr/bin		ldid		ldid	-e-e	debugserver_arm64_debugable	debugserver_arm64_debugable

<<?xml	?xml	versionversion=="1.0""1.0"		encodingencoding=="UTF-8""UTF-8"??>>

<<!!DOCTYPE	plist	PUBLIC	DOCTYPE	plist	PUBLIC	"-//Apple//DTD	PLIST	1.0//EN""-//Apple//DTD	PLIST	1.0//EN"		"http://www.apple.com/DTDs/Propert"http://www.apple.com/DTDs/Propert

yList-1.0.dtd"yList-1.0.dtd">>

<<plist	plist	versionversion=="1.0""1.0">>

<<dictdict>>

								<<keykey>>com.apple.springboard.debugapplicationscom.apple.springboard.debugapplications<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.backboardd.launchapplicationscom.apple.backboardd.launchapplications<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.backboardd.debugapplicationscom.apple.backboardd.debugapplications<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.frontboard.launchapplicationscom.apple.frontboard.launchapplications<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.frontboard.debugapplicationscom.apple.frontboard.debugapplications<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.private.logging.diagnosticcom.apple.private.logging.diagnostic<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.private.memorystatuscom.apple.private.memorystatus<</key/key>>

								<<true/true/>>

								<<keykey>>com.apple.private.cs.debuggercom.apple.private.cs.debugger<</key/key>>

								<<true/true/>>

								<<keykey>>get-task-allowget-task-allow<</key/key>>

								<<true/true/>>

								<<keykey>>task_for_pid-allowtask_for_pid-allow<</key/key>>

								<<true/true/>>

								<<keykey>>run-unsigned-coderun-unsigned-code<</key/key>>

								<<true/true/>>

<</dict/dict>>

<</plist/plist>>%%
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重签名

如前所述，把debugserver的原始entitlement权限做了改动后，需要去：	重签名	=	重新签名	

推荐⽅式：	codesign	

优点：适⽤于	iOS	15.0+	和	iOS	<	15.0	

具体⽅式

推荐⽅式：（最省事的）直接⼀步

codesign	codesign	-f-f		-s-s	-		-	--entitlements--entitlements	debugserver.entitlements	debugserver	debugserver.entitlements	debugserver

等价于=简写为

codesign	-fs-	codesign	-fs-	--entitlements--entitlements	debugserver.entitlements	debugserver	debugserver.entitlements	debugserver

次优⽅式：分两步

第⼀步：先找到⾃⼰当前的有效的	sign	identity	

security	find-identity	security	find-identity	-p-p	codesigning	codesigning

得到：	sign	identity：CDDC8C0D2F3A79EB17C183E14F799F75815E294E	

第⼆步：再加上完整的参数，去⽤codesign重签名

codesign	codesign	--force--force		--sign--sign	CDDC8C0D2F3A79EB17C183E14F799F75815E294E		CDDC8C0D2F3A79EB17C183E14F799F75815E294E	--entit--entit

lementslements	debugable_entitlement.xml		debugable_entitlement.xml	--timestamp--timestamp==none	--generate-entitlemennone	--generate-entitlemen

t-der	debugservert-der	debugserver

当	iOS	<	15.0	，也可以⽤：	ldid	

ldid	ldid	-Sdebugserver.entitlements-Sdebugserver.entitlements	debugserver	debugserver

说明

	-S	和	参数	（即权限⽂件：	debugserver.entitlements	）之间没有空格

注意：当	iOS	>15.0	时，此⽅式会导致：运⾏崩溃killed
详⻅：运⾏崩溃killed
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常⻅问题

Failed	to	get	connection	from	a	remote	gdb	process

现象

⽤	debugserver	去调试抖⾳：

debugserver	debugserver	-x-x	auto		auto	0.00.0.0.0:20221	/private/var/containers/Bundle/Application/9AB25481-0.0.0:20221	/private/var/containers/Bundle/Application/9AB25481-0

AD3-435C-A02E-68F9623535BB/Aweme.app/AwemeAD3-435C-A02E-68F9623535BB/Aweme.app/Aweme

报错：

iPhone7P-1341:~/forDebug	rootiPhone7P-1341:~/forDebug	root#	debugserver	-x	auto	0.0.0.0:20221	/private/var/container#	debugserver	-x	auto	0.0.0.0:20221	/private/var/container

s/Bundle/Application/9AB25481-0AD3-435C-A02E-68F9623535BB/Aweme.app/Awemes/Bundle/Application/9AB25481-0AD3-435C-A02E-68F9623535BB/Aweme.app/Aweme

debugserver-@debugserver-@((#)PROGRAM:LLDB		PROJECT:lldb-900.3.104#)PROGRAM:LLDB		PROJECT:lldb-900.3.104

		forfor	arm64.	arm64.

Listening	to	port	Listening	to	port	2022120221		forfor	a	connection	from		a	connection	from	0.00.0.0.0.0.0......

Failed	to	get	connection	from	a	remote	gdb	process.Failed	to	get	connection	from	a	remote	gdb	process.

Exiting.Exiting.

原因

（iPhone7P中的）	debugserver	，多了额外的权限：

	com.apple.security.network.server	

	com.apple.security.network.client	

	seatbelt-profiles	

导致，不允许连接进程（去调试）

解决办法：去掉权限

具体步骤：	⽤去掉了上述权限：

								<<keykey>>seatbelt-profilesseatbelt-profiles</</keykey>>

								<<arrayarray>>

																<<stringstring>>debugserverdebugserver</</stringstring>>

								</</arrayarray>>

......

								<<keykey>>com.apple.security.network.servercom.apple.security.network.server</</keykey>>

								<<truetrue/>/>

								<<keykey>>com.apple.security.network.clientcom.apple.security.network.client</</keykey>>

								<<truetrue/>/>

常⻅问题
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的entitlements⽂件：

	debugserver_noSecurity.entitlements	

<?xml	version="1.0"	encoding="UTF-8"?><?xml	version="1.0"	encoding="UTF-8"?>

<!<!DOCTYPEDOCTYPE		plistplist		PUBLICPUBLIC		"-//Apple//DTD	PLIST	1.0//EN""-//Apple//DTD	PLIST	1.0//EN"		"http://www.apple.com/DTDs/Pro"http://www.apple.com/DTDs/Pro

pertyList-1.0.dtd"pertyList-1.0.dtd">>

<<plistplist		versionversion==""1.01.0"">>

<<dictdict>>

				<<keykey>>com.apple.springboard.debugapplicationscom.apple.springboard.debugapplications</</keykey>>

				<<truetrue/>/>

				<<keykey>>com.apple.backboardd.launchapplicationscom.apple.backboardd.launchapplications</</keykey>>

				<<truetrue/>/>

				<<keykey>>com.apple.backboardd.debugapplicationscom.apple.backboardd.debugapplications</</keykey>>

				<<truetrue/>/>

				<<keykey>>com.apple.frontboard.launchapplicationscom.apple.frontboard.launchapplications</</keykey>>

				<<truetrue/>/>

				<<keykey>>com.apple.frontboard.debugapplicationscom.apple.frontboard.debugapplications</</keykey>>

				<<truetrue/>/>

				<<keykey>>com.apple.private.logging.diagnosticcom.apple.private.logging.diagnostic</</keykey>>

				<<truetrue/>/>

				<<keykey>>com.apple.private.memorystatuscom.apple.private.memorystatus</</keykey>>

				<<truetrue/>/>

				<<keykey>>com.apple.private.cs.debuggercom.apple.private.cs.debugger</</keykey>>

				<<truetrue/>/>

				<<keykey>>get-task-allowget-task-allow</</keykey>>

				<<truetrue/>/>

				<<keykey>>task_for_pid-allowtask_for_pid-allow</</keykey>>

				<<truetrue/>/>

				<<keykey>>run-unsigned-coderun-unsigned-code</</keykey>>

				<<truetrue/>/>

</</dictdict>>

</</plistplist>>

加到debugserver中	==	重新给debugserver签名：

推荐⽤	codesign	

codesign	codesign	-f-f		-s-s	-		-	--entitlements--entitlements	debugserver_noSecurity.entitlements	debugserver	debugserver_noSecurity.entitlements	debugserver

或	iOS	<	15	也可以⽤	ldid	

ldid	ldid	-Sdebugserver_noSecurity.entitlements-Sdebugserver_noSecurity.entitlements	debugserver	debugserver

再放到iPhone中==拷⻉到iPhone中

scpscp	debugserver	root@192.168.0.58:/usr/bin	debugserver	root@192.168.0.58:/usr/bin

即可。

Failed	to	open	log	file	for	writing:	errno	=	1	(Operation	not
permitted)
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现象

⽤debugserver调试程序，带⽇志参数：

debugserver	debugserver	-l-l	debugservr_20220107_1050.log		debugservr_20220107_1050.log	0.00.0.0.0:20221	.0.0:20221	-a-a		88298829

报错：

iPhone7P-1341:~	rootiPhone7P-1341:~	root#	debugserver	-l	debugservr_20220107_1050.log	0.0.0.0:20221	-a	8829#	debugserver	-l	debugservr_20220107_1050.log	0.0.0.0:20221	-a	8829

Failed	to	Failed	to	openopen	log		log	filefile		'debugservr_20220107_1050.log''debugservr_20220107_1050.log'		forfor	writing:	errno		writing:	errno	==		11		((OperatioOperatio

n	not	permittedn	not	permitted))debugserver-@debugserver-@((#)PROGRAM:LLDB		PROJECT:lldb-900.3.104#)PROGRAM:LLDB		PROJECT:lldb-900.3.104

		forfor	arm64.	arm64.

......

原因：

表⾯原因：debugserver没有写⼊（⽇志⽂件的）权限

深层次原因：当前	debugserver	的权限entitlements中有：

								<<keykey>>seatbelt-profilesseatbelt-profiles</</keykey>>

								<<arrayarray>>

																<<stringstring>>debugserverdebugserver</</stringstring>>

								</</arrayarray>>

意思是，给debugserver开启了Sandbox
导致：没有（各种的，包括⽂件）写⼊的权限

解决办法：把debugserver的entitlements权限中去掉：

												<<keykey>>seatbelt-profilesseatbelt-profiles</</keykey>>

												<<arrayarray>>

																				<<stringstring>>debugserverdebugserver</</stringstring>>

												</</arrayarray>>

注：再重签名debugserver，写回iPhone，即可。

Segmentation	fault:	11

现象

debugserver调试抖⾳，报错：

iPhone7P-1341:~	rootiPhone7P-1341:~	root#	debugserver	0.0.0.0:20221	-a	8829#	debugserver	0.0.0.0:20221	-a	8829

debugserver-@debugserver-@((#)PROGRAM:LLDB		PROJECT:lldb-900.3.104#)PROGRAM:LLDB		PROJECT:lldb-900.3.104

forfor	arm64.	arm64.

Attaching	to	process	Attaching	to	process	88298829......

Segmentation	fault:	Segmentation	fault:	1111

原因：此处的iOS的app，	抖⾳	，内部做了反调试，使得此处调试中断，⽆法继续调试

解决办法：深⼊逆向对应app，找到反调试的逻辑，进⾏反反调试

概述

常⻅问题
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此处抖⾳的反调试⼿段是：⼆进制	AwemeCore	中⽤	svc	0x80	的内联汇编实现

的	syscall	的	ptrace	的	PT_DENY_ATTACH	

此处反反调试=破解反调试的⼿段是：把	AwemeCore	中的	svc	0x80	指令替换成	空指

令	=	NOP	指令

具体详⻅

反调试和反反调试	·	iOS逆向开发：动态调试
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运⾏崩溃killed
重签名后的debugserver运⾏崩溃：killed

现象

表⾯现象

之前⽤：

ldid	ldid	-Sdebugable_entitlement.xml-Sdebugable_entitlement.xml	debugserver_debugable	debugserver_debugable

给debugserver重签名，加上了额外的可以被调试的权限。

注：此⽅法，之前在	iOS	14	中，是有效的。

但是此处	iOS	15	中，报错了：运⾏崩溃killed

iPhone8-150:/Developer/usr/bin	rootiPhone8-150:/Developer/usr/bin	root#	debugserver	--version#	debugserver	--version

zsh:	killed					debugserver	zsh:	killed					debugserver	--version--version

iPhone8-150:/usr/bin	rootiPhone8-150:/usr/bin	root#	/usr/bin/debugserver	--help#	/usr/bin/debugserver	--help

zsh:	killed					/usr/bin/debugserver	zsh:	killed					/usr/bin/debugserver	--help--help

运⾏崩溃killed
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深层次现象

	debugserver	的崩溃⽇志	.ips	⽂件：

崩溃⽇志1

运⾏崩溃killed
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运⾏崩溃killed

40



可以看到具体崩溃原因是：

Incident	IdentifierIncident	Identifier::	FC53485C-2EFB-4BBD-BFFA-C5E4423472AA	FC53485C-2EFB-4BBD-BFFA-C5E4423472AA

CrashReporter	KeyCrashReporter	Key::			af51fc83d1f85f879bfdec1ca10f7cda9c77ed26			af51fc83d1f85f879bfdec1ca10f7cda9c77ed26

Hardware	ModelHardware	Model::						iPhone10						iPhone10,,11

ProcessProcess::													debugserver														debugserver	[[1507715077]]

PathPath::																/usr/bin/debugserver																/usr/bin/debugserver

IdentifierIdentifier::										debugserver										debugserver

VersionVersion::													???													???

Code	TypeCode	Type::											ARM											ARM-64-64	(Native)	(Native)

RoleRole::																Unspecified																Unspecified

Parent	ProcessParent	Process::						zsh							zsh	[[1506315063]]

CoalitionCoalition::											com.openssh.sshd.83419ED5-C693-40F0-A9FD-555AEC8B5B26												com.openssh.sshd.83419ED5-C693-40F0-A9FD-555AEC8B5B26	[[2433424334]]

Date/TimeDate/Time::																						20232023-03-03-03-03		1111::5454::31.985531.9855	+	+08000800

Launch	TimeLaunch	Time::																		20232023-03-03-03-03		1111::5454::31.968231.9682	+	+08000800

OS	VersionOS	Version::										iPhone	OS											iPhone	OS	15.015.0	(19A346)	(19A346)

Release	TypeRelease	Type::								User								User

Baseband	VersionBaseband	Version::								7.027.02..0000

Report	VersionReport	Version::												104104

Exception	TypeException	Type::		EXC_CRASH	(SIGKILL	-	CODESIGNING)		EXC_CRASH	(SIGKILL	-	CODESIGNING)

Exception	CodesException	Codes::	0x0000000000000000	0x0000000000000000,,	0x0000000000000000	0x0000000000000000

Exception	NoteException	Note::		EXC_CORPSE_NOTIFY		EXC_CORPSE_NOTIFY

Termination	ReasonTermination	Reason::	EXEC;		EXEC;	[[11]]

Triggered	by	ThreadTriggered	by	Thread::				00

Application	Specific	InformationApplication	Specific	Information::

crashed	on	child	side	of	fork	pre-execcrashed	on	child	side	of	fork	pre-exec

Thread	Thread	00	name	name::			Dispatch	queue			Dispatch	queue::	com.apple.main-thread	com.apple.main-thread

运⾏崩溃killed
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Thread	Thread	00	Crashed	Crashed::

00			libsystem_kernel.dylib																			0x1bba74f28	0x1bba70000	+				libsystem_kernel.dylib																			0x1bba74f28	0x1bba70000	+	2026420264

11			libsystem_kernel.dylib																			0x1bba758f8	0x1bba70000	+				libsystem_kernel.dylib																			0x1bba758f8	0x1bba70000	+	2277622776

22			substitute-loader.dylib																		0x1018464a8	0x101618000	+				substitute-loader.dylib																		0x1018464a8	0x101618000	+	22867602286760

33			substitute-loader.dylib																		0x1016ba81c	0x101618000	+				substitute-loader.dylib																		0x1016ba81c	0x101618000	+	665628665628

44			substitute-loader.dylib																		0x101860edc	0x101618000	+				substitute-loader.dylib																		0x101860edc	0x101618000	+	23958682395868

55			substitute-loader.dylib																		0x101860efc	0x101618000	+				substitute-loader.dylib																		0x101860efc	0x101618000	+	23959002395900

66			substitute-loader.dylib																		0x101860f1c	0x101618000	+				substitute-loader.dylib																		0x101860f1c	0x101618000	+	23959322395932

77			substitute-loader.dylib																		0x10184d368	0x101618000	+				substitute-loader.dylib																		0x10184d368	0x101618000	+	23151122315112

88			libiosexec.			libiosexec.11.dylib																							0x100c6d270	0x100c68000	+	.dylib																							0x100c6d270	0x100c68000	+	2110421104

99			zsh																																						0x100ac9b4c	0x100aa4000	+				zsh																																						0x100ac9b4c	0x100aa4000	+	154444154444

1010		zsh																																						0x100ac85d0	0x100aa4000	+			zsh																																						0x100ac85d0	0x100aa4000	+	148944148944

1111		zsh																																						0x100ac485c	0x100aa4000	+			zsh																																						0x100ac485c	0x100aa4000	+	133212133212

1212		zsh																																						0x100abf388	0x100aa4000	+			zsh																																						0x100abf388	0x100aa4000	+	111496111496

1313		zsh																																						0x100abec3c	0x100aa4000	+			zsh																																						0x100abec3c	0x100aa4000	+	109628109628

1414		zsh																																						0x100abe450	0x100aa4000	+			zsh																																						0x100abe450	0x100aa4000	+	107600107600

1515		zsh																																						0x100ada524	0x100aa4000	+			zsh																																						0x100ada524	0x100aa4000	+	222500222500

1616		zsh																																						0x100add6d0	0x100aa4000	+			zsh																																						0x100add6d0	0x100aa4000	+	235216235216

1717		dyld																																					0x100ee8190	0x100ed0000	+			dyld																																					0x100ee8190	0x100ed0000	+	9870498704

Thread	Thread	00	crashed	with	ARM	Thread	State	(	crashed	with	ARM	Thread	State	(6464-bit)-bit)::

				x0				x0::	0x000000000000000d			x1	0x000000000000000d			x1::	0x0000000000000000			x2	0x0000000000000000			x2::	0x000000016f357b20			x3	0x000000016f357b20			x3::	0x00	0x00

00000100cc17c800000100cc17c8

				x4				x4::	0x000000016f357c00			x5	0x000000016f357c00			x5::	0x000000016f357c00			x6	0x000000016f357c00			x6::	0x0000000000000006			x7	0x0000000000000006			x7::	0x00	0x00

0000000000016000000000000160

				x8				x8::	0x0000000000000000			x9	0x0000000000000000			x9::	0x0000000000000000		x10	0x0000000000000000		x10::	0x0000000101308d00		x11	0x0000000101308d00		x11::	0x00	0x00

00000000179f4100000000179f41

			x12			x12::	0x0000000101300000		x13	0x0000000101300000		x13::	0x0000000000000000		x14	0x0000000000000000		x14::	0x000000005037fbca		x15	0x000000005037fbca		x15::	0x00	0x00

000000b3c61a67000000b3c61a67

			x16			x16::	0x00000000000000f4		x17	0x00000000000000f4		x17::	0x00000001bba75718		x18	0x00000001bba75718		x18::	0x0000000000000000		x19	0x0000000000000000		x19::	0x00	0x00

0000016f357c000000016f357c00

			x20			x20::	0x0000000100cc17c8		x21	0x0000000100cc17c8		x21::	0x000000016f359240		x22	0x000000016f359240		x22::	0x0000000000000000		x23	0x0000000000000000		x23::	0x00	0x00

0000016f357b200000016f357b20

			x24			x24::	0x000000016f358e10		x25	0x000000016f358e10		x25::	0x0000000000000016		x26	0x0000000000000016		x26::	0x000000004d8f3103		x27	0x000000004d8f3103		x27::	0x00	0x00

000000ffffff92000000ffffff92

			x28			x28::	0x000000016f358640			fp	0x000000016f358640			fp::	0x000000016f357bf0			lr	0x000000016f357bf0			lr::	0x00000001bba758f8	0x00000001bba758f8

				sp				sp::	0x000000016f357b20			pc	0x000000016f357b20			pc::	0x00000001bba74f28	cpsr	0x00000001bba74f28	cpsr::	0x20000000	0x20000000

			far			far::	0x0000000100ca4000		esr	0x0000000100ca4000		esr::	0x56000080		Address	size	fault	0x56000080		Address	size	fault

Binary	ImagesBinary	Images::

							0x1bba70000	-								0x1bbaa1fff	libsystem_kernel.dylib	arm64		<83a7e9554c943d9d							0x1bba70000	-								0x1bbaa1fff	libsystem_kernel.dylib	arm64		<83a7e9554c943d9d

9c1163fe9c36fbd7>	/usr/lib/system/libsystem_kernel.dylib9c1163fe9c36fbd7>	/usr/lib/system/libsystem_kernel.dylib

							0x101618000	-								0x1018c3fff	substitute-loader.dylib	arm64		<f7c5d185cc163b6							0x101618000	-								0x1018c3fff	substitute-loader.dylib	arm64		<f7c5d185cc163b6

b8bb2bb36e2c86755>	/usr/lib/substitute-loader.dylibb8bb2bb36e2c86755>	/usr/lib/substitute-loader.dylib

							0x100c68000	-								0x100c6ffff	libiosexec.							0x100c68000	-								0x100c6ffff	libiosexec.11.dylib	arm64		<fff6c30d2a49376eb070.dylib	arm64		<fff6c30d2a49376eb070

606153db8b99>	/usr/lib/libiosexec.606153db8b99>	/usr/lib/libiosexec.11.dylib.dylib

							0x100aa4000	-								0x100b33fff	zsh	arm64		<5f9852c7fc8c37dc81250e39a1bd688b>	/							0x100aa4000	-								0x100b33fff	zsh	arm64		<5f9852c7fc8c37dc81250e39a1bd688b>	/

usr/bin/zshusr/bin/zsh

							0x100ed0000	-								0x100f23fff	dyld	arm64		<d7a0282e93de3a1e981327e84517cc96>								0x100ed0000	-								0x100f23fff	dyld	arm64		<d7a0282e93de3a1e981327e84517cc96>	

/usr/lib/dyld/usr/lib/dyld

EOFEOF

其中的	Exception	Type:	EXC_CRASH	(SIGKILL	-	CODESIGNING)	能看出是：代码签名⽅⾯的问题
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				"exception""exception"		::		{{"codes""codes"::"0x0000000000000000,	0x0000000000000000""0x0000000000000000,	0x0000000000000000",,"rawCodes""rawCodes"::[[00,,00]],,"typ"typ

e"e"::"EXC_CRASH""EXC_CRASH",,"signal""signal"::"SIGKILL	-	CODESIGNING""SIGKILL	-	CODESIGNING"}},,

				"termination""termination"		::		{{"flags""flags"::6464,,"code""code"::11,,"namespace""namespace"::"EXEC""EXEC",,"indicator""indicator"::"Bad	Mach-O""Bad	Mach-O"}},,

				"asi""asi"		::		{{"libsystem_c.dylib""libsystem_c.dylib"::[["crashed	on	child	side	of	fork	pre-exec""crashed	on	child	side	of	fork	pre-exec"]],,"dyld""dyld"::[[]]}},,

其中的：

	"signal":"SIGKILL	-	CODESIGNING"}	：确定是：代码签名⽅⾯的问题，导致的崩溃

	"indicator":"Bad	Mach-O"	：具体指示器	~=	出错的地⽅/来源：是由于	Bad	Mach-O	=Mach-O⼆进

制⽂件是坏的

后续证明：是签名⽅⾯有问题	-》所以是：坏的Mach-O⽂件

原因

	iOS	<15	时的旧的重签名的⽅式=ldid重签名，不满⾜此处（	arm64	的	A11	的	iPhone8	，	iOS	15.0	）

新的	iOS	15+	的要求

解决办法

⽤	codesign	重新签名

具体步骤

概述

codesign	codesign	-f-f		-s-s	-		-	--entitlements--entitlements	debugable_entitlement.xml	debugserver	debugable_entitlement.xml	debugserver

详解

重签名

crifan.org，使⽤署名4.0国际(CC	BY	4.0)协议发布	all	right	reserved，powered	by	Gitbook最后更新：
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