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0S¥ [Mifif: Xcode+iOSOpenDev

o HFTARAS: vi.e
o EFRATIE]: 20240127

i

i}

NROSHE RIS IR EAEN, BANFANIEIRNSI: Xcode+iOSOpenDev, T EGIFEFLEMIE: B

N B REEXIAIER debuggable; MARIRNERENS; ARAEISEIAIER, E3EAuncover, XinaA15
ZTRWSEBE® AN, Bcodesignil EIXREZR . Fjailbreakd_clientin MRS, UK FiEG
XcodeRootDebugZ; RENBEMNIEINAR, SiFAttachiEFEXFISpawniBHEL; AEHA LR
TRRBIF, BiEXcodeilLRmRIE. REUABMEMK. hookXIBMIREEMER; HEMLMRE. SN0
BEEHHIEPID,

ARES+ BT+ T &

ABHEMRIG, ELN T, SMRAETHRWNT:

HonKit}E 3
e crifan/ios_re_debug_xcode_iosopendev: iOSi# i1k : Xcode+iOSOpenDev

AfE{ERLtHonKitRIB EE R AT AR F B

DL crifan/honkit_template: demo how to use crifan honkit template and demo

FELENR

e iOSHFM@EIAII: Xcode+iOSOpenDev book.crifan.org
e iOSHFMEIAII: Xcode+iOSOpenDev crifan.github.io

B4 THFE
o 0S¥ [@iFd: Xcode+iOSOpenDev PDF

e 0S¥ @i : Xcode+iOSOpenDev ePub
e 0S¥ [EifEid: Xcode+iOSOpenDev Mobi

hRAXH] A& R

LB FHHENEHAE, WRKGRE, BHATARE. EFH7ATSEENE, HERET HL.
WRIMBEN, BRIHFEKXRIK adnin 34 crifan.com , HERRMER, BHEE,

EMEARLHIE, MERNEIMARER. B2BRTEQURERE. WEFERE, H5FATX.


https://github.com/crifan/ios_re_debug_xcode_iosopendev
https://github.com/crifan/honkit_template
https://book.crifan.org/books/ios_re_debug_xcode_iosopendev/website/
https://crifan.github.io/ios_re_debug_xcode_iosopendev/website/
https://book.crifan.org/books/ios_re_debug_xcode_iosopendev/pdf/ios_re_debug_xcode_iosopendev.pdf
https://book.crifan.org/books/ios_re_debug_xcode_iosopendev/epub/ios_re_debug_xcode_iosopendev.epub
https://book.crifan.org/books/ios_re_debug_xcode_iosopendev/mobi/ios_re_debug_xcode_iosopendev.mobi

M 754
RS BFNZEFRENETEBRNDTORN, TERF/EK crifan BEZHBHETIRATAMEIRIMLIX
LHEFHHIRARBAE, SIS,

HAth
FENEMBE T

KA crifan RE T HME 150+ REFHHIE, BAXEBIBLSE:

crifan/crifan_ebook_readme: Crifanfy B Fa9{F A58

*TF1EE
XFEEESNA, 1E0L:
*FCrifanLiZ=% — 7£8 &

crifan.org, {EAZE &4.0EFR(CC BY 4.0)f¥ &7 all right reserved, powered by Gitbook R /ZE #:
2024-01-27 17:50:04
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Xcode+iOSOpenDeviff &g

XFOSE@MFPMNTIFL, ZRERTENAENHIE:
OSBRI A: shSEIL

Mt B RBNEBEFH, HERN, RIFANED:

FB Xcode+iosopenpev EHIGUIEIF A X EREIL

o XFfLE
o Fcommand line=#<1TA N BIdebugserver+lldbiFid A LAEEE
» GUEBEIFZRE A RIIEIL:  Xcode+i0SOpenDev
» EFERES, BiXEMEN
» Xcode RN EL T =
= XcodeH#5hook XS hNET =
» XcodeFEFMIFAN LRI
o Pt

o (app/Z##IXM4E) EIXERIdE: FliRiK=Debuggablefy

crifan.org, {EFE 24.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 E#:
2024-01-27 17:39:54


https://book.crifan.org/books/ios_re_dynamic_debug/website/
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appr]ifitdebuggable

e T4z apprlifidebuggable
o = AJFidebuggable
o = (GUIfgXcode F @52 1THIdebugserver) AIIAEIR = BAERIAL 2B (app. Z#HH!
[y #Ag)
» B3
= Xcoder] AN ERapp. . #Hiz
= debugserver(+lldb)AT iFEEapp. Z#Hl. #Hig

crifan.org, {EAE FZ4.0EFR(CC BY 4.0)fY &% all right reserved, powered by Gitbook &R /5E#:
2024-01-27 17:45:54
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HEEidebuggable

iOSiEEAE, FidMAXcodeZXEiRiPhoneFRIBMR (appEt —#Hl) B, MRBARAAER, MERE:

Not allowed to attach to process

FRAIRIR B4 (appEl—i#l) , w41 FJiBik= debuggable , 7 BT BAIFFIIEE.

HEazEfl

Could not attach to pid '@ “5439”

attach failed Not allowed to attach to process. Look the console messages (Console
.app , near the debugserver entries, when the attach failed. The subsystem that denied
the attach permission will likely have logged an informative message about why it was
denied.

Could not attach to pid : “5439"

attach failed (Not allowed to attach to
process. Look in the conscle messages
(Console.app), near the debugserver
entries, when the attach failed. The
subsystem that denied the attach

permission will likely have logged an

informative message about why it was

denied.)

Details OK

e Details



Details

Could not attach to pid @ “5489”
Domain: IDEDebugSessionErrorDomain
Code:
Failure Reason: attach failed Not allowed to attach to process. Look the console m
essages (Console.app , near the debugserver entries, when the attach failed. The subsy
stem that denied the attach permission will likely have logged an informative message a
bout why it was denied.
User Info:

DVTErrorCreationDateKey

DVTRadarComponentKey

IDERunOperationFailingWorker  DBGLLDBLauncher

RawUnderlyingErrorMessage

Analytics Event: com.apple.dt.IDERunOperationWorkerFinished

Run



armé4

IDEDebugSessionErrorDomain
DBGLLDBLauncher
IDEiPhoneRunOperationWorkerGroup

iphoneos
System Information
mac0S Version .3 (Build 2061116
Xcode 1 Build 13c100
Timestamp: -03-02T17:53:45+08:00

crifan.org, {ERAE24.0EFR(CC BY 4.0)/11% & all right reserved, powered by Gitbook&x /5 E#:
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A] i idebuggablef ik E 4Ll F1[FHIE

task_for_pid ERZ%Y

I

RIEFIEANIREAT A Look in the console messages (Console.app) FiR, 2=
& console.app = #&#la PHE, FETUBERIEXERET:

&~ debugserver

licrifan # M...
iPhone8_150

WA
Spin & :37:03.597913+8800

BEHE 83.598128+8808

U
Mac 53 47 #i2

83.836784+0808 a h] START 15281 vAttach to pid 1!

83.837995+0800 c [LaunchAttach) (15281) about to task_for_pic
83.838148+8860 d error: [LaunchAttach] Mach’ TaskPortForProcessID task_for_pid(15266) fail, sk_for_pid ( target_tport = 0x0283, pid = 15266, &task ) =» err =
system.log 93.838202+0800 debugse: 1 +0.808000 sec [3bb1/8183]: error: ::task_for_pid ( target_tport = 8x8283, pid = 15266, &task ) => err = 8xB0@@8RO5 ((os/kern) failure) err = ::task_i
83.849400+8880 d [LaunchAttach) (15281) about to task_for_pid{15266)
83.849763+0808 c error: [Laun ch] MachTasl SID task_for_pid(15266) fail, k_for_pid ( target_tport = 0x0283,
03.849790+8808 o 2 +8.811438 sec [3bb1/8103]: i for_pid ( target_tport = Bx8263, pid = 15266, &task ) => = 8xB08DERRS ((os/kern) failure) err = ::task_
83.860913+0800 c [LaunchAttach) (15281) about to task_f (15266)
83.861179+8860 error: [LaunchAttach] Mach’ TaskPortForProcessID task_for_pid(15266) failed: or_pid ( target_tport = 8x0203, = 15266, Atask
03.861221+0800 c 3 +8.811441 sec [3bb1/8103]: err sk_for_pid ( target_tport = 8x8263, pid 6, &task ) => = 8xB08BEBRS ((o n) failure) er:
83.872154+8860 o [LaunchAttach) (15281) about to task_for_pid(15266)
03.872632+0800 c error: [LaunchAttach] MachTas! sID task_for_pid(15266) failed: k_for_pid ( target_tport = 8x8263, pid = 15266, &task
83.872760+8860 4 +8.811382 [3bb1/8103 for_pid ( target_tport = 8x8263, pid 6, &task ) => = 0x00808005 ((0s/kern) failure) er
03.883655+0800 c [LaunchAttach) (15281) about to task_for, 6)
@3.8B3884+8860 o error: [LaunchAttach] Mach’ cessID task_for_pid(15266) failed: ::task_for_pid ( target_tport = 8x0263, pid = 15266, &task ) =» err =
83.883980+0800 c v 5 +8.811422 sec [3bb1/8103 for_pid ( target_tport = Bx8263, pid = 15266, &task ) => = 8xB08DEEBS ((os/kern) failure) err = ::task_{

1.97.a0 socr7nianaa e Tl mmchAtank) (4E2841 b arrenzay
debugserver

FRE: -- %3 <

1 +8.00000 [3bb1/@183]: err for_pid ( target_tport = @x@2e3, pid = 15266, &task ) => err = @x800@0805 ((os/kern) failure) err = ::task_for_pid ( target_tport = @x6203, pid = 15266,
atask ) 86005 failure) (@xP@@00EE5)

BRIA 137:03.838148+0800 debugserver error: |[LaunchAttach MachTask::TaskPortF
orProcessID task_for_pid failed: ::task_for_pid | target_tport 0x0208, pid

, task err 0Ox00000005 os/kern failure
BRIA 137:03.838202+0800 debugserver +0.000000 sec [3bb1/0103 : error: ::tas
k_for_pid | target_tport 0x0203, pid , task err Ox00000005 | (os/kern
failure err 1itask_for_pid | target_tport 0x0203, pid , task err Ox
00000005 | (os/kern) failure (Ox00000005

[ A
BDHEIR

e debugserver
o error: [LaunchAttach] MachTask:: TaskPortForProcessID task_for_pid(15266) failed:
::task_for_pid ( target_tport = 0x0203, pid = 15266, &task ) => err = 0x00000005 ((os/kern)
failure)

Bp:

o ILNREE
o task_for_pid() IR[EILM -Y FoiEskEtask
o BRIRINE
o BEMEMELWIEINAappil L task_for_pid-allow (F] get-task-allow ) AYXPRentitlement



IR
» BRTEEIEMEIN debugserver HEINNE
» [A791X /Developer/usr/bin/debugserver
» REFREFER: DeveloperDiskImage.dmg
s 2HEHE rRamdisk > FRIEHN
» FTATCIAE RNEREN
= AR BEAEfhINE
» FRNEERT
w W0fESEI

csflags HAY CS_GET_TASK_ALLOW

TREHTZERE task_for_pid() REIZEETHY, BRERAEEEZRE: HEZM csflags B
B CcS_GET_TASK_ALLOW

o ZA|
o WhatsApp BJ#HIZERIflag



[EEALH

Raw Process Flags (Hex)
04004004

Process flags represented as a
hexadecimal number.

OK

12



» BNRRE
= Ox04000000 = CS_PLATFORM_BINARY
= Ox00004000 = CS_ENTITLEMENTS_VALIDATED
= Ox00000004 = CS_GET_TASK_ALLOW
» BARESGER
» #HFEcsflagsiE X
o J5BA
o AZ, BHeith&Mid: iOS#HFEH csflagsBCS_GET_TASK_ALLOWHIRZ T A# I
o FIMRBEXMAT, BNIARTEER, FRR.

crifan.org, A= #4.0EFR(CC BY 4.0)f¥ A&7 all right reserved, powered by Gitbook &z /5 E #:
2024-01-27 17:31:55
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9N{aI e vl A debuggable

o fN{aIsEiapprElifEid Debuggable
o MR
» 2FH
» B TEEME, RA2REBsXFappA AR
s OB BuncOveriifiliz, B : appaiAm
» A12+B9HLE, FAXinaA15HARE, B appaliFzt
» (BB TFIEHEXcodeRootDebugsLH
» EXI4FEappiy
» (Fcodesign) fRapp i HIXHEFER, MN_LPTEIRAE

TEFREERE:

crifan.org, {EFE 24.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 & #:
2024-01-27 16:45:13
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FAuncOveritd$it B zhE ) vl @i

o EHNEFHuncoverSit G898 FappAl Az
o thH
n SOER S ALEY
= i0S 13.3.1 BY iPhone7


https://book.crifan.org/books/ios_re_iphone_jailbreak/website/doing_jailbreak/do_jailbreak/unc0ver.html

uncOveriifi

B

AR
BS AFR
BSSH

E27)

= i0S 14.3 HY iPhones

15:30 [®)

KT,

iPhone7 1331
13.3.1
iIPhone 7
MNH12CH/A

DNPT1PB8EHG74

P ERRD

0

714

128 GB

113.64 GB

16



uncOveriBifi

ESIME = 11:59 100% ([42)

{ B KF A,

IR iPhone8_143

ER AR A 14.3
i E== i iIPhone 8
S-S MQ6K2CH/A
R3S F4HX5LD4JC6C
T A A
X FH 0
i 0
BA 254
N AR 4
BEE 64 GB
TS 49.96 GB

» £/ uncever
= TR v8.0.2

17



uncOver#Efix

3 [ secure 105 J

unclver jailbreak

for i0S 11.0 - 14.8

by @pwn206wnd & @sbingner

UL by @i0S_App_Dev & @HiMyNameIsUbik

0/32

Already jailbroken

the seller

[*] Get unc@ver for free at https://
unc@ver .dev

[*] Configured to share anonymous 0S crash
logs

[*] Machine Name: iPhone10, 1

[*] Model Name: D20AP

[*] Kernel Version: Darwin Kernel Version
20.2.0: Fri Nov 13 01:00:15 PST 2020;
root:xnu-7195.62.1~4/RELEASE_ARM64_T8015
[*] Processor Version: A11

[*] Kernel Page Size: 0x4000

[*#] System Version: i0S 14.3 (Stable) (Build:
18C66)

Jailbroken

Version: 8.8.2

» HIE, WIAZEIREERE appaiER

e iR

o FLHREIMRIE, BNRIFrIER

TSIME = 11:58 100% ([42)

18



o TR
o ZBiuncOverififfiPhone, &A= BoiZiFrlEH?
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FAXinaA15#%%5it B zh3£ I a] 171

o XinaA15#NAfE: Bapprliid
o T5BA
» KR
n HURREAE)
m Signature Debugserver = ZEZ®&Debugserver


https://book.crifan.org/books/ios_re_ios15_jailbreak/website/xinaa15/

>ZinQ ios15

by
For

PN L e b

oE




» WIS
s HIEEIEEZZPAY debugserver MientitlementtXPRA, BB T: task_for_pid-

allow



14:02

< PID: 1220




= -> Zfdebugserveril LRI EIAAR -) FILAEIXERapp/i#iz T
o TR
» RERAT: A2+ 5 FfJiPhoneffl B
n JE: XinaA15R%#F A12+ RUHE

crifan.org, {ERAZE34.0EFR(CC BY 4.0)/1%&%n all right reserved, powered by Gitbook&x f5 E#:
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BEE RN PRTI TR

o BEXRAMNINNPRILIN AT
o MR
= F1: Fcodesign&EfER, 11 LAIAIXAentitlementiXfR
s 5X2: A jailbreakd client ANAJIAIXAVINER

PR

FcodesignZE % & N eTiFH AR

e FcodesignEFHER, N LrIEIXAentitlementtX iR

o im

w WANENRER, ERTEMIEMAS
o fRE

» FEHFEcodesign® & Mentitlementi fR F 4017
o 255

= ZHakdERR, FHEAFER
= MiPhonefh &4 akd

root@192.168.1.22:/System/Library/PrivateFrameworks/AuthKit . framewor
k/akd akd_origin

= S HadkfentitlementiXfR

ldid akd_origin akd_entitlements.xml

s {&Xentitlement, 1EANFERIEXINR
» fEEX akd_entitlements.xml
= AN_EARBR
m get-task-allow =true
m  task_for_pid-allow =true

= run-unsigned-code =true

n ->
get-task-allow
task_for_pid-allow
run-unsigned-code
» KIFNER

= seatbelt-profiles

seatbelt-profiles

akd



= com.apple.security.network.client

com,apple.security.network.client

s {RTFHN akd_entitlements_debuggable.xml
» A#entitementEEFHEZ

akd_origin akd_debuggable
codesign - akd_entitlements_debuggable.xml akd_debu
ggable

» BIEEX R GERYakdE#SkiPhone

akd_debuggable root@192.168.1.22:/System/Library/PrivateFrameworks/A
uthKit,framework/akd

o N
» FHEXE - OSPEFE: KRR (crifan.org)

FH jailbreakd_client HNETEIHAIINER

e A jailbreakd_client fNAIIEIZXAVINER
o IBA
» jailbreakd_client RESDMIAARSABENIR, FEe
» AfcoolstarR#ifik (Electrag{Z Chimera) f&, BXWNXH

xila@:/chimera root# ls -la

total

drwxr-xr-x root wheel Feb 119 ./

drwxr-xr-x root wheel Sep 144/

=rWXF=Xr-x root wheel Sep 121 inject_criticald*

=rWXF=Xr=-x root wheel Sep 121 jailbreakd*

=rWXF=Xr=-X root wheel Sep 121 jailbreakd_client*

=rWXF=Xr=-X root wheel Sep 121 libjailbreak.dylib*
» BEXREE

/electra/jailbreakd_client PID

o ERMINMEM, ZBIRIHTEEIFN
»  [REBR] i0Si¥E: Fk A Aijailbreakd_clientFl F45 A2 10 7&K A R
=  [REEAR] iOSi¥[E: Fljailbreakd_clientZgdebugserverZs iil_tentitleFplatformize

crifan.org, {EFE #4.0FEFR(CC BY 4.0)1iY&%n all right reserved, powered by Gitbook& /5 E#:
2024-01-27 17:39:07
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fEBh i SEI AT iE =

o fEBNHRMLINATAR
o XcodeRootDebug
= Github
= https://github.com/lemon4ex/XcodeRootDebug
Repoj&
= https://repo.byteage.com
= AR
» ZHITEIOS15HAE: TEMR
s RAEXF < ios 15 , MZ2RIUIIEM

= HIfE
s IEEX R T AR AR debugserveriiZliPhone RIS M (i1 B
n (UEZ

m  /usr/bin/debugserver
s X TUAIEZ Bdebugserver, ¥
s ffifRdebugservert{fR - iOSi¥@iEiX: debugserver+lidb (crifan.org)
» TRE
= &8 PEEEE XcodeRootDebug


https://github.com/lemon4ex/XcodeRootDebug
https://repo.byteage.com
https://book.crifan.org/books/ios_re_debug_debugserver_lldb/website/debugserver_lldb_debug/proper_entitlemets.html

XSIME F49:58 @2)
wE
Q) Ex

v» Game Center

=y BRI

FRE

(2

Reveal

|

Substitute

U<

XcodeRootDebug

%= BARIR R

mMiE

.. Apple Store

» 3 NG LABE & XcodeRootDebugh S £



FRRFSEI

ESIME = £%9:58 (/)]
 &E XcodeRootDebug
OPTIONS

Enabled ()

Debug Server [usr/bin/debugserver

Permit Root 0

It must be ensured that the Debug Server is
properly configured and has executable
permissions

OTHER

Save Settings

Click to make sure the new setting takes effect
Developed @ by h4ckin

© 2022 All Rights Reserved by ByteAge.com

crifan.org, {EFE #4.0EFR(CC BY 4.0)1Y&%n all right reserved, powered by Gitbook& /5 & #i:
2024-01-27 17:44:02
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HinAI

o« FAIRXAR
= Attachi&z{
» HIEEIEIT: XcodedAttachitii ANameEZ{PID, ENATiER
= Spawni&Ez
» HFERIZIT: XcodeFAttachBtii AName, BXEELEN (appsl Z #HEISUHITRAY) #HiE,
BNATIE

crifan.org, {ERAE34.0EFR(CC BY 4.0)/%&%n all right reserved, powered by Gitbook&x f5 E#:
2024-01-27 17:47:59
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M AttachizZER B 1A

o AttachiZER =1 HRH
o BItE: BELRBnI=applEEiE T
o AR1: FahmAPIDEName
s 5I%: Xcode -> Debug -> Attach to Process by PID or name ->3 A PID Z¥ name
"



Attach¥f%

Product

thOptions

868
sApp

sApp

P

= 53(1: Name
n 5] whatsApp

Debug Integrate Window

Pause

Continue To Current Line
Step Over

Step Into

Step Out

Step Over Instruction
Step Over Thread

Step Into Instruction
Step Into Thread

Deactivate Breakpoints
Breakpoints

Console
Debug Workflow

Attach to Process by PID or Name...

Attach to Process
Detach
Debug Executable...

Capture GPU Workload
Simulate Location

Induce Device Conditions
Simulate Background Fetch
Simulate MetricKit Payloads
Simulate Ul Snapshot

View Debugging

StoreKit

Help

i
i | L
F6

F7

F8

" F6
~4FF6
F7
M FT

>

P

sont

- s

TTP

nvo
gIn
e =

che
nFe
gIn
nn

che
nFe
gln
nn

the
NFe
gln
nn
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PID or Process Name | BALELES e

The debugger will wait for processes that aren't running.

Toolchain  Automatic - Xcode 15.0.1

Malloc Stack Enable Logging (Live Allocations)

[ ]
= 57t2: PID
n Zf5: Preferences BJPID= 7993

PID or Process Name 7993

The debugger will wait for processes that aren't running.

Toolchain = Automatic - Xcode 13.2.1 3

Malloc Stack Enable Logging (Live Allocations)

Cancel Attach

= J5EBH
» XTFUEAEEH#IZPID, ¥ SEHEPID
o A2: MIHRRIIRAPRTEIERE
n 3. Xcode -> Debug -> Attach to Process ->%1&F (—&, BEIF]) ERHHENT
R-) REREX N HTE
n 255
= akd




Debug Source Control Window Help

absd (1290)

accessoryd (210)

ACCHWComponentAuthService (128)

AccountExtension (335)

accountsd (106)

adid (238)

adprivacyd (271)

afcd (278)

aggregated (7299)

akd (122)

AKLocationSigninAlert (5381)
Debug Workflow amfid (364)

amsaccountsd (92)

Deactivate Breakpoints

Breakpoints

Attach to Process by PID or Name...
amsengagementd (4238)

analyticsd (143)
announced (166)
apfs_iosd (7048)
appleaccountd (317)

Attach to Process

Debug Executable...

Simulate Location applecamerad (146)
AppleCredentialManagerDaemon (84)
AppPredictionintentsHelperService (5357)
AppSS0ODaemon (256)

View Debugging appstored (183)
apsd (129)
asd (1361)
askpermissiond (67)
ASPCarryLog (328)
AssetCachelocatorService (325)
assetsd (147)
assistantd (34)
AsTools (260)
atc (46)
awdd (127}

StorekKit

crifan.org, {EFE®4.0EFR(CC BY 4.0)1Y&%n all right reserved, powered by Gitbook&x /5 E#:
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ASpawniF iRz B EhiEid

o SpawniEz{=fF L&
o FHI&:
» ATappEaiM ERITHIIERIZEE
n 4
o I R SRR
v FidappE /R Eoh¥iaHIEXRITTE
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P Qrmedcss <xbs st 329, 5, 1000
TpE— 5 Ox1979edc90 41251 mov %8, X3
o ox1979edc94 <+16>: mov  x1, x2
e AN 0x19796dc98 <+20>: mov  x19, x0
| ox1979edcoc <24>: adrp  x9, 329366
® Network ZeroKBjs 8x1979dcad <+28>: 1dr  x9, [x9, #0xcio]
@x197%edcaé <+32>: ldrsw x9, [x9]
~ @ Thread 1 Queue: com.apple.main-thread (serial) oxi979edca <+36>i ldr  x2, [x0, x9]
) 0-INSUserDefauts(NSUserDefaus) seObietorke. .
(31 _logos_methods_ungroupedSNSUserDefaultssset. 5
© 2'sub_6307F8 x3, [xe, x9]
8 a2start 28,38
) oxises7oie i _CPPreferencesSetAppValuenithContainer
> @ com.apple.uikit.eventfetch-thread (5) X8, 36316
> @ Thread 12 Queue: logger (serial) x0, [x8, aexéaul
> @ Thread 13 #8, 307057
X1, x8, #0x729
> @ Thread 14 8x196462028 i symbol stub for: objc_msgSend
X8, 303537
x2, 329398
X2, x2, #9398 ; @'NSUserDefaultsDidChangeNot:
X1, B, #ox1s6
xa, 319

BEB Aw:

o 4HED

o Console.app=124l&

» F5, hookfUEBAIN_ LAY os_log HEFTEN,

@ vinatsapp ) @ Thread 1) (3 0 [NSUserDefaults(NSUserDefaults) setObject orkey:] Line: 2 Col: 1

(=}

The “write® conmand has been loaded and is ready for use.
warning: failed to set breakpoint site at 0x10271800c for breakpoint 49.1: error: 9 sending the
breakpoint request

) %

Srassoseotsaatoer

0x80000001c103f9ce

©£x0000000283303de0

0x9338b71313bac89a

(11db) po $x0
<NSUserDefaults: x2833f0090>

(110b) s/x $x1

error: the ‘thread step-in' command doesn't support the

gdb-format option

(11db) x/s $x1
oxlele3foce:

etobject: forkey:"

(11db) po $x2
TS206UEGK1dyX6w+bTiOKA=:

(116b) po $x3
genss|

(110b)

WA AR IHTE console.app

2



ece
o

2 crifaniift MacBoo.
0 iPhones_143
#e

o WRES

@ Spinffis
BERE

X s

e MacHHTHIE

D system.log

-> YNILBNATSCE] . FiXcodeZX H1ERY.

AT,

O

3 RiER

D AAER  WRELR
%
429220800
443257+0800
443823+0800
44a008-0800
444113+0800
452356+0800
454197+0800
4542310800
454327+0800
45536140800
45561200800
L4s6549+0800
Lusa123:0800
458255+2800
4590130800
460999+0800
4610930800
461432+0800
4621830800
4626260800
462888+0800
46381000800
4671400800
46730240800
46743040800

46754500800

467708+0800

WhatsApp (HookWhatsApp.dyiib)
TR - R WROEM> WEER

s
WnatsAzp
Whatshzp
Whatsapp
Whatsapp
WhatsApp
WhatsAop
Whatshpp
Whatsapp
Whatsazp
Whatsazp
Whatsazp
Whatsagp
Wnatsazp
wnatshzp
WhatsApp
WhatsApp
Whatsapp
WhatsApp
Whatshpp
Whatsaop
Whatsapp
Whatsazp
Whatshzp
Whatshzp
Whatsazp
whatsazp
WhatsApp

WhatsApp

hook_c.xm
hook_c.xm
hook_c.xm

Hook_c.xm
Hook_c.xm
Hook_c.xm

hook_c.xm

hook_¢.xm
hook_¢.xn
hook_¢.xn
hock_obic

hook_obic

ook _reg.xm

Hook_reg.xn

Hook_obc. xn NSUserDefaultsSobjectForkeys:

© 0 % ® ¢ @ (O QlEhok
uE WE AW B EEOA BN RE

A%

fata

open:

_storage.ock, oflags

open: path=/var/db/timezone/icutz/cutzéil. dat, oflag=

stot:

open:

fatat: 1

fetat: u

stat:

Lstat:

but=xl6desasso

Fstat: 69, buf=exi6dssaesd

List, oflagso

fstat: )

List, anodo-oxi

open:
fatat:

List, oflag=o

fstat: 3

- ox833060c0>

> val=(null)

- initokeTrue

- initok=True

defaulthanesgents —> val=(null)

initokeTrue

hook_obje.xm

2023-12-27 09:39:01.469207+0800

AR, FIHE—1TICE, UREEhookCEBFLRTIBIKRERE
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WA EE#IZEPID

o WAIEF#HTEPID
o F ssh A ps BFPID

n 255
= akd

iPhone11-151:~ root# ps -A | grep akd
?? 136.25 /System/Library/PrivateFrameworks/AuthKit.frame

work/akd
?? 101.53 /var/bin/jailbreakd_safe
?? 107.82 /var/bin/jailbreakd
ttysool 100,01 akd

-> akd#JPIDE 125
o F frida-ps BEPID

crifan@licrifandeMacBook-Pro"™ ~/dev/dev_src/ios_reverse/dumpdecrypted/stefaness
er/dumpdecrypted”™ \ master e" frida-ps Store

App Store

Apple Store

TrollStore

-> Apple Store BJPIDE 3744
o FIAENIATE
m  XinaAl5 -> #7g



14:25

W o W A | W W o W W A4

/System/Library/PrivateFrameworks/CoreAccessories.framework/
XPCServicesfACCHWComponentAuthService.xpc/ACCHWCompo
nentAuthService

/System/Library/PrivateFrameworks/AppleNeuralEngine.framewor
k/XPCServices/ANEStorageMaintainer.xpc/ANEStorageMaintainer

Jusrflibexec/ASPCarrylLog

/System/Library/PrivateFrameworks/RemoteManagement.framew
ork/Plugins/AccountExtension.appex/AccountExtension

/System/Library/PrivateFrameworks/AppPredictionFoundation.fra
mework/XPCServices/AppPredictionintentsHelperService.xpc/Ap
pPredictionintentsHelperService

[System/Library/PrivateFrameworks/AppSSO.framewark/Su
pport/AppSSODaemon

pid:2042 App Store(3¥A)(P)
[Applications{AppStore.app/AppStore

pid:3744 Apple Store(GEA)

Jprivatefvar/containers/Bundle/Application/E892C046-2A14-44B
C-90A6-748BE3D84E8D/Apple Store.app/Apple Store

/System/Library/PrivateFrameworks/AppleCredentialManager.fra
mework/AppleCredentialManagerDaemon

pid:1480 & BARERR (EAN)
Jprivate/var/containers/Bundle/Application/A8BABE378-7338-4B2
F-B21A-798C2CF20C67/AsTools.app/AsTools

/System/Library/PrivateFrameworks/AssetCacheServices.framew
ork/XPCServices/AssetCachelocatorService.xpc/AssetCacheloc
atorService

Jusr/sbin/BTLEServer

Jusr/sbin/BlueTool

@
®
@
®
@
@
@
®
®
@
®
®
®




s CocoaTop64

No SIM 2 1:53 PM Z2]
{ Back  WhatsApp (CPU 0.0%) =
Column

Command line

Process ID

Parent PID

%CPU Usage

Process Time

Mach Task State

Raw Process Flags (Hex)
Resident Memory Usage
Virtual Address Space Usage
User Id

Group Id

Terminal

Thread Count

Mach Ports

Mach System Calls (Delta)
BSD System Calls (Delta)
Context Switches (Delta)
Mach Actual Threads Priority
Base Process Priority
Process Nice Value

Mach Task Role

MMarh Maccamae Qant

[var/containers/Bundle/Applica...

|
0:00.98
SB
04004004
75.7 MB
4.79 GB
mobile
mobile

2?

1

153

0
0
0
4
4
0

Unknown

121"
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#iZcsflagsE X

HTZMcsflagsiIE X

o KR

o cs_blobs.h (apple.com)
o codesign.h (apple.com)

s BRAEX

#define CS_GET_TASK_ALLOW
#define CS_ENTITLEMENTS_VALIDATED

titlements */

#define CS_PLATFORM_BINARY

#define

CS_DEBUGGED

0x00000004
0x00004000

0x04000000
0x10000000

/* has get-task-allow entitlement */
/* code signature permits restricted en

/* this is a platform binary */
/* process is currently or has previous

ly been debugged and allowed to run with invalid pages */

o EWEX

#ifndef
#define

/* code
#define
#define
#define
#define

#define

#define
#define

#define
#define

#define
#define
#define

_KERN_CODESIGN_H_
_KERN_CODESIGN_H_

signing attributes of a process */

CS_VALID
CS_ADHOC

CS_GET_TASK_ALLOW
CS_INSTALLER

CS_FORCED_LV
ned System Policy */
#define CS_INVALID_ALLOWED
ed by task port policy */

CS_HARD
CS_KILL

CS_CHECK_EXPIRATION

CS_RESTRICT

CS_ENFORCEMENT
CS_REQUIRE_LV
CS_ENTITLEMENTS_VALIDATED

titlements */

#define CS_NVRAM_UNRESTRICTED
ram-variables.heritable entitlement

#define

#define CS_ALLOWED_MACHO

\

RUNTIME)

#define CS_EXEC_SET_HARD

CS_RUNTIME

0x00000001
0x00000002
0x00000004
0x00000008
0x00000010
0x00000020
0x00000100

0x00000200

0x00000400
0x00000800

0x00001000
0x00002000
0x00004000

0x00008000
*/

0x00010000

(CS_ADHOC

CS_RESTRICT

0x00100000

/* dynamically valid */

/* ad hoc signed */

/* has get-task-allow entitlement */

/* has installer entitlement */

/* Library Validation required by Harde
/* (macOS Only) Page invalidation allow
/* don't load invalid pages */

/* kill process if it becomes invalid */

/* force expiration checking */
/* tell dyld to treat restricted */

/* require enforcement */
/* require library validation */

/* code signature permits restricted en

/* has com,apple.rootless.restricted-nv

/* Apply hardened runtime policies */
CS_HARD CS_KILL CS_CHECK_EXPIRATION

CS_ENFORCEMENT = CS_REQUIRE_LV = CS_

/* set CS_HARD on any exec'ed process */

51


https://opensource.apple.com/source/xnu/xnu-4903.221.2/osfmk/kern/cs_blobs.h.auto.html
https://opensource.apple.com/source/xnu/xnu-3789.70.16/bsd/sys/codesign.h.auto.html

#iZcsflagsE X

#define CS_EXEC_SET_KILL 0x00200000 /* set CS_KILL on any exec'ed process */

#define CS_EXEC_SET_ENFORCEMENT 0x00400000 /* set CS_ENFORCEMENT on any exec'ed pr

ocess */

#define CS_EXEC_INHERIT_SIP 0x00800000 /* set CS_INSTALLER on any exec'ed proc

ess */

#define CS_KILLED 0x01000000 /* was killed by kernel for invalidity
*/

#define CS_DYLD_PLATFORM 0x02000000 /* dyld used to load this is a platform
binary */

#define CS_PLATFORM_BINARY 0x04000000 /* this is a platform binary */

#define CS_PLATFORM_PATH 0x08000000 /* platform binary by the fact of path

(osx only) */

#define CS_DEBUGGED 0x10000000 /* process is currently or has previous
ly been debugged and allowed to run with invalid pages */

#define CS_SIGNED 0x20000000 /* process has a signature (may have go
ne invalid) */

#define CS_DEV_CODE 0x40000000 /* code is dev signed, cannot be loaded
into prod signed code (will go away with rdar://problem/28322552) */

#define CS_DATAVAULT_CONTROLLER 0x80000000 /* has Data Vault controller entitlemen
t */

#define CS_ENTITLEMENT_FLAGS (CS_GET_TASK_ALLOW = CS_INSTALLER ' CS_DATAVAULT_CO

NTROLLER ' CS_NVRAM_UNRESTRICTED)

/* executable segment flags */

#define CS_EXECSEG_MAIN_BINARY ox1 /* executable segment denotes main bina
ry */
#define CS_EXECSEG_ALLOW_UNSIGNED 0x10 /* allow unsigned pages (for debugging)
*/

#define CS_EXECSEG_DEBUGGER 0x20 /* main binary is debugger */
#define CS_EXECSEG_JIT 0x40 /* JIT enabled */
#define CS_EXECSEG_SKIP_LV 0x80 /* OBSOLETE: skip library validation */
#define CS_EXECSEG_CAN_LOAD_CDHASH 0x100 /* can bless cdhash for execution */
#define CS_EXECSEG_CAN_EXEC_CDHASH 0x200 /* can execute blessed cdhash */

1 gl.ﬂ
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FHEER - IOSHE@AK: AR (crifan.org)

uncOver

XinaA15

OSEmEAK: shSE

debugserver+lidb

ffifRdebugservertXfR - iOSi¥[@iFid: debugserver+lidb (crifan.org)

[ic&] XcodeFdebugserveriifk$&Not allowed to attach to processBIi% /R E: task_for_pid()if
AR

[REER] XcodelfliftPreferencesifEs: Could not attach to pid attach failed Not allowed to attach to
process

[(Ef2/R] FB#hk1.1.860XinaA15EFEAR

[icR] BE&FhR1.1.80XinaA15& N INREFI R E

[RE#R] iIOSEM: MEAEFHZFHAER

[EfgR] ioSiEm#EFEAE: Hakdin_EoliEidAentitlementiX R

[RERR] i0Si¥E: FiEfXcodeRootDebugsLdebugserver R AL (EE # 2

[%12] XcodeZEAttach#ZE# i i{appal Z#H: @IIPIDHZR

[Rf#R] i0Si¥MmE: XCodeZAttachiFit BEhitEIERA 12

[Rf#IR] iOSE[@akd: BhSTER

[Ef#IR] iOSE[Elakd: FEhF5hakdiRS#HE

[Ef#R] i0Si¥[Elakd: FAXcodeE % idakdhyiETz

[Ef#R] iIOSHE: EEWNiIPhoned Apple Storeitiz

[ic&] FCocoaTop&EZEWhatsAppi#iZiiflagE It

[FRE&R] iOSiE[@: F 7 AYjailbreakd_clientFl F 452 M0 m A IX AN BR

[Rf&R] i0Si¥Mm: Fljailbreakd_clientéAdebugserverZs il _tentitieFIplatformize

[Rf#R] iI0OSiEM@: iPhonesal{al{g 4 DeveloperDiskimage.dmg
AY/Developer/usr/bin/debugserver

[ic%] XcodeFddebugserveriEifiR4&Not allowed to attach to processBIR /R R : task_for_pid()iF
3PS

[RERIR] #HRiPhone R 8 iFXcodeldi(E B #H E=

[REZR] iOSi¥mE: f&BIFridasSEI{ER BinEiE AL

[RERIR] iOSiE@: AVFHIZHK A IXAIcsflagsHAICS_GET_TASK_ALLOW

[EfgR] i0SH##TZRlagE X

[Rf@R] i0Si#HFEHCcsflagsFHECS GET _TASK_ALLOWEZ FoiE# A

[Rf&R] i0Si¥M@: iPhonedal{a/{& X Ramdisk 1 A/Developer/usr/bin/debugserver

[REEAR] XcodelfliPreferencesiih: Could not attach to pid attach failed Not allowed to attach to
process

[Ef2R] Xcodelfid#zE: Failed to start remote service com.apple.debugserver on device
[EfZR] Xcodel@id#l&E1REE: Failed to start remote service com.apple.debugserver on device
Please check your connection to your device

[Ef2R] XcodelfidiPhoneX? 1l EREs: Failed to start remote service com.apple.debugserver on
device


https://book.crifan.org/books/ios_re_codesign_ent/website/common_issue/process_debuggable/self_do_resign.html
https://book.crifan.org/books/ios_re_iphone_jailbreak/website/doing_jailbreak/do_jailbreak/unc0ver.html
https://book.crifan.org/books/ios_re_ios15_jailbreak/website/xinaa15/
https://book.crifan.org/books/ios_re_dynamic_debug/website/
https://book.crifan.org/books/ios_re_debug_debugserver_lldb/website/
https://book.crifan.org/books/ios_re_debug_debugserver_lldb/website/debugserver_lldb_debug/proper_entitlemets.html

o [EfZR] XCodel@idiPhonetkss: Failed to start remote service com.apple.debugserver on device
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