il

Al

iOS#E @SR 5T

2

AR R B
=]
B

I UE3Z4E

Xcode
MonkeyDev
lldb+debugserver

Frida

ISR ETTR

Reveal

Cycript
IR IR
EARRE
ERLE
a0 L 24451

LLDBTools

chisel

FLEX

Passionfruit

RS

TEHFERAILE

Xcodetg %

ObjC
objc_msgSend

Runtime

1.1

1.2

1.3
1.3.1
1.3.1.1
1.4
1.4.1
1.4.2
143
1.4.4
1.5
1.5.1
1.5.2
1.5.2.1
1.5.2.2
1523
1524
1.53
1.54
1.55
1.5.6
1.6
1.6.1
1.6.2
1.6.3
1.6.3.1
1.6.3.2
1.6.4
1.7

1.8
1.8.1
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o HETARAS: vi.2.4
o EFRATIE]: 20231021

Ei?

NRIOSHE RPN, SEMNSERNMRE; URERAEEELE, SFETIAN
MonkeyDev. lidb+debugserver. Frida%; AREXFIEH, LLUNRIERNRRELE; UNREERETT
EMTH, tbiReveal. Cycript. LLDBTools. chisel. FLEXZ; Bi¥# 4B 7T CycripttI{ERMNE; &
Bt —LL2MI0ME,

TRES -+ BT+ T F

APBHZMED., ELNEhE, SR ETHNT:
HonKitj&H3

e crifanfios_re_dynamic_debug: iOSi¥@F & : AR

SNfE{ERLtHonKitRIB EE R AT AR F B

J#0L: crifan/honkit_template: demo how to use crifan honkit template and demo

TR

o IOSH@AL: shZIEIH book.crifan.org
o IOSH@AL: shSWER crifan.github.io

B& THIEE
o IOSHEAFL: EISIEE PDF

o IOSWEAFL: A ePub
e IOSHEFAF.: EISEIE Mobi

hRAXH] A& 5 BR

LB FPRHENEBAST, WEISHNRE, BWRAXARL., EFRSBoRNESSEEMNE, HE&T T HALL.
MAMBEEN, BBRIMFEXZRIK adnin 34 crifan.com , HERRMIKR. EESE.

EMEARLHIE, MERNEINARER. B2BRTEQURERE. WEFERE, H5FATX.

N5 754


https://github.com/crifan/ios_re_dynamic_debug
https://github.com/crifan/honkit_template
https://book.crifan.org/books/ios_re_dynamic_debug/website/
https://crifan.github.io/ios_re_dynamic_debug/website/
https://book.crifan.org/books/ios_re_dynamic_debug/pdf/ios_re_dynamic_debug.pdf
https://book.crifan.org/books/ios_re_dynamic_debug/epub/ios_re_dynamic_debug.epub
https://book.crifan.org/books/ios_re_dynamic_debug/mobi/ios_re_dynamic_debug.mobi

RIS BMNEZBRENERERNTORE, ZESH crifan BESHNELTERAERMBIERFHHIX
LHEFHHIRARBIE, SIS,

HAth
FENEMBE T

KA crifan RETHME 150+ REFHHIE, BAXBIBLSE:

crifan/crifan_ebook_readme: Crifanf B Fa9{F A58

XTFEHE

XFEEESZNA, 1E0:
xFCrifanLiZ=% — £ L

crifan.org, {EAZE #4.0EFR(CC BY 4.0)fY &7 all right reserved, powered by GitbookR/EE#:
2023-10-21 19:57:42


https://github.com/crifan/crifan_ebook_readme
https://www.crifan.org/about/
https://creativecommons.org/licenses/by/4.0/deed.zh

i0SE BN KB R
0SiER, M BEBEARE WA, 5:

o REEBITRIM: SN
o ET{TAMBRY: SER

X EEZNE o5Ed BEXRE:

o HA=HIR: 7= HAipaX (HELipaRFEIOSIZER)
o FESRNAB=IE
o WIXMAIEZEE
» BREHIA
s B2 ME: Xcode + MonkeyDev
= 24T debugserver + lldb
= ERFHSS: LLDB
» Frida
= [DA
n P REIRIME X F 9
o RIFRARRIEE
» XcodeF&: TEINLMF
o AR EITE
= Reveal
= Cycript
s LLDBTools
= chisel
s FLEX

crifan.org, {EFE ®24.0EFEFR(CC BY 4.0)Y & %5 all right reserved, powered by Gitbook&x 5 E#:
2023-07-13 22:00:27


http://book.crifan.org/books/ios_reverse_dev/website
https://book.crifan.org/books/ios_re_static_analysis/website/
https://book.crifan.org/books/ios_re_crack_shell_ipa/website/
https://book.crifan.org/books/ios_re_monkeydev_debug/website/
https://book.crifan.org/books/popular_debugger_lldb/website/
https://book.crifan.org/books/reverse_debug_frida/website/
https://book.crifan.org/books/reverse_tool_ida/website/
http://book.crifan.org/books/xcode_dev_debug_summary/website/
https://creativecommons.org/licenses/by/4.0/deed.zh

R R R
TODO:

o [EH] iOSk#EMEX: RIAX RRIEH

o [EfgR] iOSkIFINFMRKRIAR: syscalliptrace

o [REEA] iIOSKIFFIRKIAIL: svc 0x80Hsyscallfiptrace

o [Ef#AR] debugserverZ3aliOSHIapp}EREE: Segmentation fault 11

HTFIEZE0SHapp, #MT KW BOBHIP, SEREELEINFEIXiIOSHappzhl, HEEMRR:
i

P ALEAE R 5155 Ko ) -

o IFMAM: KRB
o WEN: RRIFE

R
R RV

o HER=12/0\ B
o FEMRBFE, BENAHATHARBENFR
o BEHITIHAILLIE

&4
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RIEAHRRIERES: BE

LEAEA sl Rfl, 1R, RIFEHNRRBINERETE:

FEMRFE, BENERTHAREEFR

MacH BlldbZX K iPhone R HIIOSHappRl &, ERIRE:

espresso version: 11,0520

espresso version: 33,1117

mobilecv2: .0,1013

Process exited with status 0x0000002d

% lidb (lidb) (2]

MREHBIEX:

e /System/Library/Frameworks/Kernel.framework/Versions/A/Headers/sys/errno.h

e errno.h (apple.com)


https://opensource.apple.com/source/xnu/xnu-792/bsd/sys/errno.h.auto.html

/* Operation not supported */

-)

e 45 =ENOTSUP = Operation not supported
o BREAE: IdbIAIHAVRIE, AT
o [RE: appPIEMH T RIEIR
s BRFREIRE R ptrace Y PT_DENY_ATTACH HUEIET

MSEI ptrace B PT_DENY_ATTACH , ZHICHIAE4FAR:
e ptrace

PT_DENY_ATTACH

e syscall() = syscall + ptrace + PT_DENY_ATTACH

SYS_ptrace, PT_DENY_ATTACH

e sysctl ?

e svc 0x80 + syscall + ptrace = inline asm = ARMIC{R

mov X0, # ptrace

mov X1, # PT_DENY_ATTACH
mov X2, #

mov X3, #

mov X16, #

SVC #

GEEEEEE, HEIRE:

00000EEEOEC47002C loc_C47002C ; CODE XREF: _awemeMain
+541]

000000000C47002C MoV X0, #

000000000C470030 MoV X1, #

000000000C470034 MoV X2, #

000000000C470038 MoV X3, #

000000000C47003C MoV X16, #

000000000C470040 SsVC
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ida64 File Edit Jump Search View Debugger Options Windows Help % 0

[ X ) IDA -4 [ Copy iersfcrifan/dev/Di t/iOSReverse/ Ji i [iPhone7P-1341/i /! ks ore.frame:
B ey 1 Begin selection XL |sa ‘A& @ g o @ Fy Elﬁ x > [@ [ Nodebugger | e i g
T St 1]} III'I'I—II—
Select identifier i
Library function on Data | | Unexplored External symbol
[7] Functions window ~ Export data ot D@ ol Hex View-1 Y= @ D Occurrences of binary: 01100004 @ [A] Structur.. @ [F] Enun
i __text:000000000C4EFFFC STR NIR, (SP,d0x30%var 24]
Function name ok Code c | Segmer : Ttext: 0000000004 70000 ADRP ©_IESLaunchProtectePAGE
text: 000C470004 LDR xn, X8, #clasiRel ’
[7] +[AWELaunchMa : text ¥ text:000000000C470008 ADRP x8, £qvord 35023608mAcE : i
gif Data LR — ¥ Ttext:000000000€47000C LDR X1, [XB,#quord_3902360BPAGEOPF] ; char *
|I| +[AWERNAwemg e tex! % text:000000000C470010 ADD X4, SP, #0x3D+var_24
[AF Struct var... ) E % Ttext:000000000C470014 MOV xz, xn i
@A +[AWEUserNotifi ) __text ® text:000000000C470018 MoV
«F strings > o text:000000000C47001C BL magSend
[7] +[AWEWebpimag __text ® Ttext:000000000C470020 cBz o 20 _ca7002C
& Array... " ©  Ttext:000000000C470024 LDR w20, [sr,nxuuwu_m
IZ| +[AWERNBridge! __text ®  Ttext:000000000C470028 B loc_c47
3 Undefine \ “text: 7003¢ ;
[7] +[AWERNEventBi __text "text:000000000C47002C
R " , _toxti000000000C47002C loc_C47002¢ +CODE XREF: +5419
7 +[BlurViewManay ename | __texl o text:000000000C47002C WOV X0, $0xIR
" text:000000000C470030 MOV X1, #0x1F
[7] +[BVLinearGradii texi % text:000000000€470034 WOV x ;
Operand type | % text:000000000C470038 MoV
|Z| +[FFFastimageVi texi = ‘text:000000000C4T003C MOV
Comments v ® Ttext:000000000C470040 sve
[F] +[LRNAnimation __texi o text:000000000C470044 f_AWELaunchTimeTracker@PAGE
7] +[RCTVideoMana S69er's > | e : Piimsmesuy i, RS e
Struct . ® eext:000000000C470050 LDR X1, [XB,fquord 3893BFBEPAGEOFF] ; char *
II| +[RNVectorlcons pcts __text o text:000000000C470054 BL _sbje_msgSend
. 4 ___text:000000000C470058 MOV x29, Xx29
|I| +[RNViewShot lo Functions > tawi mt.uuuuunuuucl;ggsc BL _obje_retainhutoreleasedReturnvalue
MOV x22, X0
[7] +[Vibrancyviewn Patch program t98| Change byte A7 Aoxe :s,'mwd_lsususirm:
—————— . #quord_IBAAGOSEPAGEOFF] ; char =
[F] 4[AWERCTFound Other » Change word... ca7008C wov Wz, e
C470070 BL ubjc llgsanﬂ
[7] +{AWEDarkFores Pplugins > Assemble.. Et70074 woy B, 0 e
2] +[urview load) . .| [ Patchedbytes NP S i e .
[7] +[IESLiveResouc: Start Dictation... . , 470084 MoV . x21
i Apply patches to input file... C470088 MOV
[7] +[1ESLiveResouc. Emoil & Symbols A0 e U Y

Ei, BET:

NENRIEIFER
o svc 0x80 By MELCY SEIMAY syscall BY ptrace BY PT_DENY_ATTACH

BETENLE=R R

IE&k, 3d:
o RIENRIALFER
o svc 0x80 HY MESCH SLIAY syscall BY ptrace BY PT_DENY_ATTACH
rS% )
o RRIAIXHBIZNFE
o IBRBEAIARMICYRRY svc ox80 ISR NoP 359 =5516%
BRRE:

o HItE: E#E svc oxso HARMICERIEQIIAMIE T

o MRBZL, hEZERHHE
o BIR: BB TIDASTIIESER, 1€ svc oxso HHXIES, BHMRMNOPIES
o SR

IDA Pro ->BARMEE=1EPXNINEELRCHERS (FRERTT) -> Edit -> Patch Program -> Change
byte



& ida6a

File
@ @ |nA-J
e I "v |
-—l

i Library function
Functions window |
Function name 1
+[AWELaunchMa
+[AWERNAweme
+[AWEUserNotifi
[AWEWebplimag
+[AWERNBridgel
+[AWERNEventBi
+[BlurViewMana(
[7] +[BVLinearGradii
+[FFFastimageVi
|z| +[LRNAnimation\
+[RCTVideoManz
+[RNVectoricons
+[RNViewShot lo
+[VibrancyViewh
[AWERCTFound
+[AWEDarkFores
[F] +[uIview load)
+[IESLiveResouc
[F] +[IESLiveResouc

ZHM

Edit  Jump
{4 Copy

Begin selection
Select all
Select identifier

Search

Export data

@t Code

=f Data

@ Struct var...
«F strings

& Array...

> Undefine
&4 Rename

Operand type
Comments
Segments
Structs
Functions
Patch program
Other

Plugins

Start Dictation...
Emoji & Symbols

e ARMILCYRIES:

o svc 0x80 X4NAY_ #Hl=bytecode=FT343:

~gpcn

View Debugger Options Windows Help
®C Erslcrifanfdevf tfiOSReverse/ [exp [iPhone7P-1341/, ks ore.frame:
e @O bl @ v g X b 0 O Noiouoger € B’Bﬂl“i"

s __

on Data || Unexplored External symbol

HE F -
E E‘ 00 ed Hex view-1 @[ @ T Occurrences of binary: 01100004 @ [A] Structur.. @[] Enun
__text:000000000C4 6FFEC STR WER, (SP,#0x30tvar_24)
. Segmer ® Ttext:000000000€470000 ADRF XB, #classkef IESLaunchProtectPPAGE
2 ® Ttext:000000000€470004 LDR X0, [x8, #classRef 1ZSLaunchirotect IPAGEORE] ; void +
5 text ®  Ttext:000000000€470008 ADRP Squord 39023608 PAGE
C = ®  Ttext:000000000€47000C LDR xl, %8, #quord_3902360BPAGEOPF] ; char *
= text ®  Ttext:000000000C470010 ADD X4, SP, #0x30+var_24
O — - bext100000000004 70024 MoV x, ui
text ® text:000000000C4 70018 MOV X3,
S| ® rext:000000000C47001C BL objc magsend
text ®  text:000000000C4 70020 cBz WD, lae_c47002C
= “ text:000000000C4 70024 LDR e, [SP,tUwavar_Z‘]
text ® text:000000000C4 70028 B 9c_C
Ul 1 7003¢ ;
- tex "text:000000000C47002C
E— " £ext:000000000C47002C loc_C47002C E XREF: +5419
N texi 2 text:000000000C47002C WOV
B text:000000000C470030 MOV
tex ® text:000000000€470034 MOV
> . " text:000000000€470038 MOV
text ®  text:000000000C47003C HOV
S ®  Ttext:000000000€470040 sve
text ® text:000000000C4T0044 f_AWELaunchTimeTracker#PAGE
Sl ®  text:000000000C4T0048 LDR X0, [X8,#clasafiel AWELaunchTimeTrackerSPAGEOFF] ; vo
text % text:000000000C47004C ADRE X8, 389 3BFFAPAGE
E ®  text:000000000C4 70050 LDR X1, [X8, lqvorﬂ 3B93BPBAPAGEOPF] ; char *
> text ®  text:000000000C4 70054 BL objc_magSend
. . ___text:000000000C470058 MOV X29, X29
b4 taxi L] text:000000000C47005C BL _objc retainAutoreleasedReturnValue
C470060 MoV X22, X0
> Change byte... C470064 ADRP XB, #aqword_3BAAG0BEPAGE
- C470088 LDR . [, L #aword_3IEAAGUBRPAGEOFF] ; char *
C47006C MoV w2, #4
3 Change word... C470070 BL objc _magSend
C470074 e X0, X2z
> | Assemble... ca70078 BL “objc_releas
~y C47007C RDRF X3, #unk lssucu!p
N Patched bytes P carooso ADD X3, X3, Funk_196E8CONPAGEOFF
C470084 MOV X0, X21
Apply patches to input file... Ca70088 MOV X1, X20
yace \ e & _C4700BC MOV xz, #0
e T B T aaes . ARARAAAAARETIAARA - [ T I DR JR P

e e e e e e e-.e| stj™ .::: = iont i iu i i!ll-t I  :hil\psss- ii
© O Hex View-1 @ (T3 IDA View-A @ W Occurrences of binary: 0110 00D4 @ [A] Structur... @ (&)
“ | text:000000000CAEFFFC STR WZR, [SP,#0x30+var 24]
- text:000000000C470000 ADRP %8, #classRef IESLaunchProtectBPAGE
- _ text:000000000C470004 LDR X0, [X8,#classRef IESLaunchProtectRPAGEOFF] ; v
- _ text:000000000C470008 ADRP X8, #gword I502I60RPAGE
- _ text:000000000C47000C LDR X1, [X8,#gqword I502IG0RFPAGEOFF] ; char +*
- _ text:000000000C470010 ADD X4, 5P, #0xI0+var 24
-t __ text:000000000C470014 HOV X2, X21
. __ text:000000000C470018 HOV X3, X20
¥ text:000000000C47001C BL _objc_msgSend
. __text:000000000C470020 CBE Wi, loc_C4T7002C
- __text:000000000C470024 LDR W20, [EP #0xI0+var 24
oy __text:000000000C470028 B loc C4TOD9B
_ text:000000000C4T002C ; —--cccccccmcmmmm s s s s s s S E S S S E s S S S s SsSs s ssssssssssssssssmsa=
__text:000000000C47002C
__text:000000000C47002C loc C47002C ; CODE XREF: awemeMain+Sdti
__text:000000000C47002C o X0, #O0x1A
__text:000000000C470030 o X1, #O0x1F
__text:000000000C470034 o x2, #0
__text:000000000C470038 HOV X3, #0
__text:000000000C47003C HOV X16, #0
__text:000000000C470040 EVC O=B0
text:000000000C470044 ADRP X8, #classRef AWELaunchTimeTrackerf@PAGE

e e e e RS

LEAMEBD T

a2
=3
o
&

File offset

Original value

Values

¥ Patch Bytes

0xC470040
0x7ADO040
0110 00 D4 A8 26 FA FO 00 8D 47 F9 08 A1 FB FO

0110 00 D4 A8 26 FA FO 00 BD 47 F9 08 A1FB FO

Help Cancel

e Online ARM to HEX Converter (armconverter.com)

EiRER:
EE AR
e NOP$E<


https://armconverter.com/?code=NOP

o (ARMAY ArRMe4 B9, LE4bAYIRE: Little Endian )
s W AFTHi8=bytecode: 1F 20 03 D5

C alo “comi7cade=NOP DB E e Bt @ g
= Online ARM to HEX Converter & C _J®O0x B GDB/LLDB
Assembly code ARMS64
NoP X [« 1F20085 QT
z
ARM
« OOF020E3 oz
z
THUMB
« O0BF oz

Offset (hex)
0x 0 - for branch and LDR put hex value here

CONVERT

Successful conversions: 3192756 © 2022 i0SGods

BN, #@: o1 10 00 D4 A 1F 20 03 D5

Jata | Unexplored External symbol
5 @G HexView-1 @[ DA View-A @ ¥ Occurrences of binary: 01100004 @ [A] Structur.. @ [5]En
: 255l i

__text:000000000C46FFFC S5TR WIR, [SP,#0x30+var_24]
@ __ text:000000000C470000 ADRP X8, #classRef IESLaunchProtectRPAGE
8 _ text:000000000C470004 LDR Z0, [XB8,#classRef IESLaunchProtectBPAGEOFF] ; void
Y T text:000000000C470008 ADRF X8, #gword J902I60RPAGE
¥ Ttext:000000000C47000C LDR X1, [X8,#gword 3902360EPAGEOFF] ; char *
" __text:000000000C470010 ADD X4, 5P, #0xI0+var_ 24
. _ text:000000000C470014 OV x2, x21
: _ text:000000000C470018 HOV X3, x20
—text:000000000C47001C BL _objc_magSend
by __text:000000000C470020 CBE W0, loc C47002C
- _ text:000000000C470024 LDR W20, [SP,#0xI0+var_24]
- _ text:000000000C470028 B loc C470058
_ text 0000000000 70020 § mm s s e e mmmmmmmmsssmees
__text:000000000C47002C
__text:000000000C47002C loc C4T7002C : CODE XREF: awemeMain+S54t35
. _ text:000000000C47002C HOV X0, #0x1A
2 __text:000000000C470030 HOV X1, #0x1F
- __text:000000000C470034 HOV x2, #0
. __text:000000000C470038 OV X3, #0
- _ text:000000000C47003C HOV X16, #0
- __ text:000000000C470040 EVC 0=xB0
: . text:000000000C470044 ADRF X8, #classRef AWELaunchTimeTracker@PAGE
Tl 2
‘0 ® ¥ Patch Bytes :
i
(|
| Address 0xC470040
1
! File offset 0x7AD0040
1
{ Originalvalue 0110 00 D4 A8 26 FA FO 00 8D 47 F9 08 A1 FB FO
(|
{ : :
| Values 1F 20 03 D5 A8 26 FA FO 00 8D 47 F9 08 A1 FB FO (v]
.
|
1
| Help  Cancel
1

mir ok , BIRMEATH:

11
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® idaB4 File Edit Jump Search ew Debugger Options Windows

[ X ) IDA - AwemeCore.i64 (AwemeCore) [Users/crifan/dev/D: tfioOSReverse/, i [iPhone7P-1341/. /! k ore.framew

1&’)9‘*7 by By By B B 3w @D ﬁmﬁd‘ Fy # @i X - p @ O Nodebugger % &0 F

Library function [l Regular function ll Instruction Data [ Unexplored External symbol

Functions window 0@ &0 Hex View-1 @ [ © T Occurrences of binary: 0110 0004 @ (7] Structur... @ (=] Enumy
N __text:000000000C46FFFC STR WZR, [SPI'DIBU*VII 4]

Function name Segmer ©  text:000000000C470000 ADRP X8, #classhef TESLaunchProtect@PAGE
- e o Ttest:000000000c470004 LDR e T nl;;;:;;: IESLaunchProtecteTAGRORT) ; void *

& Ttext: ADRE #eword
él +[AWELaunchMainPlaceholder load] _t 2 text:000000000C47000C LDR X1, [X8, ;qwom 33023608PAGEOFF] ; char *

N A ext " text:000000000C470010 ADD X4, SP, #Ox3I0+var 24

é' +{AWER - load] _t 2 text:000000000C470014 Hov x2, xzi

exi text:000000000C470018 Hov X3, X20
él +[AWEUserNotificationManager load] _t = —hecio00000000ce 00iE . i

text:000000000C470020 CBZ W0, lec_c47002C
S| +[AWEWebpimageDecoder load] —tex ¥ text:000000000C470024 LDR Wab, [SF,#0x30+var_24]
[7] +[AWERNBridgeModule load] texi ® text:000000000C470028 B loc C470038
- ' 7002C ;

texi "text:000000000C47002C
% +[AW:NEventBroadcasur load] _t , _texti000000000C47002C loc_C47002C soxal, COVE KREFT awemeMainssdty

exd text:000000000C47002C Hov X0, #0x1A
7 {oveiesroradiennions e Ers = g =

: 5
£ +[BVLinearGradientManager load] - ﬂm = —rextioooooonuscerooss i 5 %
text:000000000C47003C M 0
[7] +[FFFastimageViewManager load] __te: = 123000800804 78030
[F] +/LRNAnimationViewManaaer load1 __texi ®  text:000000000C4T0044 B, #classRef AWELaunchTimeTracker@PAGE
BERT FRIRBMAX -
i{% ¥’ 1% ;il 7N ﬁu *

@ ida64 File Edit Jump Search View Debugger Options Windows Help t @ S & 0 B - B8 T Q2
08 AL M Copy 50 tersferifan/dev] ti / fexp iPhonefiPhone7P-1341/A ore.f ore.i6d
‘B Ec ey 4 Begin selection L pa Q@ ‘b gt @& Fyo#F m X p @ O Nodebugger

T T T _i

Select identifier o=
Library function an Data || Unexplored External symbol
Functions window  Export data OE Cl 00 O Hex view-1 @0 © ¥ Occurrences of binary: 01100004 @ [A] Structur.. @ [::|Enums @ = Imports  {
y text: STR WEIR, (SP,#0x30+var_24)
Function name ﬁ Cod -~ Segmel ' [ ADRP X8, #classRef_IESLaunchProtectd]
D ode s : ! LDR Xg. (X8, ”llllggguigié;unchymlc(IPM!W?] 3 void *
F] +[AWELaUnchMg ol Data p  —tex H = LDR X1, [XB,#qword ”uzzsmm:arrj ; char +
ADD X4, SP, #0x30+va
*[AWERNAWQH::I (@ Struct var... XQ —:em H = MOV Xz, x2i
+[AWEUserNot 5 —texi sl MoV X3, X20
[Awew ppimagil > _tex = cor e
+L shpimal & Array. " . o LDR w2, [sr,nx:qur 24)
+[AWERNBridge! __texi Tcext:000000000C470028 B loc c47005!
+[AWERNEventg, < Undefine U tex text:000000000¢47007C |
7] <{Bturvienttanat 5 Rename i o LIS o croae I
LA 1] y .
(7] v ¥ : i s ==
LE| +{BVLinsarGrach Operand type > —text ~ :u:t:uuuuuuuuucnuu:s MOV ﬁé 4£n
] sierrastimagevi >0 ,  —ter | o i
[7] +[LRNAnimation\ __text - ROEF in
Segments » o 00000000C470048 LoR X0, [X8,dclasiRef AWELaunchTimeTrackeréPAGEOFF] ; void =
[7] +[RCTVideoManz __texi ¥ text:000000000C47004C ADRP X8, 38938FBAPAGE.
[F] +[RNvectori Ak o texi H $0000000¢470034 o Bl LS e IR Shan
“[ ctoricong I —te B 1000000000C470058 wov ¥29, X29
[7] +[RNViewShotlo Functions > tavi C text1000000000¢47005¢ B Jobjo_retainautoreleassdReturnvalus
Patch ra 2> | Chi C470064 ADRF x8," IEARG0ERPAGE
% +[VibrancyViewh Brogrm s e caronss Lon ELL (36, 4vord_3SAR6OSUEAGETT] ) ohar *
| +[AWERCTFound Other > Change word... T - ohjc g
[7] +[AWEDarkFores Pplugins > Assemble... P i T .
@ +umiewiond] 7 patcned byes axp e o L
470084 X0, x2
[7] +[1ESLiveResouc L Bl Acply patches to input I - -1
E +[IESI.IveResouo o) Pl ¥ —— I ~ _em.uuuuuuuuﬁg:;ggg.n: :v x\z][l;plitntinnﬂaln

te4k, AT EIHRERXM, [REWIE: create backup



Data | Unexplored External symbol
D ©C Hexview-1 @[5 DA View-A = @ ¥ Occurrences of binary: 01100004 @ [A] Structur.. @[] En

__text:000000000C46FFFC STR WIR, [5P,#0x30+var_24)
T ot _ text:000000000C470000 ADRFP %8, #classRef IESLaunchProtect@PAGE
- __text:000000000C470004 LDR X0, [X8,#classRef_ IESLaunchProtectBPAGEOFF) ; woid
h| » _ text:000000000C470008 ADRFP X8, #gword_ 35023I60BFPAGE
¥ T text:000000000C47000C LDR X1, [XB,#qword_3902360EPAGEOFF] ; char *
h | ﬁ _ text:000000000C470010 ADD X4, 5P, #0xI0+var 24
© __text:000000000C470014 MOV x2, X21
h | it _ text:000000000C470018 MoV X3, X20
¥ text:000000000C47001C BL _objc_msgSend
1 4 _ text:000000000C470020 CBZ W0, loc C47002C
Y text:000000000C470024 LDR w20, [SP,#0x30+var_24)
h | . __text:000000000C470028 B loc_C4T0058
_ text i 000000000 A T 00— e
h | __text:000000000C47002C
_ text:000000000C47002C loc C47002C ; CODE XREF: awemeMain+54tj
h| i __text:000000000C47002C MOV X0, #0x1A
-t _ text:000000000C470030 HOV X1, #0x1F
h | "“ __text:000000000C470034 HOV X2, #0
© text:000000000C470038 HOV X3, #0
i - _ text:000000000C47003C HOV X16, #0
: _ text:000000000C470040 HOP
1 text:000000000C470040 HOF _ P ————
i & & ¥ Apply patches to input file GEOFF] ;
i
i F
Start EA HEADER:0000000000000000 [+ ]
1
1 End EA 0:0000000012666358 [~ ]
h
1 Input file F9623535BB/Aweme.app/Frameworks/AwemeCore.frameworkfAwemeCore £3
h |
i :
Backup file 23535BB/Aweme.app/Frameworks/AwemeCore.framework/AwemeCore.bak (2
i /
1
1 Create backup
1 Restore original bytes
1
1
1 Help cancel (D
i -
i I " text:000000000C4 70088
S BhHER xxx.bak

e Aweme.app/Frameworks/AwemeCore.framework/AwemeCore
o

e Aweme.app/Frameworks/AwemeCore.framework/AwemeCore.bak

A HRITREZEN:

-+ AwemeCore.framework
/Users/crifan/dev/DevRoot/i0SReverse/Aweme/exportFromiPhone/iPhone7P-1341/Aweme.app/Fra
meworks/AwemeCore.framework

-+ AwemeCore.framework

total

“rW=r=--r-- crifan staff 09:43 AwemeCore
“rW=r--r-- crifan staff 100 AwemeCore.backup
“rW=r==-r-- crifan staff 09:43 AwemeCore.bak

->

e AwemeCore
o 240666608

e AwemeCore.bak



o 240666608
) XHRINER, RENENEET,
B9, BE: ENEIPhone7H, EFTAIR.
RAMR:

EERERE, AIMIEERAdebugserver+lldb ZEIABEIE T :


https://book.crifan.org/books/ios_re_debug_debugserver_lldb/website/

RS

SIME = 10:04

s B % R

FOFRN
EIREANE. AXFBE. AIHESEEERNT,
SEEHINERE, T SROE.
FEEDEER

HAET

15
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R 18258
TODO:

o [FRfRR] wfiEidiPhone®RiOSHIapp

OSERFMSEIN, EFEEEXT, AEMELIAXFILEEE.
EREHIAR:

e MonkeyDev
e 1ldb+debugserver
e Frida
o |DA
o HtiA: HXIDARZMEAREFFCHITAIEZE, B/RAR HSER
MARABRONMG: TR FEFZ
e XcodelBid/\E
o XcodeF&: X OF
o LLDBIEIX /S
o EMIANEE: LLDB
crifan.org, {EFE ©Z4.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x 5 E#:
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http://book.crifan.org/books/xcode_dev_debug_summary/website/
https://book.crifan.org/books/popular_debugger_lldb/website/
https://creativecommons.org/licenses/by/4.0/deed.zh

Xcode

oS mEERE, XHFREEL app / Tl RIBEENFESD,
LE4b 2 FRIAIE, BEERERIRET Xcoderf & JHIULTE HRBY Xcode , BIRZEWNR, REZ:

o Xcode @At EE

o EGUIBIFZREM, Lt lldb+debugserver EANE A A E
o XcodelFiFEER/E R

o app / Z## FRIEAIXK = EEHEAEAR

HPREENE:

o EHEERAERINABIRFM
o YAl STIERFHFZRIIEIR
n A
» WIREXiInaA158SR G, BsELMERAET R, THEIIMRE
» SNMEBEBCSFHERIE: Mac FH codesign 45 app /| —ithl BEXR, Bk
iPhone[EHH] app / il
CRRES:
» EEHAREE - iOSEEAL: ERAMNE
= XinaA15BFEXF
» FHIEXER
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http://book.crifan.org/books/xcode_dev_debug_summary/website/
https://book.crifan.org/books/ios_re_ios15_jailbreak/website/xinaa15/
https://book.crifan.org/books/ios_re_codesign_ent/website/common_issue/process_debuggable/
https://book.crifan.org/books/ios_re_codesign_ent/website/common_issue/process_debuggable/xinaa15_builtin.html
https://book.crifan.org/books/ios_re_codesign_ent/website/common_issue/process_debuggable/self_do_resign.html
https://creativecommons.org/licenses/by/4.0/deed.zh

MonkeyDev

IR 7R
iOSi#mF&: MonkeyDevifix (crifan.org)
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lidb+debugserver

iOS#m@bY, FEiXAEZENEREN IR —2: w<ITHY 11db + debugserver

o MR
o FH codesign / 1did %48 debugserver BEE R, XiFEFE#HEMEALRE, B
Zl /usr/bin/debugserver , BNA]F5iPhonel#f#d debugserver HIMacimhy 11db EIFIXIOSH)
appiU#HIz T
e N
o OS¥EiFid: debugserver+lidb
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https://book.crifan.org/books/ios_re_debug_debugserver_lldb/website/
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o Frida
. A
= Android . i0s Wappi#@FNEF, RERANIREZ—
FERE: iOSH@HERE], B frida ] frida-trace ISR IBEE
— AR
= A world-class Dynamic instrumentation toolkit for developers, reverse-engineers, and

security researchers
= |nject JavaScript to observe and reprogram running programs on Windows, macOS,
GNU/Linux, iOS, watchOS, tvOS, Android, FreeBSD, and QNX
» FTT
= https://frida.re/
fE&: oleavr = Ole André Vadla Ravnas
= Github
= https://github.com/oleavr
= FEAE]

= NowSecure

= https://www.nowsecure.com/
o ¥fE
o JRIIFEHIE
v FEEIHFEE: Frida
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HidSRETR
TODO:

o [E18] TTETRAILLERILL: Reveal, Cycript., LLDBTools. chisel
e [iE&] XCode+MonkeyDevaSiAidilE: MRBEXFUIRBAFREEABEE

oS EMESER, UES, MappIREIAFEINNRAS TR, WM RE: BiiARETE
= BHIOSHapp R EIEIX TR

e Reveal
e Cycript
e (MonkeyDevfy) LLDBTools

e chisel
e FLEX
o Hfth

o LookinLoader
= https://github.com/creantan/LookinLoader

You Have:

For You

Kero Kero Bonito [ ]

-
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Reveal

TODO:

[EfER] FARevea BEREUIRE R REXTIZHMEXAENII
(iER] HPEXHRMMNEMH: pactions

[icx] @idRevea BETIET R YouTubel HiEx %

[ic®] &ZRevealZE&YouTubel ETHETE

ioOSFEH, ARBIAFETER, WRIFANIAZ—MZ: Reveal

o WEREA
o YouTube

Phone?_1331 (10S 13.31)

UlLabel

Xcode+MonkeyDevEZ&RevealififUISLETTE

T#i%%EReveal
MW _E T #ZIReveal#Jdmg
E: https://lwww.macwk.com Wi52022F10A5AB X, FiEiAla

N =t .
nj\s)—a—i’lﬁ'


https://www.macwk.com

BE30K BE30R —R
Baios >
[ XN J < Reveal

X 9 IE

“\

R

[ BeyondCompare > T Reveal.app_20230228.zip

T reverse_security >
2022

3 other >

& Reveal_24_(..wk.com.dmg

<A
T3 oldMac >
I Reveal.app.zip
R
0 BERE
[ aria2
[ calibre
3 cmake
2 ffmpeg
[ Flesh
[ Flutter
[ FrontEndDevTool
7 gitbook
3 httpd
& i4Tools_v1.19.005.dmg
7 java >
T3 Mac_macOs >
3 python >

$21E control £5E, BREHHF

C

EZ [N .webloc

£ terminal
3 V2Ray >
I VSCode-dar...-universal.zip

Q

e rtf
[ wordpress >

2022

3 android >
£ NTFS >
2 php >
3 Proxyman &
>
>

C
MacWk.com

#R Mac R R4 =

3 Slack
73 Troian 4 e I 1"
i = Reveal )

! Macintosh HD > @@ F3F > B8 crifan > B dev > [ dev_tool > [ reverse_security > @ I0S > B Reveal > & Reveal_24_(12917)__macwk.com.dmg

B8R Revealserver.framework hRZAN—3X

e Mac : Reveal.app HHY RevealServer.framework
o ERINMUE:

Support/Reveal/RevealServer/i0S/RevealServer.framework

/Users/{YourUserName}/Library/Application

e iPhone : FTIZ{THYZ MonkeyDev AIEREEFRNEY RevealServer.framework
o ERINMUE:

/opt/MonkeyDev/Frameworks/RevealServer.framework

ERRIRA—.

BN Reveal.app & iPhone THIXITSIREE:

Reveal_24_(12917)_macw

k.com.dmg
HRME - 31.6MB
=3
QiRE ) 2022 3140 22:05
fEEEdiE) 20224 3F14H 22:05
ERiTFRES )
e
©
3.

The operation couldn't be completed. The app is linked against an older version of the

Reveal library. You may need to update the Reveal library
app.

your



A

The operation couldn’t be
completed. The app is linked
against an older version of the
Reveal library. You may need to
update the Reveal library in your
app.

Show Reveal Library in Finder...

Show Integration Guide...

Cancel

fRIRINE:

R EMERAY:  show Reveal Library in Finder.. , SB&IFIH (HE] Mac ) FITHRAE

B RevealServer.framework

/Users/{YourUserName}/Library/Application
Support/Reveal/RevealServer/i0S/RevealServer.framework

RERKEENTE, FikiEH Monkeydev BY:

/opt/MonkeyDev/Frameworks/RevealServer.framework
El“lﬂ-o
E:
e /opt/MonkeyDev/Frameworks/
o z&MonkeyDevAYE ILAIERIARY L AR ER 1
o SHIREEroottXR

o FRAGSITEHIN, TEsudo, FNEIREZENE
o FinderRETEFHIN, FEMAHFIMacKHF I3

F xcode + Monkeybev ifif, ios Y app ( ipa )

HrhXcodeH 54 i =BEIS RIXT Rz Alog -

=11-17 186:48,259210+0700 TikTok 156373222
tocol Version

INFO: Reveal Server started

Pro



musically sically ) [ 1Phone7_1331 Running musically on iPhone7_1331 A1

! musically xcodeprof

Buldime (1)) Runtime
General ild Settings  Build Phases
llyDylib 1
+ & Unused Entity Issue PROJECT v identity
A Unused function mus
‘omt_unionName'
TARGETS
T Bundle Identifier com.
2022117

Bulld 1

~ Deployment info

Main Interface

Device O

Default
Hide status bar

Aa tains 2
7 BN e ARV ST Ao oeey ML 317 7w e o
e LR e D SR D e L o R
the w]lwmw application argument: -FIRAr yunnmnuuinuhlad (s¢ 'g00. g1/RTeP7r)
7 B58237+4708 TANTON[S752315375222) rescies SUTApplication: Beiileousdes
al APT Validation Enabled
SError init] called; this results in an invalid NSError instance.
Wi thoomain: code :userInfo: or
s adsaege shom only once.
282210017 10738148, 12266276700 TiKTOkLSTEE31973488) 7.5.0 - [Firebase/Analytics][1-4CSa00623] No pending snapshot to
sctivete. 8K name: pp meusurement
[SQLITERK_OK] Saved master info with 2 entries.
34748.23695249700 TAKToKL3752375373461] [Snankit] athe/vi/sontin trace id=F38DFATIAEIACISBCORSEASFALE
73222] INFO: Revesl Server started (Protocol Version 56)
ABInToWthLicenseArTay ¢ iMput parameters
ol

frooABR ffor : shuffer = Ox110800000
ral_paran. o8 621 etParsastune 12 not liptr
EffactSOK-1270 [bef ity _general 69] gethasderiFunc s not miLlpte
[Warning!unredirectedLogger T iamnTionr it 101 et Lasamen 612, 1-ntsuccess:
redirect nnrw nnnl 0. nllH(UKucMMc
2022-12-17 824240700 TiKTok[37623:5373468] 7.9.9 o/malyrion] (1-Acsesanna) amiyeics collsctien sasled
el uumsu.a 966730: ERROR: s1_client_socket_inpl. Tcc(1636)] hamisnake feitod; returs error code 1,

659 1217/183643. 988729 EROR:51_oLient_socket_iapl. co(1926)] handshake failed; retummed -3, SSL errur cods 1,
5059: 1117/188645. 232304 ERRORcartveri fy.pros_builtin.cel9)] Hlo nat_fetcher for perforing ATA chasing.

et mm proc_builtin.cc(859)] No net_fetcher for performing ATA chasing.
ocket_inpl.ce(1026)] handshake failed; returned -1, SSL error code

Al Output

#Reveal ServerlREZEB5

=W

. Eﬁ{%ﬂsi}ﬁ—%%RevealE’\]Iog%Started
» :\..\IL.\IEEReveaIE,]Eﬁr
o BNtLETEEBER, l:F'IEﬂReveaIzEStarted B2 [5% % Stoppediilog, NIFK T ReveallRE EF1Eig

7
o BBHEMVIE, Reveal2TiA{EAM

T MacHH] Reveal.app , EEZMFIXIRFEPAIappIFHE

Reveal -> File -> New Tab
/=il discovered FTERHiPhoneig& T
e
o B REtIRevealfld, FEEAEIPhonei®®E (FHapp)




@ Reveal File Edit View Canvas Navigate Window Help

o FRRINE:
» X[flReveal, EFReveal, B,
—RRIEBESHI2 M RH:
o Wifi
e USB

REEUSBRERERELY, FNA—RRREUSBRY

@ Reveal File Edit View Canvas Navigate Window Help

J;

TikTok

i05133.1

a Inspect our Sample App
e S e
G Integration Guide

1 mateh Contains & Done

ox 2euzsqu begain

:99,4:8,u:1]->(nul1)
ess: uum,m OutH:1636 inW:576 inH:1024
0x281023d48 begain
etalFilterl 199,1:8,u:1]->(null)
uth:B64 outH:1836 inW:676 inH:1024
o1 ox281023d40 begain
rocess, chain:MetalFilterEmptylp:0x280af45bo,0:101,118,u:8]->Hetal Filterl 199,118,u:1]->(null)
<av_ridao_processor_srtilter, m.nrn:esi.hb: ST process:@ OUtW:B64 outH:1536 inW:576 inH:1026
<av_video_p! _metal gain

10:101,1:9,u:8 1tert :99,4:0,u:1]->(nul1)
<av_video_processor_srfilter.mm,process,66> sr process: outW:B64 outH:1536 inW:576 inH:1024
<av_video_processor_metal.mm, process,59> processor:0x281023d4@ begain
i :101,1:0, uze]

) y ilterl 199,4:0,u:1]->(null)

<av_video_processor_srfilter.ms, 10 oUtW:B64 outH:1536 inW:576 inH:1024

<av_video_processor_metal begain
el

ilterl £99,1:8,u:1]->(null)

<av.

11 us ! 199,1:0,u:11->(nul1)
<av, wxdzn_prnc:lsnr srfilter.mm,process, 66> sr proces tu 864 outH:1636 inW:576 inH:1024
<av_video_processor_metal.mm,process 59> pm:nunt'mzﬂmzaﬂm begain

i 01,1:0,u:0] ilterL 299,1:8,u:1]->(null)
av.rideo proceswariertiltesim procers; 66 ax [proouss 18 i858 outis 1686 4rkiBTS dn1ibat
<av_video_processor. P2 gail

,0:101,118, u:@) ilterl 199,118,u:1]->(null)
<av_video_processor_srfilter.mm,process, 66> sr processi@ outW:BS4 outH:1536 inWi576 inH:1024

All Output &




Bl ] #4240 1E B8t applYUIRE TR T

o TikTok on iPhone7_1331 (i0§ 13.3.1)
O wiscreen
WETabarNowlconAndTextView

Application
fcon Badge Number 0

2 Uiimsgeview

Alternate Icon Name
© AWETabbarGeneralBution: *Profile”
O sublayers
ure Recognizers State
Ul Layout Direction
WETabBarNewlconAndTextview
I UlLabel: *Profile”
[ uimageView

Status Bar
~4-MPYolumeView
+ MPVolumeSider

[ UtmageView J
= Ulimageview

@ uiLabe:
@ uPButton Log in to follow accounts and e
Sublayers h .
like or comment on videos Identifer for Vendor B26E3753-
BEE7-4888-9E8C-9FAF100
[ UnimageView 40E
TranskionView Name iPhoneZ 1331
Utview
= Vode! iPhone
ZUlLayoutContainerview
Gesture Recognizers R D
ClUNavigationTransitonview System Nome 105
UIViewConrollerWrapperview i TR
Ui Orientation
[y —
Turvew
1L Ul idiom
TUXDiskogTopimagesection

Proximity
"Log in to follow accounts and i

B UiToxtView: *TikTok ks more fun when you foll_*

I TuXDialogActionSection s
Unview
® TUXButton: *Log in or sign up*

I UiButtonLabel: “Log in or sign up"
@ uiButton

O UiTextefrectswindow

MacH fx+iPhoneFHHRL R :

50 B % 0% O ¢m T Qg 4 NAVARE M
(] oo
View  Layer

@ 1ok Tiner 01
[ p—

Log in to follow accounts and
like or comment on videos

| Frr———
abea £nighicors
3 Onainal Saund. 83 Ouanalsaund 8 o
0 UtLabel: "Log I o follow accourts #ng 6.° o= R — vt
i — }

Rl DL
N Rapplt TTERFT T, BIARETabIRERAH L AIIRIFEE, ENRIRIE
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Refresh

E:

tt4bRefreshiZEIE R ER), [RER: LA TiktokiJappfIUIRETERNET A E, SH—EEME, BEM
BABETEER, FRLATIERIFR

AE—MREAME, FUERXEEN, EfREERIRE, MMoapp L&HIFEITRN.
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Cycript

TODO:

o [EofER] ACycriptEERIBVIREITENIH X TIRMRETE
o [Ef#IR] AMonkeyDevHCycriptZEiEIXYouTubeUITIERITTE

OSERMIFIAFETTRITR, hAM<LITHN: cycript

e Cycript
o BN
= http://www.cycript.org/
. A
= http://www.cycript.org/manual/
o BRAAEHN
= Cycript Tricks - iPhone Development Wiki
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http://www.cycript.org/
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https://iphonedev.wiki/index.php/Cycript_Tricks
https://creativecommons.org/licenses/by/4.0/deed.zh

Cycript#Jia L1z

o CycripEMERE =418t
o Sileo / cydia HAZ3E cycript $HEEFENR]
« SR
» NIRSH, FERRINREIR:
» https://strap.palera.in/
» AEEEE: cycript , FEE, A
= R


https://strap.palera.in/

A HIRIR

LSIME F

Bt

Cycript
Jay Freeman (saurik)

#18 EFEE

runtime execution server and disassembler

BRI

‘ paleraln strap >
EXRRNREGE
hiw ZS 0.9.594-procursus
ERREERNE >

cycript (0.9.594-procursus)

* B @ B QqQ

i) R LALS O] RE

32



LSIME = T4 5:37 (2]
< IR[E ERRIXH

|
v usr/
v bin/
cycript
v lib/
v cycript0.9/
» com/
» org/
libcycript.cy
libcycript.db
libcycript.dylib

libcycript.0.dylib

*x 8 @ 8 Q

. g BRI Ly BER
» J50H



UL RSN

» Sileo &% cycripta B ik 2 H LR EFRET

= adv-cmds

LSIME 2

adv-cmds
Procursus Team
E EHE

cap_mkdb, colldef, finger, gencat, last, locale,
Isvfs, tabs

BRI

‘ paleraln strap >
BRENSHE
AR 199.0.1
ERRGEARAR >

adv-cmds (199.0.1)

* B @ B8 Q

" #hie] PR BEa EE®
» Substitute

34



IR IR

LSIME 2

{ Ha

Substitute
(=) =+

E3 EFAE

Substrate substitute for code substitution

ER 1T

- paleraln >

ERRNRGE

TN 2.31+9.9200ddd5
ERREERT >

com.ex.substitute (2.3.1+9.9200dddb5)

* B @ B Q

. #hig) SR LydLa ] g%
» SEE#HR: Substitute

35



NI IR

B
Xt

iTunes Store Watch

paleraln

v

Apple Store Substitute

e

= Substrate Safe Mode

36



VIR IRR

- Substrate Safe Mode -
u Jay Freeman (saurik) e

15 EFTEE

safe mode safety extension (safe)
BENA >
RTR

. paleraln >

ERRNRGE

hR A 0.9.6005
ERRGEANT >

com.saurik.substrate.safemode (0.9.6005)
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L3 Cycriptiz
B AR RIS R Z 3 S04

iPhone8-150:~ root# which cycript
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/usr/bin/cycript

BEEREE:

iPhone8-150:~ root# cycript --help
cycript: unrecognized option '--help'
usage: cycript -¢c. [-p pid name -r hostiport script arg
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CycriptiE AR E

cycript PID_or_AppName
BN cy# FFKRUGLITHE, EIRTIEANNIN, AIUFRIELT
CycriptPER&<
X ObjCY RAHS

UIApplication sharedApplication

UIApp.keywindow.recursiveDescription  .toString

var topView UIApplication sharedApplication keyWindow subviews lastObject
topView recursiveDescription .toString

var p new Instance 0x157d1e200

HEN&RBETTE/EO
HRHRR, 0SHOICHRRRINEED:

UIApplication sharedApplication keyWindow subviews  lastObject

B ECycriptd:

UIApplication sharedApplication keyWindow subviews lastObject recursiveDescrip
tion .toString

var topView UIApplication sharedApplication keyWindow subviews lastObject
topview recursiveDescription .toString

FTENTIEF1E
EBMEview:

cy UIApplication sharedApplication keyWindow| subviews lastObject
#"<UITransitionView: 0x11f9059e0; frame (0 @, 375 667); autoresize = W+H; layer
Layer: 0x280129300>>"

<CA
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e 5%: recursiveDescription

e H:! tosString
BD:

var topview UIApplication sharedApplication keyWindow| subviews lastObject
topview recursiveDescription .toString
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BEERN, RibZEFHEARIXS N AL R £
o LB

o FEMREMEIL

TARBRE T &R

UIButtonLabel: 0x107dacb10; frame text opague NO: userI
nteractionEnabled NO: layer _UILabellLayer: 0x2823f0460

I E24R Rt R
_UIButtonBarButton: 0x107d97600 frame tintColor UIDynamicSystemCol

or: 0x2815a6dc®: name systemBlueColor & gestureRecognizers NSArray: 0x280fefdbl
layer CALayer: 0x2801f8560

-) MRy

cy# var nextStepBtn2 = #0x107d97600

#""<_UIButtonBarButton: 0x107d97600; frame = (0 0; 60 44); tintColor = <UIDynamicSystemC
olor: O0x2815a6dc®; name = systemBlueColor>; gestureRecognizers = <NSArray: 0x280fefdb0O>
; layer = <CALayer: 0x2801f8560>>"

cy# [nextStepBtn2 allTargets]

NSSet setWithArray:@ #"<_UIButtonBar: 0x283fb7cf@> < _UIButtonBarStackView: 0x107da4c90
; frame = (307 6; 60 44); layer = <CALayer: 0x2800665e0>> buttonBar=0x283fbh7cf@\nmetric
s=0x2815caccO layout=0x280T60270 groupLayouts=0x102blaa70 views=0x280f9af70 guides=0x28
07f99bcO activeConstraints=0x280f602d® minimumInterItemSpace=8.000 minimumInterItemSpace
Anchor=0x2823c34d0 flexibleSpaceEqualSizeAnchor=0x2815c89c0 minimumInterGroupSpaceAncho
r=0x2823c1270\nbarButtonGroups={\n<UIBarButtonItemGroup: 0x2823c3070> barButtonItems={\
n\t<UIBarButtonItem: 0x107d75ef0> target=0x107d80750 action=_nextButtonSelected: title=
"\xe4\xb8\x8b\xed4\xb8\x80\xe6\xad\xa5'\n}\n} ", #"<_UIButtonBarTargetAction: 0x2801fbdc®

>"11]

FEg:

e nextButtonSelected:

Cycript&s Il [a] &
B/REIE

M cycript -p Preferences T3t
[RE: BRAbugs & EH it RARE
fRRE: ZILR,

BHEERRT:
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L fae

cy# var topView = [[[[UIApplication sharedApplication] keyWindow] subviews] lastObject]
#"<UITransitionView: 0x11f9059e0; frame = (0@ 0; 375 667); autoresize = W+H; layer = <CA
Layer: 0x280129300>>"

cy# [topview recursiveDescription].toString()
‘<UITransitionView: 0x11f9059e0; frame (0 @; 375 667); autoresize - W+H; layer CAL
ayer: 0x280129300
UIDimmingView: 0x107eaci70; frame - (-375 -667; 1125 2001); opaque - NO; gestureR
ecoghizers NSArray: 0x280f2c960 ; layer CALayer: 0x280129340
UIDropShadowView: 0x107ed9e70; frame - (0 40; 375 627); gestureRecognizers NSA
rray: 0x280f2f810 ; layer CALayer: 0x2801289c0
_UIRoundedRectShadowView: 0x107e51ab@; frame (-150 -150; 675 927); alpha
0; opaque - NO; autoresize - W+H; userInteractionEnabled - NO; layer CALayer: 0x2801
29180
UIView: 0x107e812f0; frame (0 @; 375 627); clipsToBounds - YES; autoresize
W+H; layer CALayer: 0x280128160
UIView: 0x107ed6ff0; frame (06 @; 375 627); autoresize - W+H; layer
CALayer: 0x280128c00
UILayoutContainerView: 0x107ece570; frame (06 0@; 375 627); clipsT
oBounds - YES; autoresize - W+H; gestureRecognizers NSArray: 0x280f2f060 ; layer
CALayer: 0x280128940
UINavigationTransitionView: 0x107e3fc00; frame (6 0; 375 627
); clipsToBounds - YES; autoresize - W+H; layer CALayer: 0x280128560
UIViewControllerWrapperView: 0x107dd34a@; frame (0 0;
375 627); layer CALayer: 0x280174200
AAUIBuddyView: 0x107d85760; frame (6 0; 375 627);
layer CALayer: 0x2801f5a60
UITableView: 0x1081a0600; frame (0 0; 375 627
); gestureRecognizers NSArray: 0x2807fd3de® ; layer CALayer: 0x2801f6760 ; content
offset: {0, -56}; contentSize: {375, 524.5}; adjustedContentInset: {56, 0, 0, 0}; dataS
ource: -AAUISignInViewController: 0x107ec9ab®
UITablevViewCell: 0x107d3ed10; frame (@
155; 375 60); text '"Apple ID'; autoresize - W; layer CALayer: 0x2801f45a0
_UISystemBackgroundView: 0x107daee70;
frame (06 ©; 375 60); layer CALayer: 0x2801f5040 ; configuration UIBackgroundCo
nfiguration: 0x283593480; Base Style - List Grouped Cell; backgroundColor UIDynamic$S
ystemColor: 0x2815b4ac@®; name - tableCellGroupedBackgroundColor
UIView: 0x107daf@30; frame (0
0; 375 60); layer CALayer: 0x2801f4dse
UITableViewCellContentView: 0x107dad
8d0; frame (0 0; 375 60); gestureRecognizers NSArray: 0x280fff2a0 ; layer CALay
er: 0x2801f5320
UITableViewLabel: 0x107dadf20;
frame (16 19; 66.5 20.5); text 'Apple ID'; userInteractionEnabled - NO; layer _u
ILabellLayer: 0x2823db250
UITextField: 0x10814f400; frame
(124 19; 245 22); gestureRecognizers NSArray: 0x280ffc630-; placeholder - \u7535\u
5b50\ug0ae\ud4ef6\u6216\u7535\u8bdd; borderStyle - None; background _UITextFieldNoBac
kgroundProvider: 0x2802b7ef@: textfield -UITextField 0x10814f400 -; layer CALayer: ©
X280115300
UITextFieldLabel: 0x107dad
c40; frame - (0 1; 245 20.5); text '"\u7535\u5b50\u90ae\udef6\u6216\u7535\u8bdd'; opaq
ue - NO; userInteractionEnabled - NO; layer _UILabellLayer: 0x2823db1b0
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_UITextLayoutCanvasView: 0
x107dac8b@; frame - (0 ©; 245 22); userInteractionEnabled - NO; layer CALayer: 0x280
1f68a0

_UITextLayoutFragment
View: 0x107dc3670; frame - (0 17; © 1); opaque - NO; userInteractionEnabled - NO; layer
CALayer: 0x2801ed3860
_UITableViewCellSeparatorView: 0x107
d49c00; frame - (0 59.5; 875 0.5); layer CALayer: 0x2801ecla®
_UITableViewCellSeparatorView: 0x107
d49da®; frame - (0 ©; 375 0.5); layer CALayer: 0x2801ee500
_UIScrollviewScrollIndicator: 0x107e653c0;
frame - (8 565; 369 3); alpha = 0; autoresize - TM; layer CALayer: 0x28041dbc@
UIView: 0x107ee4cl0; frame (06 0; 8
69 3); layer CALayer: 0x28041e6e0
UITableViewHeaderFooterView: 0x107dc4a40;
frame (06 ©; 875 155); text "', autoresize - W; layer CALayer: 0x2801ef920
_UISystemBackgroundView: 0x107d725f0;
frame - (0@ 0; 375 155); layer CALayer: 0x2801ef380-; configuration UIBackgroundC
onfiguration: ©x288592e80; Base Style - List Grouped Header/Footer; backgroundColor - U
IExtendedGrayColorSpace 0 0
_UITableViewHeaderFooterContentView:
0x107dc4c70; frame - (@ ©; 375 155); layer CALayer: 0x2801ecbhe®
AAUIHeaderView: 0x107e67860; fr
ame - (0 0; 375 155); layer CALayer: 0x280128ec@

UIStackView: 0x107ea34c0;

frame - (16 0; 343 119); layer CALayer: 0x280129ae0
AAUILabel: 0x107e7a630
; baseClass - UILabel; frame (0 0; 843 42); text 'Apple ID'; userInteractionEnabled
NO; layer _UILabellayer: 0x2823d10e0
AAUILabel: 0x107ecdad®
; baseClass - UlILabel; frame (0 53.5; 343 65.5); text "\u4f7f\u7528Apple\xa@ID\u767
b\u5f55\u4ee5\u4f7f\u7528iCloud\us548c\u5176\u4ed6A...'; userInteractionEnabled = NO; la
yer _UILabellLayer: 0x2823d0dc®
UITableViewHeaderFooterView: 0x107d8c370;
frame (6 215; 375 309.5); text ''; autoresize - W; layer CALayer: 0x2801e9a60
_UISystemBackgroundView: 0x107db9210;
frame (6 0; 375 309.5); layer CALayer: 0x2801eb1a® ; configuration UIBackgroun
dConfiguration: 0x28358c780; Base Style - List Grouped Header/Footer; backgroundColor
UIExtendedGrayColorSpace 0 0
_UITableViewHeaderFooterContentView:
0x107d740¢c0; frame (0 0; 375 309.5); layer CALayer: 0x2801ea3coO
AAUIBuddyView: 0x107d570d0; fra
me (6 0@; 375 309.5); layer CALayer: 0x2801ef880

UIStackView: 0x107d4effo;

frame - (16 23.5; 343 286); layer CALayer: 0x2801ef2c0
AAUIButton: 0x107d9de
50; baseClass - UIButton; frame (90.5 0; 162.5 20.5); opaque - NO; layer CALayer:
0x2801ee320
UIButtonLabel: ©
x107d906d0; frame (-0.5 -0.5; 163 21); text "\u6cal\u6709\u6216\us5tfd8\usbb®Apple ID
\uffif'; opaque - NO; userInteractionEnabled - NO; layer _UILabellLayer: 0x2823cc050

AAUIServiceIconView:
0x107d909c0@; frame - (26.5 66.5; 290 40); layer CALayer: 0x2801edc6@
UIStackView: 0Ox1
07d90b40; frame - (0 O; 290 40); layer CALayer: 0x2801ede4®
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UIImageView
1 0x107d96650; frame - (0@ O; 40 40); opaque - NO; userInteractionEnabled - NO; layer
CALayer: 0x2801edce®
UIImageView
i 0x107de6150; frame - (50 O; 40 40); opaque - NO; userInteractionEnabled - NO; layer
CALayer: 0x2801ef560
UIImageView
i Ox107de6460; frame - (100 O; 40 40); opaque = NO; userInteractionEnabled - NO; layer
CALayer: 0x2801ed480
UIImageView
i 0x107dd1400; frame - (150 O; 40 40); opaque = NO; userInteractionEnabled - NO; layer
CALayer: 0x2801ef2a®
UIImageView
! 0x107d8e4a0; frame (200 0; 40 40); opaque - NO; userInteractionEnabled - NO; layer
CALayer: 0x280l1ecea®
UIImageView
i 0x107d2a390; frame (250 ©; 40 40); opaque - NO; userInteractionEnabled - NO; layer
CALayer: 0x2801edea®
AAUITextView: 0x10400
8200; baseClass - UITextView; frame (14 122,5; 315.5 54.5); text '"Apple ID\u662f\u6
0a8\u7528\ud4e8e\uB8bbf\u95ee\u6240\u6709Apple\u670d\u52a1\u7684\us5e10..."'; clipsToBounds
YES; gestureRecognizers NSArray: 0x280fd6a9@ ; layer CALayer: 0x2801f9fa® ; con
tentoffset: {0, 0}; contentSize: {315.5, 54.5}; adjustedContentInset: {0, 0, 0, 0}
_UITextLayoutVie
Wi 0x102e044a0; frame - (0 0; © 0); layer CALayer: 0x2801fadcO
_UITextContaine
rview: 0x102e24f50; frame - (0 0; 315.5 54.5); layer CALayer: 0x2801fbe60 - minSize
{0, 54.5}, maxSize - {315.5, 54.5}, textContainer NSTextContainer: 0x283188000 size
(315.500000,38.500000); widthTracksTextView - YES; heightTracksTextView - YES-; exclu
sionPaths - 0x1f78db500; lineBreakMode - ©
_UITextView
CanvasView: 0x102e20e60; frame (0 0; 315.5 54.5); userInteractionEnabled - NO; layer
_UITextTiledLayer: 0x2832ae7f0
_UIScrollviewScr
ollIndicator: 0x107ec83260; frame (3 48.5; 309.5 3); alpha - 0; autoresize - TM; layer
CALayer: 0x28041c3e0
UIView: 0Ox1
07eb14b0; frame (6 0; 309.5 8); layer CALayer: 0x28041d5e0
_UIScrollviewScr
ollIndicator: 0x107e518f0; frame (309.5 3; 3 48.5); alpha - 0; autoresize LM; layer
CALayer: 0x28041d600
UIView: Ox1
07ead220; frame (06 0; 3 48.5); layer CALayer: 0x28041c2a0®
OBPrivacyLinkButton:
0x107d6a250; baseClass - UIButton; frame (0 193; 343 93); opaque - NO; layer CALay
er: 0x2801e8a60
UIView: 0x107d6a
550; frame (0 0; 343 93); userInteractionEnabled - NO; layer CALayer: 0x2801ea7c0®

UITextView:

0x108214800; frame (1 29.5; 341.5 63.5); text '\u60ag8\u7684Apple\xa®@ID\u4fel\u606f

\u7528\u4e8e\u767b\u5f55\u65f6\u542T\u7528Apple\u670d...'; clipsToBounds - YES; userInt

eractionEnabled - NO; gestureRecognizers NSArray: 0x280fe3e40 ; layer CALayer: 0x

2801eaf60 ; contentOffset: {0, 0}; contentSize: {341.5, 63.5}; adjustedContentInset: {0
/ 0! 01 9}

_UITex
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tLayoutView: 0x107d77150; frame - (0 O0; @ 0); layer CALayer: 0x2801e8120

_UITe
xtContainerview: 0x107d76da®; frame - (0 ©; 841.5 63.5); layer CALayer: 0x2801e8160
minSize - {0, 68.5}, maxSize - {341.5, 63.5}, textContainer NSTextContainer: ©x2831
b3160 size - (341.500000,63.500000); widthTracksTextView - YES; heightTracksTextView
YES~; exclusionPaths - Ox1f78db500; lineBreakMode - 0

UITextViewCanvasView: 0x107d76fb@; frame (0 @; 841.5 63.5); userInteractionEnabled
NO; layer _UITextTiledLayer: ©0x28328b840

_UIscr
ollviewScrollIndicator: 0x11f9154a0; frame (8 57.5; 385.5 3); alpha = 0; autoresize
T™; layer CALayer: 0x28041d740

U

IView: 0x107eafe80; frame - (0 0; 335.5 8); layer CALayer: 0x28041c080
_UIScr

ollviewScrollIndicator: 0x107ed65a@; frame (3885.5 3; 8 57.5); alpha =~ 0; autoresize
LM; layer CALayer: 0x28041c420

U

IView: 0x107e9c4a@; frame - (0 0; 3 57.5); layer CALayer: 0x28041d900
OBTintInher

itingImageView: 0x107d77b30; baseClass - UIImageView; frame - (156.5 0; 30 24); opaque
NO; userInteractionEnabled - NO; tintColor UIDynamicSystemColor: 0x2815a6dc0®; name
systemBlueColor-; layer CALayer: 0x2801eb9e0

_UIScrollviewScrollIndicator: 0x107ec93b0;
frame - (869 105.5; 3 462.5); alpha - 0; autoresize - LM; layer CALayer: 0x28041f0cO

UIView: 0x107e1b0d0®; frame (06 0; 8
462.,5); layer CALayer: 0x28041e5e0
UINavigationBar: 0x107e957e0@; frame (0 @; 375 56); opaque
NO; autoresize - W; layer CALayer: 0x2801288e0
_UIBarBackground: 0x107eadd90; frame (0 @; 375 56); us
erInteractionEnabled - NO; layer CALayer: 0x2801288c0
UIImageView: 0x107d99450; frame (0 @; 375 56); al
pha - ©®; opaque - NO; userInteractionEnabled - NO; layer CALayer: 0x280174360
_UIBarBackgroundShadowView: 0x11f908b20; frame (0
56; 375 0); layer CALayer: 0x280129440 - clientRequestedContentView effect-none
_UIBarBackgroundShadowContentImageView: 0x107e
aa210; frame (0 0; 375 0); alpha - 0; opaque - NO; autoresize - W+H; userInteractionE
nabled - NO; layer CALayer: 0x280129100
_UINavigationBarContentView: 0x107ed4fa@; frame (0 0;
375 56); layer CALayer: 0x280128880 layout-0x107el1a430
_UIButtonBarStackView: 0x107df1d90; frame (8 6; 46
44); layer CALayer: 0x2801f7520 - buttonBar- 0x283fbc5a0
_UIButtonBarButton: 0x107de7110; frame (0 0;
46 44); tintColor UIDynamicSystemColor: 0x2815a6dc®; name - systemBlueColor-; gestur
eRecognizers NSArray: 0x280f2a3a0 ; layer CALayer: 0x2801f4280
_UIModernBarButton: 0x107efi1fd@; frame (
8 11; 38 21.5); opaque - NO; userInteractionEnabled - NO; layer CALayer: 0x280129b20

UIButtonLabel: 0x107ed0070; frame (
0 1; 85 20.5); text '\u53d6\u6ds8'; opaque - NO; userInteractionEnabled NO; layer
_UILabellLayer: 0x2823d26c0
_UIButtonBarStackView: 0x107dccc80; frame (307 6;
60 44); layer CALayer: 0x2801f4440 - buttonBar-0x283fbc4b0
_UIButtonBarButton: 0x107d2b8b0®; frame (0 0
60 44); tintColor UIDynamicSystemColor: 0x2815a6dc®; name - systemBlueColor-; gestur
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~ APPLESTORE
= capture
& debug
& AppleAccount
@ cycript
® preferences_key.
¥ topView.coffee
¥ Ildb_po__NSXPC..
¥ iidb_po_ACAccou.
¥ lidb_po_AMSProm.
¥ lidb_po_NSNot
B lidb_po_NSNotific.
™ frida_crash
W gProcessinfo
™ infoPlist
™ iPhonetl_log
> m lidy
B dynamicDebug
s fromiPhones
= fromiPhonet!
™ head
™ ipa
s other

™ staticAnalysis

F lidb_po,

NSXPClnterfac

AppleAccount

@x107eac170; frame = (-375 -667; 1125 2001)
OxL07ed9e70; frame = (0 40; 375 627)
i i 8x107e51ab0; frame = (~150 -150; 675 927); alpha

i 0x107e8120; frame = (0 0; 375 627); clipsToBounds
+ 8x107ed6f0; frame =

opaque

(8.0; 375 627); autoresize =
0x107ece570; frame = (0 0; 375 627)
x107€3fc0; frame

iev: 0x107dd3420; frame = (0 0;
0x107d85760; frame = (0 ©; 375 627)

: 8x107d3ed10; frame = (0

0x107daee70; frane = (0 8; 375 60); layer = <CAlayer: 0x2891f5048>; configuration

(0 0; 375 60); laye:

cu: 0x107dadedo; frane
: 0x107dadf20; frame

: 0x108141400; frame

: 0x107dafe30; frame

: 0x107d49c00; frame
0x107d49da0; frame

NO; gestureRecognizers
gestureRecognizers = <NSArray: @x28

YES; autoresize

0x10810600; frame = (0 @; 375 627); gestureRecognizers = <NSArray: 0x288fd3ded>; layer =

1 0x107dadcd0; frame = (0 1; 245 20.5); text

O Applestore

[ = I

[ Untitled-:

W Preferences ¥ topView.coffee X

m -

yer: €x280129300>>
NSArray: 0x28012c960>

0r21810>; layer

opague = NO; autoresize

Wty layer

layer =

X2801289c0>>
WeH; userInteractionEnabled
<CALayer: 0x260128160>>

0x280129340>>
-9

NO; layer = <CALayer: 0x280129180>>

WH; layer = <CALayer: 0x280126c00>>
cLipsToBounds
(0 ®; 375 627); clipsToBounds

autoresize = Wt

layer = i 0x280128940>>
autoresize

<CALayer:

gestureRecognizers = <NSArray: 0x28012f06e>
i+Hi; layer = <CALayer: 0x260128560>>
375 627); layer

0x280174200>:
; layer = <CALaye:

0x2801f5260>>
: 0x28016760>; contentOffset: {0, -56
155; 375 60); tes

}; con
layer = <CALayer: 0x280174520>>

- : 0x283593¢
<CALayer: 0x2801f4d80>>

(0 0; 375 60); gestureRecognizers
(16 19; 66.5 20.5); text

(114 19; 245 22); gestureRecognizers

<NSArray: 0x280fff2a0>,
10'; userInteractionEnabled
<NSArra)

ayer
NO; layer
2807c630>; placeholder

0x280175320>>
<_UILabellayer: 0x2823db2.
u7535\uSb50\u90ae\ udefE\uE21t
dd'; opaque = NO; userInteractic
NO; layer = <CALayer: 0x2801f68a0>>
NO; userInteractionEnabled = NO; layer
<CALayer: 0x280leclad>>
<CALayer: 0x2801ee500>>

= '\u7535\usb50\u90ae\udeT6\UE216\u7535\uBb
userInteractionEnabled

(0.17; @ 1); opague
(0.59.5; 375 0.5); layer

(0 0; 375 0.5); layer =

dac8bo; frame = (0 0; 245 22);
0x107dc3670; frame

<CALayer: 0x2801ed3t

+ 0x107€653c0; frane = (3 565; 369 3); alpha = 0; autoresize = T; layer = <CALayer: 0x28041dbco>>

(0 0; 369 3); layer

+ @x107dc4adn;

0x107d725f0; frane

: 0x107e67860; frame

0x107ea34c0;

8x107ecdad

+ 0x107db9210;

0x107daef 0;

: 0x107d9de50; baseClass = UIButton; frame = (99.5 0; 162.5 20.5); opague = N

0x107d909c0; frame
: 0x107d90b40; frame

: 0x107de6150; frame =
2
: 0x107d8eda; frame

0x107d22390
1 0x104008200; baseClass = UITextView; frame = (14 122.5; 315.5 54.5); text =

frame
: 8x107e72630; baseClass = UILabel; frame =

0x107d740c0; frane
1 0x107d570d0; frane = (0 0; 375 309.5); layer = <CALayer: 0x2801ef880>>
frame

| i

| <<_UITextContainerView:
I

I

<CALaye:
(0 0; 375 155); text

(0 0; 375 155); layer
0x107dcac70; frame

frane = ; autoresize = W; layer = <CALayer:

<cALaye

(0 0; 375 155); layer

(0 0; 375 155); layer
(16 0; 343 119

0x2801€920>>
0x2801€380>; configuration

<CALayer: 0x2801lecbe0>>
<CALayer: 0x280128ece>>
<CALayer: 0x2891292e0>>
= (0.0; 343 42); text =

: 0x28359:
layer

ID'; userInteractionEnabled = NO; layer =
baseClass

= <_uItat
pL \uaf7f\u
frane configuration

5 : 0x283
0x2801ea3c0>>

375 309.5); layer

(16 23.5; 343 286); layer = <CALayer: 0x280lef2ce>>

<CALayer: 0x2801ee320>>
bboARp:

07d906d0; frame = (-0.5 -0.5; 163 21); text

290 40); layer
layer
(0 0; 40 40)

“\ubcal\u
<CALayer: @x2801edc60>>

<CALayer: 0x2801ededd>>

opaque = NO; userInteractionEnabled = NO; layer

(50 0; 40 40); opaque = NO; userInteractionEnabled = NO; layer =
(100 0; 40 40) ; opaque tayer

0; layer =
16\ TO\Uff1f'; opaque = NO; «
0x107d96650; frane <CALayer: 0x2801edced>:
<CALayer: @x2801ef560:
<CALayer: 0x2801edd8(
<CALayer: 0x2801ef2at
<CALaye
<CALay

107de6460;
0x107dd1400

frane
frane

; layer
layer

2801eceat
frane

(250 0; 40 40); opaque 0x2801edeat

No:
userInteractionEnabled = NO:
apple  ID\u6
102¢04420; frame = (0 0; 0 0); layer

0x102624150; frane = (

8x102e20e6:

<CALayer:
; 315.5 54.5); layer
(80; 315.5 54.5

0x2801fadc0>>

x2801fbe6@>> minsize = {0, 54.5}, maxSize =

; frane ; userInteractionEnabled = NO; layer
o

< UITextTiledlayer: ¢
0x107ec3260; frame = (3 48.5; 309.5 3); alph: autoresize = TM; layer = <CALayer: 0x28041c3¢
gilocate 77 34, 51 143 (EkH8) = UTF-8 _LF Coffeescript

QPretier & 0
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LLDBTools

TODO:
o [Ef#*] FAMonkeyDevAJLLDBToolsEFTENUIREITE

oS ENEAIXNRE TR, WA MonkeyDevAy LLDBTools MIEX®L, MEREITRER.
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chisel

chisel AHRTE £fE:: LLDB (M, HFAEowS, HAIMANR, WitTERETE,
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FLEX

TODO:

[2212] iOSHYiPhonet A A AE X ENIR

IOSHESRIEM FLEX , AJLARSREEENAIXIOSAappi R E TR,

o FLEX
o MR
» SENHN, ZEEMEFLARI—TEFNIARE, BIXTTAZANEENESIE
HBRGH . shiMEENRES. IS EREANGE. hiSERRMMERMULERUI
F,
o HE



FLEX

ull FEBE T 01:00

iz
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- e
— , =i 'h
menu views select
~—— ~——

Word 3 #4 Excel #4&

A ES €

AR BN h v o [B:assa “x
BN S S . ROl oiRs
-
- Y T -
S
i

e B

resmm

J ‘{_. ‘ |

@ 6% %)

T

recent close
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PPTXIIT K

WBSAEPRREEMLER... WEHRNEREER
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S _

MRS rss, 1120 R

ARBhEESIFE D RIR! PPTRREBEZA...
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FLEX

oll FEEE T 01:00 @ 6%1% )
i View Hierarchy Tree FThX
Q Filter
@ UlWindow

frame {(0, 0), (414, 736)}

® UlTransitionView
frame {(0, 0), (414, 736)}

® UlDropShadowView
frame {(0, 0), (414, 736)}

® UlLayoutContainerView (wordios.BaseTab)
frame {(0, 0), (414, 736)}

UlTransitionView
frame {(0, 0), (414, 736)}

® UlViewControllerWrapperView
frame {(0, 0), (414, 736)}

® UlLayoutContainerView (wordios.BaseNav)
frame {(0, 0), (414, 736)}

UINavigationTransitionView
frame {(0, 0), (414, 736)}

® UlViewControllerWrapperView
frame {(0, 0), (414, 736)}

@® UlView (wordios.CourseVC)
frame {(0, 0), (414, 736)}

P 0 © 09 e 0 oo e

@® UlView 4
frame {(0, 90), (414, 92)} =,
® UlView P
frame {(0, 0), (138, 92)} -,

57
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FLEX

{ Back ¥ Runtime Browser ST
Q. SpringBoard\ O EUH
7 BUNDLES

SpringBoard

SpringBoard.framework

SpringBoardFoundation.framework

SpringBoardHome.framework

SpringBoardServices.framework

CARCAICRICANS

SpringBoardUIl.framework

®

* ¥ SpringBoard = SpringBoard.f

qwe r t vy ui oop

a s df g h j k |

4 Z X C Vb nm x

L

23 FE) space _ n

@ g




FLEX

60



{RE NSBundle e

NSBundle NSObject

DESCRIPTION

NSBundle </System/Library/PrivateFrameworks/
SpringBoard.framework> (loaded)

SHORTCUTS

Browse Bundle Directory

Browse Bundle as Database...

Eproperty NSString *bundleIldentifier
com.apple.SpringBoardFramework

@Pproperty Class principalClass
nil

@property NSDictionary *infoDictionary
{ BuildMachineOSBuild = 1..( armé4 ) 3

@property NSString *bundlePath

/System/Library/PrivateFrameworks/SpringBoard.framework

@property NSString *executablePath

/System/Library/PrivateFrame..ngBoard. framework/SpringBoard

@property BOOL loaded
1

PROPERTIES {22}

CCUILayoutSize ccui_prototypeModuleSize

[ N N ] [/[] m

61
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Passionfruit

e Passionfruit

o HHEAR:

» Passionfruit B frida JEAKBEIBIRNASSIIINGE, BET node.js ARSImE SN

E5RReREE, APBEARMITENa XS AppLIl EFMAENES
= Passionfruit AR EETWebWEFRHE, FIMRSBIHIFEFESM,
» ERDFREERINT EERINEE, WERTIR, SHFFS. objective-c FE, H
£ plist XHFNFEIIMCEIE

o EE

Passionfruit / W iPhone /| @ DVIA |[RENUEICUT IS Manage Hooks " ‘vvi
BE General B3 Files i Modules § Classes M Outputo ® UIDump £ Storage
Binary Metainfo
Encrypted PIE ARC Canary
—+ Expand All  — Collapse All Search keys and values...
Identifier
com.highaltitudehacks.dvia « Info.plist:
Bundle «® CFBundieName: DamnVulnerableIOSApp
[var/containers/Bundle/Application/AA692D04-1B08-4A11-B69F- «® DTXcode: 0721
91AFDO050AC6E/DamnVulnerablelOSApp.app «® DTSDKName: iphoneos9.2
Executable +® CFBundleNumericVersion: 33587200

«® DTSDKBuild: 13¢75

Jvar/containers/Bundle/Application/AA692D04-1B08-4A11-B69F-
.# CFBundleDevelopmentRegion: en

91AFDO050ACE/DamnVulnerablelOSApp.app/DamnVulnerablelOSApp
«® CFBundleVersion: 2.0

+® BuildMachineOSBuild: 15842
/private/var/mobile/Containers/Data/Application/18FBF57B-AE44-4F86- «® DTPlatformName: iphoneos
AFD3-EE1F97D77153

Data Directory

«® CFBundlePackageType: APPL
Version «® UlMainStoryboardFile: Main
2.0 > CFBundleSupportedPlatforms:
«® CFBundleShortVersionString: 2.0
URL Scheme > NSAppTranspfm‘Securityz.
«® CFBundlelnfoDictionaryVersion: 6.0
(empty name) - > UIRequiredDeviceCapabilities :
«® CFBundleExecutable: DamnVulnerableIOSApp
* dvia// > UlLaunchlmages:
> CFBundleURLTypes:
«¢ CFBundleldentifier: com.highaltitudehacks.dvia
«® DTCompiler: com.apple.compilers.llvm.clang.l 0
n «¢ CFBundleSignature: 2222

o Github
» chaitin/passionfruit: [WIP] Crappy iOS app analyzer
= Simple iOS app blackbox assessment tool. Powered by frida.re and vuejs.
» E: 2021F(B 4P T
m wiki
= Screenshots - chaitin/passionfruit Wiki (github.com)
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BN AR 0E
TODO:

o EISIAR
o [BfRAR] iOSHEmLME: ffE MITx8HadrpFidritE H 3R AYqwordEFF B 1B
o [212] iOSHEMIFINVE: boolFLEXKE

[2:2] iOSHmOME: TEXEEIZboolKE

[212] oSV : RNBUFERBEITEZEIN LisafIRE

o [EIZ] iOSi @S ITENObjCEME

o [EfRIR] I0Si¥E: Shook{ABATITENH LA EBIETEEMNER

o [2212] iOSEEIAINLME: LAEMNBEUREEEURNMCITEERNEENREE

o [EE] iOSEEMME: BEEELXNMIHMRFHNEKRIENBMEFENREEMNN KR

[%12] i0SHEIFIXLE: bIREAMRFIREE WZHE
o [EIE] IOSEMIME: ObjCREVERMSEINFFCHERIBHREFHREENSEUNF A —E
o [%212] iOSHEIdbIFIX/ME: IOSHIOb]CHITT R L kiR LR
» fBX
s [EfRR] clang®hy_ cdeclFSZ i IRFLEE A ME
w [ERR] MERRIBARISEHNSHEENH 2T
»  [Ef#/R] i0SHIEAasmLEXEF: asm asm asmllvolatile volatile__
= [EfRIR] XCodeMIHfi m 54 FIRr-R2N{E/3RENIOSAIOb]C R ERRI S EUE
o ITBEEMNEMNREE
o [BfRR] Aid T HAMPlayerinternalfy_currentTime P EERRI RIS =
o [EIE] iOSE@mVE: BEERXMMIHMREFNEKRIENEEFENBEEZENNN KR
o [BfgR] i0SiEm: ShookNIBRFTENHRMNFAE BT SEAIET
o [EIE] iOSE@mMLVE: XNEMFREEEITEENM LisafIRE

o [%IF] IOSIF[IME: CronetiEXAIC++HRIstructE AL B MR BN REEEITEIZE
o [EBf&R] iOSi¥[m: IDARINEFEE 7 C++Avtable
o [EIE] IOSE@mPZRAT: C++HHJvtable
o Hith
o [Ef&R] i0Si¥E: TEENSMutableURLRequestfJHTTPBodykdata
o [E#RIR] XcodeiFiXiOSHIappERIREE: Thread EXC_BREAKPOINT code 1 subcode
0x1bf09c598

OSERMENSEL, BRZOG, BEUT.

crifan.org, {£AZE24.0EFR(CC BY 4.0)i11%& %5 all right reserved, powered by Gitbooksx 5 E#:
2023-07-10 10:57:07


https://creativecommons.org/licenses/by/4.0/deed.zh

iOSE @z RN IBE BN FERIILE

o IOSEEEISIAINAIBIZIENFERITLE
o EFRER
» ET Xcode B3
= MonkeyDev (+ Xcode )
» R
» BEWER, HEFEEER
» ERTERNIR, 81
w fiFEE
» RIFIRAIE XA
= LLDBTools
» R
» SHFRBEZRM entitlement IXPRAY app : WIXIBITHER, KB EZMIOE
» FEMIA, BEKT entitlement INPRAY[E)R
» BTFHETREFR, SBEERSBERNNE
» BRFHEENLR app , WTAH app , LLBFER
= i0SOpenDev (+ Xcode )+ SHSHETRIEI
n iR
» AR REEEEESMEEE
» OIDASEEERIA ios BY objc EERINGI, ZIFXB
= EEAN AJIUEBEBpolIHEIR po
[6x281cfc640 _shortMethodDescription] , AINERIFREMNEME
» SPEE: Frida HF, BEMAENMZENERIIXLEREM
» R
» Bif: E app 3 #E FIE
» i XTappI#iEAER
=  i0S 15+
» xinaAls : BHXHE, RIEF
n BRAXEH armese B A12+ O (EEZD iPhonell )
M armeé4e B PAC , S ARM BRI R FE, FEEME
= palerain : HY rootful #fif, BN TEXZFHEEappfli#izr]
ik
» {BEPET codesign BEXRHZENTIME M HappsyHiZHIA]
IR
» NEIIBEEMRIFRREYS, ENRMAERIME
o BRI

= ioSopenDev (+ Xcode )+{Xhook#iiHilogH &

. iR
» REhookfUi3E4F, FIAhookATSEEILER ™, JLF{EfEJappElitiztdel
» BRR

= HAEMConsole.appiElaE BEhookilog B, ToiEMZSEI
= 11ldb (+ debugserver )



. R
» BEXBEM debugserver , XIFFINEREappali#iz

n R
» REEAWLITI 11db  (FTIEMR Xcode H—HHEIRZREER)
=  Frida
m  Frida (+ js HIK)
iR

v {ERappil#EI AL
» BB ILZIAERL
» BRR
» TEEEEEEESNEEE

m  frida-trace

» iR
» AJAEIHTEERRY objc REUEARXR, BEFHE, ZiX
» R
» WTFHEATAR, EAXFSLEIAE, BRAEXRTHH, THTEERHK
BHRXAR
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XcodetBx

TODO:

e Xcodefgx
o [g)f
[Ef#R] XCodelidYouTubelss: Unable to install There was an internal API error
o I\VE

= [EfRR] XCode+MonkeyDevifi{YouTube: WNMEI7E[ 25 7T ES LEHEIK

lidb

o [ZIH] iOSi@INE: IIdbHRFTENdAYdOF Z2E A EdoubleiZdata
o [E32] Ik RIXcode IIdbiEI H BTSRRI EX3S R AT IDARI LA RS Hr 2 101 ER %

EXC_BREAKPOINT

e EXC_BREAKPOINT
o [BfRR] i0SiEmiEIRiREEEXC BREAKPOINT: HAMNetworkRequestResponseEventhy

initWithRequest
o [Bf#R] XcodeFAiXiOSHIappH /X1RsE: Thread EXC_BREAKPOINT code 1 subcode
0x1bf09c598

o [FKRAE] XcodeiEiRiOSAIYouTubeltobjc_msgSendiiism: Thread EXC_BREAKPOINT code
1 subcode 0x1bf09c598
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ObjC
TODO:

e ObjC

o [%IB] iOSH™EIFITME: ObjCEARMAM RIS E REMENFE S %
[RfZR] XcodeiiiOSAIObjcAT IR B selff A ZE AL f
[2212] iOSHmMF: ObjCREVEMRINSEINFLRABPFERERNSHINF T —E
[%I12] 0S¥ @FMIDAFERME: JEFHobjc_msgSendif{Ei%43MLPlayerltemQOEErrorEventfd
initWithError:fatal:absolute Time: Y S ${ 1~ 4%
[2£12] iOSHmMF: TEIObjCEME M

[e]

[e]

[e]

[e]
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objc_msgSend

iOSHIObJCRIREUAR, LLIAREVEARBXEEL, KEHREET objc_msgSend SLITHY,
FRIAIOS¥ mERE], WREIRZHI, RiZFE objc_msgSend T,

ERLAXF objc_msgSend BHERZNEG, BIEUT,

A Ildb_unnamed_symbolf)FTc & HIbl, FEZEEEMN, IR
*3¥Mobjc_msgSend

s

[REEAR] ARBIFFEZB4E: _ lldb_unnamed_symbol1588524$$AwemeCore

i, WAL

NSRE® ___11db_unnamed_symbol BB, EEAREEER, HAIFTROHT objc_msgSend BREL
TREBH bl , AEREEM, RAVFAETN: objc_nsgsend HIIRIER

544

; —1ldb_unnamed_symbol1588573
$$AwemeCore
HEM jmp_objc_retain , ARENIRIFNES.
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Runtimeiz{ThHY

TODO:

o ObjCiafThY
o [IEx] IOSHHIObJCHIRER: dispatch_async
o [EBfRR] iOSiEm\E: OS_dispatch_data
o [BEfEA] IOSIEEKEL: objc_enumerationMutation

E FHEGE:
e IOSHFE@EFK: ObjCiz{THT (crifan.org)
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po
TODO:

e poskiK
o [EZFEh#ER] XcodeHldbiFAiKiOSHIOb]CHICRIAEAT : B/RpokRITENAH T =LA
o [KRIR] XcodeHlldbIpoE R&LMEIRIBIEA SR E

LLDBH AR @< po, tHEIOSHmEAE, BHNRZMNGS: BTEEE N, BA2t24 (iI0SH
ObjCHY) &,

T po , BAERZZWHOGE, BEAT,

ZKClass IEE X fflinstance

R
[12%] XCode+MonkeyDeval&SiEid YouTubezk: YTWatchMiniBarViewController

BR8], BILUEThook{LiT:

hook YTwatchController

//- (void)playbackControllerDidLoadPlayerWithPlaybackData: (id)argil;
playbackControllerDidLoadPlayerwWithPlaybackData (id argl
argl
orig

end

i tlog:

YouTube hook_ youtubeDylib xm YTwatchCon
troller$playbackControllerDidLoadPlayerWithPlaybackData$ argl YTPlaybackData

MmBINTLAEE po EEZIZE YTPlaybackbata IS B

1ldb) po _shortMethodDescription
YTPlaybackData
in YTPlaybackData
Class Methods
id) playbackDatawWithPlayerResponse (id argl CPN (id arg2
id) playbackDatawithAd (id argi
id) playbackDatawWithPlayerResponse (id argi
Properties
@ readonly nonatomic YTPlayerResponse playerResponse: (@synthesize pla


http://book.crifan.org/books/xcode_debugger_lldb/website/lldb_commands/common_cmd/expression/po.html

yerResponse _playerResponse

@ readonly nonatomic YTPlaybackData trailer  (@synthesize trailer _t
railer

@ readonly nonatomic 6 MLVideo video: (@synthesize video _video

@ readonly nonatomic, getter isPlayableInBackground BOOL playableInBack
ground

@ readonly nonatomic  YTCPN CPN: (@synthesize CPN  _CPN

@ readonly nonatomic getter isPlayable BOOL playable

Instance Methods
id) CPN
BOOL isPlayableInBackground
id) trailer
id ' initwithPlayerResponse (id argl CPN (id arg2

cxx_destruct
BOOL  isPlayable
id ' video
id  playerResponse
NSObject

v
[ N ] ] youtube youtube ) M iPhone7_1331 Running youtube on iPhone7_1331 64 +
master
B T a A € §F 0o B3 Bl< B youtubeDylib.xm [ youtube xcodeproj 2 =@
@ youtube PID 25245 PYO) [ youtube ) & youtubeDylib ) & Logos ) ] youtubeDylib.xm ) No Selection I'4
cPU 0% Q Find v DidLoadPlayer Data amatches @ + Aa  Contains & [ { | > |[ Done
¥
i Memory 126 MB
/- (void)playbackControllerDidLoadPlayerWithPlaybackData: (id)argl;
4 Energy Impact High - (void)playbackControllerDidLoadPlayerWithPlaybackbata: (id)argl{
LI josLogInfo("argl=p", argl);
=] Disk 40 KB/s sorig; = Thread 1: breakpoint 84.1 (1)
ul o
& Network 54 KBJs
sobutbds ottt //- (void)playbackControllerDidPause;
H Fprs

~ () Thread 1 Queue: com.apple.main-thread (serial)
[ 0 _logos_method$_ungrouped$YTWatchController$...
E 1_lidb_unnamed_symbol83839$$Module_Frame...
[@ 20 start

> () JavaScriptCore bmalloc scavenger (7)

> () WebThread (8)

> {) com.apple.uikit.eventfetch-thread (9)

> () AvAudioSession Notify Thread (15)

> () com.google.ios.ssdp (16)

> () com.apple.NSURLConnectionLoader (18)

> (D) Thread 21

> () com.apple.CFSocket.private (23)

> () NetworkConfigWatcher (24)

> () network (25)

> () ThreadPoolServiceThread (31)

> () ThreadPoolBackgroundWorker (33)

> @) Network File Thread (34)

> () unnamed (36)

> @) Thread 37

> () Thread 39

> (D Thread 43

> (D Thread 44

- (void)playbackControllerDidPause{

» > &~ ¢ 2 @ > 8 9 m @) HA o0 _logos_method$_ungrouped$YTWat...ontroller’, objc_selector”, objc_object®)  Line: 81 Col:2  [=)

> [ self = (YTwatchContraller *) 0x120e702c0 (11db) po [objc_getClass("YTPL
> [ _emd = (SEL) "playbackC LoadPlay - <¥TP1 ta: @x1885737c@>:
> [ arg1 = (YTPlaybackData *) 0x282153e70 in ¥TPlaybackData:
Class Methods:
+ (id) playbackDataWithPlayerResponse:(id)argl CPN:(id)arg2;
(ex1832d8068)
+ (id) playbackDataWithAd:(id)argl; (8x162b2a228)
+ (id) playbackDataWithPlayerResponse:(id)argl; (@x1@32d8ese)
Properties:
@property (readonly, nonatomic) YTPlayerResponse* playerResponse;
(@synthesize player = _playerR )
@property (readonly, nonatomic) YTPlaybackData* trailer; (@synthesize
trailer = _trailer;)
@property (readonly, nonatomic) MLVideox video; (@synthesize video =
_video;)
@property (readonly, nonatomic, getter=isPlayableInBackground) BOOL
playableInBackground;
@property (readonly, nonatomic) YTCPNx CPN; (@synthesize CPN = _CPN;)
@property (readonly, nonatomic, getter=isPlayable) BOOL playable;
Instance Methods:
= (id) CPN; (ex1032d8724)
- (BOOL) isPlayableInBackground; (@x1032dB66c)
(id) trailer; (@x1032d8714)
(id) initWithPlayerResponse:(id)argl CPN:(id)arg2; (@x1@32d8eda)
(void) .cxx_destruct; (@x1032d872c)
(BOOL) isPlayable; (@x1@32d865c)
(id) video; (@x1032d871c)

a") _shor iption]

> () Thread 45 . - id) playerResponse; (9x1032d870c)
> () Thread 53 (NSObject ...)
> () Thread 54 (11db)
L@ BB Autos ® All Output & @ i oO

MEXLL:

e Class = £
o HBRINXNENTE, FAIRR,
o BEREENEENAI:

po _shortMethodDescription

REABNSEZANEFT, BEERENAR

o 1HZEHI
» FEUN45 YouTube BN T WAL UIApplicationMain , Efs4E%KAt, BIRI&EH
2 vTPlaybackpata IR, MAHEMMIAIXILE] YTPlaybackDbata HIEHITE



e Instance = SZfjl

o RAEBEINNMWESXKET, TeEEIEMNE
s B30, UEAERiE1TEIREplaybackControllerDidLoadPlayerWithPlaybackDatahAER,
YTPlaybackDatatE 9248, FilA7 gE&EEIE{AMInstanceLAIRIE
o BERFIEZEEENAR

w24

1ldb po

1ldb po

1ldb ) po
MLVideo

1lldb  po

nil

» ENAJEE,
MEME

YTPlaybackData isPlayable

YTPlaybackData isPlayableInBackground
YTPlaybackData video

YTPlaybackData trailer

LEIZE YTPlaybackData HY3EfHl: Ay

FpofTElClassZE %t Propertyd} & £iMethod
o }JENClassHIfE 3N R EE

po [ClassName classMethodOrProperty

¢ FTEIClassiInstancefd/E B R E 2

po

21

1ldb) po

TTMacroManager

in TTMacroManager
Class Methods

instanceMethodOrProperty

_shortMethodDescription

BOOL | 1sBDWEBIMAGE_APP_EXTENSIONS
BOOL  isDebug

NSObject

H—FH, WNE (SHPEN) kXH:

@interface TTMacroManager NSObject



1sBDWEBIMAGE_APP_EXTENSIONS

isDebug

@end

MEEE YFIMNClassiyE, ME:

1lldb ' po [TTMacroManager isDebug

ug origRet False
nil

Aweme

E bAbE AR MR IN T hook T B9 IBAYIog
MREEEELFlinstancefIE, ME:

1ldb ) po

ug origRet False
nil

eve M | >
0 QA © & o B

~ 7 Aweme PID 36840 (10
cPU 0%
i Memory Disat
4 Energy Impact Low
& pisk 282 MB/s
@ Network Zero KBfs

~ (D Thread 1 Queue: com.ap...in-thread (serial)
[ [ 0 _logos_function$_ungrouped$syscti(i...
H 1__lidb_unnamed_symbol143748$$A...
[ 25 _dyld_start
~ () Thread 2 Queue: com.hm....session (serial)
[ 0 _vzprintf
[ 2 asprintf
[ 8 isPathinList
[ 4 isPathinJailbreakPathList
[ 5 isJailbreakPath_pureC [inlined]
[ 6 _logos_function$_ungrouped$istat(c...
[ 7 realpath$DARWIN_EXTSN
[ 25 _pthread_wgthread
> () Thread 3 Queue: com.ap...qos (concurrent)
> @ Thread 4

po KINATHRA
oS IHAE, EHME,
E40:

1ldb po

AWEInviteSearchTableviewCell
autoresize

hook_aweme . xm TTMacroManager$isDeb

isDebug
Aweme hook_aweme xm TTMacroManager$isDeb
Aweme Aweme ) I iPhone7_1331 Running Aweme on iPhone7_1331 1 + B
B i< [J hook_aweme.xm B hook_misc.xm [ AwemeDylib.xm [ hook_dylib.xm () hook_dyld.xm 2 =0
[E hook_misc.xm ) EJ hooki(, name, namelen, oldp, cldlenp, newp, newlen) <a>

int SYSCTL_OK
int SYSCTL_FAI

int sysctl(int *name, u_int namelen, void *oldp, size_t *oldlenp, void *newp, size_t newlen);
%hookf(int, sysctl, int sname, u_int namelen, void *oldp, size t *oldlenp, void *newp, size_t newlen){
int sysctlRet = SYSCTL_FAIL;

(name,
int sysctlRet = %orig;

namelen, oldp, oldlenp, newp, newlen);

if (cfgHookEnable misc) {
bool isGetpid = (name[@] == CTL_KERN & name[1] == KERN_PROC &8 name[2] == KERN_PROC_PID);
if (isGetpid) {
struct kinfo_proc *info = NULL;
info = (struet kinfo_proc *)oldp;
»r o L 10 >89
> [Y name = (int ) 0x16d8e39b0

nis

) @ ) B 0 _logos_function$_ungrouped$syscti(int®, unsigned int, void®, unsigned long®, void®, unsigned long)

(11ldb) po [objc_getClass("T
<TTMacroManager: @x183b56e48>:
in TTMacroManager:
Class Methods:
+ (BOOL) isBDWEBIMAGE_APP_EXTENSIONS; (@x117cf1d5e)
+ (BOOL) isDebug; (@x117cfle28)
(NSObject ...)

[ namelen = (u_int) 4 ger") _shor
> [ oldp = (void *) 0x16d8e39c0
> [ oldlenp = (size_t *) Dx16d8e39a8
> [ newp = (void *) NULL

[ newlen = (size_1 0

sysctiRet (int)

(11db) po [TTMacroManager isDebug]

= Thread 1: breakpoint 17.1 (4)

Line: 153 Col: 44 | @

iption]

2022-82-25 11:10:30,009857+6800 Aweme[36848:3010095] hook_aweme.xm TTMacroManager$isDebug:

origRet=False
nil
(11db) po [objc_getClass("TTMacroManager") isDebug]

2022-82-25 11:10:55.127231+8888 Aweme[36848:3010895] hook_aweme.xm TTMacroManager$isDebug:

origRet=False
nil

object_getClassName EEFRTAE

po 2 LUTEIHE M, BREMH4 (ObjChy) %

baseClass

W layer CALayer

UITableviewCell: frame

—_ 14




-> MBS LR BN ERIZIE: AT 4 (0bjCrI)EMITARE.

AR, AATH,

1ldb po

LERS, RIDAIRAR:

lldb

ece [ B
BEEZQAASFOB

~ [ Aweme PID 8512 D
0%
an b
i Memory Disabled
4 Energy Impact High
(] T
Zero KBfs
e |
@ Network Zero KBfs

-
~ (D) Thread 1 Queue: com.apple.main-thread (serial)
) [ 0 objc_msgSend
H 2 __lidb_unnamed_symbol1023498$$AwemeCore
1 3 _logos_method$_ungrouped$AWEUIListTableViewCell$acti...

1 4 _logos_method$_ur ds.

B 5 -[UIApplication sendAction:to:from:forEvent:]

[ 33 start
> () Thread 2 Queue: com.heimdalir.runloop.observer (serial)
> (D Thread 7
> () Thread 8

> () JavaScriptCore bmalloc scavenger (10)

> () WebThread (11)

> () com.apple.uikit.eventfetch-thread (12)

> () Thread 14

> () NetworkConfigWatcher (15)

> () NetworkCacheThread-0-tid:26371 (16)

> () NetworkCacheThread-1-tid:36867 (17)

> () Chrome Network 10 Thread (18)

> () com.hmd.mach_server (19)

> () com.hmd.crash listener (20)

> () Thread 23 Queue: com.apple.corem...ssion.clientcallback (serial)
> () velould.mdl file_manager (24)

> () Thread 25 Queue: com.kiteprobe.contextexecution (serial)
> () com.apple.CoreMotion.MotionThread (27)

> () Thread 28

> () AVAudioSession Notify Thread (30)
Ot

@ 208

object_getClassName

> Aweme

88
Aweme ) () Thread 1 ) [l 0 objc_msgSend
libobjc.A.dylib objc_msgSend:

<

Aweme ) B iPhone7_1331

[) hook_aweme.xm

2 -=> @x1b3d36888 <+8>:

Auto 2

0x1b3d36884 <+4>:
0x1b3d36888 <+8>:

0x1b3d3608c <+12>:
0x1b3d36098 <+16>:
0x1b3d36094 <+28>:
0x1b3d36098 <+24>:
0x1b3d3609c <+28>:
0x1b3d360a8 <+32>:
0x1b3d360as <+36>:
0x1b3d360a8 <+48>:
Bx1b3d36Bac <+44>:
0x1b3d360b8 <+48>:
@x1b3d368bs <+52>:

AuIRIADLARG ~iE.

po RE, MIFTENARHEMRZTAK:

[] AwemeDylib.xm

emp
b.le
ldr
and
ldr
and
and
add
1dp
emp
b.ne
eor

Running Aweme on iPhone?_1331

[ 0 obje_msgSend [ hook_dylibxm

X8, #8x8
Bx1b3d36078

x13, [x@]

x16, x13, #@xffffrffs
x11, [x16, #@x1a]

x18, x11, #@xFFFFFfrreres
x12, x1, x11, 1lsr #48
¥12, x18, x12, 1sl #4
x17, x9, [x12]

X9, x1

8x1b3d366b4 ; <+52>
x17, x17, x16
x17

%9, Bx1b3d363ce

; =exe =
i <+120>

; _obje_msgSend_uncached

2 i
Aweme ) () Thread 1) [il] 0 objc_msgSend

Contains ¢ | ¢

Q Find v 0x0000000286379c00
x16 = 0x88000001b3d36680
(11db) reg r x@ x1 x2 x3 x4

<@ + Aa
.A.dylib objc_msgSend

libebjec

x8 = @x000a008286379cHO
x1 = @x0eeaeedlec3vaz7o
x2 = @x000A00006POROE0T

X3 = @x00000001b3cTI0e0
libsystem_malloc.dylib nanov2_free_definite_sizeSVARIANTSmp
x4 = @x000A00006PBHO00O
(11db) po @x0000000286379c00
18841725952

(11db) po @x0000000lec30a270
8257577584

(11db) po (charx)@xeeeeeeelec3a27o
"userInfo"

(11db) poohjc @x0000006286379c00
10841725952

(11db) po object_getClassName(@x0000000286379c00)
6x8000080185bb3787

(11db) po ( ject_getCl
"AWESearchUser"

9c88)

All Output & ®

poE B RN RMIE I AT INEEIRZMIHERE X

LA RER:

Aweme_classDump/Aweme_17.8.0_header/Aweme/AWEPlayInteractionFollowSuccessElement.h

@class AWEAntiAddictedNoticeBarView AWEHistoryPublicDataController

@interface AWEPlayInteractionFollowSuccessElement

EUserMessage

AWEAntiAddictedNoticeBarVview

AWEHistoryPublicDataController

NSString

_antiAddictedNoticeBarview

_listDataController

Thread 1: instruction step into

Line: 2 Col: 1 [2)
> || Done
i oa

AWEPlayInteractionBottomElement AW



_actionType

cxx_destruct

@ nonatomic actlonType; // @synthesize actionType=_actionType;

@ retain, nonatomic AWEHistoryPublicDataController listDataController: // @sy

nthesize listDataController=_listDataController;

@ retain, nonatomic AWEAntiAddictedNoticeBarView antiAddictedNoticeBarView: /

/ @synthesize antiAddictedNoticeBarView=_antiAddictedNoticeBarView;
didFinishUnFollowUser (id argl status arg2 error (id arg3
p_hideAntiAddictedNoticeBarView argl animation (CDUnknownBlockType a

rg2

p_showAntiAddictedNoticeBarViewwithCompletion (CDUnknownBlockType argi
noticeTapped

showFollowSuccessNoticeBar (id argi

hideMutexTempElement CDUnknownBlockType argi

dealloc

viewDidDisposed

reset

viewDidLoad

initializeElement

// Remaining properties

@ readonly copy NSString debugDescription
@ readonly copy NSString description

@ readonly hash

@ readonly Class superclass

@end

ZXcodeRlldbHRENIEINFHZ HAE], B

po _shortMethodDescription

o RMYEEEZ: 2 AweplayInteractionFollowSuccessElement AAEHIEE
o MBEFEZ: R AWEPlayInteractionBottomElement
o AREAINE: AWEPlayInteractionBottomElement
n BRI EAIRE: AWEPlayInteractionBaseElement
n KRR LR ERARZE: AwEBaseElement

» BRSEEARIYSR: Nsobject
BFHERNEE:

1ldb) po _shortMethodDescript
ion
Aweme hook_misc . xm NSBundle$bundlePath
origBundlePath usr lib
AWEPlayInteractionFollowSuccessElement
in AWEPlayInteractionFollowSuccessElement
Properties

@ retain, nonatomic AWEAntiAddictedNoticeBarView antiAddictedNoticeB
arView @synthesize antiAddictedNoticeBarvView _antiAddictedNoticeBarView

@ retain, nonatomic AWEHistoryPublicDataController listDataController



@synthesize listDataController _listDataController

@ nonatomic actionType @synthesize actionType _actionType

@ readonly hash

@ readonly Class superclass

@ readonly copy NSString description

@ readonly copy NSString debugDescription

Instance Methods

didFinishuUnFollowUser (id argl status arg2 error (id arg3
viewDidDisposed
initializeElement

id) listDataController
setListDataController (id argl
noticeTapped
setAntiAddictedNoticeBarView id argil
id) antiAddictedNoticeBarView
hideMutexTempElement | block argil
p_hideAntiAddictedNoticeBarView argl animation | block arg2

p_showAntiAddictedNoticeBarViewwithCompletion | block argi

showFollowSuccessNoticeBar (id argil
dealloc
cxx_destruct
reset
viewDidLoad
actionType
setActionType argl
in AWEPlayInteractionBottomElement
Instance Methods

configWithParambict 'id argil

id) bottomElementContainer

BOOL  elementAppearLowPriorityNeedAvoid
updateNextElementAppearStatus

reset
in AwWEPlayInteractionBaseElement
Properties
@ retain, nonatomic AWEAwemeModel model @synthesize model _model
@ nonatomic playerStatus @synthesize playerStatus
_playerStatus
@ weak  nonatomic NSPointerArray allElements @synthesize allEleme
nts _allElements
@ readonly hash
@ readonly Class superclass
@ readonly copy NSString description
@ readonly copy NSString debugDescription
Instance Methods
viewFrame
videoDidActivity
BOOL 6 alertIfNotValidForAction argl

id elementFromAll (id argl
viewController_viewWillDisappear
viewController_viewDidDisappear
viewController_didEndDisplaying
viewController_willDisplay



viewController_viewWillAppear
viewController_viewDidAppear
hideAllElementExcepts (id argi
updateAllElement
setAllElements (id argl

id) currentInfoForUnitWithIdentifier (id argi
hideProgressSliderPopView

id ' currentInfoForSubuUnits

id) currentInfoForUnitWithClassName (id argi

dealloc
cxx_destruct
pause
resume
setData (id argl
id) context
reset
id) model
setModel (id argil
play
prepareForDisplay
BOOL | isShowing
didEndDisplaying
id) currentInfo
playerStatus
setHide (BOOL argi
setPlayerStatus argl

id allElements

in AWEBaseElement

Properties

@ weak, nonatomic AWEElementContainer elementContainer @dynamic e
lementContainer

@ weak, nonatomic UIView boxView @synthesize boxView _boxView

@ weak, nonatomic UIView elementView @synthesize elementView _e
lementView

@ nonatomic ) BOOL hasCreateView @synthesize hasCreateview _hasCre
ateView

@ retain, nonatomic AWEPageContext context @synthesize context
_context

@ weak nonatomic AWEElementContainer elementContainer @synthesiz
e elementContainer _elementContainer

@ retain, nonatomic 6 UIView view @synthesize view _view

@ retain, nonatomic id data @synthesize data _data

@ readonly nonatomic. getter isViewlLoaded BOOL viewLoaded

@ copy. nonatomic 6 NSString identity @synthesize identity _ident
ity

@ nonatomic ) BOOL appear @synthesize appear _appear

@ readonly weak, nonatomic UIViewController viewController @synt
hesize viewController _viewController

@ readonly hash

@ readonly Class superclass

@ readonly copy NSString description

@ readonly copy NSString debugDescription

Instance Methods

configwithParambict (id argil
viewDidDisposed
processAppear (BOOL argil



d

withHeight

id

id

id

BOOL

elementContainer
setAppear (BOOL argl
initializeElement
setElementContainer (id argil
boxview
setBoxView (id argil

elementView
setElementView (id argl
hasCreateView
setHasCreatevView (BOOL argi
addSubviewwithLayout (id argl withEdgeInsets arg2
addSubviewwithLayout (id argl withEdgeInsets arg2
arg3

hide (BOOL argl duration

hide (BOOL argl duration

arg3 animations | block arg4

NSObject

id
id
id

id

BOOL

id
BOOL

addSubviewwithLayout (id argi
hide (BOOL argl duration
cxx_destruct
data
setData (id argl
context
identity
setContext (id argil
setIdentity (id argil
view
setView (id argl
loadView
viewDidLoad
isViewLoaded
viewController
appear

arg2 animations | block arg3

arg2 withTransform

arg2




Aweme 0 Thread 161 ) [1] 0 -[NSString stringByAppendingString:] Line: 2 Col: 1 | [=)

(11db) po

[objc_getClass("AWEPlayInteractionFollowSuccessElement™)

_shortMethodDescription]
2022-04-92 13:36:53.128548+0800 Aweme[45939:3543378] hook_misc.xm NSBundle$bundlePath:
origBundlePath=/fusr/1lib
<AWEPlayInteractionFollowSuccessElement: 8x108629ab%98>:
in AWEPlayInteractionFollowSuccessElement:
Properties:
@property (retain, nonatomic) AWEAntiAddictedNoticeBarViews

antiAddictedMoticeBarView; (@synthesize antiAddictedNoticeBarView =
_antiAddictedNoticeBarView;)

@property (retain, nonatomic) AWEHistoryPublicDataController# listDataController;

(@synthesize listDataController = _listDataController;)

@property (nonatomic) long actionType; (@synthesize actionType = _actionType;)
@property (readonly) unsigned long hash;
@property (readonly) Class superclass;
@property (readonly, copy) NSString+ description;
@property (readonly, copy) NSString* debugDescriptien;
Instance Methods:

All Qutput <

{void) didFinishUnFollowUser:(id)argl status:(longlarg2 error:(id)arg3;
(8x1158b84&b4)

(void) viewDidDisposed; (8x1158béa8c)

{void) initializeElement; (@x1158b&72c)

(id) listDataController; (©0x1158b8&fa)

(void) setListDataController:(id)argl; (@x1158b8758)

{void) noticeTapped; (@x1158b731c)

(void) setAntiAddictedMoticeBarView:(id)argl; (©x1158bB8748)

(id) antiAddictedMoticeBarvView; (8x1158b859c)

(void) hideMutexTempElement:(*block)argl; (8x1158bé&b4c)

{void) p_hideAntiAddictedNoticeBarView:(longlargl animation:(*block)arg2;
(8x1158b7F74)

(void) p_showAntiAddictedNoticeBarViewwithCompletion:(*block)argl; (@x1158b78a4)

{(void) showFollowSuccessNoticeBar:(id)argl; (8x1158bé&e7c)

(void) dealloc; (@x1158b&ads)

(void) .cxx_destruct; (0x1158b8788)

(void) reset; (@x1158b&%9fc)

(void) viewDidLoad; (©8x1158b&67b&)




Aweme ) 0 Thread 161 ) [1] 0 -[MSString stringByAppendingString:] Line: 2 Col: 1 | [=)
lnstance MeTnoos:

- {void)

didFinishUnFollowUser: (id)argl status:(longlarg2 error:(id)arg3;

(8x1158b84b4)

- (void)
- (void)

viewDidDisposed; (@x1158b&a8c)
initializeElement; (@x1158b&72c)

- (id) listDataController; (@x1158b8&f8)

- (void)
- (void)
- (void)

setListDataController: (id)argl; (@8x1158b8758)
noticeTapped; (@x1158b731c)
setAntiAddictedNoticeBarView: (id)argl; (@x1158b8748)

- (id) antiAddictedNoticeBarView; (8x1158b85%c)

- (void)
- (void)

hideMutexTempElement: (*block)argl; (@x1158béb4c)
p_hideAntiAddictedNoticeBarView:(long)argl animation:("block)arg2;

(8x1158b774)

= (void)
- (void)
- (void)
- (void)
- (void)
- (void)
- (long)
- (void)

p_showAntiAddictedNoticeBarViewWithCompletion: (*block)argl; (@x1158b78a4)
showFollowSuccessNoticeBar: (id)argl; (@x1158bée7c)

dealloc; (@x1158béad8)

.cxx_destruct; (8x1158b8788)

reset; (@x1158b&9fc)

viewDidLoad; (8x1158b67hb4)

actionType; (@x1158b8768)

setActionType: (longlargl; (@x1158b8778)

in AWEPlayInteractionBottomElement:
Instance Methods:

- (void)

(BOOL)
- (void)
- (void)

configWithParamDict:(id)argl; (@x18b@l4ced)

(id) bottomElementContainer; (@x1ebeladfs)

elementAppearLowPriorityNeedAvoid; (@x115851c34)
updateNextElementAppearStatus; (@x115851%a@)
reset; (8x115851blc)

in AWEPlayInteractionBaseElement:

Properties:

@property (retain, nonatomic) AWEAwemeModel# model; (@synthesize model = _model;)

@property (nonatomic) unsigned long playerStatus; (@synthesize playerStatus =
_playerStatus;)

@property (weak, nonatomic) NSPointerArray* allElements; (@synthesize

LR L

All Qutput
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[E#&R] iPhone8HRCycripti¥ \i& & Preferences£3E

[EfRIR] cycriptPal{a+TENE QM ERIFIEEIEFRTH

[Ef#IR] CycriptZ REITIHEITE A Z s=ATHY = B AE DT

[EfZ/R] IOSHIObjCHANEIRENEIRINENE OME

[Ef#R] iOSiEM: palerainffikfGiPhone R #HIIA 1L L2 CycriptEfiE

[EfRR] i0SiE[EApplelkS: EECycriptiFid RLTIREUIRE

[Ef#R] MacHh TH %L KReveal

[Ef#2] MonkeyDevAh#lfal{§FRevealiEifYouTubel & TAETTE

[Ef2R] MacHReveald&EF~Z|MonkeyDeviFifaliPhonei& &

[REZR] iOSi¥EAppleStore: Fdebugserver+lidbifidipa

[Efi#2)R] debugserveriAifiOSH}EIRE: Failed to get connection from a remote gdb process
[Rf#R] i0SHdebugserverifilifiRsE: Failed to get connection from a remote gdb process
[Ef#R] debugserver® H5i51TikEE: Failed to open log file for writing errno 1 Operation not
permitted

[Ef#R] Fdebugserver/Sx5fiPhoned#lSZapp

[Ef2R] MacHaElBIldbiEiiPhone s fapp

[RfEHR] iOSHdebugserverEoiikEE: failed to launch process debugserver Operation not
permitted

[i2%] XCode+MonkeyDevrlZiEidYouTubezt: YTWatchMiniBarViewController
[Rf#R] 0S¥ MEiOS158debugserver: #E R4~ debugserver& 2 & A A

[Rf#R] 0S¥ MEiOS158debugserver: MacifikZIAdebugserver

[iC&] iOS#it: XinaA15MrootlessilfitfGiPhonesfdebugserver

[Rf&/R] i0OSiE[IOS158Idebugserver: BiTREEKilled 9

[iC&] iOS#t: W{aE EzhiahdebugserverZlrootlessidfifiPhone

[Ef#R] 1T HFRAIdebugserveri® I 2t SkiPhone

[Ef&7] debugserver/B&1iOSHIappHlEiRE: Segmentation fault 11

[Ef#&7] FdebugserverfllldbZ&iEiXiOSHIapp

[iC&] 0S¥ @WhatsApp: lldb+debugserverifif BN imageHigsI%R

[EfER] MacHIldbiEiRiOSHappl SRS : Process exited with status 45

[iCc&E] HTOSHEEZEANORE_awemeMainiziTiZ48

[EfR] BRIERKIER: B##EAwemeCorefsve 0x8035 L B minopig <

[Ef#R] MacHFBIDASLIIHIE — #HlAwemeCorefisve 0x80E#pinopE <
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debugserver - iPhone Development Wiki

¢ - lldb finding exit point of app - Stack Overflow

errno.h (apple.com)
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