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o [E3E] IOSE@ILG: FEapphIifabs ikt asE RE
o [EIF] iOSE@MBKMEHMAL: HXIA
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HIOSLZEMPAFFER, BRIEEEEIR, OSERBKENNE:

o IOSHIRIBIEE
o WRMHmER, tLREEEE ILABHIREN
n EBOBAIEMRIRAR, WENEZOEE
o iOSHINNFE?
o JZIEMNFE
n BRMEINERREER, BSENS
o IOSHIBETHAE, ShSTHREGTHZOEE (THHIER? )
o IBMNZNEBHNREM
n SHEIE REIE I 2 21
n E: WRANIOSER, ME: unicornZs &8s I, BHUBITNRAES
o OSHIHMEISEHRY: fOhttpsiEFHIRIE? ssl pinning?
o BE (BEZRBNMLE) EAMssHERIIE
n ABEHARookfS, ZFEECharlesili@&ZhttpsAEC
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iOS¥mifiEl, ERERSRIRZER, BHPALERA (REHEE) xRN, BEUOT:

® /etc/ == /private/etc/
® /var/ == /private/var/
o /User/ == /var/mobile/ == /private/var/mobile/
o /tmp/ == /private/var/tmp/
->
1

e BundleBx AO=tRBE X%

o /private/var/containers/Bundle/Application/

m ==
m  /var/containers/Bundle/Application/
B 3%
RERTXHEFANS:
iPhone8-143:/ root# pwd
/
iPhone8-148:/ root# ls -1h
total 1,56K
drwxrwxr =x root admin 2,4K Dec 114 Applications/
drwxr=xr=x root wheel Dec Developer/
drwxr=xr=x root wheel Dec 148 Library/
drwxr=xr=x root wheel Jan System/
lrwxr=xr=x root wheel Dec 107 User - /var/mobile/
drwxr=xr=x root wheel 2,0K Dec 148 bin/
drwxr=xr=x root wheel Oct boot/
drwxrwxr -t root admin Jun cores/
dr=xr=xr=x root wheel 1,4K Dec 101 dev/
lrwxr=xr=x root wheel Jun etc - private/ete/
drwxr=xr=x root wheel Oct 1ib/
drwxr=xr=x root wheel Oct mnt/
drwxr=xr=x root wheel Jan private/
drwxr=xr=x root wheel 1,3K Dec 148 shin/
lrwxr=xr=-x root wheel Jun tmp - private/var/tmp/
drwxr=xr=-x root wheel Dec 148 usr/
lrwxr-=xr-x root admin Jun var - private/var/

iPhone8-143:/ root#
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TODO:

o [E12] iOSH#MMG: appSTEEIEEE FIeETappiBXAVERIE

o [EIZ] IOSHEINMG: KeychainBiERE

o [RfRR] iOSi¥™EWhatsApp: i IdentityKeypairDataifil F§ SecltemAdd 5 A\ Keychain#iE ER B 1Ki1B4E
o [%IHE] iOSi¥E: KeychainBiEEFEREX

iOSHYappRx/a, HEXBIENAS:

o XMHHEXR
o Bundle B%
m fREH: /private/var/containers/Bundle/Application/
o Data Ei

| ] *EE;?{ /private/var/mobile/Containers/Data/Application/
o Shared AppGroup Ei
] *EE% /private/var/mobile/Containers/Shared/AppGroup/
o HUE
o KeychainZ{iE
m  Keychain-2.db
| ] {ﬁﬁ /private/var/Keychains/keychain-2.db
n HEREE
n SAEUE: secitemadd

n FIEUE: secitemupdate

&4

WhatsApp

e WhatsApp
o WhatsApp
m Bundle B%
B /private/var/containers/Bundle/Application/B42F04DD-E264-401B-A72C-CO0B240A1E81/
m pata BX
B /private/var/mobile/Containers/Data/Application/3856AB23-E286-4EE0O-BO6E-A0519A591AA8/
= AppGroupB %
B /private/var/mobile/Containers/Shared/AppGroup/D70C70AC-D347-4640-9667-1AA86DO5CB65/
o ¥iE
m KeychainZ{ g
B Keychain-2.db

] 1ﬁ§ . /private/var/Keychains/keychain-2.db
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Shared AppGroup

TODO:

o [EfRR] #SkiPhones i EiOSHapphYShared AppGroup BRI E
o [iER] iOSE#: NSFileManagerficontainerURLForSecurityApplicationGroupldentifier:
o [ERR] BiRMT AR A Rcontainer_create_or_lookup_app_group_path_by app_group_identifier

AN{a]3KEX shared Apperoup HIFE1E

e XcodelF[@F &
o IEMIIOSKappFF&RY, FFET: App Groups

|E| £} OctopullShare % General Capabilities Resource Tags Build Settings Build Phases Build Rules

»> @ Associated Domains

¥ (4] App Groups

App Groups: group.com.

+ G

Steps: ¥ Add the App Groups entitlement to your entitlements file
¥ Add the App Groups feature to your App ID.
v Add App Groups to your App ID

[ ] b A2 Hamakit

o 1B

NSFileManager containerURLForSecurityApplicationGroupIdentifier
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MR INE CEERSE, BTIRRICR, EEIEREER, RBURREES, CRIMEANELNSE,
BIERMIMN A EFFSEICR TR, RMUTIMBR:

--- H#SE.

-- @table rfaker

- @string name G&EM e.g.

== @string hw_machine_name e.g.

= @string ssid e.g.

-- @tparam integer create_time e.g. fIE2ET
== @string locale_identifier e.g.

- @string remark & e.g. null

== @number lon e.g.

= @string app_times e.g. null

= @string network_state e.g.

== @string localtion e.g. null

= @string idfa e.g.

= @string hw_machine e.g.

== @string carrier_name e.g.

== @string build_version e.g.

- @string system_version e.g.

= @number lat e.g.

- @string current_radioaccess_technology e.g.
= @string mobile_network_code e.g.

== @function faker

== @apiget http://127.0.0.1:1688/api/vi/machine/faker
- @treturn rfaker EELAIIIESHK

== @usage

== -- iREERM: json

11654709286,
'
iAull,
1123,98118244667,
tnull,

tnull,

188.814002430383,
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