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i0S¥i[mE: i0S1585k

o BRFETARA: vi.2.1
o FEFAY[E]: 20240318

E?

NBIOSHAAFANIOS 15+ 72 [FRIHIA T EFIEIR, SfEpalerain, XinaA15, DopamineZ, FE2i0S15+RVHIE R, ARG
SItE SR, BfErootlessHrootful, iPhoneflBUEE . REZEipaXt; UKIFMANFiPhoneF L ETrollStore; 1&EN
Bpalerain, BIFMSABIMBHEEMS. FTEEMANRA. TEMRA. XHEMEN, MikPipaleratnfrootful#ESAEEIAFT]
ER, MUREREE, helpiEik. loader appflitdikfahissh, (PR EREAL. EIEE; HEENDBXinaA15, BFEHAEIN
PASERRASHI T &kitatlt, FEARPAIZRXinaA15, FAXinaA158Ak, MURHEIRENAEMINGE; HENLBDopamine; &fE4
HBEEH,

ARES+ BT+ T &

APHNEMRL, LRI, SR TROT:
HonKit;&E5
e crifan/ios_re_ios15_jailbreak: iOSi¥[a): iOS15#E%A

aNfE{ERLtHonKitRIB EE R AT A F B

¥ : crifan/honkit_template: demo how to use crifan honkit template and demo

FELENR

e iOSH[E: i0S15H%ik book.crifan.org
e iOSH¥[E: iOS158%A crifan.github.io

B T HNE
o OSH#[A: i0S15#iS PDF

e iOSH¥[E: iOS158%k ePub
e iOSH¥[E: iOS158%L Mobi
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LB FPHARNEEHRNES, WXHGRA, HAEARE, ERHOoRNESEANE, HE&ETHL. MEIMEEN, &
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i0S15 E5AHE T

o i0OS 15+A9FENA
o J#BA: #ZE20230628, i0S 15+MHMM TEAXZERERIRE, #MLTFEH(n development)
n FAAFEZRLATT A E (Developer), RNEINEEiPhoneFF{ER
o iR
s EARTTFHN
m paleraln
m #F As-a11 B9 io0s 15.0 - i0s 16.5 BY rootful F rootless AR
m XinaA15
m X§F a12+ B9 ios 15.0 - i0s 15.1.1 B9 rootless HEfiR
m Dopamine
m 3F a12-a15, M1 Y ios 15.0 - i0s 15.4.1 A4 rootless FEHA
n HAthPJaEB RN
m  Cheyote
®  Fugul5

B Blizzard Jailbreak
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rootful ZiE#%k vs rootless FToiE 5k

o A
o rootful MENA=EBHIR=FIREIL
n rootfsAIE, EIERERMMAING
m paleratn/H0Y: fakefs-rootful
o rootless {Aif = FLIREAA
m rootfsRiE, RAENara] 5§
o ¥fR
o ZHTHY mB#Ak = MAMMM = BRI VS FARENK = rootless jailbreak
m ZHIRY mEms = i = BREM © dos 15 ZH]
s WITR (BNSABARAREXIN) © WFIOSHIRXHRSL rootfs , KiES
n EFESRXERSR (BE5)
®  FTAR#MR = rootless jailbreak : i0S 15 Zf5§
m iOS
n ASPHEIEINT .  (Appled) ssv = signed System Volume
n B WFEAR, #iOSIRit R iEreadonly I &M ARSIE K
n MREZAEBAN, WEETFilter i F nullifyingf#ig4 - Bl, TRITFBEAN
B AR ARIFNFrootfsEE == sealed ROOT File System
s E@IATR
n TOIANENE NIOSHIRX RS rootfs
n BEIEL, MREE: BWREAN=ILHNIOS 1587 rootfs
m FRDA: FAENIOS 152 FERNEIAT R, #BRE rootless jailbreak = FoiRiit
m rootless=XfFrootfs;&H 5 NI R=1Z A alirootfstR X4 2 4t
n A5
n AEBE2PREHRINBER, AIUABA:
m /var
B /private/preboot
n A0S 152 GHIMIRA LT, BEARLEMEFAX NG, EZIMEAIBR
n B IBHSAEXTRAMAS, #KE /var (R /private/preboot ) H
= AR
m rootless jailbreak, FHAFKR&ErootHF=root user
n RIBZF AL root user B EIRIE: SSHIEIZERIRE, 1BR
( svar # /private/preboot ) HEISCFRY
n HUES, BUEEM=HHEM=-MERAEE, NESRES
s BAAREDKNE svar Fl /private/preboot , A5 REIE MrootfsBIRENFIMRE, FRIARIRE
FE
n FEXIRIG: SN, BRNETH—L
n {HITIENRE, REBHXN /var , MARENRSR, FINEER?
n rootlessHHILERNY
n EROHEM tweak KK
n ZHIREF(RE T IBArootfsTE MU AR Hffhtweak : AR T
n FEtweakiBEHHEE REHT, ZTHEIFHHY rootless jailbreak
B bootstrap 1"39%;&7
m bootstrap: ATEMME, TREMUNXxTE, OEERES
n IEEERNA: FSBrootlessfibootstrap = rootless (compatible) bootstrap
n LEU0
n Procursus
n  [E3] iOSHAMEX: Procursus
m  Elucubratus

n B Efilesystem browsers: Filza, ssH,and Apple File Conduit



s BRI RELEwiteBRARBRPXMHET (AINIEreadffi1Texecute)
m AJBAB N /var ] /private/preboot BFE

crifan.org, {EFE34.0ER(CC BY 4.0)1% &% all right reserved, powered by Gitbook& /58 #: 2023-06-28 22:10:43


https://creativecommons.org/licenses/by/4.0/deed.zh

iPhoneflEY G2

HiizEl, EERER, ENMNiPhonelREMNER, LTHRarmiIZR, AHIHHN Ao+ S HFTZE
B9 ArRMve.3 BY armese ,

EFELREELN pateratn FHIAES, RIPRE, BRIBEE:

e ARM Architecture: armese
o iPhone 13 /iPhone 13 Pro
m SoC: a1s
o iPhone 12 /iPhone 12 Pro
m SoC: A14
o iPhone 11 /iPhone 11 Pro / iPhone SE (2nd generation)
m SoC: a13
o iPhone XS /iPhone XR
m SoC: a12
e ARM Architecture: arme4
o iPhone X /iPhone 8
m SoC: a11
o iPhone 7
m SoC: a10
o iPhone 6s /iPhone SE (1st generation)
m SoC: a9
o iPhone 6
m SoC: as
o iPhone 5s
m SoC: a7
o ARM Architecture: armv7s
o iPhone 5¢/iPhone 5

m SoC: as
e ARM Architecture: armv7
o iPhone 4S
m SoC: as
o iPhone 4
m SoC: a4
e ARM Architecture: armve
o iPhone 3GS
m SoC: APLe298
o iPhone 2G

m SoC: APL0098

151EiPhoneflBYM{E E B MA?
XA EEEIOSW @ARE, X HREIARMIEMIIIRE, B TREENZN:

tean:

iOS 138ApplelDAuthSupportEEFTsZ #5iiPhonetfl B

REMBLERIS R AJARMEYZRIDZ -

e armv6



e armv7
e armv7s
e arm64
e armb64e

MiIOSKIR ZMFrameworkEE, KB ZFEHEZHIOSHNE, FINEEE:
iOSHIFrameworkEHR] tod [FEH, BIET ZIFNZTHY arv B9 arch 5249
tban:

e i0S 13f9ApplelDAuthSupport.tbd
o iPhone0S13.0.sdk/System/Library/PrivateFrameworks/ApplelDAuthSupport.framework/AppleIDAuthSupport.tbd

armv7, armv7s, arme4, arméde
ies

install name: System Library PrivateFrameworks AppleIDAuthSupport.framework AppleIDAuthSuppert

= i0S 13.089AppleIDAuthSupport.frameworkZE, Z31FZPARMBJarchZ2fy: armv7, armv7s, arm64, arm64e
» ERME, XTE, XFUTHERMIPhone
m armv7 B9 iphone 4/4s
m armv7s BY iphone 5/5¢
= arm64 E‘\] iPhone 5s/6/6s/SE(1st generation)/7/8/X

m arm64e BY iPhone XS / XR / 11/11 Pro/SE (2nd generation)/12/12 Pro/13/ 13 Pro

arm64flarm64efdX 3l

ZFhEtEIE, armB4Flarmb4efIX3l:

XinaA155fylibsubstrate.dylibAI T ERR 2~

o xinaa1s FESRFEHY A12 B9 iPhone11
o B2/ libsubstrate.dylib

B /private/preboot/3B92D6F7C3FE6444A715B312E418498574E442DAB2F6D9E18B58B762F71D1455B7E2E1C2DD3912B1B4E6D10C6B
9150C8/procursus/xina/libsubstrate.dylib

m K/J\: s1kB
n RTE—MZE: armese

B /private/preboot/3B92D6F7C3FE6444A715B312E418498574E442DAB2F6D9E18B58B762F71D1455B7E2E1C2DD3912B1B4E6D10C6B
9150C8/procursus/usr/lib/libsubstrate.dylib

s K/J\: 218kB
m IE2FHZENT:  armes F armese
XcodeZmiFiHEMAITENEIZIFA12:5 F RYiPhone11
ZF8ERA A, XcodefRiFiEft, FiAHAT:
o IREE

2IA 150:37,206463+0800 Preferences E&EEE /private/preboot/3B92D6F7C3FE6444A7165B312E418408574E442DAB
2F6D9E18B58B762F71D1455B7E2E1C2DD3912B1B4E6D10C6B9150C8/procursus/Library/MobileSubstrate/DynamicLibraries/jailAppleA
ccount.dylib

2IA 150:37.206568+0800 jailbreakd /private/preboot/3B92D6F7C3FE6444A715B312E418498574E442DAB2F6D9E18B58B7
62F71D1455B7E2E1C2DD3912B1B4E6D10C6B9150C8/procursus/Library/MobileSubstrate/DynamicLibraries/jailAppleAccount.dylib
A 150:37,207165+0800 Preferences tweakinject JEAKINEE :dlopen /var/Liy/Library/MobileSubstrate/Dynamic
Libraries/jailAppleAccount.dylib, 0x0009 : tried:
mach-o file, but is an incompatible architecture ' have , heed ’
no such f no such f
mach-o file, but is an incompatible architecture have , heed P

no such f noe such '


https://github.com/xybp888/iOS-SDKs/blob/master/iPhoneOS13.0.sdk/System/Library/PrivateFrameworks/AppleIDAuthSupport.framework/AppleIDAuthSupport.tbd

mach-o file, but is an incompatible architecture ' have

(| —

o FE

= Ha1Xcode AIARMEYZEH

® Xcode -> TARGETS -> YourProjectName -> Build Settings -> Architectures -> Architectures

o ENIAMER: armés, armv7
m FRLATT: AXHF armede BY A12 A AY iphonell
o [RIRINEA

TAAE I LEF armese B9 A12 i EY iphone1t , MIZEM: armes armese , B[

jailAppleAccount i jailAppleAccount ) [I iPhone11_151 (arm64) Build Succeeded | Today at 14:50 A4 El:ly

88 < jailAppleAccount.xm E control JjailAppleAccount.xcodeproj

jailAppleAccount

D General Resource Tags Build Settings Build Phases Build Rules
PROJECT Basic Customized All Combined Levels aF

jailAppleAccount
v Architectures

TARGETS
-
i

-
i LA A > Architectures $(ARCHS_STANDARD) arm64e arm64 - $(ARCHS_STANDAR...

$(ARCHS_STANDARD)
armé4e
armé64
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e TrollStore
e Sideloadly
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paleraln

e palerain
o &BH
s £I
m https://palera.in/

m palerain is a developer-oriented jailbreak for checkm8 devices (A8-A11) on iOS 15.0-16.3

= github
m https://github.com/palerain/
m https://github.com/palerain/palerain
o HIRRHEM
m checkm8 vulnerable iOS device
o ZHAJIOShRAS: ios/ipados 15+
m iOS 15.x or 16.x
= i0S 15.0 ~i0OS 16.3.1
o XIFMIIOSIRE

n DAEB/ZEM: armes

m A1l RZH]
m SED A2e (MR armede ) MIAZIFT
s HE

m iPhone 6s Plus

= iPhone SE (2016)
m iPhone 7

m iPhone 7 Plus

m iPhone 8

m iPhone 8 Plus

m iPhone X

= iPad mini 4
= iPad Air 2
m iPad (5th generation)
m iPad (6th generation)
m iPad (7th generation)
m iPad Pro (9.7")
m iPad Pro (12.9") (1st generation)
= iPad Pro (10.5")
= iPad Pro (12.9") (2nd generation)
u
m iPod Touch (7th generation)
o SKIF2MELRAETN AR EY
B rootful = fakefs-rootful = @M = AREHM : rootfsA] 5, BIIFREFRMMIMNE
m  rootless = FiR#t : rootfsRiE, RB\/NarA]5
o ITFFHIMAE
» rootful#EHA="F R AR=E @I
n XENTZEINES S BT
o REBUHE, MIZAINESIET
n LEAFHEN frida FF
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palera1n{ESRAYREIIR F 14

o BHE—RIIFM

o

If you want the device to be semi-tethered, you will need 5-10GB of space for the fakefs. This means that 16GB
devices cannot be semi-tethered
If you are on A10(X), use checkp4le instead for full SEP functionality (Passcode, TouchID, Apple Pay)
On A11, you must disable your passcode while in the jailbroken state (on iOS 16, you need to reset your device
before proceeding with palerain A11).
USB-A cables are recommended to use, USB-C may have issues with palera1n and getting into DFU mode.
A Linux or macOS computer
m Python 3 must be installed
m AMD CPUs have an issue [with (likely) their USB controllers] that causes them to have a very low success
rate with checkma8. It is not recommended that you use them with palerain. If your device does not
successfully jailbreak, try a computer with an Intel or other CPU
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palera1niifpE = E WA A

o SIEEIAINAA
o palerain jailbreaks any iOS/iPadOS device with an arm64 (arm64e excluded) on iOS 15+, utilizing the checkm8
bootROM exploit.
n AEIFA11Z G arm6ede
n E HZBIMIPhonel1, FIRAI12GH, Fifarméde, FIMAZIF
o arm64e devices will NEVER be supported.
» KRS FFarm6de
o palerain is able to jailbreak the device in fakefs-rootful mode, where / is writable, as well as rootless mode, where
/ cannot be written to.
m paleralnXz#¥:
n fakefs-rootful = rootful={RIER X RS #Hk: REZR/MAIEA
m rootless=JiREIA: REFR/AIEAN
o Due to the nature of the checkm8 exploit, palerain is semi-tethered. That is, you must run the palera1n tool after
the device reboot in order to enter the jailbroken state. However, it is not required for the device to boot.
n BIESTIEEAL:
m [RE: checkm8REH]
n ZER: SREZ (iPhone) f5, EEFGTpaleraln (EMEHIR)
m I BEibootBt AE
o On A11 devices, that is, iPhone 8, iPhone 8 Plus and iPhone X, the passcode cannot be used.
m A11i%% (iPhone8. iPhone 8P. iPhoneX) A, AEEF3passcode
o OniOS 15, the passcode must be off while jailbroken.
m i0S 15/ Tk Fpasscode (7 BE#SAR)
o OniOS 16, the passcode must be off since restore, and Reset All Contents and Settings from settings app counts
as a restore. A backup may be used in this case.
m iOS 16F, passcodennZixi, BUMNRZaIAFEdpasscode, MEFEEMEL RE-BEERR
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B palera1nilifif T B AYRRZS

® paleraln ﬂilklﬁﬂ‘ﬂ#&ﬁ
o WindowsH: palenix
. O
m Using palenix | iOS Guide (cfw.guide)
m palerain/docs: GitBook docs for palerat1n (github.com)
m docs/flashing-palen1x.md
m docs/booting-palen1x.md
m docs/jailbreak-with-palen1x.md
» RIBEE
m palerain/palenix: Alpine-based distro that lets you install rootful and rootless palerain-c. (github.com)
m https://github.com/palerain/palenix/
o Linux/MacB9FE: palerain , H2hRZAS
m  shell script
m |BEIRAEEZE palerain.sh HIZS
n [BRRARIHEIE
m Installing palerain (Legacy) | iOS Guide (cfw.guide)
n O
m . /paleraln.sh --tweaks 15.6.1 --semi-tethered
(RIFIFY ERIRA) EIETA) s
» IBEE
m palerain/palerain-c: paleraln written in C (github.com)
m paleraln written in C
s 2PMHECER), EPCHF (Mac, LinuxZ) iE1TRY, paleralnf#HITER
n TERhHE
m Releases - palerain/palerain-c (github.com)
= macOS
m paleraln-macos-universal
» EZFE202303025& R : v2.0.0-beta.4
m https://github.com/palerain/palerain-c/releases/download/v2.0.0-beta.4/palerain-

macos-universal

m -c, --setup-fakefs Setup fakefs
m When used with -f, --fakefs, Create the new APFS volume required for rootful. Will fail if one
already exists.
m -f, --fakefs Boots fakefs
= Jailbreak in rootful mode.
m -1, --rootless Boots rootless. This is the default
m -v, --debug-logging Enable debug logging
= This option can be repeated for extra verbosity.

m -V, --verbose-boot Verbose boot
n ERAE
B paleraln -cf == palerailn -c -f

n BllEfakefs
m  palerailn -f
» BERE
B paleraln == paleraln -1 == paleraln --rootless
s BEASHNER, (FAA) Mrootless75 IR
m JEE: rootlessiR T FritweakiFH R
n ERRAENL


https://ios.cfw.guide/using-palen1x/
https://github.com/palera1n/docs
https://github.com/palera1n/docs/blob/main/palen1x/flashing-palen1x.md
https://github.com/palera1n/docs/blob/main/palen1x/booting-palen1x.md
https://github.com/palera1n/docs/blob/main/palen1x/jailbreak-with-palen1x.md
https://github.com/palera1n/palen1x/
https://ios.cfw.guide/installing-palera1n-legacy/
https://github.com/palera1n/palera1n-c
https://github.com/palera1n/palera1n-c/releases
https://github.com/palera1n/palera1n-c/releases/download/v2.0.0-beta.4/palera1n-macos-universal

m  palerain -f . f = Fakefs = rootFul
m  paleraln == palerailn -1 : 1 = rootLess
» TEMAE=IEE=EE)
m  paleraln --help
= 5 TELAYhtmISCHY
m palerain - nickchan.lol
m https://cdn.nickchan.lol/palerain/c-rewrite/releases/v2.0.0-beta.4/palerain.1.html
m https://cdn.nickchan.lol/palerain/artifacts/c-rewrite/palerain.1.html
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palerain/palerain: iOS 15.0-16.3 (semi-)tethered checkm8 jailbreak (github.com)

e palerain(1) (nickchan.lol)

e Installing palerain | iOS Guide (cfw.guide)
e paleraln/COMMONISSUES.md at main - palerain/palerain (github.com)
e paleraln/CHANGELOG.md at main - palerain/palerain (github.com)

e palerain/docs: GitBook docs for palerain (github.com)
e docs/run-on-macos.md at main - palerain/docs (github.com)
e docs/jailbreak.md at main - palerain/docs (github.com)

e docs/flashing-palen1x.md at main - palerain/docs (github.com)
e docs/booting-palen1x.md at main - palerain/docs (github.com)
e docs/jailbreak-with-palen1x.md at main - palerain/docs (github.com)
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https://github.com/palera1n/docs/blob/main/usage/jailbreak.md
https://github.com/palera1n/docs/blob/main/palen1x/flashing-palen1x.md
https://github.com/palera1n/docs/blob/main/palen1x/booting-palen1x.md
https://github.com/palera1n/docs/blob/main/palen1x/jailbreak-with-palen1x.md
https://creativecommons.org/licenses/by/4.0/deed.zh
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o FHIIRE

o i0S 15.0 , iPhone 8 ( arme4 Y A11 )

A0 28

KFFH

i gl
e

bel 15
AT T
2

6] i

n
o FFHWIAFM, SHEEXRAIREY:
= E256GB, #Erootful kI = EIMNER: 5~10GE R
m iPhoneFHEI HF2A11, Farmb4
» A1189iPhone8H 2 Z Apasscode
= UBSEELZUSB-A
n HEfiEMac (MacOS)
= Zlintelf§CPU
» EZEIPython3
o UEAMEFRIETIEFE: rootful jailbreak = Hi@iiHk = AGRHEH
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Fipalera1n£§iOS 15.088iPhone8ilfitid FE A

o paleralnfiR B9 B
o MacH44iPhoneig ik
m MacH
| ] "F;E!zMacH&E‘\] paleraln-macos-universal
m UEAbRRZS: palerain v2.0.0-beta.4
m  paleraln -c -f
m Enter
= HADFUE
n KiIZ zemm M oemm
. (RENF, $E) KR s
m  paleraln -f
m iPhonerf
m paleratnfJappH: M= Install

crifan.org, {EFZE24.0E[R(CC BY 4.0)1% /&% all right reserved, powered by Gitbookf/ZE#: 2023-06-28 22:36:03
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Fdpalera1n£8iOS 15.00JiPhone8#l i ¥ 4MiI T2

F—: THpaleralnfyZi#tHl

4T E . MacHIpaleratnf — B2t :

paleraln-macos-universal

https://github.com/palerain/palerain-c/releases/download/v2.0.0-beta.4/paleraln-macos-universal

github.com,

paleraln-linux-x86_64 : palerain-c for amd64/x86_64 linux systems
paleraln-linux-armel : palerain-c for little endian, soft float, armv5 or higher linux systems
paleraln-linux-armé4 : paleraln-c for aarch64 little endian linux systems|

[ paleraln-macos-universal : universal macOS build for x86_64 and armea (Apple Silicon}]
paleraln-macos-xB6_64 : X86_64 macOS build, for Mac OS X Mountain Lion (10.8) or higher
paleraln-macos—armé4 : arm64 macOS build, for macOS Big Sur (11.0) or higher
paleraln-ios : iOS build. Jailbreak another device from an jailbroken device, requires iOS 14.0. Low success rate.

v Assets 25

Ddep_root-iphoneos-armé4.tgz 571 MB 2 weeks ago
Ddep_root-macosx-armé4.tgz 4.83 MB 2 weeks ago
Ddep_root-macosx-x86_64.tgz 4.49 MB 2 weeks ago
Ddep_root_aarch64-linux-musl.tgz 5.42 MB 2 weeks ago
Ddep_root_armel-linux-musleabi.tgz 5.08 MB 2 weeks ago
@dep_roo\_i486-Iinux-musl.tgz 5.18 MB 2 weeks ago
QDdep_root_x86_64-linux-musl.tgz 5.52 MB 2 weeks ago
Pmandoc.css 5.96 KB 2 weeks ago
®pa\era?n-ias 732 MB 2 weeks ago
@palerain-ios.dSYM.zip 578 KB 2 weeks ago
@palerain-linux-armé4 7.48 MB 2 weeks ago
®pa\era‘ln-linux-armﬁa.debug 2.65MB 2 weeks ago
Dpalerain-linux-armel 7.47 MB 2 weeks ago
@palerain-linux-armel.debug 2.09 MB 2 weeks ago
Qpalerain-linux-x86 7.54 MB 2 weeks ago
Dpalerain-linux-x86.debug 2.01MB 2 weeks ago
Dpalerain-linux-x86_64 7.47 MB 2 weeks ago
Dpalerain-linux-x86_64.debug 2.43 MB 2 weeks ago
Dpalerain-macos-arm64 7.39 MB 2 weeks ago
[ @palerain-macos-universal I 14.8 MB 2 weeks ago
®pa\era‘\n-macos-xa(5764 7.43 MB 2 weeks ago

HREIEENBERS, thul:
/usr/local/bin/paleraln
[ligug:H

o FAIAFEDIRIE
o thAILARBLERIE

/usr/local/bin/palerain https://github.com/palerain/palerain-c/releases/download/v2.0.0-beta.4/palerain
-macos-universal
+x /usr/local/bin/palerain

./palerain-macos-universal /usr/local/bin/
/usr/local/bin/palerain-macos-universal /usr/local/bin/palerain
xattr /usr/local/bin/palerain
+x /usr/local/bin/palerain


https://github.com/palera1n/palera1n-c/releases/download/v2.0.0-beta.4/palera1n-macos-universal

BYFfE, MIRELITRIIAHE!:

palerain
/usr/local/bin/palerain

M

i B ERA:

crifan@licrifandeMacBook-Pro” ~/dev/dev_tool/reverse_security/i10S/palerain” palerain
palerain version ,0! Wed Feb 08:49:44 UTC runner:v2,0.0-beta.4/RELEASE
# == palerain-c

Made by: Nieck Chan, Ploosh, Mineek, Nebula, 1llsci2

Thanks to: dora2ios, pythonplayer, tihmstar, nikias
(libimobiledevice), checkrain team (Siguza, axi@mx, littlelailo
et al.), Procursus Team (Hayden Seay, Cameron Katri, Keto et.al)

oW W W W W

"% paleraln -c -f, T BliEfakefs
SREFR AT AFFIE FpaleratnE#54 7 :

palerain

Hep:

e -c, --setup-fakefs Setup fakefs
o When used with -f, --fakefs, Create the new APFS volume required for rootful. Will fail if one already exists.
n Bllf#Efakefs
e -f, --fakefs Boots fakefs
o Jailbreak in rootful mode.
w HSAA TR BENERER: i@ =rootful #iA

EllogHE:

erifan@licrifandeMacBook-Pro”™ ~/dev/dev_tool/reverse_security/i0S/palerain” palerain
== palerain-¢

Made by: Niek Chan, Pleoosh, Mineek, Nebula, 1llsci2

#
#
#
#
# Thanks to: dora2ios, pythonplayer, tihmstar, nikias
# (libimobiledevice), checkrailn team (Siguza, axi®mx, littlelailo
# et al.), Procursus Team (Hayden Seay, Cameron Katri, Keto et.al)
- [02/27/28 14:13:08 Info
- [02/27/28 14:13:08 Info
de immediately

= [02/27/28 14:13:20 Info : Press Enter when ready DFU mode

Waiting devices
Telling device with udid abdc@dd96ic3cho6fbc4afelfode4eb48bB8433a to enter recovery mo



— D1GBE—————

ItERT: iPhone LA ER :
o HURLLIEN BN

o Iﬁgﬁj{? . support.apple.com/iphone/restore

AOSRE






e Enter=[EZ%E
ﬁﬁl)\)&‘%ﬁ}, 2. get ready

BIRERR:

Get ready
Hold volume down + side butten
Hold volume down butten

o Ei#ZfEiPhonei# A\DFUET
o Hold volume down + side button 3% S 28RS + Mhibi2EE=8 R
o Hold volume down button ({RIFAITF, 44E) ik SERAE

BORT4REE, #ADFURRT, HEEEmNHNTRE

#4log Hi&:

- |02/27/28 14:87:64 Info : Device entered DFU mode successfully
= [02/27/28 14:837:64 Info : About to execute checkrain

#

# Checkrain 0.1337.1

#

# Proudly written in nano

# (c) 2019-2023 Kim Jong Cracks

#

£

Made by ==
# argp, axiomx, danyle3i, jaywalker, kirb, littlelaile, niteTV
# never_released, nullpixel, pimskeks, gwertyoruiop, sbingner, siguza

#== = Thanks to s==s====
# haifisch, jndok, jonseals, xerub, lilstevie, psychotea, sferrini
# Cellebrite (ih8sn@w, c¢jori, ronyrus et al.)

#

- |@2/27/28 14:37:64 Verbose : Starting thread Apple TV 4K Advanced board
- [02/27/28 14:37:64 Info : Waiting DFU mode devices

- 02/27/23 137:6564 Verbose ! DFU mode device found

- [02/27/28 14:37:64 Info : Checking device is ready

- 02/27/23 137:6564 Verbose ! Attempting to perform checkm8 on

- 02/27/23 137:564 Info : Setting up the exploit

- 02/27/23 14:37:54 Verbose ! checkm8 setup stage

- 02/27/23 14:87:54 Verbose ! Entered initial checkm8 state after 1 steps
- 02/27/23 14:87:54 Verbose ! Stalled input endpoint after 4 steps

- [@2/27/28 14:37:i64 Verbose : DFU mode device disconnected

- [02/27/28 14:37:i64 Verbose : DFU mode device found

- 02/27/23 14:87:54 Verbose ! checkm8 trigger stage

- [02/27/28 14:37:67 Info : Checkmate

- [02/27/28 14:37:67 Verbose : Device should now reconnect download mode
- [02/27/28 14:37:67 Verbose ! DFU mode device disconnected

- [02/27/28 14:38:04 Info : Entered download mode

- [02/27/23 14:38:04 Verbose : Download mode device found

- [02/27/28 14:38:04 Info : Booting PongoOS. .

- [02/27/23 14:38:06 Info : Found PongoOS USB Device

- [02/27/23 14:38:06 Info : Booting Kernel ..
erifan@licrifandeMacBook-Pro”™ ~/dev/dev_tool/reverse_security/i0S/palerain”
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t 1N TRas e &) | USER_SIIT_LOCKER with
. 1N THessage <11 Meplied fa BT app:
+1_vandLe_sop_t | ven_nag (Fpp | eSEPXART | 90 THessage #) 1 Seving USER-<WIT with

mﬂlﬁ'—“‘ltﬂmﬁ ml. conat struet ﬁﬂ scormt, H-I #:t Sgonst, &
_— 11 el a_wep_dr | ven_ssg (fipp LaSEPXART : : XN THessage =) Replied to «WT app:
: ¢ vl e _sep_dr | ven_neg (Rpp |eSEPXRRT : : MR THessage =) : Fetched SEP-<MRT Lock
:t Ihandla_sep_dr | ven_nag (App LeSEPXART : : X THessage =): Replied to xRT app:

153

]

553

: : _handle_sep_dr | ven_nag (App | eSEPYART : : XA THessage =): Fetched SEP-xART Lock

ffL3181

-
wold ;:M-___ﬁ'l\-l.ﬂmlmt:_m #): Replisd to xART app:
;:H Pyl aSEPNRRT : :_hardle_sep_r | ven_sag (App|eSEPNART : (XA THessage «): Saving SEP-xART with
-
[

L oF ]
glrec_write(struct gl_ctx sconst, const struct gl_rec_ld sconst, const ulntB_t sconst, s
- :'-l-"“h"-‘ type: 2, wuld: _--h--“. erel2: 420096736
il ;:_}.ﬂl..ﬂ_tlmﬂlhlm::m #): Replied to »ART app:
— : :_hardle_sep_drLven_ssg(fAppleSEPYXART : (XM THessage =) Saving SEP-xMRT Locks
L o :
bt gl_rec_write(struct gl_ctx sconst, const struct gl_rec_ld sconat, const uilnt_t scanst, s
lam_th: Writing record type: 4, wuld: ZZ35A907. TOYEAABENTY. orci2: 2621470

ot = 3
ﬂl“-‘:i:_mlu_m_tI_HMMh (R THessage «): Replied to »MRT app:

t1_handle_sep_dr | ven_ssy (fipp LeSEPYIRT : W THessage «): Saving SEP-xMRT with
it gl_rec_write(struct gl_ctx sconst, const struct _.ﬂe_ll =conat, const ulntB_t =conat, s
s _th: Writing record type: 2. wuld: . oreldl: AT
ot L= B

wnid 1;: handle_sap_dr|ven_ssg(fppleSEPKRRT : | il THessage =): Replled to xART app:
B T kel ENREENENET 1 *
== gt lng realfs fdev/diskilalal ==
il _meomani -654: diskdlsls) vol-uuld: 61706673-TITS-69%64 0001 - TeEFECTISENE block slze: % b
sk ot : 299999 (unencrypied: Tlags: Oxl; festures: 28.8.12)
hanille_somni 667 : diskiislis] setting dev block slze to 409 from 512
o_soluse_group_update:T713: disklsls] Voluse Systes 3 not In & voluse group
apl's_sToop_mount : 7354 : sounted voluse: Systes
e gl long Taloals /dev/dlskils]sf ==
i _clonsinfe_Ld_spoch : 79515: diskials@l set clonslnfo_ld_spoch to 16
andle_moumt :654: diskBs|s8 vol-uuld: 61TBE6TI-TS5T5-6964 0064 - THGFECTSE0ET block slze: 499% b
dock i : 2999999 (unencrypted; flags: Bx1; features: 8.8.2)
ﬂ-‘-liﬁ' diskislsd setting dev block slze to 409 from 512
roup_update:TTT; diskilsis® Voluse Xystes role 4 Mot a Systes or data voluss
_“ 2 mounted volums: Xystes
m liss to Fakefs (may taks up to 10
.“_ll-ll ‘nw

608 hasVbua=1 port 1

owlisable for Power Hendshaks
mﬂ.-h I1IIII. ﬂd. o
“Ill mtl 1, Physloal Connection (COM_DET): 1

lll l‘-ﬂl‘ﬂl{ m—“lmi
lll l llil'l DI, (0)

b agef unet Lon returned deyvics srerhand | sPoser Sourcebs
i len srrerPor -4 \ghining: 1sei®
_ﬂ'u

iriated Wode: VBN, .. (e agrivisaryPori |
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iPhone= &R, AEHARE

LtERfiPhone REA, & HE L EEpaleratnfiapp,

E=4: paleraln -f, B/ XREaZ%paleralnhiapp
YrREEK:

palerain

x: [BohigE
PEIRERIRTR, BRIEIPhone# ADFURER

1#4log A&

crifan@licrifandeMacBook-Pro”™ ~/dev/dev_tool/reverse_security/i0S/palerain” palerain
== paleraln-c ==

Made by: Nieck Chan, Ploosh, Mineek, Nebula, 1llsci2
Thanks to: dora2ios, pythonplayer, tihmstar, nikias

(libimobiledevice), checkrain team (Siguza, axi®mx, littlelailo
et al.), Procursus Team (Hayden Seay, Cameron Katri, Keto et.al)

oW oW W W W W

= [02/27/28 148109 Info

= [02/27/28 148109 Info
de immediately

= [02/27/28 14:48:20 Info : Press Enter when ready DFU mode

Waiting devices
Telling device with udid abde@dd961ic3ch86f5c4afei00de4eb48bB8433a to enter recovery mo

Get ready
Hold volume down + side butten
Hold volume down butten
- [02/27/28 14:49i656 Info
- [02/27/28 14:49:66 Info
#
# Checkrain 0.1337.1
#
# Proudly written in nano
# (c) 2019-2023 Kim Jong Cracks
#
#= Made by ==
# argp, axiomx, danyle3i, jaywalker, kirb, littlelaile, niteTV
# never_released, nullpixel, pimskeks, gwertyoruiop, sbingner, siguza

Device entered DFU mode successfully
About to execute checkrain

#== = Thanks to =======
# haifisch, jndok, jonseals, xerub, lilstevie, psychotea, sferrini
# Cellebrite (ih8sn@w, c¢jori, ronyrus et al.)

7

- [@2/27/23 14:49:66 Verbose : Starting thread Apple TV 4K Advanced board
- [02/27/28 14:49:66 Info : Waiting DFU mode devices

- [02/27/28 14:49:66 Verbose ! DFU mode device found

- 02/27/23 14:49:56 Info : Checking device is ready

- [02/27/28 14:49:66 Verbose : Attempting to perform checkm8 on

- [02/27/28 14:49:66 Info : Setting up the exploit

- 02/27/23 14:49:56 Verbose ! checkm8 setup stage

- 02/27/23 14:49:56 Verbose ! Entered initial checkm8 state after | steps
- 02/27/23 14:49:56 Verbose ! Stalled input endpoint after - steps

- [02/27/28 14:49:66 Verbose : DFU mode device disconnected

- [02/27/28 14:49:66 Verbose ! DFU mode device found

- 02/27/23 14:49:56 Verbose ! checkm8 trigger stage

- [02/27/28 14:49:67 Info : Checkmate

- [02/27/28 14:49:67 Verbose : Device should now reconnect download mode
- [02/27/28 14:49:67 Verbose ! DFU mode device disconnected

= [02/27/28 14:60:04 Info : Entered download mode

- [02/27/28 14:60:04 Verbose : Download mode device found

= [02/27/28 14:60:04 Info : Booting PongoOS. .

- [02/27/28 14:60:06 Info : Found PongoOS USB Device

- [02/27/28 14:50:06 Info : Booting Kernel ..
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HAEl=Eah%%: palerainfapp
HAiPhoneRESE, AIMUEE:

palerailnfJapp = paleraln loader =pa|eranE’\]7fiﬁ
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EM%: #H ApaleralnfJappZEInstallZ3E

1 palerainfapp/a, HAET, BEBREIE MInstalizH



paleraln

Welcome to paleraln loader

Darwin Kernel Version 21.0.0: Sun Aug
15 20:55:55 PDT 2021;
root:xnu-8019.12.5~1/
RELEASE_ARM64_T8015

iPhone 8 running i0S 15.0 (arm64)




llig (et

o ZAiTiPhonels B2
o iPhone 8 running i0s 15.0 (arm64)

mRifiinstall, SALEINERE, WitlogidE, HESGE:
® Finished installing! Enjoy!
BRI T HM%E:

e bootstrap.tar
e sileo.deb
e straprepo.deb

X3 Mrithik o3 A2 -
o LESMAIEEHLAR

o https://cdn.nickchan.lol/palerain/loader/assets/bootstrap.tar
o https://cdn.nickchan.lol/palerain/loader/assets/sileo.deb
o https://cdn.nickchan.lol/palerain/loader/assets/straprepo.deb
o R ZErootlessilii
o https://cdn.nickchan.lol/palerain/loader/assets/rootless/bootstrap.tar
o https://cdn.nickchan.lol/palerain/loader/assets/rootless/paleralnrepo.deb
o https://cdn.nickchan.lol/palerain/loader/assets/rootless/sileo.deb

M Respring =EBRH
REEELEIFIES: sileo T


https://cdn.nickchan.lol/palera1n/loader/assets/bootstrap.tar
https://cdn.nickchan.lol/palera1n/loader/assets/sileo.deb
https://cdn.nickchan.lol/palera1n/loader/assets/straprepo.deb
https://cdn.nickchan.lol/palera1n/loader/assets/rootless/bootstrap.tar
https://cdn.nickchan.lol/palera1n/loader/assets/rootless/palera1nrepo.deb
https://cdn.nickchan.lol/palera1n/loader/assets/rootless/sileo.deb

=+

paleraln

iTunes Store

9,

= BRERRR

-




ZE|tb, paleratnf@fTFEMERT .
A AR FESileoE RE R FHEHRT .
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= Il [8) &

Warning Whoops device did not enter DFU mode

Im%5 %ﬁti&)\DFUﬁiﬁETJEE‘U : Whoops, device did not enter DFU mode
E5 T‘fﬁé{’ﬁ Hold volume down + side button *D Hold volume down button ﬁﬂl\ETJ, volume down ‘{E, %&'ﬁ*ﬂiﬁ?

fRRINE: BAEHRIE volume down REMTF, FrEUR(E, BIRIIEF#NDFURT

Could not download file The network connection was lost

DR



paleraln

Welcome to paleraln loader

Darwin Kernel Version 21.0.0: Sun Aug
15 20:55:55 PDT 2021;
root:xnu-8019.12.5~1/
RELEASE_ARM64_T8015

iPhone 8 running i0S 15.0 (arm64)
[x] Starting bootstrap process

[*] Downloading bootstrap.tar




o BRIRINE
o Z{/LR
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palra1nfJhelpiZ;

erifan@licrifandeMacBook-Pro” ~/dev/dev_tool/reverse_security/i10S/palerain” palerailn

Usage: palerain -cCdDEfh1lLnOpRsvV  -e boot arguments -k Pongo image  -o overlay file  -r ramdisk file  -K KPF
file -1 checkrain file

Copyright € , palerain team, All Rights Reserved.

108/1Pad0S -+ armé4 jailbreaking toel

Print version

--force-revert Remove jailbreak
-B, --setup-partial-fakefs Setup partial fakefs
-¢, --setup-fakefs Setup fakefs
-d, Demote
-D, Exit after entering DFU
-e, --boot-args boot arguments XNU boot arguments
-E, --enter-recovery Enter recovery mode
-f, Boots fakefs
-=h, Show this
-1, --override-checkrain file Ooverride checkrain
-k, --override-pongo file Override Pongo image
=K, --override-kpf file Override kernel patehfinder
-1, Boots rootless. This is the default
=L, =-jbinit-log-to-file Make jbinit log to /cores/jbinit.log (can be from sandbox jailbroken
=n, =-exit-recovery Exit recovery mode
-I, --device-info Print info about the connected device
-0, --override-overlay file Override overlay
-0, --disable-ohie Disable Ohie
-p, =-pongo-shell Boots to Pongo0S shell
=P, ==-pongo-full Boots to a Pongo0S shell with default images already uploaded
-F, --override-ramdisk file Ooverride ramdisk
=R, --reboot-device Reboot connected device normal mode
-s, --safe-mode Enter safe mode
-v, =-debug-logging Enable debug logging
This option can be repeated extra verbosity.
-V, --verbose-boot Verbose boot

Environmental variables:
TMPDIR temporary diretory path the built-in checkrain will be extracted to

palerain -l
Fipalera1n& & HENEEMIiPhoneIE 2 :

erifan@licrifandeMacBook-Pro”™ ~/dev/dev_tool/reverse_security/i0S/palerain” palerain
Mode: normal

ProductType: iPhonei0,1

Architecture: armé4

Version:

DisplayName: iPhone Global

crifan.org, {EFE 34.0ER(CC BY 4.0)1Y &% all right reserved, powered by Gitbook&/GE#1: 2023-06-28 22:32:01


https://creativecommons.org/licenses/by/4.0/deed.zh

palera1ln loader app

e palerainfapp = palerain loader = paleraln loader app

$TFpalerainiapp/s:

B

o MIRFPELMInstallizl: WIRHIITRRTIRER

o



paleraln

Welcome to paleraln loader

Darwin Kernel Version 21.0.0: Sun Aug
15 20:55:55 PDT 2021;
root:xnu-8019.12.5~1/
RELEASE_ARM64_T8015

iPhone 8 running i0S 15.0 (arm64)




o HIRAENZE TinstaliRE: 1RIAE LRI

o



paleraln

Welcome to paleraln loader

Darwin Kernel Version 21.0.0: Sun Aug
15 20:55:55 PDT 2021;
root:xnu-8019.12.5~1/
RELEASE_ARM64_T8015

iPhone 8 running i0S 15.0 (arm64)




£ & EpaleralnfappiEfE 8-

Tools

REZLHERER=1RE=T R=Tools, R}JHToolsTIH :



LSIME

Tools

UlCache

Refresh icon cache of jailbreak apps

Remount r/w

Remounts the rootfs and preboot as read/write

ﬁ Launch Daemons

Start daemons using launchctl

Y Respring

Restart SpringBoard

A 4
L r
v,

b FI
= .

Activate Tweaks

Runs substitute-launcher to activate tweaks

Do All

Do all of the above




loader app
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LSIME

Remove

Remove jailbreak (rootless only)

Install

Install the bootstrap

Package Managers

These options will (re)install your desired
package manager.

Sileo

Modern package manager (recommended)

Zebra

Cydia-ish look and feel with modern features

Openers
Mainly for iPads (and their uicache issues),
specified app must be installed.
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LSIME

Package Managers

These options will (re)install your desired
package manager.

Sileo

Modern package manager (recommended)

Zebra

Cydia-ish look and feel with modern features

Openers

Mainly for iPads (and their uicache issues),
specified app must be installed.

Open Sileo

Open the Sileo app

Open TrollHelper

Open the TrollHelper app, clicking install will
resolve iPad uicache issues




Credits

miEABMi=info, £$TFFCreditsTIHE:



LSIME

Credits

Nebula

paleraln Owner

Mineek

paleraln Owner

Ploosh

Universal loader &
kernel work

Nick Chan

C rewrite developer &
patch work

Nathan
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LSIME

T4 3:01

Credits

Amy

Pogo Developer

Procursus

Bootstrap

xerub
img4lib &
restored_external

alexia
DFU script

Cryptic

iBoot64Patcher fork
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palera1nilJiff5

gEEZlpaleralnfiHiE

MacH @it frida-psEERY:

erifan@licrifandeMacBook-Pro”~ ~/dev/dev_tool/reverse_security/10S/Filza/dep_tools" frida-ps

Sileo
palerain

&R
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sshi]AEE{#EH

EREBIRE T XN OpenSSHAYHE X I :

e openssh-client
e openssh-server
e openssh-sftp-server



ssh

ZSIME = T4 3:44 @2

St i & GRS
Q ERRHE
BER& =178

openssh-client
Procursus Team - 8.9p1
secure shell (SSH) client, for secure access to re...

openssh-server
Procursus Team - 8.9p1
secure shell (SSH) server, for secure access fro...

openssh-sftp-server
Procursus Team - 8.9p1
secure shell (SSH) sftp server module, for SFTP...

packix-keyring
Procursus Team - 2021.07.19
GnuPG keys for the Packix repository

paleraln strap repo
Samara - 1.0
Replaces Procursus dist repo with palerain's

procursus-keyring
Procursus Team « 2020.05.09-3
GnuPG keys for the Procursus repo

L

* B @ B8 Q

T IE] RIIR RHE BE
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gt sshif iz

e

RER:

root@192.168.2.13

o 1%BB
o 192.168.2.13 : {RAYIPhoneRlIP
n F{REIMac{ERR—PWIiFi(M4E)
WA yes

BRI (OpenSSHEYBRIA) ZEH8: alpine

ssh@ZE R

ssh-copy-1id root@192,168,2.13

WAER, BIH:
-) ZEERERER:

root@192,168.2,13

TODO: ji_tpalerainirootlesstifitfG, sshFEBEIZERITIE,
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paleralnififf5, EREKIMNR, IS AR

paleralnififE0iRE, (MR, BTEWERE, ENRERDN, FE8F) EEE, & EXUMR, FAINE: REEMR
TEZ, paleralnfkEMIKAITIE:

palerain

PEHRRRIZRIRMERNT, FE—RERRAIT TR,

o ZINTEE:

o Enter[olZF§

o %RiPhonei#t ADFUEZ{
= Hold volume down + side button (0)
= Hold volume down button (3)

o UNMEIAIKTIRE WIRALIN?
n paleratnfEIRRIEE + ¥ A\paleralnf5i&F 1nstall R

n RTERINRE AR
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palera1n#SAFH0E I 6]
R OEREESRTAR

%: paleraintfitfs, 2B BMNREEBANEESETAGEN), Blzip unzip gzip unrar p7zip bzip2%5%, EEBCELTE
BRRINE:
B2fA:

o FaNIKEINIAYdebitihit, HTHGEIdebXF, BHEFohAdpkgRsE
o EMMEkdebithtit?
n AXE:
m https://www.ios-repo-updates.com
n NGHER D debithtit
= Zip
m http://tigisoftware.com/rootless/debs/zip_3.0_iphoneos-arm.deb
= unzip
m https://apt.procurs.us/pool/main/iphoneos-arm64/1700/unzip/unzip_6.0-27_iphoneos-arm.deb
m gzip
m https://apt.procurs.us/pool/main/iphoneos-arm64/1700/gzip/gzip_1.12_iphoneos-arm.deb
= unrar
m https://apt.procurs.us/pool/main/iphoneos-arm64/1700/unrar_6.1.4_iphoneos-arm.deb
p7zip
m https://repo.chimera.sh/debs/p7zip_16.02_iphoneos-arm.deb

m bzip2
m https://apt.procurs.us/pool/main/iphoneos-arm64/1700/bzip2_1.0.8_iphoneos-arm.deb
o IMARE?
» XiPhonefh &3t
» Maci&idssh&FiPhone, =i# \iPhonef iK%
n RGBS
m dpkg -i xxx.deb
o SileoH, HEISINAVRMER, RINRER, BENNEE, ERE
o (BEXLMELETIAN) RERAMLL:
m https://apt.procurs.us
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XinaA15

e XinaA15
o 2ft4: iPhonefifit TH
m XinaA15is a semi-untethered jailbreak made for ai12+ devices running iOS 15.0 upto 15.1.1

o |BFR

= XinA12

= XinA15
o 1FE

n BXE ROR

m EXH: xinas520

n KEAN
m Twitter: https://twitter.com/xina520

o BN

m https://xina.ss03.cn/
o BEANM

m jacksight/xina520_official_jailbreak: This is the official download website for xina520's jailbreak
» ZXHEE g (IBEHEFE)
m NotDarkn/XinaA15: XinaA15: A semi-untethered jailbreak for iOS 15.0-15.1.1
m Compatibility - NotDarkn/XinaA15 Wiki
m Warnings - NotDarkn/XinaA15 Wiki
m XinaA15/-INSTALL.md at main - NotDarkn/XinaA15 - GitHub
m XinaA15/-UPDATE.md at main - NotDarkn/XinaA15 - GitHub
m XinaA15/-REMOVE.md at main - NotDarkn/XinaA15 - GitHub
m Fixes - NotDarkn/XinaA15 Wiki
o MXHRE
m B iphone / iPad
m CPUTR: A12 ~aA15
m iOSHRA: io0s 15.0 ~ i0S 15.1.1
» BREE

m  i0s 15.1.1

m  i0s 15.1
m  i0S 15.0.3
m  i0S 15.0.2
m  i0S 15.0.1
m  i0s 15.0

n HAREA
m 35 dos 15.2 ~ 15.4.1 FNARTRENE: BHRLE
n BEEEETHAERBIEE ruguis , 7RENIBIZRIEHITIEE N
m B ios 15.5+ WK, BEAEFE
o BIEHZE
m AX#F: Cydia
m ios 15 EFT THHKENG, ST CydiaiETE
n 3T ABCydialEEFRINHET, sileo ZREIERIEEZF I Cydia
m #F: sileo

m tHA[DAZR: zebra . saily
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https://github.com/jacksight/xina520_official_jailbreak
https://github.com/NotDarkn/XinaA15
https://github.com/NotDarkn/XinaA15/wiki/Compatibility
https://github.com/NotDarkn/XinaA15/wiki/Warnings
https://github.com/NotDarkn/XinaA15/blob/main/-INSTALL.md
https://github.com/NotDarkn/XinaA15/blob/main/-UPDATE.md
https://github.com/NotDarkn/XinaA15/blob/main/-REMOVE.md
https://github.com/NotDarkn/XinaA15/wiki/Fixes
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XinaA1589F5 £ i 4< 50 itk

o XinaA15( FEKIF
o BN
m https://xina.ss03.cn/
o Github
= https://github.com/jacksight/xina520_official_jailbreak/releases/
o XinaA1589[h SERRAF] T Eithit
o THEIRA: 118
m KfHE : 2023F03F13H
» EFAS  BE—LEMEM, RAEMREE.
n TEREMNE
m ipaXfF
m http://apt.xina.vip/XinaA12.1.1.8.ipa
= https://www.lanzouy.com/idV3QO0qvsr7a
m https://github.com/jacksight/xina520_official_jailbreak/releases/download/v1.1.8/XinaA12.1.1.8.ipa
m TrollStore7E 4 TR URLBHE
m apple-magnifier://install?url=http://apt.xina.vip/XinaA12.1.1.8.ipa
o THMA&: 1172
n AT HHE : 2023F03504H
n EFAS : 88 dpkg LC_ RPATH Library/Frameworks B &, EE#i5E1z
n TERREMNE
m ipaXf4
m https://apt.xina.vip/XinaA12.1.1.7 .2.ipa
= https://www.lanzouy.com/iSeyKOgvmgja
= TrollStorefE £, R URLIthit
m apple-magnifier://install?url=https://apt.xina.vip/XinaA12.1.1.7.2.ipa
o TRMRA&: 1.1.71
= KTHEA : 2023502827H
» EFAS - ERAEINULRTT, BEMEERLER, AR TEHENRESNG, RABMRBEM.
n R
m ipaXft
m https://apt.xina.vip/XinaA12.1.1.7 1.ipa
= https://www.lanzouy.com/ijDbtOgvmp4j
m TrollStore?E 4 L& URLIMLE
m apple-magnifier://install?url=https://apt.xina.vip/XinaA12.1.1.7.1.ipa
o THEAA: 1.16.2
= KTHEA - 2023501508H
» EFAS  ANERBEHCEATIEE, BIREEFEEELS, BE—LEMLA, RBIMMRTREM.
» RN
m ipaXff
m https://apt.xina.vip/XinaA12.1.1.6.2.ipa
= https://www.lanzouy.com/iXcgTOgvmntc
m TrollStorefE & T3 URL L
m apple-magnifier://install?url=https://apt.xina.vip/XinaA12.1.1.6.2.ipa
o THIRA: 115
= KTHHEA : 2022512819H
s FHAE : BE—LEMOE, RARSREN, S/ SileofRFE EHI35ET, FNEINEH.
n R
m ipaXfF
m https://www.mediafire.com/file/o67m0jqchx2h2kp/XinaA12.1.1.5.ipalfile


https://xina.ss03.cn/
https://github.com/jacksight/xina520_official_jailbreak/releases/
http://apt.xina.vip/XinaA12.1.1.8.ipa
https://www.lanzouy.com/idV3Q0qvsr7a
https://github.com/jacksight/xina520_official_jailbreak/releases/download/v1.1.8/XinaA12.1.1.8.ipa
http://apt.xina.vip/XinaA12.1.1.8.ipa
https://apt.xina.vip/XinaA12.1.1.7.2.ipa
https://www.lanzouy.com/iSeyK0qvmqja
https://apt.xina.vip/XinaA12.1.1.7.2.ipa
https://apt.xina.vip/XinaA12.1.1.7.1.ipa
https://www.lanzouy.com/ijDbt0qvmp4j
https://apt.xina.vip/XinaA12.1.1.7.1.ipa
https://apt.xina.vip/XinaA12.1.1.6.2.ipa
https://www.lanzouy.com/iXcgT0qvmntc
https://apt.xina.vip/XinaA12.1.1.6.2.ipa
https://www.mediafire.com/file/o67m0jqchx2h2kp/XinaA12.1.1.5.ipa/file

m https://www.lanzouy.com/i0FDGOqvmm4b
» TrollStorefE 4 T3 URLILE
m apple-magnifier://install?url=https://apt.xina.vip/XinaA12.1.1.5.ipa
o THRRAK: 1.1.4.1
= KTHEE . 20225128148
s BHAA : 185 iPad mini 6 REBEERERHIG,
» TEZEM
m ipaXf4
= https://www.lanzouy.com/iKgGiOinv7je
m  https://www.lanzouy.com/i0TQKOgqvmi2f
o THEIRA: 114
= RFHHA : 20225F12F14H
» EHIRE - BE—LEMBERE, R iPad mini 6 X5, RARFREM.
» TEZEM
n ipaXft
m https://github.com/jacksight/xina520_official_jailbreak/releases/download/v1.1.4/XinaA12.1.1.4.ipa
m https://www.lanzouy.com/ifUE60qvmkig
o THA&: 1.1.3.6
» ETHHER : 20225F12A7H
s FHAS : A0S 15.0 - 15.1.1 A12 - A15/M1 REE%HF, BEZSMETMIEE, RAREM.
n TEREMNE
m ipaXf{t
m https://raw.githubusercontent.com/jacksight/xina520_official_jailbreak/main/XinaA12.1.1.3.6.ipa
= https://www.lanzouy.com/is4ASOqvmfmh
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XinaA15#5kid T2
LB 4B xinaa1s 28 ios 15.1 A A13 AY iPhone11 FRHAAUITFE:
HERIRE

o Ihih: BB ELTANZFEMN (a3 55 5) iPhonelt

o JHERIRE
O AL2+

m LERE: A1
m iOSHRZAN: ios 15.0 ~ i0s 15.1.1
m lERE: 151

o



11:58
< B KT A

HFR iPhone11_151
R RRAR 15.1
B=8FR iPhone 11
BSSi MWN12CH/A
F5= F4GCV58FN73V
IR 0
7 0
BA 1
N 2R 1
BRE 64 GB
FREE 52.13 GB
To 4 f5 35 R ik B4:40:A4:4D:4D:46
B B4:4Q:A4:4A:48:7D
Il R 1V 23 [l 4 3.00.00
SEID
= 7 — Y | P =N (= 23]
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EER

16

SREHMBERE

FaceTime &%

<

e

XinaA15 %8 ios 15.1 HY iPhone11 #RSAITFE

1R
o XinaA158Efike5 LA
o FETEHMZETrolStore, BIER BN TrollStore
FEREN
m TrollStore - iIOSi¥[EFF & : iPhonefit
o EXinaA15EM, THmHARXinaA158%ipasfF
o HTrollStoreZ2:XinaA158app (ipasXf4)
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https://book.crifan.org/books/ios_re_iphone_jailbreak/website/before_jailbreak/no_sign_install_ipa/trollstore/

o #HAXinaA158Jappd, mifi: FrEHAR
o EFSEME, B/XR#HAXinaA158app, BEIIRR: HEIESEHERKESS, NRR: #HRTH

RERFAN AR NIRE.
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3 XinaA15

BEMAAA:

ZEXinaA15MLE AR

(¥7=) FTrollStore®R3k

o MTrollStoreZ#XinaA15
o (¥##%E) A1
= T #XinaA15Mipas {4
» Bipas ffEZliPhone®, FTrollStoreTFF (BNF] Hai% it XinaA15)
o HI2
n HIEMURLZRE
n S TrollStore->A /A I1S->Install from URL
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H

XinaA15

i}
Pl

22:59
Apps
Q #BER Install IPA File
= o Install from URL

4.0 « com.tigisoftware.Filza

Sileo Nightly

2.4 . org.coolstar.SileoNightly

XinaA15

1.1.8 » com.xina.jailbreak

i

33

Settings

&
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» GER: B, MIZAE1T
s BIE
n TrollStoreTE4k &2 URL
LAl
» SFTAR 1.1.889:

m  apple-magnifier://install?url=http://apt.xina.vip/XinaA12.1.1.8.ipa

MSafarijlllii 23235

o MSafarijill iz 23 %%
o Lhanshit:
m https://iexmo.com/apps/install/jb-updated/xinajb.php
o HE: BEiRER
o (HITHEMERT ML LR, TRERNEZIRRXiNaA15, TERMRA
n It AKEFLL AR

BidSideLoadlyZ %

o J&iISideLoadly

;, Sideloadhy! v0.28
Device:

iPhone (15,0, 1) 00008030-0004041111F2402E @W-F
Apple ID:

l

Xnadl5. 1.
1.3.6.ipa

Q‘ Esdeloadly ﬁ riSidetaadly

o WRF: Bowidd. EiTHT

B BEREMNEFRE

o BT BEIEER(SileoFE)HIZAMXinaA15HRERE
o XinaA15R9E L
m https://apt.xina.vip
o HA: ML BRI, FIUFEREFXMHAR

T#XinaA158ipaB A TrollStore X &%

TEHREFamREA:
FATrollStoreZ#XinaA15 A1, EN:

o T#XinaA15fipaX
o {Bipaxf{EZliPhoneds, FTrollStore}TH (BENA] HzhZ2EXinaA15)

HATIFEN A,

T#HXinaAlipaX {4


https://iexmo.com/apps/install/jb-updated/xinajb.php
https://apt.xina.vip

o THXinaAMipaXXff
o MEM https://xina.ss03.cn/ TEZEIRFARAAIXinaA158ipa>X 4
m b8 1.1.8 9 http://apt.xina.vip/XinaA12.1.1.8.ipa
n IR WAEERTRREE, SERALE, TR T

el XinaA15MipaX 4, £#iZliPhoned
EXinaA15MipaX £ EliPhone RIS Fh A =

(#%F) AMEER
o ZPBHR: HMBIAME
o R{B88: MacHiliPhoneh#ER (F—TKSHIRIE, NEMMER, B2ZRRIEEHNM)

o BR=HR
o MMacH{Eipaf&EIiM{EH


https://xina.ss03.cn/
http://apt.xina.vip/XinaA12.1.1.8.ipa
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MIEERATDAFTFF e X4, (RATDAERE
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iOS App - 35.4 MB
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BT AirDroplR =1ix B HitipaS 4

o XIFtHZ: HWRRI/HIRE
o TEBIE: I .ipa BN .tipa , BT Airprop = BEgE AXEE irhone I, 7EF Trollstore FTFF
o EIRTE

o IBZBIM .ipa MXHUEHR .tipa , AFET Airprop = R KIEEIiIPhone

“RSERR" AL S MO R AR,

= oS @ XinaA15 B xinaA12.1.16.2.ipa
B multiple_platform : B XinaA12.1.1.6.2.tipa

M android @ TrollStore

8 Sideloadly
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i0S0OpenDev

ERENF
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Jailbreak XinaA12.1.1.6.2.tipa
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o [FZEHTE: ATrollStore] FF XinaA158ipart B iR ERITTE
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Z 3 XinaA15

XinaA15

Metadata

Bundle Identifier: com.xina.jailbreak
Version: 1.1.8

Size: 107.4 MB

Sandboxing
The app runs sandboxed and can only

access the containers listed below.

Capabilities

The app can not spawn other binaries.

Accessible Containers
com.xina.jailbreak

URL Schemes

xina

Cancel Install
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Sileo Nightly
2.4 - org.coolstar.SileoNightly

XinaA15

1.1.8 - com.xina.jailbreak

¢

Settings

98



8

s

EHIMXinaA15BIAR T



App Store

5

Shadowrocket Sileog




crifan.org, {EFE34.0ER(CC BY 4.0)1% &% all right reserved, powered by Gitbook&/5E#1: 2023-06-28 23:37:56


https://creativecommons.org/licenses/by/4.0/deed.zh

FAXinaA15#HiA=7F |5 #L5A

LB 4B xinaa1s 28 ios 15.1 B iPhone11 #RFAAUITHE:

o SifiPhone £EAIXinaA15/appE#r:

o



App Store

5

Shadowrocket Sileog




o HAXinaA158appIETIE, mif: Ao

o



c))
0

11:33

B

ﬁ:&
z
=
[

RE FHE PER
IR
Disclaimer: This version is a voluntary test version!...
ZhRAIH S B T4

@LinusHenze @jaakerblom @zhuowei @tihmstar
@CStar_AD @Jakeashacks @opa334dev

= (Lang... f¥%  EN
ERIEENES ()
BT REIRIAE

FoENRI (BER)
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HEThRAS: 1.1.6.2
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« B = £

HERA MHEER a3 AR EF




o EESHMERZlogHE

o



11:33 =T &

58 AW TER #ARE B
3B92D6F7C3FE6444A715B312E418498574E442DAB2F6D9E18B58B7
62F71D1455B7E2E1C2DD3912B1B4E6D10C6B9150C8/procursus/fusr/
bin/zfgrep
HEZ1EE link /private/preboot/
3B92D6F7C3FEGA444A715B312E418498574E442DAB2F6D9E18B58B7
62F71D1455B7E2E1C2DD3912B1B4E6D10C6B9150C8/procursus/bin/
zforce
link 3§28 0 fusr/bin/zforce [private/preboot/
3B92D6F7C3FEG444A715B312E418498574E442DAB2F6D9OE18B58B7
62F71D1455B7E2E1C2DD3912B1B4E6D10C6B9150C8/procursus//usr/
bin/zforce
HEEZEE link /private/preboot/
3B92D6F7C3FE6444A715B312E418498574E442DAB2F6D9E18B58B7
62F71D1455B7E2E1C2DD3912B1B4ESD10C6EB9150C8/procursus/bin/
gunzip
link g @S2 EAE E 0 Jusr/bin/gunzip [private/preboot/
3B92D6F7C3FEG6444A715B312E418498574E442DAB2F6D9E18B58B7
62F71D1455B7E2E1C2DD3912B1B4EGD10C6B9150C8/procursus/fusr/
bin/gunzip
HEZ B E link /private/preboot/
3B92D6F/C3FEG444A715B312E418498574E442DAB2F6DOE18B58B7
62F71D1455B7E2E1C2DD3912B1B4E6GD10C6B9150C8/procursus/sbin/
halt

link 3§ @S TAEE 0 fusr/sbin/reboot [private/preboot/
3B92D6F7C3FEG444A715B312E418498574E442DAB2FG6D9E18B58B7

62F71D1455B7E2E1C2DD3912B1B4EGD10C6B9150C8/procursus//usr/
shinfreboot

EZ{BE link /private/preboot/
3B92D6F7C3FE6444A715B312E418498574E442DAB2F6D9E18B58B7
62F71D1455B7E2E1C2DD3912B1B4EGD10C6B9150C8/procursus/etc/
ssl/cert.pem

HEEZ 1B E link /private/preboot/
3BO92D6F/C3FEG444A715B312E418498574E442DAB2F6DOE18B58B7
62F71D1455B7E2E1C2DD3912B1B4E6D10C6B9150C8/procursus/etc/
dpkg/origins/default

jailbreakd_safe [REZERBHD...

B5fjailbreakd BR5....

jailbreakd [REEEED...

B3 launchdhook R.....

launchctl load com.openssh.sshd.plist...

B & debugserver...

B & XpCproxy...

Z & launchctl...

KABEZEHC...

HERERRFPZRIEHES...
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n HABE B opensst B ssh Biserverfliclient, AIIMEIE(EMsshT (BAIAMIsshBOEFR: root , &
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HAEIEEEE sileo TEZMIEG
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o AE: ERAHMEFIHZAEITsshiEiZiPhoneBl7]
o ssh (server) BRINECE
m URO: 22
m AF&: root
m ZFBB:  alpine
o EFifk
= B4
n MacHBRIARIZ iR Terminal
o WY
®m ssh root@192.168.2.12
m Hrb: 192.168.2.12 2 HATHSRiIPhonedIPH#EE
o JF:
n REER

B ssh-copy-id root@192.168.2.12

frida: 4~rJFH

o XxTfrida: ANEJFH
o MK: MacHH frida-ps -u, MESHiPhoneE/F
o HEIARA
m XinaA15 &#hR 1.1.8
m  (iPhone11 + MacH4BE) Frida &R 16.0.11
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iRE FH TER #HAIRE B

62F71D1455B7E2E1C2DD3912B1B4E6D10C6B9150C8/procursus/fust/
bin/zfgrep

HEZBE link [private/preboot/
3B92D6F7C3FEG6444A715B312E418498574E442DAB2FG6DOE18B58B7
62F71D1455B7E2E1C2DD3212B1B4EBD10C6B9150C8/procursus/bin/
zforce

link 3§ @3 248 E 0 Jusr/bin/zforce [private/preboot/
3B92D6F7C3FEG444A715B312E418498574E442DAB2FG6D9OE18B58B7
62F71D1455B7E2E1C2DD3212B1B4EGD10C6B9150C8/procursus/fusr/
bin/zforce

HEFEE link [private/preboot/
3B92D6F7C3FE6444A715B312E418498574E442DAB2F6DQE18B58B7
62F71D1455B7E2E1C2DD3912B1B4EGD10C6B9150C8/procursus/bin/
gunzip

link 35 [ X4 E{8%E 0 Jusr/bin/gunzip /private/preboot/
3B92D6F7C3FEG6444A715B312E418498574E442DAB2F6D9E18B58B7
62F71D1455B7E2E1C2DD3212B1B4E6D10C6B9150C8/procursus/fusr/
bin/gunzip

HZIEE link /private/preboot/
3B92D6F7C3FEG444A715B312E418498574E442DAB2F6DOE18B58B7

62F71D1455B7E2E1C2DD3912B1B4E6D10C6B9150C8/procursus/sbin/
halt
link 3§ @ X4 E/8%E 0 Jusr/sbin/reboot [private/preboot/

3B92D6F7C3FE6444A715B312E418498574E442DAB2F6DOE18B58B7
62F71D1455B7E2E1C2DD3912B1B4E6D10C6B9150C8/procursus/fusr/
shinf/reboot

KB E link [private/preboot/
3B92D6F7C3FEG6444A715B312E418498574E442DAB2F6D9E18B58B7
62F71D1455B7E2E1C2DD3912B1B4EGD10CBB9150C8/procursus/etc/
ssl/cert.pem

HEFZ1EE link [private/preboot/
3B92D6F7C3FE6444A715B312E418498574E442DAB2F6DOE18B58B7
62F71D1455B7E2E1C2DD3912B1B4EGD10C6B9150C8/procursus/etc/
dpkg/origins/default

jailbreakd_safe 227!

E 3 jailbreakd

jailbreakd (RSB ERBTD...

launchdhook E1F7E! &5 launchdhook fR55..

launchctl load com.openssh.sshd.plist...

# 2 debugserver...

& Xpcproxy...

% launchctl...

SRR ZFFFA...
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/sbin/launchd

Jusr/libexec/logd

Jusr/sbin/notifyd

/System/Library/PrivateFrameworks/ProtectedCloudStorage.fram
ework/Helpers/ProtectedCloudKeySyncing

Jusr/libexec/amfid

fusrflibexec/mobile_storage_proxy

fusrflibexec/MobileStorageMounter

/System/Library/PrivateFrameworks/Disklmages2.framework/XPC
Services/diskimagescontroller.xpc/diskimagescontroller

Jusrflibexec/diskimagesiod

Jusr/libexec/ftrustd

Jprivate/preboot/3B92D6F7/C3FEGA44A715B312E418498574E44
2DAB2F6DQE18B58B762F71D1455B7E2E1C2DD3912B1B4EED10
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Dopamine

e Dopamine
o MR
» i0S15Mrootlessiffit T &
= a semi-untethered permasigned jailbreak for iOS 15
o HEHAZREAY: rootless jailbreak

o Logo

u
o B
m |[BFR: Fuguis Max
m  ruguis FIMEE: Linus Henze

o {E&: opa334 == Lars Froder

m Twitter: https://twitter.com/opa334dev
° ﬁu\

s EN

m Dopamine Jailbreak (ellekit.space)
m https://ellekit.space/dopamine/
= Github
m opa334/Dopamine: Dopamine is a semi-untethered permasigned jailbreak for iOS 15 (github.com)
= https://github.com/opa334/Dopamine

o ¥F:
m iOS/iPadOShRAS: 15.0-15.4.1
= 5 H/=CPU:
n BRBIS: a12+ == a12 ~ A15 . M1
n XFRAYZRHE:  armese
n SRAIHLEL: iPhone XS, iPhone XS Max,iPhone XR, iPhone 11 Pro, iPhone 11 Pro Max, iPhone 11,
iPhone 12 Pro, iPhone 12 Pro Max, iPhone 12, iPhone 12 mini, iPhone 13 Pro, iPhone 13 Pro Max,
iPhone 13 mini, and iPhone 13
o EF: Fuguis
m Fugui15
» THEE=45==tHl
m Automatic trust cache handling
n FREEANESE:  Ellekit
m  tweak injection framework = H{FENIES
B = tweak injection method = {HEEEINSE
m = tweak hook library = #HffthookE
m  libkrw (including the ability to write to PPL protected memory and kcalling primitives)
= $5%R: B PWIiFiRbug
» i7A3: DopamineEZ&E LtWiFitgbugT
o GBS

m BAIA: sileo . zebra
s HATBITUHRARIN, LEA saily
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https://github.com/opa334/Dopamine

—— Ty
1 5 i0S$15.0-15.41 e (o]
A12 - A15, M1

Procursus Rootless
Bootstrap Jailbreak

Dopamine
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[EfZR] SileohZ2EFilzatRfs: Depends zip unzip gzip unrar p7zip
[EfRR] palerainiifit ELEMBEMIEX T AR : Sidprocursilrepo
[Ef#/R] iPhone8EBEHIIER: LApaleralniRE ik

[2218] iOS158RTH: XinaA15

[RfRIR] £3i0S 15.185iPhone 1135k

[EfZR] FBXinaA1543i0S 15.18iPhone 115k

[iE%] i0S 15 R T XinaA15

[Ef&R] KLiOS 1589 FiPhone

[ic&] Z—FiOS 15(iPhone11Zl%

[232] iPhoneUN{aI %% TrollStore

[Ef#R] iPhoneR & SafariZzzZ: TrollStore

[EfZR] TrollStoreZ21did$R%8: Error downloading Idid 1001 1&KBAT
[EfgAR] £3i0S 15.164iPhone 11 EEMERIS F N RA IR

[ZRfZR] iPhones #JIE L ECE TrollStore

[i23%] #@%kHEx: TrollStore

[ic&] TroliStore & EI&ZHAR1.5.0

[Ef#IR] i0S 15.18iPhone11FZ % TrollStore

[iER] EFAMEERIITFABERATolStore L2 XinaA15R AR 1.1.8Mipa
[EfgR] BEFHEFAXinaA1545iPhone1 1885k

[Ef#)R] i0S 15.18iPhone11FIZ % XinaA15

[EffIR] WM{EREXinaA15

[iE%] T&XinaA158ipaX {4

[REER] XinaA158E5kiPhone11/5a01al{E R

[iL&] BEBBFEEXinaA15# it EHiPhonels B

[Ef#iR] XinaA15#5kfFiPhone1 15 40fal{EAssh

[iE&] XinaA15#5kRSiPhone 1M1 ERGHMESTER

[it%] ERiPhoneHRE XinaA15RIFEHA

[EfRR] XinaA15EFRE HHIRE

[EfgiR] FEXinaA15ZIFTHRAN1.1.8 B EFH#LAk

[Ef2R] FETAR1.1.889XinaA15E AR

[i2%] iPhone11E & XinaA15F] & i A XinaA 1543k

[EfIA] iPhone11FREFTIRIAFTARXinaAFIFTARFrida @& AT A IE B {ER
[iE%] E&EFHR1.1.88XinaA15& N INEERRE

[EfgIR] iOSiFE: EIFXinaA15

[i2%] iPhone117t4k1.1.8 R XinaA15EF IS

[iE&] AEXinaA15EEFHPIIALTrollStore EEE

[RfZIR] iOS 158iPhone#gsii

[232] iOS158kiAx: ARG

[%18] UlCacheZ{tAMIER

[2£18] #FHHIOS158AL T H: Dopamine



o [EfRIR] MXinaA15#HREMiPhone 1153k 3k Farm64eMlibsubstrate.dylib
o [Ef#R] i0SOpenDeviiEHdylibiE NiPhone115i: mach-o file but is an incompatible architecture have armé64
need arm64e
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