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iOSi¥mAL: iIOSEKENF

o RFETHRA: vi.3.0
o FEFAYIE]: 20241026
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NBOSE @A RHAEL RBNOSKENHHHER, EEZO0bjCHEMNAS . B1EBlockElE. ObjCHIRuntimeiz T,
Applesg RIBXFRGER ., MR —EFEERIESET S R EOSKENFIREROSF.

ARES+ BT+ T &

APBNEMRG, TEN Mt SRSV TEHNT:
HonKitj&EHg
e crifan/ios_re_ios_internal: iOSi¥@F & : iOSIEEHH

AfE{ERLtHonKitRIB EE AT A F B

%00 : crifan/honkit_template: demo how to use crifan honkit template and demo

ELENR

o IOSFM@FAL: IOSEK/EHLH book.crifan.org
o IOSHEEAL: IOSEEF crifan.github.io

B T EIAE
o OSEEFFA: OSERAH PDF

o IOSH@AL: IOSKEMF ePub
o IOSH@A%: IOSEEMNE Mobi
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https://github.com/crifan/ios_re_ios_internal
https://github.com/crifan/honkit_template
https://book.crifan.org/books/ios_re_ios_internal/website/
https://crifan.github.io/ios_re_ios_internal/website/
https://book.crifan.org/books/ios_re_ios_internal/pdf/ios_re_ios_internal.pdf
https://book.crifan.org/books/ios_re_ios_internal/epub/ios_re_ios_internal.epub
https://book.crifan.org/books/ios_re_ios_internal/mobi/ios_re_ios_internal.mobi

AN crifan 5 7 EHAY 150+ REFPHIE, BMLBAIBSE:

crifan/crifan_ebook_readme: Crifanf{ B FFr9{F AR

XTEE
XFEEEZNG, #0:
*kFCrifanLiZx - /£ &
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Apple ERIBXRFLEH

o [EfRR] iOSHst_sizefoff t2+AZKH
o [EfBR] iOSTLinuxsiCHpid_tHIE X

LEZAEEIE, AppledERAY, FIOSHEEEXRM, LHBWRINIOSEENHASEN, FREH.

e Apple = R
o HXFEZEH
n REG RACHS
. ERXH

AppleXERE M
PR E =

=2 0:
Open Source - Apple Developer
TR

o FFEMHE3Open Source Projects
o Apple Open Source
m https://opensource.apple.com
Ay
m Kernel
m https://developer.apple.com/library/mac/#documentation/Darwin/Conceptual/KernelProgrammin
g/build/build.html
m Frameworks
m https://developer.apple.com/library/mac/#documentation/MacOSX/Conceptual/OSX_Technology
_Overview/SystemFrameworks/SystemFrameworks.html
= Security
m https://developer.apple.com/library/archive/documentation/Security/Conceptual/Security_Overvi
ew/Introduction/Introduction.html
= RS
s BAO
m https://opensource.apple.com/releases/
s BEATEHIRE EAO
m https://opensource.apple.com/tarballs/
n TARIR
m ObjC Runtime
m https://opensource.apple.com/tarballs/objc4/
= Xnu
m https://opensource.apple.com/tarballs/xnu/
= dyld
m https://opensource.apple.com/tarballs/dyld/
m cctools
m https://opensource.apple.com/tarballs/cctools/


https://developer.apple.com/opensource/
https://opensource.apple.com
https://developer.apple.com/library/mac/#documentation/Darwin/Conceptual/KernelProgramming/build/build.html
https://developer.apple.com/library/mac/#documentation/MacOSX/Conceptual/OSX_Technology_Overview/SystemFrameworks/SystemFrameworks.html
https://developer.apple.com/library/archive/documentation/Security/Conceptual/Security_Overview/Introduction/Introduction.html
https://opensource.apple.com/releases/
https://opensource.apple.com/tarballs/
https://opensource.apple.com/tarballs/objc4/
https://opensource.apple.com/tarballs/xnu/
https://opensource.apple.com/tarballs/dyld/
https://opensource.apple.com/tarballs/cctools/

AppleFF & &t

m https://opensource.apple.com/source/
s FRIR
m Xnu
m https://opensource.apple.com/source/xnu/

m kern
= syscl
m https://opensource.apple.com/source/xnu/xnu-
792/bsd/kern/kern_sysctl.c.auto.html
= dlyd

m https://opensource.apple.com/source/dyld/
m system_cmds
m https://opensource.apple.com/source/system_cmds/
m sysctl
= system_cmds-880.60.2
m https://opensource.apple.com/source/system_cmds/system_cmds-
880.60.2/sysctl.tproj/
m sysctifgjRiS
m https://opensource.apple.com/source/system_cmds/system_cmds-
880.60.2/sysctl.tproj/sysctl.c.auto.html
m Libc
m  pOsix_spawn
m https://opensource.apple.com/source/Libc/Libc-
825.25/sys/posix_spawn.c.auto.html
= objc4 = Objc
m https://opensource.apple.com/source/objc4/
» REKRAS
m https://opensource.apple.com/source/objc4/objc4-818.2/
m https://opensource.apple.com/source/objc4/objc4-532
m https://opensource.apple.com/source/objc4/objc4-646
n FRER
= runtime
m objc_release
m https://opensource.apple.com/source/objc4/objc4-
532/runtime/NSObject.mm.auto.html
m objc_alloc
m https://opensource.apple.com/source/objc4/objc4-646/runtime/objc-
internal.h
m objc_msgSendSuper2
m https://opensource.apple.com/source/objc4/objc4-532/runtime/objc-
abi.h.auto.html
m objc_retainBlock
m https://opensource.apple.com/source/objc4/objc4-493.9/runtime/objc-
arr.mm.auto.html
m libpthread
m pthread_get_stackaddr_np
m https://opensource.apple.com/source/libpthread/libpthread-
105.10.1/src/pthread.c.auto.html
o MacOS Forge
= www.macosforge.org

BRI ER N an < AU

E: man = manual = F


https://opensource.apple.com/source/
https://opensource.apple.com/source/xnu/
https://opensource.apple.com/source/xnu/xnu-792/bsd/kern/kern_sysctl.c.auto.html
https://opensource.apple.com/source/dyld/
https://opensource.apple.com/source/system_cmds/
https://opensource.apple.com/source/system_cmds/system_cmds-880.60.2/sysctl.tproj/
https://opensource.apple.com/source/system_cmds/system_cmds-880.60.2/sysctl.tproj/sysctl.c.auto.html
https://opensource.apple.com/source/Libc/Libc-825.25/sys/posix_spawn.c.auto.html
https://opensource.apple.com/source/objc4/
https://opensource.apple.com/source/objc4/objc4-818.2/
https://opensource.apple.com/source/objc4/objc4-532
https://opensource.apple.com/source/objc4/objc4-646
https://opensource.apple.com/source/objc4/objc4-532/runtime/NSObject.mm.auto.html
https://opensource.apple.com/source/objc4/objc4-646/runtime/objc-internal.h
https://opensource.apple.com/source/objc4/objc4-532/runtime/objc-abi.h.auto.html
https://opensource.apple.com/source/objc4/objc4-493.9/runtime/objc-arr.mm.auto.html
https://opensource.apple.com/source/libpthread/libpthread-105.10.1/src/pthread.c.auto.html
http://www.macosforge.org/

o AppleX#4EANO: Documentation Archive (apple.com)
o R manFEM SBAO: APl Reference: iOS Manual Pages (apple.com)
n DRZARE
m Section 2: system calls and error numbers
m Section 2 of the manual contains documentation on UNIX system calls, error codes, and C library
routines that wrap system calls. Most of these functions are described in headers that reside in
Jusr/include/sys.
m For a detailed introduction, see intro(2)
m Mac OS X Manual Page For intro(2) (apple.com)
m Section 3: C libraries
m Section 3 of the manual contains documentation on C library routines. This section excludes library
routines that merely wrap UNIX system calls. Most of these functions are described in headers that
reside in /usr/include or subdirectories therein.
m For a detailed introduction, see intro(3)
m Mac OS X Manual Page For intro(3) (apple.com)
m Section 3cc: 1% EZ & Bx
m API Reference: iOS Manual Pages (apple.com)
= Section 3ssl
m Section 3ssl| of the manual contains documentation on OpenSSL library routines. These functions
are described in headers that reside in /usr/include/openssl, and are split between the libssl and
libcrypto libraries
m For a detailed introduction, see crypto(3) and ssl(3)
m Mac OS X Manual Page For crypto(3ssl) (apple.com)
m crypto - OpenSSL cryptographic library
m Mac OS X Manual Page For ssl(3ssl) (apple.com)
m SSL - OpenSSL SSL/TLS library
= Section 3x
m Section 3x of the manual contains documentation on curses-related library routines used for general
formatting on text terminals. These functions are described in headers that reside in /usr/include, and
are located in the libncurses library.
m For a detailed introduction, see ncurses(3)
m Mac OS X Manual Page For ncurses(3x) (apple.com)
m ncurses - CRT screen handling and optimization package
m Section 5
m Section 5 of the manual contains documentation on file formats and conventions. It includes
documentation about file-system data structures, information about configuration files for various
daemons, and information about data structures used in various binary and text file formats used by
various parts of the operating system.
m For a detailed introduction, see intro(5).
m Mac OS X Manual Page For manpages(5) (apple.com)
m manpages -- An introduction to manual pages

log HEMNFHF BB LS EEE

String Format Specifiers (apple.com)

The Apple Wiki == The iPhone Wiki

e |H

o https://theiphonewiki.com/
o F

o https://theapplewiki.com/


https://developer.apple.com/library/archive/navigation/index.html
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/index.html
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/man2/intro.2.html#//apple_ref/doc/man/2/intro
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/man3/intro.3.html#//apple_ref/doc/man/3/intro
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/index.html#group_Section_3cc
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/man3/crypto.3ssl.html#//apple_ref/doc/man/3/crypto
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/man3/ssl.3ssl.html#//apple_ref/doc/man/3/ssl
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/man3/ncurses.3x.html#//apple_ref/doc/man/3/ncurses
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/man5/manpages.5.html
https://developer.apple.com/library/archive/documentation/CoreFoundation/Conceptual/CFStrings/formatSpecifiers.html#//apple_ref/doc/uid/TP40004265
https://theiphonewiki.com/
https://theapplewiki.com/

syscall

e ¥: Kernel Syscalls - The Apple Wiki
o |B: Kernel Syscalls - The iPhone Wiki

hw.machine #18! BRE}

e Models - The iPhone Wiki

HAtRiR
PIRZEIR AL )

OS Internals: (newosxbook.com)
->

e MAC OS X Internals: A Systems Approach: Singh, Amit: 9780321278548: Books: Amazon.com
e J's Entitlement DataBase (newosxbook.com)

o OS X/iOS Entitlement Database - v0.8

o As compiled by Jonathan Levin, @Morpheus__

o Now with entitlements from iOS 9.0.2 through 15.2, MacOS 11.4 through 15.3

iOSE R R X iz

BiRERE AR BIEFANTRIOSEREAS:

iosre/iOSAppReverseEngineering: The world’s 1st book of very detailed iOS App reverse engineering skills :) (github.com)
->

https://github.com/iosre/iOSAppReverseEngineering/blob/master/iOSAppReverseEngineering.pdf

BREAUEINSE,

crifan.org, {EFE24.0ER(CC BY 4.0)1Y &% all right reserved, powered by Gitbook&/GE#1: 2024-10-26 15:41:22


https://theapplewiki.com/wiki/Kernel_Syscalls
https://www.theiphonewiki.com/wiki/Kernel_Syscalls
https://www.theiphonewiki.com/wiki/Models
http://newosxbook.com/index.php?page=Appendix
https://www.amazon.com/gp/product/0321278542/ref=as_li_qf_sp_asin_tl?ie=UTF8&camp=1789&creative=9325&creativeASIN=0321278542&linkCode=as2&tag=newosxbookcom-20
http://newosxbook.com/ent.jl
https://github.com/iosre/iOSAppReverseEngineering
https://github.com/iosre/iOSAppReverseEngineering/blob/master/iOSAppReverseEngineering.pdf
https://creativecommons.org/licenses/by/4.0/deed.zh

IOSHEEZTRAR

FioSE@E, BSRIRZSAppleERBXRNTTRER, BERNTHSE,

ObjCHYZE

UlDevice

UlDevice | Apple Developer Documentation

IOSFEEA LRI EN
X TFiOSHIIRZEXMNIKEMILER:

e _ darwin_mode_t
e _ darwin_off t
e _ darwin_pid_t

HNENZ:
_uintié_t __darwin_mode_t /* [?7?] Some file attributes */
__inte4_t __darwin_off_t /* [?7?] Used for file sizes */
__int32_t __darwin_pid_t /* [?7?7?] process and group IDs */
SR

o ApplefJopensource
o https://opensource.apple.com/source/xnu/xnu-792/bsd/sys/_types.h
o EHith
o apple/darwin-xnu: The Darwin Kernel (mirror)
m https://github.com/apple/darwin-xnu/blob/main/bsd/sys/_types.h

37 errno.h
|E|H&Z|K xnu-201

o https://opensource.apple.com/source/xnu/xnu-201/bsd/sys/errno.h

/* Operation not supported */

/* Operation not supported */

o FhRAS: xnu-792

o https://opensource.apple.com/source/xnu/xnu-792/bsd/sys/errno.h.auto.html

/* Operation not supported */

N~
‘_.
&

® ENOTSUP = 45

manF 3t

BIE TR/


https://developer.apple.com/documentation/uikit/uidevice?language=objc
https://opensource.apple.com/source/xnu/xnu-792/bsd/sys/_types.h
https://github.com/apple/darwin-xnu
https://github.com/apple/darwin-xnu/blob/main/bsd/sys/_types.h
https://opensource.apple.com/source/xnu/xnu-201/bsd/sys/errno.h
https://opensource.apple.com/source/xnu/xnu-792/bsd/sys/errno.h.auto.html

Apple E# manFA B AO: API Reference: iOS Manual Pages (apple.com)
FERZ, OSEEEAE, EERPREIN—L a1 5 44, BEMT:

e Section 2: system calls and error numbers
o ENOMEM $5IRR3E X
m 12 = ENOMEM Cannot allocate memory
m The new process image required more memory than was allowed by the hardware or by system-imposed
mem-ory memory ory management constraints. A lack of swap space is normally temporary; however, a
lack of core is not. Soft limits may be increased to their corresponding hard limits.
o stat64
m Mac OS X Manual Page For stat64(2)
e Section 3: C libraries
o system
m Mac OS X Manual Page For system(3)
o sysctl
m Mac OS X Manual Page For sysctl(3)
o strlen
m Mac OS X Manual Page For strlen(3)

iPhone iOS SDK Ei3

e iPhone0S13.0.sdk
o i0S-SDKs/iPhoneOS13.0.sdk at master - xybp888/i0S-SDKs (github.com)
= stath
m iOS-SDKs/stat.h at master - xybp888/i0S-SDKs (github.com)
m syscall.h
m iOS-SDKs/syscall.h at master - xybp888/i0S-SDKs (github.com)
m sysctl.h
m iOS-SDKs/sysctl.h at master - xybp888/i0S-SDKs (github.com)
m types.h
m iOS-SDKs/types.h at master - xybp888/i0S-SDKs (github.com)

BUIREES

sysctiffx
o EREMNY

o sysctlbyname
m sysctlbyname | Apple Developer Documentation
o sysctl
m sysctl | Apple Developer Documentation
e man3ff
o SYSCTL
m Mac OS X Manual Page For sysctlbyname(3) (apple.com)
o JRIG
o sysctl.c (apple.com)
o EHith
o sysctlbyname (freebsd.org)

[e]

sysctlbyname(3) manual page (lemoda.net)

[e]

sysctl, sysctlbyname (gnx.com)

[e]

sysctlbyname.3 (daemon-systems.org)


https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/index.html
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/man2/intro.2.html#//apple_ref/doc/man/2/intro
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/man2/stat64.2.html
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/man3/intro.3.html#//apple_ref/doc/man/3/intro
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/man3/system.3.html
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/man3/sysctl.3.html
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/man3/strlen.3.html
https://github.com/xybp888/iOS-SDKs/tree/master/iPhoneOS13.0.sdk
https://github.com/xybp888/iOS-SDKs/blob/master/iPhoneOS13.0.sdk/usr/include/sys/stat.h
https://github.com/xybp888/iOS-SDKs/blob/master/iPhoneOS13.0.sdk/usr/include/sys/syscall.h
https://github.com/xybp888/iOS-SDKs/blob/master/iPhoneOS13.0.sdk/usr/include/sys/sysctl.h
https://github.com/xybp888/iOS-SDKs/blob/master/iPhoneOS13.0.sdk/usr/include/sys/types.h
https://developer.apple.com/documentation/kernel/1387446-sysctlbyname
https://developer.apple.com/documentation/installer_js/system/1812308-sysctl
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneOS/man3/sysctlbyname.3.html
https://opensource.apple.com/source/system_cmds/system_cmds-880.60.2/sysctl.tproj/sysctl.c.auto.html
https://www.freebsd.org/cgi/man.cgi?query=sysctlbyname&apropos=0&sektion=0&manpath=FreeBSD+10.1-RELEASE&arch=default&format=html
https://nxmnpg.lemoda.net/3/sysctlbyname
http://www.qnx.com/developers/docs/6.5.0SP1.update/com.qnx.doc.neutrino_lib_ref/s/sysctl.html
https://www.daemon-systems.org/man/sysctlbyname.3.html

Hth

iOSH [E14FIR Property List = plist

e Introduction to Property Lists (apple.com)
CIEEMRXFREEMNLG

gcc
YRIRAT-WxxxRIS 5

e Warning Options (Using the GNU Compiler Collection (GCC))

clang
RIFTSE:

e Clang Compiler User's Manual — Clang 13 documentation (llvm.org)
e Clang command line argument reference — Clang 13 documentation (llvm.org)

crifan.org, {EFZE24.0ER(CC BY 4.0)1% /&% all right reserved, powered by Gitbook&/ZE#: 2024-10-23 23:13:03


https://developer.apple.com/library/archive/documentation/Cocoa/Conceptual/PropertyLists/Introduction/Introduction.html#//apple_ref/doc/uid/10000048i
https://gcc.gnu.org/onlinedocs/gcc/Warning-Options.html
https://clang.llvm.org/docs/UsersManual.html#id66
https://clang.llvm.org/docs/ClangCommandLineReference.html
https://creativecommons.org/licenses/by/4.0/deed.zh
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o [ZE3E] iOSHEINE: ARENT hook BRI HIRT M SEEXC_BREAKPOINTHI AR R
o [EfER] IOSHEEOE: EKZHsetXxxKEERE B Hxxx
o [E1IB] iOSH@IAINLME: ObjCHARMP MR EFEENARSIE

o [BEf#R] iOSHMcaddr ZERIMITE X

o TODO:
n EEMIOSEMARE, WRINEMEINE X, thEEIR
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TODO:

o IOSAIZAIEEM
o [E&] AR XCodeHiOSHappIALSRIBRELE
o [Z38] MacHliOSH#ISandboxibiE
o [Bf2R] HRIOSHapphyE RHIUUIDZEAIEMappFRaNlaRET
o [KRE&R] iOSHapptIEaNRiERENIT 2
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NSHICF

IOSIREFAER:
KEEMERMA:
o NS FFLAY = nNextstep
o tbul
B NSString

e CF ﬂ:%ﬁ&] = CoreFoundation
o LtaN

B CFStringRef
BUTEEZAMMBEEHERN == toll-free bridged
tban:

® CFStringRef == NSString*
® CFURLRef == NSURL*
IR

e CFStringRef | Apple Developer Documentation
e CFURL | Apple Developer Documentation
e NSURL | Apple Developer Documentation

A RABXEBONTEMNEREIRNEIER:
iOSHAfY:  Nsstring / NsString* ] CFstringref BB HEHER:

¢ MRC

CFStringRef aCFString CFStringRef aNSString

NSString aNSString NSString aCFString

e ARC
CFStringRef aCFString __bridge CFStringRef aNSString
NSString aNSsString __bridge NSString aCFString

® RIS

o FIBF CFStringRef EEMENFRBFL

CFStringRef prefixFile __bridge CFStringRef
someCFStringRef prefixFile

o FlIBF cFURLRef BT/ AT

someCFURLRef

® CFURLRef %% NSURL*
NSURL someNSURL NSURL someCFURLRef
e MNSURLIRERurZ=RFENSString


https://developer.apple.com/documentation/corefoundation/cfstringref?language=objc
https://developer.apple.com/documentation/corefoundation/cfurl?language=objc
https://developer.apple.com/documentation/foundation/nsurl?language=objc

NSString someUrlNsStr someNSURL absoluteString

ZhookFE R EITHIAR RN

CFURLRef CFAllocatorRef allocator CFStringRef URLString CFURLRef baseURL

CFURLRef CFURLCreatewithString CFAllocatorRef allocator CFStringRef URLString CFURLRef baseURL
CFStringRef prefixFile __bridge CFStringRef @
CFStringRef prefixXCoredata __bridge CFStringRef @
bool shouldomit false
URLString prefixFile
shouldomit  true
URLString prefixXCoredata
shouldomit  true

// iosLogInfo("shouldomit=%d for URLString=%{public}@", shouldOmit, URLString);

baseURL
// NSString* absUrlStr = [baseURL absoluteString];
NSURL baseNsurl NSURL baseURL
NSString baseAbsUrlStr baseNsurl abseluteString
CFStringRef baseAbsUrlStrRef CFStringRef baseAbsUristr
shouldomit
baseAbsUrlstrRef prefixFile
shouldomit  true
baseAbsUrlStrRef prefixXCoredata
shouldomit  true

// iosLogInfo("shouldomit=%d for baseAbsUrlStrRef=%{public}@", shouldomit, baseAbsUrlStrRef);

CFURLRef newurl orig
shouldomit
allocator
URLString baseURL newuUrl

newurl

crifan.org, {EFE24.0ER(CC BY 4.0)iY &% all right reserved, powered by Gitbook&/GE#1: 2024-10-23 23:10:21
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PRENE
TODO:

o [Z18] iOSiE\8: BlockhUinvoke X £ A% B signaturefIE X
o IBAMAIHSAINEERNEZNATEIELR
o [Ef#/R] i0S#¥E: _ block_literal_global

® RHER = function signature
o
m v8@?0
m REBEN: void A();
B v12@0:4@8

m FBEENX: - (void) setSomething:(id) anObject;

=V E
IR E N ObjCHY block AF:

1ldb reg r x0

X0
1ldb’ po
__NSMalloeBlock__
signature NSError TTHttpResponse
invoke private var containers Bundle Applicatien DCO78 CCBA A E01C73207969 Aweme app Fr
ameworks AwemeCore framework AwemeCore' AWEMap awe_screenScope
copy private var containers Bundle Applicatien DCO78 CCBA A E01C73207969 Aweme app Fr
ameworks AwemeCore framework AwemeCore® |AWELaunchMainPlaceholder _generateBootLoaderLogs
dispose private var containers Bundle Applieatien DCO78 CCBA A E01C73207969 Aweme app Fr

ameworks AwemeCore framework AwemeCore® |AWELaunchMainPlaceholder _generateBootLoaderLogs

AIER:

° El’ﬁﬁ("é% v32@?0@"NSError"8@16@"TTHttpResponse"24
o MNAIREIENESEE: void A(NSError *, id, TTHttpResponse *);

PREFBEBlockiFIER, thESignaturetBx/E4:

1lldb po

1lldb po
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flag

.~ =R\
#HiZflaghiE X

e iOSHprocessHFERIflaghITE X
i1

e cs_blobs.h (apple.com)

#1ifndef _KERN_CODESIGN_H
#define _KERN_CODESIGN_H

/* code signing attributes of a process */

#define CS_VALID

#define CS_ADHOC

#define CS_GET_TASK_ALLOW
#define CS_INSTALLER

#define CS_FORCED_LV
#define CS_INVALID_ALLOWED

#define CS_HARD

#define CS_KILL

#define CS_CHECK_EXPIRATION
#define CS_RESTRICT

#define CS_ENFORCEMENT

#define CS_REQUIRE_LV

#define CS_ENTITLEMENTS_VALIDATED
#define CS_NVRAM_UNRESTRICTED
ement */

#define CS_RUNTIME

#define CS_ALLOWED_MACHO

#define CS_EXEC_SET_HARD
#define CS_EXEC_SET_KILL
#define CS_EXEC_SET_ENFORCEMENT
#define CS_EXEC_INHERIT_SIP

#define CS_KILLED

#define CS_DYLD_PLATFORM
#define CS_PLATFORM_BINARY
#define CS_PLATFORM_PATH

#define CS_DEBUGGED

0 run with invalid pages */
#define CS_SIGNED

#define CS_DEV_CODE

0x00000001 /* dynamically valid */

0x00000002 /* ad hoc signed */

0x00000004 /* has get-task-allow entitlement */
0x00000008 /* has installer entitlement */

0x000000160 /* Library Validation required by Hardened System Poliecy */
0x00000020 /* (macOS Only) Page invalidation allewed by task port poliey */

0x00000100 /* don't load invalid pages */
0x00000200 /* kill process if it becomes invalid */
0x00000400 /* force expiration checking */
0x00000800 /* tell dyld to treat restricted */

0x00001000 /* require enforcement */

0x00002000 /* require library validation */

0x00004000 /* code signature permits restricted entitlements */

0x00008000 /* has com.apple.rootless.restricted-nvram-variables.heritable entitl

0x00010000 /* Apply hardened runtime policies */

(CS_ADHOC = CS_HARD = CS_KILL ' CS_CHECK_EXPIRATION =\
CS_RESTRICT @ CS_ENFORCEMENT | CS_REQUIRE_LV = CS_RUNTIME)

0x00100000 /* set CS_HARD on any exec'ed process */
0x00200000 /* set CS_KILL on any exec'ed process */
0x00400000 /* set CS_ENFORCEMENT on any exec'ed process */
0x00800000 /* set CS_INSTALLER on any exec'ed process */

0x01000000 /* was killed by kernel for invalidity */

0x02000000 /* dyld used to load this is a platform binary */
0x04000000 /* this is a platform binary */

0x08000000 /* platform binary by the fact of path (osx only) */

0x10000000 /* process is currently or has previously been debugged and allowed t

0x20000000 /* process has a signature (may have gone invalid) */
0x40000000 /* code is dev signed, cannot be loaded into prod signed code (will g

o away with rdar://problem/28322552) */

#define CS_DATAVAULT_CONTROLLER

#define CS_ENTITLEMENT_FLAGS
ED)

/* executable segment flags */

0x80000000 /* has Data Vault controller entitlement */

(CS_GET_TASK_ALLOW = CS_INSTALLER | CS_DATAVAULT_CONTROLLER ' CS_NVRAM_UNRESTRICT

20
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flag

#define CS_EXECSEG_MAIN_BINARY Ox1 /* executable segment denotes main binary */
#define CS_EXECSEG_ALLOW_UNSIGNED 0x10 /* allow unsigned pages (for debugging) */

#define CS_EXECSEG_DEBUGGER 0x20 /* main binary is debugger */

#define CS_EXECSEG_JIT 0x40 /* JIT enabled */

#define CS_EXECSEG_SKIP_LV 0x80 /* OBSOLETE: skip library validation */
#define CS_EXECSEG_CAN_LOAD_CDHASH 0x100 /% can bless cdhash for execution */

#define CS_EXECSEG_CAN_EXEC_CDHASH 0x200 /% can execute blessed cdhash */

SfilR2
e codesign.h (apple.com)

#ifndef _SYS_CODESIGN_H
#define _SYS_CODESIGN_H

/* code signing attributes of a process */

#define CS_VALID 0x0000001 /* dynamically valid */

#define CS_ADHOC 0x0000002 /* ad hoe signed */

#define CS_GET_TASK_ALLOW 0x0000004 /* has get-task-allow entitlement */

#define CS_INSTALLER 0x0000008 /* has installer entitlement */

#define CS_HARD 0x0000100 /* don't load invalid pages */

#define CS_KILL 0x0000200 /* kill process if it becomes invalid */

#define CS_CHECK_EXPIRATION 0x0000400 /* force expiration checking */

#define CS_RESTRICT 0x0000800 /* tell dyld to treat restricted */

#define CS_ENFORCEMENT 0x0001000 /* require enforcement */

#define CS_REQUIRE_LV 0x0002000 /* require library validation */

#define CS_ENTITLEMENTS_VALIDATED 0x0004000 /* code signature permits restricted entitlements */
#define CS_ALLOWED_MACHO (CS_ADHOC & CS_HARD  CS_KILL | CS_CHECK_EXPIRATION @ CS_RESTRICT @ CS_ENFORCEMENT

CS_REQUIRE_LV)

#define CS_EXEC_SET_HARD 0x0100000 /* set CS_HARD on any exec'ed process */

#define CS_EXEC_SET_KILL 0x0200000 /* set CS_KILL on any exec'ed process */

#define CS_EXEC_SET_ENFORCEMENT 0x0400000 /* set CS_ENFORCEMENT on any exec'ed process */

#define CS_EXEC_SET_INSTALLER 0x0800000 /* set CS_INSTALLER on any exec'ed process */

#define CS_KILLED 0x1000000 /* was killed by kernel for invalidity */

#define CS_DYLD_PLATFORM 0x2000000 /* dyld used to load this is a platform binary */

#define CS_PLATFORM_BINARY 0x4000000 /* this is a platform binary */

#define CS_PLATFORM_PATH 0x8000000 /* platform binary by the fact of path (osx only) */

#define CS_DEBUGGED 0x10000000 /* process is currently or has previously been debugged and allowed to ru
n with invalid pages */

#define CS_SIGNED 0x20000000 /* process has a signature (may have gone invalid) */

#define CS_DEV_CODE 0x40000000 /* code is dev signed, cannot be loaded into prod signed code (will go away w

ith rdar://problem/28322552) */

#define CS_ENTITLEMENT_FLAGS (CS_GET_TASK_ALLOW = CS_INSTALLER)

/* MAC flags used by F_ADDFILESIGS_* */
#define MAC_VNODE CHECK DYLD_SIM Ox1  /* tells the MAC framework that dyld-sim is being loaded */

/* csops operations */

#define CS_OPS_STATUS 0 /* return status */

#define CS_OPS_MARKINVALID i /* invalidate process */
#define CS_OPS_MARKHARD 2 /* set HARD flag */

#define CS_OPS_MARKKILL 3 /* set KILL flag (sticky) */
#ifdef KERNEL_PRIVATE

/* CS_OPS_PIDPATH 4 7

#endif

#define CS_OPS_CDHASH 5 /* get code directory hash */
#define CS_OPS_PIDOFFSET 6 /* get offset of active Mach-o slice */
#define CS_OPS_ENTITLEMENTS_BLOB 7 /* get entitlements bleob */

#define CS_OPS_MARKRESTRICT 8 /* set RESTRICT flag (sticky) */
#define CS_OPS_SET_STATUS 9 /* set codesign flags */

21


https://opensource.apple.com/source/xnu/xnu-3789.70.16/bsd/sys/codesign.h.auto.html

/* get codesign bleb */
/* get codesign identity */
/* elear INSTALLER flag */
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HiEflagh 17555451

akd

oS/ (@Y TH: COcoaTop64) BE Hakd#HiE:

e flag = 0x4004004
m  CS_PLATFORM BINARY =1

m #define CS_PLATFORM_BINARY 0x4000000 /* this is a platform binary */
m  CS_ENTITLEMENTS_VALIDATED =1

m  #define CS_ENTITLEMENTS_VALIDATED 0x0004000 /* code signature permits restricted entitlements */
B CS_GET_TASK_ALLOW =1

B #define CS_GET_TASK_ALLOW 0x0000004 /* has get-task-allow entitlement */

WhatsApp

FHCocoaTopZ&E & WhatsAppitizaflagiEiL:



flag

Raw Process Flags (Hex)
04004004

Process flags represented as a
hexadecimal number.

OK
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AN, I
o ENMRRE
o 0x4000000 -> CS_PLATFORM_BINARY =1
o OXx0004000 -> CS_ENTITLEMENTS_VALIDATED =1

o OXx0000004 -> CS_GET_TASK_ALLOW =1
MUk, ARG
o Fridai@it: flagig3x
o Xcodeidix: flagZt
o TRT



flag

Raw Process Flags (Hex)
04004804

Process flags represented as a
hexadecimal number.

OK
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m FMET: CS_RESTRICT = 0x0000800
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FHIE

LERbTIL, HEXEFERRE, MEXEMIHIE:

e ObjC
o JEEMH
= Block
m IOSHEFA: BlockE R &
= Runtime
» IOSEEFAL: ObjCIE{THY
m Framework
m iOSi¥[M: FrameworkshiSEE

m Apple OS
m iOSi¥[E: AppleiRfEZR%:
o HftiEX%
o Apple¥ER

n ERBEXFLREDLE
o AIHITIIH
n AJHATXHEIR: Mach-O
n HiR: mach-o EAppleFE (iI0SHImacOSE) HMEEITME (ATHITXH. ESE) MR
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SEAZH

AIHATXHEZN: Mach-O

o [E1H] iOSHAIFrameworksHEZ

o [#18] dyldiEx: dyld_shared cachemliSERZER

o [iEE] AREHNdylibX{FzzzzHeiBaoLib.dylibhF R REIMBXAS
o [E##R] dyld_shared_cacheifik: update_dyld_shared_cache

o [#BZR] Mac M2 Max hjtool2i5fTHR R : killed

o [EfRR] Hjtool2ZEEMach-Of) —#Hlakdik A IBERAXER

o [EfRR] iOSH#IERflagE X

o [EfZR] i0Si¥[EHCocoaTopb4 P EE HIZIFIETIFlagshIEIAE X

o [iC#] HCocoaTopZEEWhatsAppi#tiZhiflagE |t

o [Ef#R] iOSHCFStringRefi&1NSStringF B 1851k

o [Ef#)R] iOSHCFStringReffICFURLRefF 14 B H MR INEN FFFEFF L
o [EfR)R] i0SH Motool#i HAIB16@0:8iFIER B EMSEE X

e FHZ&ECVE-2016-1757---i%#Tmach messagehJ{EA | mrhidZ > 9 = (turingh.github.io)
e MRunLoopREIOSHZAHE B RIA1E: mach_msg - #EE (juejin.cn)

o X1% i0OS FHIRY dyld shared cache - Issue #55 - kingcos/Perspective (github.com)

e update_dyld_shared_cache(1) [osx man page]

e Extracting libraries from dyld_shared_cache | Worth Doing Badly

e dyld_shared_cache - iPhone Development Wiki

e OS Internals: (newosxbook.com)

e MAC OS X Internals: A Systems Approach: Singh, Amit: 9780321278548: Books: Amazon.com
e Open Source - Apple Developer

e Documentation Archive (apple.com)

e Mac OS X Manual Page For stat64(2) (apple.com)

e Kernel Syscalls - The iPhone Wiki

o HUARMIBIZIBEE??7 - Cydia | FEARSXEMIE - WeMP

e Frameworks - iPhone Development Wiki

e XLsnOw/Cydia
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