HIS 1.1
iOSOpenDevit 5E 1.2
Z#£i0SOpenDev 1.3
HRIAR IS 1.3.1
EEP G L e e A Wi = 1.4
F#2i0SOpenDevIiH 1.4.1
Mg EEE 14.2

1B 1E xmF0.mm A2 58 14.3
ST FIBXM Y {4 1.4.3.1
Shooki@fHt3 1.4.4
LCEEGHERAVE 145
HRERES T RS 1.5
AR B AR 1.5.1
AR 1.5.2
FERMER 1.5.3

B I [e) 1.6
RERIER T TR 1.6.1
PrivateFramework directory not found 1.6.2

File not found XCode Specifications 1.6.3
XMAEIRBIFAudio B SRS 1.6.4
Expected unqualified-id 1.6.5
FTRIRAIAITIRFTRE 1.6.5.1

Compile SourcesHIRZAIN T AZH5H9.xm 1.6.5.2

Host key verification failed 1.6.6

scp dest open No file or directory 1.6.7

An empty identity is not valid 1.6.8
controlfVersionhR A S IR B &R 16.9
Lkt ERE LEREIOSHappEtR 1.6.10
mach-o incompatible arch arm64 arm64e 1.6.11
Failed Logos Processor Could not open xm 1.6.12
ZIMF 1.7
EESAeEZipe R 1.8
(B 1.9

W

SEZRN 1.9.1



0S¥ [@MFFE: i0SOpenDevF & ifft

o RFETHRA: vi.s.2
o FEFAYIE]: 20250115

i

i}

NBIOSHE [ h NI AHiIOSOpenDevHF & #lfikiGHtweak, FEEITiOSOpenDevifllis; SAENAMELEIOSOpenDey, MKk
RRERIANREEY; ARRTENGEGHNFLRE, SFEMEOSOpenDevidXcodelE . MIBTIMENERE, HHPEHE
sshfe B &% . ShookiffFtweaktis, SHEWMEMES . mEABERHAESE; MEKFUISENEGTLZNRE, 818
RMBn. EXRE. ERAMR. EREAE; URELEAN—LEELI00G; FILRBMEENEAIAES ENE@EM%mE
TR A ERYEIRE,

ARES+ BT+ T &

APNEMREG, TEN it 2HRSTETHNT:
HonKitj&Eg
e crifan/ios_re_iosopendev_tweak: iOSi¥[@FF & : iOSOpenDev &It

aNfE{ERLtHonKitRIB XA AR F B

%01 : crifan/honkit_template: demo how to use crifan honkit template and demo

TR

o IOSHFEFF%L: i0SOpenDevF k& 4 book.crifan.org
o IOSMFAL: i0SOpenDevFF & 1EH crifan.github.io

B THMAE
e OSHE@FFAL: iOSOpenDevF &t PDF

e OSiFM@FFA4: i0OSOpenDevFF kiEH ePub
e IOSEFFA: iOSOpenDevFF & iFE{E Mobi

hRAXH] A& 5 BR

LB FRHENEEANS, NEFRE, BAXARE, EHRHoATSZEME, HERFTHL. NERMBER, &
BITHBFEEA R FK admin 345 crifan.com , HERIEMER, BHHESTE,

EMEARKHIE, MEARIMARER. B2RTEQUFRERE. WHIFERE, H5EATX.

N5 754

RUSBRNZERENESEEMNTEORE, HEBHK crifan BESEHESTHATIHAEIE T L XL B FH AR
2, SUEnsig,

EL A


https://github.com/crifan/ios_re_iosopendev_tweak
https://github.com/crifan/honkit_template
https://book.crifan.org/books/ios_re_iosopendev_tweak/website/
https://crifan.github.io/ios_re_iosopendev_tweak/website/
https://book.crifan.org/books/ios_re_iosopendev_tweak/pdf/ios_re_iosopendev_tweak.pdf
https://book.crifan.org/books/ios_re_iosopendev_tweak/epub/ios_re_iosopendev_tweak.epub
https://book.crifan.org/books/ios_re_iosopendev_tweak/mobi/ios_re_iosopendev_tweak.mobi

EERNEMEFH

AN crifan 5 7 HAY 150+ REFPHHIE, BMNBAIBSE:

crifan/crifan_ebook_readme: Crifanf{ B FFr9{F A5 0A

XTEE
XFEEEZNG, #0:
*kFCrifanLiZx — £ &
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i0SOpenDevVifi i3

FIOSZHRE, FEPRAETLENEweak, HPERLNTAE=ERZ—/ME:

® 10SOpenDev
o HhR: IOSHSkIEFtweakFF RIEGRZ—
» HiRm
m Theos/Logos
m MonkeyDev
o FRLINEE: ZIFETFXCode (AUER) ZEBIiELogosktweakitditidE e
o BN
m http://iosopendev.com/
n E
m http://iosopendev.com/download/
o Github
m https://github.com/kokoabim/iOSOpenDev
m Wiki
= https://github.com/kokoabim/iOSOpenDev/wiki
» XfFLogos (=Theos? ) HIXi%

i0SOpenDev ,

= https://github.com/kokoabim/iOSOpenDev/wiki/Logos-(Theos)-Support

» DEHR

= https://github.com/kokoabim/iOSOpenDev/wiki/Convert-to-iOSOpenDev-Project

crifan.org, {EAZ4.0EFR(CC BY 4.0)i% &7 all right reserved, powered by Gitbook&R/FE#: 2023-10-25 19:55:34
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https://book.crifan.org/books/ios_re_jailbreak_tweak/website/tweak_dev/theos_logos/
https://book.crifan.org/books/ios_re_monkeydev_debug/website/
http://iosopendev.com/
http://iosopendev.com/download/
https://github.com/kokoabim/iOSOpenDev
https://github.com/kokoabim/iOSOpenDev/wiki
https://github.com/kokoabim/iOSOpenDev/wiki/Logos-(Theos)-Support
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Z#%i0SOpenDev

MEBEMIOSOpenDev—Download F&;Z!: i0SOpenDev-1.6-2.pkg, IREHERLRE:

& i4Tools_v...2.005.dmg i ¥ R&i0SOpenDev (1.6-2)

00 ios_reverse »
'« i0SOpen..v-1.6-2.pkg
I iTerm2-3_4_10.zip

FRID{EF “i0SOpenDev (1.6-2)" %3k 2%

i0SOpenDev sets up the latest i0S SDK to allow "open"

® T4 development in Xcode of jailbreak-type projects not
& SecureCR...com.dmg supported nor allowed by default and provides Xcode
& Trojan-Qt...1.1.6.dmg templates for building common jailbreak-type projects and

I VSCode-d..iversal.zip the various tools needed for such development.

I Xcode_12.5.1.xip Follow — https://twitter.com/kokoabim
Download — http://iOSOpenDev.com
Wiki — https://github.com/kokoabim/iOSOpenDev/wiki

g
i0SOpenDev-1.6-2.pkg
TR UHE - 21KB
11} [
HlERE $% LF8:30
1 &% L¥F8:30

B multiple_platform ® i0SOpenDev #® j0SOpen...v-1.6-2.pkg
@ ® 3£ {0SOpenDev (1.6-2)

IFER#i0S0penDev (1.6-2)

EEETHRE M.

i0SOpenDev-1.6-2.pkg

SR 21:29
SK 21:29

http:/fiosopendev.com/
https://storage.googleapis.com/
google-code-archive-
downloads/v2/code.google.com/
iosopendev/
i0SOpenDev-1.6-2.pkg

MINZERE, & xcode FFIE ios WH, ENRIEZ iosopenbev RIRYIEIN :


http://iosopendev.com/download/
https://storage.googleapis.com/google-code-archive-downloads/v2/code.google.com/iosopendev/iOSOpenDev-1.6-2.pkg

Z#Ei0SOpenDev

.‘ Xcode File Edit View e Editor Pr t € 0 Window Help

Choose a template for your new project:

Multiplatform 05 mac0S  watchOS  tvOS  Other ® Filter

Framework & Library

i0S0OpenDev

@@ @ & T &

Action Menu Activator Listener AssistantExtensio CaptainHook Cocoa Touch
Plugin ns Extension Tweak Library

" b | I @

Command-line Empty Project Logos Tweak NotificationCenter PreferencelLoader
Tool Widget Bundle

a

SBSettings Toggle XPC Service

crifan.org, {EAZ%4.0EFR(CC BY 4.0)1IX &% all right reserved, powered by Gitbook SR /FE#T: 2022-11-08 16:59:45
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BRIAR R AN

2ok B
HiET=s
BEAIA, 2TIRi0SOpenDevidiBXIMETZ, INEIBEIHIA (LR zsh , FRIAR ./zshrc ) BT

s = ~/.zshre 10S0penDev
/opt/10S0penDev

/opt/10S0penDev/bin:
MRS
¥ crifan@licrifandeMacBook-Pro” /opt/10SOpenDevSetup/bin” ~/.zshre 10S0penDev

WESFmEML:

erifan@licrifandeMacBook-Pro”™ /opt/i0SOpenbevSetup/bin” ~/.zshre
erifan@licrifandeMacBook-Pro”™ /opt/i0SOpenbevSetup/bin” ~/.zshre 10S0penDev
/opt/10S0penDev

/opt/1080penDev/bin:
crifan@licrifandeMacBook-Pro”™ /opt/i0SOpenbevSetup/bin” ~/.zshre

XcodeFfJi0OSOpenDeviJiER
HWIAR S B Z Hitemplatet&iR:

% =~ 11 ~/Library/Developer/Xcode/

total

drwxr=xr=x crifan staff 2568 113 DerivedData

SFWXF =XF =X erifan staff 0B 08:54 GPUToolsAgent.sock

drwxr=xr=x erifan staff 068 08:49 Templates

drwxr=xr=x crifan staff 1928 187 UserData

drwxr=xr=x erifan staff 1608 111 108 Device Logs

drwxr=xr=x erifan staff 1288 164 108 DeviceSupport

s =~ 11 ~/Library/Developer/Xcode/Templates

total

lrwxr=xr-x root staff 258 08:49 i0SOpenDev - /opt/i0SOpenDev/templates
[l =2 =): OE

o LU THRBEE:
O ~/Library/Developer/Xcode/Templates/i0SOpenDev
 EEHE:

B /opt/i0SOpenDev/templates

MREEEEE, BEEMLERR:

3 =~ 11 /opt/i0SOpenDev/templates

total

drwxr=xr-x root wheel 1608 08:32 Action Menu Plugin.xctemplate

drwxr=xr=x root wheel 1928 08:32 Activator Listener.xctemplate

drwxr=xr=x root wheel 384B 08:32 AssistantExtensions Extension.xctemplate
drwxr=xr=x root wheel 1288 08:32 Base.xctemplate

drwxr=xr=x root wheel 1928 08:32 CaptainHook Tweak.xctemplate

drwxr=xr=x root wheel 192B 08:32 Cocoa Touch Library.xctemplate
drwxr=xr=x root wheel 160B 08:32 Command-1line Tool.xctemplate

drwxr=xr=x root wheel 1288 08:32 Debian Package.xctemplate



drwxr=xr-=x
=FW=F==F==
drwxr=xr-=x
drwxr=xr=x
drwxr=xr=x
drwxr=xr=x
drwxr=xr=x
=FW=F==F==
drwxr=xr=x
drwxr=xr=x
drwxr=xr=x

wheel
wheel
wheel
wheel
wheel
wheel
wheel
wheel
wheel
wheel
wheel

root
root
root
root
root
root
root
root
root
root
root

1288

18K
1028
1608
3528
3848
2248
3528
1608
1288
2248

08:32
08:49
08:32
08:32
08:32
08:32
08:32
08:49
08:32
08:32
08:32

Empty Project.xctemplate

LICENSE

Logos Tweak.xctemplate
ManPage.xctemplate
NotificationCenter Widget.xctemplate
PreferenceLoader Bundle.xctemplate
PreferenceLoader .xctemplate
README . md

SBSettings Toggle.xctemplate

Unit Tests.xctemplate

XPC Service.xctemplate

RIBE, BoEMR, NiZMENNERAPEINEMRR:

tban:

® Logos Tweak.xctemplate -> Logos Tweak

® Command-line Tool.xctemplate =-> Command-line Tool

® PreferenceLoader Bundle.xctemplate -> PreferenceLoader Bundle

iOSOpenDevARIAR

» /opt 11

total

drwxr=xr=x root wheel
drwxr=xr=x root wheel
drwxr=xr=x root wheel
=+ /opt 10SOpenDev

=+ 10SOpenDev
/opt/1080penDev

=+ 10SOpenDev 11

total

“FW=F==F== root wheel
“FW=F==F== root wheel
drwxr=xr=x root wheel
drwxr=xr=x root wheel
drwxr=xr=x root wheel
drwxr=xr=x root wheel
drwxr=xr=x root wheel
=+ 10SOpenDev 11 bin

total

=FWXF=XF =X root wheel
=FWXF=XF =X root wheel
= FWXF=XF =X root wheel
=FWXF=XF =X root wheel
=+ 10SOpenbev 11 frameworks
=+ 10SOpenDev 11 include
total

drwxr=xr-x root wheel
drwxr=xr-x root wheel
drwxr=xr-=x root wheel
drwxr=xr-=x root wheel
drwxr=xr-=x root wheel
=fW=F==F=-- root wheel
> 10SOpenbev 11 lib

total

= FWXF =XF =X root wheel
= FWXF =XF =X root wheel
= FWXF =XF =X root wheel

< 10SOpenbev
total
drwxr=xr=x
drwxr=xr-=x
drwxr=xr=x
drwxr=xr=x
drwxr=xr=x
drwxr=xr=x
drwxr=xr=x
drwxr=xr=x
drwxr=xr=x

11 templates

wheel
wheel
wheel
wheel
wheel
wheel
wheel
wheel
wheel

root
root
root
root
root
root
root
root
root

2888
068
068

18K
3628
1028

648
2568
1608
6728

428K
628K

56K
383K

068
068
068
3208
068
21K

77K
422K
101K

1608
1028
3848
1288
1928
1928
1608
1288
1288

M BEEEE, YAiOSOpenDevEZHFHAS:

08:32 10SOpenDev
08:32 10SOpenDevSetup
08:32 10SOpenbevUninstall

08:49
08:49
08:32
08:32
08:32
08:32
08:32

LICENSE
README , md
bin
frameworks
inelude
1ib
templates

08:49 class-dump
08:49 class-dump-2z
08:49 iosod

08:49 ldid

08:32
08:32
08:32
08:32
08:32
08:49

ActionMenu
AssistantExtensions
CaptainHook
libactivator

logos

substrate.h

08:49 libactionmenu.dylib
08:49 libactivator.dylib
08:49 libsubstrate.dylib

08:32
08:32
08:32
08:32
08:32
08:32
08:32
08:32
08:32

Action Menu Plugin.xctemplate

Activator Listener.xctemplate
AssistantExtensions Extension.xctemplate
Base.xctemplate

CaptainHook Tweak.xctemplate

Cocoa Touch Library.xctemplate
Command-1line Tool.xctemplate

Debian Package.xctemplate

Empty Project.xctemplate



=FW=F==F== root
drwxr=xr=x root
drwxr=xr=x root
drwxr=xr=x root
drwxr=xr=x root
drwxr=xr=x root
=FW=F==F=-= root
drwxr=xr=x root
drwxr=xr=x root
drwxr=xr=x root

crifan.org, {EFE34.0E[R(CC BY 4.0)111% /&% all right reserved, powered by Gitbook& /5B #:

wheel
wheel
wheel
wheel
wheel
wheel
wheel
wheel
wheel
wheel

18K
1028
1608
3628
3848
2248
3628
1608
1288
2248

08:49
08:32
08:32
08:32
08:32
08:32
08:49
08:32
08:32
08:32

LICENSE

Logos Tweak.xctemplate
ManPage.xctemplate
NotificationCenter widget.xctemplate
PreferenceLoader Bundle.xctemplate
PreferenceLoader.xctemplate
README , md

SBSettings Toggle.xctemplate

unit Tests.xctemplate

XPC Service.xctemplate

2022-11-08 16:58:58
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¥hi2i0SOpenDeviiXcodeliiH

xcode FFFIE ios INH, EF:

Choose a template for your new project:

Multiplatform i0S

i0OSOpenDev

Menu

Action Menu
Plugin

Command-line
Tool

SBSettings

SBSettings Toggle

MonkeyDev

Cancel

REEEHERESR:

macOS watchOS

8

Activator Listener

e

Empty Project

XPC Service

i10SOpenDev -> Logos Tweak -

tvOS DriverKit Other

CaptainHook
Tweak

AssistantExtensio
ns Extension

P

O

NotificationCenter
Widget

Logos Tweak

&

Cocoa Touch
Library

PreferencelLoader
Bundle




Choose options for your new project:

Team: | Mao Li

Product Name i0OSBypassJailbreak
Company Identifier com.crifan
Bundle Identifier

Include Simple PreferencelLoader

Include Unit Tests

Previous

EEaNiOSBypassJailbreakhy:

Product Name . 10SBypassJailbreak
Company Bundle : com.crifan

Bundle Identifier : Eﬁ}]’_:t._ﬁzﬂj com.crifan.i0SBypassJailbreak

R Next EE, BIRIHTEL, BERMER xcode RZAXAINIE:


https://github.com/crifan/iOSBypassJailbreak

i0SBypassJailbreak i i0SBypassJailbreak ) [J iPhone7_1331 i0SBypassJailbreak: Ready | Today at 21:33

I0SBypass Jailbreak xcodeprof

i0SBypassJailbreak Identity and Type

~ B3 i0SBypass.Jailbreak
i0SBypassJailbreak ] General  Resource Tags  Build Settings  Build Phases  Build Rules Name [OSBypassJailbreak

i0SBypassJailbreak.xm PROJECT . Location

i0SBypassJailbreak.mm E il
i0SBypassJailbreak Full Path [Users/crifan/dev/dev_root/

Package crifanfiOSBypassJailbreak/

TARGETS

ENETIE] 1M i0SBypassJailbreak
Choose Info.plist Fi

Project Format | Xcode 13.0-compatible
Organization

v Deployment info Class Prafix

i0513.0% ¥ iPhone
¥ iPad
c0S 10.15 ¢ @ Mac Catalyst (Scale Interface to Match iPad & ©
¥ Show “Designed for iPad” Run Destination on Apple Silicon @

Text Setting:
Indent Using | Spaces

Widths
Tab

@ wrap lines
~ Frameworks and Libraries

Name Filters Embe:

& Foundation.framework Always Do Not Embed &

v Development Assets

crifan.org, {FAZ34.0EFR(CC BY 4.0)i &7 all right reserved, powered by Gitbook&R/FE#: 2022-11-08 16:05:21
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At B2 EiOSOpenDeviyXcodelil B
%32 peploymen Info HHY mMac FIFAIRIOSARZA—EX

o4k, FAMBE—TEEHENNE:

® TARGETS -> General -> Deploymen Info : f} Mac , ﬁﬁﬂ‘]ﬁﬂiﬂ‘q% i0s El‘\]ﬁﬁ:, T\?E—EE?EEIJ Mac , E."LQEH'IOS
B ERfEhR A

o

® PROJECT -> Info -> Deployment Target -> i0S Deployment Target , ‘mgﬁi—lﬁﬁ ios E@%{E&H&ZK

o

SNKEiE libsubstrate.dylib

?E', libsubstrate.dylib (_QT:E /opt/i0SOpenDev/1ib/libsubstrate.dylib )2



dev

crifan_self
plelnternal

(if
crifan =

RARERF

mac

iOSBypass.Jailbreak
iOSBypassJailbreak

iOSBypassJailbreak.xm

iOSBypassJailbreak.mm

Package
ting Fi
Frameworks

SAFHE -

52

v [ i0SBypassJailbreak
i0SBypassJailbreak
i0SBypassJailbreak.xm
i0SBypassJailbreak.mm
Package

> & Frameworks

i0OSOpenDev
i0SOpenDevUninstall
i0SOpenDevSetup
MonkeyDev

theos
metasploit-framework

cisco

PROJECT
i0SBypassJailbreak
TARGETS

1 i0SBypassJailbreak

i0SBypassJailbreak
og
il

i0SBypass.Jailbreak

PROJECT
i0OSBypassJailbreak
TARGETS

1l i0SBypassJailbreak

i0SBypassJailbreak.xm

B README.md
B LICENSE
M frameworks
B templates

lib

include

bin

Dependencies (0 items)
Run Script
Compile Sources (1 item)

Link Binary With -aries (1 item)

Name

&£ Foundation.framework

> Headers (0 items)

> Run Script

M i0SBypassJailbreak ) [ i 7_1331

General Resource Tags

> Dependencies (0 items)

> Run Script

> Compile Sources (1 item)

v Link Binary With Libraries (2 items)

Name

& Foundation.framework

1M libsubstrate.dylib

> Headers (0 items)

> Run Script

kB #Hhookapp &R _#HFIX G

EHEEhooky, #HI=ERIapplIEE, MEIKhookiIEIHAFIR:

Build Settings

o &
7

| libsubstrate.dylib

1 libactionmenu.dylib

| libactivator.dylib

$XK 21:30

Status

Required

Targets -> YourProjectName -> Build Phases -> Link Binary With Libraries

i0SBypassJailbreak: Ready | Today at 21:43

i0SBypassJailbreak.xcodeproj

Build Phases Build Rules

®

Status

Required £

Required &

YourProjectName -> YourProjectName -> Package -> Libarary -> MobileSubstrate -> DynamicLibraries -

> CurrentProjectBundleIdentifier.plist

T:E Root -> Filter -> Bundles , %Eéu Item O

® Type : String

e value : HEAfREhookfJappliEl&E

o



m  com.crifan.ShowSystemInfo

i0SBypassJai... M i0SBypassJailbreak ) U iPhone7_1331 i0SBypassJailbreak: Ready | Today at 21:45

i0SBypassJailbreak.xm EH i0SBypassJailbreak.plist

- = i0SBypassJailbreak iOSB...reak Package Libran Mobi...trate Dyn..raries ) E5 i0SBypassJailbreak.plist ) No Selection Identity and Type
v [ ioSBypassJailbreak o 9 y y y pl

v @ iOSBypassJailbreak Key Type Value Name i0SBypassJailbreak.plist
i0SBypassJailbreak.xm + Root Dictionary 1 ) Type Default - Property List XML &

i0SBypassJailbreak.mm v Filter Dictionary; Loeation Relative to Group g
oD L iOSBypassJailbreak.plist &8
Full Path /Users/crifan/dev/dev_root/
passJailbreak/
i0SBypassJailbreak/
" Package/Library/
i MobileSubstrate MobileSubstrate/
v @& DynamicLibraries DynamicLibraries,

= I0SBypass.J k.plist ©
ES i0SBypass.Jailbreak.plist i0SBypassJailbreak.plis

item 0 string [ com.crifan.Showsysteminfo

On Demand Resource Tags

Localization

Localize...

nbership

0SBypassJailbreak

o F4h
o WMREFIE—1T
n BEF 1tem 0 FRENNTT, SBHEMDY =me, =i me, SWE—1T
#N{alhook — it &i|?
MNREEhook —i#HHI, MEHE array ZEERY (A Bundles FHFIAI) Executables FIR, BBHN_LITRIAG Z#HISCHS
24

o hook —#tHl: akd = Authkit.framework FJdaemoni#iz

o

LERS, SIRIRY prist XERBTZ:

e jailAppleAccount/Package/Library/MobileSubstrate/DynamicLibraries/jailAppleAccount.plist



<?xml version="1.0" encoding="UTF-8"?>
DOCTYPE plist PUBLIC
Filter
Executables

akd

amsaccountsd
AppleMediaServices
AppleAccount
Preferences

Bundles

com,apple.Preferences

EIfiOSOpenDeviEXRiZE

% EiPhonefyIP
LA EEIOSTEIRNIZE (iPhone) FAIPHbLL:



VIt BECE

wll FEBE T
{ ZEBEM

ZBE LM

BaiIA

EEERR

crifan_wifi

()

«

R ENIESI " AT BE B iPhone £ &Y App ifiZ) W 46 213

gER.

IPV4 tthik

BcEIP
IP #thiit
F &R
B EH AR

2238

HEAbR: 192.168.1.27

ENEEREPE:

® 10SOpenDevDevice

Bz

192.168.1.27

2556.2565.2556.0

192.168.1.1

18



10 i0SBypassJailbreak ) [[] iPhone7_1331 Build Succeeded | 2022/11/4 at 22:54

Identity and )

~ [ i0SBypassJailbreak
(11 README.md General  Resource Tags | Build Settings. Build Rules

Name 0SBypass.Jailbreak

& i0SBypassJailbreak PROJECT Basic  Customized (AN) (JCOWEWEEY Loves  + Location
Frameworks - - ———
0SByp: ke n: init] F:r‘ Full Path [Users/crifan/dev/dev_root/crifan/
n of Reference Counting Rules {08BypassJailbreak/
TARGETS i0SBypassJailbreak.xcodepro]

i i0SBypassJailbreak -1 - St ity
ssues - Security Project Document

Project Forma .0~ i
Jsed as Loop Counter o) rmat  Xcode 13.0-compatible

Misuse of Keychain Services API Organization

Unchecked Return Values s Class Prefix
Use of 'getpw’, 'gets' (Buffer Overfiow)
Use of 'mktemp’ or Predictable ‘mktemps' Te ttings
e of 'rand' Functios
f 'strepy” and 'streat
of "viork'

Indent Using | Spaces.
Widths 43
Tab indent
# wrap lines
Static Analysis - Issues - Unused Code

Dead Stores
Redundant Expressions
Redundant Nested "if' Conditions

# User-Defined

i0SOpenDevBuildPackageOnAnyBuild NO
i0SOpenDevCopyOnBuild NO

> iDSOpenDevDevice 192.168.1.27
i0SOpenDevinstallOnAnyBuild NO
i0SOpenDevinstallonProfiling YES
i0SOpenDevPath [opYiOSOpenDev
i0SOpenDevRespringOninstall
i0SOpenDevUsePackageVersionPList

E#fi0SOpenDevUsePackageVersionPListJNO, Hf{RARASEHEEAN

MURSE FER:
controlfJVersionhR A SRR EL
BEM:

® 10SOpenDevUsePackageVersionPList = YES
B

® i0SOpenDevUsePackageVersionPList = NO

EENRER:

10SOpenDevBuildPackageOnAnyBuild  NO
10SOpenDevCopyOnBuild NO
10SOpenDevDevice 1.27
10SOpenDevInstallonAnyBuild NO
10SOpenDevinstallonProfiling  YES
10SOpenDevPath  /opt/i0SOpenDev
10SOpenDevRespringonInstall  YES
10SOpenDevUsePackagevVersionPList  NO

eoe M » v :?a?nsypaSSJa"" 1 0SB lbreak ) W i0S1 i0SBypassJailbreak: Ready | Today at 15:37  as  + (W]
i< & control M’ hook_openFile_C.xm i0SBypass.Jailbreak.xcodeproj e & & OO0
. 3 i0SBypassJailbreak Identity and Type
iOSBypassJailbreak @ iosBypassJailbreal
1) README.md (] General  Resource Tags  Build Settings  Build Phases  Build Rules Name i0SBypassJailbreak
v & i0SBypassJailbreak — + Basic Customized | Levels (S Reation
M’ hook_init.mm Use of 'getpw!, 'gets' (Buffer Overflow) Yes ¢ L]
M’ hook_init.xm (8 i0SBypassJailbreak Use of 'mktemp’ or Predictable 'mktemps’ Yes ¢ Full Path /“?6’5’/”:3""‘EV/"E"—'W/
- R R crifan/githul
h CommonConfig.h Use ofi'rand" Einctions No® i0SBypassJailbreak/
— Use of 'strepy' and 'strcat' No ¢ i0SB; Ibreak.xcodeproj
> & antiJailbreak TARGETS i0SBypassJailbreak.xcodeproj ©
Use of 'viork' Yes ¢
> @ libs 1l i0SBypassJailbreak Project Document
=
& Package Project Format = Xcode 13.0 2]
> & Supporting Files v Sstatic Analysis - Issues - Unused Code @D
v && Frameworks Setting Ja
- " Class Prefix
fl libsubstrate.dylib Dead Stores Yes ¢
Foundation.framework Redundant Expressions No ¢ Text Settings
Redundant Nested 'if' Conditions No ¢
Indent Using Spaces
Widths 4l 43
Tab Indent
 User-Defined Wrap lines

Setting

i0SOpenDevBuildPackageOnAnyBuild

i0SOpenDevCopyOnBuild NO
i0SOpenDevinstallOnAnyBuild No
i0SOpenDevinstallonProfiling YES
i0SOpenDevPath Jopt/i0SOpenDev
i0SOpenDevRespringOninstall YES

+ -0 i0SOpenDevUsePackageVersionPList NO

- =]




5, gk, REXNNZEEMIIMEEE:

s = ~/.zshre 10SOpenDevDevice
.1.27

MRMNZthE—HE,

RfRssh&FHEsshzZE R

o LLAEFIFSSHER, HREsshREES

E=}
°© B=

m 7E xcode + iosopenvev KYRIFLEREMER, WhE, Buh@TsshifidiPhoneiR®, LA .dev HEHHIX

H T %K EiPhoner

n UWRHEERAERITIME: BIR vac AL, sshi9%ZEE RiPhone

o A
n cFssh& & —/XiPhone

ANA
n W2

root@192.168.1.27

n ARG
m  openssH FIEAIAZEIB 2 alpine
n BIAJ&ERE|iPhoned
n EBsshikey$Z I FliPhoneHd
n B
ssh-copy-1id root@192,168,1.27
n BIAZEIS: alpine

o 1¥fR
m sshBRZEFR - iOSHMAL: =BG
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g xmFl.mm> RSB 4E

ttah, EHIE, #ighookfNiBX M, BhookKiBZHI, EX:
5% iosopenvev A .xm F .mm XFHIEEE
HAMZIOARE Z:

o .xn : [RIAHIhookiEFAIAED
o .m: M om B (FE suild [5) BEVEMAIXH

->

o AT =4£%R
o i0OSOpenDevHTiE (hookfURB4EAT) SCIHAT
m B oxm X
n 2 o XM
o Ehooki@fF=INhook(CIBIZ4ERT, RBHRYSIH
m B oo X
n AR .o XM
o RERMENEF .xn I7
m i{OSOpenDevAEI S B oI MERFTHY . xm A RLERFTHY .om ST
s AL, B .m X (AS) SEFHN on XE (WAT) BEiE
w FTDABME, WIR, RZBIAEIT .o X, WEZAN, SEEEEN
o Xcodemx#&ZEYwiE (NEHESLZIOSH clang 4miZss) B
m RXHF xm
L] E— Xcode E"] Compile Sources ':F' (EE:_ng'l%ﬁ'ﬁ) 7][])\7 . Xm Yﬁ:, mu%%ﬁi%'&?&%ﬁ
n EfK{EN: Compile SourcesHHiRRMN T A 3359 xm
n A%
n FRARETROR, EXIE .om ANZ compile souces , fHXcodemz#Z4miEF
o BR ( xcode -> Build ) #@IERS, &M .xn , HEREAIMT .om X
s BRE=RA#—R
n R
n FEE{RE xcode ->HEE-> Add Files to
n EE om XEINHEER (SNFE, BHEERTNCEIRE: copy items if needed
[ ] ll:lf,HT_f, SFNZAY xcode -> Targets -> Build Phases -> Compile Sources EF’, TR ABZIXT MY .om S
it
CRRE )
n WNETFTIBXmMI {4
n
s EEMNEFEERM .o X4
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WN{ETFEAIE( .xm O .mm )N

X TR FIBhookUiDiB4E, MAFME xm XHMNEXEBER:
BRPRE:

o FNE m X
o Xcode ->ﬁ¢§%ﬁiﬁ£$€1¢ﬁﬁlﬁﬁ‘\]ﬁ§ > 5% -> New File -> i0S -> Other -> Empty SEIN

& yourFilename.xm -> Create



SOfaIFmIEXmM

@ Xcode File Edit View Find Navigate Editor Product Debug
r 7
iI0SOpenDevHookTemplat
® O ﬁ:l ’ P main
& H Q A © g D ® " 0 [ & oroj m
. et — - i0SOpenDevHookTemplate ) &
v @@ i0SOpenDevHookTemplate 1 & )
- 2 File: hook_10S_C
> @ libs 3 Function: hook i
v @8 hook_native 4 Author: Crifan L
M’ hook_native_misc.xm 5 */
+ ; : 6
I el A e 7 static NSStringk Las
v @ hook_iOS 8
[ = .. — - \_ ~ W7V SR T T ¥ W —— . | ___'r‘S.
M hoo Show in Finder I{;
+ 1
M hool QOpen in Tab
M hool Open in New Window =
v @m Packal Open with External Editor
v @ DEE Open As >
El et e
8 c Show File Inspector -

v @ M Add Files to “iOSOpenDevHookTemplate®...
v @8 Add Package Dependencies...
f
> &8 Suppo Delete
v @@ Framewc( New Group
il libsub! New Group with Folder
© Found New Group from Selection

Bookmark “hook_iOS_ObjC_CommonClass.xm” Line 384...

io
tr
ico

ic

tr

Bookmark “hook_iOS_ObjC_CommonClass.xm”...

Sort by Name
Sort by Type

Find in Selected Groups...
Source Control
Migrate to String Catalog...

Project Navigator Help

al
ef
ff
in

le

ed

U —
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Choose a template for your new file:
i0S  macOS  watchOS  tvOS  DriverKit S)
Playground
Other

S [ ] &

FILELIST CLIPS CONFIG

Empty Assembly File Build Phase File CLIPS File Configuration
List Settings File
exp pch @
Exports File Markdown File PCH File Shell Script StoreKit

Configuration File

g

TESTPLAN

Test Plan

Save As: | yourFilename.xm)|

® Downloads
B dev
B3 crifan_self

Tags:

ii
<
i
<

7 i0SOpenDevHookTempl... A Q

o LT Previous 7 Days Date Added v | Date Modified
& iCloud Drive

Y Documents =

[= Desktop

£9 Shared 14

Group & hook_iOS

Targets i i0SOpenDevHookTemplate

Ee

A New Folder Cancel

O @€ O © @ o
tah
b

L IS
o LERITRESIRFZFIELIRA] xn X
o HRiF > RERIMN .om X
o [Fi%] MREFIREE, FiFCleanLIR
m  Xcode -> Product -> Clean Build Folder
o (#A/FH) xcode -> Product -> Build
] ’%}\A yourFilename.xm EEEJ?, yourFilename.mm
n i R XcodeMBHRREARRN, ERXHRAF (tEU@EIFinder) 2RIAEER .om XHH]
° TE', .mm K'f'—'Fle]@J Compile Sources EP
o A%E-> add Files to {yourProjectName} -> TE (RIFETERRD) yourFilename.mm



SOfaIFmIEXmM

" Xcode File Edit View Find Navigate Editor Product Debug Integrate Window Help
r 3
ece M > P :T(‘)aiSnOpenDevHookTemplate & ios
= Hd aQa A @ g D X B I< list i0OSOpenDe...e.xcodeproj [E contro

i0SOpenDevHookTemplate
v @ i0SOpenDevHookTemplate
> @ libs
v @ hook_native
M’ hook_native_misc.xm
M’ hook_native_misc.mm
v & hook_i0OS

-—

iOSOpenDevHookTemplate ) @@ iOSOpenDevHookT:) & hook_i0S ) NTh

1 /*

2 File: hook_i0S_ObjC_CommonClass.xm

3 Function: hook i0S ObjC common class related fun
4 Author: Crifan Li

5 x/

6

7 static NSStringx LastUpdate = @"20241123_1531";

8

[ M’ hook_iOS_ObjC_CommonClass.xm

Show in Finder

M’ hook_iOS_ObjC_CommonClass.mm
m' hook_iOS_ObjC_specific.xm Open in Tab
M’ hook_iOS_ObjC_specific.mm Open in New Window
v @ Package Open with External Editor
v @ DEBIAN Open As >
[E control.txt i
Show File Inspector
E control
v @ Library New File...
v @ MobileSubstrate Add Files to “iOSOpenDevHookTemplate“...
v @ DynamicLibraries Add Package Dependencies... e
EB i0SOpenDevHookTemplate.pl
- L Delete P ——-
> @@ Supporting Files
v & Frameworks New Group r);
i libsubstrate.dylib New Group with Folder
£ Foundation.framework New Group from Selection
Bookmark “hook_iOS_ObjC_CommonClass.xm” Line 384...
Bookmark “hook_iOS_ObjC_CommonClass.xm”...
Sort by Name
Sort by Type
Find in Selected Groups...
:_applel
Source Control > roString
Migrate to String Catalog... |
Project Navigator Help
[ ]
m HAAA%: copy items if needed
® Xcode File Edit View Find Navigate FEditor Product Debug Integrate Window Help B % O O 8 S ®
| > x‘snownbevﬁnﬂkl'emmale o ) P anyios Build Succeeded | 2024/11/23 at 16:51 411 ae
Aaaoeé&boB B < > E3iosopent B i0SOpenDevHookTemplate.xcodepro [ Y hook_i0S_ObiC_CommonClass.xm 1T hook_iOS_ObiC_s T hook_native_misc.xn
o ) ) & hook_i0S ) NT hook_iOS_ObiC. No Selection
v i0SOpenDevHookTemplate Favorites my = 53 i0SOpenDevHookTempl... Q
> libs @® Downloads
. (el B dev #line 1 "/Users/crifan/dev/dev_root/crifan/github/i0SOpenDevHookTemplate/
m" hook_naive_isc.xn . o 305, 0bjC. ConmonClass. xn
111 hook_native_misc.mm
+ &5 hook oS A Applications
111 hook_i0S_ObjC_CommonClas| © Recents
o .. atic Nssrins Lastpdae = @anpII2 53
0ok i0S_0biC_specificmm
v i Package & iCloud Drive mz:;: HookLogos.h
~ - DEBIAN (6 B .. 10SOpenDev...te-Prefix.pch #import “CrifanLibios.h"
B ::::::‘X‘ Sibeie 3 Package >
~ = Library &rerm = PackageVersion.plist NSString Str_apple = @"apple”;
v MobileSubstrate ors NSStrings Str_Preferences = @"Preferences”;
v DynamicLibraries T
i0SOpenDevHookTem|
> i Supporting Files o 5%
~ - Frameworks * XE BOOL isRelated(NSString curStr);
M Hosubstrate.dyllb ore void hookNSString_conmonLogic(NSString# curStr);
Fie e o ER RN icRalatad(NGStrina wrurStrid
® EE
o A ' hook_iOS_ObjC_CommonClass.mm "
@ All Tags...
i Added folders: © Create groups
11 Music Create folder references
[@) Photos. Add to targets: 1 i0SOpenDevHookTemplate
E3 Movies
New Folder Hide Options Cancel Add
L] e
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n EXHFIRF, BIRTFEII RS yourFilename . mm
o IMBMFHYRIEM compile sources X, tHEBE TN .om X4
m  Targets -> Build Phase -> Compile Sources S5 TNIIIAAY .om 14

ece M >

E=E0QQaAoeDB

TS 1 05OpanDavHookTemsiate ) 7 Any 05 Device ()

Build Succeeded | 202411123 0t 16561 411 @

< 3OpenDe..mplate.plist 3 1050penDe...e.xcodepro] B < @ i0SOpenDevHookTemplate.xcodeproj
{ookTemplate ) 10SOpenDevHook ) 8 hook 105 1 T hook I0

~ B i0SOpenDevHookTemplate N hio e,

OpenDevHookTemplate #line 1

” ® */users

bs

5 1050penDevHookTemplate

NE
v a

General  ResourceTags  Buid Settings | Bulld Phases  Buld Rules

Late/hook_i0S_0biC._ 1 +

~ & hook_native

PROJECT
¥ hook_native_misc.xm

T hook_native_misc.mm
v & hook_iOS. TARGETS. Run Build Tool Plug-ins (0 items)
L — R —
T hook_i0S_ObJC_specific.xm i
T hook_i0S_ObiC_specific.mm " wimg
v @ DEBIAN
0 control.txt

t "HookLogi0s.h*

Compile Sources (10 tems)

Comper Flags

@ control

~ & MobileSubstrate
& DynamicLibraries
£5 i0SOpenDevHookTemplate.plist
> & Supporting Files
~ & Frameworks

m Crfantibios.m
M libsubstrate.dylib
S, BOOL isRelated(NSString scurStr);

m Openieios.m
Void hookNSString_comonLogic(NSStrings curstr);

Link Binary With Libraries (2 tems)
BOOL isRelated(NSString #eurStr){

0L isRelated = FALSE;

if (curstr)(

Headers (7 items)

Run Seript

BOOL isApple = [curStr hasPrefix: Str_applel;
BOOL isPreferences = [curStr isEquallostring: Str_Preferencesl;

isRelated = isPreferences || isApple;
roturn isRelated;
Void hookNSString_comonLogic (NSStrings curStr){

if (isRelated(curstr)){
iosLogInfo("curStr={public}e*, curstr);

NSAFray *btArr = [Crifanlibi0S printCallstackl;
iosLogInfo("btATr=X{public)e", btArr);

3 N ©
m ® o8 =
3
L] /i

n IRBEHE, thJUBI AT compile sources MY ms = , EFIESNH#ERK (FRAOTEAM
By .om M)

n XFRERFAEN, FEEEIERFEINRhook{iD
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Shookih g

#1iE iosopenvev FIIIBEHHY .xm X (Lb4LLRZ ioseypassiailbreak.xm ) ERMIEIAMLEE, REER, —HRE:

// Logos by Dustin Howett
// See http://iphonedevwiki.net/index.php/Logos

hook ClassName
id sharedInstance
log

orig

messagewWithNoReturnAndoneArgument id originalArgument
log
originalArgument

// or, for exmaple, you could use a custom value instead of the original argument: %orig(customvalue);

id messagewithReturnAndNoArguments
log
id originalReturn0fMessage orig

// for example, you could modify the original return value before returning it: [SomeOtherClass doSomethingToThisO
bject:originalReturnofMessage];

originalReturnofMessage

end

EMpRiE, SUERE, S0 ESHIhookkIfEE,

B %

demoR {3
Nt aMY B 8RR :



@ Xcode File Edit View Find Navigate Editor Product Debug Source Control Window Help B s @ & - 0]
B i0SBypassJailbreak i0SBypassJailbreak ) [ iPhone7_1331 Build Succeeded | Today at 21:51 A2
O Q 0N D B - i0SBypassJailbreak.xm ES5 i0SBypassJailbreak.plist

. o i0SBypassJailbreak i0SBypassJailbreak i0SBypassJailbreak.xm ) No Selection
iOSBypassJailbreak i ° bl

= [0SBypassJailbreak
i0SBypassJailbreak.xm
i0SBypassJailbreak.mm
v @ Package
> @ DEBIAN
s Library
MobileSubstrate
v & DynamicLibraries )
E8 i0SBypassJailbreak.plist o T B L
ing F - (NsString *)name
> & Frameworks {
©0s_1og(0S_LOG_DEFAULT,
}
- (NsString )systemName

©0s_log(0S_LOG_DEFAULT,

(NsString *)systemversion
©0s_log(0S_LOG_DEFAULT,

}

- (NsString *)model
{

0s_log(0S_LOG_DEFAULT,

//#import <SpringBoard/SpringBoard.h>
// #import <Preferences/Preferences.h>
heok UIDevice
NSString  name
0S_LOG_DEFAULT
@
NSString  systemName
0S_LOG_DEFAULT
@
NSString  systemversioen
0S_LOG_DEFAULT
@
NSString model
0S_LOG_DEFAULT

@

end
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R RS

ETRMEBARMNBGTRRRET:

o B3 = Shookf{iB= StweakiffH{Lt3 = 5 .xn XM
o iEMAIE-) MRIBELE, FTNERRE
o Xcode -> Product -> Build
Xcode File Edit View Find Navigate Editor

] i0OSBypas

E3 s

i0SBypassJailbreak ik

v mm i0SBypassJailbreak
iOSBypassJailbreak.xm
iOSBypassJailbreak.mm

v @m Package
> == DEBIAN
Library
v @ MobileSubstrate
v @» DynamicLibraries
EH i0SBypassJailbreak.plist
porting Files

> @ Frameworks

Product Debug Source Control

Run...
Test...
Profile...
Analyze...

Archive...

Build For

Perform Action

Build

Build Documentation
Show Build Folder in Finder

Export Localizations...
Import Localizations...

Scheme
Destination
Test Plan

Xcode Cloud

o EIRFNETT -} IEhookiEHRIBIRIFATAERAIEM( .deb X)L EEIOSIRE (iPhone)d, MIHIEHZR

o Product -> Build For -> Profiling



pgate  Editor | Product Debug Source Control Window Help

iOSBypas Run... lailbreak ) [ iPhone7_13

Test...

: Jailbreak.plist
Profile... =

iOSBypassJa  Analyze... ailbreak.xm ) No Selection

Archive...
Build For Running

Perform Action Testing

Profilin
Build g

Build Documentation
Show Build Folder in Finder

Export Localizations...
Import Localizations...

Scheme
Destination
Test Plan

Xcode Cloud

=

iR R IR AN

e iPhoneIEZ| B S HIEMY
o cydia -> BRE -> g BEEEIBA KM



T RS

hE®RE T - 21:57 (Ea)

(( me | swAst

2022%1MAB4H
iOSBypassJailbreak

FE RH Fip (R

2022F10H8H

Cydia Installer
¥ B8 apt.bingner.com ($E{£E8)

graphical iPhone front-end for APT
20225 6H27H

ReProvision Reborn
F B Havoc (Applications)

Re-sign applications on your device
2022F 6H24H

Frida
# B8 build.frida.re (FF1)
Inject JavaScript to explore i0S apps over USB.

2022F 6 H14H
Mask
¥B FH [ Fik (Rt
2022F 6 H10H
00 AL it - : H_
Cydia Ligos ] =B =5 %

o RILHEM, HAUBRIFEHELER
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LEIERGHES AT

o BEHE T 21:58
{BR#% E3)-

” iOSBypassJailbreak
1.0-1
(5) =z aine

B #=

ERERHE

) ==
) xtezims

com.crifan.iosbypassjailbreak

- i

el [ =)
S J
g

- Cydia 5?"’4 ] =B 2Tl
o METHINM, FINERXHFIE

&)

EE

b

licrifan »

1.0-1

& F\
nE
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ull PEEE 7 21:58 =
<ty BREXH

Library
MobileSubstrate
DynamicLibraries
iI0SBypassJailbreak.dylib
iI0OSBypassJailbreak.plist

WRIANEREFRERIES TF

o FTF#HIMIRNEI=4hookrYapp, FBEILLAMIXAES: ERERER, EREH(ThookUIEHAIE, FRRhookmkf)



)
o BEXIlogHE
o Xcode -> window -> Devices and Simulators -> Devices ->I%A connected 1 H S HJiPhonei%#-> open console ->§T
FF console = A , BndiXINiPhoneflog A&
» HA A REiES8Iog B
w IREH, WBSEA LA, BRWNXET, BIEE
w EAMIEE, EEEH T HABEREXog



iPhone7_1331
44.700584+0808.

44.700603+0808
R 44.700618+0800
Spin#g & 44.700778+0800
AERE +55: 44,700870+0800
44.700890+0808
BERE

Mac 747 3808

system.log

44.700906+0800
44.700939+0800
44.700956+0800
44.,701021+0800
44.701037+0800
44.701052+0800
44.701069+0800
44.701107+0800

151551 44,730421+0800

E ]

Showsy stenInfo
ShowSy stenInfo
Showsy stenInfo
Showsy stenTnfo
ShowSy stenInfo
ShowSy stenInfo
ShowSy stenInfo
Showsy stenInfo
Showsy stenTnfo
ShowSy stenInfo
ShowSy stenInfo
Shousy stenInfo
Showsy stenInfo
Showsy stenInfo

ShowSystenInfo

ShowSysteminfo (i0SBypassJailbreak.dylib)

FRIE - %3 <BOER>

“e

hook_dyld.xm _logosLocalCtor_85fe37bl:

dylib ctor, cfgHookEnable_dyld=True

hook_dyld.xn getJbDylibIngTdxList: origImageCount=368 —> outJbDylibTdxList:

hook_dyld.xm initDylibImageldxList: go:

hook_misc.xn _logosLocalCtor_298f95e1:

hook_dylib.xn _logosLocalCtor_432acada:

rigInageCount=368, gIbDylibIdxLis:

misc ctor, cfgHookEnable_misc=True

281048008, jbDylibldxList=0

> gHookedImageCount=368

dylib ctor, cfghookEnable_dylib=True, cfgHookEnable_dylib_dladd:

yscall.xn _logosLocalCtor_9431c87f: syscall ctor, cfgHaokEnable_syscal

hook_openFile_C.xm _logosLocalCtor_6@5FF764: openFile_C ctor, cfgH

hook_init.xn _logosLocalGtor_93dbB5ed:
n _logosLocalCtor_93dbBSed:
_logosLocalCtor_93dbeSed:
a1Ctor_63afdbd

hook_mach0. xm _logosLocalCtor._c2écd76

hook_dyld.xn NSVersion0fLinkTimeLibrary

dyld.xm _logosLocalCtor_85fc37bl: dylib ctor, cfgHookEnable_dyld=True

crifan.org, {FHAZ34.0

kEnable_writeFilei
: openFile_ , cfgHookEnable_openFileis
okEnable_openFilel

Init ctor

cfgHookEnable=True

inited random char

sctl ctor, cfgHookEnable_sysctl=True, cfgHookEnabl:

: Mach-0 ctor, cfgHookEnable_macho=True

libraryName=UIKit —> rtltlibVer=341114981

as

ysctl=True

20

2:

8%
-11-08 16:55:44.700584:0800
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TODO:

o [KRfRR] FXCodeFF &iOSHappAFE BB £
o [BfEAR] HAtiPhone R &debB/FIOSHIRMIRIEHZERK
o [BfA] EiOSKappFiOSkitweak 1] B RIEIIHIdebRER
e [iER] #fikiPhoneR2EiOSHappFlitweak S H Hfdeb &3 E)
o [EfER] MHROSUAATheosF & GUIEIF R EARM
o [iER] EFLRIOSOpenDevitweakiNapp}] BdebE&HappE LB INEE A\Preferences B &
o [EfZR] iOSHwriteToURLIREE: NSCocoaErrorDomain Code 513 You don’t have permission to save the file in the
folder Preferences
[EfZR] i0SOpenDevidtweakFiZE appfRIF LI E X HFSEK
[Ef#IR] i0SOpenDevigXCodemiFiREE: An empty identity is not valid when signing a binary for the product type
Application
[EfgR] WEEiZRFakeWeChatLocH1 B SHIXCodel B 1 B R 41 X 3!
[EfRIR] LAIOSHIXCodelil B F§1i0OSOpenDeviiProject Navigatorfy B &4+
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o HiItE
o BSLI: EFXCodeAHiOSOpenDeviilLogos TweakZ Bl HiweakiFft
o BEI: FAXCodeFt & HE@AITUIFEIMNIOSHapp
w LEO0: I T ALENEIRRITHEE
o Bin
o HtweakflappBFH B NdebZTE M= Mweakifith (LEEEG, HUIREMtweakiEt)
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BRRE
TODO:

o [EfZR] XCode 13.18Build Settingsf1Code Signing Identity;%#Don’t Sign Codei% I
o [EfER] XCodeF4RiFHESEN P AFTILUser-Defined B EX SEK
o [BEfZR] XCodelfi H h#i8iOSOpenDeviiPackage B #ZlTargetE &9

X codeHiOSHIapplil H i iOSOpenDeviiIii B

EEBAIXCodeln B, EMERKIOSOpenDeviyIng :
TR
RESEEMHIE:

Convert to iOSOpenDev Project - kokoabim/iOSOpenDev Wiki (github.com)

RERILTAET, BEEHME:

Ex#XCode (13.1) Hi: Code Signing Identity;ZHDon’t Sign Codeji% 1
fRIRIME: 44 PROJECT -> Build Settings -> User-Defined ->HEINSE:

o CODE_SIGNING ALLOWED=NO
HR:

o [EfER] XCode 13.18Build SettingsfCode Signing Identity;%%Don’t Sign Codei% I

¥ikRXCode kA ZFFiEUser-DefinedSEHIA O

BRIRINE: 1EFF prosect  (FO 30 TArcETs RIS target ) -> Build Settings -) ExJRER

(*ﬂ Basic . Customized . All . Combined ﬁﬁT':EE’\]EJ) —?TE'\]EEiEmﬁ/I\jJD% -» Add User-Defined Setting
W

o [Ef#/R] XCodeh4RiFiRESEN T F 1L User-Defined B EX S EX

taTargeti) B &P FiEEPackage

En: EPECIBER target BE-) AHE-) New Group
BN $TE24A=Group=F B %

B

o [Ef#R] XCodelll B FTiEiOSOpenDeviyPackage B & FlTargetH &

appfltweak Z [BA&E(S

33 FiOSOpenDevilapp, BEftweakifift Z B @5, FEEEAHRZRESE, A @ET: BEXH
BIRER:

appii


https://github.com/kokoabim/iOSOpenDev/wiki/Convert-to-iOSOpenDev-Project

MuJiaBaiHuoApp#gviewController.m

EYNH=¢

saveConfig 'NSDietionary ecurcfgbict

eurcfgbiect

NSBundle mainBundle objectForInfoDictionaryKey

ecurCfgFile

NSString eurCfgFileurl NSString stringWithFormat

curcfgFileurl

NSURL eurcfgurl NSURL URLWithString eurCfgFileurl

eurcfgurl

NSString ceurCfgFile

curcfgFile

NSError writeErr

BOOL isWriteOk curcfgbict writeToURL eurCfgurl error writeErr
isWriteOk
isWriteOk NO

writegrr

EIXS R ABC B X 14
/var/mobile/Library/Preferences/MuJiaBaiHuo.plist

E:

® MUJIABAIHUO_CONFIG_FILE s&fAY user-pefined AOSEX

o

o H: [EHIAN MUITABAIHUO_CONFIG_FILE=$(MUJIABAIHUO_CONFIG_FILE) Zl| info.plist , Z 4%
MuJiaBaiHuoApp

@ MuliaBaiHuoApp ) [ iPhone?

] control £5 Info.plist [T} README.md ViewController.m
MuJiaBaiHuoApp Mu.JiaBaiHuoApp MuJiaBaiHuoApp
[Tl README.md

MuJiaBaiHuoApp

E5 Info.plist } No Selection
Key Type Value
v Information Property List

main.m MUJIABAIHUO_CONFIG_FILE

String £ $(MUJIABAIHUO_CONFIG_FILE)
. ) » Applicati cene Manifest
E5 Info.plist

- Package

tweakii

MuJiaBaiHuoTweakfIMuJiaBaiHuoTweak . xm

NSString CONFIG_FILE

NSString model

O0S_LOG_DEFAULT
NSString hookedModel

NSDictionary curCfgbict NSDictionary alloe initWithContentsOfFile 'NSString
0S_LOG_DEFAULT

curcfgbict
curcfgbict

NSString phonelIdStr curCfgbict objectForKey
0S_LOG_DEFAULT phoneIdstr
hookedModel phoneIdStr

0S_LOG_DEFAULT

CONFIG_FILE

hookedModel



0S_LOG_DEFAULT
hookedModel

Bpm:
MECEX

/var/mobile/Library/Preferences/MuJiaBaiHuo.plist

JEEVHE 2 BI{R7EHY Nspictionary , IRENZEISER phonerd HIME.

{EtweakflappEFH AL debX 4

LHEAME:

o tweak: HYPackageflfAiLibrary XX {3k
o X#EDEBIANB R
= Ffcontrol
n FFEtweakficontrol
e app: MPackagefIBZPHABEANS
o Applications
o DEBIAN
= control
n EEapphicontrolX 4

BFE—RENER:

REO S

-~ Applications | MuJiaBaiHuoApp.app
~ Base.lproj

« LaunchScreen.storyboardc

= 01J-lp-oVM-view-Zeb-6b

= Info.

AjQ-0g-Kvs.nib
= Info.plist
= UlViewController-BYZ-38-t0r.nib
= Info.plist
MuliaBaiHuoApp
= Pkalnfo
README.md
< DEBIAN
control
Library / MobileSubstrate / DynamicLibraries
£ MuldiaBaiHuoTweak.dylib

veak.plist

X B9 B SR EEH -

control

deb

hookedModel

control — MuJiaBaiHuoDeb




% MuJiaBaiHuoDeb tree deb/Package
deb/Package
}— Applications
| = MuJiaBaiHuoApp.app
}— Base.lproj
}— LaunchSereen.steryboarde
| = 013-1p-oVM-view-Ze5-6b-2t3.nib
| = Infe.plist
| L= urviewContreller-01J-1p-eVM.nib
L— Main.storyboarde

— BYZ-38-t0r-view-8bC-Xf-vdC.nib

— cheoseTypeveId.nib

— Info.plist

— ulviewCentroller-BYZ-38-t0r.nib

— fBk-hL-BDN-view-AjQ-0g-Kvs.nib
}— Infe.plist
}— MuJiaBaiHueApp
}— PkgInfo
L— README.md
— DEBIAN
| L eentrel
— Library

— MobileSubstrate

L— DynamicLibraries
}— MuJiaBaiHueTweak.dylib
L— MuJiaBaiHuoTweak.plist

directories, files

Finderd g4 R :

e Applications

o

e DEBIAN

o

e Library

XTFBERHPNE NI EAERE:
e package : EITEIMIRE R

o Applications



o

o

MuJiaBaiHuoApp.app
FIFETEFF - 132KB

fER

BB X LEF10m8
Lo FELF1TN
=2 2022.03.02

Finished running MuJiaBaiHuoApp on iPhone7_1331

m  MuJiaBaiHuoApp.app
= $ZI1H: i0SKappiIXCodelil B THiLatestBuild
. NrI=E 332
» LatestBuildd{RTF 7 8RSFTHRIFEZ FFHIRRA
0 MuJiaBaiHuoApp > =0 LatestBuild > @ MuliaBaiHuoApp.app
7 MuJiaBaiHuoDeb ] 7 MuJiaBaiHuoApp ¥
3 MuJiaBaiHuoTweak > B MuJliaBai....xcodeproj
03 released > README.md
B3 tool >
u
DEBIAN
m  control
n AR i0SHapphIPackage/DEBIAN/control, ARZiOSHtweakfPackage/DEBIAN/control
MuJiaBaiHuoApp s T
@ ® M » i istrsy MuliaBaiHuoApp ) B iPhone7_1331
T a Ao &0 B 8| < B control
+ 8 MuJiaBaiHuoApp MuJiaBaiHuoApp ) @ MulJiaBaiHuoApp ) & Package ) & DEBIAN ) [F] control ) No Selection
[T] README.md Package: com.crifan.MuliaBaiHuoApp
i SR Name: FREH
Mt sl ) Version: 2022.83.82
M main.m Description: MuliaBaiHuo App
E8 Info.plist Section: System
~ @ Package Depends: firmware (>= 5.8)
i Conflicts:
v & DEBIAN 7 Replaces:
[E control M 9 Priority: optional
h AppDelegate.h 0 Architecture: iphoneos-arm
M AppDelegate.m 1.7 :::t‘o“ Crifan
h SceneDelegate.h 1 Homepage:
M SceneDelegate.m Depiction: .
h ViewController.h I ?:i:famer: Erifan
M ViewController.m ’
. Main.storyboard
h ChooseTypeTableViewController.h
M ChooseTypeTableViewController....
h PhoneType.h
M PhoneType.m
@ Assets.xcassets
- . LaunchScreen.storyboard
Library
m  MobileSubstrate
B Dynamiclibraries
B MuJiaBaiHuoTweak.dylib

n ¥ B: iOSHtweakiIXCodelfl H THILatestBuild
n LatestBuildFRE T BIRRIRIFZEHIRA



B3 released > LatestBuild > MuJiaBai...weak.dylib

2021 2021 W7
B0 MuliaBaiHuoApp 7 MuJiaBaiHuoTweak 8 MuliaBai...dylib.dSYM
8 MuliaBaiHuoDeb B MuJiaBai..k.xcodeproj
0 MuJiaBaiHuoTweak  » [ Packages
B3 tool README.md
MuJiaBaiHuoTweak.dylib
Unix ATHATICH - 212KB
-1
BIEREE) SX FF310
] 2SR E) X FF310

B MuJiaBaiHuoTweak.plist

m ¥ J1BiOSHtweak® Y Library/MobileSubstrate/DynamicLibraries
RES M shellff4s:

® buildPackage.sh

./Package
dpkg-deb Package MuJiaBaiHuo.deb

L] ;E ﬁ;*ﬁlﬁ\;ﬁl}_a dpkg-deb -Zgzip -b Package MuJiaBaiHuo.deb

AN ERTHRATIR :

+X ./buildPackage.sh

IBITHIAEFT B Hdeb

./buildPackage.sh

o loghaitH £l

&
/Users/crifan/dev/DevRoot/zry/MuliaBaiHuo/MuliaBaiHuoDeb/20220362

» /buildPackage.sh

dpkg-deb: IE7E RN .

BNAI132|debiEHREEE:  MudiaBaiHuo.deb



M MuliaBaiHuoDeb M deb B buildPackage.sh
M MuliaBaiHuoTweak M source B MuliaBaiHuo.deb
B Package

MuJiaBaiHuo.deb

1173
aifE SX TF10:M
FX FF10:1

E:

o HfAI%ER
o B Filza SAPS 1T dpkg (FBS R dpkg -i filename.deb ) ZEZLZEdebN 4, BIR]LZEZIiPhoned,
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fERER

{ERAMR
R RIRERIHR

CydiafP B] AR IR R A1 :

wil PEBE) = T 10:23 ]
{CREK E3 i1k
ﬂ A=
2021.11.04-2
(B) =z aine >
fE&E Crifan »
EZERHEE
Bﬁ&zi: 2021.11.04-2
) xteznms >
com.crifan.mujiabaihuocapp
- Rif
L )
Cydia S g ] BEEE HE
HinziErh, =it xtzsns , JUESSHIEARNS:

45



fERER

w!| PEB F TH10:23 2
(iis BREXH
Applications
Base.lproj AE! F-)-‘

LaunchScreen.storyboardc
01J-lp-oVM-view-Ze5-6b-2t3.nib
Info.plist
UlViewController-01J-lp-oVM.nib

Main.storyboardc
BY Z-38-t0r-view-8bC-Xf-vdC.nib
ChooseTypeVeld.nib
Info.plist
UlViewController-BYZ-38-t0r.nib
fBk-hL-ODN-view-AjQ-0g-Kvs.nib

Info.plist

\/ BaiHUoApp

Pkglnfo

README.md

Library
MobileSubstrate

DynamicLibraries kaC
MuJiaBaiHuoTweak.dylib
MuJiaBaiHuoTweak.plist

. 0® 0e _
TJI-.-'rI;x: 3;2 i ..:"' = : EER fHE

HA#AE applications F Library

HRIFRIERR

iOSHappER % :

HE_EILogo=i0SHIapph BT :



fERER

ull FEBEZ F

X ik

REME, BRERE:

FF11:114

tRiEES

*

iTunes Store

L)
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w! FEBE = T 10:57

pr e jhic = AP B

R EFENE, I HESIR

a)
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FF10:57

iPhone 6
iPhone? 2

iPhone 6 Plus
iPhone? 1

iIPhone 6s
iPhones,1

iIPhone 6s Plus
iPhones, 2

iPhone SE —1%;
iPhones,4

iPhone 7
iPhone9,1

iPhone 7 EhR
iPhone9, 3

iPhone 7 Plus
iPhone9, 2

iPhone 7 Plus EhR
iPhone9,4

iPhone 8
iPhonel10,1

iPhone 8 ZEhR
iPhonel0,4

FKiEE—~: iphone 6(iPhone7,2)



o FEB F T¥6:39

prite 2[R iPhone 6 (iPhone7,2)

AEEIEFTF, #hookiIEBAYIOSHIapp: showsysInfo
AT S BN EY, RFAIFThookiZHFAI L :

(43



fERER

g

ol FEEH = FF6:42

v20211026_2139

¥#HEY name name
i%Hl systemName systemName

i%HY systemVersion systemVersion

ikElmodel  [iPhone7,2

FREY sysctl hw.machine
generation
variant
A number

g;iliﬂ.lt}F:\f idaniifiarForvVendos

FEEEREsE allowsVOIP
carrierName
isoCountryCode
mobileCountryCode
mobileNetworkCode

REVIASHE IZE® serviceString

) WEAERE: tweakiFfy, I0SMapp (ATEAEAHER) , 2EHM.
%
M RRFE T B X RN A R

phoneId=iPhone7, 2

51



ol FEBZ F T 6:49 E

Sehk MuJiaBaiHuo.plist
¥ Root Dictionary[1] (&)
©® phoneld iPhone7,2 @

-) 2, BET:

o HUIFRERtweakififF =BT debXff, EMTEHET
o app
s SSHAFUIRE
u ﬁ?%@ﬂﬁ, 1%@@E§§U@E§j(ﬁ: /var/mobile/Library/Preferences/MuJiaBaiHuo.plist
o tweak
» SCIhookIhAE
» REAYME, RIFEREXHPREFNERE
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ZRZER T TR, SHEREKW
RRIRE, RE: 2REW 2EZEINT—MEE, SBREEN
® L3 j0SOpenDev (1.6-2)

RIIEPHE,

3
¥ e

HHRE
R

== RRRM.

e

RRIBE T —THIR, SBREEXM. BRRARGE"™
1A PASRIG B Bh

fRRINE:
HSLIERY iosopenpev IEMRXHEREKET BIANME /opt 1, HEXMB TR AEIARIR )R :

/opt/10SOpenDevSetup/bin
./lod-setup base
./1lod-setup sdk iphoneos
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PrivateFramework directory not found XCode
iPhone0S$S15.0.sdk

iod-setup sdk -sdk iphoneos HWE'{*E*

s bin ./iod-setup sdk iphoneos
Setting up iPhone0s SDK
Modifying SDK settings

Symlinking to private frameworks header files
PrivateFramework directory not found: /Applications/Xceode.app/Contents/Developer/Platforms/iPhone0S.platform/Develope

r/SDKs/1Phone0S15.0.sdk/System/Library/PrivateFrameworks
[RE:
IHEAN R EEERERRY xcode 13 FIXTRZIAY ios 15
->TMEHFTHRXCodeFiOSE E1§FAE FEPrivateFrameworksT&E

->E|] iPhone0Sxx.xx.sdk/System/Library/ _Fﬁfﬁﬁ PrivateFrameworks |

fRIRIME:
o B ZEESAEIFAE EPrivateFrameworks

o &

» HERE—TZ=BRENA
/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/Developer/SDKs/1iPhone0S156.0.s
dk/System/Library
PrivateFrameworks
o &

s RTHEBERI, EEEEXPhoneOSHAMNIAEENABTHRIIE
n EEHFHEXiPhoneOSAIPrivateFrameworks
n 4l
m  iphoneos 9.2 BY sdk , AJIUAMIXETFEHE:
m zhangkn/knPrivateFrameworks:
/Applications/Xcode.app/Contents/Developer/Platforms/iPhoneOS.platform/Developer/SDK

s/iPhone0S9.2.sdk/System/Library/PrivateFrameworks (github.com)
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File not found XCode Specifications
iPhoneOSPackageTypes.xcspec

iod-setup sdk -sdk iphoneos ?E?ﬁt

s bin ./iod-setup sdk iphoneos
Password:
Setting up iPhone0S SDK

Modifying SDK settings

Symlinking to private frameworks header files

Adding specifications to platferm

File not found: /Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/Developer/Library/Xcode/Specif
ications/iPhoneOSPackageTypes.xcspec

R&A:

¥ R Zlspecifications

RIRINE:

THAIALK:

e 4NiPhoneOSHIspecX {4

e 4"NiPhoneSimulatorfspec {4
DABEBINNAE, BIF],
THEXR:

o EIR1:

o iosopendevE FiSpecifications.zip
o KiR2:
o HNRFF &:FiosOpenDevEL B A ME BE ZE— T hello world_FAIMF G ENEE-CSDNEE

T#E, AJINEZISpecificationsfE8 7 spec.

P RFF#ESpecifications B & :

/Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/Developer/Library/Xcode/Specificati
ons

/Applications/Xcode.app/Contents/Developer/Platforms/iPhoneSimulator.platform/Developer/Library/Xcode/Spec
ifications

BE
o MBEhX it
o 1B
m 47 iphoneos RS
= iPhoneOSPackageTypes.xcspec
= iPhoneOSPackageTypes.xcspec.iOSOpenDev
= iPhoneOSProductTypes.xcspec
= iPhoneOSProductTypes.xcspec.iOSOpenDev
= JRE:
= /Applications/Xcode.app/Contents/Developer/Platforms/iPhoneOS.platform/Developer/Library/Xcode/Spe
cifications
o E:

m 4] iPhonesimulator HISZ{H
= iPhone Simulator PackageTypes.xcspec
m iPhone Simulator PackageTypes.xcspec.iOSOpenDev


https://www.ianisme.com/download/201605/iosopendev%E4%B8%93%E7%94%A8Specifications.zip
http://blog.csdn.net/u013583789/article/details/50396747

m iPhone Simulator ProductTypes.xcspec
m iPhone Simulator ProductTypes.xcspec.iOSOpenDev
n RE:
= /Applications/Xcode.app/Contents/Developer/Platforms/iPhoneSimulator.platform/Developer/Library/Xcod
e/Specifications

BFER:

+ Xecode 11 /Applications/Xcode.app/Contents/Developer/Platforms/iPhone0S.platform/Developer/Library/Xcode/Specificat
ions

total

=rwxr-xr-x@ 1 crifan wheel 2K 1Phone0SPackageTypes.xcspee
=rwxr-xr-x@ 1 crifan wheel 4K 1Phone0SPackageTypes.xcspec.10S0penDev
=rwxr-xr-x@ 1 crifan wheel 0K 1Phone0OSProductTypes.xcspee
=rwxr-xr-x@ 1 crifan wheel 4K 1Phone0SProductTypes.xcspec.10S0penDev

+ Xecode 11 /Applications/Xcode.app/Contents/Developer/Platforms/iPhoneSimulator.platform/Developer/Library/Xcode/Spe
cifications

total

=rwxr-xr-x@ 1 crifan wheel 4K iPhone Simulator PackageTypes.xecspec
=rwxr-=xr-x@ 1 crifan wheel 8K iPhone Simulator PackageTypes.xcspec.10SOpenDev
=rwxr-=xr-x@ 1 crifan wheel 4K iPhone Simulator ProductTypes.xcspec
=rwxr-=xr-x@ 1 crifan wheel 1K iPhone Simulator ProductTypes.xcspec.10SOpenDev

24N, FriZusrAUbinB &:

/Applications/Xcode.app/Contents/Developer/Platforms/iPhoneSimulator.platform/Developer/usr/bin

BT,
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xm IR Audio R {4

o [GJRA: iosopenbev B xcode H, ERIABY .xm #IRBIRESAE, FToixBRXIMAVEATE
o BEfrHIR

. XmBISERIEIRTZ /o
» BEHERNE: SRNER
L] Ei@i#?’éﬁﬂypeiﬁ% Default - XM audio file

) ] iPhone11_151 jailAuthKitAkd: Ready | Today at 14:55

EE jailAuthKitAkd.plist <1 jailAuthKitAkd.xm
jailAuthiitAkd jailAuthKitAkd ) jailAuthKitAkd ) - wthKitAkd.xm ) No Selection
i jailAuthKitAkd
) jailAuthKitAkd.xm
jailAuthKitAkd.mm
& Package
DEBIAN
Library
MabileSubstrate

Identity and Type

Name jailAuthKitAkd.xm

Type Default - XM audio file &

tion | Relative to Group

jailAuthKitAkd xm =

Full Path

DynamicLibraries

hKitAkd
EH jailAuthKitAkd.plist wthKitAkd/

AuthKitAkd.xm

Frameworks On Demand Resource Tags

Audio Properties

Duratlo
Audio Chann..

Localization

Localize...

Target Member:

o BRIRINE:

o E: T xmAgXHEE
m XcodeHIBMIXIEEI4E-> Type , M pefault - xM audio file EXA Objective-C++ Source

(E'Z Objective-C
Source )

jailAuthKitAkd ), u iPhone11_151 jailAuthKitAkd: Ready | Today at 14:55

EE jailAuthKitAkd plist ) jaitAuthKitAkd.xm
© [ jailAuthKitAkd jailAuthKitAkd jailAuthKitAkd ) <11 jailAuthkitkd.xm ) No
jailAuthKitAkd
<) jailAuthKitAkd.xm
jailAuthKitAkd.mm
= Package Objective-C Preprocessed Source
DEBIAN Objective-C Source
Library

Identity and Type

Name_jail AuthKitAkd.xm

¥I| v Default - XM audio file

Objective-C++ Preprocessed Source
MobileSubstrate Objective-C++ Source

% DynamicLibraries
IAuthKitkd.plist "
C Prepracessed Source
Frameworks

U C Seurce

Audio Pro C++ Header

C++ Preprocessed Source

o BENE .xm BXHHITHAR
m XcodeZL B HFIR->E5 .xm SX{F-> open As -> Source Code

C#++ Source



jailAuthKitAkd b L] iPhone11_151 jailAuthKitAkd: Ready | Today a

EE jailAuthKitAkd.plist jailAuthKitAkd xm

j'al'lAuthKl'tAkd jailAuthKitAkd | jailAuthKitAkd jailAuthKitAkd.xm ; Mo Selection

jailAuthKitAkd
jailAuthKitAkd.mm e
Package Open in Tab
DEBIAN Open in New Window
i Library Open with External Editor
MobileSubstrate Open As Source Code
DynamicLibraries
E8 jailAuthKitAkd.
gF New File...
Frameworks Add Files to “jailAuthKitAkd”...
Add Packages...

Show File Inspector ASCII Property List
Hex
Quick Look

Delete

New Group
New Group without Folder

n New Group from Selection

o BIAJIEEER xm HObICHINES, AEFEESRT, EXHEME .n HIEMR

jailAuthKitAkd M jailAuthKitAkd ) ,J iPhone11_1561  jailAuthKitAkd: Ready | Today at 15:01

B8 EE jail AuthKitikd plist JailAuthKitAlkd xm

v [ jailAuthKitAkd jailAuthKitAkd ) & jailAuthKitAkd jailAuthiitakd.xm ) N o Identity and Type
1

jailAuthKitAkd Name jail AuthKitAkd xm
' jailAuthkitAkd.xm Type Objective-C++ Source
jailAuthKitAkd.mm . Locatien | Relative to Group
Package 2 - pdec scERa il Gl R jail AuthKitAkd.xm
DEBIAN : 3 Full Path [Us¢
Library
MobileSubstrate : = ; fcall
DynamicLibraries from jail AuthKitAlkd/

P " " jailAuthKitAkd .xm
EH jailAuthKitAkd.plist i
%hook ClassName

P On Demand Resource Tags
= Frameworks + (id)sharedInstance
{
%log;

%orig;
)

- )messageWithNoRe turnAndOneArgument : (i) originalArgument
£
slog;

KorigloriginalArgument) ; ! No Explicit Encoding

Line Endings

Indent Using [ Spaces

: Widths ag 4
Tab Indent

- (id)messagewithReturnAndNoArguments
{
slog;

¥ Wrap lines

originalReturnOfMessage = %orig;

originalReturnOfMessage;

n =)Fi Line: 1 Col:1 @

o .m X1, BRIASH xcode IRBIN it
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Expected unqualified-id

LEERIR, B2Fh mn = Taes ¢

o FTERIRAIANTIARFR
e Compile Sources AZIF xmIERTRIEE R IF
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vy bl DEE 7 =2

M
iOSOpenDevhy .xm X{E4RIFIRE:
Expected unqualified-id

> jailAuthKitAkd o ) ll iPhone (arm6ae) Build Failed | Today at 11:38 % 1

jailAuthKitAkd xm

jailAuthKitAkd ) & jailAuthKitAkd

jailAuthKitAkd xm sshook NSKPCC
jailAuthKitAkd.mm
v Package

Library
/i Mobil

Supy
> & Frameworks

@® Expected unqualified-id

Build Failed

REA

L4k (AT ZRIRLRE, LEAMBILEFREEER—ERE, MSEN) . FEBH, B, WARZEN, 155%N, 246

=ik

FF
LtE&bXcodelRiBmiFas T TIEBEIL (RAIRM) HKARFRF
FIMRAVSCode=XFTHEERER, 155, =HFH:



C Untitled-5 Zf,

%hook NSXPCConnection

- {void)} resume{
NSLog ailAu
%orig;

BAETER, AIMNBRLERFRF=1ZHF =TI LFHF, ' soH == start of Header == {FELFFA



C Untitled-5 %% AKAnisett

o XT4FHRAY. ARILHY, IEFIFRAVMET, W FRREIFE
73 :
RRRINE
(f&BhFVSCode, 7EREERZRI) WASHIARILAIZHIFR (REIRT) , =HkRE

B SER

EHlXcodeFHIES, #iMEFIVSCoderd
AIE: VSCode-) EF-) IMI-) BRIZHIFR-) HWEI ATV IRIVIZHIZFRF, EMIBREIAT


https://www.crifan.org/files/doc/docbook/char_encoding/release/html/char_encoding.html#ascii_ctrl_char

@ Code Ift H4 HE ZE #I &

WLER...
[ ] HIE..

b 2R
REENE #ER (2K 2) U titled 5 ¥ AKAnisetteR
— BB nttieda- ° nisetie

% v EMiB
B EEE FRENNDAE
BT v R
p b R v
el s
E-H EABEEMR
W e ERE
£ HRER

BahiRiT v R
FhiwRsh v TR
v RRER
v RTEEFE
Xk

i
B B EE [ NumPado]

*
o XFVSCodeXFRTAAMMIHITH, N (MIBEESEANE @ HRIFANEES: VSCode
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compile Sources HRRIM T AXZIFA . xm

S
iOSOpenDeve, it .xm XHfE, BXERF
LRI

getenv name
HAfg whookt , RIFIRE:
Expected unqualified-id
@ ® M » F e eTar m % W iPhone? Build Failed | Today at 2:03 PM
- 7 a A €& & D B BE < [ control ) hook_dyld.xm ) hook_getenv.xm [] hook_syscall.xm
N - 2] 3% | } & BypassJailbreakDetection ) [F] hook_getenv.xm ) [E3 hookf(, name)
A
(1] README.md f*
— 2 File: hook_getenv.xm
b Function: 108 tweak to hook getenv
> @ libs Author: Crifan Li
v & BypassJailbreakDetection */
m' ook gotenen #include <stdlib.h>
M hook_dyld.mm M #include <os/log.h>
M’ hook_fork.mm
M’ hook_openFile.mm fe=== . i .
: Hook: getenv(DYLD_INSERT_LIBRARIES)
M’ hook_syscall.mm «/
M’ hook_urlScheme.mm
B hook_fork.xm char * getenv(const char name);
8 hook_ Fil const char* DYLD_INSERT_LIBRARIES = "DYLD_INSERT_LIBRARIES";
ook_openFile.xm
B hook_syscall.xm %hookf(char %, getenv, const charx name){ © Expected unqualified-id
[ hook_urlScheme.xm 18 // os_log(0OS_LOG_DEFAULT, "getenv: name=%s", name);
B hook: dykdxm v 19 [/ NSLog(@"getenv name");
[E hook_getenv.xm if (strStartswith(name, "DYLD_")){
EI .Xm os_log(0S_LOG_DEFAULT, “"getenv: DYLD_ name=%s", name);
m’ .mm M }
R SiEac age if(@ == strcmp(name, DYLD_INSERT_LIBRARIES)){
~ &= DEBIAN return NULL;
[E control.txt } else { .
& control return %orig;
29 }
> @@ Library 0}

R
HiEFE

iOSHIclangZRi¥23 T iE1RS!I (Logoshy) i&iA: %hookf

RAERE

ZBIFTE xn R, TEE, THEZMETRID,
sources T

() ST .xm, #HNZEIT Xcode (+iOSOpenDev) HHY compile

itt4t, i0SOpenDevAYRAZMIFRSZHFAIICEBIZ AR R VRIS HAIFET -

o RXHF:

o AN

- Xm

.mm



mitat, BEH m F .on B9, FL:

xmAl.mmX{ERIZ4E

B IRIME

1. Z5 compile sources H, 3B .xm N{HFEERIE
2. XcodeEH#mi% Build

o BEY: M om PFERIFEMIRA .om X
3. BEIEFEMA .om X, MNEY compile sources H, BIFIIEREHHIF

BixHiR

Xcode -> Targets -> Build Phases -> Compile Sources

WRE xn X W (RE

BZE xcode -> Build

) EMIbRE

SHFHIEEY o X, WSERFREIXNEY o X

REBE:

xcode ->INE F BF->HEE-> add Files to

> add , BAT4E .om ANRIINE

B

RRBIEER o X4 (FIEMR ¢ .

m FXH)

Xcode -> Targets -> Build Phases -> Compile Sources

ece M BE 24102 OperDerHookTEaplate M 10SOpenDevHookTemplate ) J* Any [0S Device (arm64)
RaaoesoBd X 7 B8 < > jOpenDe..mplate.plist D o 111 hook_i0S.0...onClass.mm 2z B8
GreE AT o i0SOpenDevHookTemplate ) & i0SOpenDevHook ) & hook_i0S ) M hook_i0S_ObjC_CommonClass.mm ) No Selection < 4 >
0SOpenDevHookTemplate #linesd. . ) ) .
= "/Users/crifan/dev/dev_root/crifan/github/: Template, Template/i
e 0SOpenDevHookTemplate/hook_i0S_0bjC_CommonClass.xm"
v & hook_native
M’ hook_native_misc.xm
M’ hook_native_misc.mm
117 hook_i0S. o T— static NSString LastUpdate = ["20241123_1531";
M hook_{0S_ObiC_specific.xm #import "HookLogi0S.h
M’ hook_iOS_ObjC_specific.mm #import "CrifanLib.h"
OB 2 #import *CrifanlLibios.h
v @& DEBIAN
(& control.txt
B control
e : NSStringk Str_apple = G"ap
lobileSubstrate NSStringk Str_Preferences = @"Preferences’;
v & DynamicLibraries
E3 i0SOpenDevHookTemplate.plist 2
> @ Supporting Files
v & Frameworks
10 libsubstrate.dylib
E——— e BOOL isRelated(NSString curStr);
cundation-ramewort void hookNSString_commonLogic(NSString# curStr);
BOOL isRelated(NSString *curStr){
BOOL isRelated = FALSE;
if (curstr){
BOOL ishpple = [curStr hasPrefix: Str_applel;
BOOL isPreferences = [curStr isEqualToString: Str_Preferences];
isRelated = isPreferences || isApple;
return isRelated;
¥
void hookNsString_commonLogic (NSStringk curstr){
if (isRelated(curStr)){
iosLogInfo("curStr=%{public}@", curStr);
NSArray *btArr = [CrifanLibi0S printCallStackl;
josLogInfo("btArr=%{public}@", btArr);
3

L+ e o8

-> IR RIS NAY on XXM, BRik:

Build Succeeded | 2024/11/23 at 16:51 411

x 78 <

Copy items if needed -

-

B i0SOpenDevHookTemplate. xcodeproj

B i0SOpenDevHookTemplate
[} General  Resource Tags  Build Settings | Bulld Phases  Buid Rules
+
PROJECT S]
B Target (0items)
Run Build Tool Plug-ins (0 items)
TARGETS
01 1050penDevHookT. Run Seript
Compile Sources (10 items)
Name
M HookLogi0S.m ..in I0SOpenDevHook
T hook_native_misc.mm ..in i0SOpenDevHookTemplate.
C CrifanibDema.c ..in (0SOpenDevHookTemp
M’ hook_iOS_ObjC_specific.mm _.in i0S
© JailoreakPathList.c ..in 050penDevHookTemplate/ibs/c
C crifanLib.c _.in 10S0penDevHookTemplate/ibs/c
M’ hook_i0S_ObjC_CommonClass.mm _..in I0SOpenDevHo. |
M JailbreakioS.m ..in (0SOpenDevHookTempla
M CrifanLibiOS.m ..in i0SOpenDevHookTemplate/libs/i0S
M OpenFilios.m .in 0SOpenDevHookTempl s
+ -
Link Binary With Libraries (2 items)
Headers (7 items)
Run Seript
+-©®

Compler Flags.

Line: 22 Col: 1 (@
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Host key verification failed

o MZ:

Xcode#RiEHAE)IREE :

Preparing to run Xcode Build Phase .

Signing /Users/crifan/Library/Developer/Xcode/DerivedData/10SBypassJailbreak-bfggivvnceewnmeaykhtbtvgylkkq/Build/Produ
cts/Release-1iphoneos/10SBypassJailbreak.dylib with ldid . Done.

Copying /Users/erifan/Library/Developer/Xcode/DerivedData/i0SBypassJailbreak-bfggivvnecewmeaykhtbtvgylkkg/Build/Produ
cts/Release-1iphoneos/10SBypassJailbreak.dylib to package directory at /Users/erifan/dev/dev_root/crifan/i0SBypassjail
break/i0SBypassJailbreak/Package/Library/MobileSubstrate/DynamicLibraries .

Preparing to build package .

Setting eontrol /Users/erifan/dev/dev_root/crifan/i0SBypassJailbreak/10SBypassJailbreak/Package/DEBIAN/control V
ersion field to -1 using /Users/crifan/dev/dev_root/erifan/10SBypassJailbreak/10SBypassJailbreak/Packageversion.pl
ist . Done.

Building package . Done.

Creating /Users/crifan/dev/dev_root/crifan/i0SBypassJjailbreak/Packages/com.crifan,10SBypassJailbreak_1.0-1_iphone

os-arm.zip . Done,

Host key verification failed.

Failed to create directory /var/root/10SOpenDevPackages on device 1,27
Command PhaseScriptExecution failed with a nonzero code

o RE: &HsshRBEER
o BRIRIMNE: IREWFsshR B ES
o BA{RSIEHIA

1. %

root@192.168.1.27

n ZIAZEES:  alpine

2. B

ssh-copy-id root@192,168,1.27

crifan.org, {EAZ4.0EFR(CC BY 4.0)iY &% all right reserved, powered by Gitbook&R/[FEH: 2024-11-25 09:31:22
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scp: dest open
""Ivar/root/iOSOpenDevPackages/xxx.deb"": No such file
or directory

MR

e Mac M2 Max?1, FHiOSOpenDevi4RiFdebiBfd-ZliPhone8, ZRIREE:

Creating /Users/crifan/dev/dev_root/iosReverse/AppleStore/dynamicDebug/i0SOpenDev/jailAppleAccount/Packages/com.¢
rifan.jailAppleAccount_1.7.4_iphoneos-arm.zip. . Done.

scp: dest /var/root/i0S0penDevPackages/com.crifan,jailAppleAccount_1.7.4_iphoneos-arm.deb No such or d
irectory
scp: failed to upload /Users/crifan/dev/dev_root/iosReverse/AppleStore/dynamicDebug/10SOpenDev/jailAppleAccount/
Packages/com.crifan.jailAppleAccount_1,7.4_iphoneos-arm.deb to
Failed to copy /Users/crifan/dev/dev_root/iosReverse/AppleStore/dynamicDebug/i0SOpenDev/jailAppleAccount/Package
s/com.crifan.jailAppleAccount_1.7.4_iphoneos-arm.deb to device ,2,13 at directory /var/root/i0SOpenDevPackages
Command PhaseScriptExecution failed with a nonzero code

YEFRIEL

|B#IMac (IntelfIMac) , MERBREIXTEEIR.
XS NI R

e |HMac: EEEHF
o ZHIMIXcodehRA: visz.2.1
o sCp: 3MB
m FATHET, Z3#F xs6_64 F] armeae
o #iMac: IR
o %ﬁi%f%,%i scp: dest open ""/var/root/i0SOpenDevPackages/xxx.deb"": No such file or directory
o ExHiXcodehRA: visa.3
o SCp: 416KB
m FATHET, 235 xs6_64 F armeae



REA

iOSOpenDevifift4miZ/aZatdebtAlE), KEIERNMMAIZHIRY
® /opt/i0SOpenDev/bin/iosod

HEEMARLAAENINGSE:

copyFileToDevice @ # args: sourceFile, targetDir, hestAddress, hestPort

=P root@

TR EEIRE, (&t
FhRMachICPURZARMApple Silcon, SFRIAIRS i, thRarmhRAsay

RRYscp, fhitthRarmhlds, EMIBAIX86HIscp, fHitAK—#?

SHAITF UL scpH, BB SHBEMXME, ZIERGBIF, THEIRS, FLUREH ARSI

fRIRIME
o Kifscpamp<HM (XHMBERFH) X3S

BixLiR

im /opt/i0SOpenDev/bin/iosod [==]s g

=P root@

ZoE

=P root@
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An empty identity is not valid when signing a binary for

the product type ‘Dynamic Library’

Y
M2 Max Mac + Xcode 14.3.1 H, ¥TiEiOSOpenDeviiE, ZXBuilddgi®, iREE:

An empty identity is not valid when signing a binary the product

ENHFERERES

Build target HookWhatsApp of project HookWhatsApp with configuration Debug
error: An empty identity is not valid when signing a binary the product
from project

An empty identity is not valid when signing a binary the product

in target

@ Xcode File Edit View Find Navigate Editor Product Debug Source Control Window Help O % ¥ s 8
r
eoe M > P :::kWha‘SA"F 1 HookWhatsApp ) B iPhone7_1331 Build Failed | Today at 15:33 @1 A2 & ¥
(=] I QA Q& D B B < &8 .plist T xm I Build HookWhatsApp - Log =g
-~ B 1 HookWhatsApp ) J Build
v 1 HookWhatsApp 3 issues I posasap ). 7 Bil °
© An empty identity is not valid when Al Recent All Messages  Allssues  Errors Only Export.. |©
signing a binary for the product type
‘Dynamic Library". . 7~ Prepare build
/% Workspace HookWhatsApp | Scheme HookWhatsApp | Destination iPhone?_1331

Building targets in dependency order
© Plan build 0.1 seconds
@ Create build description 0.1 seconds
2 m Build target HookWhatsApp

Project HookWhatsApp | Configuration Debug | Destination iPhone7_1331 | SDK i0S 16.4
© An empty identity is not valid when signing a binary for the product type ‘Dynamic Library"

Traditional headermap style is no longer supported; please migrate to using separate headermaps and set 'ALWAYS_SEARCH_USER_PATHS' to NO.
Run script build phase ‘Run Script’ will be run during every build because it does not specify any outputs. To address this warning, either add output dependencies to the script phase, or configure it to run in every build by unche..
Run script build phase 'Run Script’ will be run during every build because it does not specify any outputs. To address this warning, either add output dependencies to the script phase, or configure it to run in every build by unche..

° Build failed  2023/10/25, 15:33 0.1 seconds
1 error, 3 warnings

i RIME

o BH1: ERBAMER
o BIR2: 44 identity WERTHENE (XEMAEempty=T)

S 5R
B RAEEHE

® Xcode -> PROJECT -> {YourProjectName} -> Build Settings -> User-Defined ->
o (REELLAN me = -> Add User-Defined Setting )




An empty identity is not valid

o Fig

s,

I’J ::inghatsApp i HookWhatsApp ) B iPhone7_1331
BA < EB HookWhatsApp.plist M’ HookWhatsApp.xm HookWhatsApp.xcodeproj
HookWhatsApp

(@] Info  Build Settings

—+ Basic  Customized m Levels
PROJECT

Add Conditional Setting itterns with Grand Central Dispatch No ¢
l Add Defined Setti ins of NSNumber and CFNumberRef Yes &
User- 1 libkern Reference Counting Rules Yes ¢

Violation of Mach Interface Generator Conventions Yes ¢

TARGETS

1 HookWhatsApp

v Static Analysis - Issues - C++

Setting HookWhatsApp
Moves of Universal References Yes ¢
Use-After-Move Errors in C++ Yes (Aggressive) ¢

v Static Analysis - Issues - Objective-C

Setting HookWhatsApp
@synchronized with nil mutex Yes ¢
Improper Instance Cleanup in '-dealloc' Yes ¢
Method Signatures Mismatch Yes ¢
Misuse of Objective-C generics Yes ¢
Unused Ivars Yes ¢
Violation of 'self = [super init]' Rule Yes ¢
Violation of Reference Counting Rules Yes ¢

v Static Analysis - Issues - Security

Setting HookWhatsApp
Floating Point Value Used as Loop Counter No ¢
Misuse of Keychain Services API Yes ¢
Unchecked Return Values Yes ¢
Use of 'getpw’, 'gets' (Buffer Overflow) Yes ¢
Use of 'mktemp' or Predictable 'mktemps' Yes ¢
Use of 'rand' Functions No &
Use of 'strcpy’ and 'strcat’ No ¢
Use of 'vfork' Yes &

v Static Analysis - Issues - Unused Code

Setting HookWhatsApp
Dead Stores Yes ¢
Redundant Expressions No ¢
Redundant Nested 'if' Conditions No ¢

v User-Defined

Setting HookWhatsApp
+ ® i0SOpenDevPath Jopt/i0OSOpenDev
[

%Iﬁ: CODE_SIGNING_ALLOWED = NO

prir

Package Dependencies

71



-
ece O B p [ HockWhatsApp 2 HookWhatsapp ) 8 iPhone?_1331 Buidng|27/2 O A & + mi}
mERQAAOGEDE B> B8 t ba Log P Buld HookWhatsApp - Log Hookihatsapp xcodepro] 28 s
L I " HookWhatsApp <> | identity and Type
@& HookWhatsApp o Info  BulldSettings  Package Dependencies Name HookWhatsApp
libs Basic  Customized Combined JETNTY ® Location
= sRosECT =
=os Suspicious Conversions f NSumDer ana Crumbare Y = =
M HooklLogioS.m A B Hookwnatshon Vilation of (0t and okern Rferance Counting Rules 163 & e rerirtmeiec ool
[ ot N Viltionof Mach ntrface Generator Conventions  Yes & fosnerag i
h Crantibiosn a | scers isscpmoe Wnassel
h HookLogiOS.h A 2 HookWhatsApp HookWhatsApp.xcodeproj ©
I D  Static Analysis - Issues - C++
M OpenFieios.m A e e
" roject Documen
M CrifanLibioS.m A
o Movesof Uriversal Reerences ves's e (TR TTTI
bl Use-After-Move Errors in C++ Yes (Aggressive) &
h Crtantibh A orgaizain
C crifanLib.c A Cluss Prefix
T HookWhatsApp.xm A  Static Ansiysis - Isues - Objctive-C Toxt Settings
1T HookWhatsApp.mm A L ’ L
IndentUsing  Spaces
Package @synchvonized with il mutex Yos ¢ - >
& DEBIAN Improper Instance Cleanup n -dealloc" Yes UL I G| I
Method Signatures Mismatch Yo
A rap s
et Misuse of Objective-C generics. Yes ¢ sl
B {conol i Unused wars Yoso
Ubrary Vilaton of sef = (super nt} Rule vess
MobileSubstrate Vilatonof Reference Counting Rules Yos 2

~ @ DynamicLibraries
E5 HookWhatsApp.plist A
~ & Supporting Files.
E5 PackageVersion.plist
h HookWhatsApp-Prefix.pch
&8 Frameworks
M libsubstrate.dylib
Foundation.framework

] folc]

o EmIMHA

L ED

~ Static Analysis - Issues - Socurity

Floating Point Value Used as Loop Counter
Misuse of Keychain Services API
Unchecked Return Values

Use of ‘getpw ‘gets’ Buffer Overflow)
Use of ‘mkiemp" or Predictable ‘mtemps’
Use of ‘rand’ Functions.

Use of strcpy’ and strcat

Use of 'lork'

~ Static Analysis - Issues - Unused Code

a8 v
Dead Stores Yes @
Redundant Expressions Mot
Redundant Nested ' Conditions Not
* User-Defined
a8 P
NO

loptjiosopendev

n IRIEART, ZJLIRClean:
m  Xcode -> Product -> Clean Build Folders

m  Xcode -> Product -> Clean All Issues

Big2: fAldentityidBEENS

°
o REWEXSHE
m  Code Sign Identity IXEN:

OW%

eoe M > P :g‘sno"e"pe""“”emph‘e M 10SOpenDevHookTemplate ) 7 Any iOS Device (armé4) Build Succeeded | 2024/11/23 at 16:51
= A a A © & D B g8 < ES i0SOpenDev...Template.plist i0SOpenDevHo...plate.xcodeproj [ control M’ hook_iOS_Obj...mmonClass.xm M hook_iOS_..._specific
= [ i0SOpenDevHookTemplat
i0SOpenDevHookTemplate 8 i0s0penDevHookTemplate
& i0SOpenDevHookTemplate (] General  Resource Tags  Build Settings  Build Phases  Build Rules
LD sROVECT +  Basic Customized () Levels
v & hook_native System Header Search Paths

M’ hook_native_misc.xm i0SOpenDevHookTemplate Use Header Maps Yes ¢
M hook_native_misc.mm User Header Search Paths
v & hook_i0S TARGETS
M’ hook_iOS_ObjC_CommonClass.xm 1 0SOpenDevtookTemplste ¢
M’ hook_i0S_ObjC_CommonClass.mm =
Setting 1l i0SOpenDevHookTemplate

M’ hook_iOS_ObjC_specific.xm
M’ hook_iOS_ObjC_specific.mm
v @ Package

ErE

( Automatic ':F'E"J)
Development Team IREN: {RECSHIAppleFFRENKS = LEALZE:

Xcode -> TARGETS -> {YourProjectName} -> Build Settings -> Signing

Apple Development

Mao Li

Code Signing Entitlements
> Cod
Code Signing Inject Base Entitlements

elop

v & DEBIAN Code Signing Style Automatic ¢
E control.txt Development Team
8 conto ST s
U iy Enable User Selected Files None ¢

v & MobileSubstrate
v @ DynamicLibraries
E8 i0SOpenDevHookTemplate.plist
> @ Supporting Files
rameworks

I libsubstrate.dylib

Foundation.framework

Launch Constraint Parent Process Plist
Launch Constraint Process Plist

Launch Constraint Responsible Process Plist
Library Load Constraint Plist

Other Code Signing Flags

Provisioning Profile

AEigECode Sign Identity’J Apple Development: xxx

L2 BHRE T

in Keychain ':F‘ Eq)

Apple Development: Mao Li (UBFSP2P5PM)

Automatic ¢

CODE_SIGN_IDENTITY=Apple Development

Xcode -> TARGETS -> {YourProjectName} -> Build Settings -> Signing -> Code Sign Identity S>IEEN ( certificates



SEREWE:

/Users/crifan/dev/dev_root/crifan/github/10S0penDevHookTemplate/10S0penDevHookTemplate/10S0penDevHookTemplate.xcodepr
o] 10SOpenDevHookTemplate has conflicting provisioning settings. 10SOpenDevHookTemplate is automatically signed, but
code signing identity Apple Development: Mao Li (UBFSP2P5PM has been manually specified. Set the code signing identi
ty value to the build settings editor, or switeh to manual signing the Signing Capabiliti
es editor.

r y
ece @O > P oo n ) @ iPhones_143 Build Failed | Today at 0955 @1 42 & + B
B 0QaaoeegoboaB 3} 3 i0SOpenDevt list M hook_i & 050pe d Fbuild -Log =8 [ OGO
e 7 sl
~ i (0SOpenDevHookTemplate 3 issues a ) Jeuid) @ 0>
© i0S0penD has conflicting i Al Recent AllMessages  Alllssues  Errors Only xport.. | ©

settings. (0SOpenDevHookTemplate is automatically signed,
but code signing identity Apple Development: Mao Li (UBFS... o Prepare build
Traditional headermap style is no longer supported; please 9 Workapacs, | Seheme | Destination iPhoned_143
migrate to using separate headermaps and set ~ © Compute target dependency graph 0.1 seconds
'ALWAYS_SEARCH_USER_PATHS' to NO. Building targets in dependency order
Run script build phase 'Run Script' will be run during every > Target dependency graph (1 target)
build because it does not specify any outputs. To address this © Gather provisioning inputs 0.1 seconds
warning, either add output dependencies to the script phase.. © Create build description 0.1 seconds

4, Build target i0SOpenDevHookTemplate
oject i0SOpenDevHookTemplate | Configuration Debug | Destination iPhone8_143 | SDK 0 17.0

SOpenDevHookTemplate has confiicting ning settings. iOSOpenDevHookTemplate is automaticaly signed, but code: identity Apple Development: Mao Li (UBFSP2PSPM) has been
nually specified. Set the code signing i alue to "Apple Development* in the build settings editor, or switch to manual in the Signing & Capabiliies editor.

Traditional headermap style is no longer supported; please migrate to using separate headermaps and set ALWAYS_SEARCH_USER_PATHS' to NO.
Run script build phase 'Run Script" will be run during every build because it does not specify any outputs. To address this warning, either add output dependencies to the script phase, or configure it to
Run script build phase 'Run Script" will be run during every build because it does not specify any outputs. To address this warning, either add output dependencies to the script phase, or configure it to
° Build failed 2024/11/23, 09:55 0.1 seconds.
1 error, 3 warnings

Not Applicable

AR LERAY ( Automatic FRRA) Apple Development , ZF{IJEEARR T LEAMREERGIRT,
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controlfVersionfR A SR EI S EL

o MZ:

MBEHHY .plist A version BB, EAIARE 1.0-1

YRBEBSMRAS, LN 2023.07.10.2126 , FEREFRIFERE, XIENVersionBEXR, XIRERZRIIZIAME 1.0-
17

o FRIRINE

© TARGETS -> Build Settings -> User-Defined -> i0SOpenDevUsePackageVersionPList M (ZRIABY) veEs BN no

fro G mulateAppleLogin ) iPhone8_150 Buld Succeeded | Today at 2126 A& &
= €8 emulateAppleLogin.plist () emulateAppleLogin.xm 0 control emulateAppleLogin.xcodepro]
- emulateAppleLogin Identity and Type
v 3 emulateAppleLogin ppieto RIS
~ & emulateAppleLogin (] General  ResourceTags | BuildSettings | Build Phases  Build Rules Name emulateAppleLogin

#BIED + Basic Customized ([All) (CORBMEE) Levels
" PROJECT
i0s ; 3
Full Path [Users/crifan/devidev_root/
iosReverse/AppleStore/
h OpenFileios.h Misuse of Keychain Ser Al - AppleiCloudLogin/
h CrifanLibios.h TARGETS Unchecked Ratunivan e e
[5 e ey Use of 'getpw ‘gets' (Buffer Overflow) Y e e ol .
J b 3 M emulateAppleLogin Use of ‘mktemp’ or Predictable 'mktemps" prieted "o
M OpenFilei0S.m Use of 'rand" Functions
M CrifanLibios.m Use of 'strepy’ and 'strcat’
Use of viork! >
Project Format (XEGAE A0 COMPAUBIENTIS

Location

M HookLogios.m emulateAppleLogin Floating Point Valus Used as Loop Counter

o

Project Document

c
h crifantib.h

C crifanLib.c
R edagin Static Analysis - Issues - Unused Code
- ait Text Settings

emulateAppleLogin.mm :
Dead Stores :
indent Using (Spaces

Package
Redundant Expressi
DEBIAN Redundant Nested ' Conditions widths. 4R
control.tx Tab
@ Wrap lines

[ control
v & Library . User-Defined
~ & MobileSubstrate ;
10SOpenDevBuildPackageOnAnyBuild
SOpenDevCopyOnBuild
e gy 050penDevDevice )
1050penDevinstallonAnyBuild No
RS iosopenevinstallonProfiling YES
M libsubstrate.dylib 10SOpenDevPath Jopt/ioSOpenDev
10S0penDevRespringOninstall YES
> i0SOpenDevUsePackageVersionPList No

DynamicL i

£3 emulateAppleLogin.plist M
192.168.2.13

& Foundation.framework
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L&A EREE L&A RiI0SHNappElfn

o W% FUIREMtweaksapp, (BidFilza) L2 EliPhoned /g, RE_LEAZIIOSHIapphIEHFR
o [FFA: iPhonefJUIRES A RlFi=iconEHR% B RlFh
o MRIRINE:
o uicache
n R EBEIFilzaR2tdebiiE
» FilzalWLRTERFRANREE LR o > EF:

UIcache

.
o fEEE ¢ TF10:22 (B43)
SEhk 2021.11.04.deb =i{E

[exec dpkg -il
bash-5.0# dpkg -i "/
| 2021.11.04.deb" ;

(Reading database ...
(Reading database ... 5%
(Reading database ... 10%
(Reading database ... 15%
(Reading database ... 20%
(Reading database ... 25%
(Reading database ... 30%
{Readinn datahase ... 35%
(Readi

(Readi =hiE
(Readi

(Readi

(Readi S
(Readi [
(Readi

(Readi uicache
EReadi

Readi .
(Readi EXGH
[RE'adih& UL LT B e S B
(Reading database ... 100%

(Reading database ... 4498 files and
directories currently installed.)

Preparing to unpack /
)_2021.11.04.deb ...
Unpacking com.crifan.
(2021.11.04-2) over (2021.11.84-2) ...
Setting up com.crifan.r

[2&2]”11154_2] " ow o
Processing triggers for cydia (1.1.36) ...
bash-5.0#

n
s HERZ-) fSEEEIATHEIIOSHappiilogoBElin T
m i BEEYERTEE % = Respring = E@springsoard , RAERIL AT, (EXFREXMM, TEILEH
i app ERAY
s NRARZE, WAIARMGSITEEBIT:

uicache
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mach-o file, but is an incompatible architecture have
‘arm64’', need 'arm64e’

I
iOSOpenDevAyXcodeRiZH T #EdylibiEE:, 1ERBIMNEIREE:

mach-o0 file, but is
an incompatible architecture have , heed

S ) 2 Q  f—~v jailAppleAccount

SRR
licrifan &) MacBook Pro v e o
iPhone8_150 (~] X
+206463+0800 Preferences IE#18%8 path=/private/preboot/3B92D6F7C3FE6444A715B312E418498574E442DAB2F6DIE18B58B762F71D145!
iPhone11_151 .206568+0800 jailbreakd /private/preboot/3B92D6F7C3FE6444A715B312E418498574E442DAB2F6DIE18B58B762F71D1455B7E2E1C2DD39
.207165+0800 Preferences tweakinject EANKMIEE:dlopen(/var/Liy/Library/MobileSubstrate/DynamicLibraries/jailAppleAcco

BRIRE :50:37.207319+0800 jailbreakd /var/Liy/Library/MobileSubstrate/DynamicLibraries/jailAppleAccount.dylib

Spin}E’* :50:37.207370+0800 Preferences IE7Ef88 path=/private/preboot/3B92D6F7C3FE6444A715B312E418498574E442DAB2F6D9E18B58B762F71D145!
=

- +207648+0800 jailbreakd /private/preboot/3B92D6F7C3FE6444A715B312E418498574E442DAB2F6DIE18B58B762F71D1455B7E2E1C2DD39
B

PLURE
Mac S 8#E

system.log

Preferences (Tweaklnject.dylib) 8%
FRE: - £ <EROER> 2023-03-21 14:50:37.207165+0800

tweakinject FEANKME d\open(/var/L\y/L\brary/Mob\IeSubs&ra(e/Dynsmchlbranes/JallAppIeAccoum dylib, 0x0009): tried: ‘/var/Liy/Library/MobileSubstrate/DynamicLibraries/
jailAppleAccount. dyh (mach—o file, but is an incompatible architecture (have 'armé4', need 'arm64e')), '/usr/local/lib/jailAppleAccount.dylib' (no such file), '/usr/lib/
jailAppleAccount.dylib' (no such ﬁle) /prlvate/preboot/3892D6F7C3FE6444A715B312E418498574E442DAB2F6D9E18B5BB762F71D1455B7E2E1CZDD3912B1BAE6DWOC65915008/
procursus/Library/MobileSubstrate/DynamicLibraries/jailAppleAccount.dylib* (mach-o file, but is an |ncompahb|e architecture (have 'arm64’, need ‘armé4e’)), '/usr/local/lib/
jailAppleAccount.dylib' (no such file), ‘/usr/lib/jailAppleAccount.dylib' (no such file), /private/preboot
3592D6F703FE6444A7158312E418498574E442DAB2F6D9E155588762F71D145557E2E102DD391251E!4E6D1OCG591BOCB/procursus/Library/Mobi\eSubstrate/DynamicLibrarIes/
jailAppleAccount.dylib' (mach—o file, but is an incompatible architecture (have <...>

IR

LE2E BHRIRE iphone1s Y cru B A12 , HZEMIE armede B, TMHEMHURIHRIFLAVZEMZE XS armea B9, FFET, FTIAIR
H

BRRIE
o XcodeFEERME Ny (BE=3FF) armese

BixSER

® Xcode -> TARGETS -> YourProjectName -> Build Settings -> Architectures -> Architectures

o }\AK'L}\E’] $(ARCHS_STANDARD) == armé64, armv7

o A other HJ arm64 armese

ik, BNRTEEIARRZRIFE RIS (&) , ¥FarmbdeT,
e

o WMREIIS| BRI, MWERRREX 4RIt #Iarm64ehy
o EEANUEAMBE 1ibsubstrate.dylib , Fie:



» ZRA (iIOSOpenDevE M) T XiFarmbde, HiEERIMETIFarm6e4el
= HEAN
» XinaA1585k/EMiPhone 11508

m  /private/preboot/3B92D6F7C3FE6444A715B312E418498574E442DAB2F6D9E18B58B762F71D1455B7E2E1C2DD39
12B1B4E6D10C6B9150C8/procursus/usr/lib/libsubstrate.dylib

s K/\: 218KB

s (MERBMNEN)FATEAY, SZIF2MZE49: armea F1 armede
n EENBIRIEES A Mac FAY /opt/iosopendev/lib/libsubstrate.dylib
n ZTIRFIGRIEMEEE, 7TeeRRBGESLE
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Failed Logos Processor outputted Could not open xm file

I
ZHIiOSOpenDevA, FIMEER TH, FEFEF:

@ Xcode File Edit View Find Navigate Editor Product Debug Integrai

r =
i0OSOpenDevHookTemplate
eCe® Ej > P main
i N aQ A © g D X 27 B8 | € oroj m'* hook_iO¢

= & i0osOpenDevHookTemplat & i0S0
v i0OSOpenDevHookTemplate ' fonberbi TRl ¢ 23 | pen

[ v @@ i0SOpenDevHookTemplate

.|

= Show in Finder 55C_Com
> B libs _ DS ObjC
v @ hook_native Open in Tab 3
M’ hook_native_misc.xm
M’ hook native misc.mm ©Open with External Editor
i - tUpdate
v @ hook_iOS
m* hook_i0S_ObjC_Comn Show File Inspector :
M hook_iOS_ObjC_Comn R, .
5 D
M hook_iOS_ObjC_specii New File...
M’ hook_iOS_ObjC_speci Add Files to “i0SOpenDevHookTemplate®... .
v @@ Package Add Package Dependencies...
v & DEBIAN Delete
(5] control.txt = @"app
v @@ Library New Group without Folder
v @@ MobileSubstrate
v @@ DynamicLibraries , . . . e
. @ |OSf)penDevH0 Bookmark “iOSOpenDevHookTemplate™... n proto
> @ Supporting Files B +cu
v @ Frameworks Sort by Name nmonLog
fiii libsubstrate.dylib Sort by Type
- fis ———
AT A R Find in Selected Groups...
ing *cu
Source Control > | FALSE;
lfoStrin
Lx:
Project Navigator Help ix:
° ] A ' = fantaincQtrinn

HEFERP, FE m X4
e iOSOpenDevHookTemplate

o hook_iOS



= common
m hook_iOS_ObjCCommonClass.xm

r o
io!
eoe M > P = M i0SOy ) [ iPhones_143 Build Failed | Today at 15:03 © & + B
= R QA o & o B B < 2 i0SOpenDe...mplate.plist B control M hookiOSOb...onClass.xm 7 Build i0SOp...plate - Log =0 | BEONNG]
0SOpenDevHookTemplate M (& iosOpenDevHookTemplate ) & iOSOpenDevHookTer ) & hook_iOS ) & common ) M’ hookiOSObjCCommonClass.xm ) No Selection o Identity and Type

v & i0SOpenDevHookTemplate UL

A o File: hookiOSObjCCommonClass.xm
> @ hook_native

Function: hook i0S ObjC common class related functions
00k_IOS Author: Crifan Li

> @ specific 5 x/ Location Relative to Group e
hookiOSObjCCommonClass.
xm =

Name hookiOSObjCCommonClass.x
m

Type Objective-C++Source @

static NSString* LastUpdate = @"20241123_1158";

=
M’ hookiOSObjCCommonClass.xm 1 3 Full Path /Users/crifan/dev/dev_root/
#import "HookLogi0S.h" crifan/github/
PLIIED ARG ey i0SOpenDevHookTemplate/
v @ Package #import "CrifenLib.h i0SOpenDevHookTemplate/
=8 #import “CrifanLibi0S.h" i0SOpenDevHookTemplate/
v & DEBIAN hook_i0S/common/
@ control.txt / hookiOSObjCCommonClass.
xm
( control CGonst 7
v & Library

On Demand Resource Tags
v @ MobileSubstrate NSString* Str_apple = @"apple";

v @ DynamicLibraries NSStringx Str_Preferences = @"Preferences";
8 i0SOpenDevHookTemplate.plist

; Target Membership
> & Supporting Files Common: Functions M i0SOpenDevHookTemplate
rameworks /
1l libsubstrate.dylib .
Y function prototype = declaration —----——-—- */

Foundation.framework BOOL isRelated(NSString scurStr);

Text Settings
void hookNSString_commonLogic(NSString* curStr);

2 Text Encoding e
/ functions / Line Endings e
BOOL isRelated(NSString scurStr){ Indent Using  Spaces e

BOOL isRelated = FALSE; Widths 4 (5] s
if (curstr){ Tab Indent
// - isEqualToString: % Wrap lines

// - hasPrefix:
// - hasSuffix:
// - containsString:

BOOL isApple = [curStr hasPrefix: Str_applel;
BOOL isPreferences = [curStr isEqualToString: Str_Preferences];

isRelated = isPreferences || isApple;
¥
return isRelated;

¥

void hookNSString_commonLogic(NSString* curStr){
if (isRelated(curStr)){
iosLogInfo("curStr=%{public}@", curStr);

PY j=1 Line:1 Col:1 (& ]
SERFFIRE:
Preparing to run Xcode Build Phase Logos Processor

Logos Processor: hook_i0S_ObjcCommonClass.xm - hook_1i0S_ObjCCommonClass.mm
Failed Logos Processor

Logos Processor outputted:

Could not /Users/crifan/dev/dev_root/erifan/github/i0SOpenDevHookTemplate/1080penDevHookTemplate/10S0penDevHookT
emplate/hook_10S_ObjCCommonClass.xm.,

Command PhaseScriptExecution failed with a nonzero code



0 Qa a o & o B &8

~ 1l i0SOpenDevHookTemplate 1 issue

@ Command PhaseScriptExecution failed with a All

nonzero exit code

> P,

1 i0SOpenDevHookTemplate ) /7~ Build ) &t

'“oa‘s”(’pe"ne"”"' i i0SOpenDevHookTemplate ) [ iPhones_143

Build Failed | Today at 14:56

< EB i0SOpenDe...mplate.plist [ control " hook_i0S_O...onClass.xm 7 Build i0SOpen...emplate - Log

& Build target iOSOpenDevHookTemplate

Recent All Messages  All Issues  Errors Only Export.. @

export TeamIdentifierPrefix\=3WRHBBSBWA.

export UID\=501

export UNINSTALLED PRODUCTS _I s/crifan/Librar /Xcode/DerivedData/

emp gh k; u/Euﬂd/Intermed)ates noindex/UninstalledProducts

export UNSTRIPPEB PRODUCTAGND

export USER\=crifan

export USER_APPS_DIR\=/Users/crifan/Applications

export USER_HEADER_SEARCH_PATHS\=hook_il

export USER_LIBRARY DIR\=/Users/crifan/Library

export USE_DYNAMIC_NO_PIC\=YES

export USE_HEADERMAP ES

export USE_HEADER_SYMLINKS\=NO

export VALTDATE_DEVELOPMENT_ASSET_PATHS\=YES_ERROR

export VALIDATE_PRODUCT\=NO

export VALID_ARCHS\=arm64\ arm6de\ armv7\ armv7s

export VERBOSE_PBXCP\=NO

export VERSION_INFO_BUILDER\=crifan

export VERSTON_INFO_FILE\=i0SOpenDevHookTemplate_vers.c

export VERSTON_INFO_STRING\: X6\ (V) PROGRAN:

export WRAP_ASSET_PACKS_IN_! SEPARATE -_DIRECTORIES\=NO

export XCODE_APP_SUPPORT_DIR\=/Applications/Xcode.app/Contents/Developer/Library/Xcode

export XCODE_PRODUCT_BUILD_VERSION\=15A507

export XCODE_VERSION_ACTUAL

export XCODE_VERSION_MAJOR\=1500

export XCODE_VERSION_MINOR\=1500

export XPCSERVICES_FOLDER_PATH\=/XPCServices

export YACC\=yacc

export arch\=undefined_arch

export i0SOpenDevBuildPackageOnAnyBuild\=NO

export 10S0penDevCopy0nBuild\=NO

export i0S0penDevDevice\=192.168.1.22

export 10S0penDevInstallonAnyBuild\=NO

export i0S0penDevInstallOnProfiling\=YES

export i0S0penDevPath\=/opt/i0S0penDev

export i0S0penDevRespringOnInstall\=YES

export i0S0penDevUsePackageVersionPList\=NO

export variant\=normal

/bin/sh -c /Users/crifan/Library/Developer/Xcode/DerivedData/i0SOpenDevHookTemplate—
ghusweurnfupmeaodhnfncetkzsb/Build/Intermediates.noindex/i0S0penDevHookTemplate. build/Debug-iphoneos/
10S0penDevHookTemplate. build/Script-98CF521B2CF1685000481C0B. sh

emplate\ \ PROJECT:

Preparing to run Xcode Build Phase for Logos Processor

Logos Processor: hook_i05_0bjCCommonClass.xm —> hook_i05_0bjCCommonClass.mm.

Failed Logos Processor

Logos Processor outputted

Could not open /Users/crifan/dev/dev_root/crifan/github/
i0S0penDevHookTemplate/hook_i0S_0bjCCommonClass .xm.

Command PhaseScriptExecution failed with a nonzero exit code

Template/ Template/

Template-\"

REA

(BKZ) i0SOpenDevh, RZiEFHFE

RINE
%] B AELE

XcodeRr, GREFTIEEFRAM:

o AFH: New Group
o > BIEME LN, XHZRYS
o MF:

New Group without folder

o ->XcodeHEMMNFEZR = ME LR, XHRS

Preparing to run Xcode Build Phase for Logos Processor...
Logos Processor: hook_i0S_ObjCC Class.xm -> hook_iOS_ObjCCt Class.mm.
Failed Logos Processor

Logos Processor outputted:

Could not open [ 050;

0SOpenD: I0SOpenDevH;

© Command PhaseScriptExecution falled with a nonzero exit code
Build failed 2024/11/23, 14:56 0.2 seconds
1 error, 3 warnings

WRIE m REFEFERD,

x

b, EXM: FER

ALNFER: BREN, ETFEN

© & +

m” Logos Processor mu‘%‘?ﬁ;ﬁgu,

Not Applicable

SWRERE



Failed Logos Processor Could not open xm

@ Xcode File
e0oe ]
— N

Edit View Find Navigate Editor Product
iOSOpenDevH...

’ I'J main
Q A © § D B < B c

i0SOpenDevHookTem

v [E8 i0SOpenDevHookTemplate M
(v & i0SOpenDevj . e com
> = | Show in Finder 10SOpel
& libs n: 202.
M hook_iOS_  Open in Tab ption:
M’ hook_iOS] Open in New Window ;": iys
M hook_iOS_  Open with External Editor its ‘ H
M’ hook_iOS_ Open As > les:
v @ Package ) ty: op
« & DEBIAN Show File Inspector ‘ecture
B crif;
=) contrc  New File... [
E) contr¢  Add Files to “iOSOpenDevHookTemplate®... ge: ht
v @m Library | Add Package Dependencies... :%0":
v & Mobil -
— Delete
v mm Dyn
E2 i( New Group

> @ Supporting
v @mm Frameworks
i libsubstrat

% Foundatior

MR
(1) XcodeHr {4 EtR

New Group without Folder

New Group from Selection

Add Line Bookmark...
Bookmark “iOSOpenDevHookTemplate™...

Sort by Name
Sort by Type

Find in Selected Groups...
Source Control
Migrate to String Catalog...

Project Navigator Help

82



Failed Logos Processor Could not open xm

RS 3= f ESEXXfER: EfR, BEARE:
o XHRETHNN=fA

o FEMNXHE: B
o HENHE: g8

@ Xcode File Edit View Find Navigate E
ece [ - R
=] N a a o & D 68

~ [ i0SOpenDevHookTemplate
v @ i0SOpenDevHookTemplate

v =m hook_i0S
M hook_iOS_0ObjC_CommaonClass.xm A
£ M hook_i0S_ObjC_CommonClass.mm ?
ﬂﬂﬁ ﬂi'huu k_iOS_ObjC_specific.xm A
N hook_iOS_ObjC_specific.mm ?
> @@ libs
v @ Package
~ @ DEBIAN
lﬂ Eﬂ’ﬂ control.txt
1] control M
v @ Library
v @@ MobileSubstrate
~ @m DynamicLibraries
EH i0SOpenDevHookTemplate.plist
> mm Supporting Files
v @& Frameworks
1t libsubstrate.dylib
£ Foundation.framework

(2) XcodeF MM FEZR = MELHN, XHRALNFER: BREN, ETFEN

Finderd1, &A%l (XcodeFMIELIAI) FHRA:

83



< i0SOpenDevHookTemplate 88 = 0 2 e h O O~ Q

T2 AndroidYouT...namicDebug >
7 AutoRename [& i0SOpenDev...te.xcodeproj
7 AutoRepacklpa T assets > 77 LatestBuild
2 crifan_ebook_readme = i0SOpenDevHookTemplate > 7 Packages

ess 2 crifan_play_l..._logic_spirit > .. README.md
7 crifanFlaskTemplate 77 toDelete

> T CrifanLib

T crifanLibPython
7 FridaHookTemplate
7 iOSBypassJailbreak
T iOSJailbreakDetection

ate i0OSOpenDevHookTemplate >

iOSYouTubeAdsFilter
KeepAliveAndroid

old >
PySpiderChinaProvinceCity >
ReactjsTemplate
restore-symbol
ShowSysteminfo
SwiftXMPP_Crifan

I 0B

TREw

pw

& Macintosh HD > @@

B8 crifan > B dev > B dev_root >

B8 crifan > B github >

@8 iOSOpenDevHookTemplate >

==

8/°IE, 80.69GBEIH

[(F#E7F] B2 MFCIEFBER
XcodeHHJiOSOpenDevA, FESCERT: A New Group , BD:

SREEERE o (NXIRAY .om X, MEZBEIRBERT, REFERT
- BREXH S, BB ETEEMH, BREDERESH

Bl iOSOpenDevHookTemplate >

I

hook_iOS_Ob...onClass.mm
hook_iOS_O...monClass.xm
hook_iOS_O..._specific.mm
hook_iOS_O..._specific.xm
iOSOpenDev...te-Prefix.pch
libs

Package
PackageVersion.plist

B8 i0SOpenDevHookTemplate
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Vg
TODO:

o [RfBR] XCodeiifZ4: was compiled with optimization stepping may behave oddly variables may not be
available

o [Rf#IR] i0SOpenDevAIXCodeMtweakifmiF i A8 M AN LIRIKER

o [Ef#R] i0SOpenDeviIXCodeldiftiPhone6iRE: Unable to install The application could not be verified
o [EfEIR] XCodeHrffilffigUser-DefinediI B EX S¥

o [Ef#1R] i0SOpenDevAIXCodeMiOSHItweak H{EFSLINObjCHIBRA L B E 5

o [EfZR] i0SOpenDeviIXCodeliOSHhEF Iz TIREE: ImageLoaderMachO doModInitFunctions#_logosLocallnit

o [Ef#R] iIOSHABIREE: objc Class is implemented in both app and dylib One of the two will be used Which one is
undefined

o [E#ZR] i0SOpenDeviIXCodel B #i¥REE: iPhone Developer no identity found

o [EfR] FEIRIOSOpenDeviIXCodekliOSHIapp

o [Ef#IR] TARIOSOpenDeviIXCodelll B 4 iEd 72 AR A 551% B E X .cX4i.oX 4

o [EfZR] i0SOpenDeviiXCodelil B1E/RIIFIEEIEFIE

o [Ef#R] i0SOpenDeviIXCode R FL cil.h {4 H IE E4RiF

o [EfRR] GEHEXCodelNiOSHIappln B 1% KiIOSOpenDeviI I H

o [Ef2iR] JLLHZRFakeWeChatLocF1E CHIXCodelli HHI B FEM X5

o [Ef&R] iOSOpenDevigXCodelidiPhone7#z$5: Unable to install A system application with the given bundle
identifier is already installed on the device and cannot be replaced

o [iE&E] EFFiOSOpenDevAiLogosiEftiicode signing=XREE

o [Ef#IR] XCoderiOSOpenDevF &iE4HIEREE: No matching function for call to strcpy

o [Ef#R] XCodeHiOSOpenDevAiTweaklilHHBuild SettingsfUser-Defined i iNF13| FHZE & THEOS

o [iE&] R XCodeHclangIFmmX 4L IEMNRIFSE

o [CE] FEFRAMILLXCodedRiFstrepyR iR EENo matching function for call to

o [RERIR] 2 Hitheoshtweak S RIRINBERZEEIIOSOpenDeviIXCodeH

xm SR com S

TODO:

o [Ef#IR] XcodeFxmiRREH T iEE TR MMT =

[Ef2R] i0SOpenDeviIXCodeF xmX A4 B S . cHRREH A2k Undefined symbols for architecture arm64
referenced from

[Ef#7] XCodefJiOSOpenDevIfi B#z%5: Failed Logos Processor Could not open xm

[Ef#1R] i0SOpenDevigXCodeH NI HETweak i IxmiBHF 2 A% 21 SRR

[7Rf#1R] i0OSOpenDeviiosodiIbugfEE : LogosiITAbIE Rz EgroupF B R FEIxm3 4

RBEE=

o [Ef#/R] i0SOpenDevAIXCodeFFTExmX 4% & NLogosiEiE = =BT
o [EfBR] iLXCoderiOSOpenDevALogostIxmX X FiE LD =



i0OSOpenDevAERZ T NT T2

TODO:

o [RERR] WHRIOSOpenDeviyXCodelll B 471%1d 72 DARE RN 544 B E X .cXX Y. {4

[Ef#R] XCodeZ®i%iOSOpenDeviiLogo TweakllH#zE: Command PhaseScriptExecution failed with a nonzero
exit code Failed to locate Logos Processor

[5kfBR] XCoder47iFi0SOpenDeviiLogosiITweakRtshellshiffzsh

[EfRIR] £3i0SHIXCodelli B H#iiZiOSOpenDevAiIProject Navigatorfi) B &4

[EfZR] XCodelfl B #iiiOSOpenDeviiPackage B & & TargetE Z &

[BEf2iR] XCodesh#l{@iElibsubstrate.dylibsiZSEES A FILink Binary With Libraries

ANl EN E T UIBS iR Sapp

o BEICydiaXHEHEREN (FUIREN) HiftweakENa]

N

B

Cydia -> B2# -> gin >HERE->HNIFIER



A N/
ZI0INE

il REBE - & T 11:08 )
{BR# e &L
ﬂ A=
2021.11.04-2
() =xnnaige >
g Ve Crifan
EREREE
@ BRAS 2021.11.04-2
) xteznms >
com.crifan.mujiabaihuocapp
™
> O" o' @ Q
Cydia s =E EXE ME

REALB By ¢

87



ol FEBEN = T 11:08 ol

BYH A A
HREEBAT >
I
Gk ARE 5
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RS I T

o HXHIE
o WEAXDMAREKIOSHERIFE
m iOSH¥EIEIL: Xcode+iOSOpenDev
o X3
o i0SOpenDevAShook i iSFF & BIHER
m iOSOpenDevHookTemplate
= Github
m https://github.com/crifan/iOSOpenDevHookTemplate
m crifan/iOSOpenDevHookTemplate: Crifan's iOSOpenDev Hook Template, for common iOS ObjC
Class, native C functions, other misc
n {15
m hook_iOS_ObjC_CommonClass.xm
= https://github.com/crifan/iOSOpenDevHookTemplate/blob/main/iOSOpenDevHookTemplate/iOS
OpenDevHookTemplate/hook_iOS_ObjC_CommonClass.xm
m hook_iOS_ObjC_specific.xm
= https://github.com/crifan/iOSOpenDevHookTemplate/blob/main/iOSOpenDevHookTemplate/iOS
OpenDevHookTemplate/hook_iOS_ObjC_specific.xm
= hook_native_misc.xm
= https://github.com/crifan/iOSOpenDevHookTemplate/blob/main/iOSOpenDevHookTemplate/iOS
OpenDevHookTemplate/hook_native_misc.xm
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SEAZH

[E18] iOSHkiEGF 2 TR : iOSOpenDev

[EfRR] EiOSHappFliOSHtweakiE ] €15 ML fdebZede

[EfZR] $BiOSOpenDeviitweakilapphideb {4 %22 2 #NkJiPhoneh

[EfR] WEiEERioSHapphIXCodelll B MiOSOpenDeviiLogosiFfttweak e il Ell—i2

[EfRR] W{TIEXCodefiOSHappll B 4% miOSOpenDeviy i B

[Ef#IR] £3i0SOpenDeviappHltweak B & X4 E &S

[EfzIR] E#gStiPhone 1 FitweakilapphidebiBEit

(icR] HiAiPhonef %[5 tweakilapp 2 & IEH £

[EfZ2] $BiOSOpenDeviitweakiBfEFlapp S H+T € M deb3 4

[Ef#)R] IEiOSOpenDeviltweaklapphideb X {4+ Z 22 2 # N AiIPhoned

[EfRR] i0SOpenDevAyXCodeZsBuild For ProfilingZ 2 /FiPhone £ £ 3 7 2i0SHapphI B4R

[EffR] FFilzaZittweakNappfdeb/SiPhone 5 E 1435 £ IMIOSHIapphilogo BT

[EffR] sshZFEiPhones: Host key verification failed

[EfZR] MacHhZ2EiI0SOpenDev

[Ef#IR] MacHhZ#iOSOpenDeviREs: LRHBBEIT —THIR, SHRERRIW

[EfRR] MacH#]iA1tiOSOpenDevIfiEH #iiZiE M E

[Ef#R] iI0SOpenDeviZESDKIREE: File not found XCode Specifications iPhoneOSPackageTypes.xcspec
[Ef&#] i0SOpenDevi& ESDKRE: PrivateFramework directory not found XCode iPhone0S15.0.sdk
[Ef#)R] AiOSOpenDevEFH & GUIEIR R ENIOSHappHitweakifi & M E—EHIEFdeb T

[EfRAR] iOSiFm: faEhook— T HEMAR T BB MI0SHapp

[EfZR] XCoderriOSOpenDevA{EiLcontrolfVersionkfR A S TR FHEE

[Rf#IR] iOS¥MEakd: FiEiOSOpenDevAgXcodelBitIiE

[Ef2R] i0SOpenDevAiEH-dylibiF ANiPhone114LM: mach-o file but is an incompatible architecture have arm64
need arm64e

[EfgiR] S EiFarme4ellibsubstrate.dylib

[Ef#iR] Xcodelll B #5|B#ikllibsubstrate.dylibTcii: 1AL 5HERIRMNEX G

[Ef#IR] Mac M2 MaxFiOSOpenDev##i¥R%E: An empty identity is not valid when signing a binary for the product
type Dynamic Library

[Ef#IR] XCodeF Mk B E XA &User-Definedd#9 CODE_SIGNING_ALLOWED=NO

[Ef#IR] MacHiOSOpenDeviRiZiREscp dest open /var/root/iOSOpenDevPackages/xxx.deb No such file or
directory

[Ef#/R] i0SOpenDevigXCodeFxmf{iB%hookimi¥IREE: Expected unqualified-id

[EfRR] XcodeLogosifhookfXiB4RIFIREE: Expected unqualified-id

[#58# )R] XcodeHiOSOpenDev4Ri¥iRsE: Failed Logos Processor outputted Could not open sub folder xm

iosOpenDev-install KM EZWkiTTEFREXE (EXHER) - PoloKey - &Rl (cnblogs.com)
zhangkn/knPrivateFrameworks:
/Applications/Xcode.app/Contents/Developer/Platforms/iPhoneOS.platform/Developer/SDKs/iPhone0S9.2.sdk/System
/Library/PrivateFrameworks (github.com)

iosopendevE FlSpecifications.zip

FESAFF & FiosOpenDevic Bt FF A MR 45 55— hello world_FKEIM K B RIEE-CSDNIERE
jackrex/FakeWeChatLoc: FEFHURHIE—FRIOSHARApPp (github.com)

ios - An empty identity is not valid when signing a binary for the product type 'Application’ in xcode version 10.2 - Stack
Overflow
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