Ex
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IS
IOSHLNAIR M &R iR
AR T A BRI EIIR
tweakid@ {4
1.3.2.2
14
141

tweakFF & FE&
1.4.1.1

CydiaSubstrate
1.4.1.2

Substitute
TweakifSRIHHEFT &
1.4.2
1.4.3

Theos/Logos
2 TheosItiE
1.5
1.6

BREH
iOSOpenDev
MonkeyDev
R RIS
1.6.1

(B
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IOSW AL : WItHEEGFA

o HFITARA: vo.s.3
o FEFAMIIE): 20241014

E?

NRFOSHEF LI, MEFLEIMIE G tweak, SEME, AENREMAIR: 24 RtweakiFEfh. tweaki&HFHNFLF
E%; AR ERU{E A Theos/Logos. iOSOpenDev, MonkeyDevEFF ktweakifift; TheoshEIFEETheosFFLIFIE; UK
BIEAXMI.

ARES+ BT+ T &

APHNEMIRILD, LRI, SR TRAT:
HonKit;&E3
e crifan/ios_re_jailbreak_tweak: iOS#¥[@F % : #ARIEEF &

afE{ERLtHonKitRIB X E R AT AR F B

%00 : crifan/honkit_template: demo how to use crifan honkit template and demo

TR

o IOSEEMFAKL: EIRIEMFF& book.crifan.org
o IOSHEMAKL: #IRIEMEFF & crifan.github.io

BT HIENE
o IOSHEFAR: HHIEEFFA POF

o IOSHWEAL: HIIEMETTA ePub
o IOSH@FL: HAIEMEFFZ Mobi

hRAXH] A& 5 BR

LEBEFRHENEMAS, UEFFNRA, HWATARL., EHRHOATSEEME, HE&ET HL., MAMEEN, 5
BT HBFEEA R FK admin 345 crifan.com , HEREMER, BHHESTE,

EMEAREHRE, EAZINARER. B2RTEQTIEERE. WEEERE, A5FATX.

N5 754

RN ZEFRENEIEBENTORE, TEBH crifan AR SR NEETRATHAEIR T H XL B F BRI
2, SUEnsig,

EAh


https://github.com/crifan/ios_re_jailbreak_tweak
https://github.com/crifan/honkit_template
https://book.crifan.org/books/ios_re_jailbreak_tweak/website/
https://crifan.github.io/ios_re_jailbreak_tweak/website/
https://book.crifan.org/books/ios_re_jailbreak_tweak/pdf/ios_re_jailbreak_tweak.pdf
https://book.crifan.org/books/ios_re_jailbreak_tweak/epub/ios_re_jailbreak_tweak.epub
https://book.crifan.org/books/ios_re_jailbreak_tweak/mobi/ios_re_jailbreak_tweak.mobi

EERNEMEFH

AN crifan 5 7 HAY 150+ REFPHHIE, BMNBAIBSE:

crifan/crifan_ebook_readme: Crifanf{ B FFr9{F A5 0A

XTEE
XFEEEZNG, #0:
*kFCrifanLiZx — £ &
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iOSHL SRR & i

OSEEPEF, B REIMER:

o OSHiNR A tweak 9 FF &
o = BhookftiE, #miZRitweakififf, SEIN4SERITHAE
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SRR & B AR

o HUNREEM
o #k = jailbreak = jail = jb
o f&fF = tweak = ¥R = extension
o SRR R TRMESR
o REA=RELRHN
m  Theos / Logos
o EEMXCodeTFGUIM
m  i0SOpenDev
o i0SOpenDevA kR = EEFEXCodeFNE fth &0 T R RAVERLIFE

m MonkeyDev
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tweakiffs

K FtweakfJIEMNA:

® tweak
o £1t4: adynamic library
m all kinds of crack patches

o MUSE: tweak = #ff = extension = I
o JRIE:
n BT —ATRENEDES, BEAISERIZFT, SHBRSERNObjectve-CHISWIftHIS AR, MTISTHL
1FETNAE
n [ EEET: cydia substrate
o H&id
m AR = jailbreak development = development of a Tweak = FA—EE = HEFA
o BXER
m iOSHE2M shz5E = dynamic library
m  dylib

m Zf5|: 1libsqlite.dylib , libz.dylib 2§
m framework
w IR
m IOSIEMFAR: FZEFM framework
n RMAI: ipa B
» A (FREDA S B IER, BABREHNEE ipa 8, REELEEOS(iPhone)H
n HARMETNIRE, BEIFEBEIFEMFN
n IOSERFKR(EEZME G Tweak T &) EEHA dylib
n RTAIN: deb B
n REETEHNAEANIOS (iPhone) &%
o tweakffii &
B /Library/MobileSubstrate/DynamicLibraries
» FT SR
m  dylib
m plist ¢ EXIEHFAIhookhYTEE
m  bundle : HERAFAIEEIRSCMH
= HEM



oll FEEGE = 15:48
<{GRE DynamicLibraries Y iE

Q ~ ZR =k X <85
@ afc2dService.dylib

'::l afc2dService.plist

> afc2dSupport.dylib
Q y
= afc2dSupport.plist

cﬁ AppSyncUnifie...rontBoard.dylib
__\

AppSyncUnifi...rontBoard.plist

& AppSyncUnified-installd.dylib
__\

AppSyncUnified-installd.plist

' W awe2019.disabled

I::l awe2019.plist

PLIST

lleeleoeeeee e

@ L
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tweakF & FEX

o FFERMIIEHREEFE/ T EMELR = dylib-level tweaking/hooking/detouring
o KEMNHIFIFE
s ETF: CydiaSubstrate
» HEEHA
m Direct calling of substrate functions (MSHookXxx family)
Substitute

m  CaptainHook

= ure C/ObjC way of doing things, header-only, uses many #define's under the hood

m Use it if you don't want to lose syntax highlighting and navigation support in IDE project
m fishhook

m Pure C way of doing things

n facebook FFEHI—NE

= https://github.com/facebook/fishhook
m facebook/fishhook: A library that enables dynamically rebinding symbols in Mach-O binaries
running on iOS

B AutoHook

m Creating tweaks without Logos directly from Xcode

m Tutorial Creating tweaks without Logos directly from Xcode : jailbreakdevelopers (reddit.com)

Object-oriented method of hooking with pre-post-instead semantic
m https://github.com/steipete/Aspects

m Method Swizzle

» BT Runtime3 75 ERISEHL

o N LEEM (ER/HE) IR

m Theos/Logos

m iOSOpenDev

m MonkeyDev

crifan.org, {EFE24.0EFR(CC BY 4.0)1Y &% all right reserved, powered by Gitbook&/EE#1: 2024-10-14 09:46:59
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CydiaSubstrate

® CydiaSubstrate = Cydia Substrate = Cydia Mobile Substrate
o |E|ffj_( MobileSubstrate
iR : CydiadfghookHEZ2
m The powerful code modification platform behind Cydia

[e]

m Powerful Code Insertion Platform
= a framework and development library
m used by developers to reasonably sanely (and hopefully safely) make modifications to code written by
other developers and running in other processes, even if multiple people are attempting to modify the
same thing; this library is the foundation of most of the interesting hacks found on the iPhone.
EiSM5LER
B MobileSubstrate 7?5 Cydia ;EIJHL.E"]gﬁﬁ
n IERESATT R ME—RRERME Theos/Logos & iOSOpenDev
n XFEhookIEEHE Z X MobileSubstrate AP}

[e]

R AR
m  MobileSubstrate sEEETF DYLD_INSERT_LIBRARIES J5=USEEIA]
» BLEWA (XE) H7TELEM AR, RAT—LLHEERELE TDYLD_INSERT_LIBRARIESIXFIEN
A
n 0 HI4RIFSEL, Restricted Segment of Header £ [FEGhINE A E
M -Wl, -sectcreate,_ RESTRICT,_ restrict,/dev/null
» RFTER
s FARAYABREEFHMFERT
n JIOS10FHE, XMEFIFFRERY

[e]

o IfEE
n RIFSCRMERMAES
n B=FARERAEAPI, AIUIIEIOSASRITHNT, RTARWENAIETITN.
m Substrate makes it easy to modify software, even without the source code, and in a way that allows users
to easily choose which changes they want
o HHI=[RIE
= injection mechanism SEAALE
n BCE#H=Y E=substrate extensions, F|FAPI, SCIM4FEINEE
m Developers support this by building their changes as "substrate extensions" that are loaded into all of the
processes they want to take control of.
m By using the provided API to make all changes in memory, multiple developers can safely adapt the
same parts of the target program to their purposes.
s ZIFEE
» EMACSIOSTA L, shiSENGEE—MRZEdylid, MNEXLLEmSENTERIH
m dynamic linker=dynamic loader=dyld
» XITEFARZNIMETERIZERRFN—LETH, ENERN—TIMETEUM
s DYLD_INSERT_LIBRARIES
» ER—NMERESHRNMSERZRFRE, "RA—TEEMRSTINSEMIMRENE ESE
 BERNIMEEE, HMNMATUENBRENBCHEIEE, #mENRIE TR ETR
s XFAT, thiEEmobileSubstrateF{ERNRERSE

o Cydia Substrate extensions

}

m =run-time patches
o FEER
m  MobileHooker
m used to replace system functions
m This process is known as hooking
n ZOREIAPI



» MSHookMessage
n FERETE
n FATERERETH
= 7EOCHIRuntime# &l - STHNAY
» MSHookMessageEx
n GRETE
= BT hook Objective-C /3%
» 7EOCHIRuntimeAl &l £ SCINAY
m MSHookFunction
» T hook C iE= %K
s FERTC/IC++RE
= 50CH[E, EBFE—EBCHEMAR
n JEAFFEY: MSHookProcess

n MobileLoader

m loads 3rd-party patching code into the running application
n BT ERTHAT X (GISEXMH) mBREENERS
m  /Library/MobileSubstrate/DynamicLibraries/
LIS
Filter = {
CoreFoundationVersion = (550.32, 675.00);
Executables = ("mediaserverd®):
Bundles = ( "com.apple.MobileSMS™, "net.whatsapp.WhatsApp™ ):
Mode = "Any"™;
i

m Safe mode

s FELE

» E=FFAEBEIMobileSubstratem R ZENBEX B, MREEBFAMAIESHLRIRRELT/HR
HPIRZS . MobileLoadere#HRX T EIRFE, AEILREH A\SafeModelRS, TERXMRET, FIEE
=HHTEHERER, AREFTUEBRMNENMRE RS,

n SEAFIRHBRHNTHEE—EFENK, BRSEHEFFHRNISR, MRARNESpringBoardE R 4T
iR, WRERATMEE, HTERXEER, SafeModeS HIASIGABRT. SIGILL, SIGBUS,
SIGSEGV. SIGSYSEX/LMES, REIBMRESESafeModeFIRHEHFNLTEEN, ELEEX TR
BE=F1EMENYlIHMERER, ETEBERS

m When a extension crashed the SpringBoard, MobileLoader will catch that and put the device into safe
mode

= In safe mode all 3rd-party extensions will be disabled.

m The following signals will invoke safe mode

m SIGABRT
m SIGILL
= SIGBUS
m SIGSEGV
m SIGSYS
o iOS
= HifR:

m iOSIEEEAR
» EZ#Cydia = Cydia Installer

n T BEdCydiakix

o)

o BHE

m Cydia Substrate - Cydia (saurik.com)
m https://cydia.saurik.com/package/mobilesubstrate/

m 83 com.saurik.substrate

m apk

o BHY

= http://www.cydiasubstrate.com/download/com.saurik.substrate.apk


https://cydia.saurik.com/package/mobilesubstrate/
http://www.cydiasubstrate.com/download/com.saurik.substrate.apk

m EM Cydia Substrate
m http://www.cydiasubstrate.com/
» [RE L F Getting Started
m FEOERE FAQ | Cydia Substrate
m Why are the APIs namespaced with "MS”? FAQ | Cydia Substrate
= APIFI%%: MS = MobileSubstrate
n &FH: MobiletgfI:EMobileSafari, MobileMailZ
o X
m The iPhone Wiki
m https://www.theiphonewiki.com/
m The iPhone Wiki is an unofficial wiki dedicated to collecting, storing and providing information on the
internals of Apple's amazing iDevices
= We hope to pass this information on to the next generation of hackers so that they can go forth into
their forebears' footsteps and break the ridiculous bonds Apple has put on their amazing mobile
devices.
n WA Jailbreak
= https://www.theiphonewiki.com/wiki/Jailbreak
n EUESR

m Cycript
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Substitute

e Substitute
o Bftar —TMEHENRS
m FISubstrate (==CydiaSubstrate) £{{
» ZSubstratefIE 5
o Fi&
n A AEFSubstitutelIAPIEREL, FF&RIGEHE, STIEFhook
o Substitutef K%K
n APIER%
» A5
B SubGetImageByName
B SubFindSymbol
B SubHookFunction
B SubHookMessageEx
n  (FEDH) MREE CydiaSubstrate B
B MSGetImageByName
B MSFindSymbol
B MSHookFunction
B MSHookMessageEx
n EhEERL
m substitute.h
B substitute_open_image
B substitute_close_image
B substitute_find_private_syms
B substitute_sym_to_ptr
B substitute_interpose_imports
B substitute_hook_objc_message
B substitute_free_created_imp
o fE&E: Comex
o EM
= RHEM, RBGitHub
m comex/substitute: A free runtime modification library. (github.com)
» BR: FEERFEFT
n Hfth ABIfork/5HY
m MidnightTeam/substitute: A free runtime modification library. (github.com)
o T#H
n REER LR EIEAG AT
m Package: Substitute » com.ex.substitute « Bingn... (ios-repo-updates.com)
m 2.2.3HRAK
m https://apt.bingner.com/debs/1443.00/com.ex.substitute_2.2.3_iphoneos-arm.deb
» EiEMCydiadi€: Substitute, BIINHFIFH BT RIHM


https://github.com/comex/substitute/blob/master/lib/substitute.h
https://github.com/comex/substitute
https://github.com/MidnightTeam/substitute
https://www.ios-repo-updates.com/repository/bingner-elucubratus/package/com.ex.substitute/
https://apt.bingner.com/debs/1443.00/com.ex.substitute_2.2.3_iphoneos-arm.deb

FLSIME = - 15:06 ®a)

Q) Substitute &

Substitute
&8 apt.bingner.com (&%)

Substrate substitute for code substitution

Substitute0.1.15
SKE BEEHR™ EAIE)

Substrate substitute for code substitution

NoSubstitute (Electra)

¥ 8 BigBoss (fff)
Disables substitute in apps.

Wayne Enterprises Login

S8 ModMyi (F57)
This is a new the Wayne Enterprises login lock sc...



Substitute

o ITRIIZ
» FuncOveriifitiz, BT
m SubstitutefJapp: SE LB AEEISubstitute I E #x
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= SubstituteRJ¥E
» Cydia® ] AEESubstitute i

LSIME = T4 2:28 ®@a)
O

LA+

secure shell (SSH) server, for secure access fro...

il
e
—_/

| OpenSSH Clients
. 38 apt.bingner.com (M%&)

secure shell (SSH) client, for secure access to re...

- OpenSSH Global Listener
: & H apt.bingner.com (f4&)

secure shell (SSH) server, for secure access fro...

. OpenSSH Server Binaries
3B apt.bingner.com (M£g)

secure shell (SSH) server, for secure access fro...

S
ﬂ Substitute

SEH apt.bingner.com (&%)
Substrate substitute for code substitution

Substrate Safe Mode
3B apt.bingner.com (#4)

safe mode safety extension (safe)
Z
g zorro £ A 1E19 5.8.4 (IEFF)

KE AKRH | A (£F zorro)

A — =
YoM o Q
= L)

¥ \
N | I | bt

. Cydia RiR BExk BR
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Tweakilk ik fR {4+ &

TODO:

o [BfRR] XLLFAFFakeWeChatLocHlH 2 HIXCodelli B #I B R4 X B

o [EfER] Bi#AtiPhoned EIFitweak Nappiidebift

o [EfR] HFilzaR¥tweakiiappiideb/giPhone = EH1{5i% HIOSHapphilogoEIFR

o [EB#&R] iOSHIwriteToURL3REE: NSCocoaErrorDomain Code 513 You don’t have permission to save the file in the
folder Preferences

o [Ef#IR] XCodeFiOSHObjective-CEREFREEEBSANREX 4

o [Ef2iR] 44i0SOpenDeviyappFltweak BECE X4 H1HE(E

o [EMRR] iOSHEMHtweakTT R : REXAHR UGN 2T HARTIRENT L EIERKRE

o [iEx] EIOSHMapphI &R MNEI R EAAEN i AIplistaFilterth

HEHRAESS AN B

o [EfRIR] S SubstitutefidebZ2E @4

o [ZEI2] hook#EZR hook Framework hooking library

o [Ef@R] HdpkgStH152ISubstitutefideb R BB ZRIEFIR
o [EfER] #MHRIOSH Substitutetd <A {4

o [EfRIR] SubstitutetB XIS B S MLEAPIHE R

o [EIE] iOSHNAERIapp: Substitute

crifan.org, {EAZ4.0EPR(CC BY 4.0)i% &% all right reserved, powered by Gitbook&R/FE#: 2022-10-26 16:00:05
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Theos/Logos

TODO:

o [EIZ] iOSHALIEMHFATLR: theos

o [Ef2R] MacHtheoshitweaki4RiEH L2 iPhone

o [EB#RR] MacHtheosHImake installiRs: ssh connect to host port 22 Connection refused
o [EfBR] MacH At %R TheosFHRIFE

o [FREER] HSROSUAHTheosTF & # GUIEIR. REAY IR

o [EfBR] MacHFtheosT & &xiE S HIEAAIdemo: MNBIFZL LA EE

o [EfR] theosHHaiA%logisyslog AL AEETEN

o [FiEfER] iPhone6ehiOSHItweakifift:hookE i RS BIAAEK

o [%E1H] iOSHAIFrameworksHEZS

o [Ef#R] MacHhtheosFiEiREIEIN B RBHEXKB

o [Ef&R] iOSHItweakfILogosttiBiREE: %orig requires arguments when hooking variadic functions
o [BREAR] IOSHARIEHF & %hookfHIMSHookFunctionfy 3 &

o [KRERR] HHNOSUTATheosFF & % GUIEIF R EAVIEM

o [iEx] 2> TheostIXI4AR: theos-refBE

o [Ef2IR] MacHtheosERBIZIE RIBHE XA

o [Ef#R] MacHtheoshtweakfIZRiEH 2% ZiPhone

o [FEmRR] iPhone6HRiOSHItweakififthook E#T RS BIARLEK

o [EfBR] MacHFtheosH & &g S HIiEFAIdemo: MNBIFZL LRI EE

o [Bf2R] FXCodeFf&—Objective-CHIIOSHIFHGUIMappEE & illidtheosEN R RSB TEN
o [Ef#R] FObjective-CHIIOSHIappfEftheosFF & tweakiFift ZxhookE X iPhone6RI R 45 S 41

e i0S Tweaki#f — /SFISFEE (6ag.cn)

o WFIFHENZN, BRZBAEMENATEREY
= B0 logify.plBY %

® Theos/Logos
o just brief DSL wrapper around cydiasubstrate , Special DSL that is translated to C. General-purpose solution to
start with

Theos#iih

Logos

e Logos
o ZBft4: TheosFHFREHM—1AM, BI—RIIFLIEIES, LM T Shook AR BB EE
m Logos is a component of the Theos development suite that allows method hooking code to be written easily
and clearly, using a set of special preprocessor directives
o MR
m The syntax provided by Logos greatly simplifies the development of MobileSubstrate extensions ("tweaks")
which can hook other methods throughout the OS
= In this context, "method hooking" refers to a technique used to replace or modify methods of classes
found in other applications on the OS
o Logoskytg< directives
= Block level

m  %group


https://blog.6ag.cn/3414.html

m %hook
B %new
B %subclass
B %property
m %end

m Top level
B %config

= Configuration Flags

B %hookf
B %ctor
. %dtor

= Function level
B %init
m %class
m %C
B %orig

m %log

Theos

e Theos
o R —PEBETE (RXFEF) FRIAER, BTAMAXCodeMIERT, FRIOSIERF

m a cross-platform suite of development tools for managing, developing, and deploying iOS software without the
use of Xcode
F&:
» TERTHMENIOSHT BEMGNTA
= ltis an important tool for people building extensions (tweaks) for jailbroken iOS; many extension
developers use Theos.
m Theos is a little tool which helps you with all the application creation and compilation.
BEAN
m project templating system: NIC
m creates ready-to-build empty projects for varying purposes
m robust build system driven by GNU Make
m capable of directly creating .deb packages for distribution in Cydia
m Logos, a built-in preprocessor-based library of directives = an Objective-C preprocessor
= designed to make MobileSubstrate extension development easy
H{thi% kA
m Theos is primarily used for jailbreak-centric iOS development (such as MobileSubstrate extensions,
PreferencelLoader bundles, and applications intended for distribution in Cydia), but can be used for other
types of projects as well.
= This can be helpful for someone wishing to develop an iPhone SDK-based application without using Mac OS
X or Xcode to do so, as Theos can be used on Linux and iOS as well
= GitHub
m theos/theos: A cross-platform suite of tools for building and deploying software for iOS and other
platforms. (github.com)
m https://github.com/theos/theos.git
m Wiki
m ETT
m Home - theos/theos Wiki (github.com)
n BR
m [nstallation - theos/theos Wiki (github.com)
m iphonedev.wiki


https://github.com/theos/theos.git
https://theos.dev/docs/
https://theos.dev/docs/installation

m Theos - iPhone Development Wiki
e Logify
o 2ft4: Theostg— &R
o IfgE:
w BN h A
w R e X
= .xn = MobileSubstrate} &
n HitllogH&: HKEMBR
o HE: EEBfhookFA & EH X EEMLER L ERAT
o FHIEHI
m logify.pl SomeClassHeader.h > tweak.xm
e NIC=New Instance Creator
o MUE:
s {RBEJBAFRE S : Nicolas
o Eft4: It provides a way to create projects (“instances”) based on templates.
m Theos comes with a handful of useful templates and others are available from various developers in the
community.

o X4

m New Instance Creator (NIC) - Theos
m NIC - iPhone Development Wiki

HREX

LogostiEEm =
VSCodex #fLogosiEiEE =

FTFF logos B9 .x Xf4, Kiflogos, FINIKEIHEM:

Logos Syntax Support for Visual Studio Code

#'/&: Logos — TweakWithou

Logos ve-5.1

Logos P3K k5 A Tal - PPy
Logos Syntax Support for . arnaviiaic R s SR BB R XL}
Aarnav Tale w8 Logo: x Support for Visual Studio Code

logos 1K
. o N BR
nguage Su

]

Logos for VS Code

ogramming Languages
A Snippets
VS MARKETPLACE = EXTENSION NOT FOUND
() BUILD  REPO, BRANCH, OR WORKFLOW NOT FOUND  VERSION  EXTENSION NOT FOUND

RATING ~ EXTENSION NOT FOUND

Provides syntax highlighting and formatting support for Log e
Get it from the

P.Logos Preview

Features

« Logos Syntax Highlighting
= Completion support for generic Logo:

+ Hover elemen ing information about certain ords etc.

Project

This preject is open sourced on under the license and you may report issues or suggestions

ZE#EE, BIFXELogosliEiFE=:


https://iphonedev.wiki/index.php/Theos
https://theos.dev/docs/nic
http://iphonedevwiki.net/index.php/NIC

C TweakWithoutLogos.m X
Cc

)setText: (N *)text {
logSetTextCallWithText:text]; logSetTextCallWithText:text];
stringByAppending *daText [e" stringByAppendingS

layout/ DEBIAN
= control NSLog(@"
Sources kWithoutLogos

TweakWithoutLog:

C TweakWithoutLog
init()

A LICENSE
README.md
class_addMethod(
objc_getClass("SBl
(logSetT:
new_SBMutable 2 logSetText

Tweak.xm — refer_demo

W 0 = Tweak.xm X

REFER_DEMO

Tw s c ! ] 2 , name ? name : argl.m_nsFromUsr];

+ ScreenShots
AliPay.jpeg
AssistantSetting.png

NewSettingViewController

)reloadTableData {

ontroller.h - layoutIfNeeded] ;
troller.m
. el Onatato WCTableViewManager xtableViewMgr = MSHookIvar
EnvelopOperatio.. W onManager #sectionInfo = [%c(WCTableViewSectionManager) sectionInfoDefaut];
Config.h
BRedEnvelopConfig.m
amQueue.h

(WCTableViewCell ) ellForSel: (setting) target

amQueue.m
nager.h
BRedEnvelopTaskManager.m
vController.h MMTableView *tableView
reloadD:

)setting {
ttingViewControl ttingViewContr
.navigationControll roller:settingViewContraller animated:YES];
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}2i#ETheosIfiE

TODO:

o [Ef#R] XCodef®i%iOSOpenDeviiLogo TweaklIE#RfE: Command PhaseScriptExecution failed with a nonzero

exit code Failed to locate Logos Processor

GIES

® Mac
O Homebrew
O XCode
m XCode@Wh T, & command Line Tools =AM
o MHEMTH
m  1did

[ ] XZ

brew ldid xz

X EtheosIHIET =
SHIAB Chshell 25!

=+ 10S_Tweak
/bin/zsh

LE4b2:  zsh , PRIAERGREE zsh IBEIRIAS:

~/.zshre
hnt:
/opt/theos
/bin:
AR

o RRMUBERIERE
o ATREFFHMMEXFALILE, LEaNiOSOpenDev
o RIFRERIBINN=XKERNUE
m  /opt/theos
o RIFAEMAEEMIE
» BB ZAFBREECHETER
m  /Users/crifan/dev/DevSrc/i0S_Tweak/theos
» BB SHEMEIR
o MREFHEFE, FIEIPHIFERE NN L
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. T xcode BIE TEABApple EFEMNFAIETAR (§8)

o ¥: HAMY 192.168.31.43 2IRAVIEIXAY BRI EZiIPhone IWIFikgIPithiit



T#itheosf{ig

/opt/theos
clone https://github.com/theos/theos.git

o)
xcrun error invalid active developer path
macOSHRfE

clone

8 xcrun: error: invalid active developer path
fRIRINEA:

xcode-select

REIE, RETR, AR xcode-select , FLRRFE, B,

THILFER=T&sdk

£ xcode 7.3 25, MABIRM, BEA LKtweakld (FJ8E) HFERRFERNFLBIES private Framework T
FRAE i T

https://github.com/theos/sdks/archive/master.zip
master.zip

/sdks-master/*,sdk /sdks
master.zip

wIFZITHEIL

=

RER, FFBITE:

O

EE

o HEli?ﬁE'\] make do == ZET]E@ make package install
o ¥IEM (https://theos.dev/) FthHEER


https://theos.dev/）中也有显示

(5] https://theos.dev

make do

Theos

A cross-platform build system for creating iOS,
macOS, Linux, and Windows programs.

Learn More

Copyright @ Theos. Deployed on

BB
° %ﬁ#}itheosEV\jﬁ CydiaSubstrate ( CydiaSubstrate.framework ) . %%F'%Lﬁ?i’ bootstrap.sh E‘Z}J\ iPhone EF'?%IJ_'\T
o FihtheostBTLEE: dpkg-deb . brew install dpkg [
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GEESAEE,

HxEH

Logos - iPhone Development Wiki

BRZA:

Installation - theos/theos Wiki (github.com)
Installation macOS - theos/theos Wiki (github.com)
Features - theos/theos Wiki (github.com)

NIC - theos/theos Wiki (github.com)

BIMERR:

Theos - iPhone Development Wiki

Theos/Setup - iPhone Development Wiki (iphonedevwiki.net)
NIC - iPhone Development Wiki

OSSR T2 2 MR | FIEIEIEE (imlifengfeng.github.io)
iOS HfikAITweak & - @9 (jianshu.com)

Efth—LELogosmffLAT:

crifan.org, {EFE34.0ER(CC BY 4.0)iY &% all right reserved, powered by Gitbook & /5 E#:

https://github.com/EamonTracey/TweakWithoutLogos.git
https://github.com/ZaneH/Tweak-Series.git
HHRAEE—TIEERIE:

o Tweak-Series/redrectangle at master - ZaneH/Tweak-Series (github.com)
ZaneH/Tweak-Series: Repo for YouTube series (github.com)
Wechatredenvelop (awesomeopensource.com)

o IOSIHSIBL Bl Tweak REEHFE - Swiftyper
buginux/WeChatRedEnvelop: iOShR{H{FIELI B Tweak (github.com)
https://github.com/kasumar/TweakForWeChatRedEnvelop.git
Wechatpri (awesomeopensource.com)
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https://iphonedev.wiki/index.php/Logos#.25hookf
https://github.com/theos/theos/wiki/Installation
https://github.com/theos/theos/wiki/Installation-macOS
https://github.com/theos/theos/wiki/Features
https://github.com/theos/theos/wiki/NIC
https://iphonedev.wiki/index.php/Theos
https://www.iphonedevwiki.net/index.php/Theos/Setup
https://iphonedev.wiki/index.php/NIC
https://imlifengfeng.github.io/article/677/
https://www.jianshu.com/p/a5435650e828
https://github.com/EamonTracey/TweakWithoutLogos.git
https://github.com/ZaneH/Tweak-Series.git
https://github.com/ZaneH/Tweak-Series/tree/master/redrectangle
https://github.com/ZaneH/Tweak-Series
https://awesomeopensource.com/project/buginux/WeChatRedEnvelop
http://www.swiftyper.com/2016/01/25/ios-tweak-install-guide/
https://github.com/buginux/WeChatRedEnvelop
https://github.com/kasumar/TweakForWeChatRedEnvelop.git
https://awesomeopensource.com/project/Lorwy/WeChatPri
https://creativecommons.org/licenses/by/4.0/deed.zh

iI0OSOpenDev

o R
o EF iosopenpev EFFRIOSHINAIELE
o IEfi2
o T¥MIMIIHFE:
m iOSHEFAL: i0SOpenDeviF &It
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MonkeyDev

® MonkeyDev
o MR
m iOSOpenDeviIFARhR, BIARRA &S, Wl MBAF&SEipa
= Github
m https://github.com/AloneMonkey/MonkeyDev
o ¥fR
m OSi¥@FA&: MonkeyDevifid
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https://book.crifan.org/books/ios_re_dynamic_debug/website/
https://github.com/AloneMonkey/MonkeyDev
https://book.crifan.org/books/ios_re_monkeydev_debug/website/
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R RIS

TODO:

o [Bf#AR] iOSHIfaEhook CDStructX BT S
o [EfER] i0SHILogoskTweak{ i3 HiEHself#iEE: Receiver type for instance message is a forward declaration
o [RERR] LogosHiOSHIEIREE: Expected expression
o [LEMR] XcodeZmiFiOSHIhook{iB1RES: Expected expression
o [Ef#IR] XcodemdxmiFr3eToiAE R FIARANMT s
o [E#BR] Xcoded BURRE I Fxm/E4RRIS 14
ZEIME=11L
o [EfER] HARYouTubeiZ4E: log BEITENMAM SR LA
iOSF &
o [EfER] i0SHIObCHRBHUMEIHIETI REEEE T HEAILH]
o [Ef#R] IOSHIObICHAMFRBERESEEENFFHEH
o [Ef2R] MacHhFgem%Z2:CocoapodsiRis: ERROR SSL verification error at depth 0 ok 0 Unable to download
data from https://ruby.taobao.org/
o [BfRR] $5EIOSHObjCHIsetterEREE X
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[Ef#R] MacHh AR &ETheosH RIFE

[ERRIR] RtheosTH &HSRIOSIY RIEM

(2312] iOSHIY REHFATIR: Theos

[#312] iOSHikTheosH R IEHEXSENE

[Ef#*R] MacHgit clonegEg: xcrun error invalid active developer path
[Ef#7] XCodefRiZiOSOpenDeviiLogo TweakIfiBik%: Command PhaseScriptExecution failed with a nonzero
exit code Failed to locate Logos Processor

[FRERR] XCodeH4RiFiOSOpenDeviiLogosiiTweakhTshell Mshiffyzsh
[Ef#)R] iOSHCydia Substrate

[RERIR] IOSEAMEMFER: _ RESTRICT

[E18] iOSHNik/Ef9app: Substitute

[Ef#R] SubstitutetB X NS E BB MLEAPIE O R

MidnightTeam/substitute: A free runtime modification library. (github.com)

Package: Substitute * com.ex.substitute * Bingn... (ios-repo-updates.com)

comex/substitute: A free runtime modification library. (github.com)

FAQ | Cydia Substrate

Getting Started

Blocking Code Injection on iOS and OS X (pewpewthespells.com)

Frida « A world-class dynamic instrumentation framework

Tutorial Creating tweaks without Logos directly from Xcode : jailbreakdevelopers (reddit.com)
steipete/Aspects: Delightful, simple library for aspect oriented programming in Objective-C and Swift.
theos/theos: A cross-platform suite of tools for building and deploying software for iOS and other platforms.
(github.com)

Home - theos/theos Wiki (github.com)

Installation - theos/theos Wiki (github.com)

Theos - iPhone Development Wiki

i0S Tweak# — 7<FISHEE (6ag.cn)

theos/sdks: Patched sdks that include private framework tbds (github.com)

http://joedj.net/Idid

iosre/iOSAppReverseEngineering: The world’s 1st book of very detailed iOS App reverse engineering skills :)
(github.com)
https://github.com/iosre/iOSAppReverseEngineering/blob/master/iOSAppReverseEngineering.pdf
New to Jailbreak Tweak Development, Where Do | Start? : jailbreakdevelopers (reddit.com)
[Tutorial] Developing a simple CydiaSubstrate tweak : jailbreak (reddit.com)

Developing an iOS 12 substrate tweak — KaplanDevBlog (wordpress.com)

Tweak development for iOS jailbreak(Others-Community) (titanwolf.org)

[Guide/Tutorial] How to make your first MobileSubstrate Tweak using THEOS and no prior
Objective-C knowledge! : jailbreak (reddit.com)

Theos - iPhone Development Wiki

Theos/Setup - iPhone Development Wiki (iphonedevwiki.net)

iOS Tweak Development Series - YouTube
https://www.youtube.com/playlist?list=PLFWEDfSyl7h9JFTfKD4qBdh_50jZ1DdAw

Installing Theos - iOS Tweak Development Part 1 - YouTube

iOS Tutorial - CydiaSubstrate tweak (sodocumentation.net)

Wechat_tweak (awesomeopensource.com)

iOS #AREI TweakFF & - &4 (jlanshu.com)

Theos - iPhone Development Wiki

objective c - is there anywhere where | could start MobileSubstrate tweaks programming? - Stack Overflow
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https://github.com/MidnightTeam/substitute
https://www.ios-repo-updates.com/repository/bingner-elucubratus/package/com.ex.substitute/
https://github.com/comex/substitute
http://www.cydiasubstrate.com/id/1842c585-50e3-4964-8a0d-2f69762767d7/
http://www.cydiasubstrate.com/id/264d6581-a762-4343-9605-729ef12ff0af/
https://pewpewthespells.com/blog/blocking_code_injection_on_ios_and_os_x.html
https://www.frida.re
https://www.reddit.com/r/jailbreakdevelopers/comments/8xb9b6/tutorial_creating_tweaks_without_logos_directly/
https://github.com/steipete/Aspects
https://github.com/theos/theos.git
https://theos.dev/docs/
https://theos.dev/docs/installation
https://iphonedev.wiki/index.php/Theos
https://blog.6ag.cn/3414.html
https://github.com/theos/sdks
http://joedj.net/ldid
https://github.com/iosre/iOSAppReverseEngineering
https://github.com/iosre/iOSAppReverseEngineering/blob/master/iOSAppReverseEngineering.pdf
https://www.reddit.com/r/jailbreakdevelopers/comments/d2fvcg/new_to_jailbreak_tweak_development_where_do_i/
https://www.reddit.com/r/jailbreak/comments/8xs189/tutorial_developing_a_simple_cydiasubstrate_tweak/
https://kaplandev.wordpress.com/2018/07/10/developing-an-ios-11-substrate-tweak/
https://titanwolf.org/Network/Articles/Article?AID=ace4f1dc-bfb0-4788-a552-b3725badc3b9#gsc.tab=0
https://www.reddit.com/r/jailbreak/comments/2ezrp9/guidetutorial_how_to_make_your_first/
https://www.reddit.com/r/jailbreak/comments/2ezrp9/guidetutorial_how_to_make_your_first/
https://iphonedev.wiki/index.php/Theos
https://www.iphonedevwiki.net/index.php/Theos/Setup
https://www.youtube.com/playlist?list=PLFWEDfSyl7h9JFTfKD4qBdh_5OjZ1DdAw
https://www.youtube.com/playlist?list=PLFWEDfSyl7h9JFTfKD4qBdh_5OjZ1DdAw
https://www.youtube.com/watch?v=NTCr9sec5sI&list=PLFWEDfSyl7h9JFTfKD4qBdh_5OjZ1DdAw&index=2
https://sodocumentation.net/ios/topic/10533/cydiasubstrate-tweak
https://awesomeopensource.com/project/dgynfi/WeChat_tweak
https://www.jianshu.com/p/a5435650e828
https://iphonedev.wiki/index.php/Theos
https://stackoverflow.com/questions/6118814/is-there-anywhere-where-i-could-start-mobilesubstrate-tweaks-programming/11553722#11553722

N
it
a4
Sk
iz

e theiostream/theos-ref: Theos Docs! (because there never was a chapter 2) (github.com)

e Theos - iPhone Development Wiki

e Logos - iPhone Development Wiki

e Logify - iPhone Development Wiki

e theos/theos: A cross-platform suite of tools for building and deploying software for iOS and other platforms.
(github.com)

e [Tutorial] TweakWithoutLogos | A brief tweak development guide without Logos : jailbreak (reddit.com)

e xcode - Git is not working after macOS Update (xcrun: error: invalid active developer path
(/Library/Developer/CommandLineTools) - Stack Overflow
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https://github.com/theos/theos
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