IS
IOSHAAHL NI 5T
IOSHLAAHL N
URL Scheme
X5
XHEE
XTI T
CREL

syscall
svc Ox80MEBXC 4R
IOSER %

XHEBAN
CRRER

iIOSE Y

BT
ST

system

D FE TR AR

2RI EE ST
dyldshiSEE
_dyld&R 7
dylib
ObjCi1ThY
appA&
E% % app
SSHiEx%
getsectiondata
iOS /A
URL Scheme
Xt
XHFTF
CEREX

syscall

svc Ox80A B L 4%

1.1

1.2

1.3

1.3.1
1.3.2
1.3.2.1
1.3.2.2
1.3.2.21
1.3.2.21.1
1.3.2.21.2
13222
1323
1.3.2.31
1.3.23.2
133
1.34
135
1.3.6
1.3.7
1.3.8
1.3.8.1
1.3.8.2
1.3.9
1.3.10
1.3.11
1.3.12
1.3.13

1.4

1.4.1

1.4.2
1.4.2.1
14211
142111
142112



IOSE %L
XHEBN
CREL
IOSEKR
WRES
G AER
system
IR TR R
HARER T
dyldEhSE
_dyldZ& 7
dylib
ObjCiz1ThY
appA 5
getsectiondata
PR R
BRARAE
appiashidiz
HIRERZAE X
SRS AHFIR

14212
1422
14221
14222
143
144
14.5
14.6
14.7
14.8
1.4.8.1
1.4.8.2
14.9
1.4.10
1.4.11
1.4.12
1.5

1.5.1
1.5.2
1.5.2.1
1.6

1.7

1.71



IOSIE o) &« #RRAFL AN S #RHA 2

o HFTARAS: vi.e
o FEFRATE: 20221110

(kA

TERIOSHE mIHA S R EI RSOSSN R AN A ENAS . S3EF BRI FEE, tEIIURL
Scheme., XMHHHEHN: XHBM. XHITANNXEHEN; ERXXHITAX BFECREMIOSKEL, HACK
X B)¥EsyscallfICER EiMsve Ox80RMEALH; URXUBENBIECREFMIOSKE; UAEMIMFEE:
WMRTE. BEAER. system, DHETEURE. @IMEXHTE. dyldahSEE, SiEdylibidladdr,
dlopen. disym#1_dyldFFkRIRFIKER. ObjCizITHY. appAE. BEXLFapp. SSHIEX. getsectiondata
%; UK EREMZENRBAAOMA RS, AREM—LEERIMI RN FER, bl AR i
iR BREEEBEENNRESGNNBRAMNASR, tbilapplEaiidiz. WKEEX, LEHIWEKRE
FIFR, UREM—LONE, BHYEMEARAARAGNF REARAEN A IB RN E B E,

TRRS+HX BT+ T &
APBHZMED., ELNEhht, SR ETHNT:
HonKitj& /3

e crifan/ios_re_jb_detection: iOS#[aFF& = BRI MIF] ARG

gN{el{E A L HonKIRRS R AT N B FF

J#DL: crifan/nonkit_template: demo how to use crifan honkit template and demo

el
o IOSHEAL: HAALNF] AL book.crifan.org
o IOSEM@MAL: HIAMNF RN crifan.github.io
B TR

o IOSHEEFAK: HAMMA AL PDF
o IOSHMFAK: MR RBHALN ePub
o IOSHMFALK: BRI AN Mobi

AR A5t BR

LB FHHENEHAE, WRKGRE, HATARE. EFH7ATSEENE, HERETHL.
MERMAEEI, HBIHBFEIRFRIC admin 345 crifan.com , HERRMIER, BHHHS1E.

EMEARLHIE, MERNZIMARER. B2BTEQURERE, WHEFERE, HE5FATX.
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IOSHERAT AL b,
TODO:

o [RERAR] BRRIOSHNfal I/ EHRIEM
o [EIB] HNAMMA SRR X FER Rt fE

IOSBRIKFTS RNREMIL, HPmMa:

e B5 BY ios#EBtEM : HMIOSIEE (iPhoneZ) R E#LINR
o WIREIENK, WENRRINES, ENERHHINEE, EEZTEATH
o I B9 ioSKEHRAEM
o MINAGHIMIAIOM, MMM BER, LEISSIMFBAR ENKEHAR. EEERN SIS FERE
BRI
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IOSHLARFLN
TODO:

o [EfRAE] MacH#l{al#BriPhone EH,HIOS R L2 #Nk
o [BEfRR] iOSH#Mapp L #AATE N

MEAHFHEMIRE:
crifan/iOSJailbreakDetection: iOSAJObjCHJapp, SEIROSHEEHATQM
AYIEEEETRIGHIOSHIMG NI IEE R E, HRExEER,
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URL Scheme

TODO:

[Ef2R] i0SEcanOpenURLIREE: failed for URL OSStatus error -10814

[Ef#R] IOSHEARIQM: cydia:/FFkAIURL scheme

[Ef#R] i0SHcanOpenURLIM E @R AT FF#9appurl scheme

[Ef&2R] i0SEcanOpenURLIRES: This app is not allowed to query for scheme weixin

IBAction detectCydiaBtnClicked (UIButton sender
_curBtnlLbl text sender titlelLabel text

@
BOOL canOpen  FALSE

// NSString *fakeCydiaStr = @"cydia://package/com.fake.packagename";
// NSString *fakeCydiaStr = @"CYDIA://package/com.fake.packagename";
// NSString *fakeCydiaStr = @"Cydia://package/xxx";
// NSString *openPrefAbout = @"Prefs:root=General&path=About";
// NSString *openPrefAbout = @"prefs:root=General&path=About";
NSString curToOpenStr
// curToOpenStr = @"weixin://";
curToOpenStr @
NSURL curToOpenurl NSURL URLWithString curToOpenStr
canOpen UIApplication sharedApplication canOpenURL curToOpenurl
NSString canOpenStr canOpen @ @
NSString conclusionStr canOpen @ @
NSString resultStr NSString stringWithFormat @ canOpenStr. curToOpenUrl
conclusionStr
@ resultsStr

1/

_detectResultTv.text resultStr

I
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A5

OSHALMFERP, FAN—FAN, EEFTXXHRILN:

o BT XttEM 1
o %3l
m  /etc/fstab FIR/
o BT X#HTHA W
o B4 BEEITAEDY (WMEZASEEN) X
o GNREEFTH, WMEAAXHEFRE, HBAEHIFN
o PRENER
» BEF cEEN (RT) R
m  open . stat . access =3
» S|F: EMFRNRE, AIMBREESANIARAR
n BT syscall , BIBEAEM] number RS, SEINITNERERATIE A
» EERM: B syscall AYIEA, SNETsve Ox80MIAELC YR, IEANME
hook = &} HIXE E
» BEF ios S
m  NSFileManager . NSURL 2
o ETF X#HBEA W
o Hj|
= [@ /private FEIHXETBEAN
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R

TODO:
o [RAER] IOSRHMIILN: /etc/fstab K NEEFHH
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ST F

TODO:

o [iEFE] WHAR#LAIPhoneRA MILElibEE
o [iCE] BIEMMEAEiPhonefdyldi H AT E

o [EfZR] #NRiOSH/bin/shF/bin/bashlA K /etc/alternatives/sh> %
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CRREX
TODO:

o [RARR] IOSEIREN ZFTHXHEA

openZ%l

TODO:

[RERIR] IOSHRMN ZITH XM openRTIK £

open

TODO:
o [BfRR] IOSHSAN: iIOSKIappT FHopendT F X4
o [EAFRR] iOSHAIQN ZITH X4 EmiERfopen

isUseFd  TRUE
retFd filePathStr. O_RDONLY

opendir
TODO:

[EfFR] IOSEARLIN 2 FTFF X4 Z FRECREL: opendir

FUNC_OPENDIR funcType
DIR retDir fllePathStr
retDir

@
@
retDir __dd_fd. retDir __dd_loc. ret

__dd_len. retDir _ dd_seek. retDir __padding. retDir
isOpenOk  TRUE

@
1sOpenOk  FALSE

@
1sOpen0k

1/

filePathStr. retDir

Dir __dd_size. retDir

__dd_flags

filePathStr

filePathStr

retDir

__dd_buf. retDir

1]

__opendir2



FUNC___OPENDIR2 funcType
DIR retDir filePathStr. DTF_HIDEW DTF_NODUP
retDir
@ filePathStr. retDir
@
retDir __dd_fd. retDir __dd_loc. retDir _ _dd_size retDir __dd_buf retDir

__dd_len. retDir __dd_seek. retDir __padding. retDir __dd_flags
isOpenOk  TRUE

@ filePathStr
1sOpenOk  FALSE

@ filePathStr. retDir
1sOpenOk
J E—
access 27/
access
TODO:

o [EfR] IOSHARLN ZFTF X4 access

FUNC_ACCESS funcType
retValue filePathStr. F_OK
@ filePathStr. retValue

retValue ACCESS_OK
1sOpenOk  FALSE

isOpenOk  TRUE

faccessat

TODO:

o [EfRAR] OSSN ZFTFH X4 faccessat
o [EfRAR] IOSHHNIQN 23T FF X4 faccessatiE E4aN

FUNC_FACCESSAT  funcType
curDirFd
retValue ACCESS_FAILED

// // 1. test relative path
//// const char* curDir = "/private/var/mobile/Library/Filza/";
//1/ const char* curFile = "scripts/README.url";



XAEFT T

//

//// const char* curDir = "/private/var/mobile/Library/";

//// const char* curFile = "Filza/scripts/README.url";

//// const char* curDir = "/private/./var/../var/mobile/Library/./";
//// const char* curfFile = "Filza/./scripts/../scripts/README.url";
// const char* curDir = "/usr/1ib";

// const char* curFile = "libsubstrate.dylib";

//

// curDirFd = open(curDir, O_RDONLY);

// NSLog(@"curDir=%s -> curDirFd=%d", curDir, curDirFd);

//

//// // for debug: get file path from fd

/111 char filePath[PATH_MAX];

111/ int fcntlRet = fcntl(curDirFd, F_GETPATH, filePath);

//// const int FCNTL_FAILED = -1;

111/ if (fcntlRet |= FCNTL_FAILED){

//// NSLog(@"fcntl OK: curDirFd=%d -> filePath=%s", curDirFd, filePath);
/111 } else {

111/ NSLog(@"fcntl fail for curDirFd=%d", curDirFd);

/111 }

//

// retValue = faccessat(curDirFd, curFile, F_OK, AT_EACCESS);

// NSLog(@"faccessat curDir=¥%s,curFile=%s -> %d", curDir, curFile, retValue);

// 2. test input path

FAKE_FD
curDirFd  FAKE_FD
retValue curDirFd. filePathStr. F_OK. AT_EACCESS
@ curDirFd. filePathStr. retValue

retValue ACCESS_FAILED
isOpenOk  TRUE

isOpenOk  FALSE

statz® 7%

TODO:

o [RARIR] IOSEIMLIN 2 FTFF X 142 stat R R £X

stat

TODO:

o [ERER] IOSHIMLN ZFTFF X statiRiEy
o [Ef2IR] iOSAstati TN X 42 S FAEMINZ T Ak

FUNC_STAT  funcType
isUseStatInfo  TRUE
openResult filePathStr. stat_info



Istat

TODO:

o [ERRR] IOSEIRLN ZFTFF XXM IstatiE [EEHAIN
o [EfRR] IstattbilEEXHEXNBITS_IFLNKIRF H 2 Rk

FUNC_LSTAT funcType
isOpenOk  FALSE
bool isLink  FALSE

statInfo
lstatRet filePathStr. statInfo
STAT_OK lstatRet
// isLink = statInfo.st_mode & S_IFLNK;
isLink statInfo. st_mode
isLink
isOpenOk  TRUE

@ filePathStr
1sOpen0Ok

isLink

1]

fstat

FUNC_FSTAT funcType
1sOpenOk  FALSE
tmpFd filePathStr. O_RDONLY

tmpFd
1sOpenOk  TRUE

statInfo
statInfo
fstatRet tmpFd. statInfo
STAT_OK fstatRet
isOpenOk  TRUE

isOpenOk  FALSE

// when fd < @, normally is -1, means open file failed
isOpenOk  FALSE
@ filePath

fstatfs

FUNC_FSTATFS funcType
1sOpenOk  FALSE



tmpFd filePathStr. O_RDONLY

tmpFd
1sOpenOk  TRUE

statfsInfo
statfsInfo

fstatfsRet tmpFd. statfsInfo
STATFS_OK fstatfsRet
isOpenOk  TRUE

isOpenOk  FALSE

// when fd < @, normally is -1, means open file failed
isOpenOk  FALSE

@ filePath

realpath
FUNC_REALPATH funcType
parsedRealPath PATH_MAX
resolvedPtr filePathStr. parsedRealPath
resolvedPtr
@ filePathStr. parsedRealP
ath

1sOpenOk  TRUE

@ filePathStr
1sOpenOk  FALSE

@ filePathStr 1sOpenOk

crifan.org, {EFE Z4.0EFR(CC BY 4.0)1Y&%n all right reserved, powered by Gitbook&x /5 E#:
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syscall

TODO:

o [EfRIR] iOSHappHal{alsEHlsyscalliX £

o [EfRR] i0SH FsyscallifFstat64SLIEERAST A&

o [Z3I2] syscallNiZ A5 AFsve 0x80E < E A A1IR
o [%12] iOSHsyscalllI RS IFHA%RSnumberfIE X

o [212] IOSHIFREFREHBEM R 58 Hsystem call

SYS fork

NSString forkRetPid
NSString forkResultStr
forkRetPid
forkResultStr @

// log print erro info

@ errno
errMsg errno
@ errMsg

forkResultStr @
forkResultStr

IBAction syscallForkBtnClicked (UIButton sender
_curBtnlLbl text sender titlelLabel text

@
retPid SYS_fork

NSString forkResultStr retPid

@
_detectResultTv. text NSString stringWithFormat @
Str

SYS stat

FUNC_SYSCALL_STAT funcType
isUseStatInfo TRUE

retPid. forkResultStr
@

//Note: for open normal file, return @ is OK, but st_mode is abnormal |

openResult SYS_stat. fllePathStr. stat_info

forkResult



SYS_stat64

FUNC_SYSCALL_STAT64 funcType
isUseStatInfo  TRUE
openResult SYS_stat64. filePathStr. stat_info

SYS Istat

FUNC_SYSCALL_LSTAT funcType
isUseStatInfo  TRUE
openResult SYS_lstat. filePathStr. stat_info

SYS fstat

FUNC_SYSCALL_FSTAT funcType
isUseStatInfo TRUE

curFd filePathStr. O_RDONLY
curfd
openResult SYS_fstat. curfFd. stat_info

1sOpenOk  FALSE

SYS fstatat

FUNC_SYSCALL_FSTATAT  funcType
// NOTE: syscall(SYS_fstatat) not work until 20220316 -> awalys return -1

// int fstatat(int fd, const char* pathname, struct stat* buf, int flags);
isUseStatInfo  TRUE

// int curFd = open(filePathStr, O_RDONLY);

// if (curfd > @){

// openResult = syscall(SYS_fstatat, curFd, filePathStr, &stat_info, F_DUPFD);

// } else {

// 1sOpenOk = FALSE;

// }

// int notUsedDirfd = -1;

// openResult = syscall(SYS_fstatat, notUsedDirfd, filePathStr, &stat_info, F_DUPFD);

// openResult = syscall(SYS_fstatat, notUsedDirfd, filePathStr, &stat_info, @);
openResult SYS_fstatat. AT_FDCWD. filePathStr. stat_info

SYS_statfs



FUNC_SYSCALL_STATFS funcType
isUseStatInfo  TRUE
// int statfs(const char *path, struct statfs *buf);
openResult SYS_statfs. filePathStr. stat_info

SYS fstatfs

FUNC_SYSCALL_FSTATFS funcType
isUseStatInfo  TRUE
// int fstatfs(int fd, struct statfs *buf);

curFd filePathStr. O_RDONLY
curfd
openResult SYS_fstatfs. curFd. stat_info

1sOpenOk  FALSE

SYS open

FUNC_SYSCALL_OPEN funcType
isUseFd  TRUE

// retFd = syscall(SYS_open, filePathStr, O_RDONLY);
retFd SYS_open. filePathStr. O_RDONLY. MODE_NONE
SYS access

FUNC_SYSCALL_ACCESS  funcType
retValue SYS_access. fllePathStr. F_OK
@ filePathStr. retValue
retValue ACCESS_OK
1sOpenOk  FALSE

isOpenOk  TRUE

SYS_faccessat

FUNC_SYSCALL_FACCESSAT funcType
// NOTE: syscall(SYS_faccessat) not work until 20220317 -> awalys return -1

curDirFd
retValue ACCESS_FAILED

FAKE_FD



curDirFd  FAKE_FD
// retValue = syscall(SYS_faccessat, curDirFd, filePathStr, F_OK, AT_EACCESS);
retValue SYS_faccessat. curDirFd. filePathStr. F_OK
retValue ACCESS_FAILED
isOpenOk  TRUE

1sOpenOk  FALSE
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XHFTFF

svc Ox80NEXC 4R

TODO:

[238] syscall A R 5B Msve 0x801H < E At &1

[Ef#R] IOSIEMFEARIEN: appH LI sve 0x80LIN R4 E B
[Ef#R] iOSH 1L Lasm LR IEHTEsyscallidnumberZ£
[238] i0SHsyscallf R4 E %R SnumberfE X

//#define asm_set_syscall_number(SYSCALL_NUMBER) "mov x16, #SYSCALL_NUMBER\n"
//

//#define asm_svc_0x80_stat64() \

// "mov x@, %[pathname_p]\n" \

// "mov x1, %[stat_info_p]\n" \

// asm_set_syscall_number(SYS_stat64) \

// "svc #0x80\n" \

// "mov ¥[ret_p], x@\n"

// "mov x16, #338\n" \

//__attribute__((always_inline)) long svc_0x80_stat_stat64(int syscall_number, const char * pat
hname, struct stat * stat_info) {

// long ret = 0@;
// long long_syscall_number = syscall_number;
// __asm__ volatile(
// "mov x@, %[pathname_p]\n"
// "mov x1, %[stat_info_p]\n"
// "mov x16, %[long_syscall_number_p]\n"
// "svc #0x80\n"
// "mov ¥[ret_p]l, x@\n"
// i [ret_p]"=r"(ret)
// ¢ [long_syscall_number_p]"r"(long_syscall_number), [pathname_p]"r"(pathname), [st
at_info_p]"r"(stat_info)
// ¢ "xe", "x1", "xie"
// )H
// return ret == @ ? ret : -1;
/1}

always_inline syscall_number pathna
me stat_info

x@_pathname pathname: // first arg
x1_stat_info stat_info: // second arg
x16_syscall_number syscall_number: // special syscall number sto
re to x16
x4_ret OPEN_FAILED: // store result
asm

20



X4_ret

x@_pathname x1_stat_info x16_syscall_number
// : llxellJ I|xlllJ llx4|lJ lelsll
X4_ret

//__attribute__((always_inline)) int svc_ox8@_open(const char * pathname, int flags, mode_t mod
e) {

always_inline pathname flags
X@_pathname pathname: // first arg
x1_flags flags: // second arg
// register unsigned int x2_mode asm ("x2") = (unsigned int)mode; // third arg
x16_syscall_number SYS_open; // special syscall number store to
x16
x4_ret OPEN_FD_INVALID: // store result
_asm__
// "mov x16, #5\n" // SYS_open
x4_ret
X@_pathname x1_flags x16_syscall_number

// : "r"(xe_pathname), "r"(x1_flags), "r"(x2_mode), "r"(x16_syscall_number)
// : uxlsu

// : leell; "Xl"; IIXSHJ lelsll
x4_ret
[/=========-- svc Ox80 call --=-=--==---

FUNC_SVC_0X80_STAT funcType
isUseStatInfo  TRUE
//Note: for open normal file, return @ 1is OK, but st_mode 1s abnormal |
openResult SYS_stat. filePathStr. stat_info
FUNC_SVC_oex80_STAT64 funcType
isUseStatInfo  TRUE
openResult SYS_stat64. filePathStr. stat_info

FUNC_SVC_0eX80_OPEN funcType
isUseFd  TRUE
// retFd = svc_0x80_open(filePathStr, O_RDONLY, MODE_NONE);
retFd filePathStr. O_RDONLY
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iIOSPRIEN
TODO:

[EfRHR] IOSHENSURLEIcheckResourcelsReachableAndReturnError/E R A IstatiREI X4 ERF 5

NSFileManager

FUNC_NSFILEMANAGER funcType
NSFileManager defaultManager NSFileManager defaultManager
NSString fillePathNsStr NSString stringWithFormat filePathsStr

BOOL isExisted defaultManager fileExistsAtPath: filePathNsStr
isExisted

BOOL isDir  FALSE
BOOL isExistedWithDir defaultManager fileExistsAtPath: filePathNsStr isDirectory: 1is

Dir
isExistedwWithDir isDir

1sOpenOk  isExisted 1sExistedWithDir
NSString curResultStr

isExisted

curResultstr NSString stringWithFormat isDir

curResultstr NSString stringWithFormat

filePathNsStr. curResultStr

FUNC_NSURL funcType
NSString fileStr NSString stringWithUTF8String:filePathStr
NSString fileWithFilePrefix NSString stringWithFormat fileStr
NSURL fileUrl NSURL URLWithString:fileWithFilePrefix
NSError error
BOOL isReachable fileUrl checkResourceIsReachableAndReturnError: error
isReachable error error

// for debug
isReachable
fileStr



isOpenOk  isReachable
fileStr isRe
achable

A S—
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NXHEEN

TODO:

o [EfAR] iOSHAEN: Sidm)/private 5 N\ X4
o [RERR] IOSHIIEN Z BDESAXGENFER R
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iIOSPRIEN
TODO:

o [RFBR] IOSHAEN ZFTH X2 L RIOSEE R

o [EfRR] IOSHBEN ZIOSERE: Zikm/privateS N\ X4

o [FiERRR] #ARIOSH BwriteToFileE S N/privatetREs: NSCocoaErrorDomain Code 513 You
don’t have permission to save the file in the folder private

NSFileManager

TODO:

o [RARIR] IOSESAIQN Z 3T FH X4 Zi0OSE K £ ZNSFileManager

IBAction writeFileBtnClicked (UIButton sender
_curBtnlLbl text sender titlelLabel text

e

// NSStringEncoding strEncoding = NSStringEncodingConversionAllowLossy;
NSStringEncoding strEncoding NSUTF8StringEncoding

BOOL isAtomicWriteFile YES

BOOL isUseAuxiliaryFile NO

NSDataWritingOptions writeOption NSDataWritingAtomic

NSString testFlle @

// for debug
// NSString *testFile = @"/private/var/mobile/Containers/Data/Application/EEFACEA4-2ADB-4D25
-9DB4-B5D643EA8943/Documents/bd.turing/";
// NSString *testFile = @"/private/var/mobile/Containers/Data/Application/EEFACEA4-2ADB-4D25
-9DB4-B5D643EA8943/Documents/test_douyin_write.txt";

NSString withPrefixTestFile NSString stringWithFormat @ testFile

NSURL testFileUrl NSURL URLWithString withPrefixTestFile

NSString testStr @

NSData testData testStr dataUsingEncoding strEncoding

id objects @ @ @
NSUInteger count objects id
NSArray testArr NSArray arrayWithObjects objects count count

NSDictionary testDict @

e e
e e
e e

NSFileManager fileManager NSFileManager defaultManager
NSError error

BOOL isWriteOk  FALSE

BOOL isFinalWriteOk  FALSE



//
//
//
//

//
L1;

// 1. NSString
// (1) [NSString writeToFile:atomically:]
isWriteOk = [testStr writeToFile:testFile atomically:isAtomicWriteFile];
NSLog(@"1sWriteOk=%s", boolToStr(isWriteOk));
isFinalWriteOk = isWriteOk || isFinalWriteOk;

// (2) [NSString writeToFile:atomically:encoding:error:]
testStr writeToFile testFile atomically isAtomicWriteFile encoding strEncoding error error

[testStr writeToFile:testFile atomically:isAtomicWriteFile encoding:strEncoding error:NUL

@ isWriteOk . error
isFinalWriteOk isWriteOk isFinalWriteOk

// (3) [NSString writeToURL:atomically:]

isWriteOk testStr writeToURL testFileUrl atomically isAtomicWriteFile
@ isWriteOk

isFinalWriteOk  isWriteOk isFinalWriteOk

// (4) [NSString writeToURL:atomically:encoding:error:]
isWriteOk testFile writeToURL testFileUrl atomically isAtomicWriteFile encoding strEncod

ing error error

@ isWriteOk . error
isFinalWriteOk isWriteOk isFinalWriteOk

// 2. NSData

// (1) [NSData writeToFile:atomically:]

isWriteOk testData writeToURL testFileUrl atomically isAtomicWriteFile
@ isWriteOk

isFinalWriteOk  isWriteOk isFinalWriteOk

// (2) [NSData writeToFile:options:error:]

isWriteOk testData writeToFile testFile options writeOption error error
@ isWriteOk . error

isFinalWriteOk  isWriteOk isFinalWriteOk

// (3) [NSData writeToURL:atomically:]

isWriteOk testData writeToURL testFileUrl atomically isAtomicWriteFile
@ isWriteOk

isFinalWriteOk  isWriteOk isFinalWriteOk

// (4) [NSData writeToURL:options:error:]

isWriteOk testData writeToURL testFileUrl options writeOption error error
@ isWriteOk . error

isFinalWriteOk isWriteOk isFinalWriteOk

// 3. NSArray

// (1) [NSArray writeToFile:atomically:]

isWriteOk testArr writeToFile testFile atomically isUseAuxiliaryFile
@ isWriteOk

isFinalWriteOk isWriteOk isFinalWriteOk

// (2) [NSArray writeToFile:atomically:]
isWriteOk testArr writeToURL testFileUrl atomically isAtomicWriteFile
@ isWriteOk



isFinalWriteOk isWriteOk isFinalWriteOk

// (3) [NSArray writeToFile:error:]
isWriteOk testArr writeToURL testFileUrl error error

@ isWriteOk . error
isFinalWriteOk isWriteOk isFinalWriteOk

// 4. NSDictionary

// (1) [NSDictionary writeToFile:atomically:]

isWriteOk testDict writeToFile testFile atomically isUseAuxiliaryFile
@ isWriteOk

isFinalWriteOk  isWriteOk isFinalWriteOk

// (2) [NSDictionary writeToURL:error:]
isWriteOk testDict writeToURL testFileUrl error error

@ isWriteOk . error
isFinalWriteOk  isWriteOk isFinalWriteOk

// (3) [NSDictionary writeToURL:atomically:]

isWriteOk testDict writeToURL testFileUrl atomically isAtomicWriteFile
@ isWriteOk

isFinalWriteOk  isWriteOk isFinalWriteOk

// // for debug: test removeItemAtPath
// isWriteOk = TRUE;

@ isFinalWriteOk
isFinalWriteOk

@ testFile
BOOL isDeleteOk  FALSE

isDeleteOk fileManager removeItemAtPath testFile error error

@ isDeleteOk . error
// if(error == nil){
// isDeleteOk = TRUE;
// }
isDeleteOk fileManager removeItemAtURL testFileUrl error error
@ isDeleteOk . error
// if(error == nil){
// isDeleteOk = TRUE;
// }
isDeleteOk
@ testFile
@ testFile
@ testFile

NSString finalResult @
isFinalWriteOk
finalResult @



finalResult @

_detectResultTv.text finalResult
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NEZSE
TODO

o [BfRR] IOSHANIE: getenvREXEMDYLDRIFBEL S1E
o [KRfRR] #HkiPhonedgetenviXKEXDYLD INSERT LIBRARIESIR[EINZE
o [BfRAR] IOSKEBHIM: dyldi¥getenvIKENIFIEZTEDYLD INSERT_LIBRARIES

IBAction getenvDyInsLibBtnClicked (UIButton sender
_curBtnlLbl text sender titlelLabel text

@
dyldPrintEnv
@ dyldPrintEnv
insertlLibs
@ insertLibs
dyldEnvList
dyldEnvListLen dyldEnvList

curIdx curldx dyldEnvListLen: curldx



curDyldEnv  dyldEnvList| curlIdx
curenvRet curDyldEnv
@ curldx. curDyldEnv. curEnvRet

NSString insertLibResultStr @

insertLibs
insertLibResultStr NSString stringWithFormat @
insertLibs
insertLibResultStr @
@ insertLibResultStr

_detectResultTv.text insertLibResultStr
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BT A

IBAction isDebugableBtnClicked (UIButton sender
_curBtnLbl text sender titlelLabel text

@

// /* tmp to debug getuid */
// uid_t curUid = getuid();
// NSLog(@"curUid=%d", curuid);

SYSCTL_OK
NSString resultStr @
BOOL isDebugable  FALSE

// Initialize mib, which tells sysctl the info we want, in this case
// we're looking for information about a specific process ID.

name //EENFETE, EENER
hame CTL_KERN /I RBEE

hame KERN_PROC [/ BEifi#TE
hame KERN_PROC_PID //{EiHF9SELEHFEAID

// name[3] = getpid(); / /RER EE#FRID
pidToCheck
currentPID
@ currentPID

pidToCheck  currentPID

// //for debug

// int parentPID = getppid();

// NSLog(@"parentPID=%d", parentPID);
// pidToCheck = parentPID;

@ pidToCheck
name pidToCheck

// [3] int 13679

// size_t infoSize = sizeof(kernelInfoProc); // GHARA/N
infoSize
kernelInfoProc: //1EEEHERNEME
// Initialize the flags so that, if sysctl falls for some bizarre reason, we get a predicta
ble result.
// kernelInfoProc.kp_proc.p_flag = 0;
kernelInfoProc infoSize

// infoSize size_t 648
// int sysctlRet = sysctl(name, 4, &kernelInfoProc, &infoSize, @, 0);
sysctlRet name kernelInfoProc. infoSize
@ sysctlRet
sysctlRet SYSCTL_OK
pFlag kernelInfoProc kp_proc p_flag

@ pFlag



isDebugable pFlag P_TRACED
@ isDebugable
isDebugable
resultsStr @

resultsStr @

@ errno
errMsg errno
@ errMsg
resultstr NSString stringWithFormat @ errMsg
@ resultstr

_detectResultTv text resultStr
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system

TODO:

o [EfER] IOSHAEM : system(NULL)
o [EfEAR] iIOSKIBXCodeHIREE: system is unavailable not available on iOS
o [EfBR] iOSHEAforkiAAsystemiTiREMERIE X FNiB4E

IBAction systemBtnClicked (UIButton sender
_curBtnlLbl text sender titlelLabel text

@
// int systemRet = system(NULL);
command
// command = "ls -1h";

// command = "fork";
systemRet command

127

SYSTEM_RET_SHELL_EXEC_CMD_FAIL // == @x7F@@ -> bit 15-8 is Ox7F
SYSTEM_RET_FORK_FAIL

NSString conclusionStr @
command
// if (@ == systemRet){
systemRet
conclusionStr @

conclusionStr @

SYSTEM_RET_SHELL_EXEC_CMD_FAIL systemRet
conclusionStr @

SYSTEM_RET_FORK_FAIL  systemRet
conclusionStr @

conclusionStr NSString stringWithFormat @ syste
mRet

NSString systemResultStr NSString stringWithFormat @ command
systemRet. conclusionStr
@ systemResultStr
_detectResultTv.text systemResultStr

{ —
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35



DR TR MY
TODO:

o [ZEMR] SHSRIOSHfork()LMHERE-1
o [BfRR] iOSHRLEABforkiIREIER S X 1258

IBAction forkBtnClicked ‘UIButton sender
_curBtnlLbl text sender titlelLabel text

@
// SandBox Integrity Check
retPid //EEME: Fi#fRiEEe, R#MEFIEEFH#IEID, HHENEE-1
NSString forkResultStr retPid
@ retPid. forkResultStr
_detectResultTv. text NSString stringWithFormat @ @ forkResultStr
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RISt

TODO:

o [RARIR] IOSEIRILN: MBS HBARE X 2

IBAction processCheckBtnClicked ‘UIButton sender
_curBtnLbl text sender titlelLabel text

@
NSString resultStr @

NSArray processes CrifanLibiOS runningProcesses
@ processes

processes
resultStr @

// proc_listpids(type, typeinfo, buffer, buffersize)

// type = PROC_ALL_PIDS, typeinfo = @ (use proc_listallpids)

// type = PROC_PGRP_ONLY, typeinfo = process group id (use proc_listpgrppids)
// type = PROC_TTY_ONLY, typeinfo = tty

// type = PROC_UID_ONLY, typeinfo = uid

// type = PROC_RUID_ONLY, typeinfo = ruid

// type = PROC_PPID_ONLY, typeinfo = ppid (use proc_listchildpids)

// Call with buffer = NULL to return number of pids.
// int numberOfProcesses = proc_listpids(PROC_ALL_PIDS, @, NULL, 0);
// NSLog(@"numberOfProcesses=%d", numberOfProcesses);

@ resultstr
_detectResultTv.text resultStr
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dyldEhE
TODO:

. BE
o LREBR] IOSTAEMINE Eapp SRTETRIMBIHEN T WLEylibH
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_dyld&%l

TODO:

o [EfRR] IOSHAEM: HBEIA_dyld_get image headerfBHThSEEX S B

o [EfRR] IOSHSAQN: 1t dyldBIENS ST R E AR S 1451 R

o [EfRAR] iOSHSAN: A_dyld_image_count() #1 _dyld_get_image_name()i&M#ESAE X ENSE
o [BfRAR] IOSIEMFEAFEM: dyld register_func_for_add_image&E*

o _dyld RF = _dyld FFRII—RTIRER
o REMBRFEAN: _dyld_image count + _dyld_get_image_name
o R/DHZRIA: _dyld get_image_vmaddr_slide
o EERY: _dyld_register_func_for_add_image | _dyld_register_func_for_remove_image

_dyld image count + _dyld get image name

dbgPrintLibInfo curImgldx
// debug slide
curSlide curImgIdx
@ curImgIdx. curSlide

// debug header info
libHeader curImgIdx
libHeader
magic 1ibHeader magic
cputype libHeader cputype
cpusubtype 1libHeader cpusubtype
filetype 1libHeader filletype
ncmds  libHeader ncmds
sizeofcmds 1libHeader sizeofcmds
flags 1ibHeader flags

e

curImgIdx
magic. cputype cpusubtype. filetype ncmds. sizeofcmds flags
// 2021-12-17 09:37:46.814810+0800 ShowSysInfo[11192:1067220] [@] magic=@xfeedfacf,cput
ype=0x100008ec, cpusubtype=0x0,filetype=2,ncmds=23,sizeofcmds=3072,flags=0x200085

@ curImgIdx

IBAction dyldImgCntNameBtnClicked (UIButton sender
_curBtnLbl text sender titlelLabel text

@

// //for debug
// int testImgIdx

282; // hooked:279 ~ real: 284



// [self dbgPrintLibInfo: testImgIdx];

imageCount
@ imageCount

NSMutableArray loadedDylibList NSMutableArray array
NSMutableArray JjbDylibList NSMutableArray array

i i imageCount i
curImageName i

// for debug

// bool isNeedDebug = (@ == 1) || (1 == 1) || (2 == 1) || (275 == i);
bool isNeedDebug i i
curImageName
NSString curImageNameStr NSString alloc initWithUTF8String curImageName
@ 1. curImageNameStr

loadedDylibList addObject curImageNameStr

// if([IbPathList.]jbDylibList containsObject:curImageNameStr]){
// if([IbPathList 1isJbDylib: curImageNameStr]){
curImageName

jbDylibList addObject curImageNameStr

// for debug
isNeedDebug true

@ 1. curImageName

// for debug
isNeedDebug
self dbgPrintLibInfo 1

// NSString *loadedDylibListStr = [CrifanLibiOS nsStrListToStr:loadedDylibList];
NSString loadedDylibListStr CrifanLibi0OS nsStrListToStr loadedDylibList isSortList TRUE
1sAddIndexPrefix TRUE
@ loadedDylibListStr

NSString JjbLibListStr CrifanLibi0S nsStrListToStr jbDylibList isSortList TRUE isAddInde
xPrefix TRUE
@ jbLibListStr

NSString dyldLibResultStr @
jbDylibList . count
dyldLibResultStr NSString stringWithFormat @
jbLibListStr

dyldLibResultStr @



@ dyldLibResultStr

_detectResultTv . text dyldLibResultStr

_dyld register func_for_add_image

NSString checkImageResult @
NSMutableArray checkImageFoundJbLibList

load
onceToken
onceToken
checkImageFoundJbLibList NSMutableArray array
_check_1image

header slide
D1_info info

dlInfoSize D1_info
info dlInfoSize

header. info

curImgName info dli_fname
curImgName

curImgName

NSString curImgNameNs NSString stringWithUTF8String curImgName
checkImageFoundlbLibList addObject curImgNameNs

NSString JjbLibListStr CrifanLibi0S nsStrListToStr checkImageFoundJbLibList 1isSo
rtList TRUE isAddIndexPrefix TRUE

checkImageResult NSString stringWithFormat @ jbL
ibListStr

@ checkImageResult
// "Found Jailbreak dylib: /usr/lib/substitute-inserter.dylib -> ®HRFEM"

IBAction dyldRegImgBtnClicked (UIButton sender
_curBtnlLbl text sender titlelLabel text
@

NSString resultStr @

resultStr checkImageResult

@ resultStr
_detectResultTv.text resultStr
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dylib

dladdr

TODO:

o [EBHRRR] IOSHEBAEN: FAdladdri@if RERFT B EHSE
o [ZTMER] E#SOSHE R#MS{EdIaddr{h 2 &4 Elibsystem_kernel.dylib
o [EfRR] IOSKRHMHAN: dyldfdiaddr

IBAction dladdrBtnClicked (UIButton sender
_curBtnlLbl text sender titlelLabel. text

@
DLADDR_FAILED
curSystemLib
curTestFuncName

D1_info dylib_info

SystemLib_kernel
curSystemLib  SystemLib_kernel
curTestFuncName
func_stat stat
ret func_stat. dylib_info

// const char* SystemLib_c = "/usr/lib/system/libsystem_c.dylib";
// curSystemLib = SystemLib_c;

// curTestFuncName = "fopen";

// FILE* (*func_fopen)(const char *filename, const char *mode)
// int ret = dladdr(func_fopen, &dylib_info);

fopen;

@ ret

NSString dladdrResultStr @
DLADDR_FAILED ret
NSString conclusionStr @
libName dylib_info dli_fname
@ l1ibName. dylib_
info dli_fbase. dylib_info.dli_sname. dylib_info dli_saddr

l1ibName. curSystemLib
conclusionStr @

conclusionstr @

dladdrResultstr NSString stringWithFormat @ cur
TestFuncName. libName. conclusionStr



@ ret
dladdrResultStr NSString stringWithFormat @ ret

@ dladdrResultStr

_detectResultTv.text dladdrResultStr

dlopen+disym

TODO:

//

//
//
//
//

[EfER] IOSEESAHEN: EMAdIopen+disym

[ic&] i0SHEitdlopenfldisymiisystemEEHEN Eith S MR RIEITIES
o [EBf@R] i0SHiEMAsystemREEIZEKR 232512

[EfER] OSSN : dyldidiopenFldisym

IBAction dlopenDlsymBtnClicked (UIButton sender
_curBtnlLbl text sender titlelLabel text

e

function_common para
typedef void (*1ib_MSHookFunction)(void *symbol, vold *hook, void **old);

dylibPathList

// for debug
"/usr/1ib/1libstdc++.dylib",
"/usr/lib/libstdc++.6.dylib",
"/usr/lib/libstdc++.6.0.9.dylib",

// common: tweak plugin libs

// Cydia Substrate libs

// Substitute libs

// Other libs

StrSize
DylibLen dylibPathList StrSize

l1ibFuncNamelist



LibFuncLen 1ibFuncNamelList StrSize

// NSMutableArray *detected]bDylibList = [NSMutableArray array];
// NSMutableArray *detectedJbFuncNameList = [NSMutableArray array];
NSMutableArray detectedlbLibAndFunclList NSMutableArray array

1ibIdx 1ibIdx DylibLen: 1libIdx
curDylib dylibPathList 1libIdx
curLibHandle curDylib. RTLD_GLOBAL  RTLD_NOW
curLibHandle
errStr
@ curDylib. errstr

// NSString* curDylibNs = [NSString stringWithFormat:@"%s", curDylib];
// [detectedIbDylibList addObject:curDylibNs];

funcIdx funcIdx LibFuncLen: funcIdx
curFuncName  1libFuncNamelist funcIdx
function_common funcInLib curLibHandle. curFuncName
funcInLib
@ curFuncName. funcInLib. curDylib

// NSString* curFuncNameNs = [NSString stringWithFormat:@"%s", curFuncName];
// [detectedIbFuncNamelList addObject:curFuncNameNs];
NSString curLibAndFuncNs NSString stringWithFormat @ curDylib
curFuncName
detectedIbLibAndFuncList addObject curLibAndFuncNs

curLibHandle

NSString finalResult @

// BOOL isJb = (detected]bDylibList.count > @) || (detectedlbFuncNameList.count > 0);

// NSString *detectedJbDylibListStr = [CrifanLibiOS nsStrListToStr:detectedIbDylibList isSor
tList:FALSE isAddIndexPrefix:TRUE];

// NSString *detectedlbFuncNamelListStr

1sSortList:FALSE isAddIndexPrefix:TRUE];
// NSString* detectedLibAndFuncNameStr = [NSString stringWithFormat:@"#HiXEE=%@\nfE E=%a" ,
detectedIbDylibListStr, detectedJbFuncNameListStr] ;

[CrifanLibiOS nsStrListToStr:detectedIbFuncNameList

BOOL 1s3Jb detectedIbLibAndFuncList . count
NSString detectedJbLibAndFuncListStr CrifanLibiOS nsStrListToStr detectedlbLibAndFuncLi
st isSortList FALSE isAddIndexPrefix TRUE



NSString detectedLibAndFuncNameStr NSString stringWithFormat @ detec
tedJbLibAndFuncListStr
isJb
finalResult NSString stringWithFormat @ detecte
dLibAndFuncNameStr
finalResult @
@ finalResult
_detectResultTv.text finalResult
| s
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ObjCIE{THY
TODO:

o [BfRR] IOSHSAN : objc_copylmageNamest@illlimage
o [FTIERRR] IOSHARIQMA AR . objc_getClass
o [ZFEMRR] IOSHESAMLNF] R ESAHLN : NSClassFromString

objc_copyImageNames

IBAction objCopyBtnClicked (UIButton sender
_curBtnlLbl text sender titlelLabel. text
@
outImageCount
imagelist outImageCount
@ outImageCount. imagelist

NSMutableArray jbImagelList NSMutableArray array

outImageCount imagelList
i 1 outImageCount: i
curImagePath  imagelList i
bool isJbPath curImagePath
@ 1. curImagePath isJbPath
isJbPath
NSString curImagePathNs NSString stringWithFormat @ curImagePath

jbImageList addObject curImagePathNs

NSString jbImageListStr CrifanLibiOS nsStrListToStr jbImagelList isSortList TRUE isAddIn
dexPrefix TRUE
@ jbImageListStr

NSString resultStr @
jbImagelList. count

resultstr NSString stringWithFormat @ jbImagelListS
tr
resultStr @
@ resultsStr
_detectResultTv.text resultStr
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appA 5

appA~ &
BER

TODO:

o [EfRR] IOSPHIF: ERRIBHERIN

IBAction reCodeSignBtnClicked (UIButton sender
_curBtnLbl text sender titlelLabel text

@
NSString resultStr @

// NSString *embeddedPath = [[NSBundle mainBundle] pathForResource:@"embedded" ofType:@"mobi
leprovision"]; // embeddedPath __NSCFString * @"/private/var/containers/Bundle/Applicatio
n/4366136E-242E-4C5D-9CC8-CF100A@B6FB2/ShowSysInfo.app/embedded.mobileprovision" 0x000000028
2c11830

// if (I[[NSFileManager defaultManager] fileExistsAtPath:embeddedPath]) {

// return;

// }

//  // RERapplication-identifier JERIERIFALRIBEER :NSASCIIStringEncoding

// NSStringEncoding fileEncoding = NSASCIIStringEncoding;

//// NSStringEncoding fileEncoding = NSUTF8StringEncoding;

// NSString *embeddedProvisioning = [NSString stringWithContentsOfFile:embeddedPath encoding
:fileEncoding error:nil];

// NSArray<NSString *> *embeddedProvisioninglLines = [embeddedProvisioning componentsSeparate
dByCharactersInSet:[NSCharacterSet newlineCharacterSet]];

// for (int 1 = @; 1 < embeddedProvisioninglLines.count; i++) {

// if ([embeddedProvisioningLines[1] rangeOfString:@"application-identifier"].location |
= NSNotFound) {

// NSString *identifierString = embeddedProvisioninglLines[i + 1]; // f{l: <stringsL
2ZY2L7GYS.com.xx.xxx</string>

// NSRange fromRange = [ldentifierString rangeOfString:@"<string>"];

// NSInteger fromPosition = fromRange.location + fromRange.length;

// NSInteger toPosition = [identifierString rangeOfString:@"</string>"].location;

// NSRange range;

// range.location = fromPosition;

// range.length = toPosition - fromPosition;

// NSString *fullldentifier = [identifierString substringWithRange:range];

// NSScanner *scanner = [NSScanner scannerWithString:fullIdentifier];

// NSString *teamIdString;

// [scanner scanUpToString:@"." intoString:&teamIdString];

// NSRange teamIdRange = [fullldentifier rangeOfString:teamIdString];

// NSString *appIdentifier = [fullIdentifier substringFromIndex:teamIdRange.length +
1];

// // FSEbE BteamIDEEidentifierER

// 1/ if (I[appIdentifier isEqualToString:identifier] || I|[teamId isEqualToString:tea

mIdString]) {

//

// if (|[appIdentifier isEqualToString: curAppId]) {

/1 // exit(e)

49



// asm(

// "mov Xe,#e\n"
// "mov wl6,#1\n"
// "svc #@x8e"

// )

// }

// break;

// }

// }

BOOL isExistCodesign CrifanLibi0S isCodeSignExist

isExistCodesign

// NSString* curAppIld = @"com.crifan.ShowSystemInfo";
NSString selfAppIld @
NSString gotAddId CrifanLibiOS getAppId

// BOOL isSelfId = [CrifanLibiOS isSelfAppId: curAppId];
// BOOL 1sSelfId = FALSE;
gotAddId isEqualToString selfAppld
// 1sSelfId = TRUE;
resultstr NSString stringWithFormat @
selfAppId
// 1sSelfId = FALSE;

resultstr NSString stringWithFormat @
gotAddId. selfAppld

resultstr @

@ resultstr
_detectResultTv . text resultStr

__RESTRICT

TODO:
o [RERAR] IOSHIAMENFEL: _ RESTRICT
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B 4zapp

IBAction lsapplicationBtnClicked (UIButton sender
_curBtnLbl text sender titlelLabel text

@
NSString resultStr @

Class LSApplicationWorkspace_class

NSObject workspace LSApplicationWorkspace_class performSelector @ defaultWorksp
ace

NSArray allAppList |workspace performSelector @ allApplications / /X EFLHEIREY
2 FH R RREVFFAAPP

resultStr NSString stringWithFormat @ allAppList count

resultStr NSString stringWithFormat @ resultStr

i 1 'allApplList count @ 1

// LSApplicationProxy *appProxy = [allAppList objectAtIndex:i];

// LSApplicationProxy_class *appProxy = [allAppList objectAtIndex:1i];
// NSString* bundleId =[appProxy applicationIdentifier];

// NSString* name = [appProxy localizedName];

id appProxy allAppList objectAtIndex 1

NSString bundleId appProxy performSelector @ applicationIdentifier
NSString name appProxy performSelector @ localizedName

NSString version appProxy performSelector @ bundleVersion

NSObject description appProxy performSelector @ description

NSArray plugInKitPlugins appProxy performSelector @ plugInkKitPlugins

bundleId hasPrefix @
resultsStr NSString stringWithFormat @
resultStr. 1 bundleId name. version description. plu
gInKitPlugins

// Class LSApplicationProxy_class = object_getClass(@"LSApplicationProxy");

//

// for (LSApplicationProxy_class in allAppList) {

// NSString *bundleId = [LSApplicationProxy_class performSelector:@selector(applicationI
dentifier)];

// NSString *version = [LSApplicationProxy_class performSelector:@selector(bundleVersion
)1

// }

@ resultsStr
_detectResultTv.text resultStr
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SSHtEx

TODO:

o [RERR] IOSHARIEN Z sshiB X
o [RARR] iOSHUEIACIE=RIELMsshiF A

IBAction sshBtnClicked (UIButton sender
_curBtnlLbl text sender titlelLabel text

@
sshCmd
// int systemRet = system(sshCmd);
systemRet sshCmd
@ sshCmd. systemRet

_detectResultTv text @

o TEARIREL: ios_system

o https://github.com/crifan/crifanLib/blob/master/c/crifanLib.c

command
SYSTEM_FAIL
systemRet SYSTEM_FAIL

// if (NULL == command) {

// return systemRet;
// }
function_system command
dyLibSystem
1ibHandle dyLibSystem RTLD_GLOBAL  RTLD_NOW
libHandle
errStr
dyLibSystem. errStr
function_system 1libSystem_system libHandle
1ibSystem_system
systemRet command
// return systemRet;
libHandle

systemRet


https://github.com/crifan/crifanLib/blob/master/c/crifanLib.c
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TODO:

o [RARIR] IOSREIAIQN : REESAIEHFtweak
[(EfFR] IOSREIIGN: SEZEZIEEFRABIME
[RARIR] IOSKREESAMIN : 101245 A #Ehook orig k%X
[RARIR] EEHRIOSHN{a] SEEN S ARG M B EL ARG M R e A A )
Hith R SHANAE X
o [ER] iIOSKHHAHEM : hookiFiXNSBundlefmainBundlefpathForResource

MEAFFEMIRG:
crifan/iOSBypassJailbreak: #AtiOSHIhookiEE, SCI AR
AYREEEET P EAIOSREIMENIABRE, 9REFEER,
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URL Scheme

TODO:

o [EfER] IOSKEIAIM: SeiTcydia://furl scheme
o [RERIR] IOSKHARIQN : BEDFTFHFEFFLHIURL scheme

CydiaPrefix

/*
hook url scheme, eg: cydia://
e

hook UIApplication
CydiaPrefix
BOOL canOpenURL (NSURL url
url
bool couldOpen false
bool isCydia false
cfgHookEnable_misc

NSString urlNSStr url absoluteString
urlstr urlNSStr UTF8String

urlStrLower urlstr
urlstrLower
isCydia urlStrLower. CydiaPrefix
urlStrLower
isCydia
isCydia

couldopen false

// couldOpen = %orig(url);
couldOpen orig

couldOpen orig

// for debug
// if (isCydia) {
url
isCydia couldOpen
// }



couldOpen

end
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ST F

TODO:

o [BEf#IR] iIOSTEFERR: strdupikiEThread 1 EXC_BAD_ACCESS code 2 address

[RERR] IOSKFAAIEM: {1t findReallmageCountZ }iEF_dyld_get_image vmaddr_slideit&
B

[Ef#)R] iOSIREE: libsystem malloc.dylib nanov2_allocate from_block VARIANT mp

[Ef#7] i0OSHItweakFopenizfa: Address of overloaded function open does not match required

type void
[Ef&2R] i0SHtweakFopeniihookiREE: %orig requires arguments when hooking variadic

functions

crifan.org, {EFE 24.0EPR(CC BY 4.0)1Y&%5 all right reserved, powered by Gitbook&x /5 & #:
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SXAEFT T

CRREX
TODO:
B TES METHNS

openZR%l

open
TODO:

o [EAfRR] OSSN ZFTFFE: open
o [EfRR] IOSKHAIEN: tweakiFiftr T hookZEiTopeniE X

/*
TODO: maybe need support more version:
int creat(const char *pathname, mode_t mode);
int openat(int dirfd, const char *pathname, int flags);
int openat(int dirfd, const char *pathname, int flags, mode_t mode);
int openat2(int dirfd, const char *pathname, const struct open_how *how, size_t size);
refer:
https://man7.org/linux/man-pages/man2/open.2.html
Y

// https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneO

S/man2/open.2.html
// normally max number of open parameter is 1
MaxSupportArgNum_open 2

path oflag
open path oflag
path. oflag
bool isJbPath false
cfgHookEnable_openFileC_open
isJbPath path
isJbPath

// // for debug: for system() call, temp allow /bin/sh
// if (@ == strcmp(path, "/bin/sh")){

// os_log(0S_LOG_DEFAULT, "hook_open_system: temp allow /bin/sh");
// 1sJbPath = false;
// }

isJbPath

61



path. 1sJbPath
errno  ENOENT
errno
OPEN_FAILED

// Setting up some variables to get all the parameters from open
curPara. paralist MaxSupportArgNum_open
va_list arglList
curParaNum

argList. oflag
// while ((curPara = (mode_t) va_arg(arglList, mode_t))) {

// paraList[curParaNum] = curPara;

// curParaNum += 1;

// os_log(0S_LOG_DEFAULT, "hook_open: [%d] curPara=%d", curParaNum, curPara);
// }

// unsigned int firstArg = va_arg(arglList, mode_t)
// curPara = (mode_t) va_arg(arglList, mode_t);

curPara arglList
// maxium 1is only extra 1 para, so no need while
curPara
paralList curParaNum curPara
curParaNum

curParaNum, curPara
argList
curParaNum. arglList
// return %orig;
openRetValue  OPEN_FAILED
curParaNum

openRetValue path. oflag

isJbPath

cfgHookEnable_openFileC_open . path. oflag. 1isJbPath. openRetValue

curParaNum
mode paralList
// os_log(0S_LOG_DEFAULT, "hook_open: mode=@x%x", mode);
openRetValue path. oflag. mode
isJbPath

cfgHookEnable_openFileC_open . path. oflag. mode. isJbPath. openRetValue

openRetValue

fopen



XAEFT T

TODO:

[EfRIR] IOSREIALM ZFTFFMH: hookSEiTfopen

// https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneO
S/man3/fopen.3.html
FILE filename mode

fopen filename mode
filename. mode
retValue FOPEN_OPEN_FAILED
bool isJbPath false

cfgHookEnable_openFileC_fopen
isJbPath filename
isJbPath
retValue FOPEN_OPEN_FAILED

retValue orig
retValue orig

// for debug
isJbPath
filena
me. mode isJbPath . retValue

retValue

opendir + _ opendir2

/*------------------------------------------------------------------------------

Hook: opendir()

------------------------------------------------------------------------------*/

// NOTES: |l| hook opendir will cause app crash.
// detail log: SubstitutelLog: SubHookFunction: substitute_hook_functions returned SUBSTITUTE_E
RR_FUNC_BAD_INSN_AT_START

//// https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhon
e0S/man3/opendir.3.html

//DIR* opendir(const char *dirname);

//

//%hookf (DIR*, opendir, const char *dirname){

// iosLogInfo("dirname=%s", dirname);
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//// return %orig;
// return %orig(dirname);
//}

// https://opensource.apple.com/source/Libc/Libc-186/gen.subproj/opendir.c.auto.html
// https://opensource.apple.com/source/Libc/Libc-320/include/dirent.h.auto.html

DIR name flags

DIR . __opendir2 name flags
name. flags
DIR openedDir  OPENDIR_FAILED
bool isJbPath false

cfgHookEnable_openFileC___opendir2
isJbPath name
isJbPath
openedDir  OPENDIR_FAILED

// openedDir = %orig(name, flags);
openedDir orig

// openedDir = %orig(name, flags);
openedDir orig

// for debug
isJbPath

ags. 1sJbPath. openedDir

openedDir

accessZ7%l

TODO:

o [RAZR] OSBRI ZFTFF M access RTIEREN

access

/*------------------------------------------------------------------------------

Hook: access()

------------------------------------------------------------------------------*/

name. fl

// https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneO

S/man2/access.2.html
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path amode

access path amode

path. amode

retValue ACCESS_FAILED
bool isJbPath false

cfgHookEnable_openFileC
isJbPath path
isJbPath
isJbPath
errno  ENOENT
errno

retValue ACCESS_FAILED

retValue orig

retValue orig

// for debug

isJbPath. path

isJbPath
path. amode
1sJbPath. retValue
retValue
| S—
faccessat
/*EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

// https://man7.org/linux/man-pages/man2/access.2.html
// https://linux.dle.net/man/2/faccessat
dirfd pathname mode

faccessat dirfd pathname
flags
retInt ACCESS_FAILED

bool 1sJbPath false

cfgHookEnable_openFileC_faccessat

absPath
bool isAbsPath pathname
isAbsPath
isAbsPath

absPath  pathname

mode flags
dirfd. pathname. mode



// 1s relative path
dirfd  AT_FDCWD
AT_FDCWD

// pathname is interpreted relative to the current working directory of the cal
ling process (like access())

// TODO: try get current working directory -> avold caller pass the special pat
h, finnaly is jailbreak path

// eg: current working directory 1is "/usr/xxx/yyy/", then pass in "../../libexe
c/cydia/zzz"

// finnal path 1s "/usr/libexec/cydia/zzz", match jailbreak path: "/usr/libexec
/cydia/", 1is jaibreak path

// but use "../../libexec/cydia/zzz" can not check whether is jailbreak path

// get file path from dir fd
filePath PATH_MAX

bool isGetPathOk dirfd. filePath
1sGetPathOk
1sGetPathOk
fullPath filePath. pathname
fullPath

absPath  fullPath

absPath
isJbPath absPath
absPath. isJbPath
isJbPath
absPath
retInt ACCESS_FAILED

retInt orig

retInt orig

retInt orig

// for debug
isJbPath

cfgHookEnable_openFileC_faccessat . dirfd. pathname. mode. flags
isJbPath. retInt

retInt




realpath

// https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneO
S/man3/realpath.3.html
file_name resolved_name

realpath file_name resolved_name
file_name. resolved_name
resolvedPath  REALPATH_FAILED
bool isJbPath false

cfgHookEnable_openFileC

isJbPath file_name
isJbPath
resolvedPath  REALPATH_FAILED

// resolvedPath = %orig(file_name, resolved_name);
resolvedPath orig

resolvedPath orig

// for debug
isJbPath

flle_name. resolved_name. 1sJbPath. resolvedPath

resolvedPath

statz® %!

TODO:

o [Ef#/R] IOSKRHEIIGN Zstat: ZIFEERESHMMIEENEBESTRATR
o [BEfRIR] IOSKREIKZ stattREMLN GRS FIFMFRESER

o [HoARER] IOSKEIAICMAE thhik A statK £ : stat64

o [EfRR] IOSKHMIRIEN : hookLEid statRERHISZINHLEIFI A=



Path

pathname buf
stat pathname buf
statRet  STAT_FAILED
bool isJbPath false
cfgHookEnable_openFileC
isJbPath pathname

pathname

isJbPath
statRet  STAT_FAILED

statRet orig

statRet orig

// for debug

1sJbPath

statRet

statRet

isJbPath

pathname

isJb

// https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneO

S/ma

n2/lstat.2.html
path buf

lstat path buf
path. buf
lstatRet  STAT_FAILED
bool isJbPath false

cfgHookEnable_openFileC
isJbPath path
isJbPath

isJbPath
lstatRet STAT_FAILED

lstatRet orig



lstatRet orig

// for debug
isJbPath
path isJbPath
lstatRet

lstatRet

// https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneO
S/man2/fstat.2.html

fd buf

fstat fd buf
fd. buf
retInt STAT_FAILED
bool isJbPath false

parsedPath PATH_MAX
parsedPath PATH_MAX

cfgHookEnable_openFileC
// get file path from fd

bool isGetPathOk fd. parsedPath
1sGetPathOk . parsedPath
isGetPathOk
isJbPath parsedPath
isJbPath
isJbPath

retInt STAT_FAILED

retint orig

// can not get path -> can not check 1s jailbreak or not -> not hook
retInt orig

retInt orig

// for debug
isJbPath



XAEFT T

fd. buf
parsedPath isJbPath . retInt
retint
R S—
fstatat
S ——

// https://man7.org/linux/man-pages/man3/fstatat.3p.html
// https://linux.die.net/man/2/fstatat

//int fstatat(int dirfd, const char *pathname, struct stat *buf, int flags);
//int fstatat(int fd, const char *restrict path, struct stat *restrict buf, int flag);

fd pathname buf
fstatat fd pathname
fstatatRet  STATFS_FAILED

bool i1sJbPath false

cfgHookEnable_openFileC
absPath

bool isAbsPath pathname
isAbsPath
isAbsPath
absPath  pathname

// 1s relative path
fd AT_FDCWD
AT_FDCWD

flags

buf flags
fd. pathname. buf flags

// pathname 1s interpreted relative to the current working directory of the cal

ling process (like access())

// TODO: try get current working directory -> avold caller pass the special pat

h, finnaly is jailbreak path

// eg: current working directory 1is "/usr/xxx/yyy/", then pass in "../../libexe

¢/cydia/zzz"

// finnal path is "/usr/libexec/cydia/zzz", match jailbreak path: "/usr/libexec

/cydia/", 1s jaibreak path

// but use "../../libexec/cydia/zzz" can not check whether is jailbreak path

// get file path from dir fd
filePath PATH_MAX
bool isGetPathOk

fd. filePath

1sGetPathOk

1sGetPathOk
fullPath

filePath. pathname
fullPath

70



absPath  fullPath

absPath
isJbPath absPath
absPath. isJbPath
isJbPath
absPath
fstatatRet  STATFS_FAILED

fstatatRet orig

fstatatRet orig

fstatatRet orig

// for debug

isJbPath

fd. pathname. buf flags. 1sJbPath fstatatRet

fstatatRet

statfs

// https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneO
S/man2/statfs.2.html

path buf

statfs path buf
path. buf
statfsRet  STATFS_FAILED
bool isJbPath false

cfgHookEnable_openFileC
isJbPath path
isJbPath

isJbPath
statfsRet STATFS_FAILED

statfsRet orig



statfsRet orig

// for debug

1sJbPath
path
1sJbPath . statfsRet
statfsRet
R E—
fstatfs

// https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneO

S/man2/statfs64.2.html
fd buf

fstatfs fd buf
fd. buf
fstatfsRet  STATFS_FAILED
bool isJbPath false

parsedPath PATH_MAX
parsedPath PATH_MAX

cfgHookEnable_openFileC
// get file path from fd

bool isGetPathOk fd. parsedPath
isGetPathok
isGetPathOk
isJbPath parsedPath
isJbPath
isJbPath

fstatfsRet  STATFS_FAILED

fstatfsRet orig

parsedPath

// can not get path -> can not check 1s jailbreak or not -> not hook

fstatfsRet orig

fstatfsRet orig



// for debug
isJbPath

buf. parsedPath isJbPath . fstatfsRet

fstatfsRet
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syscall

TODO:
o [Ef#R] i0SEhook&kidsyscall B FE: AILSHITENHBREE 123D
o [EfBR] i0SHItweakiF{tEhookF Hisyscall HINi%)3iEAIEMEIL
o [BfR] i0SHItweakiFE{tkLogosk%oright ST B FB 4N {a] FEHEe FF 5 (R £k 1958 )38 R
o [REBR] IOSKHAHN: syscall

syscallfdfork

o [EfRR] IOSKHIAIMN : syscallffork
TODO:
syscallilstatfstat64

TODO:

o [EfRR] IOSKHNAHEMIhooksET : syscallfstatFlstat64

/*EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
Define

// ldefined(PT_DENY_ATTACH)
/*EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
Const
EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE*/
/*EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

Hook: syscall()

------------------------------------------------------------------------------*/

/*
https://www.theiphonewiki.com/wiki/Kernel_Syscalls
TODO: support syscall(access_extended)

Y

// normally max number of syscall parameter is not exceed 8
// refer: https://opensource.apple.com/source/xnu/xnu-4570.1.46/bsd/kern/syscalls.master
MaxSupportArgNum_syscall



number
numb

syscall

syscallRetValue

// Setting up some variables to get all the parameters from syscall

paraPtr. paralist MaxS

char *paraPtr, *paralList[Ma
va_list arglList
curParaNum

//

cfgHookEnable_syscall

// #define SYS_fork
bool isFork SYS_fork
isFork

FORK_FAILED

// #define
bool isOpen
isOpen
//int open(const char

// =>
int open(const char
int open(const char

SYS_open
SYS_open

//
//

//5
_SYSCALL_STUB; }

AUE_OPEN_RWTC

argList. num
fisrtPat
secondFlags
mode_t thirdMode
thirdMode
arglList

/!

Flags thirdMode
bool isJbPath

1sJbPath
errno

ENOENT
syscallRetValue
syscallRetValue

number. isJbPath
syscallRetValu

// #define
bool isPtrace
isPtrace

SYS_ptrace
SYs_ptra

er

upportArgNum_syscall
xSupportArgNum_syscall];

2
number

number. FORK_FAILED

5
number

*path, int oflag, ...);

*pathname, int flags);
*pathname, int flags, mode_t mode);

ALL
ber
h arglList
arglList
va_arg(arglList, mode_t);
arglList
fisrtPath
isJbPath
errno

OPEN_FAILED

number. fisrtPath. secondFlags
fisrtPath. syscallRetValue
e

26
ce number

fisrtPath

thirdMode

{ int open(user_addr_t path, int flags, int mode) NO

second



// https://developer.apple.com/library/archive/documentation/System/Conceptual/ManP
ages_1iPhone0S/man2/ptrace.2.html
// int ptrace(int request, pid_t pid, caddr_t addr, int data);
arglList. number

request argList

pid argList
addr arglList

data arglList
arglList

request. pid. addr. data

PT_DENY_ATTACH request
syscallRetValue PTRACE_FAILED

syscallRetValue request. pld addr. data

request. pld addr. data. syscallRetValue

syscallRetValue
// #define SYS_access 33
bool isAccess SYS_access number
isAccess

// int access(const char *path, int amode);
argList. number

path arglList
amode arglList
arglList
1sAccess. path. amode
bool isJbPath path
isJbPath
isJbPath

syscallRetValue ACCESS_FAILED

syscallRetValue number. path. amode

number. path. amode. isJbPath. syscallRetValue

syscallRetValue
// #define SYS_statfs 157
bool isStatfs SYS_statfs number
isStatfs

// int statfs(const char *path, struct statfs *buf);
argList. number
path arglList
buf arglList
arglList



isStatfs. path. buf
bool isJbPath path
isJbPath
isJbPath
syscallRetValue STATFS_FAILED

syscallRetValue number. path. buf

number. path. buf. 1isJbPath. syscallRetValue

syscallRetValue
// #define SYS_fstatfs 158
bool isFstatfs SYS_fstatfs number
isFstatfs

bool isGetPathOk false
bool isJbPath false
parsedPath PATH_MAX
parsedPath PATH_MAX

// int fstatfs(int fd, struct statfs *buf);
argList. number

fd arglList
buf arglList
arglList
isFstatfs. fd. buf
1sGetPathOk fd. parsedPath
isGetPathOk . parsedPath
isGetPathOk
isJbPath parsedPath
isJbPath
isJbPath

syscallRetValue STATFS_FAILED

syscallRetValue number. fd. buf

// can not get path -> can not check 1s jailbreak or not -> not hook
syscallRetValue number. fd. buf

number. fd. buf. isJbPath. syscallRetValue

syscallRetValue
// #define SYS_stat 188
// #define SYS_stat6e4 338

bool isStat SYS_stat number
bool isState4 SYS_stat64 number
isStat isStat64



//int stat(const char *, struct stat *) __ DARWIN_INODE64(stat);
//1int stat64(const char *, struct stat64 *) _ OSX_AVAILABLE_BUT_DEPRECATED(__MA
C_10_5, __MAC_1@_6, __ IPHONE_NA, __IPHONE_NA);
arglList. number

fisrtPath arglList
secondStat arglList
arglList

isStat. 1sStaté64. fisrtPath. secondStat

bool 1isJbPath fisrtPath
isJbPath
isJbPath
syscallRetValue OPEN_FAILED

// if (isStat){
// struct stat *statInfo = (struct stat *)secondStat;
// syscallRetValue = %orig(number, fisrtPath, statInfo);
// } else if(isStat64){
// struct stat64 *stat64Info = (struct stat64 *)secondStat;
// syscallRetValue = %orig(number, fisrtPath, stat64Info);
// }

syscallRetValue number. fisrtPath. secondStat

number. 1sJbPath. fisrtPath. syscallRetValue

syscallRetValue
// #define SYS_fstat 189
bool isFstat SYS_fstat number
isFstat

bool isGetPathOk false
bool isJbPath false
parsedPath PATH_MAX
parsedPath PATH_MAX

// int fstat(int fd, struct stat *buf);
argList. number

fd arglList
buf arglist
argList
isFstat. fd. buf
isGetPathOk fd. parsedPath
isGetPathOk. parsedPath
1sGetPathOk
isJbPath parsedPath
isJbPath
isJbPath

syscallRetValue STAT_FAILED

syscallRetValue number. fd. buf



syscallRetValue number. fd. buf

number, fd. 1isGetPathOk. parsedPath. isJbPath

syscallRetValue
syscallRetValue
// #define SYS_lstat 190
bool islLstat SYS_lstat number
isLstat

// int lstat(const char* path, struct stat* buf);
argList. number

fisrtPath arglList
secondBuf arglList
arglList
isLstat. fisrtP
ath. secondBuf

bool isJbPath fisrtPath

1sJbPath

isJbPath

syscallRetValue STAT_FAILED

syscallRetValue number. fisrtPath. secondBuf

number. 1isJbPath. fisrtPath. syscallRetValue

syscallRetValue
// #define SYS_fstatat 469
bool isFstatat SYS_fstatat number
isFstatat

bool isJbPath false

// int fstatat(int dirfd, const char *pathname, struct stat *buf, int flags);
argList. number

dirfd arglList
pathname arglList
buf arglist
flags arglList
arglList

isFstatat. dirfd pathname. buf. flags

absPath
bool isAbsPath pathname
isAbsPath
isAbsPath

absPath  pathname



// 1s relative path
dirfd AT_FDCWD
AT_FDCWD

// pathname is interpreted relative to the current working directory of the
calling process (like access())

// TODO: try get current working directory -> avoid caller pass the special
path, finnaly is jailbreak path

// eg: current working directory 1s "/usr/xxx/yyy/", then pass in "../../1l1
bexec/cydia/zzz"

// finnal path is "/usr/libexec/cydia/zzz", match jailbreak path: "/usr/lib
exec/cydia/", is jailbreak path

// but use "../../libexec/cydia/zzz" can not check whether 1s jallbreak path

// get file path from dir fd
filePath PATH_MAX

bool isGetPathOk

dirfd. filePath

1sGetPathOk
isGetPathOk
fullPath filePath. pathname
fullPath
absPath  fullPath
absPath
isJbPath absPath
absPath. 1isJbPath
isJbPath
absPath
syscallRetValue STATFS_FAILED
syscallRetValue number. dirfd. pathname. buf. flags
syscallRetValue number. dirfd. pathname. buf. flags
number. dirfd. pathname. buf. flags. 1sJbPath
syscallRetValue
syscallRetValue
argList. number
paraPtr arglList
// while ((paraPtr = (char *) va_arg(arglList, char *))) {

paralList curParaNum
curParaNum

paraPtr

curParaNum. paraPtr



//

//
//
//

//
/117
//
//

paras

argList

iosLogDebug("argList=%{public}s", arglList);

return %orig;

return %orig(number, ...);

int retValue

int retValue
int retValue

return retValu

paraNum cu

paraNum
syscallRetVa

paral

syscallRetVa

paral
para2

syscallRetVa

paral
para2
para3

syscallRetVa

paral
para2
para3
para4

syscallRetVa

paral
para2
para3
paraé
paras

syscallRetVa

paral
para2
para3
parad
para5
paraé

%orig();

curParaNum

callOoriginSyscall(number, curParaNum, paralList);
= calloriginSyscall(number, curParaNum, (void *)paralList);
iosLogDebug("retValue=%d", retValue);

e;

rParaNum

lue
paraNum
paralList

lue

paraNum
paralList
paralList

lue

paraNum
paralList
paralList
paralList

lue

paraNum
paralList
paralList
paralList
paralList

lue

paraNum
paralList
paralList
paralList
paralList
paralList

lue

paraNum
paralList
paralList
paralList
paralList
paralList
paralList

number

paral
number. paral

paral. para2
number. paral. para2

paral. para2 para3
number. paral para2. para3

paral. para2 para3. para4
number. paral para2. para3, parad

paral, para2. para3. parad

number. paral para2. para3. parad. paras



paral para2 para3
para4. para5 paraé
syscallRetValue number. paral. para2. para3. para4. para5. paraé
paraNum
paral paralList
para2 paralList
para3 paralList
para4d paralList
para5 paralList
paraé paralList
para7 paralList

paral. pa
ra2. para3. para4. para5 paraé. para7
syscallRetValue number. paral. para2. para3. para4. para5 para6. para7
paraNum
paral paralList
para2 paralList
para3 paralList
parad paralList
para5 paralList
paraé paralList
para7 paralList
para8 paralList
paral. para2. para3. para4 para5. para6. para7. para8
syscallRetValue number. paral. para2. para3. para4 para5. para6. para7. para8
paraNum
paral paralList
para2 paralList
para3 paralList
parad paralList
para5 paralList
paraé paralList
para7 paralList
para8 paralList
para9 paralList
paral. para2. para3. para4 para5 para6. para7. para8 paraS
syscallRetValue number. paral. para2. para3. para4 para5. para6. para7. paras

para9

number. syscallRetValue
syscallRetValue

{ S—
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TODO:

o Bl (&) FiAXLI
o [RARR] IOSKHFAIM : svc 0x80 call
o [FRARR] IOSRHMIAENZ: svc 0x80fJopen
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SXAEFT T

iIOSPRIEN

NSFileManager

TODO:

o [BfRR] IOSKEAM: NSFileManagerfifileExistsAtPath

/¥==s=========sss=s====ss=ssssssssssssssssssssssssssssssssssssssssssssssssssssss
Hook: NSFileManager
=s====sss===sssss=sssss=s=sssss=sssssss=sssssssssssssssssssssssssssssssssssssssss¥/
//@interface NSFileManager (TweakMethods)

//+ (BOOL) isJaillbreakPath_10S: (NSString*)curPath;

//@end

hook NSFileManager

///* Common Util Function */

//

//%new

//+ (BOOL) isJailbreakPath_i0S: (NSString*)curPath{

////- (BOOL) isJailbreakPath_10S: (NSString*)curPath{

// BOOL isJbPath = FALSE;

//

// if (NULL I= curPath){

// const char* curPathStr = [curPath UTF8String];

111/ isJbPath = isJailbreakPath(curPathStr);

// const char* FILE_PREFIX = "file://";

//

//// const char* pathNoFilePrefix = removeHead(curPathStr, FILE_PREFIX);
// char* toFreePtr = NULL;

// const char* pathNoFilePrefix = removeHead(curPathStr, FILE_PREFIX, &toFreePtr);
//

// isJbPath = isJailbreakPath(pathNoFilePrefix);

//

/1117 free(pathNoFilePrefix);

/1117 if (NULL |= toFreePtr) {

// losLogDebug("now to free: toFreePtr=%p", toFreePtr);

// free(toFreePtr);

111/ }

// }

// losLogDebug("curPath=%{public}@ -> isJbPath=%s", curPath, boolToStr(isJbPath));
// return 1sJbPath;

/1}
NSArray NSString contentsOfDirectoryAtPath (NSString path error (NSError _Nullable
error
path error
NSArray NSString retContentList

BOOL isJbPath  FALSE



cfgHookEnable_openFileiOS

path
isJbPath JailbreakiOs isJailbreakPath_i0S
isJbPath
retContentList
// retContentList = ¥orig(path, error);
retContentList orig
retContentList orig
// for debug
isJbPath
error . 1isJbPath. retContentlList
retContentList

BOOL fileExistsAtPath (NSString path
path

bool isExists  FALSE

BOOL isJbPath FALSE

cfgHookEnable_openFileiOS

path
isJbPath JailbreakiOS isJailbreakPath_i0S
isJbPath
isExists  FALSE
// 1sExists = %orig(path);
1sExists orig
isExists orig

// for debug

isJbPath

1sExists

isExists

BOOL fileExistsAtPath (NSString

path isDirectory (BOOL

path

path

path

path isJbPath

isDirectory

path. 1sDirectory

BOOL isJbPath
BOOL 1sExists

FALSE
FALSE



cfgHookEnable_openFileiOS
path
isJbPath JailbreakiOS isJailbreakPath_i0S path
isJbPath
isExists  FALSE

// isExists = %orig(path, isDirectory);
1sExists orig

isExists orig

// for debug

isJbPath
path. 1isDir
ectory isJbPath isExists
isExists
end
| Y
NSURL

hook NSURL

BOOL checkResourceIsReachableAndReturnError (NSError _Nullable  error
NSString curUrlStr self absoluteString
curlrlStr. error
BOOL isJbPath  FALSE
BOOL isReachable  FALSE

cfgHookEnable_openFileiOS

isJbPath JallbreakiOS isJailbreakPath_i0S curUrlStr
isJbPath
isReachable  FALSE

// isReachable = %orig(error);
isReachable orig

isReachable orig

// for debug



isJbPath
curUrlstr
error 1sJbPath isReachable

isReachable

end
J E—
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iIOSPRIEN
TODO:

[EfRR] IOS/KHAEN ZIOSEEES Nprivatefhook&5eid

A g K
T HERE
bool path
bool NSString pathNs
bool NSURL wurl
/*EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE

// /private/testWriteToFile.txt -> true
// /private/var/mobile/Containers/Data/Application/EEFACEA4-2ADB-4D25-9DB4-B5D643EA8943/Documen
ts/bd.turing/ -> false
bool path
Path_Private
Path_FilePrivate

bool shouldHook false

purePath path
path. purePath
bool isStartWithPrivate purePath. Path_Private
bool isStartWithFilePrivate purePath. Path_FilePrivate
isStartWithPrivate
isStartWithFilePrivate
isStartWithPrivate isStartWithFilePrivate
// 1is /private/ path
pathNoPrivateHead
// int origMallocStrPointerMovePrevLen = @;
toFreeRemoveHeadPathPrivate
toFreeRemoveHeadPathFilePrivate
isStartWithPrivate
// pathNoPrivateHead = removeHead(purePath, Path_Private);
// origMallocStrPointerMovePreviLen = strlen(Path_Private);
pathNoPrivateHead purePath. Path_Private. toFreeRemoveHeadPathPrivate
isStartWithFilePrivate
// pathNoPrivateHead = removeHead(purePath, Path_FilePrivate);
// origMallocStrPointerMovePrevLen = strlen(Path_FilePrivate);
pathNoPrivateHead purePath. Path_FilePrivate toFreeRemoveHeadPathFil

ePrivate



// losLogDebug("purePath=%s -> pathNoPrivateHead=%s, origMallocStrPointerMovePrevLen=%d"
, purePath, pathNoPrivateHead, origMallocStrPointerMovePrevLen);

purePath. pathNoPrivateHead toFreeRemoveHeadPathPrivate toFre
eRemoveHeadPathFilePrivate

// testWriteToFile.txt
// var/mobile/Containers/Data/Application/EEFACEA4-2ADB-4D25-9DB4-B5D643EA8943/Document
S/ XXX
pathNoPrivateHead
foundSlash pathNoPrivateHead
foundSlash
foundSlash
// var/mobile/Containers/Data/Application/EEFACEA4-2ADB-4D25-9DB4-B5D643EA8943/
Documents/xxx
shouldHook false

// testWriteToFile.txt
shouldHook true

// free(pathNoPrivateHead); // will crash |!!
// char* toFreePtr = pathNoPrivateHead - origMallocStrPointerMovePrevien;
// losLogDebug("pathNoPrivateHead=%p, toFreePtr=%p", pathNoPrivateHead, toFreePtr);
// free(toFreePtr);
toFreeRemoveHeadPathPrivate
toFreeRemoveHeadPathPrivate
toFreeRemoveHeadPathPriv
ate

toFreeRemoveHeadPathFilePrivate
toFreeRemoveHeadPathFilePrivate
toFreeRemoveHeadPath
FilePrivate

shouldHook false

// not /private/ path
shouldHook false

purePath

// for debug
shouldHook
path shouldHook
// /private/testWriteToFile.txt

// // for debug
// shouldHook = false;



shouldHook

bool

NSString pathNs

pathStr pathNs UTF8String
BOOL shouldHook pathStr
// // for debug
// shouldHook = false;
pathNs shouldHook
shouldHook
bool NSURL wurl

NSString urlNSStr url absoluteString
urlstr urlNSStr UTF8String
BOOL shouldHook urlstr

// // for debug
// shouldHook = false;

url shouldHook
shouldHook
| S—
NSString
hook NSString
BOOL writeToFile (NSString path atomically (BOOL useAuxiliaryFile
BOOL isWriteOk  FALSE
cfgHookEnable_writeFileiOS
path
isWriteOk  FALSE
path isWriteOk
// isWriteOk = %orig(path, useAuxiliaryFile);
isWriteOk orig
// isWriteOk = %orig(path, useAuxiliaryFile);
isWriteOk orig
cfgHookEn
able_writeFileiOS . path useAuxiliaryFile isWriteOk



isWriteOk

BOOL writeToFile (NSString path atomically (BOOL useAuxiliaryFile encoding (NSStringEncodi
ng enc error (NSError error
path useAuxiliar
yFile . enc error
BOOL isWriteOk  FALSE

cfgHookEnable_writeFilelOS
path
isWriteOk  FALSE
path isWriteOk

// isWriteOk = %orig(path, useAuxiliaryFile, enc, error);
isWriteOk orig

// isWriteOk = %orig(path, useAuxiliaryFile, enc, error);
isWriteOk orig

cfgHookEnable_writeFileiOS . path useAuxiliaryFile . enc error
isWriteOk
isWriteOk

BOOL writeToURL (NSURL url atomically (BOOL atomically
BOOL isWriteOk  FALSE

cfgHookEnable_writeFileiOS
url
isWriteOk  FALSE
url isWriteOk

// isWriteOk = %orig(url, atomically);
isWriteOk orig

// isWriteOk = %orig(url, atomically);
isWriteOk orig

cfgHookEnable_wr
iteFileiOS . url atomically isWriteOk
isWriteOk

BOOL ‘writeToURL (NSURL url atomically (BOOL useAuxiliaryFile encoding (NSStringEncoding en
c error (NSError error
BOOL isWriteOk  FALSE

cfgHookEnable_writeFilei0S
url
isWriteOk  FALSE
url isWriteOk



// isWriteOk = %¥orig(url, useAuxiliaryFile, enc, error);
isWriteOk orig

// isWriteOk = %¥orig(url, useAuxiliaryFile, enc, error);
isWriteOk orig

cfgHookEnable_writeFileiOS . url useAuxiliaryFile . enc error
isWriteOk
isWriteOk
end
Kl ]
NSData
/*EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
Hook: NSData
hook NSData
BOOL writeToURL (NSURL url atomically (BOOL atomically
BOOL isWriteOk  FALSE
cfgHookEnable_writeFileiOS
url
isWriteOk  FALSE
url isWriteOk

// isWriteOk = %orig(url, atomically);

isWriteOk orig
// isWriteOk = %orig(url, atomically);

isWriteOk orig
cfgHookEnable_wr

iteFileiOS . url atomically isWriteOk

isWriteOk

//- (BOOL)writeToFile: (NSString *)path options:(NSDataWritingOptions)writeOptionsMask error: (NS
Error **)errorPtr{

BOOL writeToFile (NSString path options (NSDataWritingOptions writeOptionsMask error (NSEr
ror error

BOOL isWriteOk  FALSE

cfgHookEnable_writeFilei0S
path
isWriteOk  FALSE
path isWriteOk



// isWriteOk = %orig(path, writeOptionsMask, error);
isWriteOk orig

// isWriteOk = %orig(path, writeOptionsMask, error);
isWriteOk orig

cfgHookEnable_writeFileiO0S . path. writeOptionsMask error

isWriteOk

isWriteOk

//- (BOOL)writeToURL:(NSURL *)url options:(NSDataWritingOptions)writeOptionsMask error:(NSError

**)errorPtr{

BOOL writeToURL (NSURL url options (NSDataWritingOptions writeOptionsMask error (NSError

error
BOOL isWriteOk  FALSE

cfgHookEnable_writeFileiOS

url
isWriteOk  FALSE
url isWriteOk
// isWriteOk = %orig(url, writeOptionsMask, error);
isWriteOk orig
// isWriteOk = %orig(url, writeOptionsMask, error);
isWriteOk orig
cfgHookEnable_writeFileiOS = url. writeOptionsMask error isWriteOk
isWriteOk
end
Kl I

NSArray

/*------------------------------------------------------------------------------

Hook: NSArray

------------------------------------------------------------------------------*/

hook NSArray

BOOL writeToFile (NSString path atomically (BOOL useAuxiliaryFile
BOOL isWriteOk  FALSE

cfgHookEnable_writeFilei0S
path
isWriteOk  FALSE



// isWriteOk
isWriteOk orig

// isWriteOk
isWriteOk orig

able_writeFileiOS . path
isWriteOk

BOOL 'writeToURL (NSURL
BOOL isWriteOk  FALSE

cfgHookEnable_writeFileiOS
url

isWriteOk  FALSE

// isWriteOk = %orig(url, atomically);

isWriteOk orig

// isWriteOk = %orig(url, atomically);
isWriteOk orig

iteFileios . url
isWriteOk

atomically

BOOL writeToURL (NSURL
BOOL isWriteOk  FALSE

url error (NSError

cfgHookEnable_writeFilei0S
url

isWriteOk  FALSE

// isWriteOk = %orig(url, error);
isWriteOk orig

// isWriteOk = %orig(url, error);
isWriteOk orig

ileiOS . url
isWriteOk

error

end

%orig(path, useAuxiliaryFile);

%orig(path, useAuxiliaryFile);

useAuxiliaryFile

url atomically (BOOL atomically

isWriteOk

error

isWriteOk

path isWriteOk

cfgHookEn
isWriteOk
url isWriteOk
cfgHookEnable_wr
url isWriteOk

cfgHookEnable_writeF



NSDictionary

hook NSDictionary

BOOL writeToFile (NSString path atomically (BOOL useAuxiliaryFile
BOOL isWriteOk  FALSE

cfgHookEnable_writeFileiOS

path
isWriteOk  FALSE
path isWriteOk
// isWriteOk = %orig(path, useAuxiliaryFile);
isWriteOk orig
// isWriteOk = %orig(path, useAuxiliaryFile);
isWriteOk orig
cfgHookEn
able_writeFileiOS . path useAuxiliaryFile isWriteOk
isWriteOk
BOOL writeToURL (NSURL url error (NSError error
BOOL isWriteOk  FALSE
cfgHookEnable_writeFileiOS
url
isWriteOk  FALSE
url isWriteOk

// isWriteOk = %orig(url, error);
isWriteOk orig

// isWriteOk = %orig(url, error);
isWriteOk orig

cfgHookEnable_writeF
ileiOS = url error isWriteOk
isWriteOk

BOOL 'writeToURL (NSURL url atomically (BOOL atomically
BOOL isWriteOk  FALSE

cfgHookEnable_writeFilei0S
url
isWriteOk  FALSE
url isWriteOk



// isWriteOk = %orig(url, atomically);
isWriteOk orig

// isWriteOk = %orig(url, atomically);
isWriteOk orig

iteFileiOS . url atomically isWriteOk
isWriteOk

end

NSFileManager

hook NSFileManager

BOOL removeItemAtPath (NSString path error (NSError error
BOOL isDeleteOk  FALSE

cfgHookEnable_writeFileiOS

path
isDeleteOk  FALSE
path
// isDeleteOk = %orig(path, error);
isDeleteOk orig
// isDeleteOk = %orig(path, error);
isDeleteOk orig
FileiOS . path error 1sDeleteOk
isDeleteOk
//- (BOOL)removeItemAtURL:(NSURL *)URL error:(NSError **)error {
BOOL ' removeItemAtURL (NSURL url error (NSError error
BOOL isDeleteOk  FALSE
cfgHookEnable_writeFilei0S
url
isDeleteOk  FALSE
url
// isDeleteOk = %orig(url, error);

isDeleteOk orig

cfgHookEnable_wr

isDeleteOk

cfgHookEnable_write

isDeleteOk



// isDeleteOk = %orig(url, error);
isDeleteOk orig

cfgHookEnable_writeF
ileiOS = url error isDeleteOk
1sDeleteOk

end
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name
DYLD_INSERT_LIBRARIES

getenv name
// char* getenvRetStr = %orig(name);
getenvRetStr orig

cfgHookEnable_misc
// losLogDebug("name=%s", name);
// NSLog(@"getenv name");

// "_CFXNOTIFICATIONREGISTAR2_ENABLED" will cause crash

name
// if (IstrStartsWith(name, "_")){
// losLogInfo("not start with '_', name=%s", name);

name

name. DYLD_INSERT_LIBRARIES
name. getenvRetStr
getenvRetStr

name
name. getenvRetStr

getenvRetStr

crifan.org, {£FAE24.0EFR(CC BY 4.0)i11% & %0 all right reserved, powered by Gitbookax 5 E#:
2022-11-06 16:08:55


https://creativecommons.org/licenses/by/4.0/deed.zh

STAFR
TODO:

o [EfRR] IOSKBIDN: S5 FIHIEL

sysctl
/*EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
Hook: sysctl
name. u_int namelen oldp oldlenp newp
sysctl name. u_int namelen oldp oldlenp
ewlen
oldp. oldlenp. newp. newlen
// int sysctlRet = SYSCTL_FAIL;
// sysctlRet = %orig(name, namelen, oldp, oldlenp, newp, newlen);
sysctlRet orig
cfgHookEnable_sysctl_sysctl
// for Anti-Debug
bool isGetpid name CTL_KERN name KERN_PROC name
isGetpid
info
info oldp
oldPFlag info kp_proc. p_flag
info kp_proc p_flag P_TRACED

newPFlag info kp_proc p_flag

name. namelen
len isGetpid . oldPFlag. newPFlag. sysctlRet

sysctlRet

1

newlen

newp n

name. namelen

KERN_PROC_PID

oldp. oldlenp. newp. new

sysctinametomib



// https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneO
S/man3/sysctlnametomib.3.html
name mibp sizep

sysctlnametomib name mibp sizep
// losLogInfo("name=%p, mibp=%p, sizep=%p", name, mibp, sizep);
retInt SYSCTL_FAIL
retInt orig
name. mibp. sizep. retint
retInt
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system

TODO:

o [EfRR] IOSKBIRIEN: system()
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DR TR MY
TODO:

o [EfRR] IOSKBARIEN : fork()FHFZENDFETTEE AL
o [EfRR] IOSKRBIRIEN: fork()AIhookSET

fork
retForkValue FORK_FAILED
cfgHookEnable_misc

retForkValue FORK_FAILED
retForkValue orig

retForkvalue
retForkValue
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_dyld&%l

TODO:

o [BfRR] IOSKEHIM: i1t findReallmageCountZ{ A _dyld_get image vmaddr_slideitE
B

[EfER] iIOS/K#ARIEM: dyld_image countfl_dyld get image nameiR[Elhook/GHI{E
[EfRR] IOS/KEAAIEN: @lfalhooksed_dyld_image_countfl_dyld_get image name

[EfER] IOSKHARIEN: it findReallmageCountZ }iEF_dyld_get_image vmaddr_slideit&
B

[EfRR] IOSKESAHEM: dyld_get image_namefghook&eid

[EfER] iIOSKHARHEM: dyld_image countfl_dyld_get image_name¥{ 9% i@hookiZ4E
[EfER] iIOS/KHAAHEN : dyldf_dyld_image_count®l_dyld_get_image _name

[Ef&R] iIOSKMAHM : dyld_register_func_for_add_image#l
_dyld_register_func_for_remove_image

[EfFR] RESMDMNHRE: fitdyldihookiZ4E

X TRERE

Hook: _dyld_image_count(), _dyld_get_image_name(), _dyld_get_image_header(), _dyld_get_image_vm
addr_slide()

/*

https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhone0S/m

an3/dyld.3.html
_dyld_image_count,
_dyld_get_image_header,
_dyld_get_image_vmaddr_slide,
_dyld_get_image_name,
_dyld_register_func_for_add_image,
_dyld_register_func_for_remove_image,
NSVersionOfRunTimeLibrary,
NSVersionOfLinkTimeLibrary,
_NSGetExecutablePath

*/

//uint32_t orig__dyld_image_count(void);

//uint32_t _logos_orig$_ungrouped$_dyld_image_count(void);
//uint32_t (*_logos_orig$_ungrouped$_dyld_image_count)(void);
//static uint32_t (*_logos_orig$_ungrouped$_dyld_image_count)(void);

image_index
image_index
image_index



func mh vmad

dr_slide
func mh v
maddr_slide
libraryName
libraryName
buf bufsize

IMAGE_INDEX_FAKE_END  IMAGE_INDEX_FAKE_START  IMAGE_INDEX_MAX_VALID_NUMBER

// Global Variable

gorigImageCount

gHookedImageCount

gRealOrigImageCount // after hooked, image name/header/slide got hooked image count -
> so need find real original image count

glbDylibIdxList
glbDylibIdxListLen

gHookedImgIdxList
gHookedImgIdxListLen

origImageIndex
fakeImgIdx origImageIndex IMAGE_INDEX_FAKE_START
origImageIndex. fa

keImgIdx

fakeImgIdx

bool curImageIndex
bool isFakeIdx curImageIndex IMAGE_INDEX_FAKE_START curImageIndex  IMAGE_INDEX_F
AKE_END
curImageIndex isFakeIdx
isFakeIdx
fakeImgageIndex

realImageIndex fakeImgageIndex IMAGE_INDEX_FAKE_START
fakeImgageIndex. reallmageIndex

realImageIndex
imgIdxList
imgIdxList
imgIdxList
curListIdx

curldxValue DYLD_IMAGE_INDEX_INVALID
curldxValue imgIdxList curListIdx
DYLD_IMAGE_INDEX_INVALID curldxValue
curListIdx. curldxValue



DYLD_IMAGE_INDEX_INVALID curldxValue
curListIdx. curIdxValue

curListIdx
curIdxValue imgIdxList curListIdx

listCount curListIdx
listCount

origImageCount outJbDylibIdxList jbDylibIdxL

istLen
origImageCount

intSize
mallocCount IMAGE_INDEX_MAX_JAILBREAK

mallocSize intSize mallocCount
intSize. mallocCount. mallocSize

curListIdx
jbDylibIdxList mallocSize
jbDylibIdxList
jbDylibIdxList
origImgldx origImgIdx origImageCount origImgIdx
fakeImgIdx origImgIdx
origImgIdx. fakeImgIdx
curImageName fakeImgIdx
curImageName
bool isJbDylib curImageName
1sJbDylib
1sJbDylib

jbDylibIdxList curListIdx origImgIdx
cu

rImageName. origImgIdx. curListIdx jbDylibIdxList curListIdx
curListIdx

curListCount curListIdx

jbDylibIdxListLen

jbDylibIdxListLen curListCount
jbDylibIdxListLen

curListEndIdx curListCount

JbDylibIdxList curListEndIdx|  DYLD_IMAGE_INDEX_INVALID
curListEndIdx. jbDylibIdxList curListEndI

dx



jbDylibIdxList

outJbDylibIdxList
// Note: here for @ jailbreak dylib, also means get OK
outlbDylibIdxList  jbDylibIdxList

origImageCount. outJbDylibIdxList outJbDylibIdxList outJlbDylib
IdxList jbDylibIdxList JjbDylibIdxListLen jbDylibIdxListLen

// init for _dyld_image_count and related
cfgCurDyldHookType DYLD_HOOK_COMPLEX
gorigImageCount. gJlbDylibIdxList. gJbDylibIdxListLen
gHookedImageCount  gOrigImageCount gJbDylibIdxListLen

gorigImageCount. gJbDylibIdxList gJbDylibIdxListLen. gHookedImageCount

jbDylibIdxList jbDylibIdxListLen origIm
gageCount outHookedImgIdxList outHookedImgIdxListLen
hookedImgIdxList origImgageCount
curListIdx
curImgIdx curImgIdx origImgageCount: curImgIdx
bool isJbDylibIdx false
jbDylibIdxListLen
1sJbDylibIdx curImgIdx. JbDylibIdxList. jbDylibIdxListLen
curImgIdx 1sJbDylibIdx
1sJbDylibIdx
hookedImgIdxList curListIdx curImgIdx
curListIdx

hookedImgIdxListLen curListIdx
// set end
hookedImgIdxListEndIdx hookedImgIdxListLen
hookedImgIdxList hookedImgIdxListEndIdx DYLD_IMAGE_INDEX_INVALID

hookedImgIdxList
// return result

outHookedImgIdxList hookedImgIdxList
outHookedImgIdxListLen hookedImgIdxListLen

outHookedImgIdxList  outHookedImgIdxList. outHookedImgIdxListLen



curorigCount
curOrigCount gorigImageCount
curOrigCount. gOrigImageC
ount
gorigImageCount curOrigCount

bool foundJbLib gibDylibIdxList gibDylibIdxListLen
foundJbLib
glbDylibIdxList gJbDylibIdxListLen. gOrigImageCount
gHookedImgIdxList  gHookedImgIdxListLen

// static int hookedToOrigImageIndex(int hookedImageIndex, int* jbDylibIdxList, int jbDylibIdxL
istLen, int origImgageCount){
hookedImageIndex
origImgIdx  DYLD_IMAGE_INDEX_INVALID

// int* hookedImgIdxList = NULL;

// int hookedImgIdxListlLen = @;

// generateHookedImageIndexList(jbDylibIdxList, jbDylibIdxListLen, origImgageCount, &hookedI
mgIdxList, &hookedImgIdxListLen);

// int hookedImgIdxListMaxIdx = hookedImgIdxListLen - 1;
hookedImgIdxListMaxIdx  gHookedImgIdxListLen
hookedImgIdxListMaxIdx

hookedImageIndex hookedImgIdxListMaxIdx
// origImgIdx = hookedImgIdxList[hookedImageIndex];
origImgIdx gHookedImgIdxList hookedImageIndex
hookedI
mageIndex. hookedImgIdxListMaxIdx. origImgIdx

origImgIdx  DYLD_IMAGE_INDEX_INVALID
hookedIm
ageIndex. hookedImgIdxListMaxIdx. origImgIdx

// 1f (NULL |= hookedImgIdxList){
// free(hookedImgIdxList);
/]}

origImgIdx

realImageCount
hookedImageCount
// int origImageCount

orig__dyld_image_count();
hookedImageCount



_dyldZ&7|

// find real count
curImgIdx hookedImageCount

// use: _dyld_get_image_vmaddr_slide

retSlide curImgIdx
curImgIdx. retSlide
DYLD_IMAGE_SLIDE_INVALID retSlide
curImgIdx
retSlide curImgIdx
curImgIdx. retSlide

// // use: _dyld_get_image_name

// const char* retImgName = _dyld_get_image_name(generateFakeImageIndex(curImgIdx));
// losLogDebug("[#d] -> retImgName=%s", curImgIdx, retImgName);

// while(NULL |= retImgName){

// ++curImgIdx;

// retImgName = _dyld_get_image_name(generateFakeImageIndex(curImgIdx));
// iosLogDebug("[%d] -> retImgName=%s", curImgldx, retImgName);
/]}

// // use: _dyld_get_image_header

// const struct mach_header* retImgHeader = _dyld_get_image_header(generateFakeImageIndex(cu
rImgIdx));

// losLogDebug("[%d] -> retImgHeader=%p", curImgldx, retImgHeader);

// while(NULL |= retImgHeader){

// ++curImgIldx;

// retImgHeader = _dyld_get_image_header(generateFakeImageIndex(curImgldx));

// iosLogDebug("[%d] -> retImgHeader=%p", curImgIdx, retImgHeader);

//}

realImageCount curImgldx
realImageCount
realImageCount

// 1f (gRealOrigImageCount <
// // invalid, need reinit

// gRealOrigImageCount = findRealImageCount();

// losLogInfo("gRealOrigImageCount=%d", gRealOrigImageCount);
//}

0) {

curOrigCount 1

curHookedImageCount

glbDylibIdxListLen ©

curOrigCount curHookedImageCount gJbDylibIdxListLen

curOrigCount

curHookedIma
geCount. glbDylibIdxListLen. curOrigCount

curOrigCount gorigImageCount
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curorigCo
unt. gOrigImageCount

curOrigCount

gorigImageCount. gHookedImgIdxList gHookedImgIdxListLen

glbDylibIdxList gJbDylibIdxListLen gHookedImgIdxList gHookedImgIdxListLen

gJlbDylibIdxList gJlbDylibIdxListLen
curorigCount
gHookedImgIdxList gHookedImgIdxListLen

glbDylibIdxList gJbDylibIdxListLen. curOrigCount. gHo
okedImgIdxList. gHookedImgIdxListLen

hookedImageIndex
hookedImageIndex

origImgIdx  DYLD_IMAGE_INDEX_INVALID

// uint32_t origImageCount_byLogos = (*_logos_orig$_ungrouped$_dyld_image_count)();
// os_log(0S_LOG_DEFAULT, "hook_dyld getOrigImageIndex: origImageCount_bylLogos=%d", origImag
eCount_bylLogos);

// uint32_t origImageCount = findRealImageCount();
// iosLogDebug("origImageCount=%d", origImageCount);
//

// int* jbDylibImgIdxList = NULL;

// int jbDylibImgIdxListlLen = -1;

// getJbDylibImgIdxList(origImageCount, &jbDylibImgIdxList, &JbDylibImgIdxListLen);

// losLogDebug("jbDylibImgIdxList=%p,jbDylibImgIdxListLen=%d", jbDylibImgIdxList, jbDylibImg
IdxListLen);

// if (JbDylibImgIdxListLen > @){

gJbDylibIdxListLen

// check input image index validation

// int origImgMaxIdx = origImageCount - 1;

// int origImgMaxIdx = gRealOrigImageCount - 1;
origImgMaxIdx gOrigImageCount

// int hookedImgMaxIdx = origImgMaxIdx - jbDylibImgIdxListLen;
hookedImgMaxIdx origImgMaxIdx gJbDylibIdxListLen

origImgMaxIdx
hookedImgMaxIdx. hookedImageIndex
hookedImageIndex hookedImgMaxIdx
// invalid
h

ookedImageIndex. hookedImgMaxIdx



origImgIdx  DYLD_IMAGE_INDEX_INVALID

// valid
// origImgIdx = hookedToOrigImageIndex(hookedImageIndex, jbDylibImgIdxList, jbDylibI

mgIdxListLen, origImageCount);
origImgIdx hookedImageIndex

// no jailbreak dylib image index list
origImgIdx hookedImageIndex

hookedImageIndex. origImgIdx

// if (NULL |= jbDylibImgIdxList){
// free(jbDylibImgIdxList);

/1}

origImgldx

inputImageIndex
inputImageIndex

realorOrigImgIdx  DYLD_IMAGE_INDEX_INVALID

bool isFakeImgIdx inputImageIndex
isFakeImgIdx
isFakeImgIdx
realorOrigImgIdx inputImageIndex
realorOrigImgIdx inputImageIndex
inputImageIndex. realOrOrigImgIdx
realOrorigImgIdx

_dyld_image_count

_dyld_image_count
// losLogDebug();

origCount
retImageCount

cfgHookEnable_dyld
origCount
origCount

retImageCount origCount



cfgCurDyldHookType DYLD_HOOK_COMPLEX

// int* jbDylibIdxList = NULL;

// int jbDylibIdxListLen = -1;

// getJIbDylibImgIdxList(origCount, &jbDylibIdxList, &JjbDylibIdxListLen);

// losLogDebug("jbDylibIdxList=%p, jbDylibIdxListlLen=%d", JbDylibIdxList, jbDylibIdx
ListLen);

// retImageCount = origCount - jbDylibIdxListlLen;

//

// 1f(NULL |= JbDylibIdxList){

// free(jbDylibIdxList);

// }

origCount

// 1f ((NULL == gHookedImgIdxList) || (gHookedImgIdxListLen <= @)) {

// generateHookedImageIndexList(glbDylibIdxList, glbDylibIdxListLen, origCount,
&gHookedImgIdxList, &gHookedImgIdxListLen);

/1}

retImageCount gHookedImageCount

// retImageCount = gOrigImageCount;

origCount
retImageCount origCount

cfgHookEnable_dyld . origCount
retImageCount
retImageCount

A —

_dyld_get image _name

_dyld_get_image_name image_index
image_index
retImgName

cfgHookEnable_dyld
cfgCurDyldHookType DYLD_HOOK_COMPLEX

realOrOrigImgIdx image_index
bool isvalidImgIdx realOrOrigImgIdx
isvValidImgIdx
imgName realOrOorigImgIdx
image_index. realOrOrigImgIdx isValidImgIdx . imgName

retImgName imgName

image_1i
ndex
retImgName



firstImgName

randomDylibName
imgName image_index
bool 1isJbDylib imgName
1sJbDylib
cfgCurDyldHookType DYLD_HOOK_SIMPLE_NULL
retImgName
cfgCurDyldHookType DYLD_HOOK_SIMPLE_FIRST

firstImgName

// normally is app self
// eg: /private/var/containers/Bundle/Application/B6327617-9ED7-4DED-AFAC-4D
9C92D82377/Aweme.app/Aweme

retImgName firstImgName

cfgCurDyldHookType  DYLD_HOOK_SIMPLE_RANDOM_NAME

randomName

randomDylibName randomName

retImgName randomDylibName

retImgName  imgName
// for debug

1sJbDylib

image_index. imgName
1sJbDylib . firstImgName. randomDylibName  retImgName

retImgName image_index

cfgHookEnable_dyld . im
age_index. retImgName
retImgName

_dyld_get image header

_dyld_get_image_header image_index
image_index
// return %orig;
retMachHeader

cfgHookEnable_dyld
cfgCurDyldHookType DYLD_HOOK_COMPLEX

realorOrigImgIdx image_index
bool isvalidImgIdx realOrOrigImgIdx

isValidImgIdx

retMachHeader realOororigImgIdx

image_1i
ndex



retMachHeader

image_index. realOrOrigImgIdx isValidImgldx . retMachHeader
bool isJbDylib false
firstImgHeader
imageName image_index
imageName
retMachHeader
1sJbDylib imageName
1sJbDylib
cfgCurDyldHookType DYLD_HOOK_SIMPLE_NULL
retMachHeader
cfgCurDyldHookType DYLD_HOOK_SIMPLE_FIRST cfgCurDyldHoo
kType  DYLD_HOOK_SIMPLE_RANDOM_NAME
firstImgHeader
// normally is app self
retMachHeader  firstImgHeader
retMachHeader image_index

// for debug

1sJbDylib
image_index. imageName isJbDylib . firstImgHeader. ret
MachHeader
retMachHeader image_index
// losLogDebug("#simage_index=%d -> retMachHeader=%p", HOOK_PREFIX(cfgHookEnable_dyld),

image_index, retMachHeader);

ndex. retMachHeader
retMachHeader

_dyld_get image vmaddr_slide

_dyld_get_image_vmaddr_slide
image_index
// return %orig;
retSlide DYLD_IMAGE_SLIDE_INVALID
cfgHookEnable_dyld
cfgCurDyldHookType
realorOrigImgIdx

DYLD_HOOK_COMPLEX

cfgHookEnable_dyld . image_1i

image_index

image_index



bool isValidImgIdx realOrOrigImgIdx
isValidImgIdx
retSlide realOrOorigImgIdx

image_1i
ndex
retSlide DYLD_IMAGE_SLIDE_INVALID

image_index. realOrOrigImgIdx 1sValidImgIdx . retSlide

bool isJbDylib false
firtImgSlide DYLD_IMAGE_SLIDE_INVALID
imageName image_index
imageName
retSlide DYLD_IMAGE_SLIDE_INVALID

1sJbDylib imageName
1sJbDylib
cfgCurDyldHookType DYLD_HOOK_SIMPLE_NULL
retSlide DYLD_IMAGE_SLIDE_INVALID
cfgCurDyldHookType DYLD_HOOK_SIMPLE_FIRST c¢fgCurDyldHoo
kType  DYLD_HOOK_SIMPLE_RANDOM_NAME
firtImgSlide
// normally is app self
retSlide firtImgSlide

retSlide image_index

// for debug
isJbDylib

image_index. imageName isJbDylib . firtImgSlide retSli
de

retSlide image_index
// losLogDebug("#simage_index=%d -> retSlide=@x¥1x", HOOK_PREFIX(cfgHookEnable_dyld), im
age_index, retSlide);

cfgHookEnable_dyld . image_ind
ex. retSlide
retSlide

HsLtikhook, REEVEINEEREE

_dyld_register_func_for_add_image



_dyld_register_func_for_add_image func mh
vmaddr_slide
// losLogInfo("%sfunc=%p -> Omitted", HOOK_PREFIX(cfgHookEnable_dyld), func);
cfgHookEnable_dyld . func

//#1fndef XCODE_DEBUG
orig

// %orig(func);

//#endif

_dyld_regqister_func_for_remove_image

_dyld_register_func_for_remove_image func mh
vmaddr_slide
// losLogInfo("#sfunc=%p -> Omitted", HOOK_PREFIX(cfgHookEnable_dyld), func);
cfgHookEnable_dyld . func
orig

HEARNS

NSVersionOfRunTimeLibrary libraryName
rtLibver orig
libraryName. rtLibver
rtLibVer

NSVersionOfLinkTimeLibrary libraryName
rtLtLibver orig
libraryName. rtLtLibver
rtLtLibver

_NSGetExecutablePath buf bufsize
extPathCpSize orig
buf. bufsize extPathCpSize
extPathCpSize
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dylib
TODO:

o [EfR] iOSKkEAHIGN: dladdrihookseid
o [EfFR] IOSKHARIQN : ¥ EhookiIdlopen+disym

dladdr

// https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneO
S/man3/dladdr.3.html

origAddr

DLADDR_HOOKED_ADDRESS_BASE
//const unsigned long DLADDR_HOOKED_ADDRESS_MAX = @xFFFF000000000000;

origAddr
// if ((long)origAddr < (long)DLADDR_HOOKED_ADDRESS_MAX) {
hookedAddr  origAddr
origAddr DLADDR_HOOKED_ADDRESS_BASE
hookedAddr  origAddr

hookedAddr origAddr DLADDR_HOOKED_ADDRESS_BASE
hookedAddr
bool addr
bool isHookedAddr false
addrLong addr

// if ((addrLong > DLADDR_HOOKED_ADDRESS_BASE) && (addrLong < DLADDR_HOOKED_ADDRESS_MAX)) {
addrLong DLADDR_HOOKED_ADDRESS_BASE
isHookedAddr true

isHookedAddr

hookedAddr
hookedAddr DLADDR_HOOKED_ADDRESS_BASE



D1_info
//int dladdr(void *, D1_info *);
//extern int dladdr(const void *, Dl_info *);

//%hookf(int, dladdr, void *addr, D1_info *info){
dladdr addr. Dl_info info
addr. info
finalRet  DLADDR_FAILED

addr
origAddr addr
bool isHookedAddr addr
isHookedAddr
origAddr addr
addr 1isHookedAd
dr) . origAddr
origAddr
addr isHooke

dAddr . origAddr

// int origRet = %orig;

// int origRet = DLADDR_FAILED;
// if (NULL == origAddr) {
// origRet = DLADDR_FAILED;
// } else {
// origRet = %orig(origAddr, info);
// }
origRet origAddr. info

finalRet origRet

bool isNotHookedAddr isHookedAddr
bool isNeedHook cfgHookEnable_dylib_dladdr 1sNotHookedAddr
1sNeedHook
// if (dladdrRetInt > @) {
DLADDR_FAILED origRet

info
curImageName info dli_fname
bool isJbDyib curImageName
1sJbDyib

finalRet  DLADDR_FAILED

addr. origRet. info dli_f
name. info dli_fbase. info dli_sname. info dli_saddr 1sJbDyib . finalRet
// losLogInfo("1sJIbDyib=%s", boolToStr(isJbDyib));



dylib

// losLogInfo("addr=%p -> origRet=%d", addr, origRet);
// losLogInfo("dli_fname=%{public}s, dli_fbase=%p, dli_sname=%{public}s,
dli_saddr=%p", info->dli_fname, info->dli_fbase, info->dli_sname, info->dli_saddr);
// losLogInfo("finalRet=%d", finalRet);
dlInfoSize D1_info

info. @. dlInfoSize

finalRet

/*
TODO:
https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_1iP
hone0S/man3/dyld.3.html
https://man7.org/linux/man-pages/man3/dladdr.3.html
may need support:
int dladdri(const void *addr, D1_info *info, void **extra_info, int flags);
*/

// https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneO
S/man3/dlopen.3.html
path mode

dlopen path mode
path. mode
dlopenRetPtr

cfgHookEnable_dylib

bool 1sJbDylib path
1sJbDylib
dlopenRetPtr

// dlopenRetPtr = ¥%orig(path, mode);
dlopenRetPtr orig

1sJbDylib
path. m
ode isJbDylib . dlopenRetPtr
// dlopenRetPtr = %orig(path, mode);
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dlopenRetPtr orig

dlopenRetPtr

////void* _dlopen(const char* path, int mode);

//void* __ZL15dlopen_internalPKciPv(const char* path, int mode);

//

////%hookf(void*, _dlopen, const char* path, int mode){

//%hookf(void*, _ ZL15dlopen_internalPKciPv, const char* path, int mode){
// losLogInfo("path=%{public}s, mode=@x%x", path, mode);

// return %orig;

//}
diclose
/*EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
Hook: dlclose()
handle
dlclose handle

bool 1sJbLib false

D1_info info
dlInfoSize D1_info
info dlInfoSize

// dladdr(mhp, &lnfo);
hookedAddr handle
hookedAddr. info

curImgName info.dli_fname
curImgName
isJbLib curImgName

isJbLib
handle. curImgName

closeRet orig
handle. closeRet
closeRet



Hook: dlsym()

// https://developer.apple.com/library/archive/documentation/System/Conceptual/ManPages_iPhoneO
S/man3/dlsym.3.html

handle symbol
dlsym handle symbol
handle. symbol
dlsymRetPtr

cfgHookEnable_dylib
bool shouldHook false

bool isJbFuncName symbol
bool isPtrace symbol
shouldHook  isJbFuncName isPtrace
isPtrace shouldHook
// if (isJIbFuncName) {
shouldHook
dlsymRetPtr
// dlsymRetPtr = %orig(handle, symbol);
dlsymRetPtr orig
// if (isJIbFuncName) {
shouldHook
// losLogInfo("handle=%p, symbol=%{public}s -> isJbFuncName=%s -> dlsymRetPtr=%p", h
andle, symbol, boolToStr(isJbFuncName), dlsymRetPtr);
handle. symbol 1sJbFuncName isPtrace

shouldHook ' . dlsymRetPtr

// dlsymRetPtr = %orig(handle, symbol);
dlsymRetPtr orig

dlsymRetPtr
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ObjCIE{THY

objc_copylmageNames

//const char * _Nonnull * objc_copyImageNames(unsigned int *outCount);

outCount
objc_copyImageNames outCount
outCount
imagelist outCount
outCount. imagelList
cfgHookEnable_aweme
// TODO: add support
outCount imagelList
i i outCount: 1
curImagePath  imagelList 1
bool isJbPath curImagePath
isJbPath
1. curImagePath
imagelList

1sJbPath

crifan.org, {EFE #4.0EFR(CC BY 4.0)Y & %5 all right reserved, powered by Gitbook&x /5 E #:
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appA 5

TODO:

o [RERR] iOSi¥M: ZIEZFERMNembedded.mobileprovision

NSBundle

// NSString *embeddedPath
rovision"];
hook NSBundle

[[NSBundle mainBundle] pathForResource:@"embedded" ofType:@"mobilep

NSString pathForResource (NSString name ofType (NSString ext
NSString resPath name. ext

cfgHookEnable_aweme
ext 1sEqualToString @

name. ext. resP
ath

name isEqualToString @
resPath

resPath

// https://developer.apple.com/documentation/foundation/nsbundle/1407973-bundlepath
// @property(readonly, copy) NSString *bundlePath;

NSString bundlePath
NSString origBundlePath orig

BOOL shouldomit origBundlePath containsString @ origBundlePath containsStri
ng @
shouldOmit
origBundlePath
origBundlePath

end

crifan.org, {EFE #4.0EFR(CC BY 4.0)1/Y&%n all right reserved, powered by Gitbook&x /5 & #i:
2022-11-10 14:01:02


https://creativecommons.org/licenses/by/4.0/deed.zh

appA 5

127



getsectiondata

TODO:

o [EfZR] hookFEgetsectiondatalitA~hookiKEdladdrEE B SR =S = h R

getsectiondatafhook

segname
sectname
size

//extern uint8_t *getsectiondata(

// const struct mach_header *mhp,
// const char *segnhame,

// const char *sectname,

// unsigned long *size);

getsectiondata
sectnhame size

size

origRetIntP orig

cfgHookEnable_macho
bool isJbLib false
bool isShowLog false

D1_info info
dlInfoSize D1_info
info dlInfoSize

// dladdr(mhp, &info);
hookedAddr
hookedAddr. info

curImgName info.dli_fname

curImgName

isJbLib curImgName

isJbLib
// isShowLog = true;
size size

mhp segname

mhp. segnhame, sectname

mhp



getsectiondata

isShowLog true

//#ifdef XCODE_DEBUG
// Note: MUST filter out following log, otherwise Aweme will crash

// // getsectiondata: mhp=0x114af@eee,segname=__TEXT,sectname=__swift5_replace,s
1ze=0x16fbf7df8 ===> *s1ze=6169788088, curImgName=/Library/MobileSubstrate/DynamicLibraries/App
SyncUnified-FrontBoard.dylib, 1isJbLib=True

curImgName \
] segname
// ( (@==strcmp(sectname, "__swift5_replace")) || (@==strcmp(sectname, "__s
wift5_types")) ) \
) {

isShowLog false

// "/Library/MobileSubstrate/DynamicLibraries/ Choicy.dylib"
curImgName
isShowLog false

// /usr/1lib/librocketbootstrap.dylib
curImgName
isShowLog false

//#endif
isShowLog
mhp. segname. sectname. size size size 9. curl
mgName 1sJbLib
isJbLib
origRetIntP
size
size ©

// 1f (NULL I= size) {

// if (*size > 0) {

// 1sShowLog = true;
// }

// }

// if (isShowLog) {

// losLogInfo("mhp=%p,segname=%{public}s,sectname=%{public}s,size=%p ===> *size=%lu,
curImgName=%{public}s, 1sJbLib=%s", mhp, segname, sectname, size, size ? *size : @, curImgName
, boolToStr(isibLib));

// }
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// // for debug
// if (origRetIntP |= NULL) {

// printf("origRetIntP=%p", origRetIntP);
// }
origRetIntP
R S—

getsectbynamefromheader 64

mhp
segname sectname
getsectbynamefromheader_64 mhp
segname sectname
retSectioné4 orig
bool isJbLib false
D1_info info

dlInfoSize D1_info

info dlInfoSize
// dladdr(mhp, &info);
hookedAddr mhp
hookedAddr. info
curImgName info dli_fname
curImgName
isJbLib curImgName
isJbLib
mhp. segname. sectname. retSection64 isJbLib
retSection64
mhp. se
gname. sectname. retSectioné4
retSection64
Kl ]

HAfEX

// https://opensource.apple.com/source/cctools/cctools-895/include/mach-o/getsect.h.auto.html



getsectiondata

Hook: getsegbyname

-I---I--------I---I-I------I-I-I------I-----I--II----I---I-I-I------I-----I---*/
// Note: if add log, Aweme will crash

mhp segname S
ize

getsegmentdata mhp segnhame
size
// losLogInfo("mhp=%p,segname=%{public}s,size=%p", mhp, segname, size);
retSegData orig
// losLogInfo("mhp=%p,segname=%{public}s,*size=%lu -> retSegCmd=%p", mhp, segname, *size, re
tSegData);
retSegData

/*------------------------------------------------------------------------------

Hook: getsectdatafromFramework

------------------------------------------------------------------------------*/
segname sectname
getsectbyname segname sectname

retSection orig
segname. sectname. re

tSection
retSection
/*555555555555555555555555555555555555555555555555555555555555555555555555555555
Hook: getsegbyname
555555555555555555555555555555555555555555555555555555555555555555555555555555*/
segname
getsegbyname segname

retSegCmd orig
segname. retSegCmd

retSegCmd

mhp
segname sectname fSwap
getsectbynamefromheaderwithswap_64 mhp
segname sectname fSwap

retSection orig
mhp
segname. sectname. fSwap. retSection
retSection
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EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE*/
segname sectname size
getsectdata segname sectnhame size
sectDataStr orig
seghame. s
ectname, size sectDataStr
sectDataStr
/*IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII
Hook: getsectdatafromheader_64
5EEE5EEE5EE555EEE5EEE5EE555EEE5EEE5EEE5555E5EEE5EEEEEEEEEEEEEEEEEEEEEEEEEEEEEE*/
mhp segname
sectname size
getsectdatafromheader_64 mhp segname
sectname size
retSectDataStr orig
mhp. segname. sectname. size retSectDataStr
retSectDataStr
/*EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
Hook: getsectdatafromFramework
FrameworkName segname sect
name size
getsectdatafromFramework FrameworkName segname
sectname size

sectDataFrameworkStr orig

FrameworkName. segname. sectname. size. sectDataFrameworkStr
sectDataFrameworkStr

/*EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE
Hook: getsectbynamefromheader getsectbynamefromheader_64
// Not found: Aweme call getsectbynamefromheader
mhp segname
sectname
getsectbynamefromheader mhp
segname sectname

retSection orig
mhp. segname



sectname. retSection
retSection
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= https://github.com/crifan/crifanLib/blob/master/c/JailbreakPathList.c
» https://github.com/crifan/crifanLib/blob/master/c/JailbreakPathList.h

2 IEEBI 20221104 NRIRE:

e JailbreakPathList.c

/*
File: JailbreakPathList.c
Function: crifan's common jailbreak file path 1list
Author: Crifan Li
Latest: https://github.com/crifan/crifanLib/blob/master/c/JailbreakPathList.c
Updated: 202211@4_1730@
Y

/*------------------------------------------------------------------------------

Jallbreak Path List

------------------------------------------------------------------------------*/

// when use isJailbreakPath_realpath, should/could disable KEEP_SOFT_LINK -> internally will co
nvert soft link to real link, so no need soft link

// when use isJailbreakPath_pureC, shold enable KEEP_SOFT_LINK -> to include other soft link ja
ilbreak path for later compare

jailbreakDylibFuncNameList
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const char jailbreakPathList_DPylib =~ |
//char* jailbreakPathList_Dylib[] = {
// common: tweak plugin libs
"/Library/Frameworks/Cephei.framework/Cephei", // => /usr/lib/CepheiUI.framework/CepheilI ?

#1fdef KEEP_SOFT_LINK

"/Library/Frameworks/CydiaSubstrate.framework/CydiaSubstrate", // =-> /usr/lib/libsubstrate.
dylib
#endif

"/Library/MobileSubstrate/DynamicLibraries/ Choicy.dylib",
"/Library/MobileSubstrate/DynamicLibraries/@Shadow.dylib",
"/Library/MobileSubstrate/DynamicLibraries/afc2dService.dylib",
"/Library/MobileSubstrate/DynamicLibraries/afc2dSupport.dylib",
"/Library/MobileSubstrate/DynamicLibraries/AppSyncUnified-FrontBoard.dylib",
"/Library/MobileSubstrate/DynamicLibraries/AppSyncUnified-installd.dylib",
"/Library/MobileSubstrate/DynamicLibraries/ChoicySB.dylib",
"/Library/MobileSubstrate/DynamicLibraries/dygz.dylib",
"/Library/MobileSubstrate/DynamicLibraries/LiveClock.dylib",
"/Library/MobileSubstrate/DynamicLibraries/MobileSafety.dylib",
"/Library/MobileSubstrate/DynamicLibraries/PreferencelLoader.dylib",
"/Library/MobileSubstrate/DynamicLibraries/RocketBootstrap.dylib",
"/Library/MobileSubstrate/DynamicLibraries/Veency.dylib",
"/Library/MobileSubstrate/DynamicLibraries/xCon.dylib",
"/Library/MobileSubstrate/DynamicLibraries/zorro.dylib",
"/Library/MobileSubstrate/DynamicLibraries/zzzzHeiBaolLib.dylib",

"/usr/1lib/libsubstrate.dylib",

// Cydia Substrate libs
"/Library/MobileSubstrate/MobileSubstrate.dylib",
"/usr/1lib/CepheiUI.framework/CepheilI",
"/usr/lib/substrate/SubstrateInserter.dylib"”,
"/usr/lib/substrate/SubstratelLoader.dylib",
"/usr/lib/substrate/SubstrateBootstrap.dylib",

// Substitute 1libs
"/usr/1lib/1libsubstitute.dylib",
#ifdef KEEP_SOFT_LINK
"/usr/lib/libsubstitute.@.dylib", // => /usr/lib/libsubstitute.dylib
#endif
"/usr/lib/substitute-inserter.dylib",
"/usr/lib/substitute-loader.dylib",
#1fdef KEEP_SOFT_LINK
"/Library/Frameworks/CydiaSubstrate.framework/SubstrateLoader.dylib", // -> /usr/lib/substi
tute-loader.dylib
#endif

// Other 1libs
"/private/var/lib/clutch/overdrive.dylib",
"/usr/lib/frida/frida-agent.dylib",

#ifdef KEEP_SOFT_LINK
"/usr/1lib/libapt-inst.2.0.dylib",
"/usr/lib/libapt-pkg.5.0.dylib",
"/usr/lib/libapt-private.0.0.dylib",

139



RS HTIR

#endif

3

"/usr/1lib/libapt-inst.2.0.0.dylib",
"/usr/1lib/libapt-pkg.5.0.2.dylib",
"/usr/1lib/1libapt-private.@.0.0.dylib",

"/usr/1ib/1ibcycript.dylib",
"/usr/1lib/1ibrocketbootstrap.dylib",
"/usr/lib/tweakloader.dylib",

const char jallbreakPathList_Other |
//char* jailbreakPathList_Other[] = {

"/Applications/Activator.app"”,
"/Applications/ALS.app",
"/Applications/blackraln.app",
"/Applications/Cydia.app",
"/Applications/FakeCarrier.app",
"/Applications/Filza.app",
"/Applications/FlyJB.app",
"/Applications/Icy.app",
"/Applications/iFile.app",
"/Applications/Iny.app",
"/Applications/IntelliScreen.app",
"/Applications/MTerminal.app",
"/Applications/MxTube.app",
"/Applications/RockApp.app",
"/Applications/SBSettings.app",
"/Applications/SubstituteSettings.app"

"/Applications/SubstituteSettings.app/Info.plist",
"/Applications/SubstituteSettings.app/SubstituteSettings",

"/Applications/Snoop-itConfig.app",
"/Applications/WinterBoard.app",

#1fdef KEEP_SOFT_LINK

"/bin/sh",

#endif

"/bin/bash",

#1fdef KEEP_SOFT_LINK

// Note: etc -> private/etc/ Il|
"/etc/alternatives/sh",

"/etc/apt",
"/etc/apt/preferences.d/checkraln",
"/etc/apt/preferences.d/cydia",
"/etc/clutch.conf",
"/etc/clutch_cracked.plist",
"/etc/dpkg/origins/debian",
"/etc/rc.d/substitute-launcher",
"/etc/ssh/sshd_config",

#endif

"/Library/Activator",
"/Library/Flipswitch",
"/Library/dpkg/",

"/Library/Frameworks/CydiaSubstrate.framework/"

3

140



RS TR

"/Library/Frameworks/CydiaSubstrate.framework/Headers/"
"/Library/Frameworks/CydiaSubstrate.framework/Headers/CydiaSubstrate.h",
"/Library/Frameworks/CydiaSubstrate.framework/Info.plist",

"/Library/LaunchDaemons/ai.akemi.asu_inject.plist",
"/Library/LaunchDaemons/com.openssh.sshd.plist",
"/Library/LaunchDaemons/com.rpetrich.rocketbootstrapd.plist",
"/Library/LaunchDaemons/com,saurik.Cydia.Startup.plist",
"/Library/LaunchDaemons/com.tigisoftware.filza.helper.plist",
"/Library/LaunchDaemons/dhpdaemon.plist",
"/Library/LaunchDaemons/re.frida.server.plist",

// for debug: try avoid #}# (Aweme) crash
"/Library/MobileSubstrate/",
"/Library/MobileSubstrate/DynamicLibraries/",

"/Library/MobileSubstrate/DynamicLibraries/ Choicy.plist",
"/Library/MobileSubstrate/DynamicLibraries/afc2dService.plist",
"/Library/MobileSubstrate/DynamicLibraries/afc2dSupport.plist",
"/Library/MobileSubstrate/DynamicLibraries/AppSyncUnified-FrontBoard.plist",
"/Library/MobileSubstrate/DynamicLibraries/AppSyncUnified-installd.plist",
"/Library/MobileSubstrate/DynamicLibraries/ChoicySB.plist",
"/Library/MobileSubstrate/DynamicLibraries/dygz.plist",
"/Library/MobileSubstrate/DynamicLibraries/LiveClock.plist",
"/Library/MobileSubstrate/DynamicLibraries/MobileSafety.plist",
"/Library/MobileSubstrate/DynamicLibraries/PreferencelLoader.plist"”,
"/Library/MobileSubstrate/DynamicLibraries/RocketBootstrap.plist”,
"/Library/MobileSubstrate/DynamicLibraries/Veency.plist",
"/Library/MobileSubstrate/DynamicLibraries/xCon.plist",
"/Library/MobileSubstrate/DynamicLibraries/zorro.plist",
"/Library/MobileSubstrate/DynamicLibraries/zzzzHeiBaolLib.plist",

"/Library/PreferenceBundles/SubstitutePrefs.bundle/",
"/Library/PreferenceBundles/SubstitutePrefs.bundle/Info.plist",
"/Library/PreferenceBundles/SubstitutePrefs.bundle/SubstitutePrefs",

"/Library/PreferencelLoader/Preferences/SubstituteSettings.plist",

"/private/etc/alternatives/sh",
"/private/etc/apt",
"/private/etc/apt/preferences.d/checkrain",
"/private/etc/apt/preferences.d/cydia",
"/private/etc/clutch.conf",
"/private/etc/clutch_cracked.plist",
"/private/etc/dpkg/origins/debian",
"/private/etc/rc.d/substitute-launcher",
"/private/etc/ssh/sshd_config",

"/private/var/cache/apt/",
"/private/var/cache/clutch.plist",
"/private/var/cache/clutch_cracked.plist",
"/private/var/db/stash",
"/private/var/evasien",
"/private/var/lib/apt/",
"/private/var/lib/cydia/",
"/private/var/lib/dpkg/",
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"/private/var/mobile/Applications/", //TODO: non-jailbreak can normally open?

"/private/var/mobile/Library/Filza/",

"/private/var/mobile/Library/Filza/pasteboard.plist",

"/private/var/mobile/Library/Cydia/",

"/private/var/mobile/Library/Preferences/com.ex.substitute.plist",

"/private/var/mobile/Library/SBSettingsThemes/",

"/private/var/MobileSoftwareUpdate/mntl/System/Library/PrivateFrameworks/DictionaryServices
.framework/SubstituteCharacters.plist”,

"/private/var/root/Documents/Cracked/",

"/private/var/stash",

"/private/var/tmp/cydia.log",

"/System/Library/LaunchDaemons/com.saurik.Cydia.Startup.plist",
"/System/Library/LaunchDaemons/com.ikey.bbot.plist",
"/System/Library/PrivateFrameworks/DictionaryServices.framework/SubstituteCharacters.plist"”,

#1fdef KEEP_SOFT_LINK
// Note: /User -> /var/mobile/
"/User/hpplications/", //TODO: non-jailbreak can normally open?
"/User/Library/Filza/",
"/User/Library/Filza/pasteboard.plist",
"/User/Library/Cydia/",
#endif

"/usr/bin/asu_inject",
"/usr/bin/cycc",
"/usr/bin/cycript",
#ifdef KEEP_SOFT_LINK
"/usr/bin/cynject", // => /usr/bin/sinject
"Jusr/bin/Filza", // => [usr/libexec/filza/Filza
#endif
"/usr/bin/scp",
"/usr/bin/sftp",
"/usr/bin/ssh",
"/usr/bin/ssh-add",
"/usr/bin/ssh-agent",
"/usr/bin/ssh-keygen",
"/usr/bin/ssh-keyscan",
"/usr/bin/sshd",
"/usr/bin/sinject",

"/usr/include/substrate.h",

"/usr/lib/cycripte.9/",
"/usr/lib/cycript@.9/com/",
"/usr/1lib/cycript@.9/com/saurik/"
"/usr/lib/cycript@.9/com/saurik/substrate/",
"/usr/lib/cycript@.9/com/saurik/substrate/MS.cy",
"/usr/libexec/filza/Filza",
"/usr/libexec/substituted",
"/usr/libexec/sinject-vpa",

"/usr/lib/substrate/",
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// /var -> /private/var/

// TODO: add more /var/xxx path

//TODO: non-jailbreak can normally open?

StrSize
jailbreakPathListLen_Dylib jailbreakPathList_Dylib StrSize
jailbreakPathListLen_Other jailbreakPathList_Other StrSize

//int jailbreakPathListlLen = sizeof(jailbreakPathList) / StrSize;
jailbreakPathListLen JjailbreakPathListLen_Dylib  jailbreakPathListLen_Other

jailbreakDylibFuncNameListLen jailbreakDylibFuncNamelList StrSize

strPtrMaxIdx jailbreakPathListlen: // 133
strPtrNum  strPtrMaxIdx // 134
singleSize // 8
mallocSize singleSize strPtrNum: // 1872
jailbreakPathStrPtrList mallocSize



// JallbreakPathStrPtrList=0x000000011e840c00

// set each string
curStrlIdx curStrIdx JjallbreakPathListLen_Dylib: curStrIdx
curStrPtr  jallbreakPathList_Dylib curStrIdx
jallbreakPathStrPtrList curStrIdx curStrPtr

curStrlIdx curStrIdx jallbreakPathListLen_Other: curStrIdx
totalIndex JjallbreakPathListLen_Dylib  curStrIdx
curStrPtr  jallbreakPathList_Other curStrIdx
jallbreakPathStrPtrList totalIndex curStrPtr

// set end
jallbreakPathStrPtrList strPtrMaxIdx

jallbreakPathStrPtrList

bool
inputPath
// char* inputPath,
pathList
// char** pathlList,
pathListLen

bool isConvertToPurePath. // is convert to pure path or not
bool isCmpSubFolder // is compare sub foder or not

bool isInside false
inputPath
isInside

inputOrigOrPurePath
isConvertToPurePath
inputOrigOrPurePath inputPath

inputOrigOrPurePath inputPath

matchedPath

curPathNoEndSlash
curPathWithEndSlash
i 1 pathListLen: 1
curPath  pathList 1
// char* curPath = pathList[i];
inputOrigOrPurePath. curPath
isInside true
matchedPath curPath



isCmpSubFolder

// check sub folder

// "/Applications/Cydia.app/Info.plist" belong to "/Applications/Cydia.app/", shoul
d bypass

// but avold: '/usr/bin/ssh-keyscan' starts with '/usr/bin/ssh'

curPathNoEndSlash curPath

curPathWithEndSlash

curPathWithEndSlash curPathNoEndSlash

inputOrigOrPurePath. curPathWithEndSlash
isInside true
matchedPath curPath

curPathNoEndSlash
curPathNoEndSlash
curPathNoEndSlash

curPathWithEndSlash
curPathWithEndSlash
curPathWithEndSlash

inputOrigOrPurePath
inputOrigOrPurePath

isInside

bool curPath
bool 1sInJbPathList false

jailbreakPathList
jailbreakPathList
isInJbPathList curPath. jailbreakPathList JjailbreakPathListLen true. t
rue
// final: free char** self
jallbreakPathList

1sInJbPathList

bool curPath
bool isJbPath false
curPath
isJbPath



isJbPath curPath

1sJbPath

bool curPath
bool isJbPath false
curPath
isJbPath

gotRealPath PATH_MAX
bool isParseRealPathOk curPath. gotRealPath
// os_log(0S_LOG_DEFAULT, "isJailbreakPath: isParseRealPathOk=%{bool}d", isParseRealPathOk);

curRealPath PATH_MAX
isParseRealPathOk
curRealPath. gotRealPath

curRealPath. curPath

// os_log(0S_LOG_DEFAULT, "isJailbreakPath: curRealPath=%{public}s", curRealPath);
isJbPath curRealPath

1sJbPath

// "/Applications/Cydia.app" -> true
bool pathname
pathname
false

// return isJailbreakPath_realpath(pathname);
pathname

// "/Library/MobileSubstrate/MobileSubstrate.dylib" -> true
bool pathname
bool isJbDylib false

pathname
1sJbDylib pathname JailbreakPathList_Dylib. jaillbreakPathListLen_Dylib
true. false

1sJbDylib

// "MSHookFunction" -> true
bool 1ibFuncName
bool isJbDylibFuncName false

1ibFuncName
1sJIbDylibFuncName l1ibFuncName. jailbreakDylibFuncNamelList JailbreakDyli
bFuncNameListLen false false



1sJbDylibFuncName

K —

e JailbreakPathList.h

/*
File: JailbreakPathList.h
Function: crifan's common jailbreak file path list header file
Author: Crifan Li
Latest: https://github.com/crifan/crifanLib/blob/master/c/JailbreakPathList.h
Updated: 20211230_1049
)

// This will not work with all C++ compilers, but it works with clang and gcc

jailbreakPathListLen
jailbreakPathList_Dylib
jailbreakPathList_Other
//extern char* jailbreakPathList_Dylib[];
//extern char* jailbreakPathList_Other[];
jailbreakPathListLen_Dylib
jailbreakPathListLen_Other

//extern const char* jailbreakPathList[];

//char** getlJallbreakPathList(void);

bool curPath
bool curPath
bool pathname
bool pathname
bool pathname
bool 1ibFuncName
bool

inputPath
// char* inputPath,

pathList
// char** pathlList,

pathListLen

bool isConvertToPurePath. // is convert to pure path or not
bool isCmpSubFolder // is compare sub foder or not



/* JailbreakPathList_h */
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