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= EARgithub
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n WNERE:

TrollStore Installer IPA = TrollInstaller.ipa

i) Sideloadly! v0.26.6

iDevice:
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IPA Apple account:
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ller.ipa

Try to support i0S 7+
Enable UIFileSharing
Change app name:

Change app version:

Advanced options

Remove limitation on supported devices

Remove App Extensions (Plugins)

Use automatic bundle ID:

Anisette authentication

Local 0 Remote Mo Anisette
Signing mode
© Apple ID Sideload Normal Install Ad-hoc sign Export

Tweak injection

Inject dylibs/framewaorks

Start
Idle. ti
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o -) S NGTA Car Tracker-) appiREi2TrollStore Helper

o



TrollStore

16:28 = 4
TrollStore Helper
INFO
TrollStore Not Installed

Install TrollStore

Register Persistence Helper

If you want to use this app as the TrollStore
persistence helper, you can register it here.

Powered by Fugu15 CoreTrust & installd bugs, thanks
to @LinusHenze

© 2022 Lars Froder (opa334)
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o -) sifInstall TrollStore-) E—%, iPhoneERE-) SELEI: TrollStore
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T TrollStorelg
ETrollStoreiR B HIFEEFHE

EiPhoneHh R T TrollStoref5, N T EEERAEGRIFIZRIE, TS5 TrolStoreToiAEEER, LT UserBF &
XFITAF

PIAEEZL:

o 1ETrollStoreIR B HIFLEEIZTE Persistence
o OB D (BCTRARMN) Ritapp I (Lbinubsl) A LER 6ta car Tracker , KIRENRN persistence
Helper
o Bk FE: R 6TA car Tracker
] -» Register Persistence Helper



TrollStore

16:29 = @)
TrollStore Helper
INFO
TrollStore Installed, 1.4.5

Refresh App Registrations

Uninstall TrollStore

Register Persistence Helper

If you want to use this app as the TrollStore
persistence helper, you can register it here.

Powered by Fugu15 CoreTrust & installd bugs, thanks
to @LinusHenze

© 2022 Lars Froder (opa334)
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TrollStore

16:29 = @)
TrollStore Helper
INFO
TrollStore Installed, 1.4.5

Refresh App Registrations

Uninstall TrollStore

Unregister Persistence Helper

This app is registered as the TrollStore persistence
helper and can be used to fix TrollStore app
registrations in case they revert back to "User" state
and the apps say they're unavailable.

Powered by Fugu15 CoreTrust & installd bugs, thanks
to @LinusHenze

© 2022 Lars Froder (opa334)
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TrollStore

9)

(]

16:29

Settings

UTILITIES

Respring

Rebuild Icon Cache

If an app does not immediately appear after
installation, respring here and it should appear
afterwards.

SIGNING

Install Idid

In order for TrollStore to be able to install unsigned
IPAs, Idid has to be installed using this button. It can't
be directly included in TrollStore because of licensing
issues.

PERSISTENCE

Helper Installed into GTA Car Tracker

Uninstall Persistence Helper

When iOS rebuilds the icon cache, all TrollStore apps
including TrollStore itself will be reverted to "User"
state and either disappear or no longer launch. If that
happens, you can use the persistence helper installed
into GTA Car Tracker to refresh the app registrations,
which will make them work again.

SECURITY

URL Scheme Enabled
N~ &
Apps Settings
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Installing Idid
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TrollStore

09:12 = @
Settings
UTILITIES
Respring

Rebuild Icon Cache

If an app does not immediately appear after
installation, respring here and it should appear
afterwards.

SIGNING

Idid: Installed

Idid is installed and allows TrollStore to install unsigned
IPA files.

PERSISTENCE

Helper Installed into GTA Car Tracker

Uninstall Persistence Helper

When iOS rebuilds the icon cache, all TrollStore apps
including TrollStore itself will be reverted to "User"
state and either disappear or no longer launch. If that
happens, you can use the persistence helper installed
into GTA Car Tracker to refresh the app registrations,
which will make them work again.

SECURITY

URL Scheme Enabled

Show Install Confirmation Alert Always...

2 {3

Apps Settings



n SFFNXFIR/R: 1did is installed and allows TrollStore to install unsigned IPA files

w IR
Error downloading Idid Code 1001 i&Ri2H
YNER installing 1did HAE):

e 1REE: Error downloading Idid Code 1001 i&5K B

o



TrollStore

Error

Error downloading Idid: Error
Domain=NSURLErrorDomain
Code=-1001 "i&R#BAF, "
UserInfo={_kCFStreamErrorCodeKey=-
2102,
NSUnderlyingError=0x281e55ec0
{Error
Domain=kCFErrorDomainCFNetwork
Code=-1001"(null)"
Userinfo={_kCFStreamErrorCodeKey=-
2102,
_kCFStreamErrorDomainKey=4}},
_NSURLErrorFailingURLSessionTaskErr
orKey=LocalDownloadTask
<55DCDA91-
DF7B-4F91-8881-7C8F74864595>.<2
>l
NSURLErrorRelatedURLSessionTaskEr
rorKey=(
"LocalDownloadTask <65DCDA91-
DF7B-4F91-8881-7C8F74864595>.<2
>II
), NSLocalizedDescription=1& K80, ,
NSErrorFailingURLStringKey=https://
github.com/opa334/idid/releases/
download/v2.1.5-procursus5/ldid,
NSErrorFailingURLKey=https://
github.com/opa334/Idid/releases/
download/v2.1.5-procursus5/Idid,
_kCFStreamErrorDomainKey=4}

Close
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https://github.com/xxx）

0))
@

11:29

Settings

UPDATE AVAILABLE

Update TrollStore to 1.5.0

UTILITIES

Respring

Rebuild Icon Cache

If an app does not immediately appear after
installation, respring here and it should appear
afterwards.

SIGNING

Idid: Installed

Idid is installed and allows TrollStore to install unsigned
IPA files.

PERSISTENCE

Helper Installed into GTA Car Tracker

Uninstall Persistence Helper

When iOS rebuilds the icon cache, all TrollStore apps
including TrollStore itself will be reverted to "User"
state and either disappear or no longer launch. If that
happens, you can use the persistence helper installed
into GTA Car Tracker to refresh the app registrations,
which will make them work again.

2 03

Apps Settings

38
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TrollStore

11:15

9)

(]

Settings

Uninstall Persistence Helper

When iOS rebuilds the icon cache, all TrollStore apps
including TrollStore itself will be reverted to "User"
state and either disappear or no longer launch. If that
happens, you can use the persistence helper installed
into GTA Car Tracker to refresh the app registrations,
which will make them work again.

SECURITY

URL Scheme Enabled

Show Install Confirmation Alert Always...

The URL Scheme, when enabled, will allow apps and
websites to trigger TrollStore installations through the
apple-magnifier:/finstall?url=<IPA_URL> URL scheme.

Advanced

Uninstall TrollStore

TrollStore 1.5.0
© 2022 Lars Froder (opa334)

TrollStore is NOT for piracy!

Credits:

@LinusHenze: CoreTrust bug

@zhuowei: CoreTrust bug writeup and cert
@lunotech11, @SerenaKit, @tylinux: Various
contributions

@ProcursusTeam: uicache and Idid build
@cstar_ow: uicache

@saurik: Idid
<*
N~ &
Apps Settings
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Sideloadly

e Sideloadly
o BN
m https://sideloadly.io/
m Sideloadly - iOS, Apple Silicon & TV Sideloading
m https://sideloadly.app/
= Sideloadly - Permanently Sideload IPA files FREE (Installer)
o TEitthiit
= Mac
m https://sideloadly.app/SideloadlySetup.dmg
n Win
= 64bit
m https://sideloadly.app/SideloadlySetup64.exe
= 32bit
m https://sideloadly.app/SideloadlySetup32.exe

it Sideloadly



https://sideloadly.io/
https://sideloadly.app/
https://sideloadly.app/SideloadlySetup.dmg
https://sideloadly.app/SideloadlySetup64.exe
https://sideloadly.app/SideloadlySetup32.exe

&2 Sideloadly! v0.23

iDevice:

iPhone (15.1.1)

EWi-Fi

& 2 0 S

Apple account:
| P ———

Advanced options
Taurine-1, 1. Lipa
Start
Idle. Tl
1, Sideloadhy! v0.22 . O >

iDevice:

iPhone 7 (15.0)

Apple account:

uncOver_6. 2.0.ipa

Advanced options

Start

Done,

= = el
Installing 15%%: ExtractingPackage
Installing 20%: InspectingPackage
Installing 20%: TakingInstallLodk
Installing 30%: PreflightingApplication
Installing 30%: InstalingEmbeddedProfie
Installing 40%: VerifyingApplication
Installing 50%: CreatingContainer
Installing 60%: InstalingApplication
Installing 70%: PostflightingApplication
Installing 80%: SandboxingApplication
Installing 90%: GeneratingApplicationMap
Installing 100%6: Complete
Restored 1 profile(s)
Done,




&2 Sideloadly! v0.23

iDevice:
iPhone (15.1.1)
Apple account:

- @WI-Fi ~ B 2 0 |«

| ==*=====$=@==|=t*==== B

Advanced options

Youtube.ipa

(] Try to support i0S 7+
] Enable UIFileSharing
] change app name:

] change app version:

] change app bundle ID:
com.google.ios. youtube

Use Anisette authentication

Signing mode

[] remove limitation on supported devices
[] Remove App Extensions (Flug-ns)

(® Apple ID Sideload () Mormal Install (") Ad-hoc sign
Dylibsfframeworks injection
[] 1nject dylibs/frameworks +dvylib/deb Hramework/bundle Del
Cydia Substrate Substitute
Start
Idle.

T




IPA

Sideloadly! v0.20.4

iDevice:

i’phune ? [150} (PR ERER ISR ERTE LR L] 3

Apple account:

Advanced options

Sideloadly! v0.20.4
iDevice:
ADD'E Silicon [vnnvnnsa_aaoﬂauvaoﬂaua D m Q

Apple account:

-uw-_-ka-ta@wnuwn 'YL a

Advanced options

ldle. 11



_, Sideloadly! v0.26.2 — O =
Device:
| v/ B 2] |0 =
Apple account:

| | Advanced options |

ipogo-2.5.0.ipa
[] Try to supportios 7+ [] Remove limitation on supparted devices
[] Enable LIFileSharing [] Remove App Extensions (Pluglns)
[] change app name:
Pokemon GO
[] change app version: Use automatic bundle 1D:
0.235.0 com. nianticlabs. pokemanoo

Anisette suthentication

(® Local () Remote () No Anisette

Signing mode

(@) Apple ID Sideload () Normal Install (") ad-hoc sign i) Expart

Tweak imjection

[] tryect dylibs/framewarks +dylib/deb +framework fbundle Ciel

Cydia Substrate Substitute
Start

Sigring...

Sideloadly version 0.26.2, Windows 10,0, amda4

LU=zing IPA file: C:fUsers/Administrator Downloadsipogo-2. 5.0.ipa: a60c3394f1e016dfbbac4ds2552acla2
Cheddng i05 version. ..

i05 version 15.4. 1, will manale bundlelD

Obtaining team ID

IJsing team "MD Shahariar Jaman Siam” (Individual) with id STCHDGSTZS

Making sure device 1D 3df2c519214bf55362bf3cf30d 2f5ce402f24ae8 is registered
Device 3df2c519214bf55362bf3cf30d2f5c040 219458 is already registered
Chedking privats key

Looking up app ID

Using app ID "Pokmon GO” with id LM448C 2595

Signing...




(6] Sideloadly! v0.40

iDevice: 0

e @ 2 0 1 =

raincloud.ipa ﬂ
Advanced Options
O Start
O @sideloadly © r/sideloadly 1
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e MonkeyDev (EifFZZipa)
o {BER=HINEIE
s [RfRR] i0Si¥@EAppleStore: FfalMonkeyDeviflit Ziipa/FiciTEH I &S
m iOSHJapp, BMERE MEFARA
» dpkgZipa: (#EIA) EEFEMH, FaLHE
= Xcodet+MonkeyDevifidZ&sE: 1THEEMEIR, BREMERR
s XJFApple Store:
m app group path|a)R
» Charles#[[E1IIF+ i £ o) &
= (MiCloud) E£ApplelikF KK
s WFZRTNEE

m NSString= =47 & g R o)
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ideviceinstaller

helpigix

+ =~ ildeviceinstaller
Usage: ideviceinstaller OPTIONS

Manage apps on 10S devieces.

OPTIONS!
=u, ubnib Target specific deviee by UDID.
=R, Connect to network device.
=1, --1list-apps List apps, possible options:
list_user - list user apps only this is the default
list_system - list system apps only
list_all = list all types of apps
xml = print full output as xml plist
-1, ARCHIVE Install app from package specified by ARCHIVE.
ARCHIVE can also be a .ipce carrier bundles.
U, APPID Uninstall app specified by APPID.
=g, ARCHIVE Upgrade app from package specified by ARCHIVE.
=L, =-1list-archives List archived applications, possible options!
xml = print full output as xml plist
-8, APPID Archive app specified by APPID, possible options:
uninstall - uninstall the package after making an archive
app_only - archive application data only
docs_only - archive documents (user data only
- copy the app archive to directory when
remove = only valid when is used: remove after copy
-r, APPID Restore archived app specified by APPID
=R, --remove-archive APPID Remove app archive specified by APPID
-0, Pass additional options to the specified command.
=W, ==notify-wait Wait app installed/uninstalled notification
to before reporting success of operation
=h, prints usage informatien
-d, communication debugging
=V, print version information
Homepage: https://1libimebiledevice.org

Bug Reports: https://github.com/libimobiledevice/ideviceinstaller/issues
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H#app

LEALIFEE 48, anfaEn#app:

ideviceinstaller
2451

% =~ ideviceinstaller com,ss,iphone,ugec.Aweme
Uninstalling

Uninstall: RemovingApplicatien %

Uninstall: GeneratingApplicationMap %
Uninstall: Complete
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TR
OSHINLfE, ZIRIOSH (#R) EftF=tweak=plugin (FER deb X#) MWEFEHRF:

e Filza
e dpkg
e ideviceinstaller ?

deb3 {4

o debX {4 == debfl
o REREFUIRES
s BN AFUIRENESE=debX F=deb B
n EIMIZappF UIR ENtweak G
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dpkg
e dpkg

o RRIBDRZLER

m TODO: ESNHIBEIBII N

o A
o E%deb -1 == -install
dpkg xxx.deb
o HEdeb -r == -remove
dpkg xxx.deb
o BEdebEE -s == -see

dpkg xxx.deb

FdpkgZ¥deb
2451

e Reveal2lLoader

dpkg Reveal2lLoader_1i.0-6_iphoneos-arm.deb

e theos

dpkg /tmp/_theos_install.deb

e iOSGods

dpkg

o Hfth

dpkg

dpkghRA~{E 2

e iPhone8-150

iPhone8-160:~ root# which dpkg

/usr/bin/dpkg

iPhone8-160:~ root# dpkg --version

Debian package management program version .9 (iphoneos-arm .
This is software see the GNU General Public License version 2 or

later copying conditions. There is NO warranty.

e Crifan-iPhone6

» = root@192,168.0.54

Crifan-iPhone6:~ root# which dpkg

/usr/bin/dpkg

Crifan-iPhone6:~ root# dpkg --version

Debian package management program version .7 (iphoneos-arm .



This is
later

dkpgtExir < ITH

e dpkg

e dpkg-deb

e dpkg-divert

e dpkg-genbuildinfo
e dpkg-query

o dpkg-split

e dpkg-trigger

->

o XinaA1585k/5#iPhone11M

software see the GNU General Public License version 2 or
copying conditions. There is NO warranty.

iPhonei1-161:~ root# 1ls -lh /private/preboot/3B92D6F7C3FE6444A716B312E418408574E442DAB2F6DOE18B58B762F71D14566B7E2E1C2

DD3912B1B4E6D10C6B9150C8/procursus/usr/bin/

root wheel 116K Feb 165 dpkg*
root wheel 72K Feb 165 dpkg-deb*
root wheel 172K Jan 108 dpkg-divert*
=Fwxr-=xr-x 1 root wheel 21K Jan 108 dpkg-maintseript-helper*
root wheel 86K Feb 165 dpkg-query*
=rwxr=xr-x 1 root wheel #,1K Jan 108 dpkg-realpath*
root wheel 168K Jan 108 dpkg-split*
root wheel 112K Jan 108 dpkg-statoverride*
root wheel 115K Jan 108 dpkg-trigger*

o {FEMTermuxEBEPython3iAndroid R G H

$ usr/bin/

ue_a260
ue_a260
ue_a260
ue_a260
ue_a260
ue_a260
ue_a260

uo_a260
uo_a260
uo_a260
uo_a260
uo_a260
uo_a260
uo_a260

crifan.org,

Jul
Jul
Jul
Jul
Jul
Jul
Jul

dpkg

dpkg-deb
dpkg-divert
dpkg-genbuildinfoe
dpkg-query
dpkg-split
dpkg-trigger
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® iCleaner Pro

o iCleaner Pro - iOSE#SAFF & : & FH#SAIE (crifan.org)
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H & f5appEltni%eE

TODO:

o [Ef2R] ideviceinstallerElZiPhone R app/E BT L TuE R EE
o [Ef2iR] #AkiPhonesraN{a]LHrespringE f5 S M SpringBoard
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SEAZH

o [KREER] i0OSiE@EAppleStore: Fdebugserver+lidbidizipa

o [EXKEER] Android REHERTermuxEfEPython3IFlaskInE

o [ERR] iIOSEMApplelkS: HEiERevealMEXEXUIFRETE

o [RERR] XinaA15Z2 U ELE B debugserveriin_E X fRtask_for_pid-allowBEIEIT IR HIZH
o [EMRR] theosHimakefJiiitH{E RRE L iFverbosei ¥ B

o [Ef#R] SileoshZEFilzaiRs: Depends zip unzip gzip unrar p7zip

o [iEE] ARG ESIdebFEEHIB ZREMTXERNS

o [ER] RUSEASE: BIANZRZTHR

o iCleaner Pro - iOSHESAFF & & FIESRIEN (crifan.org)

e 2021-03-01-{FEAUnicorntE I IE1 TR fZ B B2 AY10S-IPA-Crackme | huhu's blog (huhu0706.github.io)

e XLsnOw/Cydia: IS AMRE: XLsnow => Cydiaififf Logosi&E Ff & Tweak.xm Cydia Substrate ;X
dylib iOS¥ [0 T2 & #¥itJailbreak debiffs - fishhook / Frida / iOSOpenDev / Cycript / MachOView / IDA / Hopper
Disassembler / MonkeyDev / Class-dump / Theos / Reveal / Dumpdecryptd / FLEX / C4gAssembly / CaptainHook /
[ldb/LLVM/XNU/Darwin/iOS Reverse (github.com)
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