HIS
MonkeyDevii}
IMRHEE
A1t MonkeyDev
UL
FIMonkeyDevifiztipa
= o)
BH5E88
class-dump
LLDBTools
IS
REBR AN Z 48
I BB 4
FUUARATS
WL SRR S

Pt 3%

W

SERM

1.1

1.2

1.3
1.3.1
1.3.1.1
1.3.2
1.3.2.1
1.4
1.4.1
14.2
1.5
1.5.1
1.5.2
1.53
1.54
1.6
1.6.1



iOSi¥[mF&: MonkeyDevifdix

o HFTARA: vi.0.1
o FEFRATE: 20241007

Ei?

BIBOSH @ & PSRl fliE G tweak FF & #2380 K B9 T EMonkeyDev, T2ifit; ARNARIERE
2, BiEVIBHtZEMonkeyDev, LAN{E] K B Xcode+MonkeyDevERNZSEIR YouTubeipaflidis; AE
N 4BMonkeyDevAZIBIEMINZ, class-dump. LLDBToolsZ; AERENE, BIERAISMAZSIE. 1B
REZEM,

TRES -+ BT+ T F
APBHZMED., ELNEhE, SR ETHNT:
HonKitj&H3

e crifan/ios_re_monkeydev_debug: iOSi¥[@FF & : MonkeyDevifiz,

SNfE{ERLtHonKitRIB EE R AT AR F B

¥ : crifan/honkit_template: demo how to use crifan honkit template and demo

TR

e iOSi¥@EFF&: MonkeyDeviEiz book.crifan.org
e iOSi¥[EF&: MonkeyDeviEif crifan.github.io

B THIENE
e iOSi¥EF%: MonkeyDevifi® PDF

e iOSi¥M@FF%L: MonkeyDevifix ePub
e iOSi¥@EFA%L: MonkeyDevifix Mobi

hRAXH] A& 5 BR

LR FHHENEHAE, WRKGRE, BHATARE. EFH7ATSEENE, HERETHL.
WRIMBEN, BRIHFEKRIK adnin 34 crifan.com , HERRMER, BHEE,

EMEARLHIE, MERNEINARER. B2BRTEQURERE. WEFERE, H5FATX.

N5 754


https://github.com/crifan/ios_re_monkeydev_debug
https://github.com/crifan/honkit_template
https://book.crifan.org/books/ios_re_monkeydev_debug/website/
https://crifan.github.io/ios_re_monkeydev_debug/website/
https://book.crifan.org/books/ios_re_monkeydev_debug/pdf/ios_re_monkeydev_debug.pdf
https://book.crifan.org/books/ios_re_monkeydev_debug/epub/ios_re_monkeydev_debug.epub
https://book.crifan.org/books/ios_re_monkeydev_debug/mobi/ios_re_monkeydev_debug.mobi

RIS BMNEZBRENERERNT OB, ZESHK crifan BESHNHELZERAERMBIERFH L X
LHEFHHIRARBIE, SIS,

HAth
FENEMBE T

KA crifan RETHME 150+ REFHHIE, BAXBIBLSE:

crifan/crifan_ebook_readme: Crifanf B Fa9{F A58

XTFEHE

XFEEESZNA, 1E0:
xFCrifanLiZ=% — £ L

crifan.org, {EAZE #4.0EFR(CC BY 4.0)fY &7 all right reserved, powered by GitbookR/EE#:
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https://github.com/crifan/crifan_ebook_readme
https://www.crifan.org/about/
https://creativecommons.org/licenses/by/4.0/deed.zh

MonkeyDev#} i3

OSF @ L£HAE, HPESEREESETIMNS weakifitt, EREMRIFAMNIAME: MonkeyDev

e MonkeyDev
=4 iIOSE@mALNMKETAR
iR : i0SOpenDevEIFRAR = £ XCodeFIE A & fh T BT R ERLIFE
—aiEHR . — P E T XcodetZRE A REF L IAFIAFHESEGR TR, TABshsEAEm Y
BEEFE, —HEMIEEIEY, AKRAE@OTRALBE
Fext: Xcodef—NEEE, AILAFTEMonkeyDevEIMEX AEZEEIINE, MAEXA®EE@FF &
BBV AR
» fi5%Eipa/s, FAMonkeyDev+XcodeZEmNASAIL
= AMonkeyDevEE (iPhonefifiifGHI) tweakidift
FTEASER

o

o

o

Logos Tweak

» {FMAtheosiEtAlogify.pl TEIG. xmSEEE . mmX 4 #1THRIF, EMT
CydiaSubstrate, F]LA{EFIMSHookMessageExHIMSHookFunction3Hook OCERI%K
CIC++R BN fa E it

CaptainHook Tweak

» {EFCaptainHookig{HAYk X4 #H#1TOCER EHIHook, LAK B MEAIIRER

Command-line Tool

» AIUEEAIEEITTFEMRENGLITIA

MonkeyApp

» BENtAE =A% MReveal. CycriptiliEAdylibAyER, ZIEFEIXdylibAIE =75
A, X$5Pod4aE=FNA%KMSDK, REBEEE— TR /EMNipadgi&app X 4EIF]

MonkeyPod

» B RIS IR ISR Pod A HE A B podiy 75 75K {ER

MonkeyAppMac

v fXMacE @A RIMER, FIABShEMsubstitute, JEANUKRFFSERIIE

MonkeyDev vs iOSOpenDev

¢ MonkeyDev vs iOSOpenDev
o MonkeyDevttiOSOpenDev) ZH—LEENHRANSE:
= MonkeyDevDevicePassword

i}
Jt

e
_‘ﬁ

» ZVAE: alpine

= MonkeyDevTheosPath

s EIAE: /opt/theos

= MonkeyDevKillProcessOninstall

[ ]
il
Jt
o

» ZAE: springBoard


https://book.crifan.org/books/ios_reverse_dev/website/
https://book.crifan.org/books/ios_re_dynamic_debug/website/
https://book.crifan.org/books/ios_re_jailbreak_tweak/website/

o Github
= AloneMonkey/MonkeyDev: CaptainHook Tweak. Logos Tweak and Command-line Tool.
Patch iOS Apps, Without Jailbreak.
= https://github.com/AloneMonkey/MonkeyDev
n wiki
= https://github.com/AloneMonkey/MonkeyDev/wiki
= FHafER
n FEEARAPPER Y
= AR5
= MonkeyDev/bin/md at master - AloneMonkey/MonkeyDev
= export
PATH=/0opt/MonkeyDev/bin:$MonkeyDevTheosPath/bin:/usr/local/bin:/usr/bin:
/usr/sbin:/bin:/sbin:$PATH
» X
= AloneMonkey/MonkeyDev-Xcode-Templates: MonkeyDev-Xcode-Templates
= https://github.com/AloneMonkey/MonkeyDev-Xcode-Templates
o Blog
= https://blog.alonemonkey.com/
= i{OSOpenDev{&EhkMonkeyDev

crifan.org, {EFE ©Z4.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 E#:
2024-07-12 11:41:12
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https://github.com/AloneMonkey/MonkeyDev/wiki/%E9%9D%9E%E8%B6%8A%E7%8B%B1App%E9%9B%86%E6%88%90
https://github.com/AloneMonkey/MonkeyDev/blob/master/bin/md
https://github.com/AloneMonkey/MonkeyDev-Xcode-Templates
https://blog.alonemonkey.com/
https://blog.alonemonkey.com/2017/06/28/monkeydev/
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HiREE
TODO:

o [iE3X] HARYouTubel HEBSEMIRMLIBRAIER : XCode+MonkeyDevaiSifEid
o [EfER] XcodelFidigAitiPhone6HfIYouTube

o [iER] MEiOSi¥ @ XcodelidYouTube T £ 1R

o [iER] & BSMackioS#m A & HE

o [Ef#iR] BSMacHREFEEXcodefIMonkeyDevF & HiE

o [RERR] FAXCodeFIMonkeyDevZifitiOSHEHapp
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¥4t MonkeyDevFF K18

D TR OptTEES

[%ERY MonkeyDev | theos FHILRIZRIASE, BAREEIUEENX, BRILAMPRSEAER
AR 25 Bl E RIBIARIER 1R

AT, REERRFFANEEBZ:

e /opt/MonkeyDev
e /opt/theos

MABERZAERRZ, SMNEEZHIRSIERFAER

a1t 8 EMonkeyDevIME=4]1A 1t ZFMonkeyDev
e T#itheos

clone https://github.com/theos/theos.git /opt/theos

e T#HMonkeyDev (ZIEIE{IE: /opt/MonkeyDev )

clone https://github.com/AloneMonkey/MonkeyDev.git /opt/MonkeyDev
o FUNBITHIAEZZRE

MonkeyDev/bin
md-install

REFIME, N E R

crifan@licrifandeMacBook-Pro™ ~" 11 /opt/MonkeyDev

total

drwxr-xr=-x root wheel 224B 101 Frameworks
“rW=r-=-r-- root wheel 34K 126 LICENSE
drwxr=-xr-x root wheel 96B 101 Librarys
drwxr-xr-x root wheel 128B 101 MFrameworks
“rW=r--r-- root wheel 7K 126 README.md
drwxr-xr-x root wheel 96B 101 Resource
drwxr-xr-x root wheel 128B 101 Tools
drwxr-xr-x root wheel 384B 107 bin
“rW=F==r-- root wheel 802B 126 change.log
drwxr-xr-x root wheel 128B 101 include
drwxr-xr-x root wheel 448B 103 templates

crifan@licrifandeMacBook-Pro™ ~" 11 /opt/theos

total
“fW-=r--r-- root wheel 1K 159 CODE_OF_CONDUCT.md
“rW-=r--r-- root wheel 35K 159 LICENSE.md

“rW=F=-=r-- root wheel 0K 159 Prefix.pch



=rW=r==-r-- root
drwxr-xr-x root
drwxr-xr-x root
drwxr-xr-x root
drwxr-xr-x root
drwxr-xr-x root
drwxr-xr-x root
=rW=r==-r-- root
drwxr-xr-x root
drwxr-xr-x root
drwxr-xr-x root
drwxr-xr-x root

wheel
wheel
wheel
wheel
wheel
wheel
wheel
wheel
wheel
wheel
wheel
wheel

1K
544B
96B
96B
96B
8968
96B
657B
96B
96B
96B
256B

169
169
169
169
169
169
169
169
169
169
169
169

README . md
bin
extras
include
1lib
makefiles
mod
package.json
sdks
templates
toolchain
vendor
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= Il [8) &

ItE4bEIEMonkeyDevIRE#IIA (L HAE) A9 W [a) 2R,

curl: (7) Failed to connect to raw.githubusercontent.com port
443: Connection refused

curl: Failed to connect to raw.githubusercontent.com port i Connection refused
Failed to download https://raw.githubusercontent.com/AloneMonkey/frida-ios-dump/3.x/dum
p.py to /opt/MonkeyDev/bin/dump.py

fRIRINE:
HIMRIATE frida-ios-dump :

clone https://github.com/AloneMonkey/frida-ios-dump.git

SREIBEFR] dump.py 1 dump.js ¥ ZE| /opt/MonkeyDev/bin/
>

e /opt/MonkeyDev/bin/dump.py
e /opt/MonkeyDev/bin/dump.js

Failed to extract /xxx/md-install.gvGnDuMp/file.tar.gz to

Failed to extract /var/folders/zz/zyxvpxvgécsfxvnh_n0000OAAOOO0EO/T/md-install.gvGnDuMp/
file.tar.gz to /var/folders/zz/zyxvpxvg6cstxvn_n0o00000000000/T/md-install.KQl1lUKhp

fRIRINE:

HOHZ— NIRRT ES:
/tmp/md_install/tempdirs

24 bin/md-install A:

# export tempDirsFile=""mktemp -d -t $scriptName'/tempdirs"

Failed to echo into

HIRIR:



line £247: Failed to into

fRIRINE:
ERRE
# echo "$StempDir" >> "$tempDirsFile" || \
# panic $? "Failed to echo into $tempDirsFile"

File /xxx/Specifications/MacOSX Package Types.xcspec not
found

= bin md-install

File /Applications/Xcode.app/Contents/Developer/Platforms/Mac0OSX.platform/Developer/Lib
rary/Xcode/Specifications/Mac0SX Package Types.xcspec not found

fRIRINE:

e Xcode <13
o H&: fFfE MacoSX Package Types.xcspec , REREEFEAX
o FRRINE: ABNIRIZEIRAREHE
e Xcode 13+
o H&: ATNFFE MacosSX Package Types.xcspec (F] Macosx Product Types.xcspec ) , FFLAZE
EWNLETHE, BE: HAaIBESIRAREHE
= % Macosx Package Types.xcspec #] MacOSX Product Types.xcspec
» gbs/share/gbs/modules/bundle at master - gbs/gbs/, T&;
= https://github.com/qbs/gbs/blob/master/share/gbs/modules/bundle/MacOSX-
Package-Types.xcspec
m {R{EHN: MacOSX Package Types.xcspec
= https://github.com/qbs/gbs/blob/master/share/qbs/modules/bundle/MacOSX-
Product-Types.xcspec
m {R{EH: MacOSX Product Types.xcspec
» 02| (|HhRXcodeXIRH)) H
%' /Applications/Xcode.app/Contents/Developer/Platforms/Mac0SX.platform/De
veloper/Library/Xcode/PrivatePlugIns/IDEOSXSupportCore.ideplugin/Contents/Re

sources
REREERE:
o [FEF] HiE1: ERREEE
/Applications/Xcode.app/Contents/Developer/Platforms/Mac0SX.platform/Develop
er/Library/Xcode/PrivatePlugIns/IDEOSXSupportCore.ideplugin/Contents/Resources /Applica

tions/Xcode.app/Contents/Developer/Platforms/Mac0SX.platform/Developer/Library/Xcode/Sp
ecifications


https://github.com/qbs/qbs/tree/master/share/qbs/modules/bundle
https://github.com/qbs/qbs/blob/master/share/qbs/modules/bundle/MacOSX-Package-Types.xcspec
https://github.com/qbs/qbs/blob/master/share/qbs/modules/bundle/MacOSX-Product-Types.xcspec

o 7352 ({824 md-install BIZAS) AmpEgR
&2 /opt/MonkeyDev/bin/md-install
BE&E, .

# macosxSDKSpecificationsPath=$macosSdkPlatformPath/Developer/Library/Xcode/Specificati

ons
# packageTypesForMacOSXPath="$macosxSDKSpecificationsPath/MacOSX Package Types.xcspec"

# productTypesForMacOSXPath="$macosxSDKSpecificationsPath/Mac0SX Product Types.xcspec"
/Developer/Library/Xcode/PrivatePlugIn

md-install

)

File /xxx/IDEiOSSupportCore.ideplugin/xxx/Embedded-
Device.xcspec not found

. 19

Xcode 14.3.1fMacH, IREE:

= bin md-install

File /Applications/Xcode.app/Contents/PlugIns/IDEi0OSSupportCore.ideplugin/Contents/Reso
urces/Embedded-Device.xcspec not found

o [RE: xcode 13+ Zf5, OBETMNT, FRLXARISIMEEE

o BRIRIE: MXcodeH ¥ ZZIEmbedded-Device.xcspeclISERRAIE, AGHEMEIRENIREZE (MRF
=&, SeIEMNER) BIF

o BIxDEE

(1) #ZIEmbedded-Device.xcspec

+ - /Applications/Xcode.app/Contents
+ Contents Embedded-Device.xcspec
./Developer/Library/Xcode/Plug-ins/XCBSpecifications.ideplugin/Contents/Resources/Embed

ded-Device.xcspec

HE:

e /Applications/Xcode.app/Contents/Developer/Library/Xcode/Plug-



ins/XCBSpecifications.ideplugin/Contents/Resources/Embedded-Device.xcspec
(2) ENEIRERR
FRTEIZE R

/Applications/Xcode.app/Contents/PlugIns/IDEi0SSupportCore.ideplugin/Cont
ents/Resources/

BEEL:

/Applications/Xcode.app/Contents/Developer/Library/Xcode/Plug-ins/XCBSpecificat
ions.ideplugin/Contents/Resources/Embedded-Device.xcspec /Applications/Xcode.app/Conten
ts/PlugIns/IDEiOSSupportCore.ideplugin/Contents/Resources/

A HRIRRTFE:

% PlugIns 11 /Applications/Xcode.app/Contents/PlugIns/IDEi0SSupportCore.ideplugin/Cont
ents/Resources/

total
-rw-r--r--@ 1 root wheel 437B 134 Embedded-Device.xcspec

REEMERE:

sudo bash md-install
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FHMonkeyDevifiipa

FiXcode+MonkeyDevZXEiidili =/EHIYouTubekipa

- i

o (1) Xcode F# MonkeyDev HJ MonkeyApp IiE
o (2) REEASH
m  Product : youtube

m  Organization Identifier : com.google.ios
» BEERER: com.google.ios.youtube
» iCFEMappAXBRE—HH
o (3) A%¥E TargetApp -> Add Files to youtube ->i%&iEYouTubely ipa
» ERANE:
m  Destination : Copy Items if needed
» R-fipaiE Ik, MARRZEMSIA (HHE)
m  Added folders : Create groups
o (4) WRBIRESENBITHEIOSIRA
» REiL ProJECT F] TARGETS HIRYIOS BHRHIARA—E
m  PROJECT -> ProjectName -> Info -> Deployment Target -> i0S Deployment
Target , LEUNIREN ios 12.0
m  TARGETS -> ProjectName -> General -> Minimum Deployment , LEAIIZE N ios

12.0
o (5) HR Targets 2 youtube (Wi ZyoutubeDylib) , SFHPEEAERBFER, BNFESH
i
o WNSRIBFZ )

= Unable to install
= Could not inspect the application package
= There was an internal API error

s OJLY:
s SR
» I Xcode -> Clean Build Folder , —f%tJTJfR R Q)RR
o FRE:
#rEMonkeyDevIiiH

o XcodeHFiZEINE, ji%& MonkeyDev -> MonkeyApp



Choose options for your new project:

Product Name: youtube
Team: = Mao Li

Organization Identifier: = com.google.ios
Bundle |dentifier:

Target App Optional

Cancel Previous

o fA1%4: com.google.ios.youtube
m  Product Name : youtube
m  QOrganization Identifier : com.google.ios
» BE)ERER: com.google.ios.youtube
= Target App : Optional



o ERIMBREFRRE
o Itk4h: /users/crifan/dev/DevRoot/YoutubeAdsFilter/Xcode/YouTube_ 1708

o FTEIFT Xcode + MonkeyDev HIINHE

RRBIRESENBIREFBIOSIRA

o REiL proJECT F1 TARGETS AHEYIOSBHRHIRRA—ZR

o PROJECT -> ProjectName -> Info -> Deployment Target -> i0S Deployment Target , Lb#ll

BN 10S 12.0

o o youtube youtube ) M iPhone7_1331 youtube: Ready | Today at 14:54 &
master
- DQAQ&EDBE B8 < h youtubeCommon.h youtube.xcodeproj =g
= outube
N youtube 8 v
> @ result (] Info Build Settings Package Dependencies
1) README.md Som arast
eployment Targe
> & youtube PROJECT
> @ youtubeDylib youtube i0S Deployment Target  12.0
> & Frameworks
TARGETS Configurations
youtube
= tubeDylib Name Based on Configuration File
i youtubeDyli
> Debug No Configurations Set
> Release No Configurations Set

o TARGETS -> ProjectName -> General -> Minimum Deployment , LEWII&EHN ios 12.0

5 +



‘ece @ >
@00 QAQFEDEBE

v youtube
> @ result
M README.md
> @ youtube
> @ youtubeDylib
> & Frameworks

5 A\ipa

o AMEN (Fi7EFHI) ipa
o TargetApp ->A%#-> Add Files to
@ Xcode File Edit View Find

youtube
youtube
icon.png
] Info.plist
Scripts

youtubeD
youtub:
youtub:
Logos
Config
Trace
Tools
AntiAnt

o EfRipaXF
.

IJ ’);thtel:be youtube ) M iPhone7_1331 youtube: Ready | Today at 14:54
8 < h youtubeCommon.h youtube.xcodeproj
youtube
[j General Signing & Capabilities Resource Tags Info Build Settings Build Phases Build Rules
PROJECT Supported Destinations
A tubs
POREESE Destination SDK
[J iPhone i0s
TARGETS
() iPad i0s
youtube [ Mac (Designed for iPad) ios
ffii youtubeDylib
I ye Y +
Minimum Deployments
ios | 12.0 Q) -
Identity
App Category  None (]
Display Name +
Bundle Identifier com.google.ios.youtube -
Version 2022.08.11 +
Build 1 +

b

Show in Finder

Open in Tab

Open with External Editor
Open As

Show File Inspector

MNew File...
Add Files to “youtube”...

youtube

PROJECT
yout
TARGETS

ut

ut

e +

2


https://book.crifan.org/books/ios_re_crack_shell_ipa/website/

dev

Downloads

Applicati... beAdsFilter @ YouTube_17.08.2_dumped

crifan revious 7 Dav B YouTube_17...._dumped.ipa

Recents M analysis
Desktop @ CharlesCapture
M header
Documents .
™ ipa
Macintos...

B android YouTube_17.08.2_dumped.ip

iCloud Dri... e

Information
MacZip € 2022%F3A6H TF5:03
Impac... fodifiec 2022%3A6H T¥6&:

Destination: ¥ Copy items if needed

Added folders: @ Create groups
Create folder references

Add to targets: & (] youtube
i youtubeDylib

All Tags...

Music

Photos New Folder Options

Movies

m  Destination : Copy Items if needed
m  Added folders : Create groups
o NINYF T Hipa

[ ] (L youtube @ youtube ) [J iPhone7_1331

B YouTube_17.08.2_dumped.ipa

youtube youtube TargetAp B YouTube_17.08.2_dumped.ipa
youtube ¥ y getApp 5 _dumped.ip

youtube
icon.png
E5 Info.plist
Scripts
Config
TargetApp
B YouTube_17.08.2_dumped.ipa
[F] putipa or app here
youtubeDylib
h youtubeDylib.h
youtubeDylib.m

Logos

Config

Trace

Tools

AntiAntiDebug

fishhook
worting F

Frameworks

iiA (iA%) MonkeyDevEZ B S

SR ERIAEY TARGETS 2 youtubeDylib , EFLELIIEITZE TARGETS -> youtube , A EEEZIAE.



% TARGETS -> youtube HFfiALEZMonkeyDeviIECESEL (21RATHE

=

youtube @ voutube ) [ iPhone7_1331

youtube.xcodeproj

youtube
v youtube iy

youtube: Ready | Today at 10:15 PM

youtube 1 General Signing & Capabilities Resource Tags Info Build Settings Build Phases Build Rules

icon.png PROJECT Ba8E) customized Al Combined) Levels

EH Info.plist
. youtube
Scripts Use Compiler to Extract Swift Strings
Config TARGETS

. youtube

1 youtubeDylib

TargetApp Packaging
YouTube_17.08.2_dumped.ipa

[5) put ipa or app here

Generate Info.plist File
youtubeDylib Info.plist File
h youtubeDylib.h

youtubeDylib.m

Product Bundle Identifier
Product Name

Logas Signing

Config

Trace Code Signing Style
Tools Development Team
AntiAntiDebug

fishhook Versioning

Current Project Version

Frameworks

Marketing Version
User-Defined

MONKEYDEV_ADD_SUBSTRATE
MONKEYDEV_CLASS_DUMP
MONKEYDEV_DEFAULT_BUNDLEID
MONKEYDEV_INSERT_DYLIB
MONKEYDEV_RESTORE_SYMBOL
MONKEYDEV_TARGET_APP

v MTL_ENABLE_DEBUG_INFO

Debug
Release
PODS_ROOT

LA SHEEE (SHEMIME) 2:

e MONKEYDEV_ADD_SUBSTRATE = YES
e MONKEYDEV_CLASS_DUMP = NO

e MONKEYDEV_DEFAULT_BUNDLEID = NO
e MONKEYDEV_INSERT_DYLIB = YES

e MONKEYDEV_RESTORE_SYMBOL = NO

e MONKEYDEV_TARGET_APP = Optional

FigiEidipa

SR BRAM TARGETS 2 youtubeDylib , BHETIMIIE TARGETS ->
Kipa, FRVEE.

ARG XcodeRBNF] &G Tipa:

e Building

com.google.ios.youtube
youtube

Automatic &
Mao Li ¢

1
1.0

NO

NO

YES

NO
Optional

INCLUDE_SOQURCE
NO
YES

build/Debug-iphoneos
build/Release-iphoneos
fUsers/crifan/dev/DevRoot/YoutubeAdsFilter/X...

youtube , ZHEIEEIGIT, &



o

¢ Installing

o

¢ Running

o

SRIERIATE iPhone EAl LI YouTube T



= & O B

“youTube” BB1E 5 3%85
- #50° TN SN B OEIE
2. BETE IR PRl

B #iF vrz-o io 23
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= Il [8) &

LE4bEEIEMonkeyDeviEit 4R iF1E1Tipalh B A9 ML) &R,

Id: file not found: /usr/lib/libstdc++.dylib
o [GER
MonkeyDev4g i 412 R 5 -

1d: not found: /usr/lib/libstdc++.dylib

e [RA: Xxcode 10+ ZJ5=#ihkXCode, 38T /usr/lib/libstdc++.dylib
o fRRINE: W EIRNERKH) /usr/lib/libstde++.dylib , FBZEEE N 2SN HFZENH,
o BRSRE

MEBAFTITECE, BINTXE, FAIAETEHABNGITIMEAEA,
clone https://github.com/devdawei/libstdc-.git
libstdc-
+Xx lnstall-xcode_11+.sh

./install-xcode_11+.sh

File not found: /xxx/arc/libarclite_iphoneos.a

. B

MonkeyDevifidipatk

File not found: /Applications/Xcode.app/Contents/Developer/Toolchains/XcodeDefault.xcto
olchain/usr/lib/arc/libarclite_iphoneos.a

o FE: ZHEIZBEPROJECTHIIIOSENE HFRMNIOSHRA
o EMZEEIAWE pefault =F1{H



0 QA o g DB

v [ WhatsApp
v & WhatsApp
(al icon.png
ES Info.plist
> @ Scripts
> @ Config
v @@ TargetApp
& WhatsApp_v23.20.79.ipa
[E put ipa or app here
v & WhatsAppDylib
h WhatsAppDylib.h
M WhatsAppDylib.m
> & Logos
> @ Config
> & Trace
> @ Tools
> & AntiAntiDebug
> @ fishhook
> @ Supporting Files
&a Frameworks

WhatsApp

g <

B WhatsApp

(@]

PROJECT

WhatsApp

TARGETS

WhatsApp
i WhatsAppDylib

WhatsApp ) B iPhone7_1331

WhatsApp.xcodeproj

Info Build Settings  Package Dependencies

Deployment Target

i0S D Target | | 1)

Configurations

Name Based on Configuration File
> Debug No Configurations Set
> Release No Configurations Set
+
Use Release @ for command-line builds

Parallelize build for command-line builds (does not apply when using schemes)

Localizations

Localization Default  Resources
Base 0 Files Localized
English v 0 Files Localized
+

Use Base Internationalization

o FRRME: EiFBEPROJECTHIIOSIE BFRHIIOSKRA

o BIRIRME

o IEINHEHAY PROJECT -> Info -> Deployment Target ->

B pefault =Z{H, tH ios

13.0

ios Deployment Target MERIA

ece M P @ whatsapp WhatsApp ) W iPhone7_1331 Build Failed | Today at 14:06 @2 A 11 e +
8 T QA Q& o B B < WhatsApp.xcodeproj e B
@ whatsw
v B WhatsApp st 9>
v & WhatsApp (3] info  Build Settings  Package Dependencies
(&l icon.png
Daployment Target
E8 Info.plist FROJECT
> & Scripts WhatsApp. i0S Deployment Target [ 13.0 [)
> & Config
v @ TargetApp X TARGETS Configurations
& WhatsApp_v23.20.79.ipa WhatsApp
; A
B putipa or app here £ WhatsappDyl Name Based on Configuration File
~ & WhatsAppDylib > Debug No Configuratons Sat
h WhatsAppDylib.h > Release No Configurations Set
M WhatsAppDylio.m
~ ;
> & Logos
> & Config Use Release for command-ine buids
> & Trace Parallelize build for command-line builds (does not apply when
> & Tools
> & AntiAntiDebug Localizations
> & fishhook
= ‘ Localization Defaut Resources
> @& Supporting Files
. - Base 0Files Localzed
ramevor Engiish v OFils Locaized
-
Use Base Intermationalization
u
==, = + . - E 0
N =
s S5 RERIFH Targets ->ProjectName-> General -> Minimum Deployment ARAY ios
T
13.0 HYE—3
eve M » WhatsApp Whatsapp ) B iPhone7_1331 Build Failed | Today at 14:06 @2 411 & +
SEEQA66 0B < Whatspp xcodeprol 2B
~ [ WhatsApp WhatsApp. <e>
« & WhatsApp o General  Signing & Capabilitiss  Resource Tags  Info  Buld Settings  Build Phases  Build Rules
& iconpng
Supported Destinations
E8 Info.plist FROJECT
> & Scripts B Whatsapp Destination
> & Config [ iphone
v @ TargetA)
& TargetApp i TARGETS P -
B3 WhatsApp_v23.20.79.ipa QD N
@ putipa or app here 1 WhatsAppDyis
WhatsAppDylib
Iy WA Minimum Deployments
M WhatsAppDylio.m
> & Logos ios (130 9 +
> @ Config
> & Trace dentity
53
& Tools App Category  None -}
> & AntiAntiDebug
> & fishhook Display Nama. N
> ‘Supporting Files Bundle Identifier netwhatsapp.WhatsApp >
> & Frameworks Version 1.0 +
Bula 1 B
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o ENN_EHAMAY?
o AntiAntiDebug ?
o trace?
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class-dump

TODO:

o [IEF] XZIFOSHISWIftFIObjCIRRAIclass-dump

o [Ef#R] MonkeyDevZi£sk: Failed to download AloneMonkey/frida-ios-dump/3.x/dump.py

o [EfZR] MacH Hclass-dumpSHYouTubesk X4

e class-dump @ RRIFFEFHFISZEswiftEIEIIARA
o XINyE&12: /opt/MonkeyDev/bin/class-dump
o HRAMER

+ ~ class-dump
class-dump bit ) (Debug version compiled Sep
Sep 124:48

iEMonkeyDeviiclass-dumpZ Fr] FH

MR, ZEIEZ%EIF iosopenbev MIMBIIEE THANIETS:
e ~/.zshrc

/opt/i0SOpenDev

/opt/i0SOpenDev/bin:

{ESILAMEEIN class-dump 2 i0SOpendev KRARY:

+ =~ class-dump
/opt/i0SOpenDev/bin/class-dump

124:48 compiled

LR E, B2/, S1TITHPIKEIR class-dump X (ZIFSwIftFIObJCIRIERI) Monkeybev HY

AL REPATHIMELTE, f1_EMonkeyDevAJi&iZ
YREE ~/.zshrc , ERAEINL:

/opt/MonkeyDev
/opt/MonkeyDev/bin:
RFRL., ERRL, BENFTSEMFAIANMR:

» =~ class-dump
/opt/MonkeyDev/bin/class-dump
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Vg
TODO:

o [RERR] MacHh L& iEMonkeyDev+XCodetIFF &I iE

[E##7] MonkeyDevZ&Z £k : Failed to download AloneMonkey/frida-ios-dump/3.x/dump.py

[Ef#7] MonkeyDevZ&#&ik%sE: tar Error Failed to extract md-install file.tar.gz

[E##7] MonkeyDevBXCodelll B 4Ri¥# 8. codesign_allocate error failed with exit code 34304
errno No such file or directory

[Ef#R] MonkeyDevigXCodeZRi%: IALREMELR S codesign_allocatedr 1T LT E

[Ef2/R] XCode/ZrhaRim: Failed to register spec from DEiIOSSupportCore.ideplugin couldn't
register specification malformed property list dictionary required key Identifier not present

[Ef#R] MonkeyDeviJXCodelil B 47iF#iREE: Unable to install This application’s application-
identifier entittement does not match that of the installed application

e [i2%] FXCodeFIMonkeyDeviEiftLogostihkiH{+ A IBAIR

o [Ef&*R] FAXCodefMonkeyDevEiAiRiOSEl Zapp

o [RfBR] “AMonkeyDeviipack.shiil_techofilog B &iEiE DT IE1Ti84E
e [iEE] PHiXCode+MonkeyDevimiEH} Zipai¥Hidi2Milog

o [&KfER] XCode+MonkeyDeviiZiOSHlipalt T & /RIMNG A RE
o [EAXFER] MacHhFMonkeyDev+XCodeZE N Z /it Sipa

o BRI
o %tCleanBBuild: Zidbug, BNSHERipas iz
= JENR:

» [EfBR] XCode+MonkeyDeviix18.9.08Z 8 RO : scCleanFH A
XcodeH, Fi xmX 4RIz
o SEIFIE xm3 {4, BEBuildd.mm, BEIE.mmilRIERIFETIER
» IFEEBM— M ABRSIE R XKER? DMERR BRIM.xmAERL.mm ?
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R ERRAS258
TODO:

EETEZ T

MonkeyDevAEE —E B CRIBIZA, HATIMNAIFILLIE, fwiF. PHEFFRENZE,
TENMEEFBAIAS.

pack.sh

e [kfRR] XCodet+MonkeyDevii#iOStipals T &R IMNEERIHIIARE

o [KRERR] AR MonkeyDevigXCodeH/opt/MonkeyDev/Tools/pack.shil A A ERIZ 45
o [RfBR] “AMonkeyDeviipack.shiil_techofilog B &iEiE DT IE1 T8 48

o [i2x] #fikMonkeyDevAipack.shF g {alinfo.plistH: % TRk EIFR 5 F R

md

o [EfBR] XcodeiAitiREE: /opt/MonkeyDev/bin/md No such file or directory

md-install

o [EfBR] MacHMonkeyDevi&E M EIEITmd-installiR4s: File Xcode/Specifications/MacOSX
Package Types.xcspec not found
e [Ef2R] MonkeyDevZ#£iRss: tar Error Failed to extract md-install file.tar.gz
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I H i 451
TODO:

o [EfRR] MonkeyDeviXcodeIn BB : HiEIHIZ X HyoutubeCronet.xm

o [Ef#R] MonkeyDevA9Xcodell BB : IBAHEERDIREXE]youtubeCommon.h
o [Ef#R] MonkeyDevigXcodeIM BB : IBhookXAZFE NI II X

e [iEX] iftMonkeyDevEgYouTubef{i3: EErrorZsy 12 EXRI I 14
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FEHAVAT

MonkeyDevigitht, BRALAT, TERITPEN=-FTRUAE 19ith7, EEMT:

image listB9%iH I RRITIR, HEappBERIEE, 1=
iPhoneifiiJappfl B H 81

i3

1lldb image list
0x0000000002bTcOOO /Users/crifan/Library/Developer/Xcode/DerivedData/WhatsApp-fuk
xiohktyjtjgfvzmmrwluorwjn/Build/Products/Debug-iphoneos/WhatsApp.app/WhatsApp
0x00000001069fcO00 /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.3.1
17D50  /Symbols/usr/1lib/dyld

(| —

o HfjapphIitizd 2
o /Users/crifan/Library/Developer/Xcode/DerivedData/WhatsApp-

fukxiohktyjtjgfvzmmrwluorwjn/Build/Products/Debug-iphoneos/WhatsApp.app/WhatsApp
o REAEZE TMacifmfJapphIi&iz
o MAERENIH=iPhonelffYapphIsLFRigiE
o MHMEALME: iPhonelmiVapphIsLRE&R
o HiENZZ
o [IE&] iOSi¥@mWhatsApp: lldb+debugserveriAid iTiNEAimagetR &R
o
1lldb ) image list
0xX0000000004c6c000 /private/var/containers/Bundle/Application/CCFD22D2-32EE-4
F23-9C81-226663100D40/WhatsApp.app/WhatsApp Ox0000000104c6c000

0X0000000108a44000 /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13
.3.1 (17D50 /Symbols/usr/lib/dyld

. &
o /private/var/containers/Bundle/Application/CCFD22D2-32EE-4F23-9C81-
226663100D40/WhatsApp.app/WhatsApp
o X, appfEiPhoneLFRAYELAIERIR

=3
o [iC&] i0Si¥@WhatsApp: MonkeyDevifit it iZiAimagetEi5dlZR
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IRiLAT SRR R RS
TODO:

o [RfRIR] XCode+MonkeyDevidifiOSHipals T BENRINGREAIHISSE
o [FRfBR] i0Si¥mAppleStore: JyfaMonkeyDeviflit Z&ipaFiziTE BN 55

FiMonkeyDevifiidipafiis], 2E=1B%: SMNERNRE

3

o MonkeyDeviFitipat) & gg w1 55
o AppleStore
= app group path[a) &R
m  [unspecified]
container_create_or_lookup_app_group_path_by app_group_identifier: client is
not entitled

.......

.........

» Charles#lEIEPB LD = TIEME, SKRIEPEEA
n H4)
s [RERR] MonkeyDeviifApple StoretRss: LLARSZEBMIEP LK., ErIREIETEE
Z2—MARMixp.apple.comfIfRBZEE, XSEMEIENNZEERNTE



SolyDyit) = Logos Dyl am ) No Saect

ook NFileManager

Energy Impact
AL eansinerorsasrisyopistionanidintitio: stzing )rupianetiert
42 N hLiet = NSSanretPathForbizectoriosTnbemeine (SOocumentDLFectory, NSUseroonsirbask,

Network
NSStrings fullostrounPeth = (sand ochath sringdytspendingpatiCorsnentsap0raspons )

£ createDirectoryAtPath: ful LAppGroupPa

NSURLY hookedContainasUrl = SURL £L16URL<HPath:FULLAPBETOLPPALh.
«
sppGrouphane,

FullhpsGrouppath, hookedContainerurl

2161226] ~candpentiL: failed for AL:

ity and Type
Ti5e Objective.Cr Sourea
Lacaton (RIS GToB
JolyDyibiam

Dyl
Jolyyinm

On Demand Resource Tag

. Sroupldentifior, pathlist, sandboxdachath,

~CASTLE® — oxror:
e i (Spaces

- ;. RemmNEENAARES, -
EORERARABT ; _MiFstremterorbominkers,

o oy CA (30 \US166\UE7
ey €A (30 whn\vun 2018, Licrifandoha

nsExnxrnhnumﬂx-y stpac/ 23 sople- con

e e \Singeriying
oy 2 ) mm wrcopers

I s165\067

icrif

operiyisipeee
o8 20

(MiCloud) FEI#Applelkf 2L = IS B e
hEBRWE
. 54

[RfZ/R] iOSiEEAppleStore REHFTH i E R FEcanOpenURL
prefs:root=CASTLE error RBEST A IR{E OSStatustaiz -10814

SseTimerticicstestates,

Book-pro. Local)>,
¥ Charles Proxy CA

770090 (Error

Tocsld>t,

Charies Proxy GA

failed for URL



AT S MR R

s

E7£ Apple Store app A
1, 1RRESR ApplelD,

Z{ERB M Apple ID 3%, 1BRITEIRAY I0S &RF LAY

“RE7, ARBR“EFR iPhone”, R RIAEX—F
£liZ Apple ID,

FIF“RE”

Copyright ® 2023 Apple Inc. {REFFENF.
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@ Jolly) [l iPhone11_151

Running Jolly on iPhone11_151 &

AntiAntiDebug.m JollyDylib.xm jolly_network.xm

JollyDylib ) & Logos ) 111 jolly_network.xm ) No Selection

v B Jolly PID 1
cPu

Memory 30.7 MB

Energy Impact High )errorithDomain: (NSErrorDomain)domain code: (NSInteger)code

userInfo: (NSDictionary<NSErrorUserInfoKey, i¢> x)dict{

NSErrors newErr = %orig
(NSURLErrorDomain
iosLogInfo(
gNouse = 1;

Disk Zero KBJs T
jomain
, domain, )code, dict, newkrr);

Network Zero KB/s

newErr;

)initWithDomain: (NSErrorDomain)domain code: (NSInteger)code
O e AU TR 65 R

b

(] 8 7 [y Li ol: 1
:27.272026+0808 Apple Storel1450:56353] Connection
failure notification
27.272203+0800 Apple Store[1450:56363] [cnnnacuun]

nw_flow_add_write_request [C2.1 185.199.168.13 ailed
channel-flow (satisfied (Path is sausf:.ed), vnhle, xnterfa:e
end, ipvé, dns)] cannot accept write reque:

2023 0130 11147+27. 27229450800 Apple Sture[inso 56353] [connection]
nw_write_request_report [C2] Send failed with error "Socket is
not connected

2023-01-30 11:47:28.838301+6800 Apple staro[:l.so 555981
Reveal Server started (Protocol Version S

2023-61- an 11:47:29.807754+8800 Apple staze[use 555981

1 Server started (Protocol Version 50)

1:47:

, domain, )eode, dict, newErr);

INFO:
INFO:

Reve
2023-01-30
Reveal
2023-01-30 11:47:33.039297+800 Apple Store[1450:55598] -canOpenURL:
failed for URL: "prefs:root=CASTLE" - error:
"FRAETEAURE, (0SStatusitiiR-10814, )
2023-01-30 11:47:33.042452+0800 Apple Store[1450:55598] -canOpenURL:
failed for URL: "prefs:root=CASTLE" - error:
"REETERURE. (0SStatustiiR-10814, ) "

INFO:

»  [Ef#R] 0S¥ [EAppleStore: FTFIREIRIENSOSStatusErrorDomain Code
-10814 _LSLine 225 _LSFunction _LSDOpenClient openURL

»  [REBR] i0Si¥@AppleStore: ToiEEmNE FApplelkS

= [ORERIR] iOSi¥aAppleStore: B MARAFIAEFThRAIT L3 X 5l

»  [RfER] i0SiEEAppleStore: HliFSARANEIL, H LS F ) &R

o BIF
» NSStringZ%= F /& ff &
w H5)
»  [#EEERR] XCodefIMonkeyDevifittHl Zipassia:
stringByAppendingString nil argument

eoe M a >
8 QA S&FDBE 8 <

Awema ) @ Thresd 12) [ 0 _pthread_kil

&

__NSCFConstantString

Aweme

Aweme ) § iPhone7P_1341 Running Aweme on iPhone7P_1341 4.5 + @

[ 0_pthread il

v Aweme PID 2734 L.10)

@ cpu 0% libsystem_kernel.dylib’_

_pthread_kill:

6x1ad81680 x16, #0x148
” Mersw 20 M8 0x1ad816086 #0380
4 -> Oxladsiedss exlade1edat i <+36> = Thread 12: **** -{_ NSCFConstantString stringByAppendingString:]: nil argument

4 Enevay Impact High 6x1adgl6d8c <+12>: stp  x29, x30, [sp, #-0x16]!

6x1ad816098 <+16>: mov  x29,

Zero KBJs 0x1ad816d94 <+20>: bl @x1ad7f5ade ; cerror_nocancel

0x12d816d98 <+26>: mov  sp, x29

@ Network Zero KBfs 0x1adg16d9c <+285: 1dp  x29, x30, [sp), #0x10

0x1ad816dad <+32>: ret
> @ Thread 1 Queue: com..read (serial) Ox1ad8i6dab <+36>: et
> @ Thread 2 Queue: co...ueue (serial)
> @ Thread 3
> @) Thread 4 Queue: co...ssing (serial)
> @ Thread 5
> @ Thread 6
> () Thread 7
> @ Thread 8
> () JavaScriptCore bmalloc scavenge...
> ) WebThread (10)

Aweme ) @ Thread 12 [i] 0 _pthread_kil Une:a Cot1 | O

> @ com.apple.uikit.eventfetch-thread...
v @) Thread 12 Queue: N...concurrent)
[1] 0 _pthread_kill

__NSCFConstantString stringByAppendingString:J: nil argument"
iSinvalicArgumentException"
(__NSCFConstantString stringByAppendingString:J: nil argument”

implemented ~[<UIApplicationDelegate>

:], but you still need to add "remote-notification" to the
list of your supported umaekurnunnunaes in your lm plist.
g ]

16135,

> reserved = (_NSDictionaryM *) 2 keyjvalue pairs. app due to unnzl]nht exception 'NslnvahﬂlmumentExnentmn .
[] 42 _pthread_wqthread reason: sk =[__| ing 1
~ Original Exception Backtrace nil argument’
~ O Thread #*#x First throw call stack:
[ 0 _exceptionPreprocess
[i] 42 start_wathread
> ) Thread 13
> © Thread 1 oxisac ex111788158
> @ Thread 15
@x184ced698 @x1ad738b38 @x1ad73b740)
>
Quiezim libe++abi.dylib: terninating with uncaught exception of type
> © Thread 17 NSException
terminating with uncaught exception of type NSException
#kk Terminating app due to uncaught exception
'NSInvalidArgumentException', reason:
[ i i i 1t nil argument’
(11db)
[ ] BB Avws ® All Output 2

s [REBR] B3I XCodetAstringByAppendingString Nk s &t S+ 11 AR iR R
w [BfER] 2R RXCodefIMonkeyDevil HipalfitBiiR: hookE %X

stringByAppendingString

» FF

I\



o HRAREH
o HIiR: entitlementtNfEEL
o YA
= MonkeyDevifittipaliiie]l, SE#HITE, SEKIEE T appAPHITEWentitlementiX R
» AERERATRIANRREARNentitlementtX R
» SHFRETappINENRZHMI Fappiz T EIRE EEWentitementiXfR, MEKXRT
» R ESHEEIEITHE, L& BRRMEE

RERARET

EbanFEMonkeyDevZ& iR, Apple Store Hlipa3fiit:

Xcodef)4mIZHAEIIog Al AF HmiFT 2R :

/usr/bin/codesign 846361C864F687841B120144B1F1D0770BCBOEE6
/Users/crifan/Library/Developer/Xcode/DerivedData/Jolly-edtiyeefjwnsmtdjblcgpzxtpvnt/B
uild/Intermediates.noindex/Jolly.build/Debug-iphoneos/Jolly.build/Jolly.app.xcent --tim
estamp  none --generate-entitlement-der /Users/crifan/Library/Developer/Xcode/DerivedDa
ta/Jolly-edtiyeefjwnsmtdjblcgpzxtpvnt/Build/Products/Debug-iphoneos/Jolly.app

(| —

HohFEZIAY Jolly.app.xcent , &=:

(RiE2EFFE CODE_SIGN_INJECT_BASE_ENTITLEMENTS , ¥PA{EMEY, @I ERIAMentitlementfItEMR AR
A REY)

AR, RBIEE /D, entitlementiBERANE:

e /Users/crifan/Library/Developer/Xcode/DerivedData/Jolly-
edtiyeefjwnsmtdjblcgpzxtpvnt/Build/Intermediates.noindex/Jolly.build/Debug-
iphoneos/Jolly.build/DerivedSources/Entitlements.plist

<?xml version="1.0" encoding="UTF-8"?>
DOCTYPE plist PUBLIC

application-identifier
3WRHBBSBW4,com,.apple.store,Jolly

com.apple.developer.team-identifier
3WRHBBSBW4

get-task-allow

MME =L

o [RIAKY, NBIFEZMentittementAZ == app/RiAHJentitlementIE

<?xml version="1.,0" encoding="UTF-8"?>



DOCTYPE plist PUBLIC

com.apple.watchlist.private

com.apple.authkit.client.private

com,apple.developer.associated-domains
applinks:www,apple.com
applinks:www,apple.com.cn
applinks:concierge.apple.com
applinks:reserve-prime.apple.com
applinks:reserve-gb.apple.com
applinks:reserve-cn.apple.com
webcredentials:www.apple.com

com,.apple.private.tcc.allow

kTCCServiceMediaLibrary
kTCCServiceAddressBook

com,.apple.accounts.idms.fullaccess
com.apple.developer.pass-type-identifiers
MTOUS5E2GS8. *
application-identifier
W74U47NEBE.com.apple.store.Jolly
com.apple.accounts.appleaccount,.fullaccess
com.apple.itunesstored.private
com.apple.private.MobileGestalt.AllowedProtectedKeys
UniqueDevicelID
SerialNumber
IntegratedCircuitCardIdentifier
InternationalMobileEquipmentIdentity
InternationalMobileEquipmentIdentity2
IntegratedCircuitCardIdentifier2
fairplay-client
187241837
com.apple.Contacts.database-allow
com.apple.developer.siri
com.apple.private.applemediaservices

com,apple.ap.adservicesd,statusconditionservice

com.apple.developer.usernotifications.time-sensitive



com,apple.private.appstored
IAPHistory
com,apple.springboard.opensensitiveurl
com,apple.developer.in-app-payments
com.apple.ASA_AOS
com.apple.ASA_EPC
com,apple.ASA_AOS_KRYPTON
com.apple.ASA_EPC_KRYPTON
com,.apple.ASA-AO0S-ALT
com,apple.security.application-groups
group.com.apple.store.Jolly

com,apple.security.exception.shared-preference.read-write

com.apple.AvatarUI.Staryu
com,apple.animoji

com,.apple.developer.associated-appclip-app-identifiers
W74U47NESE.com.apple.store.Jolly.Clip
com,.apple.proactive.PersonalizationPortrait.Topic.readOnly
com.apple.private.ind.client
com.apple.security.exception.mach-lookup.global-name
com.apple.AppleMediaServicesUIDynamicService
com.apple.appstored.xpc
com.apple.proactive.PersonalizationPortrait.Topic.readOnly
com.apple.corefollowup.agent
com.apple.ndoagent
com.apple.ind.xpc
aps-environment
production
com.apple.developer.default-data-protection
NSFileProtectionCompleteUntilFirstUserAuthentication
com.apple.security.exception.shared-preference.read-only
com.apple.suggestions
com.apple.security.exception.files.absolute-path.read-only
/var/mobile/Library/Preferences/com.apple.suggestions.plist

com,apple.private.ndoagent

com.apple.ap.adservicesd.statusconditionclient.allow_read



com.apple.private.tcc.allow-or-regional-prompt
kTcCServiceAddressBook

com,apple.developer.team-identifier
MTOUS5E2G8
com,apple.coretelephony.Identity.get

com,.apple.private.avatar.store
com.apple.accounts.appleidauthentication.defaultaccess

com,.apple.features.all-access

E, BEFentitlementt A :

crifan@licrifandeMacBook-Pro"™ ~/dev/dev_root/iosReverse/AppleStore/fromiPhonel1/AppleSt
ore_TrollStoreInstalledOk_inited/Bundle/46830BF1-0DBF-4EE2-8084-1C0404BD7555" codesign
- Apple Store.app
/Users/crifan/dev/dev_root/iosReverse/AppleStore/fromiPhonell/AppleStore_Tro
llStoreInstalledOk_inited/Bundle/46830BF1-0ODBF-4EE2-8084-1C0404BD7555/Apple Store.app/A
pple Store

gj:

crifan@licrifandeMacBook-Pro"™ ~/dev/dev_root/iosReverse/AppleStore/dynamicDebug/Xcode/J
olly/Jolly/TargetApp” ldid Apple Store.app/Apple Store AppleStore_embeded_entitl
ements.plist

I SET

[E8EapplE B in THAE, HTEXTAEENEMientitlementtXfR, MiZ{THRIEE
241

E5% TREMapp groupilentitlementiXfRAGIZE :

com,apple.security.application-groups

group.com.apple.store.Jolly

MSEH T [54E89app group pathfijo) i :

-01-11 14:43:19,763884+0800 Apple Store 11787412 unspecified container_crea
te_or_lookup_app_group_path_by_app_group_identifier: client is not entitled
ApplicationGroupContainer.swift:37 applicationGroupContainerPath/ - Application sec
urity container path not found
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o NRARIR: EHSTCHR
o ZHIZMRR, (BRIEMRR
s [FTiERRR] iOSiH[mapp: EXRELE R A#F~MonkeyDeviffid Z3ipa & 5%
s BlE = Aweme
s [iEX] HRXCode+MonkeyDev54LiEiRipalB A% & codesignBE S iR BR 5 o) &1
»  [RAERR] XCodefJMonkeyDevSE % MipaR &I FEFNHIAE K RSB REI S
ipa
s [iE&E] $HXCode+MonkeyDevimiEHlZipai¥ it i2Mlog
= AppleStore = Jolly.app
s [EARERR] i0Si¥[EXcodeHfcodesign: XcodeS %
CODE_SIGN_INJECT_BASE_ENTITLEMENTS
[RERR] iOSi#EAppleStore: codesigniBid&iFhSE4--preserve-metadataSLH RS

entitlement

s [RERIR] i0Si¥m@AppleStore: Xcode#RiZERtcodesign " E A --entitlements S ENAME
Hentitlement> {4

s [RfRR] iOSi¥@AppleStore: XcodeZRiZHtcodesignBIa{aiEE & EAJentitlementil
BRI 4

s [RERIR] i0OSi¥m@AppleStore: Xcode#RiEAI 22 Acodesignftigza

s [CRERAR] iOSi¥mEXcodeHcodesign: FikBaseEntitliements.plist3&

»  [RERR] i0Si¥mXcodeFcodesign: #fFtDerivedSources/Entitlements.plistd 3R
s [KRARR] 0S¥ @EXcodeFcodesign: HFFExcbuild S {4 HR1F S T2 4R

»  [FiERRR] iOSi¥ B XcodeFcodesign: #%.app.xcentXX N B FE B © B il o B ek

INLES

»  [REBR] 0S¥ @AppleStore: XcodemiERtcodesignZa S --entittements$gE B 29
entitlement {4

s [EAFRR] i0Si¥EXcodeFcodesign: 15 1&DerivedSources/Entitlements.plistiNE
AIRIR

»  [REBR] iOS#[@AppleStore: XcodeZmiFEtaNE{REBIE M entitlement XX 4 EZ
FMapp

»  [RERR] 0S¥ @AppleStore: FFRXcodesmiZidi2tk — i RentittementE L AVRE
»  [RARR] iOSi¥[@EXcodeR EH CiEEentitlement: ZFABEMEER

»  [RfBR] i0Si#EXcodefIcodesign: BEERFNSMIMETEETHERAN

s [KREBR] FFZMonkeyDev#iXCodeH/opt/MonkeyDev/Tools/pack.shil <A A ERIB 48
»  [REBR] i0S#m@AppleStore: B2 RMIEITan<IRETEMentitementiX R

» [EfgR] XCodeF&EEBuild PhasesfRun ScripthdshiiZ<flogsi 4

s [RERR] 4AMonkeyDevApack.shiil_techofilog HEiEIX o iz Ti248

s [RERR] iOSi¥[EAppleStore: XcodelbuildEAEIANAESignZ FEHITEEX GBS

s [RERAE] iOSiF[AppleStore: SR E R4S —#HlELplistientittementZH(E
ENEE

[Ef#2)R] XcodelFidipasiapp: H{RINE debug-ipalk &iFitizT
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o ALEEINE: tNAEMIENFR
o {FtHETE: Xcode+iOSOpenDev
» iOSHEEFEIK: Xcode+iOSOpenDev
o EHRAILAZFE: debugserver+lldb
s OSi¥EiEIX: debugserver+lidb

crifan.org, A= #4.0EFR(CC BY 4.0)fi¥ &7 all right reserved, powered by Gitbook &z /5 E #T:
2024-07-12 11:50:20


https://book.crifan.org/books/ios_re_debug_xcode_iosopendev/website/
https://book.crifan.org/books/ios_re_debug_debugserver_lldb/website
https://creativecommons.org/licenses/by/4.0/deed.zh

Bt &

TESIEEXSEREN,

crifan.org, {ERAZE34.0EFR(CC BY 4.0)/%&%n all right reserved, powered by Gitbook&x 5 E#:
2022-11-03 11:53:00


https://creativecommons.org/licenses/by/4.0/deed.zh

SEAZH

iOSi¥m@iEl: Xcode+iOSOpenDev
iOSi¥alifEid: debugserver+lidb

[R212] iOSEskiEHFF & LR MonkeyDev

[ZRf# 2] MonkeyDevifEif,AppleStoreR%a

container_create_or_lookup_app_group_path_by app_group_identifier

[Ef#R] XCode+MonkeyDevliEid YouTubeklipa

[Ef#R] FAMonkeyDevi1XCodeZiiH17.8.069%} Hipa

[Ef#R] MacthZ 2 EMonkeyDev+XCodefFF & IA1E

[EfRR] MonkeyDevi#liafLIREE: File
/Applications/Xcode.app/Contents/Developer/Platforms/MacOSX.platform/Developer/Library/Xcode/S
pecifications/MacOSX Package Types.xcspec not found

[EfER] M28MacH 25 XcodeZ ZEMonkeyDeviH s : File
/Applications/Xcode.app/Contents/Plugins/IDEIOSSupportCore.ideplugin/Contents/Resources/Embe
dded-Device.xcspec not found

[Ef# 1] MonkeyDevEXCodeZgi¥ika: Id file not found /usr/lib/libstdc++.dylib

[Ef#2)R] MonkeyDev4gi%iz1TiRES: File not found arc libarclite_iphoneos.a

FHAER

JEHSRAPPE AR

iOSOpenDev{g 4 hkMonkeyDev
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