il
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ObjCiz{THIHR 5T
Runtime& At %0113
ObjCEREAFIXT R
NSObject
NSObject.h
FTENZKAYIFIE
NSObject-Protocol.h
CoreFoundation
objc R T R
objc_init
objc_alloc
objc_alloc _init
objc_msgSend
FitES%
Ho4dR
objc_getClass
Rz 2541
objc_retain
objc_retainBlock
objc_release
objc_autorelease
objc_opt_class
objc_storeStrong
objectZ& 7l R
object_getClassName
[z FA 2541
HAth\F
ObjCEMERAIE
isKindOfClass
ODbjC3REXClassZ &
NSStringFromClass
class_getName
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iOSEMFFA: ObjCiz ThY

o HFTARAS: ve.9.7
o FEFAATE): 20241123

Ei?

N BIOSEEER B E a5 & ZIAIObCHIK B EIRRuUntimeiz TR, AR M ZERuntime R EIBRIAYE R £
FIAZ, BIFENSODbject. objcHkRIRFIREL, TLHEFobjc_msgSendi&%. objectFFkRIZR TR ?5(

TRES+ ST+ T
ABHEMER., 4N, SMERAETHANT:
HonKiti&EH5

e crifan/ios_re_objc_runtime: iOSi¥[EFF & : ObjCiz{ThY

aNfE{ERLtHonKitRIB EE R AT AR F B

¥ crifan/honkit_template: demo how to use crifan honkit template and demo

TR

o IOSH@FA&: ObjCizfTHT book.crifan.org
o IOSHEF&: ObjCizfTAT crifan.github.io

B%& THE
e iOSiF@F&: ObjCizfTHS PDF

e iOSiF@F&: ObjCIZ{THS ePub
e IOSiF@F&: ObjCizfTHS Mobi

hRAXH] A& 5 BR

LB FHHENEHANE, WRKGRE, BHATARE. EFH7ATSEENE, HERET HL.
MARBMABRERN, BEIAFHEERIE adnin 345 crifan.com , HRIRIRMIER. ﬁhﬁié{’ﬁo

EMEARKHIE, MERNZIMARER. B2BRTEQTRERE. WEFERE, HE5FATX.
M5 758

RS RN EZBRENETERNBORY, TER/HE crifan BEZHNETTRATHANERTPEHX
LBEFHIRARBIE, SIS,


https://github.com/crifan/ios_re_objc_runtime
https://github.com/crifan/honkit_template
https://book.crifan.org/books/ios_re_objc_runtime/website/
https://crifan.github.io/ios_re_objc_runtime/website/
https://book.crifan.org/books/ios_re_objc_runtime/pdf/ios_re_objc_runtime.pdf
https://book.crifan.org/books/ios_re_objc_runtime/epub/ios_re_objc_runtime.epub
https://book.crifan.org/books/ios_re_objc_runtime/mobi/ios_re_objc_runtime.mobi

Hth
FENEMBE T

KA crifan RETHME 150+ REFHHIE, BAXBIBLSE:

crifan/crifan_ebook_readme: Crifanf B8 %3 #9{F A58

XTFEHE

XFEEESZNA, 1£0:
xFCrifanLiZ=% — £ L
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ObjCiz1TAIHE R
OSIIN, BRBREI—LEOSHENS, HERHMELE, objc B B = runtine .
OSIMEIES REMIRSHE, HHRutmeR:

o FEREIRA
o Method Swizzling
» [REMKE T ObjciIRuntimeAfL
o SN
» IERIEENLH AT ObjCAIRuUNtime
w B, WRAIBIRASWIft, BITTIES H LU
o IR
o RIA%I KRB MM R %
n KEMPKEI, Runtime® R NSobject . isa HFAB
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Runtime&iti&1iR

LA EEIRIOSAIObjCAIRUNtimeRITE X B AR

¢ ObjC Runtime
o BN
= Objective-C Runtime | Apple Developer Documentation
o fii
= The Objective-C runtime is a runtime library that provides support for the dynamic properties
of the Objective-C language, and as such is linked to by all Objective-C apps. Objective-C
runtime library support functions are implemented in the shared library found at
/usr/1ib/1ibobjc.A.dylib .
= You typically don't need to use the Objective-C runtime library directly when programming in
Objective-C. This API is useful primarily for developing bridge layers between Objective-C
and other languages, or for low-level debugging

TODO:

o [%12] i0SiE1THIIOS RuntimeE AR
o HZEH:
o Swift & the Objective-C Runtime - NSHipster
= R’
= X

load
TODO:

[FRfER] IOSHIObJCEMANIR: loadf5i%k
objc_classlist {1 objc_nlicatlist

£ objc-file.mm XHFHEBUTENX

/1 BT c++ MIRIREIE, BT RRLEZERE
// BBABRMNAFHRERNR T X TEMNZUBOER, HEEHE

// 1RiE dyld % images HUERITREHBERFENAE
_getObjc2ClassList
_getObjc2NonlazyCategoryList

-> 77BRR:


https://developer.apple.com/documentation/objectivec/objective-c_runtime?language=objc
https://nshipster.com/swift-objc-runtime/
https://nshipster.cn/swift-objc-runtime/

+ (void)load

XTFH— Class #l Category 3Ki%t, MERBEALLAE, MBMNIAR—X, HES Class
Category NRZFEB ARG, MSWTIAE, HELSREEERERRFBEIRIEHERTT

->

e _ objc_classlist : class = Classz

e _ objc_nlcatlist : nlcat = Non Lazy Catetory = 3EfifiinEaIcategory

iOS¥ @R : Method Swizzling

iIOSH @A) —FIE AN :  Method Swizzling = AEXRE , HEBMEFIA T ObjCHIRuntimefy4F 14
TODO:

(iEx] HARPSHICNBEE: i0OSHIObjCHITT AR HMethod Swizzling

REHAE D Sz B HAE
TODO:
[EfRAR] IOSHAAMMIF AN : iI0SIEFTATIOS Runtime

crifan.org, {EFE ©24.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x 5 E#:
2024-10-26 14:51:38
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ObjC R ENFIIT TR

LtE4b 22 IBIOSAIObjCAIRUNtimetE X R EFINT &R, FIEKEAH,

dispatchtlB>x

dispatch_once

TODO:

[Ef#R] IOSERZIIR: dispatch_once

SEL = objc_selector

TODO:

o [RfRAR] IOSERENIR: SELMIstruct objc_selectorEH{RAYE X
o [Bf#R] iIOSMSELKIselectoriSEIFFTENL R # =

OS_dispatch_queue

TODO:
[EfgR] IOSEMZNIR: OS_dispatch_queue
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NSObject

TODO:

[%38] 0SS : Runtimeiz{TATNSObjectXf %

LA BiIOSAIObCHFIRuntime B XH):  NSobject EIEXMAZR,

e NSObject
= NSObject;Z2FTB ObjCERIRAE
o #%I\\\

= NSObjectH & K1VE AR MR ER

NSObjectfiprotocolE X HZEARFE X

o [EfBR] iOSi#E: NSObjecthiIZE X
o t¥=Protocol
= NSObject-Protocol.h
m {OS-Header/14.5/PrivateFrameworks/CloudDocsDaemon.framework/NSObject-
Protocol.h at master - xybp888/i0S-Header - GitHub
o #=Class
= NSObject.h
= iOS-Runtime-Headers/lib/libobjc.A.dylib/NSObject.h at
fob634c78269b0169efdead80955bab4eaaa2f21 - nst/iOS-Runtime-Headers - GitHub

I0ViF

TN BRI RIB IR E @A LIS ARER A —F
tban:

o [FEAARNERERE: NSDictionary

o WEFIXINERIAERZE: __NSDictionaryM

BRRERR, 1E0:
TODO:
[E3Z] i0S# @G : X ERIAObCHIREEIELEM L RERRIMN KR
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NSObject.h

e NSObject.h
o B3
= {OS-Runtime-Headers/lib/libobjc.A.dylib/NSObject.h at
fob634c78269b0169efdead80955bab4eaaa2f21 - nst/iOS-Runtime-Headers - GitHub

UIKitCore

e NSObject.h (¥F&E) FiEFrameworkZ
o UIKitCore
» KR UIKitCoreZiOSHHIE H— PrivatefJFramework
= ¥R
» OSi¥[E: Frameworka&SE
» B{RiIE: /System/Library/PrivateFrameworks/UIKitCore.framework/UIKitCore

NSObject.h AR

// Image: /System/Library/PrivateFrameworks/UIKitCore,framework/UIKitCore

__accessibilityGuidedAccessRestrictionStateForIdentifier (id argil
bool __accessibilityGuidedAccessStateEnabled
__accessibilityRequestGuidedAccessSession (bool argl completion (id /* block */
arg2
_installAppearanceSwizzlesForSetter (id argil

id _NSItemProviderTypeCoercion_coercedUIImageValueFromNSDatavValue (id argl error (id
arg2
id _NSItemProviderTypeCoercion_coercedUIImageValueFromNSURLValue (id argl error (id
arg2

id __autorotationSanityCheckObjectFromSource (id argl selector (SEL arg2

id __ivarDescriptionForClass (Class argl

id __methodDescriptionForClass (Class argil

id __propertyDescriptionForClass (Class argl

id __ui_performAsyncSelector (SEL argl type arg2 sender (id arg3 completi

onHandler (id /* block */ argé4

_accessibilityFinalize
_applyTraitStorageRecordsForTraitCollection (id argil
_connectInterfaceBuilderEventConnection (id argil

id _internalAccessibilityAttributedHint

id _internalAccessibilityAttributedLabel

id _internalAccessibilityAttributedvalue
_internalSetAccessibilityAttributedHint (id argil
_internalSetAccessibilityAttributedLabel (id argi
_internalSetAccessibilityAttributedvalue (id argi

id _ivarDescription

id _methodDescription


https://github.com/nst/iOS-Runtime-Headers/blob/fbb634c78269b0169efdead80955ba64eaaa2f21/lib/libobjc.A.dylib/NSObject.h
https://book.crifan.org/books/ios_re_framework_dylib/website/

id _propertyDescription
_setTraitStoragelList (id argil
id _shortMethodDescription
id _traitStoragelList
id ) _ui_descriptionBuilder
_uikit_applyvalueFromTraitStorage (id argl forKeyPath (id arg2
id _uikit_valueForTraitCollection (id argil
bool _uikit_variesByTraitCollections
bool accessibilityActivate
x1 X2 accessibilityActivationPoint
id accessibilityAssistiveTechnologyFocusedIdentifiers
id accessibilityAttributedHint
id accessibilityAttributedLabel
id accessibilityAttributedvalue
id accessibilityContainer
accessibilityContainerType
id accessibilityCustomActions
id accessibilityCustomRotors
accessibilityDecrement
id accessibilityDragSourceDescriptors
id accessibilityDropPointDescriptors
id accessibilityElementAtIndex argl
accessibilityElementCount
accessibilityElementDidBecomeFocused
accessibilityElementDidLoseFocus
bool accessibilityElementIsFocused
id accessibilityElements
bool accessibilityElementsHidden
x_1 11 X112 x1
x_2_1.1 X_2_1_2 X2 accessibilityFrame
id accessibilityHeaderElements
id accessibilityHint
id accessibilityIdentification
id accessibilityIdentifier
accessibilityIncrement
id accessibilityLabel
id accessibilityLanguage
id accessibilitylLocalizedStringKey
accessibilityNavigationStyle
id accessibilityPath
bool accessibilityPerformEscape
bool accessibilityPerformMagicTap
bool accessibilityScroll argl
accessibilitySetIdentification (id argil
accessibilityTraits
id accessibilityvalue
bool accessibilityViewIsModal
awakeFromNib
id className
defaultAccessibilityTraits
indexOfAccessibilityElement (id argil
bool isAccessibilityElement
bool isAccessibilityElementByDefault
bool isElementAccessibilityExposedToInterfaceBuilder
prepareForInterfaceBuilder
setAccessibilityActivationPoint x1 X2

argl



X1 1

setAccessibilityAttributedHint (id argil

setAccessibilityAttributedLabel (id arg1l

setAccessibilityAttributedvalue (id arg1l

setAccessibilityContainer (id argi

setAccessibilityContainerType argl

setAccessibilityCustomActions (id argil

setAccessibilityCustomRotors (id argl

setAccessibilityDragSourceDescriptors (id argil

setAccessibilityDropPointDescriptors (id argil

setAccessibilityElements (id argil

setAccessibilityElementsHidden (bool argil

setAccessibilityFrame x_1.1.1
2 x1 x_2_1.1 x_2_1.2 X2 argl

setAccessibilityHeaderElements (id argil

setAccessibilityHint (id arg1l

setAccessibilityIdentifier (id argil

setAccessibilityLabel (id argil

setAccessibilitylLanguage (id argi

setAccessibilityNavigationStyle argl
setAccessibilityPath (id argil
setAccessibilityTraits argl

setAccessibilityvalue (id argi
setAccessibilityVviewIsModal bool argi
setIsAccessibilityElement (bool argil
setShouldGroupAccessibilityChildren bool argi

bool shouldGroupAccessibilityChildren

id
id
id
id
id
id
id
id
id

d

storedAccessibilityActivationPoint
storedAccessibilityContainerType
storedAccessibilityElementsHidden
storedAccessibilityFrame
storedAccessibilityNavigationStyle
storedAccessibilityTraits
storedAccessibilityViewIsModal
storedIsAccessibilityElement
storedShouldGroupAccessibilityChildren

1]
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FTENRAVIFIR

BIEIREIA: NSObject nipEBAIFRFERIRER:

e _ivarDescription

_methodDescription
e propertyDescription

e _shortMethodDescription
BN RE:
o XcodelFifHAlE): $TENObJCEAIHRIFIFER

o DHIBELFEL: Xcode / 11db #, po jI_EXINIAR

4 _ivarDescription . _propertyDescription . _methodDescription . shortMethodDes

cription

po [ xxx _ivarDescription
po [ Xxx _propertyDescription
po [xxx _methodDescription

po [ xxx _shortMethodDescription

o FMIFER: tweakiF{Fihook{\iB, AR GBS

_ivarDescription . _propertyDescription . _methodDescription . shortMethodDescr
iption

classObj _ivarDescription
classObj _propertyDescription
classObj _methodDescription

classObj _shortMethodDescription

HHRTENE

dynamicDebug/i0SOpenDev/jailAppleAccount/jailAppleAccount/1ibs/i0S/HookLogiOS.m

// write string to file
filePath outputstr
FILE fp filePath
fp
fp
fp outputstr



fp

filePath

// write class description string into file

className, id classObj

NSString idNSStr classObj _ivarDescription

NSString pdNSStr classObj _propertyDescription
NSString mdNSStr classObj _methodDescription
NSString smdNSStr classObj _shortMethodDescription

idcstr 1dNSStr cStringUsingEncoding NSUTF8StringEncoding
pdcstr pdNSStr cStringUsingEncoding NSUTF8StringEncoding
mdCStr mdNSStr cStringUsingEncoding NSUTF8StringEncoding
smdCStr smdNSStr cStringUsingEncoding NSUTF8StringEncoding

// const char* smdOutputFile = "/var/root/dev/AADeviceInfo_shortMethodDescriptio

n.txt";
// const char* smdOutputFile
txt";

""/var/mobile/AADeviceInfo_shortMethodDescription.

// const char* outputFilePath = "/var/root/dev"; // failed for no write access

outputFilePath

// iosLogInfo("outputFilePath=%{public}s", outputFilePath);
// const char* idOutputFile = "AADeviceInfo_ivarDescription.txt";

// const char* pdOutputFile
// const char* mdOutputFile

"AADeviceInfo_propertyDescription.txt";
"AADeviceInfo_methodDescription.txt";

// const char* smdOutputFile = "AADeviceInfo_shortMethodDescription.txt";

idFullPath
pdFullPath
mdFullPath
smdFullPath

// snprintf(idFullPath, sizeof(idFullPath), "%s/%s", outputFilePath, idOutputFile);
// snprintf(pdFullPath, sizeof(pdFullPath), "%s/%s", outputFilePath, pdOutputFile);
// snprintf(mdFullPath, sizeof(mdFullPath), "%s/%s", outputFilePath, mdOutputFile);

// snprintf(smdFullPath, sizeof(smdFullPath),
)i

idFullPath idFullPath
className
pdFullPath pdFullPath
ath className
mdFullPath mdFullPath
className
smdFullPath smdFullPath

FilePath, className

idFullPath idcstr
pdFullPath pdCStr
mdFullPath mdCStr
smdFullPath smdCStr

// iosLogInfo("Written %s description into %s"

"%s/%s", outputFilePath, smdOutputFile
outputFilePath

outputFileP

outputFilePath

output

, className, outputFilePath);



AR

dynamicDebug/i0SOpenDev/jailAppleAccount/jailAppleAccount/jailAppleAccount.xm

hook AADevicelInfo

id udid
id objudid orig
objudid, self
self
objudid

end

E BrIBIER

e HookLogiOS.m
e crifanLib.c
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NSObject-Protocol.h

e NSObject-Protocol.h
o i0S-Header/14.5/PrivateFrameworks/CloudDocsDaemon.framework/NSObject-Protocol.h at
master - xybp888/i0S-Header - GitHub
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CoreFoundation

CoreFoundationfJHH xR

// Image: /System/Library/Frameworks/CoreFoundation.framework/CoreFoundation

id
id

__allocwWithZone_OA
_copyDescription
dealloc
description
doesNotRecognizeSelector
init
instanceMethodSignatureForSelector
load
methodSignatureForSelector

id
SEL argil
id
id
id SEL argil
bool ___tryRetain_OA
id _autorelease_OA

__dealloc_zombie
oneway __release_OA
id __retain_OA

_cfTypelD

_copyDescription
description
doesNotRecognizeSelector
isNSArray__
isNSCFConstantString__
isNSData__
isNSDate__
isNSDhictionary__
isNSNumber__
isNSObject__
isNSOrderedSet__
isNSSet__
isNSString__
bool isNSTimeZone__
bool isNSValue__
id methodSignatureForSelector

id
id
SEL argl
bool
bool
bool
bool
bool
bool
bool
bool
bool
bool

SEL argl

crifan.org, {EAE24.0EFR(CC BY 4.0)11Y &% all right reserved,
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argl

SEL argi
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objc R 51Z £

AT 4BIOSAIObCHIRuUNtime®, & AT, DA objc FFAI—LERFIREL,
HAxd i EMERE:

¢ Objective-C Automatic Reference Counting (ARC) — Clang 15.0.0git documentation (llvm.org)
XIRIE obje FFARIRFIRELZ:

e id objc_autorelease (id value);

e void objc_autoreleasePoolPop (void *pool);

e void * objc_autoreleasePoolPush (void);

e id objc_autoreleaseReturnvalue (id value);

e void objc_copyWeak (id dest, id src);

e void objc_destroyWeak (id *object);

e id objc_initweak (id *object, id value);

e id objc_loadweak (id *object);

e id objc_loadweakRetained (id *object);

e void objc_moveWeak (id dest, id src);

e void objc_release (id value);

e id objc_retain (id value);

e id objc_retainAutorelease (id value);

e id objc_retainAutoreleaseReturnvalue (id value);
e id objc_retainAutoreleasedReturnvalue (id value);
e id objc_retainBlock (id value);

e void objc_storeStrong (id *object, id value);

e id objc_storeweak (id *object, id value);

e id objc_unsafeClaimAutoreleasedReturnvalue (id value);


https://clang.llvm.org/docs/AutomaticReferenceCounting.html#arc-runtime-objc-retain

) @  https://clang.llvm.org/docs/AutomaticReferenceCounting.html#runtime-support A 0 Y8

7.6 Blocks

7.7 Exceptions

7.8 Interior pointers

7.9 C retainable pointer types

7.9.1 Auditing of C retainable pointer interfaces

8 Runtime support

8.1 id objc_autorelease(id value);

8.2 void objc_autoreleasePoolPop(void *pool);

8.3 void *objc_autoreleasePoolPush(void);

8.4 id objc_autoreleaseReturnValue(id value);

8.5 void objc_copyWeak(id *dest, id *src);

8.6 void objc_destroyWeak(id *object);

8.7 id objc_initWeak(id *object, id value);

8.8 id objc_loadWeak(id *object);

8.9 id objc_loadWeakRetained(id *object);

8.10 void objc_moveWeak(id *dest, id *src);

8.11 void objc_release(id value);

8.12 id objc_retain(id value);

8.13 id objc_retainAutorelease(id value);

8.14 id objc_retainAutoreleaseReturnValue(id value);

8.15 id objc_retainAutoreleasedReturnValue(id value);

8.16 id objc_retainBlock(id value);

8.17 void objc_storestrong(id *object, id value);

8.18 id objc_storeWeak(id *object, id value);

8.19 id objc_unsafeClai 1 nValue(id value);

1 About this document

1.1 Purpose

D e ¢l @ ¢ @

The first and primary purpose of this document is to serve as a complete technical specification of Automatic Reference Counting. Given a core Objective-C

compiler and runtime, it should be possible to write a compiler and runtime which implements these new semantics.

The secondary purpose is to act as a rationale for why ARC was designed in this way. This should remain tightly focused on the technical design and should not

stray into marketing speculation.

TEFHANEE D RE

objc_allocWithZone

o EX
id Class cls
o RE

OBJC_EXPORT id Class cls
__MAC_160_9 __IPHONE_7_0
objc_autoreleaseReturnValue

TODO:

o [E3IE] iOSiF@ME: iOSKEobjc_autoreleaseReturnValue
o [EfZA] iOSi# [ Xcodeldid: _objc_autoreleaseReturnValueZ* 421517
1TAE

objc_enumerationMutation

iOSiEmERE], ESEE, HRIBHEED objc_enumerationMutation ,

SN E4releaseff X IBIE

HxpigRm: (BEX me



-) R#E: EERAEH, AT for . while FHEHFAUEHE.
TODO:

[Ef#R] IOSIEEEE: objc_enumerationMutation

objc_loadWeakRetained

TODO:

[REER] XcodelldbHobjc_loadWeakRetainedfE NI R 2+ 4

objc_copylmageNames

TODO:
[FTcEEAR] IOSHERAHENF] R AEHAHEN : objc_copylmageNames
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objc_alloc

e objc_alloc

o ik

= objc_alloc ;@NSObjectiIEMHBCL(E], EH objc_init FBECEMA
o EX

id Class cls

o objcHyZEMalloch) T E Rz



[SomeClass alloc]

v

objc_alloc

h

callAlloc

HIEF IMP
EFER

cls-=1S5A()-
=hasCustomAWZ()

abjc_msgSend
@selector(alloc)

T

_objc_rootAllocWithZone

h

Jrclass_createlnstance Frannn4

h

‘ instanceSize cache TEFR T

ITRAFEAN

[ calloc FFEERET(E

B

HiHitEes&
16{UFE

—ﬁ—{ object_cxxConstructFromClass ]

7T c++ THRADIB LR

return obj

IMS
allocHBCIERI=FAEBRITAIZE : RN
IDATRHES:

newWASignedPrekey objc_alloc_3808 (Class OBJC_CLASS__ WASignedPrekey



Xcode;LZmthg:

808

B1TlE, RE1E:

1ldb reg r x0
X0 0x0000000280a23400
1ldb po
object returned empty description

Bp:

e allocTHIZE, po REZTHHEIRFER

o

g, Erl@idclassEE B2+ A%ER:

1ldb ) po class
WASignedPrekey

FEHAMEE,

; symbol stub for: objc_alloc_3

crifan.org, {EFE ©24.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 E#:
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objc_alloc _init

e objc_alloc_init
o BREEX

id Class cls

o [KEIITFE
m 5 alloc B init

xxx alloc init

s ios 15 A, EINERNATEZELIEE
m 5. _objc_rootAllocWithZone
m B [xxx init]
s RGHZX: [NSMutableArray alloc]

RiCmAS
i0s 15 A objc_alloc_init RIRCYR{CABSEIN:

libobjc.A.dylib‘objc_alloc_init:

i stp X29, x30, , #

mov X29,

i chz x0, ; <+32>

i ldr X8, X0

. and X8, X8, #

i ldrb w8, x8, #

! thz w8, #0x6, ; <+48>
: ; _objc_rootAllocWithZone
i adrp x8,

1 ldr X1, x8, #

1 ldp Xx29, x30, , #

i b ; objc_msgSend
i adrp  x8,

! add x1, x8, #
: ; objc_msgSend
b ; <+32>

crifan.org, {EFE #4.0EFR(CC BY 4.0)1Y&%n all right reserved, powered by Gitbook&x /5 E#i:
2024-10-24 10:03:46
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objc_msgSend

TODO:

[RARR] IDAFRIN{EIEETobjc_msgSendR A

[2312] 0S¥ @mFMIDAFRMES: IEFHobjc_msgSendif{Ei%43MLPlayerltemQOEErrorEventfy
initWithError:fatal:absolute Time: A2 545

(18] iOSH@A&ALF: E#ETObjCAobjc_msgSendiI SR

[Ef#IR] XcodehlIdbiEiXiOSHIObjCEY Swifthd #l{a+T El Hobjc_msgSendE— 1S EMH ALRIT
il

[2232] ObjCIK/ZR%EL: objc_msgSendSuper2. objc_msgSendSuper

[RERR] iOSi¥mE: falHkZlobjc_msgSendSuper2fE— NS HIARMNEt 4%

[EARfRR] XcodeflldbHapiidobjc_msgSendE—1 2 Eself 2MI T3

[RERR] AR YouTubei®B4E: IR T _dispatch_call_block_and_releaselAK _pthread_wqthread
[ZI2] iOSEMEIH/OMT: W{al3kEIBlockid_pthread_wqthread#ll
_dispatch_call_block_and_releaseRYi& XA R¥IER

[ZIE] IOSEM@/L\E: ObjCREERNSEINZEMCHEAEFEFFHREBNSEUNZ A —E

0S¥ @, BERTKEIEEHObICHRuUntimed, ZEEMN—TEEL: objc_msgSend

objc_msgSend
o Zfta: ios BY objc HEY Runtime I, BERREZN—TEEITIRE T
o EX

objc_msgSend id self, SEL op,
objc_msgSend id self, SEL _cmd,

o INZEE: ObjcHATBEMENRE/BHNIAR, (EERmERRFERE) KEEILZRIEK
objc_msgSend 75 E&RIE
» OB

+/classOrObj someMethod: inputValue
- classOrObj someMethod: inputValue

o REDIEAL:

objc_msgSend classOrobj, @selector someMethod: , inputValue

w3545

+/NSString stringWithUTF8String:

o REDEAL:

objc_msgSend NSString, @selector stringWithUTF8String: ),



s — 1
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FiNtHESH

te&t, s$FioSEmRA, EIRAY:

RNFFRIFRFE= objc_msgSend BREREISE _1NSE= SEL = selector =LHRFM x1 FiFas
LEAMNSRZ adrp BY1E, PIMMAAIFFIAITEL®

Bp:

RIE adrp , FENITELHEIRY:

char* = 5% = objc_msgSendRYSEL = REH

4515 RR -

X4

1+ ImilAppleAccount

1t jailAppleAccount } || iPhone11_151 (arm64) Running PID 11908 on iPhone11_167 A5

BRI < hook_network.xm [ control hook_reqResp.xm 10__lidb_unname...ol681$ $CFNetwark hook_CareFoundation.xm h HookLogioS.h

& PID 11908 ) (Il Thread 12 } [f¥] 10 __lidb_unnamed_symbol 681$$CFNetwork

Find v ] o \a  Contains

CFNetwork®___11ldb_unnamed_symbol681$$CFNetwork :
pacibsp
stp  x20, x19, [sp,
stp x29, x3e0, [sp,
. 8Py

x19, x3

x28, x2

x8,

x1, x8,

; symbol stub for: objc_msgSend

x8, [x8,

X9,

X9, [x9,

X8, [x9]

X8,
X8, [x8,

[ 0 _logos_method$_ungrouped$NSURLRequest$alHTTPHeaderFields (NSURLRequest, objc_selector®)
o o [®@] 1_logos_method$_ungrouped$NSMutableURLRequest$allHTTPHeaderFields(NSMutableURLRequest’, objc_selector)
[@] 2 _logos_method$_ungrouped$NSURLRequest$description(NSURLReques selector®)
x28, x8 B 3_NS_os_log_callback = Thread 12: breakpoint 25.1 (1)
x19, 4 _os_log_fmt_flatten_NSCF
x8, x19 5 _os_log_fmt_flatten_object
X0, %28 log_impl_flatten_and_send
x29, x38, [sp,
x20, x19, [spl, LT
vaa. 14 [®] 9 _logos_method$_ungrouped$NSURLRequest$_initWithCFURLRequest$ (NSURLRequest’, objc_selector*, objc_object*)
IIl' Thread Ib_unnamed_symbol681$$CFNetwork Line
11 _lidb_unnamed_symbol580$$CFNetwork Lf=@x08000800283a1d4b8,
12 __lidb_unnamed_symbol1479$$CFNatwork
13 __lidb_unnamed_symbol459$$CFNetwork
14 __lldb_unnamed_symbol482$$CFNetwork
16 _dispatch_call_block_and_release
16 _dispatch_client_callout

patch_lane_serial_drain RequestS$(self=0x0000000283a1d208,

34:5
tch_lane_invoke

18 _dispatch_workloop_worker_thread

20 _pthread_wgthread

frame #15: 8x0B@AAAB18157d914 libdispatch.dylib’ _dispatch_call_block_and_releas

0x1820ba250 +24 : adrp X8,
0x1820ba254 +28 : x1, x8, #Ox99 ; =0x99
0x1820ba258 +32 : bl 0x1815b9dc8 symbol stub for: objc_msgSend

0x1820ba28c +84 : adrp X8,
0x1820ba290 +8% : x1, x8, #0xc61 ; =0xc61

0x1820ba298 +96 : bl 0x1815b9dc8 symbol stub for: objc_msgSend

HAppy:



0x1820ba28c +84 : adrp X8,

o ZBIPCHbit = adrpf5 < FR7EMELE = 0x1820ba28c
o PCitttit K4KBII55 = PCIR12(MLEE:
o 0x1820ba28c
 {12(FFT=16H#FIRMEILIZENO -) 0x1820ba000
o MENEAFE1210:
o 304011 = 0x4A38B
n ERB12(=16#HFI REALIN3T0 -) 0x4A38B000
o FEEN = PCHAKBXIFFERIHELE + ISZBENE AR 12([EHIE
o 0x1820ba000 + 0x4A38B000
o =0x1CC445000
e x8 = 0x1CC445000

add X1, X8, # ; =0xc61

-)

e Xx1
o =x8 + 0xc61
o =0x1CC445000 + Oxc61
o =0x1CC445C61

X$ N ATF R FRFERAYE:

1lldb) po (char* 0x1CC445C61

crifan.org, {EFE #4.0EFR(CC BY 4.0)Y & %5 all right reserved, powered by Gitbook&x /5 E#:
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HZ2 43t objc_msgSend

MR THE objc_msgSend [EERINEIAYTE, EBAY objc_msgSend HNREVER, trIABSHE=4EH
3, ttun:

¢ low-level objc runtime apis (github.com)

// Set up a NSString with the contents "Hello World" from a C string

Class nsstring
SEL stringUTF8sel
id hello nsstring. stringUTF8sel

crifan.org, {EFE 24.0EFR(CC BY 4.0)1¥&%5 all right reserved, powered by Gitbook&x /5 E#:
2024-10-26 14:31:26
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objc_getClass

TODO:

o [FiERRR] IOSHESRIQMF] /AR : objc_getClass * [EE] i0SizfTHYRuntime:
objc_getClasstB* K%L

hook{t;i3
IOSHEMMENISITEIRES, KEShookf{id, FESWKEIX objc_getClass

Class NSErrorClass
Class NSDictionaryClass

// BRIBEBFENNEER, BHA%E, ABRREREMNUEYE, Blrequest url
//NSURL* getHamErrReqUrl(NSError* curError){
NSURL id erroOrDict
NSURL cururl
// if (curError) {
erroOrDict
NSDictionary curUserInfo
erroOrDict isKindOfClass NSErrorClass
curUserInfo erroOrDict userInfo
erroOrDict isKindOfClass NSDictionaryClass
curUserInfo NSDictionary  erroOrDict

curUserInfo
id hamErrUrlReq curUserInfo @
hamErrUrlReq
BOOL isUrlReq hamErrUrlReq isKindOfClass NSMutableURLRequestClass
isUrlReq

cururl hamErrUrlReq URL

cururl

IV

XcodefJlldbshFHobjc_getClass{a3xEXFIX B IES AL

FFiOSHIObjCHIE X



AWEUserRecommend
id awe_userRecommendImageNamed: (id argl compatibleWithTraitCollection: id arg2
id awe_userRecommendImageNamed: (id argil

FEEZEX UIImage (AWEUserRecommend) BIIEIA (BlE. REZE)

EEA:

po objc_getClass _shortMethodDescription

=20

po [objc_getClass("UIImage") _shortMethodDescription]

ESpS]

ERBAEMN: ulImage(AWEUserRecommend) Y UIImage (AWEUserRecommend)
meE:

A2 4% B Ullmagefy, FIAWEUserRecommenditlxayzE

HEIFMER, &20: ulimage

FRAEZER:
po [objc_getClass _shortMethodDescription

HIEIR

crifan.org, {EFE #4.0EFR(CC BY 4.0)1Y&%n all right reserved, powered by Gitbook&x /5 E#:
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Rz &l
libobjc.A.dylib

0000000012664BF0O _objc_getClass

ISV

Class NSMutableURLRequestClass
Class NSErrorClass
Class NSDictionaryClass

Class HAMCronetDatalLoadTaskClass

/usr/1ib/libobjc.A.dylib

FridaiflifBtf9 Module.findExportByName

objc_getClass
Module

console objc_getClass

AKApplelDAuthSupportProxylmpl

Class AKAppleIDAuthSupportProxyImplClass

1/

1]

BSObjCBlockArgument

Class BSObjCBlockArgumentClass

__NSXPCInterfaceProxy_AKAppleIDAuthenticationDaemonPr

otocol

id AuthDaemonProtocolProxy

AASigninFlowController



1lldb' po [objc_getClass shortMethodDescription
AASignInFlowController: Oxifi9ch2e
AASignInFlowController:

ACAccount

1lldb' po [objc_getClass shortMethodDescription
ACAccount: 0x1f0973718 :

@property (copy, nonatomic, aa_setPassword: NSString* aa_password

- (id) aa_password (0x192622320

r .
ece @ WP | i\nppleAcoount @ jaiippleaccount ) [ iPhones_150 Paused PID 19055 on Phone8_150 A5 e + @

a
@

BEERQAAOQFDBE 8 < & control 1 jalAppleAccount.am 1T hook _reqResp.xm €5 jailAppleAccount plist 2

PY0) & jsilAppleAccount ) & jailAppleAccount ) MY hook_reqResp.xm ) No Selection

& PID 19055

@ cPu 8%
Ll

shook NSMutableURLRequest

215MB - (void)aa_addBasicAuthorizat: unt: (id prefer + (_Bool)usePwd{
" i0sLogInfo("curAccount=5{public}® > usePwd=%s", curAccount, boolToStr(usePud));

4 Energy Impact Hgh |EED  %orig;
1 }

Thread 6: breakpoint 58.1 (1)

& Disk Zero KBfs
@ Network Zero KBfs //- (void) ams_addAcceptLanguageHeader

1" id beforeAllHeaders = [self allHTTPHeaderFields]; i |
> @ Thread 1 Queue: com.apple.main-thread (serial) N ) @) 0 ) 0 _logos_methods, Requests Request®, objc_selector®, objc_object’, bool) Line: 53 Col: 50 ()
> © com.apple.uikit.eventfetch-thread (2)
> @ Thread 3 > [ emd

+ A2 comains ¢ (< | > |(Done

(NSMutableURLRequest °) 0x282eCd7a0 Q Find v aa_password
(SEL) "aa_addBasicAuthorizationHeaderWithAccount prefer @PIOPErty (Teadony, NONATOMIC) NSSTIINGX 83_alTUSLU;
> @ Thread 5 > () curAccount = (ACAccount *) 0x2815fabcO @property (copy, nonatomic, setter=aa_setFirstName:) NSString* aa_firstName;
~ @ Thread 6 Queue: com.apple.root...itiated-qos (concurrent) 3 usePwd = (voo) true @property (copy, nonatomic, setter=aa_setMiddleName:) NSStringx aa_middleName;
@property (copy, nonatomic, setter=aa_setLastName:) NSStringx aa_lastName;
} 3 0_logos_methods_ungrouped$NSMutableURLReques... @property (readonly, copy, nonatomic) NSString# aa_fullName;
1-[AALoginAccountRequest urlRequest] @property (copy, nonatomic, setter=aa_ ) NsStringk aa_ l
B ezt @property (readonly, copy, nonatomic) AARegionInfox aa_regionInfo;
> @ Thread 7 Queue: com.apple.runn...round-workloop (serial) s jotinting Lyt
3 @property ic, setter=aa i ilverified:) BOOL aa_: ilverified;
> @ Thread 8 Queue: com.apple.pref....spyglassUpdate (serial) @property ic, setter=aa_: i 1) BOOL aa_need: ifyTerms;
> @ Thread 9 Queue: com.apple.devi..yAccountUpdate (serial) @property ic, setter=aa ) BD?L aa_isUsi
@property ic, setter=aa iber:) BOOL aa_i
> @ com.apple CFNetwork CustomProtocols (10) il fo, settercan Soratl 3 f0oi: me. i
> @ Thread 11 Gproperty (readonly, nonatomic) BOOL aa_isUsingiCloud;
@property (readonly, nonatomic) BOOL aa_needsEmailConfiguration;
@property (readonly, nonatomic) BOOL aa_isRemotelyManaged;
@property (readonly, nonatomic) BOOL aa_isUnremovableRemotelyManagedAccount;
@property (readonly, nonatomic) BOOL aa_isManagedAppleID;
@property (readonly, nonatomic) BOOL aa_isNotesMigrated;
@property (readonly, nonatomic) BOOL aa_isRemindersMigrated;
@property (readonly, nonatomic) BOOL aa_isRemindersAutoMigratableTocK;
property (readonly, nonatomic) BOOL aa_i
property (readonly, nonatomic) BOOL aa_
@property (readonly, nonatomic) BOOL aa_hasOptionalerms;
@property (copy, nonatomic, setter=aa_setl ) NsNumbers aa_
@property (nonatomic, setter=aa_setRepairState:) NSNumbers aa_repairState;
@property (readonly, nonatomic) BOOL aa_isSuspended;
@property (readonly, copy, nonatomic) AASuspensionInfok aa_suspensionInfo;
@property (readonly, nonatomic) BOOL aa_isFamilyEligible;

NSStringk aa_password;
) NsStrings aa_authToken;

Gproperty (readonly, nonatomic) NSStringx aa_mdnServerToken;
Gproperty ic, setter=aa_: ) BOOL aa_i
Gproperty (readonly, nonatomic) BOOL aa_needsRegistration;

BO08 At ® Al Qutput = ® @

NSMutableURLRequest

1lldb ) po objc_getClass
NSMutableURLRequest

1lldb ) po objc_getClass
nil

-

1lldb' po [objc_getClass shortMethodDescription
NSMutableURLRequest: Ox1f0916f10 :
NSMutableURLRequest:
Class Methods:



+ (int  hashForPlayerID: id argil

1d HAMErrorwithCode
id hamewc_au orig

id hamEur
hamEur
Class urlClass
BOOL isUrlReq

isUrlReq
NSURL cururl

arg2

hamEur URL
cururl

hamewc_au
b
ece M R - ot
T a A © § D B B8 < &8 youtube.xcodeproj

hamEur isKindOfClass

youtube ) W iPhone?_1331

0xlab494e78

argl userInfo: (id arg2

argl, arg2 hamewc_au

urlClass

cururl

Running youtube on iPhone7_1331 154

[ youtubeDylib.xm

3 youtube ) & youtubeDylib ) & Logos ) [ youtubeDylib.xm ) Ne Selection

argz, hamewc_au);

~ @ youtube PID 3596 om
cPU 0% 23}
I [T ,. o
i Memory 149.6 MB
4 Energy Impact High + (id)HAMErrorwithCode:(long long)argl userInfo:(id)arg2{
(] id hamewc_au = %orig;
& Disk Zero KB/s iosLogInfo(“argi=%l11d,userInfo=%@ -> hamewc_au=%@", argl,
e ao Kl A id hamEur = arg2[@"HAMErrorURLRequest"];
@ Network 246 bytes/s if (hamEur != NULL) {
la e Class urlClass = objc_getClass(“NSMutableURLRequest”);
H FpPs BOOL isUrlReq = [hamEur isKindOfClass: urlClass];

if (isUrlReq) {
> () Thread 1 Queue: com.apple.main-thread (serial)

> () Thread 3 Queue: com.apple...erialQueue (serial)

=

> () JavaScriptCore bmalloc scavenger (7) N
> () WebThread (8) 439 )
> () com.apple.uikit.eventfetch-thread (9) 3 ¥
> @) Thread 12 1
. return hamewc_au;
> () AVAudioSession Notify Thread (15) w3}

> () com.google.ios.ssdp (16)

> () com.apple.NSURLConnectionLoader (17)
> @) Thread 18

> () com.apple.CFSocket.private (21)

> () unnamed (24)

> ) NetworkConfigWatcher (26)

> () network (27)

> ) ThreadPoolServiceThread (28)

> () ThreadPoolBackgroundWorker (29)
> () Network File Thread (30)

> @) ThreadPoolForegroundWorker (34)

id mmewc_a = %orig;

8 7 M
I self = (const Class) NSError

> [EJ _emd = (SEL) "HAMErrorWithCode:userinfo:*
[ arg = (long long) 6009

> [ arg2 = (_NSDictionaryM *) 3 keyjvalue pairs

> [ hamEur = (NSMutableURLRequest *) 0x281b03610
[ uriClass = (Class) NSMutableURLRequest

> ) Thread 36 [ isuriReq = (B0OL) YES
> [ curlrl = (NSURL *) "https:fjrrd---sn-aSmeknzs.goo.
> © Thread 41 > [@ _log_tmp = (NSOBbject *) 0x16d5d6450
~ (D) Thread 42 Queue: MLHAMPIayer (serial) [ _type_tmp = (os_log_type_t) OS_LOG_TYPE_DEFA...
' 1 0 _logos_meta_method$_ungrouped$NSErr...

A 1 +[NSError(FCDRPCInternal) HAMErrorWith...
H 2 _logos_meta_method$_ungrouped $NSErr..
E 3__Ildb_unnamed_symbol156675$$Module...

[S] BOA| Ates ®

UlDevice

1lldb' po [objc_getClass
+ (id networkType: BOOL argil
+ (void clearTid (0x10ebbc554

> [ hamewc_au = (NSError *) domain: "com.google.ios....

NSURL *curUrl = [hamEur URL];
if (isYoutubeAdsVideo(curUrl)){
iosLogInfo("is ads video: urlStr=@", curUrl); =

+ (id)ml_mediaErrorWithCode: (long longlargl{

iosLogInfo("argl=%lld -> mmewc_a=%@", argl, mmewc_a);

@ () ) F 0 _logos_meta_method$_ungrouped $NSE...s*, objc_selector”, long long, objc_object*)

Q. Find v NSHTTPURLResponseSinitWithURL 1match @+ Aa

2022-05-21 14:04:06.485902+0808 YouTube[3596:289122] Task
<90196446-
-999 [1:89])

1 14:04:86

Contains ¢

[3596:288996] hook_ youtubeDylib.xm
Info$: argl=1686@,userInfo={
HAMErrorURLRequest = “<NSURLRequest: @x281lbe4a7e> { URL:
https://rré—--sn-aSmsen76.googlevideo

Thread 42: breakpoint 98.1 (3)

Line: 439 Col: 10 | [

50C-43E8-B279-372EE4607ECT>.<9> HTTP load failed, ©/@ bytes (error code:

™

< > || Done

.com/initplayback’ i=e&pai fedc
ms_redirect=yes&mh=kW&mip=108.184.188
. 1784mm=3: Smsen? i=4&pl=19 }";
} -> hamewc_ google.ios.hamplayer Code=10060 "(null)"
UserInfo={| NSURL 76> { URL:
https: //rr4---sn-amsen76.googlevideo
«com/ini i edcms_r
edirect=yes&mh=kWamip=108.184.108
+17&mm=31& 5i 7 pl=19 }}
(11db) |
All Qutput ¢ @® i 0O

_shortMethodDescription

0x10ebbbc78



id) tid: (Ox1@ebbc43c

id) currentVersion: (0x10ebbc758
id) networkType (0x1@ebbbbd4

id) userAgent: (0x1@ebbaf34

id) imsi, (Ox10ebbb74c

id) osVersion: (0x10ebbb836

id) udid; (0x10ebbc260

id) imei, (Ox10ebbb6e4

id) clientKey: (0x10ebbb7a4

id) wifiInterface  (0x10ebbba4dc

+ + + + + + + + + +

il

1lldb) po ' objc_getClass _shortMethodDescription
-03-28 118:09.536479+0800 Aweme 12680735 hook_dyld.xm _NSGetExecutablePath:
null , *bufsize - -1
-03-28 118:09.536697+0800 Aweme 12680735 hook_dyld.xm _NSGetExecutablePath:
/private/var/containers/Bundle/Application/BOFB3ACC-61E5-4030-B89C-COFF71822F6E/Awe
me.app/Aweme, *bufsize -

128419:0328/141743,229303:ERROR:ssl_client_socket_impl.cc handshake failed
returned -1, SSL error code 1, net_error
-03-28 118:09.604818+0800 Aweme 12680736 hook_misc.xm NSBundle
/usr/1ib
UIDevice: 0xl1dfc62a8t :
UIDevice:

Class Methods:
+ (void) tspk_preload (0x11401a864
+ (BOOL , isPoorthaniPhone6s: 0x113d8d760
+ (id deviceMachineModel (0x113d8d6e®

(| —

BSObjCBlockArgument

Class BSObjCBlockArgumentClass

id, objec_alloc_init, Class cls

id newObj orig
bool shouldOmit false
newobj nil

shouldomit  true
shouldomit newObj isKindOfClass: BSObjCBlockArgumentClass
shouldomit
cls
cls. newObj

newobj



NSURLSessionTask

1lldb ' po [objc_getClass _shortMethodDescription
NSURLSessionTask: 0x1db@4c4is :

NSURLSessionTask:

- (void ) updateCurrentRequest: id argl. (0xd451b481820be210

NSObject 0

__NSCFLocalSessionTask

1lldb) po ' objc_getClass _shortMethodDescription
__NSCFLocalSessionTask: 0x1db04b130 :
__NSCFLocalSessionTask:

NSURLSessionTask .

1lldb) po objc_getClass _shortMethodDescription
NSURLSessionTask: 0x1db@4c41s :
NSURLSessionTask:

NSObject

-

1lldb ) po objc_getClass
__NSCFLocalSessionTask

1lldb) po objc_getClass _shortMethodDescription
__NSCFLocalSessionTask: 0x1db04b13
__NSCFLocalSessionTask:
Properties:

@property (retain __NSCFURLSessionConnection* cfConn @synthesize cfConn
_cfConn

@property (readonly unsigned long

@property (readonly Class superclass

@property (readonly, copy NSString* description

@property (readonly, copy NSString* debugDescription

Instance Methods:

- (BOOL, _needSendingMetrics  (0Oxch62020182126ffc

- (void  set_timeoutIntervalForResource: double argl (0x8330f881820edfac

- (void ) _ongqueue_needConnectedSocketToHost: id argl port: unsigned long arg2
withCompletion: Ablock arg3: (0Oxec7a7a81821274d0

- (void ) _didSendMetrics (0xe7713281820970a8

- (void ) _onqueue_needNewBodyStream: id argl withCompletion: Ablock arg2: (0x7
d19ae0182127aac

- (void ) _askForConnectedSocketLater (0x464f670182127174

- (void ) _onqueue_didSendBodyBytes: long argl totalBytesSent: long arg2 totalB
ytesExpectedToSend: long arg3: (0x46279c8182127440



void

be8182128364

- (void
ion: Ablock arg2
void
void
ortConnection 'a
void
void

id

void
void
x3e2997818212697
void

c0182127014
void
id
void
void
void
void
0
void
pletion:  Ablock
void
void
0x4925
void
257eb0182127hdc
void
0xb107020
void
0x2f18
void
void

Ablock arg3d

ck arg3

argl
ck arg2

f4
void
403100818210379¢
id
void
void
Ablo
id
id
void
void
Ox
void
arg4
void
6afe81821265dc
void
void
0x131
void

seCallback:

Ablock arg2

edBytes: id

id arg3

_onqueue_didReceiveResponse: id argl completion: Ablock arg2: (Ox6c56
_onqueue_willSendRequestForEstablishedConnection: id argl withComplet
0x8341b28182127510
_ongqueue_expectedProgressTargetChanged: (0x739ef01821272cc
connection: id argl didReceiveTCPConnection: struct shared_ptr Transp
rg2 extraBytes: id arg3 (0x452b338182126294

_ongqueue_completeInitialization (0x40183981820a8368

connection: id argl waitingWithReason: long arg2: (0x47404d018209c934
_onqueue_strippedMutableRequest 0xac30cb0182096124

_ongueue_connectionWaitingWithReason: long argl: (0x86127501820ef240

connection: id argl challenged: id arg2 authCallback: Ablock arg3: (0
c

set_TLSMaximumSupportedProtocolVersion: unsigned short argl, 0x9e501

_onqueue_cancel_with_error: id argl, (0xa249fa818209c808
cfConn, (0x200b80182096h98

startResourceTimer (0x2c288e0182102810

dealloc: (0x9f3d55018209f020

_task_onqueue_didFinish  (0x8b18df018209b804

_ongqueue_didReceiveChallenge: id argl request: id arg2 withCompletion:
x2d6fa20182127c80

_ongqueue_didReceiveResponse: id argl redirectRequest: id arg2 withCom
arg3: (0x7d5f4c0182127d5¢c

setCfConn: id argl (0x101dc581820a7544

connection: (id argl willCacheResponse: id arg2 responseCallback: Ablo
940182126b64

_onqueue_willCacheResponse: id argl withCompletion: Ablock arg2; (Oxa

_onqueue_setupNextEffectiveConfigurationwithCompletionHandler: Ablock
1820da7c0

_task_onqueue_didReceiveDispatchData: id argl completionHandler: Ablo
7c0182127acc

_setConnectionCacheKey: void* argl: (0x90318a81820dfea®

_onqueue_conditionalRequirementsChanged: BOOL argl: (0x745cb601821274

_onqueue_didReceiveDispatchData: id argl completion: Ablock arg2: (Ox
.cxx_construct  (0xdf2cbh201820ac9a8

didReceiveInformationalResponse: id argl  (0x263dad8182127214

connection: id argl wasRedirected: id arg2 newRequest: id arg3 respon
ck arg4: (0x490e8c8182126e6¢c
error: id argl code: long arg2 (0x764ad8818209d410
resourceTimeoutError  (0x194506018212716¢

cancel_with_error: id argl: (0xeb40d781820ebfc0O

_private_onqueue_didReceiveResponseDisposition: long argl completion:
1c5fe301820eel1a8

connection: id argl sentBodyBytes: id arg2 totalBytes: id arg3 expect

0x8e66eb8182126768

connection: id argl _conditionalRequirementsChanged: BOOL arg2 (0x9b

_onqueue_suspend (0x696304018212733¢c

connection: id argl didReceiveSocketInputStream: id arg2 outputStream:
47181821264a8

_ongqueue_adjustBytesPerSecondLimit: long argl (0xc642a401820ch594



- (void 6 connection: id argl _willSendRequestForEstablishedConnection: id arg2
completion: Ablock arg3: (0xbd707e81821266ac
- (void 6 connection: id argl needConnectedSocketToHost: id arg2 port: unsigned
long arg3 completion: Ablock arg4  (0x121d9a01821261d8
- (void 6 _onSessionQueue_disavow (0x20d108281820b31a8
- (void 6 connectionWillFinishLoading: id argl  (0xa4315f81820985ec
- (void, connection: id argl didFinishLoadingWithError: id arg2 (0x9b13df0182
096da4d
- (void 6 _onqueue_adjustPriorityHint: float argl incremental: BOOL arg2: (0x61
4398182107270
- (void 6 connection: id argl request: id arg2 needsNewBodyStreamCallback: Ablo
ck arg3; (0x5023a80182126a84
- (void ) _onqueue_resume: (0x1a17170182093ee0
- (id) initWithOriginalRequest: id argl ident: unsigned long arg2 taskGroup: id
arg3; (0x33449081820d1200
- (void 6 connection: id argl didReceiveResponse: id arg2 completion: Ablock ar
g3’ (0Oxce3ea90182126c20
- (void  connection: id argl didReceiveData: id arg2 completion: Ablock arg3
0x6a146c818210aals
- (void ) _onqueue_didFinishWithError: id argl (0x8579f2018209b34c
- (void 6 set_TLSMinimumSupportedProtocolVersion: unsigned short argl. (0x2a6c6

€81820Tc554
- (void ) _onqueue_cancel (0xca661b81821273d4
- (void ) _onqueue_adjustLoadingPoolPriority: (0@x76776b0182127330
- (void) _onqueue_adjustPoolPriority  (0x9a775b01821056f0
- (void) .cxx_destruct: (0x1673e40182097d60
- (id initwithBackgroundTaskInfo: id argl taskGroup: id arg2 (0xfe63a0818212
8374
NSURLSessionTask
| S—
NSURLRequest
1lldb) po | objc_getClass _shortMethodDescription
NSURLRequest: Ox1db68ffb
NSURLRequest:

Class Methods:

+ (id  safari_nonAppInitiatedRequestWithURL: id argl  (0x19c71ba04

+ (id ) sl_urlRequestWithToken: id argl forURLString: id arg2 | 0x1ba629030

+ (id ) wlk_requestWithURL: id argl httpMethod: id arg2 httpBody: id arg3 httpH
eaders: id arg4 cachePolicy: unsigned long arg5 timeout: double argé: (Oxlbce5172c

+ (id) wlk_requestWithURL: id argl httpMethod: id arg2 httpHeaders: id arg3 ca
chePolicy: ‘unsigned long arg4 timeout: double args ©x1lbce5db9c

+ (void setAllowsSpecificHTTPSCertificate: id argl forHost: id arg2 (0x1828e
4340

+ (id ) requestWithURL: id argl cachePolicy: unsigned long arg2 timeoutInterval:
double arg3:  (0x100d8c344

+ (BOOL 6 supportsSecureCoding: (0x182705ee0@

+ (id ) allowsSpecificHTTPSCertificateForHost: id argl (0x18274b6b8

+ (void 6 setAllowsAnyHTTPSCertificate: BOOL argl forHost: id arg2: (0x100d8ch08

+ (BOOL, allowsAnyHTTPSCertificateForHost: id argl (0x100d8ca2c
+ (double defaultTimeoutInterval (0x1828e3c64
+ (void 6 setDefaultTimeoutInterval: double argl: (0x1828e3c74



+ (id) requestWithURL: id argl, 0x100d8bch4

Properties:
@property (readonly, nonatomic NSDictionary* ams_cookies
@property (readonly, nonatomic BOOL ams_requestIsBaglLoad
@property (readonly, copy NSString* HTTPMethod
@property (readonly, copy NSDictionary* allHTTPHeaderFields
@property (readonly, copy NSData* HTTPBody
@property (readonly, retain NSInputStream* HTTPBodyStream
@property (readonly BOOL HTTPShouldHandleCookies
@property (readonly BOOL HTTPShouldUsePipelining
@property (readonly void* _inner
@property (readonly, copy NSURL* URL
@property (readonly unsigned long cachePolicy
@property readonly double timeoutInterval
@property (readonly, copy NSURL* mainDocumentURL
@property (readonly unsigned long networkServiceType
@property (readonly BOOL allowsCellularAccess
@property (readonly BOOL allowsExpensiveNetworkAccess
@property (readonly BOOL allowsConstrainedNetworkAccess
@property readonly BOOL assumesHTTP3Capable
@property (readonly unsigned long attribution

Instance Methods:
- (BOOL 6 ak_usesHTTPSScheme: (0x1949fef@c
- (id aa_HTTPBody (0x194aea7b4
- (id body (0x18649c274
- (id ) ams_cookies: (0x18649c484
- (id ams_valueForHTTPHeader: id argl (0x1860a5440
- (BOOL  ams_requestIsBagLoad (0x1860d5e3c
- (id DARequestByApplyingStorageSession: struct __CFURLStorageSession* argil

- (id safari_requestBySettingIsNonAppInitiated: BOOL argl:  (0x19c75f0d8
- (id initwWithXPCEncoding: id argl. (0x194f6d810

- (id ) copyXPCEncoding: (0x194f6d80c

- (id) ic_valueForHTTPHeaderField: id argl. (0x1994f63e4

- (id) ic_valuesForCookiewWithName: id argl (0x1994f6178

- (BOOL) allowsExpensiveNetworkAccess (0x1828e3b14

- (const struct __CFURL* cfURL K (0x18271a284

- (id) init 0x182722e14

- (void dealloc (0x1826d8b90

- (unsigned long cachePolicy (0x1826d9420

- (double  timeoutInterval: (0x1826f430c

- (id HTTPMethod (0x1826edaa8

- (BOOL, _ignoreHSTS:K (0x1826ed606c

- (id) HTTPBodyStream (0x18272d438

- (id) initwithURL: id argl cachePolicy: unsigned long arg2 timeoutInterval: d

ouble arg3; (0x100d8c6bs

- (id mutableCopyWithZone: struct _NSZone* argl (0x1826d40ec
- (BOOL ) _URLHasScheme: id argl: (0x18273dfac

- (BOOL, _isIdempotent; (0x1828e3d38

- (id ) HTTPReferrer  (0x1828e3ed4

- (BOOL ) allowsCellularAccess: (0x1826fccc4

- (id) contentDispositionEncodingFallbackArray: (0x18270ec34

- (struct _CFURLRequest* _CFURLRequest (0x1826ea308

- (id) HTTPUserAgent (0x1828e3ec0

- (id) _initwithInternal: id argl: (0x1826d6boc

- (id) _propertyForKey: id argl: (0x1826ff158



- (id) _startTimeoutDate 0x182749¢c38

- (BOOL 6 _schemewasUpgradedDueToDynamicHSTS 0x1826e4300
- (BOOL 6 _isSafeRequestForBackgroundDownload (0x18270d3dc

- (id allHTTPHeaderFields K (0x1826f0d7c

- (void 6 _removePropertyForKey: id argl: (0x1828e3béc
- (id) _copyReplacingURLWithURL: id argl:  (0x1828e3b78
- (double _timeWindowDelay ' 0x1827299f4

- (id) _allHTTPHeaderFieldsAsArrays 0x1828e3f48

- (id) HTTPContentType (0x1828e3f34

- (id) HTTPExtraCookies (0x1828e3ee8

- (unsigned long expectedworkload (0x1828e3df0@

- (BOOL 6 _isNonAppInitiated: 0x1828e3a60

- (BOOL 6 allowsConstrainedNetworkAccess K (0x1828e3b40
- (double _payloadTransmissionTimeout (0x1828e3dcc

- (void, _setProperty: id argl forKey: id arg2 (0x1826f7c20

- (BOOL 6 assumesHTTP3Capable ' 0x1828e3ae8

- (BOOL 6 _preventHSTSStorage 0x1826Tace0d

- (id) URL; (0x1826d68d0

- (BOOL , _needsNetworkTrackingPrevention (0x1828e3a8c
- (BOOL  _requiresShortConnectionTimeout:K (0x1826f0ch4
- (BOOL, HTTPShouldHandleCookies (0x1826Tbbdo

- (BOOL, HTTPShouldUsePipelining (0x1828e3e14

- (id initwWithURL: (id argl: (0x100d8bffc

- (unsigned long attribution (0©x1828e3ac4

- (void ) encodeWithCoder: id argl: (0x1826ff18c

- (void* _inner:  (0x1826d43a4

- (BOOL) isEqual: id argl  (0x1828e3c88

- (id description: (0x18270bb98

- (id copywWithzone: struct _NSZone* argl  (0x1828e3c84
- (unsigned long networkServiceType (0x18270b828

- (id initwWithCoder: id argl (0x18272e070

- (id mainDocumentURL K (0x182705ef8

- (id ) _initWithCFURLRequest: struct _CFURLRequest* argi
- (unsigned long 0x1828e3cT8

- (id) valueForHTTPHeaderField: id argl: (0x1826d7e6c
- (id  _trackerContext (0x1828e3a3c

- (BOOL) _isKnownTracker (0x1828e3a98

- (id boundInterfaceIdentifier (0x182726f54

- (id HTTPBody K (0x1826d43d0

- (double ) _timewindowDuration K (0x182732910

0x1827013f4

NSObject
4 4*
IBARevealProtocol
self
expression
self frame EvaluateExpression expression GetCommonExpressionOptions
signed

YTIAdBreakRequest



H:

lldb
lldb

lldb

-10-17 157:55,875251+0800 YouTube 12204921 hook_ youtubeRegResp.xm YTIInner

TubeContext GPBDescriptor: 0x2803e7a4

YTIAdBreakRequest*

id objc_getClass
po

YTIAdBreakRequest

parseFromData: newHttpBodyData

po

YTIAdBreakRequest 0x28613d960 :
context

client

hl:

ol:

carrier_geo:

device_make:

device_model:

client_name: IOS
client_version:

os_name:

os_version:
screen_width_points:
screen_height_points:
screen_pixel_density:
client_form_factor: SMALL_FORM_FACTOR
window_width_points:
window_height_points:
connection_type: CONN_WIFI

YTIContentPlaybackContext

1ldb

po | objc_getClass

__NSArrayM 0x280cfd8f

GPBFieldDescriptor: 0x28392f430 ,
GPBFieldDescriptor: 0x28392f480 ,
GPBFieldDescriptor: 0x28392f4d0 ,
GPBFieldDescriptor: 0x28392f520 ,

GPBFieldDescriptor: 0x2839540f0 ,
GPBFieldDescriptor: 0x283954140 ,
GPBFieldDescriptor: 0x28395419

YTIClientinfo

1lldb

po | [objc_getClass descriptor

YTIAdBreakRequest*

descriptor

fields

objc_getClass

fields



__NSArrayM 0x2817da91

GPBFieldDescriptor: 0x283b95f90 ,
GPBFieldDescriptor: 0x283b95f40 ,
GPBFieldDescriptor: 0x283b95efo ,
GPBFieldDescriptor: 0x283b92bcoh ,

GPBFieldDescriptor: 0x283b92c10 ,
GPBFieldDescriptor: 0x283b92c6

GPBMessage

1lldb) po objc_getClass
GPBMessage

F: 7T IRENZEEN
id objc_getClass

1ldb ) po
GPBMessage

F: PHEFAARKEL parseFrombata

1lldb) po | objc_getClass parseFromData: neGpbwData
GPBMessage 0x282bc446
# --- Unknown fields ---

i OX19A3D36E

MLServerABRDatalLoadTask

hook HAMCronetDatalLoadTask

startWithDelegate: (id argl delegateQueue: (id arg2
argl, arg2

Class MLServerABRDatalLoadTaskClass
BOOL isABRClass argl iskKindofClass: MLServerABRDatalLoadTaskClass
isABRClass
argl arg2

orig



eoe M [ xz‘:f;be youtube ) i iPhone7_1331 Running youtube on iPhone7_1331 166 + [B
I Q A © ¢ D B 88 <
UUYIEUS.SSUp {10)
" tube ) & youtubeDylib ) & L 5] youtubeDylib.xm ) No Selecti
> (D com.apple.NSURLConnectionLoader (17) 8 y°‘“‘/ e ) & youtubeDylib ) & Logos ) [ youtubeDylib.xm ) No Selection <a>

> (D Thread 18

> (D com.apple.CFSocket.private (19)

> (D unnamed (21)

> (D ThreadPoolServiceThread (22)

> () ThreadPoolForegroundWorker (23)
> (D ThreadPoolBackgroundWorker (24)
> () NetworkConfigWatcher (25)

> (D network (26)

> () Network File Thread (27)

> (D Thread 34

HAMCronetDataloadTask

%hook HAMCronetDatalLoadTask

- (void)startwWithDelegate: (id)argl delegateQueue:(id)arg2{
iosLogInfo("argl=%@,delegateQueue=%Q", argl, arg2);

NSURLRequest* request [self requestl;
NSURL* reqUrl = [request URL];
if(isYoutubeAdsVideo_ctierA(requrl)){

iosLogInfo("reqUrl=%@", requrl);

N m Thread 35 885 , gNoUse = 1; = Thread 47: breakpoint 124.1 (1)
> (D Thread 37 887
> (D) ThreadPoolForegroundWorker (38) Class MLServerABRDatalLoadTaskClass = objc_getClass("MLServerABRDataloadTask");
> (D Thread 41 Queue: com.ap...onnection (serial) BOOL isABRClass = [argl isKindOfClass: MLServerABRDataloadTaskClass];
T if(isABRClass) {
> ) Thread 43 Queue: com.ap...qos (concurrent) iosLogInfo("MLServerABRDataloadTask: argl=%@,delegateQueue=%@", argl, arg2);
> (D Thread 44 }
> () ThreadPoolForegroundWorker (45)
%orig;
> (D Thread 46 )
v () Thread 47 Queue: MLHAMPlayer (serial)
. 1 0 _logos_method$_ungrouped$HAMCron... %end =
Y 1 -[MLServerABRDataLoadTask startWith... =
Y = *Tobi * obj * objc_object* i
BRI e e AERloe e e adina] ® > o L 2 m > 8 7 N o)) o _logos_method$_ungrouped$HAMCronet...%, objc_selector’, objc_object, objc_object*)  Line: 887 Col: 1 (=
1 3 _logos_method$_ungrouped$MLServer... > Dself= DataloadTask *) 0x283cd0520 Q Find v HAMCronetDataLoadTask 16matches @ + Aa  Contains ¢ [ < | > )( Done
i > [ _emd = (SEL) "startWithDelegate:delegateQueue:" - - =
B 4 -[MLDefaultLoadRetryPolicy executeRe > [ arg1 = (MLServerABRDataLoadTask *) 0x281226d00 2022-06-26 14:51:45.386408+0800 YouTube[85476:7316286] hook_ youtubeDylib.xm
1 5 _logos_method$_ungrouped$MLDefaul... > [ arg2 = (0S._dispatch_queus_serial *) 0x282d34f00 aree “_';7“"1 . k“‘:”l N ‘ul
¥ 6 -[MLDefaultLoadRetryPolicy scheduleRe... > [ request = (NSMutableURLRequest *) 0x2801bc680 FORTK SNELRS// FE - —SIV ASHOKIZK (9009 SVaS60, .
: .com/videoplayback?expire=16! 9&ei=5g64Yuil g ip=24.205.50
fil 12 _pthread_wathread > [@ requrl = (NSURL *) "https://rr1---sn-a5meknzk.googlevid... .188id= Ts e iressizyes
MLServerABRDataLoadTaskClass = (Class) 0x18d013f88
> () ThreadPoolForegroundWorker (48) 8 i) o chase) 31,
is. lass = (BOOL) i=1&pl=18&ctier=A&ini 341250& 1&sabr=1&mt=1656225888&fvip
> (D Thread 49

> () Thread 50 Queue: PINOper...al Queue (serial)
> (D Thread 51
> (D) Thread 52
> () Thread 53

Auto ¢

208

Class MLServerABRDatalLoadTaskClass

bool
bool isABRClass
isABRClass

id curobj
curObj isKindOfClass

dataLoadTask: 'id argl didReceiveData
argl
request argl request
request URL
requrl

NSURLRequest
NSURL requrl

gNoUse

gNoUse

orig

1

=3&keepalive=yes&fexp=24001373,240072468c=I10S&sparams=ex|
,requiressl,ctier, svpuc

1 $abr&sig=A0q@QIBWRAIgWD]7CFYTCL17EV- PTaP i3L:
30228egi5YiXvSXFptJlaacL4WK&lsparams=mh,mm,mn,ms,mv,mvi, pl

pire,ei,ip,id,source

Ve8CIAXXNgEK7Ws@IuI7E

, initcwndbps&lsig=AG3C_xAWRgIhALbB1XeUHbV ql p IKFALEALPUIX
dVC_enn1R p TKE. i9wIsI. S4-Hy1&rn=2&rn=3
(11db)
All Output 3 ) i OO

MLServerABRDatalLoadTaskClass

id arg2

argl, arg2

IESLiveDevicelnfo



1lldb ' po [objc_getClass
IESLiveDeviceInfo: 0x105fbibcoO :
IESLiveDeviceInfo:
Class Methods:

id) carrierMCCMNC: (0x10¢c9f9060
BOOL  shouldUseCanOpenURLMethod
id ) developmentNumber (0x10c9f91d8

unsigned long defaultSupportOrientation

0x10c9f8foc
0x10c9f8f20

id ) deviceType
id ) MACAddress
NSObject .

+ + + + + + + + + +

AWEAPMManager

1lldb) po ' objc_getClass
AWEAPMManager: 0x1061df680 :
AWEAPMManager :
Class Methods:
void setPerformanceUploadHost: id argil

void attachInfo: id argl forKey: id arg2

void trackerSessionDidChange: id argil
BOOL ' enableToutiaoAPM: (0x10af@506¢
id ) signInfo: (0x113f63288
void setupInformation; (0x113f62f18
id sharedInstance ' 0x10aef44f4
void start: (0x10af05024
void setUserID: id argil

+ (void  setUserName: id argil

Instance Methods:

- (void  bytedSettingDidChange

- (id) init; (Ox10aef4568

- (void  dealloc: (0x113f63044
NSObject

+ + + + + + + + F + + +

0x10af00224
0x10af00274

0x113f63150

-

1lldb ) po [objc_getClass
-06-21 105:16.241786+0800 Aweme
$: embedded, mobileprovision -

signInfo

unsigned long ieslive_defaultSupportOrientation
long ieslive_defaultPreferredInterfaceOrientation

0x10c9f9158

long defaultPreferredInterfaceOrientation
long defaultPreferredInterfaceOrientationForLandscapeMode

void attchFilter: id argl forKey: id arg2

void enableInternalNetworkRequest: BOOL argl
void setupInformationWithCustomHandler: Ablock argl
0x1137631c0O

_shortMethodDescription

0x10d8bffcc
0x10d8c0020

0x10c9f927¢
0x10c9f9284

0x10c9f928¢c

_shortMethodDescription

0x10aefal58
0x113f630b0
0x10b0ee530

0x10af0d3bs
0x10aef40b4

16169642 | hook_misc.xm NSBundle

/private/var/containers/Bund

le/Application/BE37087C-4861-4FEA-AD61-82FED979134B/Aweme.app/embedded.mobileprovision

AppStore

CheckMethodSwizzle



@implementation HookProtect

BOOL className selName
Dl_info info
IMp imp className
selName
getHamErrReqUrl

Class NSMutableURLRequestClass
Class NSErrorClass
Class NSDictionaryClass

//NSURL* getHamErrReqUrl(NSError* curError){
NSURL id erroOrDict
NSURL cururl
// if (curError) {
erroOrDict
NSDictionary curUserInfo
erroOrDict isKindOfClass NSErrorClass
curUserInfo erroOrDict userInfo
erroOrDict isKindOfClass NSDictionaryClass
curUserInfo NSDictionary  erroOrDict

curUserInfo
id hamErrUrlReq curUserInfo @
hamErrUrlReq
BOOL isUrlReq hamErrUrlReq isKindOfClass NSMutableURLRequestClass
isUrlReq

cururl hamErrUrlReq URL

cururl



(] Gl [] » P z‘:g“:be youtube ) M iPhone7_1331 Running youtube on iPhone7_1331 165
B I a A o ¢ OB B8 < B youtubeDylib.xm
« @ youtube PID 22023 PY0) {8 youtube ) & youtubeDylib ) & Logos ) [ youtubeDylib.xm ) 3 getHamErrRequrl() <A>
CPU 0% Q Find v curUserinfo smatches @ + Aa  Contains ¢ < > Done
I B
28.3MB return isAdsVideo; o
Al ¥
4 Energy Impact High
1 //NSURL* getHamErrReqUrl(NSError* curError){
& Disk Zero KB/s NSURL* getHamErrReqUrl(id erroOrDict){
] NSURL* curUrl = NULL;
@ Network 569 bytes/s /I if (curError) {
1 if (erroOrDict) {
B Fps NSDictionary curUserInfo = NULL;
if ([erroOrDict isKindOfClass: NSErrorClassl){
> (D Thread 1 Queue: com.appl...ain-thread (serial) curUserInfo = [erroOrDict userInfolj
> @ Thread 2 } else if ([erroOrbDict isKindofClass: NSDictionaryClassl) {
curUserInfo = (NSDictionarys)erroOrDict;
> (D Thread 3 }
> (D) Thread 4 Queue: com.appl...nnections (serial) 81
> () Thread 5 82 if (curUserInfo) { =
. . 83 id hamErrUrlReq = curUserInfo[@"HAMErrorURLRequest"]; =
@ Thread 7 Queue: MLHAM.PIaye-r (serial) if (hamErrUrlReq 1= NULL) { =
’ [F1 0 getHamErrReqUrl(objc_object*) [ 85 ] BOOL isUrlReq = [hamErrUrlReq isKindOfClass: NSMutableURLRequestClassl;

if (isUrlReq) {
curUrl = [hamErrUrlReq URL]; —

[ 1 _logos_meta_method$_ungrouped$NSE...

Y 2 _logos_meta_method$_ungrouped$NSE... Thread 7: step over

} =

[ 3 _lidb_unnamed_symbol15667$$Modu... } =}
[ 11 -[HAMPlayerinternal playerLoop] } E
[ 12 _logos_method$_ungrouped$HAMPIay... } =1
[l 13 _dispatch_client_callout » Do L 2 ® > </ N @ youtube ) () Thread 7 ) [ 0 getHamErrReqUrl (objc_object*) Line: 81 Col: 1 (@
[ 19 _pthread_wqthread > ([ erroOrDict = (__NSDictionaryM *) 2 key/value pairs Q Find v curUserinfo omatches @ + Aa  Contains ¢ Done

> () JavaScriptCore bmalloc scavenger (8) > [ curUrl = (NSURL *) nil NLLPS /[ LLO===5N—dDIIERIIOR . JUUYLEV LUEU

> @ WebThread (9) > (@ curUserinfo = (_NsDictionaryM *) 2 key/value pairs .com/videoplayback?expire= i=VHecYq7: V9. ip=104.172

o > [ hamErrUrIReq = (NSMutableURLRequest *) 0x281c85900 .17

> © com.apple.uikit.eventfetch-thread (10) [ isUrIReq = (00L) YES .1698id=0-AA1Q9IMbK; QY IARH1tpA: = equire

> (D Thread 11 ssl=y " 1 sn-aSmlrn7r&ms=au

> () Thread 13 T i=38p1=17&ini 1838750&sVvpuc=1&sabr=1&mt=1654420853&fvip=5

> (D AVAudioSession Notify Thread (15)

&keepalive=yes&fexp=24001373,24007246&c=I0S&sparams=expire,ei,ip,id, source
,requiressl, svpuc

> () com.google.ios.ssdp (16)
> () com.apple.NSURLConnectionLoader (17)

FJ7KQ_1AFSAUh31s00mé_HMEhuHVr =mh, mm,mn,ms,mv,mvi, pl

1 5abr&sig=A0q8QI8WRgIhAOPXwWnD-xraUBK1TORYFf1253In8k Tuh1BuyE9XPzarAiEAi8Ha4D8
1

> @ Thread 18 Jini 15ig=AG3C_xAWRQIl EM80OFP7AVS. RG-pIK8tZMtWNSDVFGRAIA
. gr6SSiYfELISVQ7Z iXCy0lzqwi FLsrbiIf 78rn=1
> () com.apple.CFSocket.private (19) 1
> () unnamed (20) (11db)
® EOE| Autos ® All Output & ® T OO

AWEAppSettings

1lldb ) po objc_getClass
AWEAppSettings

AWEFriendsWidgetsColorSchemeResolutionResult

1lldb) po objc_getClass
scription
AWEFriendsWidgetsColorSchemeResolutionResult: 0x10596a158 :
AWEFriendsWidgetsColorSchemeResolutionResult:
Class Methods:
+ (id  successWithResolvedFriendsWidgetsColorScheme: long argl  (0x11124c3a0@
+ (id  confirmationRequiredwWithFriendsWidgetsColorSchemeToConfirm: long argil
0x11124c3d8
INEnumResolutionResult .

_shortMethodDe

4 T

Ullmage

1lldb' po [objc_getClass
UIImage: Ox1fc9f33ed :
UIImage:
Class Methods:

_shortMethodDescription

+ (id) awe_userRecommendImageNamed: id argl: (0x114deéfcc

__14]



+ (1d) awe_userRecommendImageNamed: id argl compatibleWithTraitCollection: id a
rg2; (0x114deefdc

AWEUserRecommend

1lldb po objc_getClass
nil

1lldb ' po [objc_getClass _shortMethodDescription
nil

1lldb' po [objc_getClass _shortMethodDescription
UIImage: 0x1fc9f33es :
UIImage:
Class Methods:
+ (id) yy_imageWithColor: id argl  (0x10a74a560
+ (id) yy_imageWithColor: id argl size: struct CGSize arg2 (0x10aad5334

- (BOOL isFromStatusBarImageProvider (0x1b8ici5a4
NSObject .

AWEPIlayInteractionFollowSuccessElement

1lldb) po objc_getClass _shortMethodDescript
ion
-04-02 136:53,128548+0800 Aweme 13543378 hook_misc.xm NSBundle
/usr/1ib

AWEPlayInteractionFollowSuccessElement: 0x10629ab9
AWEPlayInteractionFollowSuccessElement:
Properties:
@property (retain, nonatomic AWEAntiAddictedNoticeBarView* antiAddictedNotice
BarView @synthesize antiAddictedNoticeBarView _antiAddictedNoticeBarView

- (BOOL appear: (0x10b00f010
NSObject

YTAdVideoPlayerOverlayViewController

1lldb ' po [objc_getClass _shortMethodDescription

YTAdVideoPlayerOverlayViewController: 0x10c030f5
YTAdVideoPlayerOverlayViewController:

- (void setMediaTime: double argl: (0x1065e627c

«1 S—

YTPlaybackData



1lldb' po [objc_getClass _shortMethodDescription
YTPlaybackData: 0x1085737c0O !
YTPlaybackData:
Class Methods:
+ (id playbackDatawithPlayerResponse: id argl CPN: id arg2
+ (id ) playbackDatawithAd: id argl. (0x102b2a228
+ (id playbackbDatawithPlayerResponse: id argl. (0x1032d8050
Properties:

@property (readonly, nonatomic YTPlayerResponse* playerResponse

e playerResponse _playerResponse

0x1032d8060

@synthesiz

@property (readonly, nonatomic 6 YTPlaybackData* trailer @synthesize trailer

_trailer
@property (readonly, nonatomic MLVideo* video @synthesize video _video
@property (readonly, nonatomic, isPlayableInBackground 6 BOOL playableln
Background

@property (readonly, nonatomic YTCPN* CPN @synthesize CPN

_CPN

@property (readonly, nonatomic, isPlayable BOOL playable

Instance Methods:
- (id) CPN. (0x1032d8724
- (BOOL 6 isPlayableInBackground (0x1032d866c
- (id) trailer  (0x1032d8714

- (id) initWithPlayerResponse: id argl CPN: id arg2; (0x1032d80d8

- (void 6 .cxx_destruct: (0x1032d872c

- (BOOL) isPlayable (0x1032d865c

- (1d video: (0x1032d871c

- (id ) playerResponse  (0x1032d870c
NSObject

J

1]

IESECSettingRegisterHandler

1lldb) po | objc_getClass _shortMethodDescription

IESECSettingRegisterHandler: 0x105f689a
IESECSettingRegisterHandler:
Properties:

@property (retain, nonatomic, NSvValue* handlerPointer @synthesize handlerPo

inter _handlerPointer
@property (nonatomic 6 BOOL registed @synthesize registed
Instance Methods:
- (id handlerPointer (0x10ad936fc
- (void setHandlerPointer: id argl  (0x10ad9364c
- (BOOL 6 registed: (0x10ad93704
- (void setRegisted: BOOL argl (0x10ad93644
- (void) .cxx_destruct (0x116319b18
NSObject

MDXSession

1lldb) po [objc_getClass _shortMethodDescription
MDXSession: 0x10151ch4
MDXSession:
Class Methods:

_registed



+ (BOOL 5 hasExpectedDisconnectReasonFromError: id argl (0x100d8db6c
Properties:
@property nonatomic 1long connectionState @synthesize connectionState _c
onnectionState

YTWatchController

1lldb' po [ objc_getClass _shortMethodDescription
YTWatchController: 0x10150ba70 :
YTWatchController:
Class Methods:
+ (id observerProtocol (0x100af8960
Properties:
@property (retain, nonatomic YTWatchViewController* watchvViewController @s
ynthesize watchviewController _watchviewController

CHLoadClass _

CHLoadClass_ Oxe0f8, objc_getClass
CHLoadClass_ 0xel04, objc_getClass
CHLoadClass_ 0xel110, objc_getClass
CHLoadClass_ Oxellc, objc_getClass
CHLoadClass_ 0xel128, objc_getClass
CHLoadClass_ 0xel34, objc_getClass

YTSingleVideoCurrentTimeObserver

1lldb) po | objc_getClass _shortMethodDescription
nil

MDXSingleVideoController

1lldb ' po [objc_getClass _shortMethodDescription
MDXSingleVideoController: ©0x10533792
MDXSingleVideoController:
Properties:
@property (readonly, nonatomic YTPlayerResponse* playerResponse @synthesize
playerResponse _playerResponse
@property (readonly unsigned long
@property (readonly Class superclass
@property (readonly, copy NSString* description
@property (readonly, copy NSString* debugDescription
@property (readonly, nonatomic YTPlaybackData* playbackData



MDXPlaybackController

1lldb ' po [objc_getClass _shortMethodDescription
MDXPlaybackController: 0x105337830 :
MDXPlaybackController:
Properties:
@property (readonly, nonatomic MDXSinglevideoController* activeVideoController
@synthesize activevideoController _activevVideoController
@property (readonly unsigned long

(| —

YTWatchStateController

1lldb) po | objc_getClass playerTimeEntityUpdateThreshold
YTColdConfig: 0x2805644e

MoreView

void __cdecl - MoreView doJailbreakProChange: | MoreView *self, SEL a2, a3

vali void * objc_getClass qword_1004CBB98

YTAppDelegate

1lldb) po objc_getClass _shortMethodDescription
YTAppDelegate: 0x1010bf73
YTAppDelegate:
Properties:
@property (readonly, nonatomic YTQuickActionsController* quickActionsControll
er @synthesize quickActionsController _quickActionsController
@property (readonly, nonatomic YTResponderRoot * responderRoot @synthesiz
e responderRoot _responderRoot

AWELaunchTimeTracker

1lldb ) po [objc_getClass _shortMethodDescription
AWELaunchTimeTracker: 0x10394cca
AWELaunchTimeTracker:
Class Methods:
+ (id sharedInstance: (0x1088ff5c0
Properties:
@property (nonatomic, BOOL dylibTrackerEnable @synthesize dylibTrackerEnabl
e _dylibTrackerEnable



@property (copy, nhonatomic
ze shouldshowAwesomeSplashHandler

@property (copy, nhonatomic
etailAwesomeSplashHandler

@property (copy, nhonatomic

Handler _launchFromHandler
@property (copy, nhonatomic
artUpFirstTimeBlock

@property (copy, nhonatomic
ppVersionUpdatedBlock
@property (copy, nhonatomic
ize shouldCollectProcessInfoHandler
@property (copy, nhonatomic
_extraParamsHandler
@property (copy, nhonatomic
e didCollectLaunchDetailHandler
Instance Methods:

msHandler

- (void ) p_collectDataIfNeeded

- (BOOL ) dylibTrackerEnable

- (void ) p_collectProcessDetail

AWEPremainDelaylnitTask

1lldb) po objc_getClass
-02-23
AWEPremainDelayInitTask: 0x103c8047
AWEPremainDelayInitTask:
NSObject:
isa (Class

-

1lldb) po | objc_getClass
AWEPremainDelayInitTask: 0x103c8047
AWEPremainDelayInitTask:
Class Methods:

122:02.644841+0800 Aweme

: AWEPremainDelayInitTask

Ablock shouldShowAwesomeSplashHandler @synthesi

_shouldShowAwesomeSplashHandler

Ablock detailAwesomeSplashHandler @synthesize d

_detailAwesomeSplashHandler

Ablock launchFromHandler @synthesize launchFrom

Ablock isStartUpFirstTimeBlock @synthesize isSt

_1sStartUpFirstTimeBlock

Ablock isAppVersionUpdatedBlock @synthesize isA

_1isAppVersionUpdatedBlock

Ablock shouldCollectProcessInfoHandler
_shouldCollectProcessInfoHandler
Ablock extraParamsHandler @synthesize extraPara

@synthes

Ablock didCollectLaunchDetailHandler @synthesiz

_didCollectLaunchDetailHandler

0x1089dc760
0x1088ffdss
0x1089dc2a8

_ivarDescription
12559287 XPC connection interrupted

isa, 0x103c80498

_shortMethodDescription

+ (void 6 stubForCheck (0x110f957fc
+ (void 6 execute (0x1089c6910
Properties:

@property (readonly unsigned long

@property (readonly Class superclass

@property (readonly, copy NSString* description

@property (readonly, copy NSString* debugDescription
NSObject

M: FTRSVE:

1lldb' po [objc_getClass
AWEPremainDelayInitTask: 0x103c8047
AWEPremainDelayInitTask:
Class Methods:

_methodDescription



copy NSString* description
copy NSString* debugDescription

+ (void 6 stubForCheck (0x110f957fc
+ (void 6 execute: (0x1089c6910
Properties:

@property (readonly unsigned long
@property (readonly Class superclass
@property (readonly,
@property (readonly,

NSObject:

Class Methods

+ (BOOL 6 bdp_swizzleClass: Class argl selector: SEL arg2 swizzledClass: Class

arg3 swizzledSelector: SEL arg4

0x1089af3f4

+ (BOOL  bdp_swizzleOriginInstanceMethod: SEL argl withHookInstanceMethod: SEL

arg2; (0x1143e67f8
+ (BOOL 6 bdp_swizzleOriginClassMethod: SEL argl withHookClassMethod: SEL arg2
0x1143e6814
+ (BOOL 6 ts_swizzleInstanceMethod: SEL argl with: SEL arg2 (0x1089c8c40
+ (1d) ts_className (0x11436fc6c
| S—
TTMacroManager

1lldb) po objc_ge
TTMacroManager: 0
TTMacroManager:
Class Methods

tClass
x103ed6e4t :

_shortMethodDescription

+ (BOOL , 1isBDWEBIMAGE_APP_EXTENSIONS

+ (BOOL
NSObject

isDebug

0x108b03b3c

MetaSecflappIDIHXAS

1lldb) po objc_ge
nil
1lldb ' po [objc_ge

tClass

tClass

CJPayMetaSecManager: 0x105bbdag

CJPayMetaSecMan
Class Methods:

ager:

0x1144d256¢

_shortMethodDescription

_shortMethodDescription

+ (1d defaultService

0x10b55a464

+ (void

Properties:
@property

_delegate

@property
@property
@property
@property

Instance Meth
- (void

egate

registerProtocol
retain, nonatomic

readonly

readonly

readonly,

readonly,
ods:

reportForSceneType: long argil

0x10b55a43c
CJMetaSecDelegate * delegate

unsigned long
Class superclass
copy NSString* description

copy NSString* debugDescription

0x10b

- (void  i_registerMetaSecDelegate: id argi

- (void
- (id) de

reportForScene: (id argil

legate: (0Ox10b55a67¢

0x10b55a58¢

55a4dc
0x10b55a644

@synthesize del



- (void 6 setDelegate: id argl (0x10b55a684
- (void 6 .cxx_destruct; (0x10b55a690
NSObject

1lldb ' po [ objc_getClass _shortMethodDescription
PodsDummy_Pods_MetaSecML: 0x105d4a3d

PodsDummy_Pods_MetaSecML:
NSObject

1lldb ' po [objc_getClass _shortMethodDescription
nil

AWECIloudJailBreakUtility

1lldb) po | objc_getClass _shortMethodDescription
AWECloudJailBreakUtility: 0x103f43000 :
AWECloudJailBreakUtility:
Class Methods:
int urlCheck (0x1093124ac
int ) cydiaCheck (0x1093124b8
int inaccessibleFilesCheck (0x109312554
int ) plistCheck (0x1093127f0
int ) processesCheck 0x109312908
int fstabCheck (0x109312af8
int ) symbolicLinkCheck K (0x109312b5c
int filesExistCheck (0x109312bcc
id) runningProcesses; (0x109312c7c
int ) jailbroken: (0x1093122f0

+ + + + +F + + + + +

NSObject

-

1lldb' po [ objc_getClass _methodDescription
AWECloudJailBreakUtility: 0x103f4300
AWECloudJailBreakUtility:
Class Methods:
int ) urlCheck: (0x1093124ac
int ) cydiaCheck (0x1093124b8
int ) inaccessibleFilesCheck (0x109312554
int ) plistCheck: (0x1093127f0
int ) processesCheck: (0x109312908
int  fstabCheck: (0x109312af8
int  symbolicLinkCheck (0x109312b5c
int ) filesExistCheck (0x109312bcc
id) runningProcesses  (0x109312c7c
+ (int  jailbroken: (0x1093122f0@
NSObject:
Class Methods:
+ (BOOL ) bdp_swizzleClass: Class argl selector: SEL arg2 swizzledClass: Class
arg3 swizzledSelector: SEL arg4: (0Ox108eef3f4
+ (BOOL ) bdp_swizzleOriginInstanceMethod: SEL argl withHookInstanceMethod: SEL

+ + + + + + + + +



arg2; (0x1149267f8

+ (BOOL, bdp_swizzleOriginClassMethod: SEL argl withHookClassMethod: SEL arg2

0x114926814

+ (BOOL ) ts_swizzleln
+ (id ) ts_className

+

+ (Class hg_class

+ (id ) hg_cast: id ar
+

+ (BOOL 6 hg_swizzleOr
0x11441aa64

+ (BOOL 6 hg_swizzleOr
0x11441aa80

arg2

id) forwardingTarg
id) mutableCopy
void, finalize

BOOL ) ts_swizzleClassMethod: SEL argl with: SEL arg2

stanceMethod: (SEL argl with: SEL arg2
Ox1148afcéc

0x108f08c40

0x1148afbs50
0x11441af44

g1 warnOnFailure: BOOL arg2: (0x11441af50

BOOL ) hg_swizzleClass: Class argl selector: SEL arg2 swizzledClass: Class a
rg3 swizzledSelector: SEL arg4

0x11441a998
iginInstanceMethod: SEL argl withHookInstanceMethod: SEL

iginClassMethod: (SEL argl withHookClassMethod: SEL arg2

etForSelector: SEL argl: (0x102d28640

0x1ad73f878

0x1ad75d700

! ]
r v
eve M [ ] > Aweme Aweme ) W iPhone7P_1341 Running Aweme on iPhone7P_1341 a + B

O QA © F DB B < [ AwemeDylib.xm 0B
2 Aweme PID 11145 Yoy Aweme ) @@ AwemeDylib ) & Logos ) [F] AwemeDylib.xm ) No Selection <AD>
CPU 0% %hook NSString
i Memory 15.6 MB - (NSString *)stringByAppendingString: (NSString *)asString{
NSString* retStr = @"°;
4 Energy Impact Low if (NULL == aString) {
169 NSString* selfStr = [NSString stringWithFormat:@"%@", self]; = Thread 4: breakpoint 5.1 (1)
& Disk 17.9 MB/s iosLogInfo("aString is NULL, selfStr=%{public}@", selfStr);
retStr = selfStr;
@ Network Zero KBfs } else {
retStr = %orig;
> () Thread 1 Queue: com.apple.main-thread (serial) 3}
> () Thread 2 Queue: com.bdtracker.insertQueue (serial) iosLogDebug("aString=%{public}@ -> retStr=%{public}e@", aString, retStr);
> (D Thread 3 return retStr; |
}
~ () Thread 4 Queue: NSOperationQu...ERACTIVE) (concurrent) 178
' [ 0 _logos_method$_t i ingByAppe... séend
H 1 __lidb_unnamed_symbol2509$$AwemeCore B> A~ L @ > 8 F ) @ ) A 0 _logos_method$_ungrouped$NSString...g$(NSString®, objc_selector’, NSString*)  Line: 178 Col [m]
[ 39 _pthread_wgthread > [ self = (_NSCFConstantString *) "https:" (11db) po [obje_getClass( Jai tility") iption]
> () Thread 5 > [[) _emd = (sEL) "stringByAppendingString:" <AWECloudJailBreakUtility: @x183f43008>:
> @ Thread 7 > [ aString = (NSString *) nil in AWECloudJailBreakutility:
> [@ retStr = (_NSCFConstantString *) ™" Class Methods:
> O Thread 8 > [ selfstr = (Nsstring ) Ox1ad757efa + (int) urlCheck; (8x1893124ac)
> () Thread 9 Queue: com.bytedance.tracker.processing (serial) + (int) cydiaCheck; (0x1093124b8)
> () JavaScriptCore bmalloc scavenger (10) + (int) inaccessibleFilesCheck; (8x109312554)
+ (int) plistCheck; (@x1093127f@)
>
O WebThread (_1:') + (int) processesCheck; (0x169312908)
> () com.apple.uikit.eventfetch-thread (12) + (int) fstabCheck; (8x189312af8)
+ (int) symbolicLinkCheck; (8x189312bSc)
+ (int) filesExistCheck; (8x109312bcc)
+ (id) runningProcesses; (8x189312c7c)
+ (int) jailbroken; (8x1893122f8)
in NSObject:
Class Methods:
+ (BOOL) bdp_swizzleClass:(Class)argl selector:(SEL)arg2
swizzledClass: (Class)arg3 swizzledSelector:(SEL)arg4; (@x1@8eef3fs)
+ (BOOL) bdp_swizzleOriginInstanceMethod: (SEL)argl
withHookInstanceMethod: (SEL)arg2; (@x11492678)
+ (BOOL) bdp_swizzleOriginClassMethod: (SEL)argl
withHookClassMethod: (SEL)arg2; (@x114926814)
+ (BOOL) ts_swizzleInstanceMethod: (SEL)argl with:(SEL)arg2; (@x108f@8c4@)
+ (id) ts_className; (@x1148afcéc)
+ (BOOL) ts_swizzleClassMethod: (SEL)argl with: (SEL)arg2; (8x1148afb58)
+ (Class) hg_class; (@x1l44lafid)
@ EOBA Au: (G] All Output & (G] i 0m)
M: BH—MEE:
: B5ik:
1lldb ' expression objc -- |objc_getClass performSelec

tor:@selector _methodDescripti
AWECloudJailBreakUtility: Ox1
AWECloudJailBreakUtility:
Class Methods:

+ (int ) urlCheck 0x

on
034300

1093124ac



ViewController

constructor
Class targetClass

targetClass. @ clickMe IMP newMethodImp (IMP | originMet
hodImp
open, newopen, oldopen

SBLockScreenViewControllerBase

constructor
Class _logos_class$_ungrouped$SBLockScreenViewControllerBase
_logos_class$_ungrouped$SBLockScreenviewCon
trollerBase, @ viewDidLoad IMP  _logos_method$_ungrouped$SBLockScreenViewCon
trollerBase$viewDidlLoad, (IMP & _logos_orig$_ungrouped$SBLockScreenViewControllerBase$v
iewDidLoad

crifan.org, {EFE ©Z4.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 E#:
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objc_retain

e o0bjc_retain
o EX

id id obj

crifan.org, {ERAZE24.0EFR(CC BY 4.0)/%&%n all right reserved, powered by Gitbook&x [ E#:
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objc_retainBlock

e objc_retainBlock
o M
= objc_retainBlock ZF1ObjCHHY Block HHXHIEREN
» MARCHRI5|AItEHEX
o BX

id id value

o ERBE-ERAMNE
» Block#JtA1LAT, 1F1E#BE NSConcreteStackBlock = Stack=1% £hY, ZAEH
objc_retainBlock, MStack -, copy#Z D12 7T Heapiff £ NSConcreteMallocBlock
n B: 7Ei% EBIEblock SRR, AEBEIBlock_copySHIZIE £, AFIEHE LAIXT
ST B shfR i thautoreleasepool®, ERHREX M RIS 5

(AR TEIESY

o KEEM
o HIFFME Block copy
o X3

//

// The -fobjc-arr flag causes the compiler to issue calls to objc_{retain/release/a
utorelease/retain_block}

//

id id x

CompilerGenerated blockCopies

id X

o XL
o runtime/objc-arr.mm
- BATH
= https://opensource.apple.com/tarballs/objc4/objc4-493.9.tar.gz
- LK

m https://opensource.apple.com/source/objc4/objc4-493.9/runtime/objc-arr.mm.auto.html

crifan.org, {EFE #4.0EFR(CC BY 4.0)1/Y&%n all right reserved, powered by Gitbook&x /5 & #i:
2024-10-24 10:13:00
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objc_release

e objc_release
o EX

id obj

crifan.org, {ERAZE24.0EFR(CC BY 4.0)/%&%n all right reserved, powered by Gitbook&x [ E#:
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objc_autorelease

e o0bjc_autorelease
o EX

id id obj

crifan.org, {ERAZE24.0EFR(CC BY 4.0)/%&%n all right reserved, powered by Gitbook&x [ E#:
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objc_opt_class

e objc_opt_class
o MEiAR: ios Y objc B9 (NE NEB) BKEL, objc F [somobj class] BYAERE{KRSCI]
FH objc_opt_class
o BRCIIRIE: HXFERME, URSHEXNRNREZE, WRELEMIREZE
= The compiler translates [SomeClass class] method calls into a call to that function (when

targeting the new OS). That function has a fast path when +class isn't overridden, improving
performance and code size. Other objcopt* functions are similar.

o IOSHhRAS: ios 13.0+

=K\
TEX
e objc-internal.h

OBJC_EXPORT Class _Nullable
id _Nullable obj

oy
=75
RetVal/objc-runtime: A debuggable objc runtime (github.com)

// Calls [obj class]

Class

id obj

obj nil
Class cls obj

cls

cls obj cls

id, SEL 'objc_msgSend ‘obj @ class
BIAEH:

£ _oBic2  AHIFEIZET getisa() RENNRFEM class, ABIRIEFIE cls EE=E meta class
REIREM class, MRETE, MREENERAE, FNRENZNRABZE,

crifan.org, {EFAZE24.0EFR(CC BY 4.0)i11%& %5 all right reserved, powered by Gitbookax [5G E#:
2024-10-14 11:01:45
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objc_storeStrong

o EX

id object. id value

o T5BA
o Precondition: object is a valid pointer to a __strong object which is adequately aligned for a
pointer. value is null or a pointer to a valid object.
o Performs the complete sequence for assigning to a __strong object of non-block type [*].
Equivalent to the following code:
o ARSI

id object id value
id oldvalue object
value value retain
object value
oldvalue release

. This does not imply that a __strong object of block type is an invalid argument to this function.
Rather it implies that an objc_retain and not an objc_retainBlock operation will be emitted if the

argument is a block.
LEESES R

e 7£ Objective-c F1, XRHISIBXAHS|IBEIBGRARE,
W __strong . __weak . __ autorelease F¥, FWIFFRSIRIBEBARRBIHFTERAREENAE
REBATE.

o 7£ MRC BIf{ Retain BIFFHIERERSI BN RSIAITE
o 7£ ARC 1 _ strong BIiTHENEENE

FEIEQALERE, £4 _ strong TEMER

obj otherObj

AMELSEAXNAE runtime BIRREL:

// SERMNTREDA
obj. otheroObj

crifan.org, {EAZE24.0EFR(CC BY 4.0)%& %0 all right reserved, powered by Gitbookax 5 E#:
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object A5 R £

LE&b T 4RIOSRIObjCAIRuUNtimerR, FE LAY, LA object FFkEI—LERTIKEL,
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object_getClassName

TODO:

o [BfRAR] iOSiEmIL\MS: object getClassName3XEYZE®  NSDictionaryMZt4ER

iIOSHEMENSIAIN, BIYSHHAEI: object_getClassName

crifan.org, {EAE #4.0EFR(CC BY 4.0)f1i¥ A&7h all right reserved, powered by Gitbook &z /5 E #:
2024-10-24 11:20:05
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ISz FA #5451

MLOnesieRequestContext
o FIdbiEIRES, BESEE—PSREMA%:

1lldb reg r x0
x0
1ldb po

1lldb

YTGLUILabel

1lldb) reg r x9 x10

X9 YTGLUILabel
x10 @

1ldb ) po
1ldb
1ldb ) po

1lldb

MonkeyDev fY LLDBTools.m

NSString classname
NSMutableString result NSMutableString new
NSArray results classname
result appendFormat @ res
ults count
id item in results
result appendFormat @ item i
tem
result

__NSDictionaryl



_objc_msgSend! AWEOnlineABTestManager: 0x283244cel , "abTestData”

BEERMOAE:

1ldb reg r x0
X0 0x0000000128900000

1lldb ' po (char* object_getClassName 0x0000000128900000
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HAMF

iOS Runtime Header

A AE M RIOSIBATATRYSK SRR -

https://developer.limneos.net/

ObjC Runtime;EH5

e objc4 = Objc = ObjC Runtime
o T#
= https://opensource.apple.com/tarballs/objc4/
o TEZAIL
= https://opensource.apple.com/source/objc4/

» BRRA
= https://opensource.apple.com/source/objc4/objc4-750/
= https://opensource.apple.com/source/objc4/objc4-818.2/

BARBF:

e objc_retainAutoreleasedReturnValue + objc_autoreleaseReturnValue
o https://opensource.apple.com/source/objc4/objc4-532.2/runtime/NSObject.mm
e objc_retainBlock
o #AXJEME: runtime/objc-arr.mm
» BETH
m https://opensource.apple.com/tarballs/objc4/objc4-493.9.tar.gz
n TELERR
= https://opensource.apple.com/source/objc4/objc4-493.9/runtime/objc-arr.mm.auto.html
e objc_alloc

o https://opensource.apple.com/source/objc4/objc4-646/runtime/objc-internal.h

OBJC_EXPORT id Class cls
—MAC_16_9, _IPHONE_7_0

OBJC_EXPORT id Class cls
__MAC_10_9 _ _IPHONE_7_0

e objc_loadWeakRetained
o https://opensource.apple.com/source/objc4/objc4-706/runtime/NSObject.mm.auto.html

A]i@idAYobjc runtimef{i3

BE—TEIHIARE, EYNEITHEITAobjc runtimefIfES:

RetVal/objc-runtime: A debuggable objc runtime (github.com)


https://developer.limneos.net/
https://opensource.apple.com/tarballs/objc4/
https://opensource.apple.com/source/objc4/
https://opensource.apple.com/source/objc4/objc4-750/
https://opensource.apple.com/source/objc4/objc4-818.2/
https://opensource.apple.com/source/objc4/objc4-532.2/runtime/NSObject.mm
https://opensource.apple.com/tarballs/objc4/objc4-493.9.tar.gz
https://opensource.apple.com/source/objc4/objc4-493.9/runtime/objc-arr.mm.auto.html
https://opensource.apple.com/source/objc4/objc4-646/runtime/objc-internal.h
https://opensource.apple.com/source/objc4/objc4-706/runtime/NSObject.mm.auto.html
https://github.com/RetVal/objc-runtime

WRUNEHFE, JUEZHERFNSITHE
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ObjCRRIERAE

o ObjCEMNERAE
o JREXClassBF=%£%
.
m  NSStringFromClass(someClass) => NSString*
m  class_getName(someClass) => const char*
m  [someInstance className] => NSString*
m  object_getClassName(someId) => const char*
» ¥R
= ObjCIREXClassE#
o FRENRZE
. R

m [xxx superclass]

it

m  class_getSuperclass(xxx)

CRRES:
= FRENObjCEAIR %K
o 3KHXClass

= ERTF=MARZ: char *
m  objc_getClass
] ,'_i)\(
id name

s NS FRH=£F
= JREE: class

w H{5)
w H4451
1lldb ' po object_getClass
0x00000004654e5458
w2452
1ldb id objc_getClass
1lldb) po
GPBMessage
w243
lldb) po objc_getClass parseFromData: newHttpBod
yData
GPBMessage 0x287b4f4d
# --- Unknown fields ---
¢ " 022 n 005zh-CN 022 0O2CNR OO2CNb 005Applej tiPhone?

y1 001 005 001 007



= %54

Class LSApplicationProxy_class object_getClass @

» EAT=HAR: id
= object_getClass

] ,'_‘E_'S{
Class id obj

= BX
s EANSE: objRIRERinstanceXI R, classITHR. meta-classII &
= JR[EME

s IR RinstanceX R, R[ElclassiTHR

s AR ZclassIIR, R[EImeta-classIyH
s R Emeta-class3TH, JREINSObject (EE) Ameta-classTTH

s EHETF=MAR: Instance=Object
= classE4t
» FA:

obj class

= JR[E]: class
o FIMRERENE
» ERATF=#HAR: Instance = Object
= isKindOfClass
n EX
= 533 Nsobject HY:

BOOL isKindOfClass: Class aClass

» B

BOOL isSameClass someObjcInstance isKindOfClass: SomeClass

crifan.org, {EAZ &4.0EFR(CC BY 4.0)1¥ %7 all right reserved, powered by GitbookR/ZE #:
2024-10-24 11:06:54
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isKindOfClass
[z FH 2451

AuthDaemonProtocolProxy

id AuthDaemonProtocolProxy

//id AuthDaemonProtocolProxy = NSClassFromString(@"__NSXPCInterfaceProxy_AKAppleIDAuthe

nticationDaemonProtocol");

hook NSXPCConnection

id remoteObjectProxywithErrorHandler NSError error  handler
id rmtObjPrx orig
rmtObjPrx
BOOL isAuthDaemonProtocol rmtObjPrx iskKindOfClass: AuthDaemonProtocolProxy
isAuthDaemonProtocol
gNoUse
rmtobjPrx
end
>duct Debug  Source Control Window  Help ¥ S & BP\ B @ & Q & 6RA27AAZ=
Continue &) ir::'S"\e’:p'eA°°°"‘  jailA..unt ) [] iPhone8_150 Paused PID 86215 on iPhone8_150 « + (B
& i Step Over B < EB jailAppleAccount.plist [E control m’ jailAppleAccount.xm 0-[CoreTt & =[1
Step Into @ jailAppleAccount ) & jailAppleAccount ) M jailAppleAccount.xm ) No Selection < >
Step Out object_getClass("__NSXPCInterfaceProxy_AKAppleIDAuthenticationDaemonProtocol");

//id AuthDaemonProtocolProxy
NSClassFromString("__NSXPCInterfaceProxy_AKAppleIDAuthenticationDaemonProtocol"

id AuthDaemonProtocolProxy =

Step Over Instruction
2Info*,  Step Over Thread

zInfo*  Step Into Instruction objc_getClass("__NSXPCInterfaceProxy_AKAppleIDAuthenticationDaemonProtocol");
IP100ok  Step Into Thread //id AuthDaemonPro‘FocolProxy =
NSClassFromString
Deactivate Breakpoints (@"__NSXPCInterfaceProxy_AKAppleIDAuthenticationDaemonProtocol");
Breakpoints >
\ADev P

Debug Workflow N o %hook NSXPCConnection

(id) remoteObjectProxyWithErrorHandler: (void (*)(NSError xerror))handler{
id rmtObjPrx = %orig;
iosLogInfo("rmtObjPrx=%{public}@", rmtObjPrx);
BOOL isAuthDaemonProtocol = [rmtObjPrx isKindOfClass: AuthDaemonProtocolProxyl;
if (isAuthDaemonProtocol) {

Attach to Process by PID or Name...

Attach to Process >
Detach from PID 86215

Debug Executable...

3 gNoUse = 1;
thAcc }
. ¥ t tObjPrx;

Simulate Location > N B ERRER, SENEER) S

Induce Device Conditions >

Simulate Background Fetch %end

Simulate MetricKit Payloads /

AuthKit

View Debugging > /
cation
. StoreKIt > faan TR Y Uy SNt NS
teomp - I> > v L@ o> 8 ) @ ) =) 0 -[CoreTelephonyCl...hErrorHandler_sync:]  Line: 26 Col: 1
Context:]_block_invoke_2 ID 58.1 [ ]
axt:1

NSHTTPURLResponse

1

=]



_unsafe_provisionAnisettewithCompletion BOOL., NSError completion

session beginDataTaskWithRequest request completionHandler: (NSData data, NSHTTPU
RLResponse response, NSError error

response isKindOfClass: NSHTTPURLResponse class

H:

CFURLResponseRef CFDataRef responseData

response isKindOfClass | NSHTTPURLResponse class

_shortMethodDescription

1lldb) po 0x0000000120427¢c80 _shortMethodDescription
__NSCFLocalDataTask: 0x120427c80 :
__NSCFLocalDataTask:
Instance Methods:

- (void 6 _onqueue_didReceiveResponse: id argl completion: Ablock arg2: (Ox5c30
dde1820f43dc

- (BOOL , isKindOfClass: Class argl (Oxda4fcc81820974fc
__NSCFLocalSessionTask

NSURL

* | Detected call to: - NSURL isKindOfClass:
argSelstr: isKindOfClass:
argCount:

-

/* TID 0x103 */
ms - NSURL _cfTypeID
ms - NSURL path

ms - NSURL _cfurl

ms - NSURL isEqual:0x2806e07e0

ms - NSURL isKindOfClass:0x1f2270158
ms - NSURL _cfurl

ms - NSURL _cfurl

ms - NSURL _cfTypeID

YTAdBreakRendererFetcher

__cdecl | YTAdBreakRendererFetcher makeAdRequestWithAdBreak: contentPlayerResponse
responseBlock playbackContext clientPlaybackNonce midrollIndex liveTargetingParams: adBr
eakLength autonavSettingState:currentMediaTime retryEnabled: (YTAdBreakRendererFetcher



SEL a2, id a3 id a4 id a5 id a6 id a7 __1int64 a8, id inputLiveTargeti

ngParams inputBreakLength aill al2, bool retryEnabled
va21i va7
| S—
NSError
id __cdecl |NSError HAMErrorWithURLResponse userInfo: request: (NSError_meta SEL

a2, id a3, id a4, id ab

v8 v1é
errorWithDomain
id ' errorwithDomain: id argl code arg2 userInfo: id arg3
id newError orig
argl arg2 arg3 n
ewError
arg2
newError

id errUrlReq arg3
errUrlReq
Class urlReqClass
BOOL isUrlReq errUrlReq isKindOfClass: urlReqClass

isUrlReq
NSURL requrl errUrlReq URL
// if (isYoutubeAdsVvideo(requrl)){
// iosLogInfo("is ads video: requUrl=%@", requrl);
requrl
requrl
// }

newerror



- [ youtube
CPU

Memory
Energy Impact

Disk

@ youtube ) [ iPhone7_133 Running youtube on iPhone7_1

youtube.xcodeproj youtubeDylib.xm . 5 Module_Framework

youtube youtubeDy Logos lib.xm ) No ion

S ——

32 iosLogInfa(*Yc ", newError);
id errUrlReq = arg3[@"H. | H

if (errUrlReq I= NULL) {

Class urlReqClass =

00L isUrlReq =

f (isUrlReq) {

NSURL #reqUrl = [errUrlReq URL];

objec_getClass("NS URLRec );
[errUrlReq isKindOfClass: urlReqClass];

Network

FPS if
I’ Thread 1

Thread 3

Thread 4 «

Thread 5

Thread 6

Thread 7 Q e
0 _logos_meta_method$_ungrou..

}

}

rn newError;

+ (id)HAMErrorwithCode
id hamewc_au = %or

1_logos_meta_method$_ungro:
2 iosLogInfo("a

{F¢ )
3 _logos_meta_method$_ungrou...
A erABRLoader dataloa

self
pthre _cmi
arg1
arg2
arg3

newError = (N

SEL) "errorWithDol

JavaScriptCore bmalloc scavenger... ants:

WebThread (9)
com.apple.uikit.eventfetch-thread
Thread 12

Thread 13 ue n
AVAudioSession Notify Thread (15)
com.google.ios.ssdp (16)

errUriReq

reqUIrl = (NS
_log_tmp =
_type_tmp = (os._|

GGG

com.apple.NSURLCennectionLoade...
Thread 18
com.apple.CFSocket.private (20)
unnamed (21)
ThreadPoolForegroundWorker (22)
NetworkCenfigWatcher (23)

HAMErrorWithCode

id HAMErrorWithCode
id hamewc_au orig

id hamEur
hamEur
Class urlClass
BOOL isUrlReq

isUrlReq
NSURL cururl

arg2

hamewc_au

hamEur isKindOfClass

(isYoutubeAdsVideo_ctierA(requ

iesLogInfo( , requrl); Thread 7: breakpoint 98.1 (1)

argl userInfo:(id)arg2{

", argl, arg2, hamewc_au);

$_ungrouped $NSError$e...obj

.com/proxy/XpSPWRFh_COwBmWPYNViVjSSgT6LHL fe-B4G1Dmuh2Iny-DEAPKB59nmUPPBpyb44HASIghmhe
JOKmI3midp4xUTérxgvhSHfmuQ5qWrlaeCDihGY31NYmIZ2VKAt2CuZEDSiGPguUBknWwI1-wxQOH6YXql_uQ
GNkoBQE616IduvFgnWRh1=5176-c8x00080088—-cc-nd-1p, _kCFStreamErrorDomainKey=4}
2022-06-01 21:02:14.634213+0800 YouTube[12968:1593557] hook_ youtubeDylib.xm
HAMCronetDataloadTaskSstartWithDelegateSdelegateQueue$:
argl=<MLOnesieConnectionOpener:
0x282515950>, delegateQueue=<0S_dispatch_queue_seria’
po reqUrl
https://rr5---sn-g4flrnee.googlevideo
.com/videoplayback?expire=1654110110&ei=PmOXYpHWG-6R1uBPBLOYYAQRIp=72.179.224
+2298id=0-ANJ-ePUG7jWZMQ_icM7pj TuiwWBIEgTemHHlekQ1ItK_&source=youtubedrequiressl=yes&
mh=aT&mm=31, 29&mn=sn-q4flrnee, sn-q4fléns7&ms=au
 Tdugmv=mamy i 1&ctier=A&initcwndbp! 488088&sVpuUCc=1&sabr=1&mt=1654888228&Tvip=2
&keepalive=yes&fexp=24801373,24007246&c=10Sksparams=expire,ei,ip,id, source
,requiressl,ctier, svpuc
+5abr&sig=A0q@QI8wRAIgTokhx1KrvIZN4PZHMQi4CCoCk-_Bdgi WTIIrlx1Y7ICIGr2dSnétxZUrrMdum—
VwuQ8TbwSK-HTPVVZB28aPw0-&1sparams=mh,mm,mn,ms,mv,mvi,pl
,ini tewndbps&lsig=AG3C_xAWRQIgGW-eIbWyvi751TbGlodLZWTMVEDL7Kt1XEW-gROi_6_kCIQDWF7k8v2]
ZdCDAY9KKLCT_k_T4IsKDoL2nm-49RdhB fQ%3D%3D&cpn=F98L8S2i9bcHAGUSATN=281

All Output &

argl userInfo: id arg2

argl arg2 hamewc_au

urlClass

hamEur URL
cururl

cururl
cururl
cururl



eoe [ (] » v x:l:;l:be youtube ) W iPhone7_1331 Running youtube on iPhone7_1331 155

T Q A © g D B B\« [ youtube.xcodeproj B youtubeDylib.xm
© @ youtube PID 5648 PY0) (& youtube ) & youtubeDylib ) & Logos ) [ youtubeDylib.xm ) No Selection <a>
CPU 0% Q Find v hamewc_au= imatch @ + Aa Contains ¢ [ < > || Done
& 136.3 MB + (id)HAMErrorWithCode: (long long)argl userInfo:(id)arg2{
| id hamewc_au = %orig;
4 Energy Impact High iosLogInfo("argl=%11d,userInfo=%@ —> hamewc_au=%@", argl, arg2, hamewc_au);
1 id hamEur = arg2[@"HAMErrorURLRequest"];
& Disk Zero KB/s if (hamEur != NULL) {
J Class urlClass = objc_getClass("NSMutableURLRequest");
€ Network 14 KB/s BOOL isUrlReq = [hamEur isKindOfClass: urlClassl;
1 if (isUrlReq) {
H FPs NSURL *curUrl = [hamEur URLI];
if (isYoutubeAdsVideo(curUrl)){
> () Thread 1 Queue: com.apple.main-thread (serial) ED iosLogInfo("is ads video: urlStr=%@", curUrl); = Thread 14: breakpoint 94.1 (3)
O vaccip orebmallos acavenge(a) if (isYoutubeAdsVideo_ctierA(curUrl)){
> @) WebThread (9 ED iosLogInfo("is ctier=A ads video: urlStr=%@", curUrl);
lebThread (9) }
> (D com.apple.uikit.eventfetch-thread (10) 3
~ (D Thread 14 Queue: MLHAMPlayer (serial) >
’ 1 0 _logos_meta_method$_ungrouped$NSErr... ¥
[ 1 +[NSError (FCDRPCInternal) HAMErrorWith... o then Nanionc.au:
[ 2 _logos_meta_method$_ungrouped$NSErr... ¥
[ 3__lidb_unnamed_symbol15675$$Module... ® > 2o L 2 ® > 8 9 N o)) H o _logos_meta_method$_ungrouped$NSErrors...jc_class*, objc_selector®, long long, objc_object*)  1line  (J)
[l 13 _pthread_wqthread elf = (const Class) NSError Q Find v hamewc_au= 10matches @ + Aa Contains ¢ (< | > )( Done
> () AVAudioSession Notify Thread (16) > cmd = (SEL) "HAMErrorWithCode:userinfo: = nto$: argl=6@89,userInto={
>0 X [ arg1 = (long long) 6009 HAMErrorHTTPURLResponse = "<NSHTTPURLResponse: @x280438300> { URL:
com.google.ios.ssdp (17) > [ arg2 = (__NSDictionaryM *) 3 key/value pairs https://rr3---sn-8xgplvo-xfgs.googlevideo
> (D com.apple.NSURLConnectionLoader (18) > [ hamewc_au = (NSError *) domain: "com.google.ios.hamplay... .com/videoplayback?expire=1653743302&ei=: ZchVvGNOMZchwau]6bng&1p-9B 116. Z
- - . .31&id=0-AD47-uF66kLqY9L 1RDGAYHTWNy:
> () com.apple.CFSocket.private (19) > [0 hamEur = (NSMutableURLRequest *) 0x28074fc60 essl, Tamm=31, 8xgplvo-xfgs, sn-ab51
> () Thread 20 gurlclass = (Class) NSMutableURLRequest i —1l6actier=Laini 3 sabr=1amt=1653721
. isUrlReq = (BOOL) YES 257&fv1p-6&keepa11ve-yes&fexp-zlooﬂlsn 24007246&c=I0S&sparams=expire,ei,ip
> @ NetworkConfigWatcher (23) > [ curUrl = (NSURL *) "https://rr3-- p1vo-xfgs.googlevi ,id, source, requiressl,ctier, svpuc
> (D network (24) > [ _log_tmp = (NSObject *) nil + sabr&sig=A0q@QI8WRgIhA036jgXGs-HFPjfi j18TS: 1IGXWALEA7u41S
o QO-4LnyT: tP9KIMHr2L! 1 =mh, mm,mn,ms,mv,mvi, pl
> =
© unnamed (26) [ _type_tmp = (o5 log. type_Y 0S_LOG_TYPE_DEFAULT ,initcwndbps&lsig=AG3C_xAWRQIGESUW]Gup6TPxXNity__2TjFHLIe7tKhIC8Qd2KC7XPECT
> (D ThreadPoolServiceThread (27) QDBdaKU_qiRDbOKI ] hBFwfIIiq dwaq’ TnUpTX1kXKz1Hihk&rn
=2 } { Status Code: 302, Headers {\n Connection = (\n
> ThreadPoolBack dWorker (28; *
O ThreadPoolBackgroundWorker (28) close\n )i\n \"Content-Length\" = (\n e\n )i\n
> (D Network File Thread (29) Location = (\n
> (D) Thread 34 \"https://rr3---sn-8xgplvo-xfgs.googlevideo
-com/videoplayback?expire=16537433028ei=ZcqRYVGNOM2chwauj6bYBgaip=98.116.2
> () Thread 36 .31&id=0-AD47-UF66kLGY9L 1RDGAYHTWNyt & ir
> (D Thread 37 essl=yes&mh=PT&mm=31, 29&mn—sn—8xgp1vo—xfgs sn-ab516n6e&ms=: au
. s rdugmv=mamvi=3&pl=16{Ctier=Ak: 1933 &mt=1653721
> () Thread 39 Queue: com.goo...ssion (concurrent) 257&fv1n-éz.keepahve-ves&fexp-zmemn,2Aae7zt.6&c_ms&snazams==xpire.ei.in
® BOB At ® All Output ¢ ®@ T o0

TTInstallUtil

0000OOOOEA92EC444 ; id _ _cdecl +[TTInstallUtil onTheFlyParameter](TTInstallUtil_m
eta *self, SEL)

0000OOOOO92EC444 _ TTInstallUtil_onTheFlyParameter_ ; DATA XREF: __objc_con
st:00000000005F358810

00000OEEO92ECD30 mMov X2, X0
00000OEEO92ECD34 ADRP X8, #isKindofClass_@PAGE

0000AOOOA92ECD38 LDR X1, X8,#isKindOfClass_@PAGEOFF
; char *

{ —

UlStatusBarDataNetworkltemView

networktype
NSArray subviews UIApplication sharedApplication valueForKey
valueForKey subviews
NSNumber dataNetworkItemvView nil

id subview subviews
subview isKindOfClass
class
dataNetworkItemview subview



AWEPremainDelaylnitTask

1lldb' po [objc_getClass _methodDescription
AWEPremainDelayInitTask: 0x103c80470 :
AWEPremainDelayInitTask:
Class Methods:
+ (voild 6 stubForCheck (0x110f957fc
+ (void 6 execute (0x1089c6910
Properties:
@property (readonly unsigned long
@property (readonly Class superclass
@property (readonly, copy NSString* description
@property (readonly, copy NSString* debugDescription
NSObject:
Class Methods:

+ (BOOL , bdp_swizzleClass: Class argl selector: SEL arg2 swizzledClass: Class

arg3 swizzledSelector: SEL arg4  (0x1089af3f4

+ (id ) performSelector: SEL argl withObject: id arg2 withObject: id arg3 (0x1
bda92b48
+ (BOOL, isKindOfClass: Class argl Ox1bda75df8
+ (BOOL, isMemberoOfClass: Class argl (0x1bda92a74
UlStatusBar_Modern
NSArray infoArray nil
id statusBar UIApplication sharedApplication valueForKey
statusBar isKindOfClass
infoArray statusBar valueForKey valueForKey
subviews
infoArray statusBar valueForKey subviews
| E—

UlStatusBarServiceltemView

IBAction statusCarrierBtnClicked: (UIButton  sender
NSArray infoArray UIApplication sharedApplication valueForKeyPath
valueForKeyPath subviews
NSString serviceString
id info infoArray

info isKindOfClass

serviceString info valueForKeyPath
serviceString



_statusServiceStrLbl text serviceString

XCUIApplication.class

writeXxmlwithRootElement 'id FBElement root
indexPath: ‘nullable NSString indexPath
elementStore: (nullable NSMutableDictionary elementStore
includedAttributes: ‘nullable NSSet Class includedAttributes
writer: (xmlTextWriterPtr writer

XCElementSnapshot currentSnapshot
NSArray XCElementSnapshot children
root isKindOfClass XCUIElement class
XCUIElement element XCUIElement root
NSMutableArray NSString snapshotAttributes NSMutableArray array
nil includedAttributes
Class includedAttribute includedAttributes
snapshotAttributes addObjectsFromArray: includedAttribute performSelector
internalNames

// Element types should always be there to build XML tree nodes

// Duplicates in this array are OK, since insternally it is anyway
// flattened to a set

snapshotAttributes addObject FB_ElementTypeAttributeName

snapshotAttributes containsObject: FB_XCAXAIsVisibleAttributeName
snapshotAttributes count
// If the app is not idle state while we retrieve the visiblity state
// then the snapshot retrieval operation might freeze and time out
element application fb_waitUntilSnapshotIsStable

root isKindOfClass:XCUIApplication class
currentSnapshot element fb_cachedSnapshot element fb_lastSnapshot

FBClassNameToken.class

e WebDriverAgent/WebDriverAgentLib/Utilities/FBClassChainQueryParser.m

nullable FBClassChain compiledQueryWithTokenizedQuery: (NSArray FBBaseClassChainToke
n tokenizedQuery originalQuery: (NSString originalQuery error: NSError error

NSMutableArray FBAbstractPredicateItem predicates NSMutableArray array
FBBaseClassChainToken token tokenizedQuery
token isKindOfClass: FBClassNameToken class
isTypeSet
NSString description NSString stringWithFormat



token asString
error class compilationErrorWithQuery originalQuery description:descri
ption
nil

chainElementType FBElementTypeTransformer elementTypeWithTypeName token. asSt
ring
isTypeSet YES
NSException e
e name isEqualToString: FBInvalidArgumentException
NSString description NSString stringWithFormat
token asString
error class compilationErrorWithQuery originalQuery description:desc
ription
nil

token isKindOfClass FBStarToken class
isTypeSet
NSString description NSString stringwWithFormat
token asString
error class compilationErrorWithQuery originalQuery description:descri
ption
nil

chainElementType XCUIElementTypeAny
isTypeSet YES
token isKindOfClass: FBDescendantMarkerToken class
isDescendantSet
NSString description NSString stringWithFormat
token asString
error class compilationErrorwWithQuery originalQuery description:descri
ption
nil

isTypeSet NO
isPositionSet NO
predicates removeAllObjects
isDescendantSet  YES
token isKindOfClass: FBAbstractPredicateToken class
isPositionSet

HAMCronetDataLoadTaskClass

hook MLHAMDatalLoadTaskObserverImpl

dataLoadTaskDidStart: (id argi
argl

// BOOL isCornetClass

= [argl isKindOfClass: HAMCronetDatalLoadTaskClass];
// if (isCornetClass) {



NSErrorClass

Class NSMutableURLRequestClass
Class NSErrorClass
Class NSDictionaryClass

//NSURL* getHamErrReqUrl(NSError* curError){
NSURL id erroOrDict
NSURL curUrl
// if (curError) {
erroOrDict
NSDictionary curUserInfo
erroOrDict isKindOfClass: NSErrorClass
curUserInfo erroOrDict userInfo
erroOrDict isKindOfClass: NSDictionaryClass
curUserInfo NSDictionary  erroOrDict

curUserInfo
id hamErrUrlReq curUserInfo
hamErrUrlReq
BOOL isUrlReq hamErrUrlReq isKindOfClass: NSMutableURLRequestClass
isUrlReq

cururl hamErrUrlReq URL

cururl



[ ] Gl " >
BEERQAASEFDBE

v © youtube PID 22023 [ JO)

CcPU 0%
Memory 98.3 MB
Al
4 Energy Impact High
1
& Disk Zero KBfs
1
@ Network 569 bytes/s
1
B Fps
> (D Thread 1 Queue: com.appl...ain-thread (serial)
> (D Thread 2
> (D Thread 3
> (D) Thread 4 Queue: com.appl...nnections (serial)
> () Thread 5
v () Thread 7 Queue: MLHAMPIayer (serial)
’ 1 0 getHamErrReqUrl(objc_object*)

[ 1 _logos_meta_method$_ungrouped$NSE...
Y 2 _logos_meta_method$_ungrouped$NSE...
[ 3 _lidb_unnamed_symbol15667$$Modu...
[ 11 -[HAMPlayerinternal playerLoop]
[ 12 _logos_method$_ungrouped$HAMPIay...
A 13 _dispatch_client_callout
[ 19 _pthread_wgthread

> () JavaScriptCore bmalloc scavenger (8)

> (D WebThread (9)

> () com.apple.uikit.eventfetch-thread (10)

> () Thread 11

> (D Thread 13

> (D AVAudioSession Notify Thread (15)

> () com.google.ios.ssdp (16)

> () com.apple.NSURLConnectionLoader (17)

> (D Thread 18

> () com.apple.CFSocket.private (19)

> () unnamed (20)

=]ix] -

NSNull

) youtube

e youtube ) M iPhone7_1331 Running youtube on iPhone7_1331 165 + B
B < B youtubeDylib.xm
{8 youtube ) & youtubeDylib ) & Logos ) [ youtubeDylib.xm ) 3 getHamErrRequrl() <A>
Q Find v curUserinfo smatches @ + Aa  Contains ¢ < > Done
return isAdsVideo; d

X

//NSURL* getHamErrReqUrl(NSErrork curError){
NSURL* getHamErrReqUrl(id erroOrDict){
NSURL* curUrl = NULL;
1/ if (curError) {
if (erroOrDict) {
NSDictionary* curUserInfo = NULL;

if ([erroOrDict isKindOfClass: NSErrorClassl){

curUserInfo = [erroOrDict userInfol;
} else if ([erroOrDict isKindOfClass: NSDictionaryClass]) {
curUserInfo = (NSDictionaryk)erroOrDict;
¥
81
82 if (curUserInfo) {

83 id hamErrUrlReq = curUserInfo[@"HAMErrorURLRequest"];

if (hamErrUrlReq

NULL) {

if (isUrlReq) {
curUrl = [hamErrUrlReq URL];

BOOL isUrlReq = [hamErrUrlReq isKindOfClass: NSMutableURLRequestClass];

= Thread 7: step over

} =
}
¥
}

®» > & L 2 @ > 8 9 N O youtube ) () Thread 7 ) [ 0 getHamErrReqUrl (objc_object*) Line:81 Col: 1 | (@

> ([ erro0rDict = (_NspictionaryM *) 2 keyvalue pairs Q Find v curUserinfo Omatches @ + Aa  Contains ¢ Done

> [ cururl = (NSURL *) nil 11LLPS 3/ / £LO=== 31— aDIILRIION . JUUYLEV LULY

> [ curUserinfo = (_NsDictionaryM *) 2 key/value pairs .com/videoplayback?expire=: i=VHecYq7: V9! ip=104.172

> [ hamErrUriReq = (NSMutableURLRequest *) 0x281c85900 .17e

([ isuriReq = (BOOL) YES +169&id=0-AA1Q9ImbKx9- qY JARH1tp& = equire

ssl=y " + Sn-a5mlrn7r&ms=au
- 1=3&pl=17&ini 1838 18sabr=18mt=1654420853&fvip=5

&keepalive=yes&fexp=24001373,24007246&c=I0S&sparams=expire,ei,ip,id, source
,requiressl, svpuc

1 5abr&sig=A0q8QI8WRgIhAOPXwWnD-xraUBK1TORYFf1253In8k Tuh1BuyE9XPzarAiEAi8Ha4D8
FJI7KQ_1AFSAUh31s00mé_| 1 mm, mn,ms, mv,mvi, pl

Jini 1sig=AG3C_xAWRQI EM80OFP7AVS. RG-pIk8t iA
9reSSiYfELISVQ7Z, iXCyOolzqwi LsrbiIf 78rn=1
}}
(11db)
Auto ¢ ® All Output & ® T OO

id cb_objectForKey: (id aKey
id object cb_objectForKey  aKey
object isKindOfClass: NSNull class

nil

object

sub_69CDC88

00000000069CDC88

00000000069CDD64

00000000069CDDES

00000000069CDDEC
; char *

1/

sub_69CcDC88

MoV
ADRP
LDR

X2, X0
X8, #isKindOfClass_@PAGE
X1, X8,#isKindOfClass_@PAGEOFF

I

sub_100F6B4

__inte4 __fastcall

__1nt64 result

\Z)

v5
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ObjC3XHXClass£#

OSHISKBObICE S, B LFTSH:
AU

o FXEYClassBF=%£%
o AR
» BAT=HRAXERZ: Class
m  NSStringFromClass
= jR[E]: NSString*
m  class_getName
= JR[E]: const char*
» EAT=EHAEEZ: Instance
m  [someInstance className]
= JR[E]: NSString*
» EAT=HBWAZERRE: id( class / Instance /...)
= object_getClassName

m JX[E]: const char*

> 73
k3
e EMT: Class
o NSStringFromClass
n EX

NSString Class aClass

w H5)
1lldb ' po NSStringFromClass
_NSXPCConnectionExportInfo

o class_getName
] ,'_\:ES(

Class cls
e JEAT: Instance=Object
o className

] ,'_i')\{

readonly copy NSString className



s Zff)
s HEASEEERREIRN, TAER
» HEIZEEClass=2£, ~EXflinstance, FRIAERBIREE

1ldb po
_NSXPcConnectionExportInfo

1ldb po className

error: Execution was interrupted, reason: Attempted to dereference a
n invalid O0bjC Object or send it an unrecognized selector.
The process has been returned to the state before expression evaluat
ion.

e EAHTF: id ( class / Instance /...)

o object_getClassName

n EX
id obj
w5445
w5451
1lldb) po (char* object_getClassName Ox0000000286379c00
w H{5)2
1lldb ) po 0x00000001341ccOed
AWEInviteSearchvViewController: 0x1341ccOe
1lldb) po (char* object_getClassName Ox00000001341cc0e0®
= 5453
lldb) po (char* object_getClassName 0x00000002813e74e0
w244

1lldb ' po object_getClassName
0x00000001874cf168

lldb) po (char* 0x00000001874cf168



{ER LI

AADevicelnfo

e objc_alloc_initA9 R HIRTHIRT RS L
o FlTEE Z3AADevicelnfo
n BANSEEE: Class

= NSStringFromClass

bool NSStringFromClass isEqualToString: @

= class_getName

int 'strcmp (char * class_getName 5

= object _getClassName

int 'strcmp( (char * object_getClassName 0
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NSStringFromClass

oz FA &5 {5
CDLCUnknown

e Source/CDLoadCommand.m

id loadCommandwithDataCursor (CDMachOFileDataCursor cursor
Class targetClass CDLCUnknown class

//NSLog(@"targetClass: %@", NSStringFromClass(targetClass));

AppDelegate

e main.m

arge argv
// anti-debug

NSString appDelegateClassName

autoreleasepool
// Setup code that might create autoreleased objects goes here.
appDelegateClassName AppDelegate class

argc, argv. nil appDelegateClassName

objc_alloc_init

id, objc_alloc_init Class cls
NSString curClsName cls

curClsName isEqualToString
gNoUse



NSStringFromClass
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2024-10-24 10:44:45

.' Xcode File Edit View Find Navigate Editor Product Debug Source Control ~Window Help
r o
eoe [ > pm SisSppRiogi 1 emulateAppleLogin ) [] iPhones_150
=] g Q A © g D BRI« E3 emulateAppleLogin.plist m" emulateAppleLogin.xm [F control emulateAppleLogin.x
-3 emulateAppleLogin M emulateAppleLogin) - emulateAppIeLogin) m" emulateAppleLogin.xm ) stateClientNeg1()
v @ emulateAppleLogin z; fendLk
v & libs 68 //id _Nullable objc_alloc_init(Class _Nullable cls);
v @ i0S 69 extern id _Nullable objc_alloc_init(Class _Nullable cls);
M HookLogiOS.m A 70
e 71 #ifdef __cplusplus
h OpenFileiOS.h A 2 3 E=RE
h CrifanLibiOS.h A 73 #endif
h HookLogiOS.h A 74
-~ 75
M OpenFilei0S.m A 5 . .
p. o 76 %hookf(id, objc_alloc_init, Class cls){
M CrifanLibiOS.m A 77 NSString *curClsName = NSStringFromClass(cls);
vamc 78
h CrifanLib.h A 79 // if([curClsName isEqualToString: @"AADeviceInfo"]) {
. i 80 // NSArray *btArr = [NSThread callStackSymbols];
C crifanLib.c & 81 // iosLogInfo("objc_alloc_init when AADeviceInfo: btArr=%{public}@", btArr);
M’ emulateAppleLogin.xm M 82 // gNoUse = 1;
M’ emulateAppleLogin.mm M 8 // ¥
— 84
v-_Package 85 if([curClsName isEqualToString: @"AKAppleIDAuthSupportProxyImpl"]l) {
v @ DEBIAN (- gNoUse = 1;
E control.txt ! 87 // stateClientNegl();
[E control M 2‘; ¥
v & Library 90 id newObj = %orig;
v @ MobileSubstrate 91
v @ DynamicLibraries 92 bool shouldPrint = false;
. ) 93 bool printObj = true;
E8 emulateAppleLogin.plist M o1 & J d
> @ Supporting Files 95
v & Frameworks 96 NSArrayx validClassPrefixList = @[
i libsubstrate.dylib 4 Saa
98 @"AC",
Foundation.framework 99 @"AK",
100 e"AMS",
101 // e uM",

89


https://creativecommons.org/licenses/by/4.0/deed.zh

class_getName
[z FA 5451

lldbifEid
lldbH280bjc_alloc_inithn /& & E#IBTRY (ZBIAXcode @ FI AR & A8l B aEft & BT s f9) Bim:

br s

br s

(| —

AWESearchUser

1lldb) po (char* class_getName 0x0000000105897370

xyq_bundleAllClassesiInfo

///RBRERI IR TARAE (BR%KH. cocoPods)
NSArray NSString xyq_bundleAllClassesInfo

Class class classes index
NSString className NSString alloc initWithUTF8String class

{ S—

crifan.org, {EFE #4.0EFR(CC BY 4.0)1Y&%n all right reserved, powered by Gitbook&x /5 E#:
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className

oz FA &5 {5
ACAccount

AppleMediaServices®™ AMSBagNetworkTask bagStorefrontForAccountMediaType: :
: pacibsp

! mov x20, x0

1 adrp  x8,

! add X1, X8, # ; =0x7be

: ; symbol stub for: objc_msgSend

lldb) reg r x0
X0 0x000000028314d960
1ldb) po Ox0000000283140960
XXX@YYY . com [ AXXXXFF - 9XXE -4XXE-AXX2-02XXXXX57

1lldb) po object_getClassName Ox000000028314d960
0x0000000183ae4efc

1lldb) po (char* object_getClassName Ox000000028314d960

1lldb) po 0x000000028314d960 className
ACAccount

AADevicelnfo

1lldb) po (bool className isEqualToString: @
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FREXObjCZEAYAR K

XcodeMlldbiEiX A, F—1ObjCHIZE (RUSEHI) Skix, FBEIRENERZE:

tRid

o ObjCIREIRZE
o superclass

» iEBE

Class parentClass someClassOrObj superclass

= FIEE

1lldb) po object_getClass superclass
NSURLComponents
o class_getSuperclass
» FEZEA
Class parentClass SomeClass

2

o ObjCIREIAR
o AiE1: superclass
o A WE, EER
n 255
n T

lldb' po 0x0000000281f086e0

__NSXPCInterfaceProxy_AKAppleIDAuthenticationDaemonProtocol: 0x281f086e

1/

L

v ) BERLEGEME
» ) RIREIREE

lldb) po | 0x281f086e0 superclass
_NSXPCDistantObject

o J5752: class_getSuperclass
» HBA: AHEFE, HEObICRERAE, FEINEIZRER
n 2|

1lldb ' po class_getSuperclass 0x281f086e0
NSXPCConnection: 0x280d421ct connection to

named com.apple.ak.auth



. XpC
=l
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superclass

Rz &S

NSConcreteMutableData

BE LYBIZENSConcreteMutableData:

1ldb' po | Ox0000000281b5df20 _shortMethodDescription
NSConcreteMutableData: 0x281b5df20 :
NSConcreteMutableData:
Instance Methods:

void appendBytes: const void* argl length: unsigned long arg2

id) init: (0x1bd6fh840

void  dealloc' (0Ox1lbd6fdéf4

unsigned long length: (0x1bd6éfc8ec

const void* bytes Ox1bdéfcae4

id ' initwWithCapacity: unsigned long argl  (0x1bd6fb850
void* mutableBytes: (0x1bd72e414

void setLength: unsigned long argl (0Ox1bd72e2ac

void increaselLengthBy: unsigned long argl: (0x1bd757954
BOOL  _providesConcreteBacking  (0x1bd780bcc

0x1bdéfc648

id ' initwithBytes: void* argl length: unsigned long arg2 copy: BOOL arg3 de
allocator: Ablock arg4; (0xibd70ddco

id ' initwWithLength: unsigned long argl  (0x1bd72e138

void replaceBytesInRange: struct _NSRange argl withBytes: const void* arg2
0x1bd76eal®

void appendData: id argl: (Ox1bd75088c

void resetBytesInRange: struct _NSRange argl: (0x1bd76491c
void _freeBytes (0x1bdéfd76c

BOOL ) _canUseRealloc: (0x1bd7b0c08

NSMutableData

1/

1]




r

ece M W [ HookWhatshpp Paused WhatsApp on Phone7_1331 46 & + @
BEIQAAQF&DE |/ < 8 BRG]
Whatshpp )
~ @ WhatsApp PID 23020 0 ® B whatsropA®) LR <48
@ cPu 0% 0x10644¢700 <+20: ox1066abcas
il e 0x10644¢704 <4201 0x106563970 i +(WAPBAvatarCredentials descriptor] + 29724
) Memory 81MB 0x106446708 <+2125: mov  x26, X0 N
>: bl Ox10655feed i +[WAPBAVatarCredentials descriptor] + 14740
% Energy Impact Low >: add X8, x26, X0

add  x2, x8, #0x10

& Disk 173.2 MBJs 422851 mov  x0, x22
' ! ox10646e71c <+232>: bl 8x1067168c0
@ Network 5 KB/s 0x106448720 <+236>: mov  x22, x@ = Thread 1: step out
0x10646e724 <+260>: bl 8x10655c6ch ; +[WAPBAvatarCredentials descriptor] + 368
~ @ Thread 1 Queue: com.apple.main-thread (serial) 0x106446728 <+244>: bl 0x10655c680 i +[WAPBAvatarCredentials descriptor] + 300
] Bo- fonURL 0x10644e72c <+248>: bl ex10655Fees ; +[WAPBAvatarCredentials descriptor] + 14740
© 1_logos_methods,_ungrouped$WAPreparedRegistrationURLSur... 0x10644e730 <+252>: bl @x10455d58 ; +[WAPBAVatarCredentials descriptor] + 6148
0106446734 <+256>: bl @x106781a60
024 At 6x106442738 bz x22, 0x10644e85c ; <+B52>
[ 3_logos_method$_ungrouped$WAPreparedRegistrationURLSurl ex10644e730 adro  xB. 4554
B4 bsoluteURL orP JRLD ® > 4 ¢ L @ % 2 @ Whatsapp ) @ Thread 1) 5 0 -[WAPreparedRegistrationURL urlWithTokenArray:] Line: 61 Col: 1 ()
[ 5_logos_method$_ungrouped$WARegistrationManager$absolut... (11db) reg r x0
Q6.1 S S — X0 = 0x0000006281b54120
(11db) po @x800AER281054F20
[ 7_logos_method$_ungrouped$WARegistrationManager$beginFe... o
Bs- pert DeviceCheckForSessio.
() 9_logos_method$_ungrouped$WARegistrationManager$perfor. (11db) po [@x0000000281b5df26 length]
@100 perfor CheckForSessl. (1db) po I R iption]
B n-i i handlePreCi <NSConcreteMutableData: 8x281b5df20>:
(2 12 _logos_method$_ungrouped$WARegistrationManagershandle... in NSConcreteMutableData:
Instance Methods:
Q13 et P ~ (void) appendBytes: (const void«)argl length:(unsigned long)arg2; (Oxibdéfcsss)
(D 14 crypto_sign_ed25519_ref10_fe_sq - (id) init; (@x1bd6fb84a)
() 15 _logos_methods$_ungrouped$WAHTTPFetcher$invokeComple... - (void) dealloc; (ex1bd6fdsfs)
16__lidb_unnamed_symbol3293 - (unsigned long) length; (exibdsfcsec)

- (const void) bytes; (oxibdefcaes)

- (dd) initWithCapacity:(unsigned long)argl; (ox1bdefbsse)
- (void#) mutableBytes; (0xibd72e414)

> @ com.apple.ikit.eventfetch-thread (3) - (void) setlength: (unsigned long)argl; (exibd72e2ac)

(@ 32 -L_TtC21WAChatContextMenuMain17ContextMenuLogger .cxx.
> @ Thread 2

> @ com.apple.CoreMotion.MotiorThread (4)

> @ media (5)

> @ ev_thread (6)

> @ callev thrd (7)

> @ AvAudioSession Notify Thread (8)

> @ Thread 11 Queue: netwhatsapp.watchdog (serial)
> @ Thread 14

> O Thread 15

> @ Thread 16

> @ Thread 17

> @ Thread 18 Queue: com.apple.root.user-initiated-gos (concurrent)

~ (void) increaseLengthBy: (unsigned long)argl; (6x1bd757954)

- (BOOL) _providesConcreteBacking; (@x1bd78@bce)

- (id) initWithBytes: (void)argl length:(unsigned long)arg2 copy:(BOOL)arg3 deallocator:(rblock)args;
(6x1bd760dce)

- (id) initWithLength: (unsigned long)argl; (8x1bd72e138)

- (void) replaceBytesInRange: (struct NSRange)argl withBytes:(const voidx)arg2; (8xlbd76ea10)

- (void) appendData: (id)argl; (ex1bd75088c)

- (void) resetBytesInRange: (struct _| it

- (void) _freeBytes; (exibd6fd76c)

- (BOOL) _canUseRealloc; (8x1bd7boces)

(NSMutableData ...)

(11db) po [ lass] _: iption]
<NSMutableData: @x205ddf6bo>:

in NSMutableData:
> @ Thread 19 Class Methods:
> @ Thread 20 Queue: netwhatsapp.network-normal (serial) + (id) allocWithZone: (struct _NSZonex)argl; (@xibdéfb7es)
e + (id) datawithLength: (unsigned long)argl; (@xlbd72eefc)
® BEBA| At S} Al Output 3 ® oo

IR ZE == NSMutableData RIEMEFIFEL:

1lldb) po | Ox0000000281b5df20 superclass _shortMethodDescription
NSMutableData: 0x205ddf6bo :
NSMutableData:
Class Methods:
+ (id) allocWithZone: struct _NSZone* argl: (0x1bd6fb7e4
+ (id ) datawithLength: unsigned long argl:  (0x1bd72e0fc
+ (id) _newZeroingDatawithBytes: const void* argl length: unsigned long arg2
0x1bd7b0bc4
+ (id ) datawithCapacity: unsigned long argl  (0x1bd702328
+ (id ) datawithRandomBytes: int argl, (0x1déb4a274
Properties:
@property (readonly void* mutableBytes @dynamic mutableBytes
@property unsigned long length @dynamic length
Instance Methods:
- (void ) hk_appendByteswWithUUID: id argl: (0x1d063edb0®
- (void  hk_appendUUIDBytes: unsigned char argl: (0Oxldeésfoa4
- (void) appendStringAsUTF8Data: id argl: (0x105590c9c
- (void 6 appendBytes: const void* argl length: unsigned long arg2 (0x1bd7b0034

- (BOOL, _isCompact (Ox1bd73b54c

- (id initwithCapacity: unsigned long argl  (0x1bd7b0b44

- (void* mutableBytes (0Ox1bd7aff58

- (void  setLength: unsigned long argil. (Oxlbd7affc4

- (void) increaseLengthBy: unsigned long argl (0x1bd7b0570

- (void replaceBytesInRange: struct _NSRange argl withBytes: const void* arg2
length: ‘unsigned long arg3: (0x1bd75ff14

- (Class classForCoder (0x1bd7b0028

- (id initwithLength: unsigned long argl. (0x1bd7b0b84

- (void replaceBytesInRange: struct _NSRange argl withBytes: const void* arg2

0x1bd7b06d8
- (void ) appendData: id argl:  (@x1bd7b02c®
- (void ) resetBytesInRange: struct _NSRange argl: (0x1bd7b@9bc



- (void
- (BOOL
- (BOOL
- (void
- (void
- (void
- (void

setData: id argl: (0x1bd786630
compressUsingAlgorithm: long argl error: id* arg2
decompressUsingAlgorithm: long argl error: id* arg2
abAppendString: id argl. (Oxicbd7c2d4
mf_appendCString: (const char* argil
mf_makeImmutable: (0x1d2fe0044
mf_appendRFC2231CompliantVvalue: id argl forKey: id arg2

0x1bd7b29a8
Ox1bd7b29ec

0x1d2fdfe20

Ox1d2fcf6éec

- (void
- (void

mf_convertNetworkLineEndingsToUnix  (0x1d2fe0008

mf_convertNetworkLineEndingsToUnixInRange: struct _NSRange argl:  (0Ox1
d2fdfesc
- (void 0x1d6éb424d4

NSData .

replaceTrailingwWith7LSB: ‘unsigned long argil

( 14 crypto_sign_ed25519_ref10_fe_sq
[ 15 _logos_method$_ungrouped$WAHTTPFetchersinvokeComple...
16 __lidb_unnamed_symbol3293
© 32 -L_TtC21WAChatContextMenuMaini7ContextMenuLogger .cxx...
> @ Thread 2
> @ com.apple.uikit.eventfetch-thread (3)
> @ com.apple.CoreMotion.MotionThread (4)
> @ media (5)
> @ ev_thread (6)
> @ callevthrd (7)
> @ AvAudioSession Notify Thread (8)
> @ Thread 11 Queue: netwhatsappwatchdog (serial)
> @ Thread 14
> @ Thread 15
> @ Thread 16
> @ Thread 17
> @ Thread 18 Queue: com.apple.root.user-initiated-gos (concurrent)
> @ Thread 19
> @ Thread 20 Queue: net whatsapp.network-normal (serial)
5D Thraad 1

808

Auto S

®

+ (id) dataWithRandonBytes: (int)argl; (6x1déb4a274)
Properties:

@property (readonly) voidk mutableBytes; (@dynamic mutableBytes;)

@property unsigned long length; (edynamic length;)
Instance Methods:

~ (void) hk_appendBytesWithUUID: (id)argl; (6x1d@s3edbe)

- (void) hk_appendUUIDBytes: (unsigned char[161)argl; (@x1dec8foeas)

- (void) appendstringAsUTF8Data: (id)argl; (6x105590c9c)

- (void) appendBytes: (const void«)argl length: (unsigned long)arg2; (Ox1bd7b6e3s)

- (BOOL) _isCompact; (@x1bd73bSac)

- (4d) initWithCapacity:(unsigned long)argl; (Ox1bd7b8bis)

- (void#) nutableBytes; (6x1bd7aff58)

- (void) setlength:(unsigned long)argl; (exibd7affcs)

- (void) increaseLengthBy: (unsigned long)argl; (6x1bd7be576)

evce M B B | [ HookWhatshpp 1 HookWhatsapp ) 8 iPhone7_1331 Paused WhatsApp on iPhone7_1331 46 + @B
& 2 QA © & DB | < @ control (D 0 -IWAPreparedRegistrationURL uriWithTokenArray:] wm 8
— 0 @ whatsapp ) @ Thread 1) QAe;F\Ij/APrep?redREflsfvvaz\fzHRL uriWithTokenArray:] <a>
T cPU 0% 0x106442700 b1 0x10866abcas
o 0x10644e704 bl 0x186563970 i +[WAPBAvatarCredentials descriptor] + 29724
C) Memory 81MB 0x10644e708 mov . x@ ‘
@x10644e70C 0x10655fee8 i +[WAPBAvatarCredentials descriptor] + 14740
4 Energy Impact Low 0x106446710 add  x8, x26, x8
Iy 0x10644e714 add  x2, x8, #0x10
&8 Disk 173.2 MBfs 0x10644e718 mov x2:
L @x10644e71c bl 0x1867168¢0
® Network 5 KB/s 0x106446720 mov. o 5 Thread 1: step out
0x10644e724 bl @x10655c6c4 i +[WAPBAvatarCredentials descriptor] + 368
~ @ Thread 1 Queue: com.apple.main-thread (serial) x10644e728 b1 x106550680 i +[WAPBAvatarCredentials descriptor] + 300
] Bo istrationURL ox10644e72C bl exi6655fecs i +[WAPBAvatarCredentials descriptor] + 14740
( 1_logos_method$_ungrouped$WAPreparedRegistrationURLSurl 0x10644e730 b1 x10655dd58 ; +[WAPBAvatarCredentials descriptor] + 6148
. . 0x106462734 bl ex106781a60
B2 gt @x10644e738 cbz X22, @x10644e85¢c i <+552>
(3 3_logos_method$_ungrouped$WAPreparedRegistrationURL$url... x10644e73c adro  x8. 4554
B4 i bsoluteURL orP R T @ Whatsapp ) ) Thread 1) £ 0 -[WAPreparedRegistrationURL uriWithTokenArray:] Line: 61 Col: 1 (@)
3 5_logos_method$_ungrouped$WARegistrationManager$absolut... - (BOOL) _canUseRealloc; (@x1bd7b@ces)
B 6 paredURL:waHost... (NSMutableData ...)
(2 7 _logos_method$_ungrouped$WARegistrationManager$beginFe... (1106) po [ ' iption]
Bs-h perf - <NSMutableData: @x205ddf6b@>:
(2 9 _logos_method$_ungrouped$WARegistrationManager$perfor... in NSMutableData:
© 104 o ] Class Methods:
+ (id) allocWithZone:(struct _NSZonex)argl; (@x1bdéfb7e4)
@n- handlePreC + (id) dataWithLength: (unsigned long)argl; (8xibd72edfc)
[ 12 _logos_method$_ungrouped$WARegistrationManager$handle. + (id) _newZeroingDataWithBytes:(const void«)argl length:(unsigned long)arg2; (@x1bd7b@hcé)
[oRERt i S . + (id) datawithCapacity:(unsigned long)argl; (@x1bd72328)

- (void) replaceBytesInRange: (struct _NSRange)argl withBytes:(const voidk)arg2 length:(unsigned long)arg3;

(0x1bd75F714)

- (Class) classForCoder; (8x1bd7b0e28)
- (id) initWithLength: (unsigned long)argl; (8x1bd7bob8s)
- (void) replaceBytesInRange: (struct NSRange)argl withBytes:(const voids)arg2; (8x1bd7b@6ds)
(void) appendpata: (id)argl; (6x1bd7be2ce)

- (void) resetBytesInRange: (struct _NSRange)argl; (@x1bd7begbc)

- (void) setbata:(id)argl; (0x1bd786636)

- (BOOL) compressUsingAlgorithm: (long)argl error:(id)arg2; (@x1bd7b29a8)

~ (BOOL) decompressUsingAlgorithn: (long)argl error:(id+)arg2; (exibd7b29ec)

- (void) abAppendString: (id)argl; (8xlcbd7c2ds)

- (void) mf_appendCString: (const char«)argl; (ex1d2fdfe26)
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