ME RS RAIEXILE
ANl E SR
[F hrestore-symbol
crifankRrestore-symbol
= 8]
Address not found in the image
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o MR
o Xcodel@IMiOSHEF -) ERRIFRHK -) REBINTRRAAHRNRER -) TEEFIHE

By (ObjCE) REB

ece M a »
OERQALQEDE

@ WhatsApp PID 84861 [ JOJ
@ cru 0%
L tale.
Memory 805MB
I
# Energy Impact High
[
& Disk 28KBJs
@® Network 584 bytes]s

~ @ Thread 1 Queue: com.apple.main-thread (serial)
) () 0_logos_meta_methods_ungrouped$WAURLQueryltems...

© 1_mh_execute_header
© 9 crypto_sign_ed26519_ref10_fe_sq

> @ Thread 2 Queue: com.apple.Paste...otification-queue (serial)

> © com.apple.uikit eventletch-thread (3)

> © com.apple.CoreMotion.MotioriThread (4)

> © media (5)

> @ ev_thread (6)

> @ callev thrd (7)

> © AvAudioSession Notify Thread (8)

> @ Thread 9

> @ Thread 10

> @ Thread 11

> @ Thread 13

> @ Thread 14

> @ Thread 15

> @ Thread 16

[ ] L]

WhatsApp 8 Breakpoints

¥ _mh_execute_header ID 1
T mh_execute_header ID 2

T startiD3

1) _mh_execute_header ID 4

15 HookWhatsApp

8 < £ HookWhatsApp.plst Y HoakWhatsApp.xm

1 HookWhatsApp ) B iPhone7_1331

£ control

Paused WhatsApp on Phone7_1331 4.7

3 HookWhatsApp ) & HookWhatsApp ) Y HookWhatsApp.xm ) No Selection

BOOL isENC(NSString scurstr);

BOOL iSENC(NSString weurStr){
bool isEnc = false;
if (curstr) {

isEnc = [curStr isEqualToString: G*ENC);

)
return isEnc;

ook WAURLQueryItem

‘o (id)name va
fosLogInfo(*name=¥{public}a, curVal=4e", name, curVal);
if (isENC(name)){

ghouse = 1;
% »
return Xorig;
- .

3 selt = (Ciass) WAURLQUeryitem
> 03 _emd = (SEL) "queryltemWithName:value:
> 3 name = (_NSCFCanstantSting ¥ "ENC"

o
> ) curVal = (_NSCFting ) "GKIFSPLELLZI9E3QSIypSSHSWIOQBMSC (-

Aoz

(3 9 crypto_sign_ed26619_ref10_te_sq

®

$ -L_TtC1aMainAppLibrary16ActivityProvider sendTextMessage:contacts:] ID 6
T {WAStatusViewerViewController sendTextMessageReply:completion:] 1D 6
T -[WARegistrationManager beginFetchWithPreparedURL:waHostifProxying:session:completion...

)i {wmmummmmwnmm I}

MEFSRZE

MR

LIRRIUY RN () 0 _iogos_meta_methods_ungroupedS WAURLQueryitemSqueryltemWithNamesvalues{obic_class",oblc_selector’, oblc_object’, obj_object”)

(3 1_mh_execute_header

Thread 1: breakpoint 91 (1)

leS(self=WAURLQueryIten,

FEerHaKk;Yt6eD5184vkanW6xLLedz
JAYCBIHSHDL ZpG6ee iUARNPRLEG-V
C3R3WGHSKeOMOEDKZ IRS2EX5I25PU

EL ar TIN-qB2yeq
_h3T73z50U¢ _cow_LZ0B4SDS:
a _9i3vallLg) 32Xt6mpzUSE_BFO
i 5 KXLBnysgCI
Tyv_-LaT N B1YZ_. ) KYQAE:
V") at HookWhatsApp. xn:35:16
frane #1: 0x00000001066a2000 WhatsApp
+ 0x00000001066a2acc WhatsApp
+ 0x00000001066a6934 WhatsApp
: 0x00000001066a69¢8 WhatsApp
6x00000001066724c WhatsApp.
0x000000010667¢c8 WhatsApp.
0x00000001066ab26 WhatsApp' _mh_
6x00000001066ac063 WhatsApp' _mh_
0o

(& WhatsApp

TARGETS

B WhatsApp

M WhatsAppDylib

Xcode won't pause at this breakpoint because it

symbol
« The library for the breakpoint is loaded.

+ -
-

@ Filter

o XcodelFINIOSIER: -) EERIFAHK -) MEBIRART




ece @ ® p [ HockWhatshpe 1 Hookwhatsapp ) [ Phones_143 Paused WhatsApp on Phoned_143  als + O
=] NQaaoeéeoB | < B control M hook_reg.xm M hook_obje.xm 3 1-{WAABOfflineAssign initWithUserContext:] M hook_e.xm I hook_keys.xm
@ WhatsApp PID 4131 rYO) @ Whatsapp ) @) Thread 1) ([ 1-[WAABOHflineAssign initWithUserContext:] ) No Selection
e - sty uuOf Linessian incusthsertntors
i S extestshio <wo: sto 29, [sp, #-0x2011
Sy eane Cadesirents s sty 225, 98, Lop 10010)
g GAOSITNIS <oii add 29, sp, #0r16
 Energy impact preerees exags1rsbic <+120: mov 19
i BIEAT oS 0x105175b26 <416 x20, x0
& pisk 342 MBJs 0x105176b24 <3205: mov X0, X2
| 05176028 <1260: b1 Oxi07é6030s § eymbol stub for: objc_rotain
O e 16817802 <1281 mov 36, 319
xagsi7en0 <waon: b1 0xio5175998  SniCHARBOFFLineAssion 100390998
v @ Thread 1 Queue: com.apple.main-thread (serial) ©x105175b34 <+36>: 1dp x29, x30, [sp, #0x10] Thread 1: breakpoint 39.1 (1)
el GA0517638 <odo: 1dp 20, x19, Lsp], #0x20
exags178b30 <obhn: ret
@ 43start %
> @ Thread 2 Queue: net.whatsapp.network-normal (serial) 2 0initWAABOfflineAssign_10039D998
> @ Thread 3 Queue: logger (serial @ 1-{WARBOMinehssion mwinseonter
> @ com.apple.uikit.eventfetch-thread (5) 3 2 -[WARootViewController updateOffiineAssignABProperties]
> @ Thread s Queue: com.apple. oot .. overcomit (concurrent) @ 5-WARotviewControler wilTranstontostate:
> © Thread 7 (3 4 IWARootviewController transitonost
> @ com.apple.CoreMotion MotionThread (8) (3 5 -(WhatsAppAppDelegate finishLaunchingWithOptions:]
> @ media (9)
> @ ev_thread (10) © 7-LuiAppication
> @ call ev thrd (11)
> @ AvAudioSession Notify Thread (12) e X
> @ Thread 13 [sREE
> @ Thread 14 (O 1 _UiscenePerformActionswithL fecycleActionMask
> @ Thread 15 a2 o ‘L_block_invoke
0w g
O
0L
L 0 > 5 @ww Qe - Lblock gl
an
Qs
0w
0 20_¢ block_invoke
© 21 scene
o=z
e
ou
25 -[FBSScene _callOutQueue_agent_didCreateWithTransitionContext:completion:]
20 ek nvoke 76
» caloutauev,
=) ook moke
) 29 _cspatcn_chon_catout
{2 30 _dispatch_biock _invoke_directsVARIANTSarmyg1
. S1__FBSSERALQUEUE 1S CALLNG OUT TO A BLOCK_
u BEA A ® o B |
N
o XcodefGiOSHIObJCERENNMT A -) B mieEIN £ 7
EANY NN
1 WIJ
r HookWhatsA; 3
ece M@ m p | pHe P 2 Hoskwhatsaps ) [ Phonss_143 Poused Whatshpp o Phones_143  de + O
QA Q¢ w@d 8 < B control M hook_reg.xm M hook_obje.xm (© 0 -{WARootviewController updateOffiineAssignABProperties) M hook_c.xm T hook_keys xm { JG)
e 8 nson ) © Tess 1) 0 0-{wARoovivGoreolrspsmaCHnesggPrpari] ) NoSecton
5 i
oni o xthy x23, oy #-0R48]! Tend T brskpon 221951571 ()
@ +{WAPreferencesBase resolvelnstanceMethod:] i stp x22, x21, [sp, 10x10
B -[WAPreferencesBase forcePropertiesRegistrations] B> st x20, x19, [sp, #0x20.
B -[WAContext messageNotificationCer « :i” ’;: "g:' x20, [sp, #0x30:
8 -{VAContextain tomalSetUpGiabe prrciv i i
8 -[WAContext setUpGlobalState) <2451 adrp X8, 58
8 WAContextinit <28>: ldr  xe, [x8, #0xab)
e ® Samiow odezseiiae 1 b _msgsendssharodcontext_deprecated
ot mev i az
B -{WhPreferences appPreferences]_block <40>: bl ex10280f40c ;i symbol stub for: objc_retainAutoreleasedReturnValue
- <kh>: mov  x21, X0
8 -WAprsarences prerencesDictonryToBackup) D311 - orasssns cigp: b1 Smenatseze i o masendsaproperties
 -[WaPrafarances restorePreferencesWithDictionary:] ID 321 - 6102068070 <o56>: bl 0x10280f40c # synbol stub for: objc_retainAutorelessedieturnValue
@ -{WAPreferences registerPropertyToBackup:] 0x102068074 <+60>: mov X0
8 (e o oriozesowrs et b ortizriaen ; o xziTone eov
R Oriozoenere oihr: B ouiezrieses Kaotona.arexe 75
5 — D — 0x102068080 <+72>: bl x10290440¢ ; objc_msgSendSshouldQuerywithRefreshID:
B -{WAUserDefaultsPreferencesStorage initWithSuiteName:] 0x102068084 <+76>: cbz W, 0x102068f34 i
a -[WARWM-WCW\W\Wuw-wl\lm:dEnA!Pmp.mu] 10351 - 0102068088 <+80>:  moy X0, x20
. Griozenese 6 b orieimases P T————
(CESERCLN S 0x102068090 <+88>: mov  x29, x29
rencesStorage initWithUserDefaul 0x102068094 <+92>: bl 0x10280140¢. i symbol stub for: objc_retainAutoreleasedReturnValue
axiezoens <wsir: mov  xior 20
oxiazassese <rionr: o 6, 5907
Onioaetea0 <iiair: 1r 10, Lo, 10x58)
nces_block 0x102068004 <+108>: bl 0x102801200 7 symbol stub fe _alloc
Grioaetes <iiid b1 ouieareens v msasandsin i thiserdentext X26ToR2 o110
Oxiezetenc <otier: v xils 20
a0 Grioaneome <iizers bl oribzessice 1 b mgsendsassion
> @ CollectionkagTtansform.100SDFETS. 0x1020680b4 <+124>: mov  x29, x29
> @ costeseteromAra 1000 Grieaoowns <iizer: bl oriszsarase  syaboL stub for: obj._retainutorsleasedieturnalue
> @ createConcreteConfigPrimitiveBoxFromString_10045EBFC 0x102068ebc <+132>: bl 0x102742100 7 XOToX22_X20ToX0_6FB8
> B setConcreteConfigPrimitiveBoxValues _I0O4SECES ® 0> 4+ L © S B whesase ) @ Tesd1) [ 0-(WARotViewContrller pdateOffineAssignABProperties] e: 10 [=}
D T o T L P 6 e T
e Fiining: failed T a6t BreskGeint Fite 4t Gclobeceesd for braakpotnt 4.1: errors 9 sending the breagoint reest
I'.| ‘doFilter_UniverselnfoOrExperimentinfo_10039€128
sawap s ossose b1 -
eOtfinensei
a >KwAAwmmAulun InitwithUserContext -
8 WARBOffineAssign. 100350998 1039 -
B createUserinfoAnyPrimitive_10081DE74
8 initWAAssignPayload_100390070 1D 40.1 -
8 ierAndnExperimetassignment_10039E58
1 genWAABOfflineAssignSha266_10039E294 1D 41.1 -
8 s 100398870 10421 -
B sub_10039E634 10 43.1 -
9 CC_SHA256_Final L (11eb)
B e 8o s ) 2 &) @ 00,
A S
=1 .

BrICARE M T BH#HBHIIE: MY LT &R

¢ MachOView

o
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Dynamic Symbol Table -> Indirect Symbols

noSymbol AwemeCore_restoredSymbol




Format  View ndow Help

eoe® AwemeCore_restoredSymbol
AwemeCore_restoredSymbol e
& RAW @& RvA Q
Section64 (__DATA, _thread_vars) offset Data Description value
Section64 (__DATA,IESECSettingReg) o
Section6d (__DATA, _swift_hooks) ODFEAS0D  08008B0A Symbol Table Index ,#18 _$s10Foundation25NSFastEnumerationIteratorVMa
Section64 (__DATA, __swift51_hooks) T e
Becthono L_OATA.. HTSSsoN Indirect Address €x304080 ($+0)
Section64 (__DATA, _HTSDyServimpl) =
SectionG4 (_DATA,__HTSMsgAsc) ODFEA9D4 08000008 Symbol Table Index ,#11 _$s18Foundation25NSFastEnumerationTteratorVStAAMc
ionB4 (__DATA, ) Section (__DATA, __got)
Section64 (__DATA, AWERunShare) Indirect Address €x304008 ($+8)
Section64 (__DATA,__HTSDyServ) o
Sectlon6a (_DATA,__HTSMsg) ODFEAQ0S 00000012 Synbol Table Index ,#18 _$s10Foundation3URLWMn
Section64 (__DATA, Rxinjector) etion L DATA, got)
BecthoriBs | DR, READpReivice) Indirect Address 0x304010 ($+16)
Section64 (__DATA,__HTSNoti) "
L_DATA, ODFEA90C ©0000017 Symbol Table Index ,#23 _$sl0FoundationdDatavn
lon64 (_DATA, section (__DATA, __got)
Fectionna (_DATA, XBMIntornsi} Indirect Address 0x304018 (3+24)
Section64 (__DATA, _cstring) 5
Section64 (__DATA, _objc_methname) ODFEA91D  0000081F Symbol Table Index ,#31 _$s1@FoundationdDateVin
Section64 (__DATA,__objc_methtype) Section (__DATA,__got)
Seation4 _DATA,._phjc_clsssmams) Indirect Address €x394020 ($+32)
Section64 (__DATA, _thread_bss) Y
Section64 (_BD_TEXT, _text) @DFEA914 00008029 Symbol Table Index ,#41 _$s10FoundationdIndexPathVMa
Section64 (__BD_TEXT,__stubs) Section (__DATA, got)
Section64 (_LTC_DATA,_meta) Indirect Address 0x304028 ($+40)
Section64 (__LTC_DATA,__deco) 6
Seetion64 (__LTC_DATA,_C_obje_const) @DFEA91 00000027 Symbol Table Index ,#42 _$s1@Foundation9IndexPathVMn
Section64 (__LTC_DATA,_C_objc_ivar) e eeioh U DATA;. gat)
Section64 _LTC_DATA,_C_csiring) Indirect Address 2x304030_($+48)
Section64 (__LTC_DATA,_C_tconst) 7
Sectioné4 (_LTC_DATA,_C_gcc_except_ta) ODFEA9IC 00000028 Symbol Table Index ,#43 _$s10Foundation9IndexPathVSEAAMC
Section64 (__LTC_DATA,__fix) Cectiin (__DATA,_ got)
¥ Fectin e Indirect Address €x304038 ($+56)
Data in Code Entries P
~ Symbol Table ODFEAO20 0800082C Symbol Table Index ,#44 _$s18Foundation9IndexPathVSQAAMc
Symbols Section (__DATA, __got)
> Dyramic Symbol TRae Indirect Address €x304040 ($+64)
Indirect Symbols s
i e DFEA924 @000002D Symbol Table Index ,#45 _$s10Foundation9IndexPathVSeAAHc
Code Signalure Sartinn {__nATA nnt)
W LinkEditParsing .. Q —

n ZE=ERERFSER: AwemeCore_restoredSymbol_HeiTanBc

@ MachOView fGI'sbranch File Edit Format View Window Help

AwemeCore_restoredSymbol_HeiTanBc

AwemeCore_restoredSymbol_HeiTanBc

Section64 (__DATA,IESECSettingReg) Description
Section64 (__DATA,__swift_hooks)
Section64 (__DATA,__swift51_hooks)
Section64 (__DATA,__HTSService)
—_HTSDyServimpl)

__HTSMsgAsc)
Section64 (__DATA,AWERunModernFeed) OE4ADCEL  0000000B e Index ~[BOLDecompressor_AwemeCore foo]
Section64 (__DATA, AWERunShare) Section (__DATA, _got)
Section64 (__DATA,__HTSDyServ) Indirect Address 5+8)
Section64 (__DATA,__HTSMsg) 2
Section64 (__DATA,Rxlnjector) OE4ADCES 08000012 Symbol Table Index ,#18 _ 0BIC_METACLASS_RO_$_AWEALogABTestSettings
Section64 (__DATA,RxAppService) Section __DATA,__got)
Section64 (__DATA,__HTSNoti) Indirect Address 0304018 ($+16)
Section64 (__DATA,AWERunShareSVC) #3
Section64 (__DATA, StudioConfigMock) PE4ADCEC 08008017 Symbol Table Index 0BIC_CLASS_RO_$_AWELaunchSpanManager
Section64 (__DATA,XBMinternal) Section __DATA,__got)
Section64 (__DATA,__cstring) Indirect Address 0304018 (5+24)
—objc_methname) #
Section64 (__DATA,__objc_methtype) BE4ADC7O  000@O1F Symbol Table Index __0BIC_CLASS_RO_$_AWELaunchHolderTask
Section64 (__DATA,__objc_classname) Section (__DATA,__got)
Section64 (__DATA,__thread_bss) Ini t Address 304020 ($+32)
Section64 (__BD_TEXT,__text) #5
Section64 (__BD_TEXT,__stubs) BE4ADC74 00029 Synbol Table Index ,# __0BIC_$_PROP_LTST_BaseCell
Section64 (__LTC_DATA, _meta) Section
Section64 (__LTC_DATA, _deco) Indirect Address
Section64 (__LTC_DATA,_C_objc_const) #5
i BE4ADCTS  000@O2A Synbol Table Index
_cstring) Section (1

Section64 (__LTC_DATA,_C_tconst) Indirect Address 0x304030 ($+48)
Section64 (__LTC_DATA,_C_gcc_except_ta) #7
Section64 (__LTC_DATA, _fix) @E4ADCTC 00000028 Symbol Table Index ,# ~[BaseCell showTagDetailH5]
Function Starts Section (__DATA,__got)
Data in Code Entries Indirect Address 304038 (5+56)
Symbol Table #8

Symbols PE4ADCBO  0200002C Symbol Table Index -[BaseCell relationTagLabelTapped]
Dynamic Symbol Table Section (__DATA,__got)

Indirect Symbols Indirect Address 304040 (5+64)
String Table
Code Signature 00060020 Symbol Table Index ~[BaseCell replyButtonTapped]

u inkEdf ®

o ZIG=EMmENSEK: AwemeCore_restoredSymbol_HeiTanBc
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B4

ey By iy fn &

Library function [l Regular function [l Instruction

[7] Functions window tee
Function name

[7] +[AWELaunchMainPlaceholder load]

[7] +[AWERNAwemePlayerViewManager loa
[7] +[AWEUserNotificationManager load]
[7] +[AWEWebpimageDecoder load]

[7] +[AWERNBridgeModule load]

[7] +[AWERNEventBroadcaster load]

[7] +[BlurViewManager load]

[7] +[BVLinearGradientManager load]

[7] +[FFFastimageViewManager load]

[7] +[LRNAnimationViewManager load]

[7] +[RCTVideoManager load]

[7] +[RNVectoriconsManager load]

[7] +[RNViewShot load]

[7] +[vibrancyViewManager load]

[7] +[AWERCTFoundationAPIManager load]
[7] +[AWEDarkForestABRegister load]

[F] +[uIView load]

[7] +[IESLiveResouceBundle load]

[7] +[IESLiveResouceManagerForFile load]
[7] +[IESLiveResouceManagerForimage loac
[7] +[IESLiveResouceManagerForKeyValue |
[7] +[IESLiveResouceManagerForString loac

71 . niees i,

o - I
@ e

o o @

Wty # @i X » @ O | Nodebugger o4 @@ B
LT ——

External symbol

L)

Data L

BBt v18.9.0/ !

_HeiT...

@ [[F] Pseudocode-B @ (5] Pseudocode-A @ [O] Hex View-1 @ [A] Structures @ [£]Enums @ 3 Imports

10046514 (_intes al)

@ (5] IDA View-A

int64 _fastcall sub_

intsd

v /r s

“obyc_cuass Ro__capayCardDetailLinitviewiodel (a

o heycentertentrioLacontatner (+( BHORD ¥)(v1 + 32), quord_38ATSTO);

__CdPayCenterTextFieldContainer(vi, qword_39D6600);

*(_OHORD *) (vi + 32);

5)
favord 3A38180;

v6
_OBIC_MEFACLASS R0, - &PayCenterTextFisldcontainer(v2, *v6);

Tetucn sub 10043038772 );
}

@ (] Exports

Output window
10048038

fastcall
fastcall _os:

usiag guessed tipe —iated
using guessed i

an't rename ai
70. us!ng quessed type

Tineed

100468151 Can'e omame. byra a3~ etk 10046815 hecense s
Python
n AU: idle Down Disk: 254GB

e (Xcodem)ildb

5C_CLASS_RO__(
—fastcall _OBJC_METACEASS RO__(
E: se the name

5id)
11 sub_10048038(_QWORD:

OBBAGE14 sub_10046E14:18 (10046E14)

) 10048038 (_QWORD!

CabaycardDetai iLinityiewodel (_QRORD

Y TPayConterTentFieLacontainor( QUORD, QHORD);
as & reserved prefi:
5RO cnaycaxdvetaiuimwimedel(
TACEASS RO, terTertFelacontainor( QUORD, _QWORD);

e name has & reserved prefi
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[RhRrestore-symbol

AT IR RIARRZASAY restore-symbol , =AM FHKE SISHRAIRRAFKIH,
M&ERARAEY restore-symbol , X2 JLThRA:

o HIFIRhRA: tobefuturer BY restore-symbol
o https://github.com/tobefuturer/restore-symbol
o MUHARZA: HeiTanBc BY restore-symbol
o https://github.com/HeiTanBc/restore-symbo

BERSAFER—1M), THEUEA HeiTanBc hRZASHY restore-symbol Jfil, SiGBAUN{EI{ERT:

&
TH. Hi%. B8k

clone https://github.com/HeiTanBc/restore-symbol.git
restore-symbol

./restore-symbol

Frestore-symbol € ObjCF S &

T EZEIEAR -
AwemeCore

-+ AwemeCore.framework /Users/crifan/dev/DevSrc/i0S/restore-symbol/HeiTanBc/restore-sym
bol/restore-symbol AwemeCore_noSymbol AwemeCore_restoredSymbol_HeiTanBc
Start
Scan 0C method mach-o-file,
Scan 0C method finish.
restore symbols
Finish

Aweme

+ Aweme.app /Users/crifan/dev/DevSrc/i0S/restore-symbol/HeiTanBc/restore-symbol/restor
e-symbol Aweme_noSymbol Aweme_restoredSymbol_HeiTanBc
Start
Scan 0C method mach-o-file,
Scan 0C method finish.
restore © symbols
Finish


https://github.com/tobefuturer/restore-symbol
https://github.com/HeiTanBc/restore-symbol

7E: LE4t0 T symbol, WiHR: RBFRANS,

WhatsApp

=+ WhatsApp.app git: main x /Users/crifan/dev/dev_src/ios_reverse/symbol/restore-symbo

1/H

2

Sca

ol

ol

ol

ol

ol

ol

ol

ol

ol

ol

ol

ol

ol

ol

ol

ol

ol

ble

ble

ble

ble

eiTanBc/restore-symbol/restore-symbol WhatsApp WhatsApp_restoredSymbol_HeiTanBc
Start
-10-26 120:10.440 restore-symbol 1360862686 Unknown load command: Ox0000003
n 0C method mach-o-file.
-10-26 120:10.539 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. . _ addr 10345a998
-10-26 120:10.541 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr 10345418
-10-26 120:10.544 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr 10346a1c0
-10-26 120:10.545 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr 10346e370
-10-26 120:10.550 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr 10347c0b0
-10-26 120:10.561 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr 1034922a8
-10-26 120:10.561 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr
-10-26 120:10.561 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr
-10-26 120:10.565 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr 103497ef0
-10-26 120:10.566 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr 1034998e0
-10-26 120:10.567 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr 10349ach0
-10-26 120:10.573 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr 1034a2568
-10-26 120:10.578 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr 10364b0b8
-10-26 120:10.589 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr 10364b0b8
-10-26 120:10.596 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr 1034fe858
-10-26 120:10.597 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr
-10-26 120:10.597 restore-symbol 1360862686 Warning: Unknown prefix on symb
name. .. _ addr 10365ce38
-10-26 120:11.511 restore-symbol 1360862686 Warning: Parsing instance varia
failed, botEncryptionRequest
-10-26 120:11.511 restore-symbol 1360862686 Warning: Parsing instance varia
failed, primaryEncryptionRequest
-10-26 120:11.511 restore-symbol 1360862686 Warning: Parsing instance varia
failed, Log
-10-26 120:11.511 restore-symbol 1360862686 Warning: Parsing instance varia

failed, signalManager
-10-26 120:11.511 restore-symbol 1360862686 Warning: Parsing instance varia



ble failed, result
-10-26
ble failed, sessionld
-10-26

-10-26

-10-26
ble failed, cachedUser
-10-26
ble failed, repository
-10-26

-10-26
ble failed, userJid
-10-26
ble failed, logger
-10-26
ble failed, fetchPromise
-10-26
ble failed, log
-10-26
ble failed, fileHandle
-10-26
ble failed, mapPointer
-10-26
ble failed, size
-10-26

-10-26

-10-26
ble failed, parameters
-10-26
ble failed, query
Scan 0C method finish.
Finish
=+ WhatsApp.app git: main «x

120:11.511 restore-symbol
120:11.511 restore-symbol
ble failed, keychainWrapper
120:11.511 restore-symbol
ble failed, credentialQueue
120:11.511 restore-symbol
120:11.511 restore-symbol
120:11.511 restore-symbol
ble failed, credentialStore
120:11.511 restore-symbol
120:11.511 restore-symbol
120:11.511 restore-symbol
120:11.511 restore-symbol
120:11.511 restore-symbol
120:11.511 restore-symbol
120:11.511 restore-symbol
120:11.511 restore-symbol
ble failed, nameFieldLength
120:11.511 restore-symbol
ble failed, lengthFieldLength

120:11.511 restore-symbol

120:11.511 restore-symbol

1360862686

1360862686

1360862686

1360862686

1360862686

1360862686

1360862686

1360862686

1360862686

1360862686

1360862686

1360862686

1360862686

1360862686

1360862686

1360862686

1360862686

Warning:
Warning:
Warning:
Warning:
Warning:
Warning:
Warning:
Warning:
Warning:
Warning:
warning:
warning:
warning:
warning:
warning:
warning:

warning:

Parsing
Parsing
Parsing
Parsing
Parsing
Parsing
Parsing
Parsing
Parsing
Parsing
Parsing
Parsing
Parsing
Parsing
Parsing
Parsing

Parsing

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

instance

varia

varia

varia

varia

varia

varia

varia

varia

varia

varia

varia

varia

varia

varia

varia

varia

varia



100t@192.168.26 (ssh) ~ (-zsh)

gfFridaffrida (-zsh)

+ WnatsApp.app main) x pwd

Users/crifan/dev/dev_root /iosReverse/NhatsApp/ipa/Payload/Whatspp.app

+ WhatsApp.app main) x /Users/crifan/dev/dev_src/ios_reverse/sybo
t

6 Unknown Load com
Scan 0C method in
2023-10-26 17:20:10.539 restore-s) 608626861 Warning: Unknow
686] Warning
Warning
Warning: U prefix on symbol name. . _ssé
Warning: Unknown prefix on symbol name \~4
Warni
qu-xwmm 0 686] Warning
restore-synbol [1 Warning
restore-synbol [1 Warning
Warning
Warning: Unknown prefix on synbol nae... _Ssd
Warning prefix on . _ss4
Warning x L nane. ... _$s2
L Warning i
restore-synbol [16809 686] Warning
bol (1680 Warning
Warning ]
Warning: U i sy
Warning: Unknown prefix on symbol name

prefix on
prefix on s

6] Warning
Warning
686] Warning: Unknol on synbo
restore-synbol [16809 Warning
bl [16809:360862686] Warning
ibol [168 Warni
2 restore-symbol [1680¢ Warning
restore-synbol [16 Warning prefix on symbol nare. .. _Ssé
restore-synbol [1 61 Warning D on symbol name. .. _$s4
ibol [1680¢ Warn. Fix on symbol nare. ..
restore-synbol [1680¢ 686] Warning
309 Warning
restore-synbol [1 Warning: Unkn
symbol [1 1 Warning: Unkn
‘estore-symbol [1680¢ 686] Warning
Warning prefix on synbol nane. .
symbol [168 Warning
symbol [1 Warning
restore-synbol [16809:360862686] Warning
C Warning prefix on
s 68 Warni
tore-symbol [1680¢ Warning
restore-synbol 1660 Warning
Warning: Unknown prefix
0 Warni
0 restore- <\,mbnlﬂhnu‘ 6] Warning prefix on s
ymbol (16809 Warning: Unknown prefix on
restore-synbol [1 Warning: Unkn
symbol [16809:3 Warni
estore-synbol [1680¢ Warning
ibol (1680 Warning
symbol [168 Warning

prefix on synbol narme.
prefix on synbol narme.

on synbol name

prefix on symbol name... _Ssi

prefix on synbol narme.

i
n synbol name
prefix on synbol nare. .. _Ssé

prefix on symbol nare... _Ss2
prefix on symbol name... _
prefix on symbol . _$s2

mbol WhatsApp -o WhatsApp_restoredSymbol_HeiTanBe

aryShared23PTTTranscriptionManagerCN (addr 10345
CN (addr 10345f418)
Core21Me:
Corez1M :«,mmanav,awm\m, CN Caddr 1
ssageDat CN Cad
orezéStatucTumbrat

Core2gNewsletterReactionDataSourceCN (addr 10349ach)

Core27Schedul edCal 1Edi tDataSourceCN (addr 1034625

SWAPaymentsTransactionBase20PaymentStanzaBuilderCN (addr 10364b0b8)
APaymentsTransactionBase20PaymentStanzaBuilderCN (addr 1

Shared13TextFieldCellCN (addr 1034fe858)

IPayrentsTransact ongase20Paynent StanzaE ementCN (addr

surupn ransactionBase2@PaymentStanzaBuilderCN Caddr 1

cklistManage

ILibrarySha
v.msmwnw-. FieldCellON Caddr 1035
sionCN (addr 10355309

odableCN

Core14MessageCodableCN (addr 10

Core14MessageCodableCN Caddr 10
N C

\ Caddr 10

GWAProfilep cture24iAThunbnai | InageProviderCN Cadar 103
TLibraryShared10BannerCel LCN Caddr

Visi mnmmnq-ml,.\.m Caddr 10

SHAPTTL4PTTOG1Ly

Core15Comentshanager (N (addr 10311233
oupManagerCN Caddr 1

13
m‘a,\wnwmwun‘ ctoryCN (addr 1031469¢0)
23PaymentUPINameDi rectoryCN (addr 103146a20)

0CN Caddr 10315eco,
a TTransactionCN (addr 10315ecds)

SWAPaymentsTransactionBase20PaymentBRTransactionCN (addr 10315ed18)

IAPaymentsTransactionBa: 'Fm,renti‘ ormatterCN (addr 103

S\APaymentsTransact: StatusCN (addr 10315F

100t@192.168.26 (ssh) 1 ~ (-zsh) 2 ofFridaffrida (-zsh)

synbol [1680 Warning: Par

mbol [1 Warning: Parsing variable type failed

510 restore-synbol [16809: Warning: Parsing

B tore-synbol [168 Warning: Parsing instance variable type fai

510 restore-synbol [16809:360862686] Warning: Parsing instance variable type failed,
ibol [1 Warning: Parsing

510 restore-symbol [16809: 3 Warning: Parsing instance variable type failed,

510 symbol [1 Warning: Parsing instance variable type

510 restore-synbol [1680S 6] Warning: Parsing instance variable type failed,
10 restore-synbol [1 Warning: Parsing instance variable type failed,

symbol [1 Warning: Parsing instance variable type failed
ore-synbol (1 Warning: Pa instance variable type fai

Warni instance ble type failed,

(w» symbol [1680¢

Warning
Warni
estore-symbol [168 686] Warning: Parsing instance
511 restore-symbol [1680¢ Warning: Par: nstance
511 restore-symbol [1 Warning: Parsing instance variable type
re-synbol [168 Warning: Parsin ariable
Warning: Parsing instance variable type failed,
511 restore-symbol [16809:360 Warning: Parsing instan f
restore-synbol [1680: Warning: Parsing instance y
Warning: Parsing variable type failed,
Warning: Parsing

restore-synbol [1680¢ Warning: Parsing

11 restore-symbol [1680 Warning: Parsing instance varible type failed,

511 restore-s mmu Warning: Parsing instance variable type failed
Warning: P variable typ

511 mm-rz,mmmsw 60862686] Warning g instance varioble type failed,

restore-synbol [16809:360862686] Warning sing instance variable type failed,

Warning: Parsing
Warning: Parsir

Warning: Parsing e variable type Failed,

9:360
estore-synbol [16809:360 6] Warning: Parsing ins variable type failed,

restore-synbol [16809:360862686] Warning: Parsing y
Warning: Parsing variable type faile
Warning: Parsing
,mmm. Warning 9 variable type fa
511 restore-synbol [16809:360862686] Warning: Parsing aricble type failed,
Warning: Parsing
Warning: Parsing
Warning: Parsing
511 v‘~<hn‘——<wvm1Uhh‘u‘ Warning: Parsing instance
restore-synbol [1680¢ Warning sing instance
Warning

Warning: Parsing variable type failed,

Warni instance e type fai
10-26 17:20:
Scan 0C method finish

ini

Woatshpp.oop git:Cmin) # |

MusicallyCore

esto g instance variable type failed,
store- <\,mbm1!’lhﬁu‘ Warning: Parsing instance variable type failed,
/510 restore-synbol [16809 ] Warning: Parsing instance variable type failed,

variable type failed,

Warning stance vai failed,
ymbol [16809 Warning sing a ype failed,

ariable type failed,

estore-synbol [1680¢ 686] Warning y instance variable type failed,
restore-synbol [16 2686] Warning: Parsing instance variable type failed,

%3 ~ (-zsh) 4 ~ (-zsh)
FocusVien
Tabel
content.
enojivie
secke
tificate
seckeyPair
privatekey
publick

encryptableMessage
recipientDeviceInf

distributionMode
retryRequest
allowsPrimaryIdenti

$_primaryDeviceHas
_recipientDeviceHash
" metadatastorage
icelistload
chatMetadataLoader
ountProvider
. dateProvider

variable type failed,

primaryEncr)
Log
, signalManag

PR —
, credentialQueue

d, cachedUser

ry
credential!
userJid

logger
fetchPromise

FileHandle
, nopPointer

siz
nameFieldLength
TengthFiel
paraneters
query

=5

estore-symbol (-zsh)

estore-symbol (-zsh)

%6

[WhatsApp.app (-zsh)

JWhatsApp.app (-zsh)

crifan@licrifandeMacBook-Pro"™ ~/dev/dev_src/ios_reverse/symbol/restore-symbol/HeiTanBc/
restore-symbol™ \ master” ./restore-symbol /Users/crifan/dev/dev_root/iosReverse/tikto
k/ipa/Payload/TikTok.app/Frameworks/MusicallyCore.framework/MusicallyCore /Users/cri
fan/dev/dev_root/iosReverse/tiktok/ipa/Payload/TikTok.app/Frameworks/MusicallyCore.fram
ework/MusicallyCore_addSymbol

Start
Scan 0C method mach-o-file.
Scan 0C method finish.
restore symbols

Finish



; o : & S i
@ < MusicallyCore.frame... @ ) 0 Q Q
RE [ B# Refresh Finder.app 2 3X{F% i BRI HE  RRE BER

restore-sym... ipa headers_Mu... 31 NFRER MusicallyCor...

TH £ Kl G e

d _
2 > @ _CodeSignature -- HIX 10:05 B2

crifan_self B Info.plist 769F T HIX 10:04 Property List

B MusicallyCore 194.2MB RiIX 10:04 Unix ATHAT
[] MusicallyCore_addSymbol 210.3MB  $K 14:09 Unix BTH4T X4
B MusicallyCore_orig_backup 194.2MB RiIX 10:04 Unix BTH4T X4
im MusicallyCore.i64 3.24GB HEX 09:02 IDA Pro...atabase
B MusicallyCore.id0 2.49GB HEX 09:07 Xt

B MusicallyCore.id1 746.9MB FEX 09:06 pre]

B MusicallyCore.id2 5.9MB HEX 09:06 Xt

B MusicallyCore.nam 2.2MB HEX 09:06 X%

B MusicallyCore.til 3.6MB FEX 09:06 Xt

crifan

O iCloud =8

@ mac> B FBF > B crifa> i dev> M dev_ > M iosR > M tikto > i ipa > M Paylc> @ TikTc> B Frameworks > [ MusicallyCore.framework

licrifanfy ... EET 2 ($£1110) , 134.09GBAH

RzGame

X crifan@licrifandeMacBook-Pro"™ ~/dev/dev_src/ios_reverse/symbol/restore-symbol/HeiTanB
c/restore-symbol”™ \ master e" ./restore-symbol /Users/crifan/dev/dev_root/iosReverse/u
ndecember/ipa/Payload/RzGame.app/RzGame /Users/crifan/dev/dev_root/iosReverse/undece
mber/ipa/Payload/RzGame.app/RzGame_addSymbol

Start
Scan 0C method mach-o-file,
Scan 0C method finish.

restore symbols
Finish
S Block{F 2%

Firestore-symbol =M E=51, ObjCHFFERE, NTEMFTENEE, NERA4REES HblockiG=
e

EEERAEXINTE: ida_search_block.py HIIDAIGHHE
ida_search_block.pyfIkR4
MXxTF ida_search_block.py HIX{, LEAMLIBEERZEEN:

¢ https://github.com/HeiTanBc/restore-symbol/blob/master/search_oc_block/ida_search_block.py
BiZhiiAH Lbug, MIEKCrifanfE/EH: B8 Zbug+EIMLHERIRFTRAZ :

¢ https://github.com/crifan/restore-
symbol/blob/master/tools/IDAScripts/search_oc_block/ida_search_block.py

&4
L Ab 2GS BR AaTEE R


https://github.com/HeiTanBc/restore-symbol/blob/master/search_oc_block/ida_search_block.py
https://github.com/crifan/restore-symbol/blob/master/tools/IDAScripts/search_oc_block/ida_search_block.py

MusicallyCore

@ ida6a File Edit Jump Seach View Debugger Lumina Options Windows Help

B8O 0% ¥

i IDA - Musi i64 (Musi ) 1L /_rootfi iktok/i yload|TikTok.app/|
H:€e o & & & & 3 st . # @ X p @ O | Nodebugger < e B
‘ | II_I |
D 1 B A WA LAAJ
Library function [l Regular function mv =~ 7 search_oc_block Q B
[7] Functions & losaie = E
Function name B dev Yesterday # —x= coding: utf-8 —x—
[7] —class_getivarLayout i B5 crifan_self ida_search_block-origin.py # Author: Crifan Li
[7] _class_getMethodimplementation # Update: 20231026
[F] _class_getName 2, Applications ida_search_blocl
= inport idautils
[7] _class_getProperty @ Recents import idc
_class_getSuperclass from idaapi import PluginForm
[7] _class_getWeakivarLayout ) Desktop ;:gg: operator
[7] _class_isMetaClass (B [BeErmens inport sys

[7] _class_replaceMethod
[£] _class_respondsToSelector

(7] _clearerr
clock & iCloud Drive
[7] _clock_get_time £ Shared

[7] _clock_gettime
[7] _clock_gettime_nsec_np
7] _close

BE
BE

pa:)
SWIFT

.
.
® x&
SWIFT: bad relative offset at 1FB48
SWIFT: bad relative offset at 1FB4C O HE
.
o
o)

= Output

$17
bad relative offset at 1FB44

SWIFT: bad relative offset at 1FBSO

SWIFT: bad relative offset at 1FB54 BE
SWIFT: bad relative offset at 1FBS8 N
SWIFT: bad relative offset at 1FBSC ™A

SWIFT: bad relative offset at 1FB6O

SWIFT: bad relative offset at 1FB64 All Tags...

SWIFT: bad relative offset at 1FB68

SWIFT: bad relative offset at 1FBGC

SWIFT: bad relative offset at 1FB70 1l
SWIFT: bad relative offset at 1FB74  JJ Music

SWIFT: bad relative offset at 1FB78

dumping SWIFT types... (@] Photos
Class TikTokNewScanImpl.AdvanceQRCe
TikTokNewScanImpl.AdvanceQRCodeS¢ [ Movies New Folder Hide Options
__C.UIImageView scanningLine
Class TikTokNewScanImpl.AdvanceQRCOucavammmsnyvacms cuntencysem s ysen

Enum __C.TikTokQRCodeType
Enum TikTokNewScanImpl.AdvanceQRScanViewModel.ScanAction
none
popup
restartRunning
stopScanningAnimation
Class TikTokNewScanImpl.SpecialQRCodeDataController
SWIFT: could not create an empty enum with the name _C::TikTokQRCodeType
0BJC: Identified Objective-C runtime version >= 2.0
Type library 'objc6a' loaded. Applying types...
Types applied to 607 names.
Converting IDB layout 'Default\' to newer format.
712FD74: too many xrefs to track the value of SP.
To improve the analysis quality, increase ARM_REGTRACK MAX_XREFS in ida.cfg

Python

(AU: idle Down Disk: 223GB

RS

Result file: ./block_symbol.json
restore block num
origin block num: GlobalBlock:

import json

IS32BIT = not idaapi.get_inf_structure().is_64bit()
IS_MAC

'X86_64' in idaapi.get_file_type_name()

# print "Start analyze binary for " + (“Mac" if IS MAC else
pr)ntl"Start analyze binary for " + ("Mac" if IS_MAC else Ti0s)

def isInText(x)
# return SegName(x)
return get_segn_name(x)

ida_search_block.py | 4
Python Source - 9 KB

Information
Created BER 18:46
Modified BEX 22:08

Last opened

Tags

Script files (*.idc *.py) (<]

concel . (TN

, StackBlock:

XY 1DA - Musi isa a T m N n 5
H:e o 886548 8 3 B @ ok gh & F & @ X > @ O | Nodebugger 8 %> L4
N 1 N [
S e I | ¢
Library function [l Regular function [l Instruction | Data [ Unexplored  External symbol il Lumina function b |
[7] Functions e o o Cl IDA View-A x @ Hex View-1 x @ Structures X Enums x @ Imports x @ Exports
text:00000000044FA284 X29, 5P, #0x30

Function name ADRP X8, #_NsConcretestackBlock_ptr@PAGE
[7] _class_getivarLayout LDR X8, [X8,# NSConcreteStackBlock_ptrePAGEOFF]

iy i TR X8, [5P,#3x30+bloc
7] _class_getMethodimplementation = HDRE Xe, #quord, 141ABGPAGE
7] _class_getName . LDR D0, [X8,#qword_141ABEPAGEOFF]
7] _class_getProperty _ STR DO, [SP,#8x30+var_20]
(7] _class_getSuperclass —! o a1 Sib RTINS 0

- — ) unkC
[7] _class_getWeakivarLayout = sTP X8, X9, [SP,#0x30+var_18]
(7] _class_isMetaClass e STR X0, [SP,#0x30+var_8
(7] _class_replaceMethod ik Egg @ dids
[7] _class_respondsToSelector —! . g ard
(7] _clearerr —t B.NE loc_44FA2D4
(] tock — Toc_44FA2c8 CODE XREF: +[TTAccount load]+68
_ oc_ 2 +[TTAccount Load]+684
1) _clock_get_time p ] Lop X29, X30, [SP,#0x30+var_s0]
[7] clock_gettime = ADD P, sp, #oxa0’; ‘@'
7] _clock_gettime_nsec_np text:00000000044FA200 RET
]

& = s

text:00000000044FA2D4

g
2
8

s Tnadlidoni

aaEARA OBE VDEE. L (TTA-~.
00BF73C5 00000000044FAZCE: + TTACCount load]: Loc_44FA2C8 (Synchronized with Hex View-1)

183762892 —>
90962992 ~>
90963928 ->
167247556 —>
167247832 >
227015440 ->

Result file: ./block_symbol.json
restore block num 1
origin block num: 49422(GlobalBlock: 10, StackBlock: 49412)

Python

AUz idle  Down Disk: 2236B



X N7 A S A -

e /Users/crifan/dev/dev_root/iosReverse/tiktok/ipa/Payload/TikTok.app/Frameworks/Musical
lyCore.framework/block_symbol. json



[RhRrestore-symbol

{
"address": "OxA2BFGE4",
"name": "-[UIScrollview dzn_reloadEmptyDataSet]_block"
3
{
"address": "Ox463F778",
"name": "-[AppsFlyerLib callServerWithEventName:eventValues:options:completion:]_bloc
k_block"
}
{
"address": "OxBE3F7B8",
"name": "-[UITableView fd_insertRowsAtIndexPaths:withRowAnimation:]_block"
3
{
"address": "Ox463F7F0",
"name": "-[AppsFlyerLib callServerWithEventName:eventValues:options:completion:]_bloc
kll
3
{
"address": "OxBE3F878",
"name": "-[UITableview fd_insertRowsAtIndexPaths:withRowAnimation:]_block_block"
3
{
"address": "OxBE3FB20",
"name": "-[UITableView fd_deleteRowsAtIndexPaths:withRowAnimation:]_block"
3
{
"address": "Ox74FFBA4",
"name": "-[UIImageView p_loadImageURLs:placeholder:options:isReloadURL:size:userID:hi

tImageInCache:enabledOptimisation:enableDemotionImage:completion:]_block"

iy

{
"address": "OxBE3FC7C",
"name": "-[UITableView fd_deleteRowsAtIndexPaths:withRowAnimation:]_block"
3
{
"address": "OxXBESFD6C",
"name": "-[UITableView fd_deleteRowsAtIndexPaths:withRowAnimation:]_block_block"
1y
{

"address": "OxDS8FFEB8",
"name": "+[APMAnalytics logInternalEventWithOrigin:name:timestamp:parameters:]_block"
3

{
"address": "OxD8FFF30",

"name": "+[APMAnalytics logEventWithOrigin:isPublicEvent:name:parameters:]_block"

3

{

"address": "OxBE3FF9C",

"name": "-[UITableView fd_reloadRowsAtIndexPaths:withRowAnimation:]_block"
}

]

18



EXPLORER

RESTORE-SYMBOL
~ class-dump
> class-dump.xcodeproj
> Source
> Tests
> ThirdParty
> UnitTests
> UnitTests.old
£ CDUnitTests-Info plist
CHANGELOG.md
£ class-dump-Prefix.pch
C class-dump.m
deprotect-Prefix.pch
C deprotectm
£ formatType-Prefix.pch
€ formatType.m
< Info.plist
= keys.txt
= MachObjC-Prefix.pch
README.md
> picture
> restore-symbol.xcodeproj
~ search_oc_block
ida_search_block-origin.py
ida_search_block.py
> source
gitignore
gitmodules
M makefile
README.md

> OUTLINE
> TIMELINE
®0A3 WO

EXPLORER

\ RESTORE-SYMBOL
+ class-dump
> class-dump.xcodepro]
> Source
> Tests
> ThirdParty
> UnitTests
> UnitTests.old
= CDUnitTests-Info.plist
CHANGELOG.md
= class-dump-Prefix.pch
€ class-dump.m
deprotect-Prefix.pch
€ deprotect.m
= formatType-Prefix.pch
C formatType.m
£ Info.plist
= keysitxt
= MachObjC-Prefix.pch
© README.md
> picture
> restore-symbol.xcodeproj
~ search_oc_block
ida_search_block-origin.py
ida_search_block.py
> source
gitignore
gitmodules
M makefile
README.md

ym

> OUTLINE
> TIMELINE

X P masters & ®0A3 WO

s P restore-symbol

da_search_block.py 1} block_symboljson X % Start analyze binary for i0S o

Users > crifan > dev > dev_root  iosReverse > tiktok > ipa > Payload > TikTok.app > Frameworks > MusicallyCore framework > {} block_symbol.json > {} 0

“address": "0x5F4000C" |
[UIView makeToastActivity:]_|

“address": "0x0900034",

“name*: "+ [APMAnalytics logEventWithOrigin:isPublicEvent:name:paraneters:]_block_block"

“address": "0xBE400SC",
“name": "~ [UITableView fd_reloadRowsAtIndexPaths:withRowAnination:]_block_block"
“address": "0x5F40120",

“name": "~ [UIView hideToastActivity]_block"

“address": "0xSF40130",
[UIView hideToastActivity]_block"

“address": "0xD9001BC",

“name”: "+[APMAnalytics logEventWithOrigin:isPublicEvent:name:parameters: timestanp: ignoreEnabled: ignoreInterceptor:]_block"

3
“address": "0x9F00278",

“name": "~ [NSObject validatedArrary0fStrings]_0_block"
“address": "0xA0C0310",

WKUserContentController bdw_installHookAjax]_block"

“address": "0xBE4354",
“name*: "~ [UITableView fd_moveRowAtIndexPath: toIndexPath:]_block"

“address": "0xA0CO38C",
"~ [WKUserContentController bdw_installHookAjax]_block"

“address": "0xDI004AC",

“name": "+ [APMAnalytics setDefaultEventParameters:]_block"
ddress": "0xADAOSEC",

"name": "~ [LynxUI setVisibility:requestReset:]_block"

“address": "0xD900688",
“name”: "+[APMAnalytics handleOpenURL:]_block”

& £ restore-symbol

ida_search_block.py 1} block_symboljson X & Start analyze binary for i0S

Users > crifan > dev > dev_root > iosReverse > tiktok > ipa > Payload > TikTok.app > Frameworks > MusicallyCore.framework > {} block_symbol.json > {} 1529

“name": "~ [UITableView fd_moveSection:toSection:] block"
“address": "0xAZBF6E4",
“name": "~ [UIScrollWiew dzn_reloadEnptyDataset]_block"

“address": "0x463F778",

Start analyze binary for i0S

Start analyze binary for i0S

AppsFlyerLib callServeriithEventNane:eventValues:options: completion:]_block_block"

“address": "OxBE3F7B8",
“name*: "~ [UITableView fd_insertRowsAtIndexPaths:withRowAnination:]_block"

“address": "0x463F7F0",
[AppsFlyerLib callServerWithEventNane:eventValues:options: completion:]_block"

"address": "@xBE3F878",
“name": " [UITableView fd_insertRowsAtIndexPaths:withRowAnination:]1_block_block”

XBE3FB20",
[UITableView fd_deleteRowsAtIndexPaths:withRowAnimation:]_block"

“address": "0x74FFBA4",

Ln 3, Col 26

“name”: "~ [UIImageView p_loadInageURLs:placeholder:options: isReloadURL:size:userID:hitInageInCache:enabledOptinisation:enableDemotionInage: completion:]_block”

“address": "OxBE3FCTC",
"name": "-[UITableView fd_deleteRowsAtIndexPaths:withRowAnimation:]_block"
“address": "0xBE3FD6C",

[UITableView fd_deleteRowsAtIndexPaths:withRowAnimation:]_block_block"

“address": "OxDBFFEBS",

“name*: "+[APMAnalytics logInternalEventwithOrigin:name:tinestamp:paraneters:]_block"
"address": "0xD8FFF30",

“name": "+ [APMAnalytics logEventWithOrigin:isPublicEvent:name:paraneters:]_block"

“address": "0xBE3FFIC",
“name": "~ [UITableView fd_reloadRowsAtIndexPaths:withRowAnination:]_block"

FArestore-symbol k& ObjC+blockf{j 5 &
EAb, BB
S4(5I3558R

YouTube

/Users/crifan/dev/DevSrc/i0S/symbol/restore-symbol/HeiTanBc/restore-symbol/restore-symb
YouTube_objcBlockSymbol

ol YouTube

£ ObjCHIBlockH =

block_symbol.json

, WA - SEEIR]

Ln 6118, Col 3

Spaces: 2

Spaces: 2

UTF-8

UTF-8  LF




Module _Framework

/Users/crifan/dev/DevSrc/i0S/symbol/restore-symbol/HeiTanBc/restore-symbol/restore-symb
ol Module_Framework Module_Framework_objcBlockSymbol block_symbol. json

RzGame

~/dev/dev_root/iosReverse/undecember/ipa/Payload/RzGame.app

x crifan@licrifandeMacBook-Pro"” ~/dev/dev_root/iosReverse/undecember/ipa/Payload/RzGame
.app” /Users/crifan/dev/dev_src/ios_reverse/symbol/restore-symbol/HeiTanBc/restore-symb
ol/restore-symbol RzGame_addSymbol RzGame_addedAllSymbol block_symbol. json
Start
Scan 0C method mach-o-file,
Scan 0C method finish.
restore symbols
Parse symbols json file.
Parse finish.
Finish
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crifanhRrestore-symbol

Driagi=—]

Fcrifanhixrestore-symbol ik EF 5K :

o LG
o FAIDARIZA (exportiDASymbol.py) MIDAFRSHEFER

s SHZAE]
s MAEEER=TSBM
= BHEf
= FcrifanfJIDARIASAutoRename, BoffitREB=f=5
s F5f
n 25T (BRSEHS) oWRIBEEE, ARMBFENRDR, MERERE=_"S
B

o Fcrifankirestore-symbol EMERF SR (FARFSK)
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Address not found in the image
o MK

=R
/Users/crifan/dev/DevSrc/10S/symbol/restore-symbol/HeiTanBc/restore-symbol/restore-symb

ol YouTube YouTube_objcBlockSymbol
block_symbol. json

EMREBlockF S, BIREE:

-04-20 135:09.565 restore-symbol 1328585 Address 100eaf5a8 not found th
e image
e RA
blockiYFRFSRAVMAXHFH, B2 TLMAIMUAEE

Hrgy: ox100EAF5A8 ToiEIR%!
fBIRIE:

BERIXNEB, BSEFENFMNjsonXX 1, (Ebil block_symbol_removedInvalid.json ) BEHIT

/Users/crifan/dev/DevSrc/i10S/symbol/restore-symbol/HeiTanBc/restore-symbol/restore-symb
ol YouTube YouTube_objcBlockSymbol block_symbol_removedInvalid.json
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s

o [REEAR] iOSHEEWhatsApp: +[WAURLQueryltem queryltemWithName:value:]

o [RERIR] iOSi¥EWhatsApp: SharedModules AR EINA _EaN{aln LB = BfiRAEAD A
o [E3:] BlEAwemeCorelRE fF S RAIRNR 24451

e [iE#] FMachOViewxftbAwemeCoreli € 755 K Bi1/EAISYymbolZ 1Y,

o [iEx] BIDADHINT K-S RAIEZEAwemeCore il

o [E3] BlEAwemeCorelRE fF S RAIRNR 24451

o [EfER] HEAwemeCoreRERFSRESHERD R E REEL

o [EfRIR] XcodeMlldbiEid ik E RS &KEHIEEZAwemeCore

o [EfER] restore-symbol5 1l EZAwemeCoreRERF BRI

o [EfER] restore-symbollkE YouTubefIBlockF=SZIikEE: Address not found in the image
o [EfZR] FHeiTanBchrestore-symbolZX 43l & AwemeCoreR E 5K

o [BEf#R] FrIHARZAHeiTanBc/restore-symbol& @ X FIF1AR[E

e [iEE] =2HAEMARAAHeiTanBc/restore-symbolZs£5WhatsApp Tk E 752K

o [Ef#R] i0SiEEWhatsApp: #4WhatsApphIE EObjCREEMEF ST

o [RfBR] Frestore-symbolfATikTokkERFER

o [FKRfBR] 4ATiktokfBlockEMEFSE

o [EfRR] AYouTubelRERF S &K EXcodelFid

o [RABR] I0SH#EApplelkS: £8i0S 15.18ICFNetwork R E 7 5%

o [RfBR] iOSi¥@AppleStore: REHFES

o [EfFAR] i0Si¥ Mm@z Undecember: MERFSR
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