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BRMEME
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o HARIAGREEAIMEE = nm + strings + otool + jtool2 + rabin2 + 1did2 / codesign

BzpitiE

RATENENLHEE, —#BmtE:

e exportMacho_StrResInfo.sh

#1/bin/bash

# Function: Export/Extract single Mach-0 file string and resources related info

# Author: Crifan Li

# Update: 20241228

# Refer:

# /Users/crifan/dev/dev_root/androidReverse/CloudPhone/Douyin/dy297/soLibs/common/expo
rtElf_StrResInfo.sh

# https://book.crifan.org/books/ios_re_static_analysis/website/analysis_content/export
_str_res/common_suite/

# Usage:

# chmod +x exportMacho_StrResInfo.sh

# ./exportMacho_StrResInfo.sh input/dyld output

# SEPERATOR="«-=-cseseseenananans g

# outpuFileSuffix="txt"

# echo "curInputFile=${curInputFile}"

echo "retInputFolder=${retInputFolder}"
return retInputFolder
return $retInputFolder
echo ${retInputFolder}

W oW W W

# echo "curInputFile=${curInputFile}"
# echo "filenameWithSuffix=${filenamewWithSuffix}"

# echo "filenameNoSuffix=${filenameNoSuffix}"

10



BRMREME

}

function initOutputFolerFromInputFolder(){
inputFolder-$1
# echo "inputFolder=${inputFolder}"
outputFoler-$2
# echo "outputFoler=${outputFoler}"
if [ -z "$outputFoler" 1]
then
if [ -z "$inputFolder" ]
then
outputFoler-"."
else
outputFoler ${inputFolder}
fi
# echo "outputFoler=${outputFoler}"
echo ${outputFoler}
else
echo ${outputFoler}
fi
}

inputFile $1

echo "inputFile=${inputFile}"
outputFoler-$2

echo "outputFoler=${outputFoler}"

# inputFolder="$(dirname "${inputFile}")"
inputFolder-$(extractInputFolder $inputFile)
echo "inputFolder=${inputFolder}"

inputMachoFile $(extractFilenameNoSuffix $inputFile)

echo "inputMachoFile=${inputMachoFile}"

origgOutputMachoFile ${inputMachoFile}

echo "origgOutputMachoFile=${origgOutputMachoFile}"

outputMachoFile ${origgOutputMachoFile _}

outputMachoFile ${outputMachoFile /- /_}

echo "after remove special char: hyphen, space -> outputMachoFile=${outputMachoFile}"

# if [ -z "$outputFoler" ]

# then

# Af [ -z "$inputFolder" ]

# then

# outputFoler=".,"

# else

# outputFoler=${inputFolder}

# fi

# echo "outputFoler=${outputFoler}"
# i

outputFoler-$(initOutputFolerFromInputFolder $inputFolder SoutputFoler)
echo "outputFoler=${outputFoler}"

log "Exporting info use otool"
otool -1 "${inputFile}" - ${outputFoler}/"${outputMachoFile}"_otool_l.${outpuFileSuffix}

11
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otool / _otool_oV.
log
nm / _hm,
log
strings / _strings.
log

armeé4
jtool2 / _strings.
jtool2 / _jtool2_h_header.
jtool2 / _jtool2_1_list.
jtool2 / _jtool2_L_library.
jtool2 / _jtool2_s_symbol.
jtool2

# outpu: dyld.ARM64.C21DBA37-9DF9-3FC7-B286-734030E18BB1

# findNameRegex="${outputMachoFile}".*.*
# findNameRegex="${inputFile}".*.*

* %

# findNameRegex="${origgOutputMachoFile}".*.*
# jtool2AnalyzeOutputFile="$(find . -maxdepth 1 -name ${findNameRegex} -printf 1 -quit)"

jtool2AnalyzeOutputFile=$(find . -maxdepth 1 -name ${findNameRegex} -printf 1 -quit)
jtool2AnalyzeOutputFile=$(find . -maxdepth 1 -name ${findNameRegex})
jtool2AnalyzeOutputFile=$(find . -maxdepth 1 -name 'dyld.*')
jtool2AnalyzeOutputFile=$(find . -maxdepth 1 -name ${findNameRegex} -printf 1)
jtool2AnalyzeOutputFile=$(find . -name ${findNameRegex})

1

W oW W B W

# jtool2AnalyzeOutputFile=./
dyld.ARM64.C21DBA37-9DF9-3FC7-B286-734030E18BB1

# jtool2AnalyzeOutput
Filename=dyld.ARM64,C21DBA37-9DF9-3FC7-B286-734030E18BB1

/ _jtool2_analyze.
log
rabin2 / _rabin2_I_identification.
rabin2 / _rabin2_i_imports.
rabin2 / _rabin2_E_exports.,
rabin2 / _rabin2_1_ libraries.
rabin2 / _rabin2_z_strings.

12



rabin2 / _rabin2_s_symbols.,

rabin2 / _rabin2_S_sections.

log

# export entitlements

ldid2 / ldld_entitlement.xml
codesign -
sign_entitlement.xml

~N |

_code

log

# export code sign info

# for binary

codesign / _codesign.

# # for app
# codesign -vv -d xxx.App > i0SApp_codesign.txt

log
| S—
BATAR:

o NINEIHATAXBR
o chmod +x exportMacho_StrResInfo.sh

o BT MANXMHHIEAMach-OZ#FIF] (Fli%) #MHBR

./exportMacho_StrResInfo.sh inputMachoFile outputFolder

o |

./exportMacho_StrResInfo.sh input/dyld output

1286-734030E 18851

] il @0n0 591, 5167 (B85 DW:2 UTF-8 LF Coffeescript O




FapibiE
Foh—1T1TH, BHESMEEIT TANGS, EFHMach-ONFREFRHFER:
nm i0SBinaryFile i0SBinaryFile_nm.txt

strings i0SBinaryFile i0SBinaryFile_strings.txt

otool i0SBinaryFile i0SBinaryFile_otool_l.txt
otool i0sBinaryFile i0SBinaryFile_otool_oV.txt

jtool2 i0sBinaryFile i0SBinaryFile_jtool2_h_header.txt
jtool2 i0sBinaryFile i0SBinaryFile_jtool2_1_list.txt

jtool2 i0SBinaryFile i0SBinaryFile_jtool2_L_library.txt
jtool2 i0SBinaryFile i0SBinaryFile_jtool2_S_symbol.txt

jtool2 i0SBinaryFile
10SBinaryFile.ARM64 . XXX - XXX=XXX=XXX-XXX 10SBinaryFile_jtool2_analyze.txt

rabin2 i0SBinaryFile 1i0SBinaryFile_rabin2_I_identification.txt
rabin2 i0SBinaryFile i0SBinaryFile_rabin2_i_imports.txt

rabin2 i0SBinaryFile i0SBinaryFile_rabin2_E_exports.txt

rabin2 i0SBinaryFile i0SBinaryFile_rabin2_1_libraries.txt
rabin2 i0SBinaryFile i0SBinaryFile_rabin2_z_strings.txt

rabin2 i0SBinaryFile i0SBinaryFile_rabin2_s_symbols.txt

rabin2 i0SBinaryFile i0SBinaryFile_rabin2_S_sections.txt

# export entitlements

codesign - 10SBinaryFile 10SBinaryFile_codesign_entitlement.xml
# or

# ldid -e i0SBinaryFile > i0SBinaryFile_ldld_entitlement.xml

# ldid2 -e i0SBinaryFile > i0SBinaryFile_ldld_entitlement.xml

# export code sign info
# for binary

codesign i0SBinaryFile  10SBinaryFile_codesign.txt
# for app
codesign XxXX.App  iO0SApp_codesign.txt
o J5BA
o I iosBinaryFile ¥RR{SEFFHY Mach-0 I {4E
o 155k

o MMRIHHZ FAT H8= BZ#H , ABANT jtool2 , EHEEIRIZ REUEE

armeé4
jtool2 i0SBinaryFile  i0SBinaryFile_jtool2_h_header.txt
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» DynamicLibraries
/Users/crifan/dev/DevRoot/Aweme/exportFromiPhone/iPhoneX-137/Library/MobileSubstrate/Dy
namicLibraries

» DynamicLibraries 11

total
-rwxr-xr-x@ 1 crifan staff . 2M 134 zzzzHeiBaolLib.dylib
=rW-=r=--r-- crifan staff 68M 189 zzzzHeiBaolib.164

ESHEFNSEFRR:

DynamicLibraries otool zzzzHeiBaolib.dylib  HeiBaolLib_otool_l.txt
DynamicLibraries otool zzzzHeiBaolLib.dylib HeiBaoLib_otool_oV.txt
DynamicLibraries nm zzzzHeiBaoLib.dylib HeiBaoLib_nm,txt
DynamicLibraries strings zzzzHeiBaolLib.dylib HeiBaoLib_strings.txt

+ 3 3 3

#+ DynamicLibraries 11

total

“rW=r--r-- crifan staff 108K 100 HeiBaoLib_nm,txt
“rW=r=--r-- crifan staff 12K 100 HeiBaolLib_otool_l1.txt
“rW=r==-r-- crifan staff 51K 100 HeiBaoLib_otool_oV.txt
“FrW=r==-r-- crifan staff 89K 100 HeiBaoLib_strings.txt
-rwxr-xr-x@ 1 crifan staff . 2M 134 zzzzHeiBaolib.dylib
“rW=r--r-- crifan staff 68M 139 zzzzHeiBaolib.i64
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tban:
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< ]

= rzzzHeiBaoLib nm.txt x

0 4 Live Share 171432, 7l 42 (Bif#4) TH:4 UTF-8 LF BXE  Q Protier &

BlE9AwemeCore

jtool2 /. ./ ./ /BEi%/v18.9.0/Payload/Aweme.app/Frameworks/AwemeCore.framework/Aw
emeCore

jtool2 /. ./ ./ /BEi%/v18.9.0/Payload/Aweme.app/Frameworks/AwemeCore.framework/Aw
emeCore  AwemeCore_jtool2_1_list.txt

jtool2 /. ./ ./ /BEi%/v18.9.0/Payload/Aweme.app/Frameworks/AwemeCore.framework/Aw
emeCore  AwemeCore_jtool2_L_library.txt

jtool2 /. ./ ./ /BEi¥/v18.9.0/Payload/Aweme.app/Frameworks/AwemeCore.framework/Aw
emeCore  AwemeCore_jtool2_S.txt

jtool2 /../. ./ /BBi%/v18.9.0/Payload/Aweme.app/Frameworks/AwemeCore.frame

work/AwemeCore  AwemeCore_jtool2_analyze.txt

rabin2
emeCore

rabin2
emeCore

rabin2
emeCore

rabin2
emeCore

rabin2
emeCore

/../. ./ /EBi%/v18.9.0/Payload/Aweme.app/Frameworks/AwemeCore. framework/Aw

/../. ./ /EBi%/v18.9.0/Payload/Aweme.app/Frameworks/AwemeCore.framework/Aw
AwemeCore_rabin2_i.txt

/. ./ ./ /BRi¥/v18.9.0/Payload/Aweme.app/Frameworks/AwemeCore.framework/Aw
AwemeCore_rabin2_E. txt

/. ./ ./ /BRi¥/v18.9.0/Payload/Aweme,app/Frameworks/AwemeCore.framework/Aw
AwemeCore_rabin2_1.txt

/. ./ ./ /BRi¥/v18.9.0/Payload/Aweme.app/Frameworks/AwemeCore.framework/Aw
AwemeCore_rabin2_z. txt

(4]



rabin2 /. ./ ./ /BEi¥/v18.9.0/Payload/Aweme.app/Frameworks/AwemeCore.framework/Aw
emeCore  AwemeCore_rabin2_s.txt

rabin2 /. ./ ./ /BRi%/v18.9.0/Payload/Aweme.app/Frameworks/AwemeCore.framework/Aw
emeCore  AwemeCore_rabin2_S_section.txt

MaskPro.dylib

DynamicLibraries otool MaskPro.dylib  MaskProDylib/MaskProDylib_otool_l.txt
DynamicLibraries otool MaskPro.dylib  MaskProDylib/MaskProDylib_otool_oV.txt
DynamicLibraries nm MaskPro.dylib  MaskProDylib/MaskProDylib_nm.txt
DynamicLibraries strings MaskPro.dylib  MaskProDylib/MaskProDylib_strings.txt

4 3 3+ 3

BAEEE FAT = RETHl AYG)ER:

% DynamicLibraries jtool2 MaskPro.dylib  MaskProDylib/MaskProDylib_jtool2_h_header
JEXt
Fat binary, little-endian, architectures: armv7, armé4

Select an architecture setting the environment variable
fRIRINE:
=+ DynamicLibraries arme4

% DynamicLibraries jtool2 MaskPro.dylib  MaskProDylib/MaskProDylib_jtool2_h_header
JExt

YrsE:

=+ DynamicLibraries jtool2 MaskPro.dylib  MaskProDylib/MaskProDylib_jtool2_1_list.t
xt

=+ DynamicLibraries jtool2 MaskPro.dylib  MaskProDylib/MaskProDylib_jtool2_L_librar
y.txt

+ DynamiclLibraries jtool2 MaskPro.dylib  MaskProDylib/MaskProDylib_jtool2_S_symbol
JEXt

+ DynamicLibraries jtool2 MaskPro.dylib  MaskProDylib/MaskProDylib_jtool2_a
nalyze.txt

+ DynamicLibraries rabin2 MaskPro.dylib  MaskProDylib/MaskProDylib_rabin2_I_identi
fication. txt

+ DynamicLibraries rabin2 MaskPro.dylib  MaskProDylib/MaskProDylib_rabin2_i_import
s.txt
»+ DynamicLibraries rabin2 MaskPro.dylib  MaskProDylib/MaskProDylib_rabin2_E_export
s.txt
+ DynamicLibraries rabin2 MaskPro.dylib  MaskProDylib/MaskProDylib_rabin2_1_librar

ies.txt
#+ DynamicLibraries rabin2 MaskPro.dylib  MaskProDylib/MaskProDylib_rabin2_z_string



s. txt

+ DynamicLibraries rabin2 MaskPro.dylib  MaskProDylib/MaskProDylib_rabin2_s_symbol

s. txt

+ DynamicLibraries rabin2 MaskPro.dylib  MaskProDylib/MaskProDylib_rabin2_S_sectio

ns. txt

MaskHAJdylib

HF—PT#EF, HAR—TNSEXY vask.dylib , BESHFHFRERE, HEEDF.

o HAVPGEREMIMGE = otool + nm + strings + jtool2 + rabin2 :

otool
otool

nm Mask.dylib

Mask.dylib
Mask.

dylib

MaskDylib_otool_l1.txt

MaskDylib_otool_oV.txt

MaskDylib_nm. txt

strings Mask.dylib

jtool2
jtool2
jtool2
jtool2
jtool2

rabin2
rabin2
rabin2
rabin2
rabin2
rabin2
rabin2

crifan.org, {EFE #4.0EFR(CC BY 4.0)/Y & %5 all right reserved, powered by Gitbook&x /5 E#:

Mask.
Mask.
Mask.
Mask.

Mask.
Mask.
Mask.
Mask.
Mask.
Mask.
Mask.

dylib
dylib
dylib
dylib

MaskDylib_strings.txt

MaskDylib_jtool2_h_header.txt
MaskDylib_jtool2_1_list.txt
MaskDylib_jtool2_L_library.txt
MaskDylib_jtool2_S_symbol.txt

Mask.dylib  MaskDylib_jtool2_analyze.txt

dylib
dylib
dylib
dylib
dylib
dylib
dylib

2024-10-15 22:47:08

MaskDylib_rabin2_I_identification.txt
MaskDylib_rabin2_i_imports.txt
MaskDylib_rabin2_E_exports.txt
MaskDylib_rabin2_1_libraries.txt
MaskDylib_rabin2_z_strings.txt
MaskDylib_rabin2_s_symbols.txt
MaskDylib_rabin2_S_sections.txt
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Mach-OT H

e Mach-0 TH
o ik
» EFEMETMach-O
= MachOView
= rabin2
= jtool2
= otool
» FATES
= lipo
o AR

= M7 FHIE
s AJHATXHEIN: Mach-O
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nm i0SBinaryFile i0SBinaryFile_nm.txt
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41
MaskPro.dylib

» DynamicLibraries nm MaskPro.dylib MaskProbDylib/MaskProDylib_nm,txt

w MaskProDylib_nm.coffee X

_binder

hitecture arm64):

% MaskProDylib_rabin2_8
¥ MaskProDylil

EEER
M0 4 Live Share 71, 51 %4 UTF-8 LF CoffeeScript (D Prettier & 0

MaskPro.dylib (for architecture armv7):

U _CC_MD5
_MGCopyAnswer
_MSHookFunction
_MSHookMessageEx
_NSClassFromString
_NSFileSystemFreeSize
_NSHomeDirectory
_OBJC_CLASS_$_ASIdentifierManager
_OBJC_CLASS_$_NSBundle

CcC CcCcccccc

00037440 S _y.378
00037444 S _y.380
00037448 S _y.382

U dyld_stub_binder

MaskPro.dylib (for architecture armé64):
U _CC_MD5
U _MGCopyAnswer



U _MSHookFunction

U _MSHookMessageEx

U _NSClassFromString

U _NSFileSystemFreeSize

U _NSHomeDirectory

U _OBJC_CLASS_$_ASIdentifierManager
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FE
strings i0SBinaryFile i0SBinaryFile_strings.txt
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strings &5
MaskPro.dylib

» DynamicLibraries strings MaskPro.dylib  MaskProDylib/MaskProDylib_strings.txt

MASK
¥ MaskDylib_otool
kDylib_otool_of

KDyl rabin2_| ) xJW1xsPxxExAUX

kDylib_rabin: e identifierF
UUIDString
shared|

MaskProDylib_jt
MaskProDylib_nm.
MaskProDylib_otool_l.ci
MaskProDylib_ot:

MaskProDr

MaskProD I_identifica

_i_imports

rabin2
rabin2_s
_rabin2,

= MaskPro.pli

> usr

*8
S ay ..
®0A0 # Live Share 1321, 717 T4 UTF-8 LF CoffeeScript () Prettier & 0

eKGEGSRRXXxPxt
PHENExXxxUJIxXxH
graGgxxPtxaoBY
XHVTCXXXXXXVXM

RIBERE: FRBMBN—M, FepBirsiFEhashBEEKENFRET .
zzzzHeiBaolLib.dylib
+ DynamicLibraries strings zzzzHeiBaolLib.dylib zzzzHeiBaoLib_strings.txt

MY : zzzzHeiBaolib_strings.txt

MBFIREUNZODFEREN:  zzzzHeiBaolib_strings_elite.txt



~ IPHONE7

v DynamicLibraries

> .dygz
afc2dService.dylib

£ afc2dService.plist
afe2dSupport.dylib
afc2dSupport.plist

£ AppSyncUnified-FrontBoard.dylib
AppSyncUnified-FrontBoard.plist
AppSyncUnified-installd.dylib

= AppSyncUnified-installd.plist

= dygz.dylib

£ dygz.plist

£ MobileSafety.dylib

= MobileSafety.plist

= MuJiaBaiHuoTweak.dylib

= MuliaBaiHuoTweak.plist

= zorro_strings.txt

= zorro.dylib

= zorro.plist
zzzzHeiBaolib_strings_elite.txt

£ zzzzHeiBaolib_strings.txt

= zzzzHeiBaolLib.dylib

= zzzzHeiBaolib.plist

~ IPHONE7

~ DynamicLibraries

> .dygz
afc2dService.dylib
afc2dService.plist
afc2dSupport.dylib
afc2dSupport.plist
AppSyncUnified-FrontBoard.dylib
AppSyncUnified-FrontBoard.plist
AppSyncUnified-installd.dylib
AppSyncUnified-installd.plist

£ dygz.dylib

= dygz.plist

= MobileSafety.dylib
MobileSafety.plist
MuliaBaiHuoTweak.dylib

£ MuJiaBaiHuoTweak.plist

= zorro.dylib

= zorro.plist
zzzzHeiBaolib_strings_elite.txt

zzzzHeiBaolib_strings.txt

= zzzzHeiBaolib.dylib
zzzzHeiBaolib.plist

BREDAS:

o F{lapp

zzzzHeiBaoLib_strings_elite.txt — iPhone7

% zzzzHeiBaolib_strings_elite.txt X =

il

amicLibraries > & z

cLibraries

siBaoLib_strings_elite.txt

Eystem-file

system-file-time

system-file-time-nano

system-file-node

name

iPhone

boottime

boottime-nsec

fake.os.release

fake.os.kernver

fake.os. firmver

fake.device.model

fake.device.intername

fake.device. cpucore

fake.device.memory

fake.device.cachel

fake.device. cache2

ext.%@

JQH@Q

idfa

idfv

openudid

mach_msg

sve_call

com. bd. iphone.super

/

dispatch

/ /

/

/ /ect/group

/ect/group

/ /ect/hosts

/ect/hosts

/System/Library/Caches/com.apple.dyld/dyld_shared_cache_arm64

header : %p, executable_section : %p, size : %llu, %5, %S
start_address : %p, end_address : %p

= address : %p

0S_object
Command <<<
Super Class
zh_CN

vy -MM-—dd

11, 51

zzzzHeiBaolib_strings_elite.txt — iPhone7
& 7zzzHeiBaolib_strings_elite.txt x

2zHeiBaoLib_strings._elite.txt

MCMMetadataUUID > com.
com.apple.geod/.com.apple.mobile_container_manager.metadata.plist
geod-uuid
CoreServices/SystemVersion.plist
com.apple.MobileGestalt.plist
apps

HeiBao

SystemVersion.plist
/Applications

fusr/share

fusr/libexec

fusr/include

/Library/Ringtones
/Library/Wallpaper

com. ss. iphone. ugc. Ame

com. zhiliaoapp.musically
f896afca- -4648-alch-

com. jifen.qukan
CSToastPositionTop
CSToastPositionCenter
CSToastPositionBottom
CSToastTimerKey
CSToastDurationKey
CSToastPositionKey
CSToastCompletionKey
CSToastActiveToastViewKey
CSToastActivityViewKey
CSToastQueueKey

com. tencent.xin
--—-MicroMessengerAppDelegate application didFinishLaunchingWithOptions

--—1login T %@
/Library/WechatPrivate
/Library/WechatPrivate/wx.dat
xxxxxxx———TLogin P %@
apns
network. type
DeviceName
rkalwPcRHwixY4gapPjanw
UserAssignedDeviceName
ghpAuGl1PoauWijdtPi7sQ

7175, 315 (BikiF4)

o com.bd.iphone.super

com.apple.springboard

ZHi:4 UTF-8 LF CoffeeScript

o 27 I 17

ZfE:2 UTF-8 LF CoffeeScript

com.apple.geod/.com.apple.mobile_container_manager.metadata.plist
com.apple.MobileGestalt.plist

com.zhiliaoapp.musically

@ Prettier

Q) Prettier

A 0

A Q




o

o

o

com.jifen.qukan

S S

com.tencent.xin
com.kuaishou.nebula

TRF AR
com.ss.iphone.ugc.Live
com.xunmeng.pinduoduo
com.soulapp.cn

BE

iPhonehiz

= com.ss.iphone.ugc.Ame

= com.ss.iphone.ugc.Aweme

= com.ss.iphone.ugc.aweme.lite
x TEIR 2

= com.ss.android.ugc.aweme

= com.ss.android.ugc.aweme.lite
com.dragon.read
com.wemomo.momoappdemo1
com.jiangjia.gif

s RAREIE

o

o

o

o

o

carrier.name

carrier.mcc

carrier.mnc

carrier.icc

network.addr
network.dstaddr
location.latitude
location.longitude
identifierForVendor
systemVersion
operatingSystemVersionString
operatingSystemVersion
carrierName
mobileCountryCode
mobileNetworkCode
isoCountryCode
allowsVOIP

o ERGEFAIEMIER 2B R
o /

/Applications

lusr
m /usr/share
= /usr/libexec
= /usr/include
/ect/hosts

/private



= /private/var
= /private/var/containers/Bundle/Application/
= /private/ect/group
= /Library
= /Library/Ringtones
= /Library/Wallpaper
= /System
= /System/Library
= /System/Library/Caches/com.apple.dyld/dyld_shared_cache arm64
= /System/Library/CoreServices/SystemVersion.plist
= /System/Library/PreferenceBundles/\VPNPreferences.bundle
= Jvar
= /var/containers/Shared/SystemGroup/systemgroup.com.apple.mobilegestaltcache/Librar
y/Caches/com.apple.MobileGestalt.plist
o BIAXRFHX
o /var/mobile/Library/Preferences/com.heibao.fake_params.plist
o /var/mobile/Library/Preferences/com.heibao.fake_prefs.plist
o /var/mobile/Library/Preferences/com.heibao.vpn_config.plist
o /var/mobile/Library/Preferences/com.heibao.scheme.plist
o FEEX
o /Library/WechatPrivate
o /Library/WechatPrivate/wx.dat
o REFAKMAEX
o isJailbroken
o btd_isJailBroken
o isJailBreak
o isJailBroken
o HaslinstallJailbreakPluginlnvalidlAPPurchase
o HaslinstallJailbreakPlugin:
o |sJailBreak
o getJailbreakPath
o getJailbreakRootDir
o JailBroken
o isDeviceJailBreak
o isDeviceJailBroken
o cannotPurchaseDuetoJailbreakPlugin:

zorro.dylib
+ DynamicLibraries strings zorro.dylib zorro_strings.txt

Wit



_strings_elite.txt — iPh
@ 3 w zorro_strings_elite.txt x

v IPHONE?

DynamicLibraries

cUnified-FrontBoard.dylib
cUnified-FrontBoard.plist
AppSyncUnified-installd.dylib
AppSyncUnified-installd il ting__
yiib ipting__
dygz.plist
afety.dylib

= MulJiaBaiHuoTweak.dylib
MuJiaBaiHuoTweak.plist

472, BlN M4 UTF-8 LF CoffeeScript (@ Prettier & [

ERD:
o [RESAZMAVE R EZ

o /var/containers

o /System/Library/Frameworks/

o /var/containers/Bundle/Application/

o Jvar/stash/

o /private/var/db/stash/

o /private/

o /noljailbreak

o /System/Library/CoreServices/SystemVersion.plist
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Idid
e 1did / 1did2
o FVEMEIR
» BEE/S AR entitlementiX R

ldid binary

w54

ldid debugserver
ldid amsaccountsd
ldid Preferences.app/Preferences Preferences_entitlement.plist

» IR E i HEentitlementiX R

ldid binary

n 3F: -s AIXER ent.xml FEEETE!
n Hf|
s ([FANNMentittementX 445 debugserver EFIER

ldid -S/Users/your/Desktop/Entitlements.xml ./debugserver

o FRFHIE
v |did - IOSFEF L : FHRFINR
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codesign

e codesign
o FIAMLIA
w IS

codesign

w54

codesign
codesign

= app

codesign

w254

codesign

o FNFHIE

- BinaryFile

- debugserver
- amsaccountsd_orig

- XXX.app

- Preferences.app

= codesign - IOSH @A L : FRAFNR

crifan.org, {EFE ©24.0EFEFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 E#:

2024-10-15 23:06:02


https://book.crifan.org/books/ios_re_codesign_ent/website/common_tools/codesign/
https://creativecommons.org/licenses/by/4.0/deed.zh

S

o MR
o FB objc BIMonkeyDeviiclass-dump 3§ Swiftiicrifan/dsdumpE S kX4
DRRES:
o IOSE@MAOHT: SHAXM
» HT4EIE - IOSERDIT: SHAXMY
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IOSERMESHITHEIE, RANKRERAN, &2 2iTREEE
iOS¥mAHE, FRNSHEEENTIASR:

e IDA

e Hopper
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IDA

TODO:
e [IER] IDAD R R ERIFipat — ¥ HlAwemeCore
o [EfZR] IOSIREEE: objc_enumerationMutation

o [KRMRR] ARBISHIMQNZBEE: _ lldb_unnamed_symbol1841884Esub_11326A84

EEBBERIRTHIE, FN:

WEF)2%: IDA (crifan.org)

iOSi¥ @ Z IDA{ER LS

objc_enumerationMutation R /<112 R
iOS#aHAE), IDARIARIEH, BEESEE]: objc_enumerationMutation

HENE: REXRRXBRBEEHFEHMS

(ARt
va v2 _allTrackRenderers
v6 v4
v6 v4 v24, v28
v6
vl V6
v8 _QWORD v25
v9
_QWORD v25 v8
v5
_QWORD v24 v9
v9 __1int64 v7
v7 v v24. v28
v7
J EE—

-


https://book.crifan.org/books/reverse_tool_ida/website/

v34

vl v31i

_QWORD ves8 v32

vas
v8é v34
v35 _QWORD _QWORD vo7 v34
v85 V26 objectForKeyedSubscript__
v86 __int64 v31
v3l v28, V73 vo7 v109
v3l
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Hopper

e Hopper = Hopper Disassembler
o Mk
» Hopper@ EABMIOSEMIAZ—, TEAREFHFSHIMOSZHHINNIZSE
o ¥R
n iOSETA: Hopper
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HXxIH

MNFIOSERPNEFS o, EXEAHM—LERXTE, BEENEA.

e radare2 : BRNEMNFERIE
o HEZTHMLITNIE, RIEREIRrabin2E2HEPZ—
e cutter : radare2BIGUIKRAS
¢ Miasm
o —AIENA: FPythonLIAY¥ ) TIEHESS
= Reverse engineering framework in Python
o F&: oM. BR. AR THFIER
= analyze / modify / generate binary programs
o 4F%
= Opening / modifying / generating PE / ELF 32 / 64 LE / BE
= Assembling / Disassembling X86 / ARM / MIPS / SH4 / MSP430
= Representing assembly semantic using intermediate language
= Emulating using JIT (dynamic code analysis, unpacking, ...)
= Expression simplification for automatic de-obfuscation
o TR
= GitHub
= cea-sec/miasm: Reverse engineering framework in Python
= https://github.com/cea-sec/miasm
= EX
= Home — Miasm's blog
= https://miasm.re/blog/
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radare2

e radare2
o B4 — T ERBNFRERIRETS
= Unix-like reverse engineering framework and commandline tools
o i
= TER—AME
» XEBRERICHE. oEE. 74T EREdE. BR. Bk BEMtEFSE, ANESE
SRRBIASINZERES, FHERINEGTE/LFARELIRNES

Settings Edit Enulate Debug Analyze
s [cache] on
entryo
bstack_nemory_used
in

[x]  Disassembly (pd)
rax = 0x00000000 0x000070d1
v 0000 0X00007047

000000
rdx = 0X00000000
rsi = 0X00000000 0x000070e3 movzx 0x00016
0X00000000 mpiler 0x000070e6 mov 0x00016330
X00000000 mpiler With Offsets 0x00007029 0x00016ac0
X00000000 | Disassemble Summary 0x000070eb 0x00004760
0x00000000|  Disassembly 6ed 0X00004710
000000 Entropy X00004720
000000  Entropy Fire
13 = 0x00000000  File Hashes
= 0X00000000|  Function Calls
S = 0X00000000|  Functions

free
_obstack_allocated_j
Zobstack_begin_1

.geten
.sigprocma:
.__Snprintf_

syn. imp.abort
syn.imp.
syn. imp. strncmp
rbp = 6x00000000|  Headers 0007107 .localtime_r
rflags = 0x00000|  Hexdump 0x00007103 xit
r 000000  Imports
Info
Methods 0x0000710e X000047CO
Relocs 0X00007112 0X000047d0
Sections 0x00007114 o
Segments 0x00007116 0X0000470
Show A1l Decompiler Output 0x00007119 0x00004800
Stack £
[X] Entropy Fil Strings in data
strings
unnary
Symbols 0x00007127 ne ox7
Tiny Grap! 0x00007129 mov
Var READ addre: 0X0000712C mov
Var WRITE address o
Xrefs Here

ym.inp.__
syn.imp.isatty

syn.inp.sigaction
syn. imp.iswcntrl

X1  asfb [Cache] off

X0000713e

X00007145

000007142

0x0000714d

0x0000714F
XR

Hexdunp 0x00007151
e

- off: 6 8
00070d1 9 X00007158

0007081 6 dL.s X00007159
0X000070F1 2 0x0000715a
0X00007101 4500 48 0x0000715¢
0x00007111  013¢ 44 < 0X0000715¢
0X00007121  C041 <551 0x00007160
0x00007131 31 4 X00007161

ril4
push ri3
push ri2
push rbx
rsp,
mov rl5, rsi
mov ri4d, edi
lea rax, [rbp -
mov gword [rbp -
rl4d, rl4d

rsp,
mov rl5, rsi
mov rl4d, edi
lea rax, [rbp -




lea ,'[
mov gword [

0x1000011al
call sym.func.1688843fT

0x1000011a6
lea syl + 0x3943]

call syﬁ.inp.setlocale
mov

mov .
call sym.imp.isatty

0x100001229 0x1000011c8
lea s Il + 0x38cl] mov dword [ + Ox42fe], Ox50
call sym.imp.getenv lea . + 0x3918]
call sym.imp.getenv

0x100001232

mov ;

call sym.imp.atoi

mov dword [ + Bx4288],

0x1000011F2

. 0x40087468

call syﬁ.inp.ioctl

o XHFH
= Mac
= Windows
= Linux
= Solaris
= Android
= iOS
= Haiku
o %
= Radare project started as a forensics tool, a scriptable commandline hexadecimal editor able
to open disk files but later support for analyzing binaries, disassembling code, debugging
programs, attaching to remote gdb servers
o IfJEE: Radare is a portable reversing framework that can
= Disassemble (and assemble for) many different architectures
= Debug with local native and remote debuggers (gdb, rap, webui, r2pipe, winedbg, windbg)
= Run on Linux, *BSD, Windows, OSX, Android, iOS, Solaris and Haiku
= Perform forensics on filesystems and data carving



Be scripted in Python, Javascript, Go and more

Support collaborative analysis using the embedded webserver
Visualize data structures of several file types

Patch programs to uncover new features or fix vulnerabilities
Use powerful analysis capabilities to speed up reversing

Aid in software exploitation

o 4%

Batch, commandline, visual and panels interactive modes
Embedded webserver with js scripting and webui
Assemble and disassemble a large list of CPUs

Runs on Windows and any other UNIX flavour out there
Analyze and emulate code with ESIL

Native debugger and GDB, WINDBG, QNX and FRIDA
Navigate ascii-art control flow graphs

Ability to patch binaries, modify code or data

Search for patterns, magic headers, function signatures
Easy to extend and modify

Commandline, C API, script with r2pipe in any language

o BIETH

rabin2
» JREX ELF , PE, Mach-0 , Java cLASS XHHIXE. kER. SAFLER. FREH
*. ANOREFF
- SIETIECHHXENRARIE, BS. TUF. ER. DRERTHPLMERA
» X ZMR IRV L
» EE
study# rabin? -I megabeets 6xl1
arch x86
binsz 6220
bintype elf
bits £
canary false
class ELF32
crypto false
endian little
havecode true
intrp Jlib/ld-1inux.50.2
lang =
Linenum true
Lsyms true
machine Intel 88386
maxopsz 16
minopsz 1
nx false
05 linux
pcalign 8
pic false
relocs true
relro partial

radiff2 : LEERXXHARER

rahash2 : EFBIEEE, hashBEIEEM

rasm2 :CRARICYR

ragg2 : FF&shellcodeT E(radare2E 2R E IR 1%8R)
radare2 : B TFIEIR




» EN
= radare
» https://rada.re/n/radare2.html
= GitHub
= radareorg/radare2: UNIX-like reverse engineering framework and command-line toolset
» https://github.com/radareorg/radare2
= Hi2
= The Official Radare2 Book
» https://book.rada.re/index.html

help&BhiE}

$ radare2
Usage: r2 | -ACdfLMnNgStuvwzX  -P patch -p prj -a arch -b bits -1 file
-s addr -B baddr -m maddr -c cmd -e v pid - --
-- run radare2 without opening any
- same as
from stdin (use and to run cmds
- perform to run all commands remotely
print x00 after init and every
close stderr descriptor (silent warning messages
arch asm,arch
run to analyze all referenced code
bits asm,bits
baddr base address PIE binaries
execute radare
is host:port 'alias -¢c http://%s/cmd/
debug the executable or running process
backend debug mode ‘e true
v evaluate config var
block size size
binplug force to use that rbin plugin
-h, show message, long
var display variable
file run script
file run script before the is opened
0S/kern asm.os (linux, macos, w32, netbsd,
lib load plugin
list supported IO plugins
addr map at given address (loadaddr
not demangle symbol names
-n, not load RBin info (-nn only load bin structures
not load user settings and scripts
guiet mode (no prompt and quit after
quiet mode (no prompt and quit faster (quickLeak true
prj use project, list no arg, load no
file apply rapatch and quit
rarun2  specify rarun2 profile to load same as X

rr2rule  specify custom rarun2 directive
addr initial seek
start r2 sandbox mode


https://rada.re/n/radare2.html
https://github.com/radareorg/radare2
https://book.rada.re/index.html

load rabin2 info thread
false to get raw sym/sec/cls names

-V, show radare2 version -V show lib versions
mode
without exec-flag (asm.emu will not work , See io.exec
same as false (useful dyldcache
-z, not load strings or load them even raw
R2Pipe
e R2Pipe

o 2t4A: R2pipe 22— MAILAEA radare2 HJ python HIZNE
o mHIES

m https://github.com/radareorg/radare2-r2pipe/tree/master/python/examples

crifan.org, {EFE 24.0EFR(CC BY 4.0)1¥ & %5 all right reserved, powered by Gitbook&x /5 & #:
2022-10-23 15:17:26
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Cutter

e Cutter
o —aEHIA: (radare2fiforkhR) RizinAIGUIkRZS
= Free and Open Source RE Platform powered by radare2
= Cultter is the official Ul for radare2 for Linux, macOS and Windows, it's written in C++ and

uses the Qt
o XIFZFE
= Linux
= Mac

m Windows
o SCHURTS
» c++ BEEH

QT

= BTl

1] Edit View Windows Debug Help
s - T
| i I
Functions Graph (fen.0000400)
fcn.00004f00 (int32_t arg1);
entry.fini0 65
entry.initd 153
4f e 128
entry0 46 28 (int32_t argl);
fen.00002000 27 ; arg int t argl
h r12
fcn.00002130 4 &
fcn 00002200 B63
fen 00002630 162 ilens
fen.000026e0 268
fen 00002710 4876
fen 0000344 3643
fcn 000034e1 4630
fen.0000355¢ 4544 x
fen.000035¢e 4544 call qword [re
test eax, eax
fcn 00003000 6933 Ax4
—
X
30 Items : .
Graph Overview 11 o sy e
xor esi, es
mov  edx,
mov  edi, eax

Imports  Search

[EETTRGDNGGETMG Disassembly Dashboard Hexdump  Strings

° #%I\\\

= A& Ghidra decompiler



» THEEIM LR Java
» FAC++XHRY, BREMEEEY
o ROINEEMHT R
= FFJ& Open Source
= Completely FREE and licensed under GPLv3
= Decompiler
= Native integration of Ghidra's decompiler in Cutter releases
= Graph View
= Fully featured graph view as well as mini-graph for fast navigation
= Debugger
= Multiplatform native and remote debugger for dynamic analysis
= Disassembly
= Linear disassembly view
= Hex Editor
= View and modify any file with a rich and powerful Hex View
= Python Scripting Engine
= Quickly write python scripts to automate tasks
= Plugins
= Use Native or Python plugins to extend Cutter's core functionality
= Binary Patching
= Add, remove and modify bytes and instructions
= Emulation
= Great for automation, crypto algorithms and malware analysis
= Theme Editor
= Fully featured theme editor for easy and user-friendly customization of Cutter
= Modern & Customizable Ul
= Built using Qt C++ and design best practices
= |ntegrated Radare2 Console
= Multi Language
= Binary Searching
= Types & Structs
= Syntax Highlighting
= STDIO Redirection
= Remote Debugging
= Kernel Debug
= Graph Overview

= Cutter

= https://cutter.re
= GitHub
= radareorg/cutter: Free and Open Source Reverse Engineering Platform powered by
radare2

m https://github.com/rizinorg/cutter

» rizinorg/rizin: UNIX-like reverse engineering framework and command-line toolset.
m https://github.com/rizinorg/rizin


https://cutter.re
https://github.com/rizinorg/cutter
https://github.com/rizinorg/rizin

I Cutter

CutterE W mizDownload, tLAATEHZI: (ZREIEIBRRZS)

Cutter-v2.0.5-x64.mac0S.dmg

®
b4

& L cutter

378

& Cutter-v2...ac0S.dmg
W radare2-4.3.1.pkg

to here

Cutter-v2.0.5-

x64.mac0S.dmg
BE2BR{R - 52.4MB
ER i
il R ) SE FFa

¥Tools » @ ios_reverse » [ radare2 » & Cutter-v2.0.5-x64.macOS.dmg

M cutter

Wi, BlAT&.
17 fE, BAERERE:

o Cutter¥Rill5Rm|E


https://cutter.re/
https://github.com/rizinorg/cutter/releases/download/v2.3.2/Cutter-v2.3.2-macOS-x86_64.dmg

o

o Cutterfyx%F



o

crifan.org, {EFE #4.0ER(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x 5 E#:
2023-10-07 14:46:01


https://creativecommons.org/licenses/by/4.0/deed.zh

Cutter{® FH %55l

crifan.org, {ERAZE24.0EFR(CC BY 4.0)/%&%n all right reserved, powered by Gitbook&x & E#:
2023-10-07 14:39:50


https://creativecommons.org/licenses/by/4.0/deed.zh

Cutter{EA%4f5]: AwemeCore

FIHE:
@ & TR
=F
tikin-a- 3 377 Shellcode | IH
[o] it £ BT S
fiey @ | | R

AHTFERIX M

BEFEAIE Awemecore FERIT E:



Cutter

o0 e
AR

5 dev

@ F&

A RIFATRME
B3 erifan
@ W=
© BiEMER
=]

D %@

& Macintosh HD

icloud

& iCloud =&
s

[ iPhoneX_137
&8 Cutter

S R

HE

° BE

* A
LI

® E&

o BEE

® Ef

POELEL:

< » AwemeCore.framework

20220323
_ douyin_ne..tone2.cat
. douyin_ne..tone3.caf
douyin_ne...toned.caf
douyin_ne...tone5.caf
douyin_ne...tone6.caf
| douyin_ne..._tone7.caf
douyin_n..._tone2.caf
| douyin_n..._tone3.caf
| douyin_n..._tone6.caf

douyin_R...rce.bundle
DUX_InAp...on.bundle
DUX_Loading.bundle
DUX_Select.bundle
' EffectSDK...es.bundle
2 en.proj
Flower-iOS.bundle
T Frameworks
Gilroy-Bold-4.otf
Gilroy-Medium-2.otf

>

>

Heimdallr.plist
HGI18nCh...se.bundle
HGImages...le.bundle
HGJSSDK...dle.bundle
Hogwarts...rce.bundle
leonPngB...dle.bundle
IconSvgBundie.bundle
lconSvgM...dle.bundle
IESComm...ver.bundle

B Macintosh HD » B8 BF > B crife > Bl dev > B8 Devi> [ Awer> B8 BB > B V185> Bl Paylc> @ Awer> B Fram > @l AwemeCore.framework >

AwemeCore

RIAEF

0 AwemeCo..framework >
[ BDLRepai...framework *
[7 byteaudic.framework »
B3 VolcEngin...framework »

Module_F...

88 i
AwemeCo...
B3 _CodeSignature >

W AwemeCore.i6d

AwemeCore.id0
AwemeCore.id1
AwemeCore.id2
AwemeCore.nam
AwemeCore.til

@ Info.plist

)

o
o
o

v

dynamicD...

WP G Q

BypassJai... B

AwemeCore
I8 - 240.7MB
i1-

IR

L )
LIRFTFESE]

20225 1A60 EM= TF2:59
2022# 1680 BIAA LF9:43
20225 1H8H EM7 LF9:43

@
BE.

AwemeCaore

50




e IR iEm

y

BF: H7/MNV8.9.0/Payload/Awemeapp/Frameworks/AwemeCore. framework/AwemeCore

a1 EBE
B3: BEho#r (aaa)

Mone Bzh Auto Exp =

A N B (-w)
FINE 5 HIEER (-n)
{6 FE 2 ful bt
S )\ demangled €
> BREm

Cancel HaE

RERFT s5sm BE:



L N ik At

y

BFE: H7/MVE8.9.0/Payload/Awemeapp/Frameworks/AwemeCore.framework/AwemeCore

S ERA
M%): BEhoH (aaa)

Mone Bzh Auto Exp b=

Nl 0TI Bl TRA SIS ALL

A demangled &8

v BETR
CPU i&IH
Architecture: Hzh B cru: B (v
Bits: B B Endianness: B @8
Kernel: Bal Format: B&l &
Load bin offset (-B) 1024
Map offset (-m) 0x40000

M PDB X ppp witE

Do #E R A3 Path to Rizin script file

Cancel H8E

ENMSHOED:

e architecture : XIFEZER



e bits



o

e Endianness

o

e Kkernel

o

e format



o

FHEERF D



9 ® Initial Analysis

IEFEE(T 20 4 30 B

Loading the file...

Cancel

BIT TV, BIRER. MEXRRE. BET, REBF.

crifan.org, {EAZE &4.0EFR(CC BY 4.0)fY & all right reserved, powered by Gitbook &R /EE #:
2023-10-07 14:53:29


https://creativecommons.org/licenses/by/4.0/deed.zh

=% \. /
RSNV
L4 EEIBIOS ¥ [ HA (8] 1B S ot RE RIS

crifan.org, {ERAZE34.0EFR(CC BY 4.0)/%&%n all right reserved, powered by Gitbook&x 5 E#:
2023-10-21 10:31:18


https://creativecommons.org/licenses/by/4.0/deed.zh

TSP AR
Sl B AR REE, AN HEIEE:
IR -
o iOSH[aHAE], RGP THFPIXAZIENRMREET, FTARIRIR: HEM TS
o MAKAIAMIIBENISEREIR, WIARSEMREIT 31
s XINAY Load command H:2EHE LC_LOAD DYLIB , EME (E—"1iOSHappRIBERRIEAD
B9) RIS
» XNZAY library F2EE RN ZFHHI G
o MRZHFIEFRRE
» — & U = Undefined : BERI_HFIKREXH, BEMIINZHEISADN
» —PE D = Defined : BB _IAHISTEIAIZEFIREL

WhatsApp#k A EIWAURLQueryltem, {B3IE)_#FISharedModulesH
I LA E
iOSHJapp WhatsApp FHIEE HHIZ:

e WhatsApp

o

EiEEEAE, &I 10A (ARSI



LN ]

BoHe o i fya 4 R
» I A Y I
:

Library function ll Regular function [l Instruction
(7] Functions

Function name

@ sub_10224E090

7] +[WARegistrationToken randomToken]

7] #[WARegistrationToken fromEncodedbata:]
\_A +[
(7] 40

tring:.

ISR

()

-[WAPreparedRegistrationURL .cxx_destruct]

I

()

e

With.
With.

SIS

=
r
H
<
3
[
E
s
H
]
z
&
E
H
g
H
3
H
g
z
H
e
)
2
H
H
2
3
F
H
2
2

L] -l

F-

F-

@

il o G

K3 -[WARegistrationURLBuilder .cxx_destruct]

4 Builder

& +[wAReg|slut|onURLBulIder registrationURLForContex...
(7] 4

[ra 0[

[7] 40 r Requ...
(7] 40 Builder ]
[7+0 i i

7 +D istrationURLBuilder

[7] +[WARegistrationURLBuilder clientLogURL]
G +[WARegistrationURLBuilder releaseChannel]

-[WAProfileMyAboutTableRow updateAbout]
-[WAProfileMyAboutTableRow userContext]
] [WAABProperties cross_viewcontroller_preloader_scr...
[
Bl

WAABProperties enable_backup_token_for_registrati...
WAARProperties hide link device button enabled]

Line 330980 of 511593
=] output

1030A0368:
1035EE968:

String cfstr_CellularStren
uh]cz class OBIC_CLASS.

using guessed typ
using guessed type

@0 0 xE \DAV\ewA

IDA - WhatsApp

# @ X »p @ O Nodebugger

External symbol M| Lumina function

X _18_Pseudo x| Pseudocode-A
uh )_102350238(self, " a7, a8);

void *)sub_10235C900();

viz;
sub_10235CDAB() ;
ub_1023501D4() ;
ub_1623507C4(

{
ItenbithName_value -_nsgSend_queryItemhlithName_value_(§0BJC_CLASS
obje.retinaatoretcasedReTurevatuE 1oL CHane _value);

ub_10235E67C(v28) ;
sub_10235C688(v36);
e

bic_nsgSend_query tenHithane value_ (80BIC_CLASS__WAURLQueryIten,
(v3

ub_10235E67C(v28)
sub_10235C688(v38) ;

40" = objc_msgSend_queryItemilithNar
objc_retainAutoreleasedReturnvalue
{{yoid (x) (void))sub_1a235C7a0) ()3

S WAURLQueryIten,

lue_(80BIC_CLASS.

4 = objc_sgSend queryItemittane.value_(§08JC_CLASS__WAURLQueryIten,
aa);

b mzzscass( 45);

-
if (vid4 )
{

= obje_nsgsend queryItenititiame value_(SJBJCRONASS
retainAutoreleasedReturnValue(y

ub_10235E67C(
ub_10235C688(

__WAURLQueryIten,

b
if ( vis4 )
{

objc_msgsend_queryTteniithane.value_(6083C_CLASS
retainAutoreleasedReturnvalue (7

0224F990 - [WARegistrationURLBuilder verif

_VAURLQueryIten,

% [O] Hex Vview-1

__ WAURLQueryTten,

x [A] Sstructures

32, CFSTR("sim_mcc"), vi6);

39, CFSTR("sim_mnc"), v24);

13, CFSTR("context"));

x [F

2, CFSTR("method"), v

Enums x 8 Imports x [5]  strings

33);

3, CFSTR("reason"), CFSTR("jailbroken"));

, CFSTR("0ld_phone_number"));

+jail

S APreparedRegistrationURL;

:silentP

Python

AUz idle

A Down

Disk: 2926B

id __cdecl

mnc jailbroken context oldPhoneNumber silentPushNotifRegCode cellularStrength

WARegistrationURLBuilder

SEL a2
id a8
id a4
id a5
id a6
bool a7
id a8
id a9
id a10
id ai1

v46

1/

self

0BJC_CLASS__

WAURLQueryItem v43

Exports

x @

ode:cellularStrength:]:221 (10224

©00
0

WARegistrationURLBuilder verificationCodeRequestURLWithBaseURL method mcc

__14]

Hepg:

e OBJC_CLASS
o iOSHJE:

WAURLQueryItem
WAURLQueryItem

BZ, L4tWhatsAppfIEE " i#Hl whatsapp H, BEAKAZE] wAURLQueryItem

BFNRE:

whatsApp &I wAURLQueryItem BHREN,

3{##?5 SharedModules. framework/SharedModules

o WhatsApp

BEIGINEIAN, BERINEEMEIE



(1) SHARI

o #AZE|: WAURLQueryItem

o

(2) SHNFHHFEIRHR

o BEIZI wAURLQueryItem HY=FER

o

BFERIINANETE

WhatsApp_jtool2_S_symbol.txt:

WhatsApp_nm, txt:

U

U
U
U
U

c

_0BJC_CLASS_
_0BJC_CLASS_
_0BJC_CLASS_
_0BJC_CLASS_
_O0BJC_CLASS_

_O0BJC_CLASS_
_O0BJC_CLASS_
_0BJC_CLASS_



WhatsApp_otool_oV.txt:
0000000103417970 Ox0 _O0BJC_CLASS_
! 0000000103417978 Ox0 _OBJC_CLASS_
0000000103417980 Ox0 _OBJC_CLASS_

WhatsApp_rabin2_i_imports.txt:

---------- NONE OBJC_CLASS WATooltipView
! 8054 meeeeaaea- NONE OBJC_CLASS WAURLQueryItem
---------- NONE OBJC_CLASS WAUUID

o BRI
o WhatsApp_jtool2_S_symbol.txt HIHY
m  8956: U _OBJC_CLASS_$_WAURLQueryItem
» fHXE N U=Undefined=RE X
o WhatsApp_rabin2_i_imports.txt =o]iy
m  8958: 8954 ---------- NONE OBJC_CLASS WAURLQueryItem
= FAFWAURLQueryltem: RRWAURLQueryltemZBT (MIME) importi# Ay
o > FRRIE: WAURLQueryltem, RMIMERS Nimporti#3REy, HE1Z#El (WhatsApp) RE2&HLE
KRR

(3) [Fic: EMHRIS A LibraryZER, HEEHkR], SMHT: FE sharedModules RY
BFIRE:
SHNFHFHERRXXEH, TJRKE:

TMER - © X

WhatsApp_jtool2_L_library.txt:
/System/Library/Frameworks/CoreBluetooth.framework/CoreBluetooth (compatibili

ty version .0, current version .0

/System/Library/Frameworks/CoreBluetooth.framework/CoreBluetooth (compatibili
ty version .0, current version .0

@rpath/SharedModules.framework/SharedModules (compatibility version .0, cu
rrent version .0

@rpath/WARCDManager .framework/WARCDManager (compatibility version .0, curr
ent version .0

@rpath/WARCDManager .framework/WARCDManager (compatibility version .0, curr
ent version .0

WhatsApp_jtool2_1_list.txt:

LC : LC_LOAD_DYLIB /System/Library/Frameworks/CoreBluetooth.framewo
rk/CoreBluetooth
1 LC : LC_LOAD_DYLIB @rpath/sharedModules.framework/SharedModules
LC ¢ LC_LOAD_WEAK_DYLIB @rpath/WARCDManager . framework/WARCDManager

WhatsApp_otool_l.txt:
Load
cmd LC_LOAD_DYLIB
cmdsize
name @rpath/SharedModules.framework/SharedModules (offset



stamp 2 Thu Jan 08:00:02
current version 0
compatibility version 0

WhatsApp_rabin2_1_libraries.txt:
/System/Library/Frameworks/CoreBluetooth.framework/CoreBluetooth
: @rpath/SharedModules.framework/SharedModules
@rpath/WARCDManager . framework/WARCDManager

BERE:

e WhatsApp_jtool2 L_library.txt

o 22: @rpath/SharedModules.framework/SharedModules (compatibility version 1.0.0,
current version 1.0.0)

» RNE, HRIZ#HE whatsapp MOEKES, FRUKEAY, TEZMIMNEER
m  SharedModules.framework/SharedModules
e WhatsApp_jtool2_1_list.txt
o 89: LC 33: LC_LOAD_DYLIB @rpath/SharedModules.framework/SharedModules
s RNEEEIMNE— Dylib=thSEXE:  sharedModules. framework/SharedModules
e WhatsApp_otool_1.txt
o Load command 33 : @H&—"1"Load Command
o cmd LC_LOAD_DYLIB : commandZ£EI2 &N pylib =mhSE
o name @rpath/SharedModules.framework/SharedModules (offset 24) : E{REMNZHINEH

7. SharedModules.framework/SharedModules

SharedModules H3KZE T £ WAURLQueryItem BITE
BEEME—1i0Sapp: whatsApp AY:

o B —PRZi#El sharedModules



3% E) T 2% wAURLQueryItem BJE{ARSIZIN
BfMKRE:

(1) SharedModulesf) Stk X4, #E#EI: EKWAURLQueryltem

2 WhatsApp_v23.20.79_headers_SharedModules

SEARCH O WAURLQueryltem.h 8 2%

2
> WAURLQueryltem WAURLQueryltem.h > WAURLQueryltem

in 1 file - Open in editor

v WAURLQueryltem.h
@interface WAURLQueryltem : NSObject

#import <objc/NSObject.h>
@class NSString;

@interface WAURLQueryItem : NSObject
{

NSString *_name;

NSString *_value;
}

+ (id)queryItemWithName:(id)argl value:(id)arg2;
- (void).cxx_destruct;

@property(readonly, nonatomic) NSString xvalue;
@property(readonly, nonatomic) NSString xname;
- (id)initwithName: (id)argl value:(id)arg2;

@end

(2) MUK SharedModulesSHHIFRFEEIRD, HaEHKE]: RWAURLQueryltem



& © SharedModules

2R T 6: 1.83.1 3 = SharedModules._jtool2_S_symboltxt X U e #: WAURLQuer.

SharedMo o ymbo
WAURLQueryltem A arecModuleatito symbelit

) Lass_s_waienparenessageLogger

000000080197538 D _0BIC_CLASS_$_WATemporaryMenoryMappedInage
00000008019789b8 D _0BIC_CLASS_$_WATermsOfService

et % - ERIEEITS

S P eT 000000000120168 D _0BIC_CLASS_$_WATernaryPredicatePartialProxy
— 0000000001a01450 D _0BIC_CLASS_$_WATextAttachment

000000000 Tsled 20/D R0 5 GRS Sy U NI 0000000001a01478 D _0BIC_CLASS_$_WATextAttachmentLoader
0000000001201850 D _OBJC_METACLASS_$_WAURLQueryitem 0000000001205348 D _0BIC_CLASS.§_WATextBlock
= SharedModules_nm.txt 0000000001a02208 D _0BIC_CLASS_$_WATextFormatter
0000000000b892b0 t -[WAURLQUEryItern .cxx_destruct] 0000000001972708 D _0BIC_CLASS_$_WATextFormatterLayoutanager
0000000000b89204 t -[WAURLQUeryltem initWithName:value:] (ESEETIHCERE) B LEWe AN A TR
AN i S 0000000001a0528 D _0BIC_CLASS_$_WATextRect

9228 t - INAURIGEEGHEH name] 0000000001978be8 D _0BIC_CLASS_$_WATextSharingViewController
0000000000b89aac t -[WAURLQueryltem value] 0000000801966488 D _0BIC_CLASS_$_WATextToolColorManager
0000000001a1ed20 S _OBJC_CLASS_$_WAURLQueryitem 0000000001a03c00 D _0BIC_CLASS_$_WATextUtils
000000000193b424 5 _OBJC_IVAR_S_WAURLQUeryltem._name CESTLETRECIED B (ORISR I E R ey
000000000193b428 s _OBJC_IVAR_$_WAURLQUerylter. value

0000000801202730 D _0BIC_CLASS_$_WAThirdPartyStickerPack
0000000001a018b0 S _OBJC_METACLASS_$_WAURLQueryltem

00009000019648d0 D _0BIC_CLASS_$_WAThreadIDGenerator

= SharedModules_otool_oV.tx! 0000900001979ea8 D _0BIC_CLASS_$_WAThreadMetadataStore

000000000161afc8 Ox1aled20 _OBJC_CLASS_$_WAURLQueryltem 30 D _0BIC_CLASS_$_WAThreadSafeMutableDictionary

0x1201860_OBJC_METACLASS_$_WAURLQueryltem 00000000019760C8 D _0BIC_CLASS_$_WAThumbnailContainer
0000000001976af0 D _0BIC_CLASS_$ WAThumbnailToMMSConfig

name  0x1427163 HENINENELND 0000000001960470 D _0BIC_CLASS_$_WAThumbnailToMMSConfigHelper

name  0x1427163 WAURLQueryltem 0000000001a07550 D _0BIC_CLASS_$_WATimer

000000000192340 Ox1aled20 _OBJC_CLASS_$_WAURLQueryltem 0000000001a04ab0 D _0BIC_CLASS_$_WATooltipView

00000000019375¢8 Ox1aled20 _OBJC_CLASS_$_WAURLQueryltem DI ft:z?ﬁmx;“iﬂ;a‘SDHGF“C"W

- _0BJC_CLASS_$ | ueryIten

Cliie et P R et 2 0000000001alede8 D _0BIC_CLASS_$_WAUUID

FUNCO  _oBJc CLASS_ WAURIGESHE 0000000001978428 D _0BIC_CLASS_$_WAUnKnownContactTableViewCell

_OBJC_METACLASS_$_WAURLQueryltem 080000001952¢18 D _0BIC_CLASS_$_WAUnavailableMessagesNotificationHanager

SharedModules_rabin2_s_symbols.xt 8000000891a017€8 D _0BIC_CLASS_$_WAUnexplainedTerminationMarker

FUNCO  _OBJC CLASS_$_WAURLQUERIER 00800000019151c8 D _0BIC_CLASS_$_WAUpcomingCallEvent
0000000891978b20 D _0BIC_CLASS_$_WAUpdateAppLinkTextCheckingResult

-0B.C_METACLASS._S, IENRNGSHIEN 0000000001a09308 D _0BIC_CLASS_$_WAUploadetadata

0000000801967588 D _0BIC_CLASS_$_WAUsecaseMessageSecret

_ ascii B16@20@"WAURLQueryltem"s 00009000012025d0 D _0BIC_CLASS_$_WAUserDefaultsPreferencesStorage

_ obic_classname ascii WAURLQueryltem 000000000195860 D _0BIC_CLASS_$_WAUserFlowConfiguration

SO e 000000000194c498 D _0BIC_CLASS_$_WAUserICDCPayload
000000000194c1b8 D _0BIC_CLASS_$_WAUserTdentityPayload

e16@706 " [RENENANIHIE & 0000000001a170e0 D _0BIC_CLASS_$_WAUserJID

SaySolAWAURLQUeryltemCG 0000000001a21228 D _0BIC_CLASS_$_WAUserJIDEnum

WAURLQueryltem 0000000001a17b58 D _0BIC_CLASS_$_WAUser0rGroupJIo

0000000001a0che8 D _0BIC_CLASS_$_WAUserOrGroupOrewsletterID

= SharedModules_rabin2_z_strings.txt

0000008019922 D _0BIC_CLASS_$_WAVCardBizInfoSharingUnit
000000080198dc8 D _0BIC_CLASS_$_WAVCardContactsBaseViewController
00000008019f8eed D _0BIC_CLASS_$_WAVCardEnailAddressSharingGroup
00000008019930 D _0BIC_CLASS_$_WAVCardEnai lAddressSharingUnit
000000080198758 D _0BIC_CLASS_$_WAVCardIMSharingGroup
0000000801994d0 D _0BIC_CLASS_$_WAVCardIMSharingUnit
0000000801a0d8b8 D _0BIC_CLASS_$_WAVCardMention
AAGAARAATAFA200 N ORIC (1ASS & WAVCArdNAmAShArinalinit
®0A0 Wo 881, 7148 (EiifE14) BHE:

O SharedModules
BT 1.83.1 O {27 WAURLQuer. SharedModules_otooloVitxt X 3 LQuer... 2% WAURLQuer... O {2%: WAURLQuer.

= SharedModules_otool_oV.txt

weakIvarLayout 0xo
A% - RIS baseProperties 8xB
0000000001a1ed20 D _OBJC_CLASS_$_WAURLQUeryitem superclass 0x0 _0BIC_CLASS_S_NSObject
00000000012018b0 D _OBJC_METACLASS_$_WAURLQueryltem x0 __objc_empty_cache
SharedModules_nm.txt
0000000000b89ab0 t -[WAURLQueryltem .cxx_destruct]
0000000000b89204 t - [WAURLQuUeryltem initWithName:value:]
0000000000b892a8 t -[WAURLQueryitem name]
0000000000b89aac t -[WAURLQUeryltem value] 0x0
0000000001aTed20 S _OBJC_CLASS_$_WAURLQueryitem SRR R
000000000193b424 s_OBJC_IVAR_$_WAURLQUeryltem._name ,“Z:‘:“' L= ::‘1’3271&3 P
000000000193b428 s _OBJC_IVAR_$_WAURLQueryltem. value Y et
00000000012018b0 S _OBJC_METACLASS_$_WAURLQueryltem entsize 24
SharedModules_otool_oV:t 6 countig
000000000167afc8 Oxlaled20 _OBJC_CLASS_$ WAURLQueryitem
0x12018b0 _OBJC_METACLASS_$_WAURLQueryltem x
name  0x1427163 WAURLQueryltem
name  0x1427163 WAURLQueryltem
0000000001927340 Oxlaled20 _OBJC_CLASS_$_WAURLQueryltem
00000000019375f8 Ox1ated20 _OBJC_CLASS_$_WAURLQueryltem
SharedModules._rabin2_E_exports.txt 2
FUNCO  _OBJC_CLASS_$ WAURLQueryltem
_OBJC_METACLASS_$_WAURLQueryltem
SharedModules_rabin2_s_symbols.txt
FUNCO  _OBJC_CLASS_$ WAURLQueryltem
_OBJC_METACLASS_$_WAURLQueryltem
SharedModules_rabin2_z_strings.txt

2. 2
_cstring  ascil B16@?0@"WAURLQueryltem"s ""’93““;“ &
; 0x1295bd1 _nane
objc_classname ascii WAURLQueryitem A e

SharedModules_strings.txt alignment 3
8

B16@70@" WAURLQUEryitem'8
SaySot4WAURLQUeryltemCG 0x1930428 16
WAURLQueryltem ST LD
alignnent
size
weakIvarlayout 0x0
baseProperties 0x18226d8
entsize 16
count 2
nane 0x1365751 name
attributes 0x121cb59 T@'NSString",R,N,V_nane
nane
attributes 0x123cfd5 Ta'NSString",R,N,V_value

17444383, 7158 (BitfF14) ZE: 4 UTF-8

NMER - 7 Xt

SharedModules_jtool2_S_symbol.txt:
0000000001952928 D _OBJC_CLASS_
! 0000000001aled20 D _OBJC_CLASS_
0000000001alede8 D _OBJC_CLASS_

0000000001a26170 D _OBJC_METACLASS
! 00000000012018b0 D _OBJC_METACLASS
0000000001alecf8 D _OBJC_METACLASS

SharedModules_nm, txt:
00000000000ac75¢c t - WATrustSignalsDataFetcher init



SharedModules_otool_oV.txt:

0000000000b89aho
0000000000b89a04
0000000000b89aa8
0000000000b89aac
0000000000ee293cC

0000000001952928
0000000001aled20
0000000001alede8

0000000001a261b8
000000000193b424
000000000193b428
000000000193dc64

0000000001a26170
00000000012018b0
0000000001alect8

t it ot ot ot

»w »w v o

_O0BJC_CLASS_
_O0BJC_CLASS_
_O0BJC_CLASS_

_0BJC_IVAR_
_0BJC_IVAR_
_O0BJC_IVAR_
_OBJC_IVAR_

_OBJC_METACLASS_
_OBJC_METACLASS_
_OBJC_METACLASS_

baseProperties 0x0
000000000161afc8 Oxlaled20 _OBJC_CLASS_

isa

superclass 0x0 _OBJC_CLASS_

layout map

name

baseMethods

ivarLayout

name

baseMethods

000000000192f338 0x1a02120
000000000192f340 Oxlaled20
000000000192f348 Oxlal6aas

00000000019375f0 Ox1a0@lbas
00000000019375f8 Oxlaled20
0000000001937600 0x1a01928

0x02

WAURLQueryItem .cxx_destruct
WAURLQueryItem initWithName:value:
WAURLQueryItem name
WAURLQueryItem value

WAUUID .cxx_destruct

.workQueue
._hame
._value
._CreationDate

0x12018b0 _OBJC_METACLASS_

0x1427163 WAURLQueryItem

0x1822628

0x0

0x1427163 WAURLQueryItem

0x18225¢c0

SharedModules_rabin2_E_exports.txt:

0x01952928 0x01952928

0x0laled20 Ox0laled20
Ox0lalede8 Ox0lalede8

0x01a26170 0x01a26170

0x01a018b0 0x01a018b0

Ox0lalecf8 Ox0lalecf8

GLOBAL

GLOBAL
GLOBAL

GLOBAL

GLOBAL

GLOBAL

SharedModules_rabin2_s_symbols.txt:

0x01952928 0x01952928

GLOBAL

FUNC

FUNC
FUNC

FUNC

FUNC

FUNC

FUNC

_O0BJC_CLASS_
_O0BJC_CLASS_
_O0BJC_CLASS_

_0BJC_CLASS_
_O0BJC_CLASS_
_O0BJC_CLASS_

_0BJC_CLASS_

_0BJC_CLASS_
_0BJC_CLASS_

_OBJC_METACLASS_

_OBJC_METACLASS_

_OBJC_METACLASS_

_0BJC_CLASS_



] 0x0laled20 Ox0laled20 GLOBAL FUNC
Ox0lalede8 Ox0lalede8 GLOBAL FUNC

_OBJC_CLASS_
_OBJC_CLASS_
0x01a26170 Ox01a26170 GLOBAL FUNC _OBJC_METACLASS_
] 0x01a018b0 0x01a018b0® GLOBAL FUNC _OBJC_METACLASS_
0x0lalect8 Ox0lalecf8 GLOBAL FUNC _OBJC_METACLASS_

SharedModules_rabin2_z_strings.txt:

0x0114de06 0x0114de0d6 .__TEXT.__cstring ascii  mms-
base-task//finish/finishing/%@
0x0114de0®6 0x0114de06 «__TEXT.__cstring ascii mms-
base-task//finish/finishing/%@
B 0x0114de29 0x0114de29 «__TEXT.__cstring ascii B16@
?70@
0x0114de42 0x0114ded2 «__TEXT.__cstring ascii _nc_
cat
0x0114de42 0x0114ded2 «__TEXT.__cstring ascii _nc_
cat
0x0142715e 0x0142715e .__TEXT.__objc_classname ascii  HTML
0x0142715e 0x0142715e .__TEXT.__objc_classname ascii  HTML
B 0x01427163 0x01427163 .__TEXT.__objc_classname ascii WAUR
LQueryItem
0x01427172 0x01427172 .__TEXT.__objc_classname ascii Data
Detection
0x01427172 0x01427172 .__TEXT.__objc_classname ascii Data
Detection

SharedModules_strings.txt:
mms-base-task//finish/finishing/%@
! B16@70@
_hc_cat

yS011WAMessageIDCSOOAOC_G
! SaySo14WAURLQueryItemcG
SDySo011WADeviceJIDC

HTML
: WAURLQueryItem
DataDetection

BIRBRE:
e SharedModules_jtool2_S_symbol.txt

o Y
m  2881: 0000000001aled20 D _OBJC_CLASS_$_ WAURLQueryItem
= 6994: 0000000001a018bO® D _OBJC_METACLASS_$_ WAURLQueryItem

(<] ,E\:EP
» D= pefined = BEX = BEX
m _0BJC_CLASS_ = 2ObjCHclasszt



m _OBJC_METACLASS_ = ;2ObjCHImeta class=75z
e SharedModules_nm.txt
o 25027: 0000000000b89a04 t -[WAURLQueryItem initWithName:value:]
m t= Text symbol, local (static) = ZANitidstaticBINATFS
» REFZ: -[WAURLQueryltem initWithName:value:]
o 92478: 0000000001aled20 S _OBJC_CLASS_$_WAURLQueryItem
= S= Section symbol, global = ZFAITHIFS, LLALObCAIZEWAURLQueryltem
o 101273: 000000000193b424 s _O0BJC_IVAR_$ WAURLQueryItem._name
m t= Text symbol, local (static) = ZANHtidstaticBINATTFS
= ObjCZEWAURLQueryltemfiivarZZ £ name
o 112635: 0000EEE001a018bO S _OBJIC_METACLASS_$_WAURLQueryItem
= S= Section symbol, global =ZEFWTHFS, LL4ZEObjCHIMetaClassitzE
WAURLQueryltem
e SharedModules_otool_oV.txt
o 444382: 000000000161afc8 Oxlaled20 _OBJC_CLASS_$ WAURLQueryItem
= 2HODbjCHYZE: WAURLQueryltem
e SharedModules_rabin2_E_exports.txt
o FEY
m  34622: 34618 0x0laled20 0Ox0laled20 GLOBAL FUNC O _OBJC_CLASS_$_WAURLQueryItem
m  38735: 38731 0x01a018b0 0x01a018b6 GLOBAL FUNC 0
_OBJC_METACLASS_$_WAURLQueryItem

o FE:
= HObjCRIE EZEWAURLQueryltem F1ObjCHITTRWAURLQueryltem, ES Hexport ({35!
2EA)
e SharedModules_rabin2_s_symbols.txt
o K

m  34622: 34618 0x0laled20 0x0laled20 GLOBAL FUNC @ _OBJC_CLASS_$_WAURLQueryItem
m  38735: 38731 0x01a018b0 0x01a018bO® GLOBAL FUNC ©
_OBJC_METACLASS_$_WAURLQueryItem
o R
= FHglobalZ2FHIZE: ObjCEBEM3E: WAURLQueryltemf s=symbolF 5
e SharedModules_rabin2_z_strings.txt

o 114696: 2074 0x01427163 0x01427163 14 15 12._ TEXT._ objc_classname ascii
WAURLQueryItem

= R WAURLQueryltemZ P TextT3 (Section) BJObjCAIZEE _ objc_classname
e SharedModules_strings.txt
o HEY
= 17522: B16@70@"WAURLQueryItem"8
m 112317: SaySol4WAURLQueryItemCG
m 114721: WAURLQueryItem
o R
» BEWAURLQueryltemiBXHIFRFEH (£R) MRBRZFAS
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SEAZH

o [Ef#IR] class-dumpS = ERIFipaflIkXERT

e [iEX] HAjtoolEFRZT ZHFER

o [CR] B#SHHTMaskBIZNSEE: MaskPro.dylib

o [iER] 85D HTMaskfITNZASEE: Mask.dylib

o [ER] BSHTESNENSEzzzzHeiBaoLib.dylib

o [iCR] Fradare2TEERISZ _#HHIER

o [iE&] Arabin2&E & HIEAwemeCore _#HIHEE

o [EfRR] Mac M2 MaxZ&EEH{E MAjtool2

o [MBHRA] Mac M2 Maxijtool2izfTERiR: killed

o [iC&] HstringsBE&dylibERESHNER S

o [iER] HREHNdylibX {fzzzzHeiBaolLib.dylibFF&F B RBIMEXAS

o [IER] AREZ dylibXX{Fzorro.dylibFhERFBMRBIMBEXAS

o [iEx] FCutterB&HHEIEAwemeCore HFIXEER

o [RERAR] iOSi¥m@WhatsApp: -[WARegistrationURLBuilder
verificationCodeRequestURLWithBaseURL:method:mcc:mnc:jailbroken:context:oldPhoneNumber:sil
entPushNotifRegCode:cellularStrength:]

o [Ef#R] i0Si¥EmWhatsApp: FHERWAURLQueryltemfITE X

o [ERR] nmigERIRAFTSEET, S, U, siIEX

o [BEfZR] iOSiEEWhatsApp: BESDHrWhatsApp — i

o [E3] MacH 2 hrAMIIdid: brewhkFliOSOpenDevhi

o [EfAR] BROSTHHINETR: Idid

o [iEX] SshelflRBSH T EELFMIsoFE X IR SFRBEERERND

o [iCR] @S ITERI ZiHEIHeiBao

o [RMRR] BEHITRSRBFRE: Aweme

o [RMRIR] BEDITRSREFRE: AwemeCore

o [EfZAR] i0Si¥[mE: mobileactivationd St Sk X437 $FSwift

o [ZR] iOSHEEBMANEE: mobileactivationd St L 304

o [Ef#R] Mac M2 MaxF13kERlechium/classdumpiosf —#lclassdumpc

o [EfBR] iOSi¥Mm: paradiseduo/dsdumpS:H Swiftsk XHEE R

o [EfRIR] iOSEM: SHAXMHEEILE: dsdump vs class-dump

o IOSH @A
o IOSHEFAL: iiFipa

e OS Internals: (newosxbook.com)

o |OSHEMEWIR - 7F5F's Blog (fuping.site)

e iOSi¥[@ZReveal. Hopper. MachOViewZsi¥ 6 T B E(FHA - f&F (jianshu.com)

e Mach-O Programming Topics Introduction

o |OSH @R - iFF's Blog (fuping.site)

e iOSi¥[@ZReveal. Hopper. MachOViewZi¥[a T ML E(FA - f&$ (jianshu.com)

o poboke/Class-Decompile: Class Decompile is a python script for Hopper Disassembler. This script
can export pseudo code of the classes. (github.com)


http://book.crifan.org/books/ios_reverse_dev/website
https://book.crifan.org/books/ios_re_crack_shell_ipa/website/
http://newosxbook.com/index.php?page=Appendix
https://fuping.site/2020/12/16/IOS-APP-tomatodo-Cracked/
https://www.jianshu.com/p/cd360114bbf5
https://developer.apple.com/library/archive/documentation/DeveloperTools/Conceptual/MachOTopics/0-Introduction/introduction.html
https://fuping.site/2020/12/16/IOS-APP-tomatodo-Cracked/
https://www.jianshu.com/p/cd360114bbf5
https://github.com/poboke/Class-Decompile

¢

=5K

[OSG] jtool - Taking the O out of otool(1)-I0SZE-E Fitin-ZE 1 X| L £ 1REE|bbs.pediy.com
e JTool2 - Taking the O out of otool - squared (newosxbook.com)

¢ Program Sections - The Official Radare2 Book

e Strings - The Official Radare2 Book

o Libraries - The Official Radare2 Book

e Symbols - The Official Radare2 Book

e Exports - The Official Radare2 Book

e Imports - The Official Radare2 Book

e Entrypoint - The Official Radare2 Book

¢ File Identification - The Official Radare2 Book

e Rabin2 - The Official Radare2 Book

¢ Introduction - The Official Radare2 Book

e git.saurik.com Git - Idid.git/summary

¢ xerub/Idid: Unofficial fork from saurik git repository git://git.saurik.com/Idid.git (github.com)
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