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iOSi

o HIfZ
o i0S: EMNk
v MREEIAERSE cydia / Sileo HEEIERE
o #53SSL pinningtl TR
o Ihft=tweak=#ENRIEH A
» RIFANE: NyaMisty/ssl-kill-switch3
= RepojRithilt
= https://repo.misty.moe/apt/
» ESEE
= https://github.com/NyaMisty/ssl-kill-switch3
= https://github.com/NyaMisty/ssl-kill-switch3/releases
s v1.5.1
= rootfull
= moe.misty.sslkillswitch3_1.5.1+rootful_iphoneos-arm.deb
= roothide
= moe.misty.sslkillswitch3_1.5.1+roothide_iphoneos-arm64e.deb
= rootless
= moe.misty.sslkillswitch3_1.5.1+rootless_iphoneos-arm64.deb
» IR RREEARZEER
= %8B -> SSL Kill Switch 3 ->%JiA=F5: Disable Certificate validation


https://repo.misty.moe/apt/
https://github.com/NyaMisty/ssl-kill-switch3
https://github.com/NyaMisty/ssl-kill-switch3/releases
https://github.com/NyaMisty/ssl-kill-switch3/releases/tag/v1.5.1
https://github.com/NyaMisty/ssl-kill-switch3/releases/download/v1.5.1/moe.misty.sslkillswitch3_1.5.1+rootful_iphoneos-arm.deb
https://github.com/NyaMisty/ssl-kill-switch3/releases/download/v1.5.1/moe.misty.sslkillswitch3_1.5.1+roothide_iphoneos-arm64e.deb
https://github.com/NyaMisty/ssl-kill-switch3/releases/download/v1.5.1/moe.misty.sslkillswitch3_1.5.1+rootless_iphoneos-arm64.deb

EBE D F49:35 71% [ )

iRB SSL Kill Switch 3

Disable Certificate Validation | M}
Excluded BundlelDs:
Log Level Verbose

SSL Kill Switch 3

o HEIFE

= rootfull



It SIM | = 3¢ E10:08 () #

{B&E EL i31E37
SSL Kill Switch 3
1.5.1+rootful 196 kB
(5) s min >

B ez Naviyaryamisymos AmDet >

Blackbox tool to disable SSL certificate validation -
including certificate pinning - within iOS and OS X

Apps.
BRERHEE

) 1 1.5.1+rootful
O xtrzams >

moe.misty.sslkillswitch3

- HE

S 09 © Q
Ly e TE =

- Cydia
= WR
= WhatsAppHihttpsiEK ] LAEFIBAX
= https://v.whatsapp.net


https://v.whatsapp.net

Charles 4.6.3b2

2 w 0

Duration

[
e whatsapp.net
V.whatsapp.net Iv2Ireg_onboard_abprop?ce=18in=21665500008rc=0

2256:58  645ms 2,13 KBComplete

Focused ([iSatings

Gatentsl) Summary  Chart
method: GET
scheme: https
path: [v2]reg_onboard_abprop?co=18in=21555500008r
authority: v.whatsapp.net
coept: */*
content-type: application/x-www-form-urlencoded
user-agent: WhatsApp/2.23.21.72 i0S/13.3.1 DevicefiPhone_7
accept-language: en-us

oding: azip, deflate, br
Querystring _ (ARAW

cript JsoN [ JSONText

n ISR —

» ApplefIfERIER AT AERIAAX

= https://gateway.icloud.com.cn

Charles 4.6.3b2 - Session 7 *

0O &2 w O 7
structure  (S8qUeAGe!

Code  Method  Host

200 GET aptive.apple.com

Duration Status
380ms

200 664 m:

200 823 m:

200 fenyzone/sync

200 sefapi/client/zone/sync.

40 static/protobuf/CloudDB/CloudDBClient.de

711 bytesComplete
18.17 KB Complete

400 static/protobuf/CloudDB/CloudDBClient

CONNECT superman.host
CONNECT superman.

CONNECT superman.host

GET jateway.icloud.com.cn fent.desc
y.icloud.com.cn 2:54:56

Contentsl) summary Chart  Notes
10 exception retrieving the descriptor file from 'https://gateway.icloud.com.cn:443static/protobuf/CloudDB/CloudDBClient.desc': Unexpected response code '400" received from:
/gateway.icloud.com.cn:443/static/protobuf/CloudDB/CloudDBClient. desc

Settings

on.apple. reminders’
on.apple. reninders’

0BAATED-714D-4ADD-9315-1467FISEG1D)

protobuf [ ProtobufText | Raw

server: AppleHttpServer/68d60a120c6d
date: Fri, 20 Oct 2023 14:64:27 GMT

content-type: application/x-protobuf
stance: ckdatabaseservice:1069972684:prod-p212-ckdatabaseservice-100percent-719c9d6785-rzc9b:8080:23268351:4b2cd282d3091e91a14ad04169ec48a3bCd06657

strict-transport-security: max-age=31536000; includeSubDomains;
x-apple-xrail

x-apple-user-partition: 212
via: xraiticloud-xrail-group234-ext-{79958dbe-hwibk:8301:23R446:9rp234, ef6{95d862fbe66114387649ef 7ce198:41388ebaBA0bablef81e770ffdc17963:xactu2

x-apple-request-uuid: 08298653-0862-438A-A76D-0CTF61607E24
access-control-expose-headers: X-Apple-Request-UUID, Via
x-apple-edge-response-time: 56

c+
$2228763A-E738-4795-9544-78471C154DA8 £ "V
B ™ ou

Headers  Text Hex  Compressed Protobuf Text RN

B G mmpm—r

s ERXRE: evilpenguin/SSLBypass
= TEpthit
= https://github.com/evilpenguin/SSLBypass
= https://github.com/evilpenguin/SSLBypass/blob/main/packages/com.evilpengui

n.sslbypass_1.0-5%2Bdebug_iphoneos-arm.deb
o HEHAIFIS


https://gateway.icloud.com.cn
https://github.com/evilpenguin/SSLBypass
https://github.com/evilpenguin/SSLBypass/blob/main/packages/com.evilpenguin.sslbypass_1.0-5%2Bdebug_iphoneos-arm.deb

i0S

No SIM @ 3! 3:31PM (27 )]
{ Installed Details Remove
SSLBypass
1 .0—5+debug 220 kB
@ Change Package Settings >
] Author EvilPenguin 3

SSLBypass will bypass SSL pinning from iOS 8 - 14

INSTALLED PACKAGE

(5] version 1.0-5+debug
.| Filesystem Content >
com.evilpenguin.sslbypass
- Tweaks
-® 100 @
w 09 09 @ Q
- Cydia Sources Changes Installed Search

= BXE' nabla-c0d3/ssl-kill-switch2
= TEpthit
= https://github.com/nabla-c0d3/ssl-kill-switch2

31


https://github.com/nabla-c0d3/ssl-kill-switch2

i0S

= https://github.com/nabla-c0d3/ssl-kill-switch2/releases
» https://github.com/nabla-c0d3/ssl-kill-
switch2/releases/download/0.14/com.nablac0d3.sslkillswitch2_0.14.deb

. S

32


https://github.com/nabla-c0d3/ssl-kill-switch2/releases
https://github.com/nabla-c0d3/ssl-kill-switch2/releases/download/0.14/com.nablac0d3.sslkillswitch2_0.14.deb

No SIM = 2:57 PM @@

{ Installed Details Remove

SSL Kill Switch 2

0.1 4—3+debug 84 kB
@ Change Package Settings >
@ Author Alban Diquet »

Blackbox tool to disable SSL certificate validation -
including certificate pinning - within iOS and OS X
Apps.

INSTALLED PACKAGE

(7] version 0.14-3+debug

Filesystem Content >

com.nablac0d3.sslkillswitch2

- Tweaks
A _ e N
I'II/\'\“. | I \ __// - _-\
- Cydia Sources Changes Installed Search

] fi
s |HARZS: iOS SSL Kill Switch
= HAh


https://github.com/iSECPartners/ios-ssl-kill-switch

= SSL Kill Switch 2 (i0OS 13)
o Frida HJjs
» SRR
» Frida CodeShare Project: iOS SSL Bypass

crifan.org, {EFE ®4.0EFR(CC BY 4.0)1Y&%n all right reserved, powered by Gitbook & /5 & #i:
2025-06-02 10:35:18


https://julioverne.github.io/
https://codeshare.frida.re/@lichao890427/ios-ssl-bypass/
https://creativecommons.org/licenses/by/4.0/deed.zh
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SSL Kill Switch

LSRR ST hRA:

e SSL Kill Switch 2
e ssl-kill-switch3

me sl

SSL Kill Switch 2 (i0S 13)

Applelk S
ZMik, Applelks & ZiTFEHAIhttpsIEK:

o FRTHUSTARY, $5EM:
o https://gsa.apple.com
o 24 HMEEN (BEFHKSHEMNtpsiEK) , SAUUIMEBH, EERIIAXHN
o tbun:
= https://setup.icloud.com
= https://bag.itunes.apple.com

B R:

o F
o iPhone8: ios 15.1 . palerain HY rootful #EHR
o SileoR LK
o julioverne HY SSL Kill Switch 2 (i0S 13)
» SEhiE: https://julioverne.github.io


https://gsa.apple.com
https://setup.icloud.com
https://bag.itunes.apple.com
https://julioverne.github.io

EGEES

Sileo - ¥4LE : (5

R0 TERER
ML MBS SR PR EIRD URL :

https://julioverne.github.io/

il 1 TERER

FonFA

BXH

» FHRREMR

37



s

= com.julioverne.sslkillswitch2 (0.14c)

FTSIME = : 100% (4 )

. SSLKill Switch 2
lrhl (i0S 13)

julioverne, Alban Diquet

1#15 EFEE

Blackbox tool to disable SSL certificate
validation and pinning

BRI

julioverne's Repo >
EREMRAEE

hRZS 0.14c
ERPHEARE >

com.julioverne.sslkillswitch2 (0.14c)

* 84 @ B Q

. ] R LS
» BREXMG

38



LSIME = T4 3:17 100% [42)

< R EREIXHF
v |
v Library/
v MobileSubstrate/

v DynamicLibraries/
SSLKillSwitch2.dylib
SSLKillSwitch2.plist

v PreferencelLoader/

v Preferences/

SSLKillSwitch.png

SSLKillSwitch_prefs.plist

*@@ B Q

a5 R e %R
httpsH B AR :

o BENMEIBANHY
o https://bag.itunes.apple.com/bag.xml


https://bag.itunes.apple.com/bag.xml

eve Charles 4.6.3b2 - Session1*

¥ - s e s C v y u
Structure
Code Method Host Path Start Duration Size Status Info
200 POST sp1.baidu.com [5b1ZeD: _ajwebb.gif?pid=4_1 i 19099461417...  15:22:51 20 ms 1.45 KBComplete
|_14581id=109819099461417...  15:22:51 63ms  28.37 KBComplete

200  POST sp1.baidu.com [5b1ZeDe5KgQFM2e881uM_ajwebb.gif?pid:
0200  POST mbd.baidu.com i 15:22:51 75ms  29.36 KBComplete
200 CONNECT captive.apple.com 15:22:54 1.09s  36.42KBComplete
28.20 KBComplete

Filter: Focused  Settings
overview [ETIEIM Summary Chart  Notes
:method GET
:scheme https
:path Jb: 15, 1 143441-19,29

:authority bag.itunes.apple.com
cookie xp_ci=323bx9ZF29Mcz5ES29DAZIBXbwluh
accept */*
x-apple-store-front 143441-19,29
li i com.apple.
x-apple-tz 28800
if-modified-since Tue, 04 Jul 2023 03:33:32 GMT
com.apple. i05/15.0 i 1 hwp/t8015 build/19A346 (6; dt:157) AMS/1
accept-language zh-Hans-CN

Headers Query String Cookies Raw

:status 304
date Tue, 04 Jul 2023 07:23:05 GMT
le-jingl| I key RN, U47TWUIM
x-apple-request-uuid 8b53f04a-fbc5-485e-bf83-3a034e7ed443
b3

x-b3-spanid 1dbbf438f466af9
apple-seq 0.0
apple-tk false

| beacers I

] GET https://bag it . ,29

o https://setup.icloud.com/setup/qulify/session

eoe Charles 4.6.3b2 - Session 1+
¥ ¢ .. @& e # C v X @
structure ([IEXTET
Code Method Host Path Start Duration Size Status Info
4200 POST  spl.baidu.com /5b1ZeDe5KgQFM2e88IuM_ajwebb.gif?pid=4_145&1id=109819099461417...  15:22:51 20ms  1.45KBComplete
« 200 POST sp1.baidu.com 5b1ZeDe5Kg I_a/webb.gif?pid=4_ i 19099461417...  15:22:51 63ms  28.37 KBComplete
0200  POST  mbd.baidu.com i i Y id.. 15:22:51 75ms  29.36 KBComplete
200 CONNECT captive.apple.com 15:22:54 1.09s 36.42KBComplete
= 304 GET bag.itunes.apple.com Jbag. i i i i ion=15.0&prod... 15:23:05  133ms  28.20 KBComplete
200 GET [setup/qualify/cert?ver :24:03 419ms  47.02 KBComplete
M 200  GET [setup/qu 251 ms 26 KBComplete
Filt Focused  Settings
overview [ZIIETTM) Summary Chart  Notes
GET /setup/qualify/session HTTP/1.1
Host setup.icloud.com
X-Apple-I-Client-Time 2023-07-04T07:24:03Z
X-MMe-Client-Info <iPhone10,1> <iPhone 0S;15.0;19A346> m. 1.0 ( pple 1109.1)>
X-Apple-1-MD-M uuJ2boSsQdAdywxQLACVLXHVFNGRITQ7y 0332GHuL UYLNZVII
X-Apple-I-TimeZone GMT+8
X-MMe-Nas-Session AQhLLJFIHZt90GQLK9XTOBIUCQrjtQkIUo3Y7DIURKkHFa+YmaQdsajtPuJ8cNCY8/1C LQLGGFpxixJvgdWJLHIb SZFb: \Juljil+OrRxiBfLIEL OpL; ) TuhozZM...
X-Apple-1-MD-RINFO 50660608
X-Apple-l-Locale zh_CN
User-Agent %E8%AE%BE%E7%BD%AE/1109.1 CFNetwork/1312 Darwin/21.0.0
Connection keep-alive
| Heacers UM
<
"success' true,
“session-info": "AgyzaxbnjwwXMmwmy2j IM4BAAABAr6KTGHGU2Vc44ASkugBL+KPkpCkWVCPerSzd rDwus IxdAT6Nd0s2g7qqDBCRQ7QBLAVUN] FNKXDK/ANSYIFVyQE IpGrft LhF1J0waS8xT13hHpko8KUKA]ABAXPOIWREC
¥

Headers  Text Hex JavaScript ~ JSON WMCORfS48y Raw
[} GET https://setup.icloud.com/setup/qualify/session

FEIER

o https://gsa.apple.com


https://setup.icloud.com/setup/qulify/session
https://gsa.apple.com

e0e Charles 4.6.3b2 - Session1*

start
15:22:51

Y © . & e F C v
structure ([IEZTET
Code Method Host Path
. 200 POST sp1.baidu.com [5b1ZeD: I_ bb. gif?pid=4_" i 19099461417....

L0200 POST sp1.baidu.com /5b1ZeDe5KgQFm2e881uM_ajwebb.gif?pid=4_14581id=109819099461417...

200 POST  mbd.baidu.com
200 CONNECT captive.apple.com
= 304 GET bag.itunes.apple.com b 15.0&prod...
200 GET setup.icloud.com [setup/qualify/cert?ver=P1.36.0
Jsetupjqualify/session

200 CONNECT gsa.apple.com
B8 200 CONNECT safebrowsing.urlsec.qq.com

Filter:

Proxy-Connection keep-alive

15:22:51
15:22:51
15:22:54

15:

Duration
20 ms
63ms
75ms
1.09s

133 ms
419 ms
251 ms

03s

size status
1.45KBComplete
28.37 KBComplete
29.36 KBComplete
36.42KBComplete
28.20 KBComplete.
47.02KBComplete
26 KBComplete
20.09 KBComplete
26.10 KBFailed

| eacers TS

| tieaders JCEY

Focused  Settings
overview [TICNTM Summary Chart  Notes
CONNECT gsa.apple.com:443 HTTP/1.1
Host gsa.apple.com
Connection keep-alive
HTTP/1.1 200 Connection established

[} GET https://setup.icloud.com/setup/qualify/session

https://gsa.apple.com

CONNECT
gsa.apple.com

Tue Jul 04 124:43 CST

Complete

crifan.org, {£FAE24.0EFR(CC BY 4.0)i11%&%n all right reserved, powered by Gitbookax 5 E#:

2025-06-02 10:36:13
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o 1EMapp, WERII T BN RINEERIRAFER
o MARR: FEESKE, applIEINIELD, HEIXESRE, T MINERINIE
w OF: KX TapplU¥ @R, FN0
= Androidi¥ @ &
w IOSHEEFA A
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AndroidhR

AndroidhR=% S, WTHEIMEM T IRE, SEHMKRE:

o HEREFWIFINAE, BXRVERE, SR REHR. Y5EME, BREESER

o



1608 4 T P L 9/
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o mitmdumpZFME T EMERTIREE:

Client TLS handshake failed

107:30.334 .1.20:40974
.245,248:443
107:30.381 .1.20:40974
not trust the proxy
SL routines Uy
107:30.381 .1.20:40974
107:30.381 .1.20:40974
.245,248:443
107:33.674 .1.20:40984
107:33.693 .1.20:40984
18c20:aa51:2e:3::3de :443
107:33.734 .1.20:40984
not trust the proxy
SSL routines 0.
107:42.408 .1.20:37932
20:5223:104:3::3fd | :443
107:44.161 .1.20:37946
107:44.,195 .1.20:37946
0:9c73:103:3::9 :443
107:44.321 .1.20:37946
not trust the proxy
tines 0o
107:44.324 .1.20:37946
107:44.326 .1.20:37946
8c20:9c73:103:3::9:443
107:44.378 .1.20:37962
107:44.403 .1.20:37962
0:9c73:103:3::8 :443
107:44.451 .1.20:37962

not trust the proxy
tines 0o

server

Client

client

server

client
server

Client

server

client
server

Client

client

server

client
server

Client

connect polaris.zijieapi.com:443

TLS handshake failed. The client does
]

disconnect
disconnect polaris.zijieapi.com:443

connect
connect api3-normal-c.amemv.com:443

TLS handshake failed. The client does

disconnect i.snssdk.com:443 18¢
connect
connect log.snssdk.com:443 18c2

TLS handshake failed. The client does

SSL rou
disconnect
disconnect log.snssdk.com:443
connect
connect log.snssdk.com:443 18c2

TLS handshake faililed. The client does
SSL rou



107:44.453 .1.20:87962 client disconnect

107:44.454 .1,20:37962 server disconnect log.snssdk.com:443
8c20:9c73:103:3::8 :443

107:47.872 .1.20:41272 client connect

107:47.382 .1.20:41272  server connect i.snssdk.com:443 18c20:
5223:104:3::3fe :443

107:147.412 1.20:41272 Client TLS handshake failed. The client does

not trust the proxy SSL routi

nes y

107:147.413 .1.20:41272 | client disconnect

107:47.413 1.20:41272  server disconnect i.snssdk.com:443 18¢C
20:5223:104:3::3fe | :443

‘ —

FEZRNRI—TFE:

BABII—TMEE (GoogleFF &) :

Cronet

MEIAR RV httpsil €, MRESIREI, FIMEhooktFER—LRE, MMSLH, SIMERRE, =

MAIEE (https) #ME,

ML G & S hRFHZ RN EPRHIAY:

° *Z \IL:\EX E}E_ﬁp

o hookX % ssL_CTX_set_custom_verify , {FESE{ mode M 1 IXH o
= BHY: SCIZBESSLIMNIGIUE, M sSiFhttpsilel

A EAEHME=TT, B2M:

e hook{{RBEI S

o FAFridatkZlFHZF<hookE % SSL_CTX_set_custom_verify , {FEZ%{ mode M 1 BH o

o EHBMsoENLI
o BAM_ERLTEE
(G5

TEFREERE:

K EZET libsscronet.so ,

PRAA ARAZEUtEso e XX, HEHRIEIZENX

crifan.org, {EFE #4.0EFR(CC BY 4.0)1Y&%n all right reserved, powered by Gitbook&x /5 E#:

2025-06-02 11:44:40


https://creativecommons.org/licenses/by/4.0/deed.zh

FridaZzhookftiBEy A X

Fridafghook{ChS =K £ :

e hookNative_SSL_CTX_set_custom_verify

origFuncPtr_verify  Module

console origFuncPtr_verify
// https://commondatastorage.googleapis.com/chromium-boringssl-docs/ssl.h.html#SSL_VE
RIFY_NONE
// OPENSSL_EXPORT void SSL_CTX_set_custom_verify(SSL_CTX *ctx, int mode, enum ssl_ver
ify_result_t (*callback)(SSL *ssl, uint8_t *out_alert));
func_verify origFuncPtr_verify

console func_verify
newFuncPtr_verify
ctx, mode, callback
console ctx mode
callback
// #define SSL_VERIFY_NONE Ox00
// #define SSL_VERIFY_PEER 0x01
// #define SSL_VERIFY_FAIL_IF_NO_PEER_CERT 0x02
// #define SSL_VERIFY_PEER_IF_NO_OBC 0x04

ctx callback
// return func_verify(ctx, mode, callback)

console newFuncPtr_verify

Interceptor origFuncPtr_verify.  newFuncPtr_verify
libraryName

console libraryName

// let libsscronet_so_name = "libsscronet.so"
// console.log("libsscronet_so_name=" + libsscronet_so_name)
// FridaAndroidUtil.waitForLibLoading(libsscronet_so_name, afterLibLoaded_libsscronet)

FridaAndroidutil afterLiblLoaded_libsscronet



Java available
console

console
console Java androidversion

Java

console

hookAndroid
| S—
EPSAMEE

// Frida pointer to C string
CurpPtr
curcstr  curPtr
// console.log("curCStr=" + curCStr)

curcstr
libraryName, callback_afterLiblLoaded
console libraryName callback_
afterLibLoaded
android_dlopen_ext Module
console android_dlopen_ext

android_dlopen_ext

Interceptor android_dlopen_ext
args
// android_dlopen_ext(const char *_Nullable _ _filename, int __flags, const andr
oid_dlextinfo *_Nullable __info)

// console.log("args=" + args)
filenamePtr args
libFullPath  Fridautil filenamePtr



// console.log("libFullPath=" + libFullPath)

// var flags = args[1]

// var info = args[2]

// console.log("android_dlopen_ext: [+] libFullPath=" + libFullPath + ", flags=
" + flags + ", info=" + info)

// if(libraryName === libFullPath){
libFullPath libraryName
console libraryName
isLibLoaded
isLibLoaded
libraryName
isLibLoaded
libName, callback_afterLibLoaded
console libName
FridaAndroidutil libName, callback_afterLibLoaded

B ( FridaAndroidutil %) T HEZEXECHE, 1F0:

https://github.com/crifan/JsFridaUtil/blob/main/frida/FridaAndroidUtil.js

hook# AR :

-------------------- Begin HOOK ========cccuucnnanan

+++ Loaded lib libsscronet.so
libsscronet.so

0x79d2692fb0
0x79d2692fb0O

0x7d4616e0b8
SSL_CTX_set_custom_verify calling: 0x7b8c2b2f78, 0x79d13ce5b8
SSL_CTX_set_custom_verify calling: 0x7b8c2e5bf8, 0x78ech1d038
SSL_CTX_set_custom_verify calling: 0x7b8c30b718, 0x78ech1d038
SSL_CTX_set_custom_verify calling: 0x7b8c307ed8, 0x78ech1d038
SSL_CTX_set_custom_verify calling: 0x7b8c2fes8ds, 0x78ech1d038
SSL_CTX_set_custom_verify calling: 0x7b8c307258, 0x78ech1d038
SSL_CTX_set_custom_verify calling: 0x7b8c321838, 0x78ech1d038
SSL_CTX_set_custom_verify calling: 0x7b8c25ec98, 0x78ech1d038
SSL_CTX_set_custom_verify calling: 0x7b8c3036T8, 0x78ech1d038
SSL_CTX_set_custom_verify calling: 0x7b8c2ceb3s, 0x78ech1d038
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Fpatch =B i &:

& XA

IR RIMELAIIR |

libsscronet.sofidsoFE 3 {4

2 MEEL sSL_cTX_set_custom_verify BYIEFRIHESS :

EITIDA, RILAFREIEEL ssL_cTX_set_custom_verify BYSLRR IR RIZHhLE

OX52EF30

eoe IDA - lib: t " i oL
S H e o B Hme & 3 A DO bt F# @ X > OO Nodebugger 8 % &
: L || | | |________'B§}y ]
Library function [ll Regular function [l Instruction Data Unexplored External symbol [l Lumina function
(7] Functions. ® o o & IDA View x @ Hex View-1 x @ Structures x [ Enums. X Imports x @ Exports
000000000052EF 14 NoP
Function name 000000000052EF18 ; (00000010 BYTES: COLLAPSED FUNCTION SSL_CTX_set_reverify_on_resume. PRESS CTRL-NUMPAD+ TO EXPAND]
71 Suo_iwur za ] t:000000000052EF28 ALTGN 0x10
(7] sub_1DOF50 R
(7] sub_1DOF8C SROVTINE
(7] sub_1DOFBC ; Attributes: thunk
7] sub_1DOFFO .plt:000000000052EF30
cub_1D1064 ~plt:000000000052EF30 |SSL_CTX_set_custon_verify 5 CODE XREF: sub_378DF4+8Ctp
3 ; b 4seCaCianiy
(7] sub_1D1090 ADRP X16, #0ff_54F320@PA
sub_1D10B8 LOR e e
sub_1D10E4 A0D a6, X16, ' #of {_54F3208PAGEOFF
e e BR
[7] sub_1D141C ; End of function SSLLCTK.Set_custonLVerify
sub_1D1458 +p11:000000000052EF3C
sub_1D1464 ;
Sk AD14ES ~plt:000000000052EF 40 nop
sub_1D1588 ; (00000010 BYTES (DLLAPSED FUNCTION SSL_CTX_set_session_cache_mode. PRESS CTRL-NUMPAD+ TO EXPAND]
sub_ID15E4
Sub_1D165C .p\ 000000000052EF 0 ; (60060010 BYTES: COLLAPSED FUNCTION SSL_CTX_sess_set_new_cb. PRESS CTRL-NMPADS TO EXPAND]
5ub_101698 {PLt:0000000000526F70 nop
sub_1D171C
sub_ID17E4 ; 00000010 awss cumpszn FUNCTION SSL_CTX_set_timeout. PRESS CTRL-NUMPAD+ TO EXPAND]
b otasc 10080001 BYTESS COLUAPSD FUNCTION S1_CTIC s _ease_enable. PRES CTRLAWNPADS T EXOA
sub_1D1898 : NoP
sub_1D18CC NOP
S vibioeo ; 00000010 BYTES: COLLAPSED FUNCTION SSL_CTX_set@_buffer_pool. PRESS CTRL-NUMPAD+ TO EXPAND]
- x
sub_1D19D4 ; (00000010 BYTES: COLLAPSED FUNCTION SSL_CTX_set_msg_callback. PRESS CTRL-NUMPAD+ TO EXPAND]
sub_ID19EC i
7] sub_1D1A88 o
sub_1D1AAD ek ; (00000010 svTEs (ULLAPSED FUNCTION SSL_CTX_free. PRESS CTRL-NUMPAD+ TO EXPAND]
sub_ID1BFO
sub_IDICFC .p\( ewaoaoaaoaszzfra ;100000010 BYTESS  COLLAPSED FUNCTION SSL_set_ex_data. PRESS CTRL-NUMPAD+ TO EXPAND]
sub_1D1D68 .pn:aaaoaaaaaaszraaa ! NOP
sub_ID1E38 NOP
7] sub_1D1ESS ; 00000010 BYTES: COLLAPSED FUNCTION SSL_CIPHER_get_auth_nid. PRESS CTRL-NUMPAD+ TO EXPAND]
ALIGN 0x:
= z::—:g:::g L [p1t:000000000052F020 ; (00000010 BYTES: COLLAPSED FUNCTION SSL_get_ex_data. PRESS CTRL-NUMPADS TO EXPAND]
1 - i
a0l ~plt:000000000052F030 Nop
Line 491 of 20932 0052EF30 000000000052EF30: SSL_CTX_set_custom_verify (Synchronized with Hex View-1)

Output

52A718: skipped unknown metadata key 11
unknown metadata key 11
unknown metadata key 11
unknown metadata key 11
unknown metadata key 11

8¢
3

y 11
na: applie adata to 754 functions.
The initial autoanatysis has been finished.

Python
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AUz idle  Down Disk: 5568
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->

it

-pLT1:00V0000000VO52EF30
.plt:000000000052EF30

.plt:000000000052EF30@ SSL_CTX_set_custom_verify

.plt:000000000052EF30
.plt:000000000052EF30
.plt:000000000052EF34
.plt:000000000052EF38
.plt:000000000052EF3C
.plt:000000000052EF3C
_nlt+:000000000A52FFC

; Attributes: thunk

; CODE XREF: sub_378DF4+8Ctp
sub_49BC2C+281tp

ADRP X16, #off_54F320@PAGE
LDR X17, [X16,#off_54F320@PAGEOFF]
ADD X16, X16, #off 54F320@PAGEOFF

X17
; End of function SSL_CTX set_custom_verify

xrefs to SSL_CTX_set_custom_verify

“ Direction Tyg Address Text
.
MEES Up p  sub_378DF4+8C BL SSL_CTX_set_custom_verify To B
. Up p sub_49BC2C+28 BL SSL_CTX_set_custom_verify NDI
]
L]
] .
, Line1of2
2 XPANL
Help Search Cancel
- puLs JDLLCTRAYU nur
.plt:000000000052EFA4 NOP
sub_378DF4 + 8C
o .text:0000000000378E7C MOV W1, #1
sub_49BC2C + 28
o .text:000000000049BC48 MOV W1, #1
opcode FERA:
sub_378DF4
o .text:0000000000378E7C 21 00 80 52 MOV W1, #1
@ ida6a File Edit Jump Search View Debugger Lumina Options Windows Help I Y (Y bp S v B8 v =
peoe [y Copy i64 (i 50) /L x i i i is/IDA/li .50.i64
@R e, Seonslecin YLy @@ Q el o F i X b DO Noubuge @@
~  Selectall
N seecticencrier <~ [ N | I
. . Undo General... E: N . .
Library functio struction Data Unexplored External symbol [l Lumina function
7 Functions - KB X [@  Hex View-1 x [ Structures x @ Enums X Imports 5
| Exportdate text:0000000000378E6C 2B DB 06 94 BL SSL_CTX_set_reverify_on_resume
unction name text:0000000000378E70 80 02 40 F9 LDR Xe,” [x201
i text:0000000000378E74 1F 20 03 D5 NOP
%_!mp_zzL_CITX o Code text:0000000000378E78 02 BA FF 10 ADR X2, sub_378588
£] _imp_SSL_aler: ok Data text:0000000000378E7C 21 00 80 52 MoV W1, #1
7] _imp_ssL_sett = text:0000000000378E80 2C D8 06 94 BL SSL_CTX_set_custom_verify
7] _imp_ssL_cTx A Structvar.. text:0000000000378E84 80 02 40 F9 LDR Xe,” [x201
o i text:0000000000378E88 21 60 80 52 MoV W1, #09x301
7] _imp_SSL_get_ ¥ strings v text:0000000000378E8C 2F D8 06 94 BL SSL_CTX_set_session_cache_mode
7] _imp_SSL_set_ & Array... text:0000000000378E90 80 02 40 F9 LDR Xe,” [x20]
7] _imp_SSL_set. 3¢ {jndefine text:0000000000378E94 1F 20 03 D5 NOP
7] _imp_ssL_getl text:0000000000378E98 81 12 00 10 ADR X1, sub_3790E8
i ;[ Rename text:0000000000378E9C 31 D8 06 94 BL SSL_CTX_sess_set_new_cb
fa} —imp_SSL_earl text:0000000000378EA0 80 02 40 FO LDR xe,  [x20]
] imp_SSL_proc ¢ oand type 5 text:0000000000378EAG 01 C2 81 52 MoV W1, #0XE10
7] _imp_SSL_rese text:0000000000378EA8 34 D8 06 94 BL SSL_CTX_set_timeout
7] Zimp_SSL_proy Comments > text:0000000000378EAC 80 02 40 F9 LDR xe,” [x201
— TP . 5 text:0000000000378EBO 21 00 80 52 MoV Wi, #1
7] _imp_SSL_is_s Segments text:0000000000378EB4 37 D8 06 94 BL SSL_CTX_set_grease_enabled
7] __imp_ERR_prin  Structs > text:0000000000378EB8 95 02 40 F9 LDR X21, [X20]
i i N -text:0000000000378EBC 85 4A FE 97 BL sub_30B8D0
g—::s-zztj;f Functions > +20+ 0nnananaanz7aECa F1 03 00 AA Wov X1, %0
7] _imp_EVP_get| atch program Change byt 8 D8 06 94 BL SSL_CTX_seto_buffer_pool
7] _imp_SSL_CIP Other > Change word... 0 02 40 F9 LDR X0, [x20]
5 c F 20 03 D5 NOP
E_[mp_SSL._CIP} Plugins >  Assemble... B i o X1, sub_3792C0
] _imp_pow [7] Patched bytes AP A DB 06 94 BL SSL_CTX_set_msg_callback
7] __imp_log f " 10 02 40 F9 LDR X0, [x20]
3 Apply patches to input file... E¥oi 00 of =3 SitaoceTa
B 7] _imp_exp2 - =
= , .text:NAARANANAAITRFF4 FA 03 13 AA MoV X0. X19
sub_49BC2C

o .text:000000000049BC48 21 00 80 52 MOV Wi,

#1



IDA - libsscronet.so.i64 (libsscronet.so) [Users/crif: r It i soLibs/lib i lysis/IDA/lib: .50.i64

By g & & 3 A @& Q ok gh @8 . #F @ X :p @ O Nodebugger S % A B
[ A L | .
4
tegular function . Instruction Data Unexplored External symbol . Lumina function
iew- X lex View- X tructures x [E nums X &g mports X
® 00 El DA View-A [E]  Hex View-1 B s | E I
.text:000000000049BC38 FD 03 00 91 MoV X29, SP
.text:000000000049BC3C F3 03 00 2A MoV w19, wo
ie¥method .text:000000000049BC40 06 01 00 94 BL sub_49C058
s | .text:000000000049BC44 82 05 00 FO ADRP X2, #off_54E428@PAGE
string_long . text:000000000049BC48 21 00 80 52 MoV Wi, #1
i_list .text:000000000049BC4C F4 03 00 AA MoV X20, X0
ssion_psk_dhe_{ .text:000000000049BC50 42 14 42 F9 LDR X2, [X2,#0ff_54E428@PAGEOFF]
i S M AanaananAsnnars nn ss an ns = AR T erify
X [ ] o Patch Bytes
e_legacy_codeps
insport_params Address 0x49BC48 _on_resume
L CIELCE File offset 0x49BC48
ile offse X
iccepted cache_mode
c_post_handsha Original value 2100 80 52 F4 03 00 AA 4214 42 F9 B7 4C 02 94
data_reject
> data Values 0100 80 52 F4 03 00 AA 42 14 42 F9 B7 4C 02 94 (~] A
_fp
andshake_flight_ Help cancel (D ta_enabled
ita_reason = . S _<10]
ynid .text:000000000049BC94 FD 7B C2 A8 X29, X30, [SP+var_so0l,#0x20

B prf_nid .text:000000000049BC98 BF 23 03 D5 I/;B:IASP
RIE Z AIAIhook B B8, ME:

1LfE3B48 sSL_CTX_set_custom_verify BOBEH mode SEAYEM 1 XN 0 , T mode SEE, 2R
F7E w1 fY, FRARIR S

12 wa BYE(MZEIR 1 )59 o
DAIEBN:

e sub_378DF4
o .text:0000000000378E7C 01 00 80 52 MOV W1, #0

"ece IDA - i i64 (ii )L i T i soLibs/l i i i i6a 3
BE e 9 8 B 3 ACEQ of el F#F w X > @ O Nodebugger 0 %@
< >
s I S| || I )
Library function [l Regular function lll Instruction Data Unexplored External symbol | Lumina function
[7] Functions ® o o CHEEYY x [ Pseudocode-A X [@ Hex View-1 X [A] Structures x [E  Enums X §F  Imports X #  Exports
+text:0000000000378E08 00 02 80 52 MOV Wo, #0x10 ; size
Function name +text:0000000000378EQC 8E 4D FD 97 BL sub_2CC444
f i +text:0000000000378E10 F4 03 00 AA MoV X20, X0
%I—""p-zg'[-ClTX-Ze‘—q"'cfme‘lh“ text:0000000000378E14 F3 03 00 AA MoV X19,
S| —imp_SSL_alert_desc_string_long text:0000000000378E18 OF 8E 00 F8 STR XzR, [X20,#8] !
[7] _imp_SSL_set1_sigalgs_list +text:0000000000378E1C F1 D4 06 94 BL CRYPTO_Library_init
I e ext 0000000000370E24 E1 03 1F M oV X, o
.tex ,
(7] _imp._SSL_get_S8L_CTX +text:0000000000378E28 E2 03 1F AA MoV X2, XR
[7] —imp_SSL_set_quic_use_legacy_codept .text:0000000000378E2C E3 03 1F AA MoV X3, XZR
[7] _imp_SSL_set_quic_transport_params +text:0000000000378E30 E4 03 1F AA MoV X4, XZR
i i . text:0000000000378E34 21 D8 06 94 BL SSL_get_ex_new_index
Fi| —'"'p-sst‘C’EILp:E'-“"'C-"E":pD“—‘“ text:0000000000378E38 60 02 00 BY STR e, [x19]
@ —Imp_SSL_early_data_accepte text:0000000000378E3C 2B D8 06 94 BL TLS_with_buffers_method
[7] _imp_SSL_process_quic_post_handsha .text:0000000000378E40 24 D8 06 94 BL SSL_CTX_new
Hl e T I ext 0000000000370E4S E0 03 14 M ov 3, 0
. = 5 ex A
(7] —imp._SSL_provide_quic_data +text:0000000000378E4C 2C 00 00 94 BL sub_378EFC
%_IMP_SSL_Is_seWer ~text:0000000000378E50 80 02 40 F9 LOR X0, [x20]
7] __imp_ERR_print_errors_fp +text:0000000000378E54 1F 20 03 DS NOP
[7] SimpISst.quic.ymex_handshaks.fight . text:0000000000378E58 01 06 00 10 ADR X1, sub_378F18
o Braae Vs earhTist =S text:0000000000378ESC E2 03 1F AA MoV X2, XZR
f1 imp_SSL_get_early_data_reason text:0000000000378E60 28 D8 06 94 BL SSL_CTX_set_cert_cb
[7] _imp_EVP_get_digestbynid +text:0000000000378E64 80 02 40 F9 LOR X0, [x20]
[7] —imp_SSL_CIPHER_get_prf_nid +text:0000000000378E68 21 00 80 52 MoV 1, #1
(7] Zimp_SSL_CIPHER get_id +text:0000000000378E6C 28 D8 06 94 BL SSL_CTX_set_reverify_on_resume
- +text:0000000000378E70 80 02 40 F9 LOR X0, [x20]
[7] _imp_pow ~text:0000000000378E74 1F 20 03 DS NOP [
[7] _imp_log . text:0000000000378E78 & BA FF 10 ADR X2, sub 378588
2 ~text:0000000000378E7C @) 00 80 52 MoV 1
7] —imp_exp +text:0000000000378E80 2C D8 06 94 BL SSL_TTX_set_custom_verify
A —Imp_memcpy ’ text:0000000000378E84 80 02 40 F9 LDR X0, [x20]
[7] _imp__stack_chk_fail +text:0000000000378E88 21 60 80 52 MoV Wi, #9x301
(7 _imp_memmove . text:0000000000378E8C 2F D8 06 94 BL SSL_CTX_set_session_cache_node
b . +text:0000000000378E90 80 02 40 F9 LOR X, [x20]
7] —imp_malloc_usable_size _text:0000000000378E94 1F 20 03 DS NOP
%_MP_memse‘ «tex 000000000378E98 81 12 00 10 ADR X1, sub_3790E8
7] __imp_android_fdsan_exchange_owner_ +text:0000000000378E9C 31 D8 06 94 BL SSL_CTX sess_set_new_cb
i q «tex 000000000378EAQ 80 02 40 F9 LDR X0, [x20]
7 —'m”fe"f"d:;s [ text:0000000000378EA 01 C2 81 52 MoV WL, #0xE10
] —imp_freeifaddrs text:0000000000378EA8 34 D8 06 94 BL SSL_CTX_set_timeout
— . text:0000000000378EAC 80 02 40 F9 LOR X, [X201
Line 20932 of 20932 00378E7C 0000000000378E7C: sub_378DF4+88 (Synchronized with Hex View-1)
® 00
Guessed type _inted _ fastcall sub 30FA28(_QWORD, _QWORD);
guessed type _: fastcall sub_3A1840(_QWORD, _QWORD, _QWORD) ;
guessed type __: fastcall SSL_get0_ocsp_response(_QWORD, _QWORD, _QWORD);
guessed type _: _fastcall SSL_get0_signed_cert_timestamp_list(_QWORD, _QWORD, _QWORD);
: guessed type __ fastcall SSL_get0_peer_certificates(_QWORD);
3785B8: using guessed type __int64 var_30; (]
Python
W AU idle Down Disk: 54GB "

e sub_49BC2C
o .text:000000000049BC48 01 00 80 52 MOV W1, #0



"eoe IDA - li 0.164 (i o) /L i x i oLibs/li i i i 0.i64 )
S H e D B s B ) A.C@DQ b @ H# e X @ O Nodebugger @ W@ EE
N ' K -
> <
Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function
(7] Functions ® o o CHEELN Vlew A x ([ Pseudocode-A X [@ Hex View-1 x [A] Structures x [ Enums X Imports x (@ Exports
00000000049BC2C 3F 23 03 D5 PACTASP
Function name 0000000049BC30 FD 78 BE A9 STP X29, X30, [SP,#-0x20+var_s0]!
i i 0000000049BC34 F4 4F 01 A9 -1 X20, X19, [SP,#var_si0]
7 —f"'”—::"-ﬁ”—ie‘—q"'C-.'"e'lmd 0000000049838 FD 03 00 91 MoV X29, SP
(7] —imp_SSL_alert_desc_string_long 0000000049BC3C F3 03 00 2A MoV W19, Wo
[7] _imp_SSL_set1_sigalgs_list 0000000049BC40 06 01 00 94 BL sub_49C058
oy s 0ab00a00496C45 (03 00 0 52 i g e
¥ —Imp_SSL_get_SSL_CTX 0000000049BCAC F4 03 00 AA [ X20, X0
[7] __imp_SSL_set_quic_use_legacy_codep: 0000000049BC50 42 14 42 F9 LDR X2, [X2,#0ff_54E428@PAGEOFF]
[7] _imp_SSL_set_quic_transport_params 0000000049BC54 B7 4C 02 94 BL SSL_CTX set_custom_verify
0000000049BC58 EQ 03 14 AA MoV X0, X20
% = zzLuetl_p:e;aqulc ":":pm‘pa 0000000049BC5C 21 00 80 52 MoV i, #1
EI !'“D—SSL—“' e aopte handh 0000000049BC60 AE 4C 02 94 BL SSL_CTX_set_reverify_on_resume
7] _imp_SSL_process_quic_post_handsha 0000000049BC64 EO 03 14 AA MoV X0, X20
ey e e ooaoooaioncec 57 ac 02 o4 g S5 Cncse .o
i 5 > _CTX_set_session_cache_mode
(7] —imp_SSL._provide_quic_data 0000000049BC70 1F 20 03 DS NOP
[7] _imp_SSL_is_server 0000000049874 61 01 00 10 ADR X1, sub_49BCAQ
[7] _imp_ERR_print_errors_fp 0000000049BC78 EO 03 14 AA MoV X0, X20
i i " 0000000049BC7C B9 4C 02 94 BL SSL_CTX_sess_set_new_cb
@ f'"p-zgt-q"'C-'""I'X-:"'"“hake-"'gh‘- 0000000049BC80 61 02 00 12 AND WL, W19, #1
[7] _imp_SSL_get_early_data_reason 0000000049BC84 EO 03 14 AA [ X0, X20
[7] _imp_EVP_get_digestbynid 0000000049BC88 FE 4C 02 94 BL SSL_CTX_set_early_data_enabled
D s 00000000490C96 F4 47 41 A0 Lov 325,580, 150 var_st0]
7 i ) var_s:
%j’:‘"‘;—a";c"’“n—ge‘—'d 0000000049BC94 FD 7B C2 A8 Lop X29, X30, [SP+var_se],#0x20
| 0000000049898 BF 23 03 D5 AUTIASP
[7] _imp_log 0000000049BCIC CO 03 5F D6 RET
0000000049BCIC i} // starts at 49BC2C
7] —im_exp2 0000000049BC9C } End of function sub_49BC2C
mp_f '"e’“"lzyhu q 0000000049BCIC
__imp_stack_chk_fail 0000000049BCAD
[7] —imp_memmove 0000000049BCAD == SUBROUTINE
5 . 0000000049BCAD
(7] _imp_malloc_usable_size 0000000049BCAD ; Attributes: bp-based frame fpd=0x20
[7] —imp_memset 0000000049BCAD [
[7] __imp_android_fdsan_exchange_owner_ 0000000049BCAD sub_49BCAD ; DATA XREF: sub_49BC2C+4810
7] —imp_getifaddrs 0000000049BCAD
Wi 0000000049BCAD var_20 = -0x20
7] _imp_freeifaddrs U 0000000049BCAD var_10 = -ox10
— . text:000000000049BCAD
Line 20932 of 20932 0049BC48 000000000049BC48: sub_49BC2C+1C (Synchronized with Hex View-1)
Output ® 00
SoFh: veing Seesaed type B L T T ——
3A1840: using guessed type fastcall sub_3A1840(_QWORD, _QWORD, _QWORD);
52E008: using guessed type _int64 _fastcall SSL_getd_ocsp_response(_QWORD, _QWORD, RD) ;
52€020: using guessed type _int64 _fastcall SSL_getd_signed_cert_timestamp_list( OWORD _QWORD, _QWORD) ;
52E098: using guessed type _int64 _fastcall SSL_getd_peer_certificates(_QWORD);
3785B8: using guessed type _int64 var_30; [}
Python
W AU idle  Down Disk: 54GB "

#ittlibsscronet.sofidsoFE S 14

AHFHATEBRISBUEHOREIM, HEEFNRERENapphyAXIE FEN BN
SR T R, ERE SR EHRIE:

/Users/crifan/dev/dev_root/androidReverse/xxx/Douyin/dy297/Douyin/dy297/1libsscronet_so/aut
oReplaceSo/autoReplaceSo.sh

# Function: Script to auto replace Douyin libsscronet.so
# Author: Crifan Li
# Update: 20240923

# SEPERATOR="---=cseseesanacananall

# SO_NEW_PATH_PC="/Users/crifan/dev/dev_root/androidReverse/xxx/Douyin/dy297/Douyin/dy2
97/1ibsscronet_so/input/libsscronet_crifan.so"

# SO_NEW_PATH_PC="/Users/crifan/dev/dev_root/androidReverse/xxx/Douyin/dy313/input/1libs
scronet/libsscronet_yyy.so"



Androidhx

# echo "${SEPERATOR} Download ${LIBSSCRONET_SO} into android ${SEPERATOR}"
log
adb push /

# echo "${SEPERATOR} Find ${LIBSSCRONET_SO} location ${SEPERATOR}"
log
# LIBSSCRONET_SO_ROOT_FOLDER="/data/app"
# /data/data/com.ss.android.ugc.aweme/app_libra
rian/29.7.0.6746496378/1ibsscronet.so

# echo "${SEPERATOR} Extract ${LIBSSCRONET_SO} folder path ${SEPERATOR}"
log

# SO_FOLDER_ANDROID=${SO_FILE_ANDROID#libsscronet}

# SO_FOLDER_ANDROID=${SO_FILE_ANDROID##libsscronet}

# SO_FOLDER_ANDROID=${${SO_FILE_ANDROID}#libsscronet.so}

SO_FOLDER_ANDROID=${SO_FILE_ANDROID##libsscronet}
SO_FOLDER_ANDROID=${SO_FILE_ANDROID%libsscronet}
SO_FOLDER_ANDROID=${SO_FILE_ANDROID:96}
SO_FOLDER_ANDROID=${SO_FILE_ANDROID:0:97}

W oW W W

# echo "${SEPERATOR} Into adb shell ${SEPERATOR}"
log

adb shell

59



ZBIFEIRBITHR

» libsscronet_so autoReplaceSo/autoReplaceSo.sh
libsscronet.so
/Users/crifan/dev/dev_root/androidReverse/xxx/DouYin/dy297/1ibsscronet_s
o/input/libsscronet_crifan.so
/sdcard/Download/
/sdcard/Download//libsscronet.so
Download libsscronet.so into android
/Users/crifan/dev/dev_root/androidReverse/xxx/ . .: pushed, skipped. MB/s
bytes .055s
Find libsscronet.so location
/data/app/~~cJq-AFnKyZwZZgpRJYShWA /com.ss.android.ugc.aweme-1LCghzY2H
KVvNbIOWF3vecQ /lib/armé4/libsscronet.so
Extract libsscronet.so folder path

/data/app/~~cJq-AFnKyZwZZgpRJYOhWA /com.ss.android.ugc.aweme-1LCghzY
2HKVNbIOWF3vcecQ /lib/armé4/
Into adb shell
Linux localhost 269 #1 SMP PREEMPT Sat Jul 27 21:05:42 CST 2024 aarch64 Toybox
“rW-rw---- u0_a216 media_rw 5.3M -08-28 09:41 libsscronet.so
/data/app/~~cJq-AFnNKyZwZZqpRJYOhWA /com.ss.android.ugc.aweme-1LCghzY2HKVNbIOWF3veceQ /
lib/armé4

-rwxr-xr-x 1 system system :5.3M -04-22 106 libsscronet.so
“rW-rw---- ue_a216 media_rw 5.3M -08-28 09:41 libsscronet.so
-rwxr-xr-x 1 system system :5.3M -08-28 09:41 libsscronet.so
J E—

Bitsofz, ERFE, HERHIEEILRING:
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EXMET.
B %
AfEIERERIZRRERIZEE = RIS Z#t g < A a(E?

LEAb B EEREREN SSL_CTX_set_custom_verify HIZEY, LEARFEZNSE= mode SE=FME w1
BIME: M 1 TR o

MoV Wi, #
BN
MoV Wi, #

NEEZELNAVIE L E R IT R A Opcode R EIL?
MEAMELIE:

mMov Wi, #

AR BB N RlsoFEX 4, {BEEIXT M AJopcodetRFIBRIERT 4, LATHAENE
FRIART IAfEENF

ELH ZTiEHlopcode B - siITILAIES . ARM

hi:

Online ARM to HEX Converter (armconverter.com)
EHERLEAES, ARMG4RI —RFIFCRIELEE

M7 BEHR1E

[RIGHIF TS -) SHNASCRAIBE X

MUK, EMERRMACHNAS -) FANNAFNF TREEZ D
4451

ZRIASCRAIEE:

MOV Wi, #

P VE=

ARMBARIFETHIEZE:


https://book.crifan.org/books/popular_assembly_arm/website/tools/inst_opcode_convert.html
https://armconverter.com/

&

Mov Wi, #

IR AJARMBAF TIRIZ |

) FIABA I RA B RIEIEM 2 :

e M: 21 00 80 52
e IA: 01 00 80 52

-) SN EIDAFRLE

e 0Ox378E7C
o Origin value
m 21 00 80 52 2C D8 06 94 80 02 40 F9 21 60 80 52
» i EEREZN_#HEIFTE, TRE, FRISRKBERR
m 2C D8 06 94 80 02 40 F9 21 60 80 52
» BESFEE: BEEHMIITCHRABNNAVTCHES

2C D8 SSL_CTX_set_
custom_verify
Fo LDR X0, X20
MoV Wi, #

o Values

= 01 00 80 52 2C D8 06 94 80 02 40 F9 21 60 80 52

IDA - 50.i64 (li .s0) [Users/crifan/dev/dev_root] ioLibs/li i is/IDA/li .50.i64
fg oy & B 3 @ Q ok gf @ F & @ X:p @ O | Nodebugger S) ¢ % b f* B
N | I,
4
‘egular function [l Instruction Data Unexplored External symbol [l Lumina function
IDA View-A X [B  Hex View-1 x [l structures x B Enums x @ Imports X
@ 6 0
.text:0000000000378E6C 2B D8 06 94 BL SSL_CTX_set_reverify_on_resume
.text:0000000000378E70 80 02 40 F9 LDR Xe, [x2e]
ic_method .text:0000000000378E74 1F 20 03 D5 NOP
= | .text:0000000000378E78 02 BA FF 10 ADR X2, sub_3785B8
string_long . text:0000000000378E7C 21 00 80 52 MoV , #1
_list .text:0000000000378E80 2C D8 06 94 BL SSL_CTX_set_custom_verify
ssion_psk_dhe_1 00 LDR Xe, [x20]
X Patch Bytes ache_mode
e_legacy_codept r
esea R -1 Address 0x378E7C
lic_transport_pa : ) b
\ccepted :‘ File offset 0x378E7C E
c_post_handsha -1 Original value 2100 80 52 2C D8 06 94 80 02 40 F9 2160 80 52
data_reject .1
s_data : Values 010080 52 2C D8 06 94 80 02 40 F9 21 60 80 52
1 abled
_fp ]
andshake_flight_ ! Help cancel | (I
ita‘reason e—
m /nid .text:0000000000378EC8 38 D8 06 94 BL SSL_CTX_set@_buffer_pool

IDARRUNEIEER Zi# #l=3T b T =patch

o KR
o IDA->Edit-) Patch program-) Change byte-) {EZ#KE-) OK
o IDA->Edit-) Patch program-) Apply patches to input file-) OK
o T¥fi#



o 4T - F@FLE: IDA
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https://book.crifan.org/books/reverse_tool_ida/website/ida_features/patch_program.html
https://creativecommons.org/licenses/by/4.0/deed.zh

iOSKRE} =
SeTiOSHREIF HIE B4 ERLE

LESNIOShR #iE AERFME T IEHRIL

BEFE, SERENIEPHTERINE, FILAEE BhookNIBSHTIEH R, BIRISLIINE HrTes FEIBA
XEE

B R:
ZBIE4AItE4tiPhone7#5 I CharlesHI & EF 45 -

o BRI CharleshIIRIEP: charles-ssl-proxying-certificate.cer
o BHEfFED

L REFEEE:
HECharleshISSLARIEF I AiPhone I3 N AR E, EbUN:

/Library/PreferenceLoader/Preferences/charles/charles-ssl-proxying-certificate.cer

ARFEHBEZEShook{{ig:

// to fix Charles capture https show Unknown issue
// https://bbs.pediy.com/thread-270700.htm
// https://iosre.com/t/topic/20202/46

bool cfgHookEnable_aweme  true
hook TTNetworkManagerChromium
NSArray ServerCertificate

NSArray serverCertlList
serverCertList

//// NSString *serverCertListStr [NSArray nsStrListToStr:serverCertList isSort
List:FALSE isAddIndexPrefix:TRUE];

// NSString *serverCertListStr = [CrifanLibHookiOS nsStrListToStr:serverCertList isS
ortList:FALSE isAddIndexPrefix:TRUE];

// iosLogInfo("serverCertListStr=%{public}@", serverCertListStr);

//

//// return nil;

// return serverCertlList;



NSMutableArray newCertList NSMutableArray arrayWithArray serverCertList
newCertList
newCertList count

cfgHookEnable_aweme
NSString certResourcePath CHARLES_CERT_FILE
certResourcePath

NSFileManager defaultManager NSFileManager defaultManager
BOOL isExistedCert defaultManager fileExistsAtPath certResourcePath

isExistedCert

isExistedCert

NSData certPi12Data NSData datawithContentsOfFile certResourcePath
certPi2Data

newCertList addObject certPi2Data
newCer
tList newCertList count

NSMutableArray retNewCertList newCertList copy
retNewCertList
retNewCertList

end

BXCharlesttfiiFEANRIBEE

e CharlesHFEE
¢ iPhonefR{EAMacH fJCharles{tIE

BN IRFISEIRiPhone7 HH} F MhttpshIIME, FZEhttpshYIAX T :



iOShR

o0 e Charles 4.6.3b2 - Session 1*
h e .. & e 2 C v x @
Structure

Code Method Host Path Start Duration Size Status
B 200 CONNECT apiS-normal-c-lg.amemv.com 14:41:52 18.08 KBFailed
B 200 CONNECT api5-normal-c-lg.amemv.com 14:41:52 18.20 KBFailed
B 200 CONNECT apiS-normal-c-lg.amemv.com 14:41:52 18.08 KBFailed
B 200 CONNECT api5-normal-c-lg.amemv.com 14:41:52 18.08 KBFailed
B 200 CONNECT apiS-normal-c-lg.amemv.com 14:41:52 18.20 KEFailed
200 CONNECT apiS-normal-c-lg.amemv.com 14:41:52 18.08 KBFailed

200 CONNECT apiS-normal-c-lg.amemv.com 7.85s 18.62 KBComplete

278 ms

200 POST log3-misc-Ig.amemy.com Jservicej2{log_settings/?) iphone.uge T _code=18.0.... 14:41: 289 ms 169.67 KBComplete
0 200 POST log3-misc-lg.amemyv.com [service(2/app_log/ iphone.ugc.A & T sion_code=18.9.0&n... 14:41:53 146 ms 4.78 KBComplete
200 POST security-lg.snssdk.com Japif ig/v/ y=CN&uves= X iphane.u han... 14:41:53 223ms  21.22 KBComplete
200 GET api5-core-c-la.amemv.com I; Iv2iteed? iphone.uac. A &apoT| personal 14:41:53 1.82s  70.59 KBComolete
Filter: Focused Settings
Overview Summary  Chart  Notes
:method: POST
ithority: log3-misc-lg.amemv.com
heme: https
:path:

Jservice/2/device_register/?device_i
content-length: 1094

aid: 1128

x-ss-cookie: install_id=2 TS, ttreq=1$d67 S 6f; d_ticket=f2 b; multi_sids=70: f
Uid_tt=3MAN A AT RTINS Nnc; uid_tt_ss=3710 4T N e I antice; passport_csrf_token=7{[ I db; passport _csrf_token_detault=72[ o3t
sdk-version: 2

content-type: applicationfoctet-stream;tt-data=a

X=tt=token: 00D e A 286760718019 0f b0

S 3 ks _activated id=1128&tt_d. k ss.iphone.uge.A &appTheme=li ion_code=18.9.0&need_personal_recommend=18js_sdk_version=.

Headers  Query String

“device_token
“server_time"
“device_id"

"install_id":
"device_id_str"

FNR2BYGEWPCRHZBIIF4I",

Headers Set Cookie Text Hex Compressed  JavaScript JSON JSON Text Raw

pOST I-c-l i iph ion_code=18.9.0&need_personal_recommend=18]s_sdk_version=2.52.0.50&tma_jssdk_version=2.52.0.508app_na...

o JE! LEAMUBB RN SRIRVRLRRA, tHal: BIF 17.8 . 18.9 , BHNUW
o -) BRIRMRAHE, LWRBELHN.
» ) BRUEANE, EFRABEENN, FELUBCSHIMEE,

crifan.org, {EFE 24.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 E#:
2025-06-02 10:39:55
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https://iosre.com/t/charles%E6%8A%93%E6%8A%96%E9%9F%B3%E7%9A%84%E5%8C%85%E4%B8%BA%E5%95%A5%E9%83%BD%E6%98%AFunknow/20202
https://creativecommons.org/licenses/by/4.0/deed.zh

Bt &

TESIEEXSEREN,

crifan.org, {ERAZE34.0EFR(CC BY 4.0)/%&%n all right reserved, powered by Gitbook&x 5 E#:
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https://creativecommons.org/licenses/by/4.0/deed.zh

o [BEfR] 3R FRINEMBEEIR: FridaZxhookIREK ESSL_CTX_set_custom_verify

o [EfR] SIRERIMEMEEIR: Lalibsscronet.so—i#HIT#h T patch

o [i23%] IDAH%Slibsscronet.so$T4h T patch programf{&eg — il

o [IEF] %41 douyin297 .apkEikE X fflibsscronet.so

o [ER] A/ KIIPixel5FEIRIE: B {libsscronet.so

o [BEf#IR] Z5Eadb pushS A\XEREE: adb error failed to copy remote couldn't create file
Permission denied

o [ERR] REFIHIHRELERENdataiEE X

o [EfRR] mitmdumpiME L/ KEHIPixel5FARIEAM BRI SRR : WEHEIR, HRILNE, 1518
BRER

o [EfR] BHIZA Bt it IEE apkFsoE X Hlibsscronet.sofYiT 2

o [iE&] HlZsoflibsscronet.so: ESDH

o [IEFE] AHIHEv29.7.0EE#libsscronet.soE

o [iEFE] 4#13=31.3.0MapkE#libsscronet.sofF1S 0] LATA ] ML FHM &

o [iEE] HSHRIMBEXMEKEEIR: libsscronet.soEEFISSL_CTX_set_custom_verify

o [iE3%] Xttlibsscronet.soZ#HHIFT#M T HIX A B AMERAIFIFEAMEREY

o [IER] HREUibmetasec_ml.soiAZlibsscronet.sob&%8: Cronet_Engine_SetOpaque

SSLIEPE4IE - iOSEE5PAF (crifan.org)

tiktok N 252415 #_tiktik iid-CSDN{E%
android ¥ EFRIZEIT -+ xBAESER DT - BHF007 - BEERHE
Disable SSL pinning using Frida (github.com)

crifan.org, {EFE Z4.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 E#:
2025-06-03 09:43:15


https://book.crifan.org/books/ios_security_protect/website/ios_security_protect/anti_crawler/ssl_pinning.html
https://blog.csdn.net/csdnMomBOOM/article/details/136439561
https://www.cnblogs.com/theseventhson/p/16300214.html
https://gist.github.com/JJTech0130/001083b30982a1bb5a7357abcfa6e741
https://creativecommons.org/licenses/by/4.0/deed.zh

	前言
	绕过抓包限制概述
	绕过证书绑定
	Android
	信任证书问题
	Xposed插件

	iOS
	插件


	其他特殊处理
	抖音
	Android版
	iOS版


	附录
	参考资料


