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 v0.6.0 

 20250124 

iOS Android

+ +

HonKit

crifan/mobile_re_obfuscation_anti:	

HonKit

crifan/honkit_template:	demo	how	to	use	crifan	honkit	template	and	demo

	book.crifan.org
	crifan.github.io

	PDF
	ePub
	Mobi

	 admin  crifan.com 

 crifan 

 crifan  150+ 
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crifan/crifan_ebook_readme:	Crifan

CrifanLi 	–	
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app
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TODO

iOS Android
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=

= ollvm goron

 sobf = String Obfuscation  -mllvm -

sobf 

 -mllvm -irobf-

cse 

 fla = Control Flow
Flattening 

 -mllvm -fla 
 -mllvm -irobf-

cff 

 bcf = Bogus Control Flow  -mllvm -bcf 

 sub = Instruction
Substitution 

 -mllvm -sub 

 split = Basic Block
Splitting 

 -mllvm -

split 

 indbr = indirect branch 

 icall = indirect call 
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8



sobf=
TODO

String	Obfuscation
iOS Apple Xcode MGCopyAnswer
iOS UDID iPhone

 sobf = String Obfuscation =  =  

 ollvm  -mllvm -sobf 

 goron  -mllvm -irobf-cse 

M GCopyAnswer key value

 SerialNumber 	->	 VasUgeSzVyHdB27g2XpN0g 
 FFMYRLS0JC6C 

 ECID = UniqueChipID 	->	 TF31PAB6aO8KAbPyNKSxKA 
 3445358584856622 

 WifiAddress 	->	 gI6iODv8MZuiP0IA+efJCw 
 14:9d:99:f0:b4:15 

 BluetoothAddress 	->	 k5lVWbXuiZHLA17KGiVUAA 
 14:9d:99:eb:d8:f7 
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fla=
TODO

Control	Flow	Flattening

 fla 	=	 Control Flow Flattening 	=	  	=	  	=	  

 ollvm  -mllvm -fla 

 goron  -mllvm -irobf-cff 
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bcf=
TODO

Bogus	Control	Flow

 bcf 	=	 Bogus Control Flow 	=	  	=	  	=	  

 ollvm  -mllvm -bcf 
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split=
TODO

Basic	Block	Splitting

 split 	=	 Basic Block Splitting 	=	  

 ollvm  -mllvm -split 
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sub=
TODO

Instruction	Substitution
Dead	Code	Injection

 sub 	=	 Instruction Substitution 	=	  	=	  

 ollvm  -mllvm -sub 

~=	 Dead Code Injection 	=	  	==	  

 .long unknown code 
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13



indbr=
TODO

	indbr

 indbr =  

 goron  -mllvm -irobf-indbr 
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icall=
 icall =  

  

 goron  -mllvm -irobf-icall 

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-24	21:21:46
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Opaque	Constants=
Opaque	Constants

Opaque	Fields	Access=
Opaque	Fields	Access

goron  -mllvm -irobf-indgv 

IDA
	- 	 IDA
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TODO
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ollvm
TODO

ollvm=obfuscator-llvm
ollvm

 ollvm 

Github
https://github.com/obfuscator-llvm/obfuscator

Wiki
Home	·	obfuscator-llvm/obfuscator	Wiki

Installation	·	obfuscator-llvm/obfuscator	Wiki

obfuscator-llvm/obfuscator	at	llvm-4.0

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-24	21:33:07

18



goron
goron

Github
https://github.com/amimo/goron

Yet	another	llvm	based	obfuscator

, ( -mllvm -irobf-indbr )
, ( -mllvm -irobf-icall )

, ( -mllvm -irobf-indgv )
(c	string) ( -mllvm -irobf-cse )

( -mllvm -irobf-cff )

goron/examples	at	master	·	amimo/goron

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-24	21:34:41
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Arm ariris
TODO

Armariris

Armariris
Github

https://github.com/GoSSIP-SJTU/Armariris
Armariris 	--	 LLVM

	 sobf 
	 fla 

	 sub 
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O-M VLL
TODO

O-MVLL

O-MVLL
logo

O-MVLL	(in	reference	to	O-LLVM)	is	a	LLVM-based	obfuscator	driven	by	Python	and	the	LLVM	pass
manager

https://obfuscator.re/omvll/
Getting	started	|	O-MVLL	Documentation

Github
https://github.com/open-obfuscator/o-mvll

open-obfuscator/o-mvll:	:electron:	O-MVLL	is	a	code	obfuscator	based	on	LLVM	for	native	code	(Android
&	iOS)

https://github.com/open-obfuscator/o-mvll/releases/

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-24	21:45:32
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Hikari
TODO

Hikari

Hikari
Github

https://github.com/HikariObfuscator/Hikari
LLVM	Obfuscator

20230129	
fork
https://github.com/61bcdefg/Hikari-LLVM15

61bcdefg/Hikari-LLVM15:	A	fork	of	Hikari	Obfuscator	[WIP]
20241001	
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Tigress
TODO

Tigress
Tigress -CSDN

Tigress
Github

https://github.com/JonathanSalwan/Tigress_protection

https://tigress.wtf/index.html

http://tigress.cs.arizona.edu/
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iOS
TODO

iOS
iOS	 	-	 	(juejin.cn)

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-24	21:56:34

iOS
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ios-class-guard
ios-class-guard

Github
https://github.com/Polidea/ios-class-guard

Polidea/ios-class-guard:	Simple	Objective-C	obfuscator	for	Mach-O	executables.	(github.com)

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-24	21:56:58
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Android
TODO

apk np
.datadiv_decode

	App
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Android
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Proguard
Proguard

=
Github

https://github.com/Guardsquare/proguard
Guardsquare/proguard:	ProGuard,	Java	optimizer	and	obfuscator

guardsquare
https://www.guardsquare.com/proguard

Java	Obfuscator	and	Android	App	Optimizer	|	ProGuard
Use	ProGuard®,	Guardsquare’s	open-source	shrinker	for	Java	bytecode,	to	enhance	and
optimize	your	code.

DexGuard
https://www.guardsquare.com/dexguard

Full-spectrum	protection	for	Android	apps	&	SDKs
With	DexGuard,	achieve	the	most	comprehensive	Android	app	protection,	featuring
multiple	layers	of	code	hardening,	built-in	malware	defense,	and	automated	runtime
application	self-protection	(RASP)	in	less	than	a	day.

Android	Gradle	plugin	3.4.0+ ProGuard
R8

R8	configuration	files

Shrink,	obfuscate,	and	optimize	your	app	|	Android	Studio	|	Android	Developers

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-24	22:03:31
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dProtect
dProtect

 Proguard 

an	Android	bytecode	obfuscator	based	on	Proguard

https://obfuscator.re/dprotect/

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-24	21:42:28

dProtect
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TODO

	 	 	
Frida hook Ollvm 	 	init_array
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TODO

	
iOS Android Code	Deobfuscation
iOS

structure	recovering
String	Deobfuscation
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Unicorn
TODO

python	unicorn	 	ollvm

CPU Unicorn
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Frida Stalker
TODO

Frida Stalker

Frida Stalker
Frida Stalker

Frida Stalker	·	 Frida
Stalker	·	Frida
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Triton
TODO

DSE Triton
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QSynthesis
TODO

QSynthesis
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QBDI
TODO

DBI QBDI
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iOS
TODO

libmetasec_ml.so
.datadiv_decode Armariris_string_obfuscation_bypass

iOS MGCopyAnswer key
iOS
iOS IDA F5 JUMPOUT

OLLVM 	-	h2z	-	 	(cnblogs.com)
[ ]Unicorn OLLVM ( )- - - | |kanxue.com
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Android
TODO

Xposed hook
jadx java

360Wallpaper frida hook java x6 e.java
J.N libsscronet.so native

360Wallpaper m1.e.i
360Wallpaper m1.e i

	–	
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JEB
TODO

apk JEB
Mac JEB apk
Mac JEB apk
JEB

JEB

crifan.org 4.0 (CC	BY	4.0) 	all	right	reserved powered	by	Gitbook 	2025-01-24	22:10:40

42



jadx
TODO

	·	 jadx	(crifan.org)
apk

apk Jadx
jadx 360Wallpaper apk

Mac jadx
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sim plify
TODO

apk simplify
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