il

Al
Objectiontft 5

ObjectionIREHIEL

BRIZHE

ObjectionifEiitAndroid

android
hooking

list

class_methods
class_method
services
activities

class_loaders

watch

search

intent

launch_activity

memory
search
dump
Objectionif@ifiOS
= L[] @
WL E
B 3%

Objectioni&ixhelp
ObjectionZF2FNE 4}

1.1

1.2

1.3

1.4

1.4.1
1.4.2

1.5

1.5.1
1.5.1.1
1.5.1.11
1.5.1.1.1.1
1.5.1.1.1.2
1.5.1.1.1.3
1.51.1.14
1.5.1.1.1.5
1.5.1.1.2
1.5.1.1.3
1.5.1.2
1.5.1.21
1.5.2
1.5.2.1
1.5.2.2
1.6

1.7

1.71

1.8

1.8.1
1.8.2
1.8.3



2 ohimiEiXFl2%: Objection

o EFARAS: vi.o.0
o EFAATIE]: 20230916

Ei?

IR Rhin it F)28, FObjectioni@idAndroidliOSHIFEF . SEObjectionfUiltR; RE= VBT LR
15, BENRBERZE, BREEETFHLINSE. hookRENSE, AERUWAEIHANdod, TEEHE
android & Fdp<, B#Ehooking. intent; Thooking FEAE Fdn<list. watch, search; listFEFHm<
class_methods. class_method. services. activities. class_loaders; intentFap<launch_activity; LA
KmemoryfI&MFa<, El¥Esearch. dump; AEEEIRIOS; MREN DM, SFFRLEN; REH
LR, SFEiEiAhelp. BN,

ARES+ BT+ T &

ABHEMRIG, ELN T, SMRAETHRWNT:

HonKit}E 3
e crifan/mobile_reverse_debug_objection: #&hixE{FI2E: Objection

AfE{ERLtHonKitRIB EE R AT AR F B

1% crifan/honkit_template: demo how to use crifan honkit template and demo

FELENR

o BhimiEAIRFI2S: Objection book.crifan.org

o BhimiEIRFI2R: Objection crifan.github.io
B THIhE

» %hiniEid#I2E: Objection PDF

o FohimiEiFI8S: Objection ePub
o BrhimEIHFI23: Objection Mobi

hRAXH] A& R

LR FHHENEHANE, WRKGRE, HATARE. EFH7ATSEENE, HERET HL.
WRIMBEN, BRIHFEKXRIK adnin 34 crifan.com , HERRMER, BHEE,

EMEARLHIE, MERNEIMARER. B2BRTEQURERE. WEFERE, H5FATX.
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https://book.crifan.org/books/mobile_reverse_debug_objection/epub/mobile_reverse_debug_objection.epub
https://book.crifan.org/books/mobile_reverse_debug_objection/mobi/mobile_reverse_debug_objection.mobi
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LHEFHHIRARBAE, SIS,

HAth
FENEMBE T

KA crifan RE T HME 150+ REFHHIE, BAXEBIBLSE:

crifan/crifan_ebook_readme: Crifanfy B Fa9{F A58

*TF1EE
XFEEESNA, 1E0L:
*FCrifanLiZ=% — 7£8 &

crifan.org, {EAZE &4.0EFR(CC BY 4.0)f¥ &7 all right reserved, powered by Gitbook R /ZE #:
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Objection#ff i

e Objection
o B4 REMHITFridafy#ahin (Androidf1iOS) #JhookiiX THE
o —A)iEHEIAR: objection is a runtime mobile exploration toolkit, powered by Frida, built to help you
assess the security posture of your mobile applications, without needing a jailbreak

o INRE=4FR
» Z3FOSHIAndroid
» XIFEBFTEARBIRIGREARD
» ZFEFLIISSL pinning=1EBHE (THhttpsHEE BB XEIE)
» X #SHikeychains
» ZEEMAFEHEXRE: dumpS . patchingfT# T
» iR {FHeapift

i K

~J ~

o Github

= sensepost/objection: objection - runtime mobile exploration (github.com)
o HE

= hookifIXZ £

7.

objection -g com.wallpaper.hd.funny explore

gffridaffrida (-zsh) offridaffrida (-zsh) %3 E objection (Python)

1/bin/objection

IR
N N
|_ICobject)injectCion) v1.11.0

Runtime Mobile Exploration
by: @leonjza from @sensepost

1p android h
id hooking

com. app’
com. applo d
com.blankj.utilcode.util

endDis:
iling. JobIn

= A file system listing of the iOS applications main bundle


https://book.crifan.org/books/reverse_debug_frida/website/
https://github.com/sensepost/objection

LN J 2. objection explore -q (python3.7)
objection (python3.7) %1
» objection explore -q

Using USB device “iPhone”

(iPhone: 12.1.4) pwd print
Current directory: /var/containers/Bundle/Application/7D8BD6@6-32BC-4C93-8638-D517B8377284/PewPew.app
(iPhone: 12.1.4)
NSFileType Perms NSFileProtection  Read Group Size Creation Narme

Regular None i EE))] installd (33) 940.0 KiB -02-22 18: PewPew
Directory 9 None _installd (3 _installd (33) 96.0 B 1970-01-01 Base.lproj
Directory None _installd (33) _installd (33) 96.0 B 1970-01-01 _CodeSignature
Directory 4 None _installd (3. _installd (3. 64.0 B 1970-01-01 0 META-INF
Regular 4 None False _installd (3. _installd 1.6 KiB 2019-02-22 6 swapi.co.der
Directory 3 None e False _installd ) _installd 3 Frameworks
Regular 420 None False  _installd (33) _installd (33) 1.5 Ki 2019 0 @ Info.plist
Regular 420 None e False _installd (33) _installd . 19-0 18:16: 0 PkgInfo
Regular 420 None False nstalld (3 nstalld (33) .7 Ki 9 @ Assets.car
Regular 420 None False _installd (3. _installd 7.4 Ki 3 embedded.mobileprovision
Regular 420 None False _installd ( _installd

Readable: True Writable: False
(iPhone: 12.1.4) en|

en Print information about the environment
econ Reconnect to the current device

LN J 2. objection -g com.reddit.frontpage explore -q (python3.7)
objection (python3.7) %1
pwd print
Current directory: / /@/com.reddit.frontpage
(samsun; . 1s
Last Modified Write Hidden S Name
5 True False . cache
2019-01-19 11: G True False 4 code_cache
2019-01-19 LA ke v False False 0K lib
2019-02-22 L b V True False 4. shared_prefs
2019-0:. 1122 True False 4 no_backup
2019-01-19 122: v True False .0 K files
2019-02-21 15:28: M True False 4. databases
2019-01-19 122: True False .0 app_com_birbit_jobqueue_jobs
y 2019-02-22 20 v True False .0 Ki app_dualcacheProviderStateCache
Directory 2019-01-24 1. : ! True False 4. lib-main
Directory 2019-01-24 1. : e True False .0 app_webview
Directory 2019-01-24 13:11: True False 4. app_textures

Readable: True Writable: True
(samsung: 7.1. android hf
Commands used for hooking methods
Execute a shell command

crifan.org, {EFE 24.0EPR(CC BY 4.0)1i¥ &%n all right reserved, powered by Gitbook & /5 E#:
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e Mac

pip3 objection
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ObjectionE A%
S EFan LB ohtabthE

HMATHNGLE, FESEMtabitE2=EREMEFH<:

objection -g com.wallpaper.hd.funny explore
adb (adb) 381 ..gffridaffrida (-zsh) .gffridaffrida (-zsh) %3 ~ objection (Python)

api-host TEXT [default: 127.0.0.1]
api-port INTEGER [default: 8888]
-g, --gadget TEXT Name of the Frida Gadget/Process to connect to.
[default: Gadget]
-S, --serial TEXT A device serial to connect to.
, --debug Enable debug mode with verbose output. (Includes
agent source map in stack traces)
—-help Show this message and exit.

Commands :
api Start the objection API server in headless mode.
device-type Get information about an attached device.
plore Start the objection exploration REPL.
patchapk Patch an APK with the frida-gadget.so.
Patch an IPA with the FridaGadget dylib.
Run a single objection command.
Zipalign and sign an APK with the objection key.
Prints the current version and exi
5~ which objection
/Library/Frameworks/Python. framework/Versions/3.11/bin/objection
> ~ objection -g com.wallpaper.hd.funny explor
Using USB device ‘Pixel 5°

I
T

___l(object)inject(ion) v1.11.0

Runtime Mobile Exploration
by: @leonjza from @sensepost

[ android hoo
Unknown or ambiguous command: ‘an hoo*. Try “help android hoo
android hooking lis:
get Get various values
Lists various bits of information
search Search for various classes and or methods

Found 87 classes
(googl id hooking lis I
activities List the registered Activities
el e List the registered class loaders
Gl Hegels5] List the methods available on a class

gite, ENFIEBC, 18BERE, ERNGS, UNEERNEENFHLT.
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ObjectiontPEEFH SIS

o FHK: Objectiond, MEEFEE NS Fa NS
o Zf]: F@p<:

android hooking class_method

o BfF, B, A

m  --dump-return
m  --dump-args
m  --dump-backtrace

o MMEE:
m  android hooking watch class_method X
» BEREHMTASE
» DX ESHRERE X
o BERIBAN:
o android hooking watch class_method X MNF@<Y , EadrEBEMTASE
» FIA@dtabthE, SENFIL, FRBFIEERNSEL
o Hh-Fap<
» RERKRE, ML --help , AIMMHERMN, BEHN help FR
o RE
o FLEIRAIAY
.

TFHL

ocoeoe objection -g system_server explore
(adb) ®1

public void com.android.server.am.

Found 605 method(s)
13)

ed class method> <optional overload> (optional: --dump-args) (optional: --dump-backtrace) (optional: --dump-return)

1p andro

« RERRE, BN --help , FEIRS)
&



android on (google: ush] # android hooking --help
Unknown or ambiguous command: Try

android on (google: usb] # android hooking generate --help
Unknown or ambiguous command: Try

o IFFARE
» RBERRE, tiL--help, AIEERR, EERIhelpER
android on (google: usb] # android hooking watch class_method --help
Usage: android hooking class_method fully qualified class method op

tional overload (optional: --dump-args (optional: --dump-backtrace (optio
nal: --dump-return

=l i
» BB tabtbE, RENIIL, FRBRIEERNSE
.
n
android on (google: usb] # android hooking watch class_method -
-help
- -dump
-args
- -dump
-backtrace
- =-dump
-return
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hook R EEYS £

ObjectionZzhookZ B 3}iOSHIRER, BLEEANNBEE
Hem 81&E:

o hookR XIS £X
o --dump-args : FTENRENSEE
o --dump-backtrace : FTENREUE AR
o --dump-return : FTENREGRENE

451
¢ Android

android hooking class_method android.app.ActivityManager.forceStopPackage --d
ump-args --dump-backtrace --dump-return

android hooking class_method com.android.server.am.ActivityManagerService.sta
rtService --dump-args --dump-backtrace --dump-return

android hooking class_method jd.wjlogin_sdk.common.inland.WJLoginInland.JDLog
inwithPasswordNew --dump-args --dump-backtrace --dump-return

e iOS

ios hooking method
--dump-args --dump-backtrace --dump-return

crifan.org, {EFE ®4.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 E#:
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ObjectionifitAndroid

o FAObjectionEIFidZ Fapp

AA
o WY

objection androidAppPackageName explore
n 255

objection com.wallpaper.hd.funny explore

objection system_server explore

&4

ObjectionZifEi{360Wallpaper

o AT Eapp
= appRFR: 360wallpaper

il

s 8. com.wallpaper.hd.funny
AN
® Op=Y

objection com.wallpaper.hd.funny explore

o MR

adb (adb) glfridaffrida (-zsh) alffridalfrida (-zsh) %3
ort INTEGER
st TEXT
api-port INTEGER
TEXT Kt
ault: Gadget]
A device serial to connec
Enable debug mod
agent source map in
Show this me

o connect to.

tput. (Includes

s mode.

ation REPL
frida-gadget.so
FridaGadget dylib.
Run a sing n command.

at

Zipalign and sign an AP objection key.

.11/bin/objection

n -g com.wallpap e

Using USB device “Pixel 5

Runtime Mobile Exploration
by: @leonjza from @sensepost

android hoo|

Commands used for hooking methods in Android

objection -g com.wallpaper.hd.funny explore

objection (Python)




% ~ objection com.wallpaper.hd.funny explore
Using USB device
Agent injected and responds ok

object Inje;t ioni ;1.11.0

Runtime Mobile Exploration
by: @leonjza from @sensepost

tab suggestions
com.wallpaper.hd.funny on (google: usb | #

ObjectionZEiffisystem_server

e mp

objection system_server explore

o HIHR

.

% =~ objection system_server explore
Using USB device
Agent injected and responds ok

___ (object inject ion v1.11.0
Runtime Mobile Exploration
by: @leonjza from @sensepost

tab suggestions
android on (google: usb #
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android

Objections, M TFLAPREKIINGE, #RE android Far< THHAY,

o ERF®HL
o android hooking

o android intent
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android hooking

ObjectionihookZ E—MNEEN _RFHSE hooking , BI: android hooking
o BERFHT
o android hooking list

o android hooking watch

o android hooking search
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android hooking list

o ERF®HR
o android hooking list class_methods
o android hooking list class_method
o android hooking list services
o android hooking list activities

o android hooking list class_loaders

crifan.org, {EAE #4.0EFR(CC BY 4.0)f¥A&7h all right reserved, powered by Gitbook &z /5 E #:
2023-09-17 01:28:21


https://creativecommons.org/licenses/by/4.0/deed.zh

android hooking list class_methods

ObjectionZzhook¥ !B BB EAIFRH R EL class_methods :
o 1BE
android hooking list class_methods [AndroidClassName
o X
» NRAFSH, WRERRIEE

android on (google: usb| # android hooking list class_methods
Usage: android hooking list class_methods class name

&4

com.example.androiddemo.Activity.FridaActivity2

AN
o WY

android hooking list class_methods com.example.androiddemo.Activity.FridaActivity2

system_server
ANAN
<

e Tp

android hooking list class_methods com.android.server.am.ActivityManagerService

)



- X ) objection -g system_server explore
adb (adb) ® ~gffridaffrida (-2sh) offridaffrida (-zsh) %3 objection (Python)
Found 12 class loaders

android hooking list class_methods com.android.
droid.server.am. ActivityManagerServic

erver.am.Activ
.lambdaSupdatePhantonPro

yManagerService
ssCpuTimeLPr$23(long, in, com.android. server.am. ProcessRecord, int, long,
han =

private void com
private void com
private void com
private void
private void
private void
private void
private void
private void
private void
private void
private void
private void
private void
private void
private void

m.android.server.am.P
.android.server
.android.server
.android.
android

.am.ActivityManagerService. lambda$chec
.am.ActivityManager:
.am.ActivityManagerService
am.ActivityManager!
-am. ActivityMan
rver. lanag
.am.ActivityManagersS e e
.am.ActivityManagerService. lambda$scheduleBinderHeavyHitterAutoSampler$350)
.am.ActivityManagerService. lambda$schedulePendingSystemServeritfs$10(java. util. LinkedList)
ateBinderHeavyHitterWatcherConfig$28(java.util.List,int,float,long)
29(java.util.List,int,float,long)

ExcessivePowerUsage$20(long, long,boolean,boolean, com.android. server.am.ProcessRe
Lambda$handLeAppDiedLocked$1(com. android. server .am. ProcessR
Lambda$kil1Pids$4(java.util.ArrayList, java.lang. String)
ervice.lambda$performIdleMaintenance$5(com.android.server.am.ProcessRe
Lanbda$performIdleMaintenances6(boolean, long, Long, Lot
terAutoSamplers$:

ord)

rvic rd)

ong,long)

g, long, com.android.server.am.ProcessRecord)

33(java.util.List,int,float,long)
util.List,int,float,long)

.android. server
_android.
.android.
android.server
.android. ser
.android.
android
.android. server
.android. server.am. ActivityManager
.android. server.am. ActivityManagerService
android. server.am.ActivityManagerse
.android. server.am. ActivityMan
.android.
.android.

rver
com
com
com

Lanbdas$schedul eUpdateBinderHeavyHittertiatcherConfig$320)
vice.lambdasstartBinderTracking$26(com. andre
Lambdas$stopBinderTrackingAndDumps2:
e. Lanbda$systenReady$7(android.os. PowerSavesSt
private void .Lambda$systenReady$8(int)
private void com.android.server.an.ActivityManagerService. lanbdasupdateAppProcessCpuTimeLPr$21(com. android. server.am.ProcessRecord, long, long, long, int)
private void com.android.server.an.ActivityManagerService. LanbdasupdatePhantomProcessCpuTimeLPrs:
int)
public android.app.ActivityManager$PendingIntentInfo
public android.app.ActivityTaskManager$RootTaskInfo co
public android.app.AppOpsManager com.android.ser Service.getAppOpsManager()
public android.app.ContentProviderHolder com.android.server.am.ActivityManag ContentProviderExternal(java.lang. String, int,android.o
public android.app.PendingIntent com.android.server.am.ActivityManagerService.getRunningServiceControlPanel(android. content.ComponentNare
public android.app.WaitResult com.android.server.am.ActivityManagerService.startActivityAndWait(android.app.IApplicationThread
String,android.os.IBinder, java.lang.String, int,int,android.app.ProfilerInfo,android.os.Bundle,int)
public android.content.ComponentName com.android.server.am.ActivityMana vice.startService(android.app. IApplicati
va.lang.String,int) throws android.os.TransactionToolargeException
public android.content.IIntentSender com.android.server.am.Activit
.String[],int,android.os.Bundle,int)
public android.content.IIntentSender
d.content. Intent[],java.lang. String
public android. cc
ndrotid. cont

oid.server.an.ProcessRecord)

java.io.Printhiriter,android.os.ParcelFileDescriptor, com.android. server.am. ProcessRecord)

9 te)

r.am. ActivityManager

com
22(com. android. server .am. ProcessRecord, com. android. ser

er.an.PhantonProcessRecord, long, Long, long,

m.android. server.am.ActivityManagerService. getInfoForIntentSender(android. content. IIntent:

der)
m.android. server.am. ActivityManagerService. getFocusedRootTaskInfo() throws android.os.Ren

oteException
rS: .IBinder, java.lang.Strin

ava. lang a.lang. String,android. content . Intent

va. lang

Thread, android. cont: 't, java.lang. String,boolean, java.lang. String, ja

etIntentSender(int,java.lang.String,android.os. IBinder, java.lang.String, int,android. content. Intent[], java.lang

om. android. server .am. ActivityMana
[1,int,android.os.Bundle, int)

r com.android.server.am.ActivityManages
nt.Intent[],java.lang.String[],int,android.os.Bundle,int,in
public android.content.Intent com.android.server.am.ActivityManagerService.getIntentForIntentSender(android.c
public android.content.Intent com.android.server.am.ActivityManag
tFilter,java.lang.String, int,int)

public android.content.Intent com.android.server.am.A:

content. IIntentReceiver,android. content. IntentFilter, java.lang.String, int,int)
public android.content.pm.ActivityInfo com.android.server.am.Activit
public android. t.pm. ApplicationInf
public android.content.pm.IPackageManager
public android.content.pm.Packa
public android.cc

getIntentSenderiVi thFeature(int, java.lang. String, java.lang.String,android.os. IBinder, java.lang. String, int,androi

vice.getIntentSenderii thFeatureAsApp(int, java.lang.String, java.lang. String,android.os.IBinder, java.lang.String,int,a

ontent. IIntentSender)

Receiver(android.app.IApplicationThread, java.lang. String,android. content. IIntentReceiver,android. content. Inten

te eiverli thFeature(android.app. TApplicationThread, java. lang.String, java.lang. String, java.lang.String,android.
ervice.getActivityInfoForUser(android. content.pm. ActivityInfo,int)
.getAppInfoForUser(android. _pm.ApplicationInfo,int)
er.am. Activi tyManagerService. getPackageManager()
eManagerInternal com.android.server.am.ActivityManagerService.getPackageManagerInternal()
TedListSlice<android.app.ActivityManager$Re

com. an
om. android

com.android. server JanagerService. getRecentTasks(int, int,int
tHistoricalProcessExitReasons(java.lang.String,int,int,int)
0> com.android.server.am. ActivityManagerService.queryIntentComponentsForIntentSender(android. content.IIntentSender,int)

public android.content.pm.ParceledListSlice<android. content.pm.Resolvelr
public android.content.pm.UserInfo com.android.server.am.Activity rO

public android.content.res Info com.android.server.am.ActivityManagerService. compatibilityInfoForPackage(android. content.pm.ApplicationInfo)
public android.content.re com.android. server.am.ActivityManagerService. getConfiguration(
public android.graphic m.android. server.am.ActivityManagerService . getTaskBounds(int)

N X ] objection -g system_server explore

adb (adb) ® glfridaffrida (-zsh) offridaffrida (-zsh) %3 objection (Python)
public void

public void
public void

com.android.server
com.
n.android.

.am.ActivityManagerService. setSystemServiceManager(com.android. server. Syst:

mServiceManager)
.ActivityManagerService. setTaskResizeable(int, int)

erver

am. ActivityMana

ationApp(android. content.pm.ApplicationInfo, java.lang

public void
public void
public void
public void
public void
public void

om. and
com.android

com.android.server.
om.android. server
com.android.server.
com.android.server.
d.server.
server.

am.
am

am.
am.

ActivityManagerService. setUsageStatsManager(android. app.usage.UsageStatsManagerInternal)
ActivityManagerService. setUserIsMor
ManagerService:
(java.lang. CharSequence  boolean)

an. TApplicationThread, boolean)

am

ActivityManager: signalPersistentProcesses(int) throws android.os.RemoteException
ActivityManage! .skipCurrentReceiverLocked(com.android. server.
ActivityManag kipPendingBroadcastLocked(int)
ActivityManagerService. startConfirmDeviceCredential Int
ActivityManagerService. startDelegateShel1PermissionIdentity(int,java.lang.String[])

ActivityMana ice.startObservingNativeCrashes()

ActivityManagerService. startPersistentApps(int)

ActivityMana startSystenLockTaskMode(int) throws android.os.Remotel

A ManagerService. stopAppForUser(java.lang. int)

am.ActivityManagerService. stopAppForUserInternal(java. lang. String, int)

am. ActivityMana opAppSwitches()

am. ActivityManagerService. stopAssociationLocked(int, java.lang. String, int,long,android. content . ComponentName, java. lang. String)
an. topDelegateShellPermissionIdentity()
am.ActivityManag uppressResizeConfig s(boolean) throws android.os.
ActivityManagerService. systenReady(java. Lang.Runnable, com.android. server.utils. TimingsTraceAndSlog)
ActivityManagerService. tempAllowlistForPendingIntentLocked(int, int,int,long, int,int,java.lang.String)
ActivityManagerService. tempAllowl istUidLocked(int,long, int,java.lang.String, int,int)
ActivityManagerService.unbindBackupAgent(android. content.pm.ApplicationInfo)
unbindFinished(android.os.IBinder,android. content. Intent,boolean
.unhandledBack()

public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void
public void

com.android.server..
om.android.server..
com.android.server.
com.android.server.
n.android.server
com.android.server.
android.server.am
com.android.server.am
com.android.server.
om.android.server.
com.android
com.android.server
om.android.server..
com.android.server.
com.androic
n.android.
com.android.server.
android.server

am. am. ProcessRecord)
am.

am.
am.
am.

ent(android. content.Intent,android.os.Bundle)
si

Ser
am.

ervic

server.

ActivityManagel

am.
.am.
am.
am.
am

.am
oid.server.

A

am.

ivityManagerServic
ActivityManagerService.unregisterIntentSenderCancellistener(android. content. IIntentSender, com.android. internal .os. IResul tReceive
am. ActivityMana .unregisterp sObserver(android.app.IPro server)
am.ActivityManagerService.unregisterReceiver(android. content. IIntentReceiver)
am.ActivityManage .unregisterTaskStackListener(android.app. ITaskStackListener)
ActivityManagerService.unregisterUidObserver(android.app.IUidObserver)
am. ActivityManagerService. unregisterUserSwi tchObserver(android. app. IUserSwitchObs
am.ActivityManagerService.unstableProviderDied(android.os. IBinder)
.ActivityManagerService. updateActivityUsa ntent. ComponentName, int, int,android.
.ActivityManagerService. updateBatterys ntent. ComponentName, int, int,boolean)
ActivityManagerServ
.ActivityMana

d.server.
com.androic
com.android.server
om.android. server.
com.android.server.
com.android.
om.android. server
com.android.server.a
android
com.android.
com.android.
om.androtd.
com.androic
com.android.
om.android. server.
com.android
com.androic
om.android.
com.android.
d com.androi,

public void com.android.
public void com.android.
public void com.android.

server.
void
void am..
c void
void
id
void
void
void
void
void
void
void

rver)
erver. s
(android
tats(android. ¢
updateCpuStats()
Service.updateCpuStatsNow()
.ActivityManagerService. updateForeg!
.ActivityManagerService. updateLo:
.ActivityManagerSer
.ActivityManage

,android. ntName)
server.
erver.
erver. oundServiceUsageStats(android. content. ComponentName, int, boolean)
KTaskPackages(int, java. lang. String[1)
dateOomAdjPendingTargetsLocked(java. Lang. String)
.updatePersistentConfiguration(android. content.
.ActivityManag stentConfigurationii thAttribution(andr
ActivityManage updateServiceGroup(android. app. IServiceConn
.ActivityManagerService. updateSysteUiContext()
.ActivityMana .updateUidReadyForBootCompl
.ActivityManagerService.waitForBroadcastIdle()
ActivityManagerService.waitForBroadcastIdle(java.io.Printriter)
.ActivityMana NetworkStateUpdate(long)
am.ActivityManagerService.writeBroadcastsToProtoLocked(android. util.proto.ProtoOutputStream)
.ActivityManagerService.writeOtherP; InfoToProtoLSP(android.util.proto.ProtodutputSt

erver.
erver.

erver Configuration)

1d. content. res. Configuration, java. lan
tion,int,int)

id

tring, java.lang. String)
¢ void

void
¢ void

dBroadcastLocked(int)
void

.am m, java.lang. String, int,int)

Found 605 method(s)

o log

android on (google: usb| # android hooking list class_methods com.android.
server.am.ActivityManagerService

private java.lang.Boolean com.android.server.am.ActivityManagerService.lambda
long, boolean,com.android.server.am.ProcessReco



rd, int,long, com.android.server.am,PhantomProcessRecord
private void com.android.server.am.ActivityManagerService.lambda
long, long, boolean, boolean, com.android.server.am.ProcessRecord
private void com.android.server.am.ActivityManagerService.lambda
com.android.server.am,ProcessRecord
private void com.android.server.am.ActivityManagerService.lambda
a.util.ArraylList, java.lang.String
private void com.android.server.am.ActivityManagerService.lambda
com.android.server.am.ProcessRecord, long, long
void com.android.server.am.ActivityManagerService.lambda
boolean, long, long, long, long, com.android.server.am.ProcessRecord
void com.android.server.am.ActivityManagerService.lambda
java.util.List,int, float, long
android.server.am.ActivityManagerService.lambda
java.util.List,int, float, long
android.server.am.ActivityManagerService.lambda

jav

private
private

private void com.

private void com.

private void com.android.server.am.ActivityManagerService.lambda
java.util.LinkedList
android.server.am.ActivityManagerService.lambda
java.util.List,int, float, long
.am.ActivityManagerService.lambda
java.util.List,int, float, long
.am.ActivityManagerService.lambda
java.util.List,int,float, long
.am.ActivityManagerService.lambda
java.util.List,int,float, long

.am.ActivityManagerService.lambda

private void com.

private void com.android.server

private void com.android.server

private void com.android.server

private void com.android.server
void
com,

void

private com.android.server.am.ActivityManagerService.lambda

android.server.am.ProcessRecord

com.android.server.am.ActivityManagerService.lambda
java.io.PrintWriter,android.os.ParcelFileDescriptor,com.android.

server.am,ProcessRecord

private void com.android.server.am.ActivityManagerService.lambda

android.os.PowerSaveState

private void com.android.server.am.ActivityManagerService.lambda

int

private

public void com.android.

public void com.android.
throws android.os.
public void com.android.

int

ng.String, int

public void com.android.

java.lang.String, int

public void com.android.
public void com.android.

server.am,ActivityManagerService.

server.am,ActivityManagerService.

RemoteException

server.am,ActivityManagerService.
server.am,ActivityManagerService.

server.am,ActivityManagerService.
server.am,ActivityManagerService.

startPersistentApps int
startSystemLockTaskMode
stopAppForUser java.la
stopAppForUserInternal

stopAppSwitches
stopAssociationLocked

int, java.lang.String, int,long,android.content.ComponentName, java.lang.String

public void com.android.server.am.ActivityManagerService.stopDelegateShellPermi
ssionIdentity

public void com.android.server.am.ActivityManagerService.suppressResizeConfigCh
anges boolean throws android.os.RemoteException

public void com.android.server.am,ActivityManagerService.systemReady java.lang.
Runnable, com.android.server.utils.TimingsTraceAndSlog



public void com.android.server.am.ActivityManagerService.tempAllowlistForPendin
gIntentLocked int, int,int, long, int,int, java.lang.String

public void com.android.server.am.ActivityManagerService.tempAllowlistUidLocked
int,long, int, java.lang.String, int, int

public void com.android.server.am.ActivityManagerService.unbindBackupAgent andr
oid.content.pm.ApplicationInfo

public void com.android.server.am.ActivityManagerService.unbindFinished android
.0s.IBinder,android.content.Intent,boolean

public void com.android.server.am.ActivityManagerService.unhandledBack

public void com.android.server.am.ActivityManagerService.unregisterIntentSender
CancellListener android.content.IIntentSender,com.android.internal.os.IResultRec
eiver

public void com.android.server.am.ActivityManagerService.unregisterProcessObser
ver android.app.IProcessObserver

public void com.android.server.am.ActivityManagerService.unregisterReceiver and
roid.content.IIntentReceiver

public void com.android.server.am.ActivityManagerService.unregisterTaskStackLis
tener android.app.ITaskStackListener

public void com.android.server.am.ActivityManagerService.unregisterUidObserver
android.app.IUidObserver

public void com.android.server.am.ActivityManagerService.unregisterUserSwitchOb
server android.app.IUserSwitchObserver

public void com.android.server.am,ActivityManagerService.unstableProviderDied a
ndroid.os.IBinder

public void com.android.server.am.ActivityManagerService.updateActivityUsageSta
ts android.content.ComponentName, int, int,android.os.IBinder,android.content.Com
ponentName

public void com.android.server.am.ActivityManagerService.updateBatteryStats and
roid.content.ComponentName, int,int, boolean

public void com.android.server.am.ActivityManagerService.updateCpuStats

public void com.android.server.am.ActivityManagerService.updateCpuStatsNow
public void com.android.server.am.ActivityManagerService.updateForegroundServic
eUsageStats android.content.ComponentName, int, boolean

public void com.android.server.am,ActivityManagerService.updateLockTaskPackages
int, java.lang.String

public void com.android.server.am,ActivityManagerService.updateOomAdjPendingTar
getsLocked java.lang.String

public void com.android.server.am.ActivityManagerService.updatePersistentConfig
uration android.content.res.Configuration

public void com.android.server.am,ActivityManagerService.updatePersistentConfig
urationwithAttribution android.content.res.Configuration, java.lang.String, java.
lang.String

public void com.android.server.am,ActivityManagerService.updateServiceGroup and
roid.app.IServiceConnection,int,int

public void com.android.server.am.ActivityManagerService.updateSystemuiContext

public void com.android.server.am.ActivityManagerService.updateUidReadyForBootC
ompletedBroadcastLocked int

public void com.android.server.am.ActivityManagerService.waitForBroadcastIdle
public void com.android.server.am.ActivityManagerService.waitForBroadcastIdle j
ava.io.PrintWriter

public void com.android.server.am,ActivityManagerService.waitForNetworkStateUpd
ate(long

public void com.android.server.am,ActivityManagerService.writeBroadcastsToProto
Locked android.util.proto.ProtoOutputStream

public void com.android.server.am,ActivityManagerService.writeOtherProcessesInf



oToProtoLSP android.util.proto.ProtoOutputStream, java.lang.String, int,int

Found method s
android on (google: usb #
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android hooking class_method 'AndroidClassFunction | optionalParameters
o 255

o RIS

android hooking class_method android.app.ActivityManager.forceStopPackage

o MNLEIINSE

android hooking class_method android.app.ActivityManager.forceStopPackage
--dump-args --dump-backtrace --dump-return

android hooking class_method jd.wjlogin_sdk.common.inland.WJLoginInland.J
DLoginwWithPasswordNew --dump-args --dump-backtrace --dump-return
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android on (google: usb] # android hooking list services
android.hardware.location.GeofenceHardwareService
android.net.ConnectivityModuleConnector
android.net.ConnectivityModuleConnector
android.service.selectiontoolbar.DefaultSelectionToolbarRenderService
com.android.internal.infra.AbstractRemoteService
com.android.internal.infra.AbstractRemoteService
com.android.internal.infra.AbstractRemoteService
com.android.internal.infra.AbstractRemoteService
com.android.internal.infra.AbstractRemoteService
com.android.internal.infra.AbstractRemoteService
com.android.internal.infra.AbstractRemoteService
com.android.internal.infra.AbstractRemoteService
com,android.internal.infra.AbstractRemoteService
com,android.internal.infra.AbstractRemoteService
com,android,.server.BinaryTransparencyService



com.android.server.MountServicelIdler
com.android.server.NetworkScoreService
com,android,.server.PreloadsFileCacheExpirationJobService
com,android.server.PruneInstantAppsJobService
com,.android.server.SmartStorageMaintIdler
com.android.server.ZramwWriteback
com.android.server.appsearch.contactsindexer.ContactsIndexerMaintenanceService
com.android.server.autofill,AutofillCompatAccessibilityService
com,android.server.autofill,RemoteAugmentedAutofillService
com,android.server.backup.FullBackupJob
com,.android.server.backup.KeyvValueBackupJob
com.android.server.blob.BlobStoreIdleJobService
com,.android.server.bluetooth.BluetoothManagerService
com,android.server.bluetooth.BluetoothManagerService
com,android.server.bluetooth.BluetoothManagerService
com,android.server.bluetooth.BluetoothManagerService
com.android.server.bluetooth.BluetoothManagerService
com.android.server.bluetooth.BluetoothManagerService
com.android.server.bluetooth.BluetoothManagerService
com.android.server.bluetooth.BluetoothManagerService
com.android.server.bluetooth.BluetoothManagerService
com.android.server.bluetooth.BluetoothManagerService
com,android,.server.camera.CameraStatsJobService
com.android.server.companion.InactiveAssociationsRemovalService
com.android.server.compos.IsolatedCompilationJobService
com.android.server.content.SyncJobService
com.android.server.content.SyncManager
com.android.server.content.SyncManager
com.android.server.content.SyncManager
com.android.server.content.SyncManager
com.android.server.display.BrightnessIdleJob
com,android,.server.dreams.DreamController
com.android.server.inputmethod.InputMethodBindingController
com.android.server.job.JobServiceContext
com.android.server.job.JobServiceContext
com.android.server.job.JobServiceContext
com.android.server.job.JobServiceContext
com.android.server.job.JobServiceContext
com.android.server.location.geofence.GeofenceProxy
com,android.server.net.watchlist.ReportWatchlistJobService
com.android.server.notification.ManagedServices
com.android.server.notification.ManagedServices
com.android.server.notification.ManagedServices
com.android.server.notification.ManagedServices
com.android.server.notification.ManagedServices
com.android.server.notification.ManagedServices
com.android.server.notification.ManagedServices
com.android.server.notification.ManagedServices
com.android.server.notification.NotificationHistoryJobService
com,android.server.notification.ReviewNotificationPermissionsJobService
com.android.server.people.data.DataMaintenanceService
com,android.server.pm.BackgroundDexOptJobService
com,android.server.pm.DynamicCodelLoggingService
com.android.server.pm.InstantAppResolverConnection
com,android.server.pm.PackageManagerShellCommandDatalLoader
com,android.server.policy.keyguard.KeyguardServiceDelegate



com,android.server.profcollect.ProfcollectForwardingService
com,android.server.servicewatcher.ServiceWatcherImpl
com,android.server.servicewatcher.ServiceWatcherImpl
com,android.server.servicewatcher.ServiceWatcherImpl
com,android.server.servicewatcher.ServiceWatcherImpl
com,android.server.servicewatcher.ServiceWatcherImpl
com,android.server.servicewatcher.ServiceWatcherImpl
com,android.server.storage.DiskStatsLoggingService
com.android.server.storage.StorageUserConnection
com.android.server.systemcaptions.RemoteSystemCaptionsManagerService

com.android.server.telecom,TelecomLoaderService
com.android.server.timezone.TimeZoneUpdateIdler
com,.android.server.usage.UsageStatsIdleService
com.android.server.voiceinteraction.VoiceInteractionManagerServiceImpl
com,android.server.wallpaper.WallpaperManagerService
com.android.server.wallpaper.WallpaperManagerService

Found classes
android on (google: usb | #
com.wallpaper.hd.funny

o HE



com.wallpaper.hd.funny on (google: usb| # android hooking list services
androidx.room.MultiInstanceInvalidationService

bk
bk

com.
com.
com.
com.

applovin.impl.adview.activity.FullscreenAdService
applovin.impl.sdk.utils.AppKilledService

blankj.

utilcode.util.MessengerUtils

bytedance.sdk.openadsdk.multipro.aidl.BinderPoolService
bytedance.sdk.openadsdk.multipro.aidl.a
exp.wallpaper.ser.LiveSer

com,
com,
com,google.
com,google.
ervice
com,google.
com,google.
com,google.
com,google.
com.w.thsz,
com.w.thsz.
com.w.thsz.
com.w.thsz.
com.w.thsz.
com.w.thsz.
com.w.thsz.
com.w.thsz.
com.w.thsz.
com.w.thsz.

android.datatransport.runtime.backends.TransportBackendDiscovery
android.datatransport.runtime.scheduling.jobscheduling.JobInfoSchedulersS

android.gms.auth.api.signin.RevocationBoundService
android.gms.measurement.AppMeasurementJobService
android.gms.measurement.AppMeasurementService
firebase.components.ComponentDiscoveryService
rev.Receiver24

rev.Receiver24

rev.Receiver24

rev.Receiver24

rev.Receiver24

rev.Receiver24

s.Service100

s.Service101

s.Service102

s.Service103



com.w.thsz.s.Servicel04
com.w.thsz.s.Servicel05
com.w.thsz.s.Servicel07
com.w.thsz.s.Servicel08
com.w.thsz.s.Servicel09
com.w.thsz.s.Servicell0
com.w.thsz.s.Servicelll
com.w.thsz.s.Servicell4d
com.w.thsz.s.Servicells
com.w.thsz.s.Servicell6
com.w.thsz.s.Servicell9
com.w.thsz.s.Servicel20

eb.a

eb.a

eb.a

v6.b

v6.b

v6.b
w.a.l.p.ser.Serii1l
w.a.l.p.ser.Ser22
w.a.l.p.ser.Ser222
w.a.l.p.ser.Ser33
w.a.l.p.ser.Ser333
w.a.l.p.ser.Ser44
w.a.l.p.ser.Ser444
w.a.l.p.ser.Ser55
w.a.l.p.ser.Ser555
w.a.l.p.ser.Seré6
w.a.l.p.ser.Ser666
w.a.l.p.ser.Ser77
w.a.l.p.ser.Ser777
w.a.l.p.ser.Ser88
w.a.l.p.ser.Ser88s
w.a.l,p.ser.Ser99
w.a.l.p.ser.Ser999
x6.9

x6.9

x6.9

x6.9

x6.9

x6.9

Found classes
com.wallpaper.hd.funny on (google: usb  #
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(<N N ) objection -g system_server explore
adb (adb) %1 ..gffrida/frida (- ..gffridaffrida (-zsh) #3 objection (Python)

com.android.server.pm.BackgroundDexOptJobService
com.android.server.pm.DynamicCodelLoggingService
com.android.server.pm.InstantAppResolverConnection$MyServiceConnection
com.android.server.pm.PackageManagerShellCommandDataloader
com.android.server.policy.keyguard.KeyguardServiceDelegate$l
com.android.server.profcollect.ProfcollectForwardingService$ProfcollectBGJobService
com.android.server.servicewatcher.ServiceWatcherImpl$MyServiceConnection
com.android.server.servicewatcher.ServiceWatcherImpl$MyServiceConnection
com.android.server.servicewatcher.ServiceWatcherImpl$MyServiceConnection
com.android.server.servicewatcher.ServiceWatcherImpl$MyServiceConnection
com.android.server.servicewatcher.ServiceWatcherImpl$MyServiceConnection
com.android.server.servicewatcher.ServiceWatcherImpl$MyServiceConnection
com.android.server.storage.DiskStatsLoggingService
com.android.server.storage.StorageUserConnection$ActiveConnection$l
com.android.server.systemcaptions.RemoteSystemCaptionsManagerService$RemoteServiceConnection
com.android.server.telecom.TelecomLoaderService$TelecomServiceConnection
com.android.server.timezone.TimeZoneUpdateIdler
com.android.server.usage.UsageStatsIdleService
com.android.server.voiceinteraction.VoiceInteractionManagerServiceImpl$2
com.android.server.wallpaper.WallpaperManagerService$WallpaperConnection
com.android.server.wallpaper.WallpaperManagerService$WallpaperConnection

Found 87 classes

(google: 13) android hooking list activities
android.accounts.CantAddAccountActivity
android.accounts.ChooseAccountActivity
android.accounts.ChooseAccountTypeActivity
android.accounts.ChooseTypeAndAccountActivity

android.accounts.GrantCredentialsPermissionActivity

android.content. SyncActivityTooManyDeletes
android.service.games.GameSessionTrampolineActivity
com.android.internal.accessibility.dialog.AccessibilityButtonChooserActivity
com.android.internal.accessibility.dialog.AccessibilityShortcutChooserActivity
com.android.internal. .BlockedAppActivity

com.android.internal. .BlockedAppStreamingActivity
com.android.internal. .ChooserActivity

com.android.internal. .ConfirmUserCreationActivity
com.android.internal. .DisableCarModeActivity

com.android.internal. .ForwardIntentToManagedProfile
com.android.internal. .ForwardIntentToParent

com.android.internal. .HarmfulAppWarningActivity

com.android.internal. .HeavyWeightSwitcherActivity
com.android.internal. .IntentForwarderActivity

com.android.internal. .LaunchAfterAuthenticationActivity
com.android.internal. .LogAccessDialogActivity

com.android.internal. .NetInitiatedActivity

com.android.internal. .PlatLogoActivity

com.android.internal. .ShutdownActivity

com.android.internal. .SuspendedAppActivity
com.android.internal.app.UnlaunchableAppActivity
com.android.server.notification.NASLearnMoreActivity
com.android.settings.notification.NotificationAccessConfirmationActivity

Found 28 classes
(google: 13)

android on (google: usb| # android hooking list activities
android.accounts.CantAddAccountActivity



android.accounts.ChooseAccountActivity
android.accounts.ChooseAccountTypeActivity
android.accounts.ChooseTypeAndAccountActivity
android.accounts.GrantCredentialsPermissionActivity
android.content.SyncActivityTooManyDeletes
android.service.games.GameSessionTrampolineActivity
com,android.internal,accessibility.dialog.AccessibilityButtonChooserActivity
com,android.internal.accessibility.dialog.AccessibilityShortcutChooserActivity
com,android.internal.app.BlockedAppActivity
com,android.internal.app.BlockedAppStreamingActivity
com.android.internal.app.ChooserActivity
com.android.internal.app.ConfirmUserCreationActivity
com.android.internal.app.DisableCarModeActivity
com.android.internal.app.ForwardIntentToManagedProfile
com,.android.internal.app.ForwardIntentToParent
com,android.internal.app.HarmfulAppWarningActivity
com.android.internal.app.HeavyWeightSwitcherActivity
com.android.internal.app.IntentForwarderActivity
com.android.internal.app.LaunchAfterAuthenticationActivity
com.android.internal.app.LogAccessDialogActivity
com.android.internal.app.NetInitiatedActivity
com.android.internal.app.PlatLogoActivity
com.android.internal.app.ShutdownActivity
com.android.internal.app.SuspendedAppActivity
com.android.internal.app.UnlaunchableAppActivity
com.android.server.notification.NASLearnMoreActivity
com.android.settings.notification.NotificationAccessConfirmationActivity

Found classes

com.example.androiddemo
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objection -g system_server explore

adb (adb) glfridaffrida (-zsh) qffridaffrida (-zsh) %3

Found 87 classes
e: 13) android hooking list activities
android. accounts. CantAddAccountActivity
android. accounts. Ch untActivity
android. accounts.. ChooseAccountTypeActivity
android. accounts. ChooseTypeAndAccountActivity
android. accounts. GrantCredential sPermissionActivity
android. content. SyncActivityTooManyDeletes
android. service. games . GameSessionTrampolineActivity
com.an Linternal. ibility.dialog. AccessibilityButtonC rActivity
com.android. internal .accessibility.dialog.AccessibilityShortcutChooserActivity
com.android. internal ockedAppActivity
.android. internal . app.BlockedAppStreamingActivity
nal.app. rActivity
android. internal .app.ConfirmUserCreationActivity
.android. internal.app. odeActivity
.app.
.app.
android.internal .app
.android. internal.app.
.android. internal.app. IntentFo y
.android. internal.app. LaunchAfterAuthenticationActivity
.android. internal .app.LogAccessDialogActivity
.android. internal .app.NetInitiatedActivity
.android. internal .app.PlatLogoActivit
android nal..app. ShutdownActivity
.android. internal . app. SuspendedAppActivity
com.android. internal .app.UnlaunchableAppActivity
com.android. server.notification.NASLea Activit
com.android. settings.notification.NotificationAccessConfirmationActivity

Found 28 classes
(google: 13) android hooking list class_lo
* dalvik.systen. InMemoryDexClassLoader[DexPathList[[dex file "InMemoryDexFile[cooki, 5 610 rectories=[/ em_ext/1ib64]7]
Loader [DexPathList[[dir "."],nativelibraryDirecto Y , /syst 1ib64, / 64, /sy 1ib641]]
der[DexPathList[[zip file "/ape .androtid.btservices/javalib/service-bluetooth. jar"],nativel ibraryDir systen/1ib64, ext/11b64]1]
* dalvik.system.PathClassLoader[DexPathList[[zip file o android.os javalib/ 11b6411]
Loader [DexPathList[[zip file "/apex/com.android.scheduling/javalib/service-scheduling x
connectivity.jar"],nativelibraryDire L
"], nativeLibraryDirectories=[/system/1ib64,
zip file "/system/framework rvices.jar", x/com.android.ad
m.android.appsearch/javalib, ce-appsearch.jar", zip file "/ape
-permission.jar"],nativeLibrary

* dalvik.sy
* dalvik.sy oader[DexPathList[[zip file "/apex/

ervices/jav y zip file "/ape

serv ‘com. android.media/javalib/ser a-s.jar", zip file
1ib64, /system_ext/1ib64, en/1ib64, /system_ext/11b6411]
tem. PathClassLoader[DexPathList[[zip file "/system/priv-app/FusedLocation/FusedLocation.apk"],nativeLibrary
tem_ext/1ib64, /system/1ib64, stem_ext/1ib64]]]
* dalvik. /system/priv-app/SettingsProvider/SettingsProvider.apk"],nativeLibraryDire; s=[/system/priv-app/SettingsProvider/lib/armé4,
b64, /system_ext/lib64, /system/lib64,
* dalvik.system.PathClassLoader[DexPathList[[zip file "/system/priv-app/Tel,
ib64, / 6

sedLocation/1ib/armé4,

com/Telecom.apk”],nativelibraryDirectories=[/system/priv-app/Telecon/lib/arme4, /system/1ib64, /system_ext/lib64,

o log

android on (google: usb| # android hooking list class_loaders

* dalvik.system.InMemoryDexClassLoader DexPathList | dex
,nativeLibraryDirectories |/system/1ib64, /sy

stem_ext/1ib64

* dalvik.system.PathClassLoader DexPathList |directory ,nativeLibraryDirect

ories |/system/1ib64, /system_ext/1ib64, /system/1ib64, /system_ext/1ib64



* dalvik.system.PathClassLoader DexPathList |zip
,hativeLibraryDirectories | /system/1ib64, /
system_ext/1ib64
* dalvik.system.PathClassLoader DexPathList |zip
,hativelLibraryDirectories  /system/1ib64, /syst
em_ext/1ib64
* dalvik.system.PathClassLoader DexPathList |zip
,hativeLibraryDirectories /system/1ibé4,
/system_ext/1ib64
* dalvik.system.PathClassLoader DexPathList |zip
,hativelLibraryDirectories /system/1ibé4,
/system_ext/1ib64
* dalvik.system.PathClassLoader DexPathList |zip
,hativelLibraryDirectories | /system/lib64, /system_ext/
1ib64
* dalvik.system.PathClassLoader DexPathList |zip

’ /

r

,hativeLibraryDirectories ' /system/1ib64, /system_ext/lib64, /system/1libé
4, /system_ext/1ib64
* dalvik.system.PathClassLoader DexPathList |zip
,nativeLibraryDirectories /system/priv-app/FusedLoca
tion/lib/armé4, /system/l1ib64, /system_ext/lib64, /system/lib64, /system_ext/1li
b64
* dalvik.system.PathClassLoader DexPathList |zip
,hativelLibraryDirectories |/system/priv-app/Set
tingsProvider/lib/armé4, /system/1ib64, /system_ext/1lib64, /system/1lib64, /syst
em_ext/1ib64
* dalvik.system.PathClassLoader DexPathList |zip
,nativeLibraryDirectories |/system/priv-app/Telecom/lib/armé4, /s
ystem/1ib64, /system_ext/1ib64, /system/1ib64, /system_ext/1lib64
* java.lang.BootClassLoader@14171b

Found class loaders
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android hooking watch

hookZ £/ZE

A
o WY

android hooking class androidFullClassName

&4
com.tlamb96.kgbmessenger.MessengerActivity

A
o WY

android hooking class com,tlamb96.kgbmessenger.MessengerActivity

asvid.github.io.fridaapp.MainActivity

AN
o WY

android hooking class asvid.github.io.fridaapp.MainActivity --dump-args --dum
p-return



com.example.androiddemo.Activity.LoginActivity
e

e Tp

android hooking class com.example.androiddemo.Activity.LoginActivity

com.example.androiddemo.Activity.FridaActivity2
B

e Tp

android hooking class com.example.androiddemo.Activity.FridaActivity2



hook%Z EHJEH %Y

A
o WY

android hooking class_method ' androidFunctionName

&4

asvid.github.io.fridaapp.MainActivity.sum

PN
o WY

android hooking class_method asvid.github.io.fridaapp.MainActivity.sum --dump
-args --dump-backtrace --dump-return

com.android.server.am.ActivityManagerService.forceStopPackage

PP
o WY

android hooking class_method com.android.server.am.ActivityManagerService.for
ceStopPackage --dump-args --dump-backtrace --dump-return

)



[ X X J crifan@crifanlideMacBook-Pro:~

adb (adb) -.gffridalfrida (-zsh) 82 gffridalfrida (-zsh) =3 ~ (-zsh)

(agent) Called startService(

(agent) Called

Return Value
Called .startService(

Arguments

Return Value
Called

Backtrace:

Return Value:
Called

» RHNES

android on (google: usb] # android hooking watch class_method com.andro

id.server.am.ActivityManagerService.forceStopPackage --dump-args --dump-back

trace --dump-return

agent ) Attempting to class com.android.server.am.ActivityManagerServi

ce and method forceStopPackage.

agent | Hooking com.android.server.am.ActivityManagerService.forceStopPackage
java.lang.String, int

agent ) Registering job . Type: watch-method for: com.android.server.a

m.ActivityManagerService.forceStopPackage

J S—
» fib& RS

android on (google: usb| # (agent) [817434] Called com.android.server.a
m.ActivityManagerService.forceStopPackage(java.lang.String, int)
agent Backtrace:

com.android.server.am.ActivityManagerService.forceStopPackage Native Met
hod

android.app.IActivityManager .onTransact IActivityManager.java:3

108

com.android.server.am.ActivityManagerService.onTransact ActivityManagersS
ervice.java:2628

android.os.Binder.execTransactInternal Binder.java:1280

android.os.Binder.execTransact Binder.java:1244

agent Arguments com.android.server.am.ActivityManagerService.forc
eStopPackage com.wallpaper.hd.funny, (none
agent Return Value: (none



[ i
android.app.ActivityManager.forceStopPackage

PN
<

e mp

android hooking class_method android.app.ActivityManager.forceStopPackage --d
ump-args --dump-backtrace --dump-return

)

dump-args --dump-backtrace

o log
android on (google: usb| # android hooking watch class_method android.app.
ActivityManager.forceStopPackage --dump-args --dump-backtrace --dump-return
agent ) Attempting to class android.app.ActivityManager and method forceS
topPackage.

agent | Hooking android.app.ActivityManager.forceStopPackage java.lang.String
agent ) Registering job 050991. Type: watch-method for: android.app.ActivityMan
ager.forceStopPackage

com.android.server.am.ActivityManagerService.startService
ANAN
<

e mp

android hooking class_method com.android.server.am.ActivityManagerService.sta
rtService --dump-args --dump-backtrace --dump-return

)

o log
android on (google: usb] # android hooking watch class_method com.android.
server.am.ActivityManagerService.startService --dump-args --dump-backtrace --du
mp-return
agent Attempting to class com.android.server.am.ActivityManagerService

and method startService.

agent  Hooking com.android.server.am.ActivityManagerService.startService andro
id.app.IApplicationThread, android.content.Intent, java.lang.String, boolean, j
ava.lang.String, java.lang.String, int

agent  Registering job . Type: watch-method for: com.android.server.am.A
ctivityManagerService.startService

o BUERIZAR
o WMER1



cee objection -g system_server explore

adb (adb) gffridalfrida (-zs! 2 offridaffrida (-zsh) %3 ~ (-zsh) objection (Python)

p.ActivityManager. for age --dump-args --dump-backtrace --dump-return

ce --dump-args --dump-backtrace --dump-return

Arguments

Return Va
Called

inder. java:1244)
Return Value:
Called

m. an
android.app. TActivityManagersSt

tInternal(Binder.java:1:
r.java:1244)

android on (google: usb| # (agent) [780469] Called com.android.server.a
m.ActivityManagerService.startService(android.app.IApplicationThread, androi
d.content.Intent, java.lang.String, boolean, java.lang.String, java.lang.Str

ing, int)
agent Backtrace:
com.android.server.am,ActivityManagerService.startService Native Met
hod
android.app.IActivityManager .onTransact IActivityManager.java:2452

com.android.server.am.ActivityManagerService.onTransact ActivityManagerS
ervice.java:2628

android.os.Binder.execTransactInternal Binder.java:1280

android.os.Binder.execTransact Binder.java:1244

agent Arguments com.android.server.am.ActivityManagerService.star

tService  object Object , Intent com.google.android.gms.common.broadca
st.DELIVER_BROADCAST targeted_intent_op_prefix:.common.broadcast.Backgr
oundBroadcastReceiverSupport com.goog
le.android.gms/.chimera.PersistentIntentOperationService 'has extras, , (no
ne , (none , com.google.android.gms, gms_broadcast_receiver, (none

agent Return Value: ComponentInfo com.google.android.gms/com.goog
le.android.gms.chimera.PersistentIntentOperationService
agent Called com.android.server.am.ActivityManagerService.startSe

rvice android.app.IApplicationThread, android.content.Intent, java.lang.Stri
ng, boolean, java.lang.String, java.lang.String, int

agent Backtrace:
com.android.server.am.ActivityManagerService.startService Native Method
android.app.IActivityManager .onTransact IActivityManager.java:2452

com,android.server.am.ActivityManagerService.onTransact ActivityManagerS
ervice.java:2628



android.os.Binder.execTransactInternal Binder.java:1280
android.os.Binder.execTransact Binder.java:1244

agent Arguments com.android.server.am.ActivityManagerService.star
tService ' object Object , Intent com.google.android.gms.common.broadca
st.DELIVER_BROADCAST targeted_intent_op_prefix:.common.broadcast.Backgr
oundBroadcastReceiverSupport com.goog
le.android.gms/.chimera.PersistentIntentOperationService (has extras , (no
ne ', ‘none , com.google.android.gms, gms_broadcast_receiver, none

agent Return Value: ComponentInfo com.google.android.gms/com.goog
le.android.gms.chimera.PersistentIntentOperationService

agent Arguments com.android.server.am.ActivityManagerService.star
tService ' object Object , Intent android.intent.action.BATTERY_CHANGED

com.google.android.apps.scone/.coex.StateService (has extras , none ),
none , com.google.android.apps.scone, (nhone , (none

agent Return Value: ComponentInfo com.google.android.apps.scone/c
om.google.android.apps.scone.coex,.StateService
agent Called com.android.server.am.ActivityManagerService.startSe

rvice android.app.IApplicationThread, android.content.Intent, java.lang.Stri
ng, boolean, java.lang.String, java.lang.String, int

agent Backtrace:
com,android.server.am.ActivityManagerService.startService Native Method
android.app.IActivityManager .onTransact IActivityManager.java:2452

com.android.server.am.ActivityManagerService.onTransact ActivityManagersS
ervice.java:2628

android.os.Binder.execTransactInternal Binder.java:1280

android.os.Binder.execTransact Binder.java:1244

agent Arguments com.android.server.am.ActivityManagerService.star

tService  object Object , Intent com.google.android.gms.ipa.mediastore
indexer . INSTANT_INDEX targeted_intent_op_prefix:.ipa.mediastoreindexer.
InstantIndexingIntentOperation com.google.android.gms/.chimera.GmsInten
tOperationService (has extras, ', (none , (none , com,google.android.gms, co
m.google.android.gms.ipa, (none

agent Return Value: ComponentInfo com.google.android.gms/com.goog
le.android.gms.chimera.GmsIntentOperationService
agent Called com.android.server.am,ActivityManagerService.startSe

rvice android.app.IApplicationThread, android.content.Intent, java.lang.Stri
ng, boolean, java.lang.String, java.lang.String, int

agent Backtrace:
com.android.server.am.ActivityManagerService.startService Native Method
android.app.IActivityManager .onTransact IActivityManager.java:2452

com,android.server.am.ActivityManagerService.onTransact ActivityManagerS
ervice.java:2628

android.os.Binder.execTransactInternal Binder.java:1280

android.os.Binder.execTransact Binder.java:1244

agent Arguments com.android.server.am.ActivityManagerService.star
tService [object Object , Intent com,crifan.keepaliveandroid/.Servicel
, (none ), (none , com,crifan.keepaliveandroid, ‘none , (none

agent Return Value: ComponentInfo com.crifan.keepaliveandroid/com

.crifan.keepaliveandroid.Servicel

J 1




WER2
.

crifan@crifanlideMacBook-Pro:~

adb (adb) 3 offridaffrida (-zsh) #3 ~ (-zsh)

(agent) d ActivityManagerService. forceStopPackageld

am. ActivityManage:

Return Value
Cal
)

m.android.

.startService(

n
= |og
agent Called com.android.server.am.ActivityManagerService.startSe

rvice android.app.IApplicationThread, android.content.Intent, java.lang.Stri
ng, boolean, java.lang.String, java.lang.String, int

agent Backtrace:
com.android.server.am.ActivityManagerService.startService Native Method
android.app.IActivityManager .onTransact IActivityManager.java:2452

com.android.server.am.ActivityManagerService.onTransact ActivityManagerS
ervice.java:2628

android.os.Binder.execTransactInternal Binder.java:1285

android.os.Binder.execTransact Binder.java:1244

agent Arguments com.android.server.am.ActivityManagerService.star
tService

agent Return Value: ComponentInfo ?/app is background uid null
agent Called com.android.server.am.ActivityManagerService.startSe

rvice android.app.IApplicationThread, android.content.Intent, java.lang.Stri
ng, boolean, java.lang.String, java.lang.String, int

agent Backtrace:
com.android.server.am.ActivityManagerService.startService Native Method
android.app.IActivityManager .onTransact IActivityManager.java:2452

com.android.server.am.ActivityManagerService.onTransact ActivityManagersS
ervice.java:2628

android.os.Binder.execTransactInternal Binder.java:1280

android.os.Binder.execTransact Binder.java:1244
agent Arguments com,.android.server.am.ActivityManagerService.star
tService  object Object , Intent com.wallpaper.hd.funny/com.w.thsz.s.S



ervicel09 , (none ), (none , com.wallpaper.hd.funny, (none ), (none
agent Return Value: ComponentInfo ?/app is background uid UidR
ecord 2cdc265 uGa244 TRNB idle change:procadj procs:0 seq

agent Called com.android.server.am.ActivityManagerService.startSe
rvice android.app.IApplicationThread, android.content.Intent, java.lang.Stri
ng, boolean, java.lang.String, java.lang.String, int

agent Backtrace:
com.android.server.am.ActivityManagerService.startService Native Method
android.app.IActivityManager .onTransact IActivityManager.java:2452

com,android.server.am.ActivityManagerService.onTransact ActivityManagerS
ervice.java:2628
android.os.Binder.execTransactInternal Binder.java:1280
android.os.Binder.execTransact Binder.java:1244
agent Arguments com.android.server.am.ActivityManagerService.star
tService  object Object , Intent com.wallpaper.hd.funny/com.w.thsz.s.S
ervicelil ', 'none), (none , com.wallpaper.hd.funny, (none , (none
agent Return Value: ComponentInfo ?/app is background uid UidR
ecord 2cdc265 uGa244 TRNB idle change:procadj procs:0 seq

{ S—

crifan.org, {EAZE &4.0EFR(CC BY 4.0)fY &7 all right reserved, powered by Gitbook &R /ZE#:
2023-09-17 00:40:04



https://creativecommons.org/licenses/by/4.0/deed.zh

android hooking search

android hooking search classes

A
o WY

android hooking search classes [AndroidClassName

o |

android hooking search classes com.example.androiddemo.Activity.FridaActivity4
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android intent
o ERF®HR
o android intent launch_activity
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android intent launch_activity

AN
o WY

android intent launch_activity (AndroidIntentName

o |

android intent launch_activity com.example.androiddemo.Activity.FridaActivity4

Found 10 classes
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memory

ObjectionZ1IFHNTFIRIE, FEMLIHME: memory

= ANAN
o BHFWL
o memory search

o memory dump
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memory search

Objectionsz 1% RNEHEAE

A
o WY

memory search contentToSearch

41

memory search

objecti&n =€ COM.Mincmmneicorus ween €Xplore
Using USB device “Google Pixel”

(ob]ect)ln]ect(lon) vi.

Runtime Mobile Exploration
by: @leonjza from @sensepost

[tab] for command suggestions
com.1 p on [usb] # memory search "64 65 78 0a 3@ 33 35 ee"

Searching for: 64 65 78 @a 3@ 33 35 00
I I va

CIET)

Ba

GOV e, R [usb] # memory dump from_basel0x?99fc@@@@@lEBBZ@Sl]froothesktopfxxxxxx.dex

) e S PR [usb] # exit
Exiting ...

Asking jobs to stop...

Unloading objection agent ...

rootdroysuekali:~# md5sum froothesktopfxxxxxx dex

root/Desktop/FRIDA- DExDumpfcom XXXXX . XXXXX/0x7abfcoo0on. dex
55871 /root/Desktop/FRIDA-DEXDump/com. xxxxx.xxxxx/0x7abfc@0eve.dex

] 279?56768&1’&86!’35”}[}39 =
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memory dump

o

A

memory dump from_base  offset [size < outputFile

41

memory dump from_base 0x79efc00000 /root/Desktop/xxxxxx.dex

objecti&n =€ COM.Mincmmneicorus ween €Xplore
Using USB device “Google Pixel”

=
(ob]ect)ln]ect(lon) vi.

Runtime Mobile Exploration
by: @leonjza from @sensepost

[tab] for command suggestions
com.1 : on [usb] # memory search "64 65 78 @a 3@ 33 35 @o"

Searching for: 64 65 78 @a 3@ 33 35 00
I I va

da

O e S e T e [usb] # memory dump from_basel@x?99fc@@@@@l5682@Sl]frootIDesktopfxxxxxx.dex

) e S PR [usb] # exit
Exiting ...

Asking jobs to stop...

Unloading objection agent ...

rootdroysuekali:~# md5sum froothesktopfxxxxxx dex

root/Desktop/FRIDA- DEXDumpftom HAHNK . XKXKX/0xTabFcooono. dex
n 279?56?6@nfa86f35?bb395871 /root/Desktop/FRIDA-DEXDump/com. xxxxx . xxxxx/0x7abfcO00vo. dex
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ObjectionififiOS

ios hooking watch method

A
o WY

ios hooking method (i0SFullFunctionName

o |

ios hooking method
--dump-args --dump-backtrace --dump-return
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Al Z 2 E W o) 4
hookZ £ ;& 4

Attempting to watch class and method --dump-args A Frida agent
exception has occurred

o MK

=i ZEhookZ & [R¥ :

android hooking class_method --dump-args --dump-backtrace --dump-return android.
app.ActivityManager.forceStopPackage com.android.server.am,ActivityManagerService.start
Service

ERIRE:

coeeo objection -g system_server explore

adb (adb) .gffridaffrida (-zsh) %2 gffridaffrida (-zsh) %3 ) %4 objection (Python) %5 ~ (-zsh) %6
android hooking watch class_method --dump-args --dump-backtrace --dump-return android.app.ActivityManager.forceStopPackage com.android.server.am.ActivityManager

Service ce

(agent) Attempting to watch class and method

A Frida agent exception has occurred.

android on (google: usb] # android hooking watch class_method --dump-args --dump-b
acktrace --dump-return android.app.ActivityManager.forceStopPackage com.android.server
.am.ActivityManager

Service,startService

agent ) Attempting to class and method --dump-args.



A Frida agent exception has occurred.
Error: java.lang.ClassNotFoundException: Didn't class on path: DexPathList| |zip

/

7 ,hativeLibrary
Directories /system/1ib64, /system_ext/lib64, /system/1ib64, /system_ext/lib64

at anonymous (frida/node_modules/frida-java-bridge/lib/env.js:124

at anonymous (frida/node_modules/frida-java-bridge/lib/class-factory.js:502

at value (frida/node_modules/frida-java-bridge/lib/class-factory.js:945

at value (frida/node_modules/frida-java-bridge/lib/class-factory.js:950

at _make (frida/node_modules/frida-java-bridge/lib/class-factory.js:165

at use (frida/node_modules/frida-java-bridge/lib/class-factory.js:62

at use (frida/node_modules/frida-java-bridge/index.js:258

at anonymous (/scriptl.js:18783

at anonymous (/scriptl.js:19157

at anonymous (frida/node_modules/frida-java-bridge/lib/vm.js:12

at perform frida/node_modules/frida-java-bridge/index.js:205

at anonymous (/scriptl.js:19162

at Promise (native

at wrapJavaPerform (/scriptl.js:19163

at anonymous (/scriptl.js:18837

at androidHookingWatchMethod (/scriptil.js:22614

at apply (native

at anonymous (frida/runtime/message-dispatcher.js:13

at ¢ (frida/runtime/message-dispatcher.js:23

(| —

o [HHA:
o H24k
» REEEIAThook 20K %
» REEIhook S E H EANEEEIR
= Y4BT
 IREBER

m  Attempting to watch class and method --dump-args.

m  Error: java.lang.ClassNotFoundException: Didn't find class "" on
path ...
=
» class and HY class #] and FEEHIBENT #, HXpeRn: £3
=k
EL
» Didn't find class "" HAY "' , HEENE, XBEZFRKE "

» WFRBEZFHE, SAREHART
o MRIRINE:
o BRRhook 17 R ¥}
o AIEFARNIETE -> ZIBhook RERRY - -dump-args FSE, MEXNRBMNEET1T
= ¥W: hookRE IS
o BRFER: M

android hooking class_method android.app.ActivityManager.forceStopPackage --d



ump-args --dump-backtrace --dump-return

android hooking class_method com.android.server.am.ActivityManager --dump-arg
s --dump-backtrace --dump-return
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ObjectioniEixhelp

» ~ objection
Checking a newer version of objection ..
Usage: objection OPTIONS| COMMAND ARGS . ..

object inject ion

Runtime Mobile Exploration
by: @leonjza from @sensepost

By default, communications will happen over USB, unless the option
is provided.

Options:

-N, Connect using a network connection instead of USB.

-h, TEXT default: 0.1

-p, INTEGER default:

-ah, --api-host TEXT default: 0.1

-ap, --api-port INTEGER | default:

-0, TEXT Name of the Frida Gadget/Process to connect to.
default: Gadget

-S, TEXT A device serial to connect to.

-d, Enable debug mode with verbose output. (Includes
agent map stack traces
Show this message and exit.

Commands:

api Start the objection API server headless mode.

device-type Get information about an attached device.

explore Start the objection exploration REPL.

patchapk Patch an APK with the frida-gadget.so.

patchipa Patch an IPA with the FridaGadget dylib.

run Run a single objection command.

signapk Zipalign and sign an APK with the objection key.

version Prints the current version and exists.
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ObjectionZFZF 1= #

rOysue/AndroidSecurityStudy: ZE N AZ £ ] (github.com)
o ABRENRE, ERESE
¢ Using objection - sensepost/objection Wiki (github.com)
o EN, ES#ESEH:
= s

= env
» FF
o 04 objectionFIFridail &L IR1E - #EE (juejin.cn)
o BAWT
o Hfh:
o objectionf9ER{EF - f7n_alone - {§%[= (cnblogs.com)
o SLHIFRIDA#M: W7 &z, hook anywhere, HB-Z2% - Z2HINF A (anquanke.com)
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[EfBR] MacH#iA1t, Objectioni¥ 6% EEapphIifiE

[iLE] REFEF@360Wallpaper: ixixObjection

[E##7] ObjectionEhookZ H K EIREE: Attempting to watch class and method --dump-args A
Frida agent exception has occurred
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