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lidbBJcheat sheet

lldbHY cheat sheet =/J\}

lldb cheat sheet

Execution Commands

Ffi:

>si

>br s -f foo.c -1 12

start Ild (prefix with xcrun on os x)
>11db [program.app]
>11db -- program.app argl

instruction level single step over
>thread step-inst-over
>ni

load program
>file program.app

step out of the currently selected frame
>thread step-out
>finish

set a breakpoint by regular expression on
source file contents

>breakpoint set --source-pattern
regular-expression --file SourceFile
>br s -p regular-expression -f file

show contents of variable bar
>frame variable bar

>fr v bar

>p bar

run program
>process launch [-- args]
>run [args]

Return from currently frame, with return
value
>thread return [RETURN EXPRESSION]

set arguments
>settings set target.run-args 1

launch process in new terminal
>process launch --tty -- <args>

set env variables
>settings set target.env-vars DEBUG=1

Backtrace and disassemble every time you

stop

>target stop-hook add
>bt

>disassemble --pc
>DONE

set conditional breakpoint
>breakpoint set --name foo --
condition '(int)strcmp(y,"hello") ==
0

>br s -n foo -c

' (int)strcmp(y, "hello") =:

o

show contents of var bar formatted as hex
>frame variable --format x bar
>fr v -f x bar

show contents of global variable baz
>target variable baz
>ta v baz

list breakpoints
>breakpoint list
>br 1

show global/static variables in current file
>target variable
>ta v

remove env variables
>settings remove target.env-vars
DEBUG

run until line 12 or end of frame
>thread until 12

Breakpoint Commands

delete a breakpoint
>breakpoint delete 1
>br del 1

Watchpoint Commands

show argc and argv every time you stop
>target stop-hook add --one-liner
"frame variable argc argv"

>ta st a -o "fr v argc argv"
>display argc

>display argv

show program arguments
>settings show target.run-args

set breakpoint at all functions named main
>breakpoint set --name main

>br s -n main

>b main

set watchpoint on variable when written to
>watchpoint set variable global_var
>wa s v global_var

set env variable and run
>process launch -v DEBUG=1

attach to process by PID
>process attach --pid 123

attach to process by name
>process attach --name a.out [--
waitfor]

set breakpoint in file test.c line 12
>breakpoint set --file test.c --line
12

>br s -f test.c -1 12

>b test.c:12

set watchpoint on memory of pointer size
>watchpoint set expression --
0x123456

>wa s e -- 0x123456

display argc and argv when stopping in main
>target stop-hook add --name main --
one-liner "frame variable argc argv"
>ta st a -n main -o "fr v argc argv"

attach to remote gdb on eorgadd
>gdb-remote eorgadd:8000

set breakpoint at all C++ methods with name
main

>breakpoint set --method main

>br s -M main

set watchpoint on memory of custom size
> watchpoint set expression -x
byte_size -- @x123456

> wa s e -x byte_size -- 0x123456

display *this when in class MyClass
>target stop-hook add --classname
MyClass --one-liner “"frame variable
*this"

>ta st a -c MyClass -o "fr v *this"

Evaluating Expressions

attach to gdb server on localhost
>gdb-remote 8000

attach to remote Darwin kernel in kdp mode
>kdp-remote eorgadd

set breakpoint at ObjC function
>breakpoint set --name "-[NSString
stringWithFormat:]"

>b -[NSString stringWithFormat:]

set a condition on a watchpoint
>watch set var global
>watchpoint modify -c '(global==5)"

list watchpoints
>watchpoint list
>watch 1

evaluate expression (print alias possible as
well)

>expr (int) printf ("Print nine:
%d.", 4 +5)

>print (int) printf ("Print nine:
%d.", 4 +5)

source level single step
>thread step-in
>step

>s

set breakpoint at all ObjC functions whose
selector is count

>breakpoint set --selector count
>br s -S count

delete a watchpoint
>watchpoint delete 1
>watch del 1

Examining Variables

using a convenience variable
>expr unsigned int $foo = 5

source level setop over
>thread step-over
>next

>n

set breakpoint by regular expression function
name
>breakpoint set --func-regex print.*

show arguments and local variables
>frame variable
>frov

print the ObjC description of an object
>expr -o -- [SomeClass
returnAnObject]

>po [SomeClass returnAnObject]

instruction level single step
>thread step-inst

ensure that breakpoints by file and line work
(c/cpp/objc)

>settings set target.inline-
breakpoint-strategy always

show local variables
>frame variable --no-args
>fr v -a

set dynamic type printing as default
>settings set target.prefer-dynamic
run-target

calling a function with a breakpoint
>expr -i @ --
function_with_a_breakpoint()

show general purpose registers as signed
decimal

>register read --format i

>re r -f i

>register read/d

calling a function that crashes
expr -u @ -- function_which_crashes()

Examining Thread State

show all registers in all register threads
>register read --all
>re r -a

get information about specific heap
allocation and cast result to dynamic type
that can be deduced (Mac OS X only)
>command script import
11db.macosx. heap

>malloc_info --type 0x10010d680

print dynamic type of expression result
>expr -d 1 -- [SomeClass
returnAnObject]

expr -d 1 -
someCPPObjectPtrorReference

Executable and Shared Library Query
Commands

list the main executable and all dependent
shared libraries
>image list

show backtrace (current thread)
>thread backtrace
>bt

show registers rax, rsp, rbp
register read rax rsp rbp

show register rax with binary format
>register read --format binary rax

find all heap blocks that contain pointer
specified by an expression EXPR (Mac OS X
only)

>command script import
11db.macosx. heap

>ptr_refs EXPR

look up information for a raw address in the
executable or any shared libraries

>image lookup --address @xlec4

>im loo -a @xlec4

show backtrace for all threads
>thread backtrace all
>bt all

backtrace the first 5 frames of current thread
>thread backtrace -c 5

>bt 5 (LLdb-169 and Later)

>bt -c 5 (LLdb-168 and Later)

select a different stack frame by index
>frame select 12

>fr s 12

>f 12

read memory from Oxbffff3cO and show 4 hex
uint32_t values

>memory read --size 4 --format x --
count 4 oxbffff3ce

>me r -s4 -fx -c4 exbffffice

>X -s4 -fx -c4 oxbffff3ce

>memory read/4xw @xbffff3ce

>x/4xw @xbffff3ce

>memory read --gdb-format 4xw
oxbffff3ce

find all heap blocks that contain a C string
anywhere in the block (Mac OS X only)
>command script import
11db.macosx. heap

>cstr_refs CSTRING

look up functions matching a regular
expression in a binary

>image lookup -r -n <FUNC_REGEX>
(debug symbols)

>image lookup -r -s <FUNC_REGEX>
(non-debug syms)

disassemble current function for current
frame

>disassemble -frame

>di -f

find full source line information
>image lookup -v --address @xlec4
(Look for entryline)

show frame information
>frame info

select stack frame the called current frame
>up
>frame select --relative=1

read memory starting at the expression
"argv([0]"

>memory read “argv[@]”

>memory read --size “sizeof(int)’
“argv[e]”

disassemble any functions named main
>disassemble --name main
>di -n main

look up information for an address in a.out
only

>image lookup --address @xlec4 a.out
>im loo -a @xlec4 a.out

select stack frame that is called by current
frame

>down
>frame select --relative=-1
>fr s -r-1

read 512 bytes from address Oxbffff3c0 and
save results to a local file

>memory read --outfile /tmp/mem.txt -
-count 512 @xbffff3ce

>me r -o/tmp/mem.txt -c512 @xbffff3ce
>x/512bx -o/tmp/mem.txt @xbffff3ce

disassemble address range

>disassemble --start-address @xleb8 -
-end-address @xlec3

>di -s Oxleb8 -e @xlec3

look up information for a type Pointer by
name

>image lookup --type Point

>im loo -t Point

select different frame using relative offset
>frame select --relative 2

>fr s -r2
>frame select --relative -3
>fr s -r-3

save binary memory data starting at 0x1000
and ending at 0x2000 to file

>memory read --outfile /tmp/mem.bin -
-binary @x1000 0x2000

>me r -o /tmp/mem.bin -b @x1000
0x2000

disassemble 20 instructions from start
address

>disassemble --start-address @xleb8 -
-count 20

>di -s @xleb8 -c 20

dump all sections from the main executable
and any shared libraries
>image dump sections

dump all sections in the a.out module
>image dump sections a.out

show mixed source and disassembly for the
current function

>disassemble --frame -mixed

>di -f -m

dump all symbols from the main executable
and any shared libraries
>image dump symtab

show general purpose registers
>register read

write 123 to register rax
>register write rax 123

skip 8 bytes using with program counter
>register write pc “$pc+8”

get information about specific heap
allocation (Mac OS X only)
>command script import
11db.macosx.heap

>process launch --environment
MallocStackLogging=1 -- [ARGS]
>malloc_info --stack-history
0x10010d680

disassemble the current function for the
current frame and show the opcode bytes
>disassemble --frame -bytes

>di -f -b

dump all symbols in a.out and liba.so
>image dump symtab a.out liba.so

Miscellaneous

echo text to the screen
>script print "Here is some text"

disassemble the current source line for the
current frame

>disassemble --line

>di -1

remap source file pathnames for the debug
session (e.g. if program was built on another
PC)

>settings set target.source-map
/buildbot/path /my/path
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lidbf4help
lidb#Jhelp: ERAABEGLHENER

11ldb
Debugger commands:

breakpoint

disassemble

expression

gdb-remote

gui

kdp-remote
language
log

memory
platform
plugin

process

quit
register

reproducer

script

session
settings

statistics

List debugger commands related to a word or subject.
Commands operating on breakpoints (see

shorthand.

Commands managing custom LLDB commands.

Disassemble specified instructions the current
target. Defaults to the current the
current thread and stack frame,

Evaluate an expression on the current thread. Displays
any returned value with LLDB

stack frames.

Connect to a process via remote GDB server. If no

is specifed, localhost is assumed.

Switch into the curses based GUI mode.

Show a list of all debugger commands, or give details

about a specific command.

Connect to a process via remote KDP server. If no UDP

port is specified, port is assumed.

Commands specific to a language.

Commands controlling LLDB internal logging.

Commands operating on memory the current target

process.

Commands to manage and create platforms.

Commands managing LLDB plugins.

Commands interacting with processes on the current

platform.

Quit the LLDB debugger.

Commands to access registers

stack frame.

Commands manipulating reproducers. Reproducers

it possible to capture full debug sessions with all its

dependencies. The resulting reproducer is used to replay

the debug session debugging the debugger.

Because reproducers need the whole the debug session

from beginning to end, you need to launch the debugger
capture or replay mode, commonly though the

line driver.

Reproducers are unrelated record-replay debugging, as

you cannot interact with the debugger during replay.

Invoke the script interpreter with provided code and

display any results., Start the interactive interpreter
no code is supplied.

Commands controlling LLDB session.

Commands managing LLDB settings.

Commands examining code described by debug

information the current target process.

Print statistics about a debugging session

the current thread and



target
thread

trace

version

watchpoint
Current

add-dsym --

-- Commands operating on debugger targets.

-- Commands operating on one or threads the
current process.

-- Commands loading and using processor trace
information.

-- Commands operating on the system,

-- Show the LLDB debugger version.

-- Commands operating on watchpoints.

abbreviations (type info :
Add a debug symbol to one of the target

s call stack. Any numeric argument
displays at that many frames. The argument displays
all threads. Use to customize the
printing of individual frames and
to customize the thread header.

Continue execution of all threads the current process.
Evaluate an expression on the current thread. Displays any
returned value with LLDB

target
stop-hook

thread backtrace



s default formatting.

parray -- parray COUNT EXPRESSION -- 1lldb will evaluate EXPRESSION to
get a typed-pointer-to-an-array memory, and will display
COUNT elements of that from the array.

po -- Evaluate an expression on the current thread. Displays any

returned value with formatting controlled by the

s default formatting.

q -- Quit the LLDB debugger.

r -- Launch the executable the debugger.

rbreak -- Sets a breakpoint or of breakpoints the executable.

re -- Commands to access registers the current thread and stack
frame.

repl -- Evaluate an expression on the current thread. Displays any

returned value with LLDB

var- child.x frame variable

local_var frame var
local_var frame variable



var- child.x

local_var

var- child.x

local_var

lldbEYhelpRI A ERE

/\A/\_ A/\
§i| A<=

B RIEE, AR
help command name
2445
e help register

11ldb register
Commands to access registers

Syntax: register | read write

frame variable

local_var frame var
frame variable

frame variable

local_var frame var
frame variable

command-name '.

the current thread and stack frame.



The following subcommands are supported:
-- Dump the contents of one or register values from the
current frame. If no register is specified, dumps them all.

-- Modify a single register value.

For on any particular subcommand,

e help memory

1ldb memory
Commands operating on memory the current target process.

Syntax: memory subcommand subcommand-options
The following subcommands are supported:
-- Find a value the memory of the current target process.
-- Print recorded stack traces allocation/deallocation events
associated with an address.
-- Read from the memory of the current target process.
region -- Get information on the memory region containing an address
the current target process.

-- Write to the memory of the current target process.

For on any particular subcommand,
BN F L= TSN
men LI Fa<LIEE, tWERIEN Lhelp:

help command subcommand
4451

e help memory read
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image

TODO:

o [EfBAR] Idbas<fER/LME: image

o imagefzO\Fan<
o image lookup
o image list
o image dump

- ANALELY
imagefp 218)
11db image

Commands accessing information

Syntax: image
is an abbreviation
11db target modules

Commands accessing information

Syntax: target modules sub-command

one or target modules.

one or target modules.

The following subcommands are supported:

-- Add a new module to the current target

command subcommand '.
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image lookup

e 1image lookup HIER R B R 2

o -a

image lookup 0x114fb69c4

image lookup 0x112d57730
image lookup 0x0000000195d31f14
im loo 0xa916260182319ea0

image lookup 0x00000000009e8000+0Xx0000001008183b8

image lookup statfs
image lookup __11db_unnamed_symbol2575 ' akd
image lookup

image lookup getInt

image lookup objc_msgSend

image lookup accountswWithAccountType
image lookup

image lookup initwWithURL

image lookup
image lookup
image lookup
im loo SetRequestPriority

image lookup __11db_unnamed_symbol2575 ' akd
image lookup
image lookup
image lookup
image lookup

image lookup

image lookup

image lookup statfs

image lookup objc_msgSend

image lookup statfs

image lookup handlePressGesture
image lookup _hextButtonSelected

image lookup



image lookup SecTrustEvaluateFastAsync
image lookup
image lookup

image lookup SSLHandshake
o -t

image lookup Person

image lookup NSObject

e image lookup HIEES#
o RIEREREEE
= address=ittiit
= -a = --address
= {EF3: Lookup an address in one or more target modules
= name=F ¥R
L] -Nn = --name
= {EM: Lookup a function or symbol by name in one or more target modules
= searches debug symbols
= symbol=fF 5
= -5 = --symbol
= {EA: Lookup a symbol by name in the symbol tables in one or more target
modules
= searches non-debug symbols
= type=3£HE
= -t = --type
= {EM: Lookup a type by name in the debug symbols in one or more target modules
o HfthiHBENS%
» BHHIFMRER
m  -v = --verbose
= {EF: Enable verbose lookup information
o DUEMRARNSG N ER
®  -r = --regex
» {EA: The argument for name lookups are regular expressions.
DYSE
o lldbZIFHRLHAES
o BIMNAES
m  image -> img . im
= lookup -> 1loo
o ldbFFFHRE—IE
o -v -a -> -va

© -r -n -> -rn



FIARE ZMERLEE:
o EXZHNEA

o image lookup -a == im loo -a
o image lookup -n == im loo -n
o image lookup -s == im loo -s
o MIRME -v, MZ:
o image lookup -v -a == im loo -v -a
m == image lookup -va == im loo -va
o image lookup -v -n == im loo -v -n
m == image lookup -vn == 1im loo -vn
o image lookup -v -s == im loo -v -s
m == image lookup -vs == 1im loo -vs
o MIRMLE -r, ME:
o image lookup -r -n == im loo -r -n
m == image lookup -rn == im loo -rn
o image lookup -r -s == im loo -r -s
m == image lookup -rs == 1im loo -rs

image lookupfIS &A%
FREEET _#FIModule IEEK
11db & image lookup HIEZARFE:

image lookup 0x1000

MRBREEFRED Z#hIfF = E = &R = Module FRIIE, BEE:

image lookup 0x1000 a.out

o Hrh a.out HFHIXHGH
&4
AppleAccount

im loo didReceiveData AppleAccount

o SR
o AppleAccount X (LEAMEIXREVERZRE)
m  /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.1 (19B74)
armé4e/Symbols/System/Library/PrivateFrameworks/AppleAccount.framework/AppleAcc

ount

i

i



1ldb ' im loo didReceiveData AppleAccount

matches found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.1 (19
B74 armé64e/Symbols/System/Library/PrivateFrameworks/AppleAccount.framework/AppleAc
count:

Address: AppleAccount 0x0000000192f4cf34 (AppleAccount._ TEXT._ text +

sSummary: AppleAccount

- AAURLSession URLSession:idataTask:didReceiveData:
Address: AppleAccount 0x0000000192f83d88 (AppleAccount._ TEXT.__text +

Summary: AppleAccount’ - AARequester connection:didReceiveData:
| E—

AppleStoreCore

image lookup initialize AppleStoreCore

o TEHI

1lldb ) image lookup initialize AppleStoreCore
matches found /Users/crifan/Library/Developer/Xcode/DerivedData/Jolly-fbcdzphr
bokcgxhejxlslydrdyaa/Build/Products/Debug-iphoneos/Jolly.app/Frameworks/AppleStoreC
ore.framework/AppleStoreCore:
Address: AppleStoreCore Ox000000000049a6bc (AppleStoreCore._ TEXT.__text +

Summary: AppleStoreCore

_initializeAvailabilityCheck Address: AppleS
toreCore 0x00000000000a8010 AppleStoreCore._ TEXT.__text +
Summary: AppleStoreCore

initializeAvailabilityCheck Address: AppleSt
oreCore 0x000000000049a6¢c4 (AppleStoreCore._ TEXT._ text +
Summary: AppleStoreCore

symbol stub for: swift_deallocUninitializedObject
Address: AppleStoreCore|0x00000000000a8010 (AppleStoreCore._ TEXT.__text +

Summary: AppleStoreCore’static AppleStoreCore.User.initialize & -
J E—

crifan.org, {EFE24.0EFR(CC BY 4.0)i11 % all right reserved, powered by Gitbook &[5
2023-10-25 22:37:47
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image lookupB4 &8 ip < E5451
image lookup -a

IIdb'E M5l

1lldb image lookup 0x100000aa3
Address: a.out Ox0000000100000aa3 a.out._ TEXT.__text +
Summary: a.out

mcount +

Address: libsystem_dnssd.dylib 0x0000000000001000 libsystem_dnssd.dylib.__TEXT.

__text +
Summary: libsystem_dnssd.dylib

clock_get_time +

1lldb ) image lookup 0x1000 a.out
Address: a.out Ox0000000000001000 (a.out._ PAGEZERO +

1lldb ) image lookup 0x100123aa3
Address: a.out Ox0000000100000aa3 (a.out._ TEXT.__text +
Summary: a.out 'main + at main.c:13

d

1]

AwemeCoretgx

1lldb, image lookup 0x114fb69c4

Address: AwemeCore 0x000000001009a9c4 (AwemeCore._ BD_TEXT._ text +

Summary: AwemeCore

__1ldb_unnamed_symbol49294 ' AwemeCore
1lldb, image lookup 0x10ad33da®

Address: AwemeCore 0x0000000005e17da® (AwemeCore._ BD_TEXT.__text +

Summary: AwemeCore

__1ldb_unnamed_symbol6381 ' AwemeCore

1ldb, image lookup 0x11427c178



Address: AwemeCore 0x000000000fal4178 AwemeCore._ BD_TEXT.__text +
Summary: AwemeCore

__11ldb_unnamed_symbol1588526 ' AwemeCore

Apple Storeffx

AppleAccountUl

1lldb image lookup Ox1af6922fc
Address: AppleAccountUI 0x00000001ae0222fc (AppleAccountUI.__ TEXT.__text +

Summary: AppleAccountUI’ - AAUISignInViewController _attemptAuthenticationwithCont
ext: .cold.1

(| —

StoreKitUI

1ldb ) image lookup 0x00000001b0b30578
Address: StoreKitUI 0x00000001ae9f0578 (StoreKitUI.__ TEXT.__objc_methlist +

Summary: StoreKitUI'_OBJC_ +

(| —

YouTubetB%

YouTube

1lldb ) image lookup 0x0000000105163494
Address: YouTube 0x00000001003db494  (YouTube.__TEXT.__text +
sSummary: YouTube'___lldb_unnamed_symbol22084 ' YouTube +

Module_Framework

1lldb ) image lookup 0x00000001063d9850
Address: Module_Framework 0x000000000194d850 Module_Framework.__ TEXT.__text +

Summary: Module_Framework

__11ldb_unnamed_symbol15676 < Module_Framework +
1lldb ) image lookup 0x000000010888211¢c
Address: Module_Framework 0x0000000003dfé1lc (Module_Framework.__ TEXT.__text +

Summary: Module_Framework



__1ldb_unnamed_symbol171000 ' Module_Framework +
1ldb image lookup 0x0000000108388e4c
Address: Module_Framework 0x00000000038fce4c (Module_Framework._ TEXT.__text +

Summary: Module_Framework

- [HAMCronetDatalLoadTask startWithDelegate:delegateQueue:
_block_block +

1lldb ) image lookup 0x106204298
Address: Module_Framework 0x0000000003e84298 Module_Framework.__TEXT.__stubs +

Summary: Module_Framework

- MLHAMQueuePlayerSegmentList updatePeriodCurrentTimeFo
rSegment: _block

1lldb ) image lookup 0x108806a08
Address: Module_Framework 0x000000000198aa08 Module_Framework.__ TEXT.__text +

Summary: Module_Framework

__11db_unnamed_symbol171165 ' Module_Framework
J S—
-a A RIRGIF
5, BE -a LEKRAEIN
tean:
HEN: BRCRICIE/E

1 adrp  x16,

i ldr x16, x16, #
! br x16

! adrp  x16,

¢ ldr x16, x16, #
! obr x16

! adrp  x16,

¢ ldr x16, x16, #

EBTH: 0x112925950

1lldb, image lookup 0x112925950



Address: AwemeCore 0x000000001147d950 AwemeCore._ BD_TEXT.__stubs +
summary:

#E: HAER.
HAt A 28961 F
11db  image lookup - Ox114af2380

Address: AwemeCore 0x000000001147a380 (AwemeCore._ BD_TEXT.__stubs +
Summary:

-a KR data BIHIF

1lldb ) image lookup 0x00000001f2468c6a
Address: AppleAccountUI 0x00000001f0328c6a AppleAccountUI.__ DATA_DIRTY._ objc_d

ata +
Summary: (void * 0x73e8000000017f246

5t _shortMethodDescription BB -a EiEREULE, FTAKEICIassiA
]
3JF _shortMethodDescription EEZERYE EME

+ (id awe_userRecommendImageNamed: id argl (0x114deéfcc
+ (id awe_userRecommendImageNamed: id argl compatibleWithTraitCollection: id arg2
0x114doeefdc

R -a ZEHIINIE, ATIAAE], YN class RHIAIREL:

1lldb ) image lookup 0x114de6fce
Address: AwemeCore 0x000000000fffefcc (AwemeCore._ BD_TEXT.__text +
Summary: AwemeCore

+ UIImage AWEUserRecommend awe_userRecommendImageNamed:compat
iblewWithTraitCollection:

HAth

1lldb, image lookup 0x1021a4abo
Address: libsubstrate.dylib 0x0000000000014ab@ (libsubstrate.dylib._ TEXT.__stub

Summary: libsubstrate.dylib

__11db_unnamed_symbol6 ' substitute-inserter.d



ylib +

image lookup -n == 1image lookup -name

getint

1lldb image lookup getInt
match found /Users/liu_david/Library/Developer/Xcode/DerivedData/TestWeak-egnzdbnd

wsiikvchegmexvkgnwbw/Build/Products/Debug/TestWeak:
Address: TestWeak 0x0000000100001a70 (TestWeak._ TEXT.__text +
Summary: TestWeak

icu::ResourceBundle::getInt UErrorCode 5 const
match found /System/Library/Frameworks/Security.framework/Versions/A/Security:
Address: Security 0x000000000012260e (Security._ TEXT.__text +
Summary: Security

getInt std::__1::basic_string char, std::__1::char_traits char
, std::__1::allocator char const , std::__1::basic_string char, std::__1::char_trai
ts char , std::__1::allocator char , int , bool, bool
match found /usr/1ib/1libTelephonyUtilDynamic.dylib:
Address: libTelephonyUtilDynamic.dylib 0x0000000000012e10 libTelephonyUtilDyn
amic.dylib.__ TEXT.__text +
Summary: libTelephonyUtilDynamic.dylib

- CPMLEvalutionResult getInt

{ —

transformOtherModelToSuit:

1lldb, image lookup transformotherModelToSuit:
match found /Users/crifan/Library/Developer/Xcode/DerivedData/DiDi-cwpbvvyvgmeijme
jnneothzuthsy/Build/Products/Debug-iphonesimulator/DiDi.app/DiDi:
Address: DiDi 0x0000000100293d60 (DiDi._ TEXT.__text +
Summary: DiDi‘+ FW_BetFunction transformOtherModelToSuit: | at FW_BetFunction.m:

107

___lidb_unnamed_symbol2575%$akd

1lldb image lookup _1ldb_unnamed_symbol2575 ' akd

match found /System/Library/PrivateFrameworks/AuthKit . framework/akd:
Address: akd 0x00000001000a0460 akd.___TEXT.__text +
Summary: akd'___1ldb_unnamed_symbol2575 ' akd



"+[UMUserManager sharedManager]"

1ldb image lookup
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/i15.1 (19B74 a
rmé4e/Symbols/System/Library/PrivateFrameworks/UserManagement.framework/UserManagement:
Address: UserManagement 0x000000019ffdb3e4 UserManagement._ TEXT.__text +

Summary: UserManagement'+ UMUserManager sharedManager

(| —

image lookup -r -n == image lookup -rn == 1im loo -
rn

objc_msgSend

1ldb ) image lookup objc_msgSend
matches found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.7 (17H35
/Symbols/usr/1ib/1ibobjc.A.dylib:
Address: libobjc.A.dylib Ox00000001801b7e60 (libobjc.A.dylib.__ TEXT.__text +

Summary: libobjc.A.dylib

objc_msgSend Address: libobjc.A.dylib Ox0000000
1801b7ce® (libobjc.A.dylib.__ TEXT.__text +
Summary: libobjc.A.dylib

objc_msgSendSuper2 Address: libobjc.A.dylib 0x0
0000001801b8080 (libobjc.A.dylib._ TEXT.__text +
Summary: libobjc.A.dylib

objc_msgSend_debug Address: libobjc.A.dylib 0x0
0000001801b8040 (libobjc.A.dylib._ TEXT.__text +
Summary: libobjc.A.dylib

OpagueJSContext const*, OpagqueJSvalue*,
OpaqueJSvalue*, unsigned long, OpaqueJSValue const* const*, OpagqueJSValue const**
Address: libcycript.dylib 0x000000000006d318 libcycript.dylib._ TEXT.__text +

Summary: libcycript.dylib® OpaqueJSContext const*, OpaqueJSvalue*,
OpaqueJSvalue*, unsigned long, OpaqueJSValue const* const*

{ S—

accountsWithAccountType

1lldb image lookup accountswWithAccountType



matches found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.1 (19B74
armé4e/Symbols/System/Library/Frameworks/Accounts.framework/Accounts:
Address: Accounts 0x0000000181af486c (Accounts._ TEXT.__text +
Summary: Accounts

__79- ACAccountStore accountsWithAccountTypeIdentifiers:prelo
adedProperties:error: |_block_invoke Address: Accounts 0x0000000181af6e®@8 (Accou
nts.__TEXT.__text +

Summary: Accounts

__56- ACAccountStore accountsWithAccountType:options:error: _
block_invoke_2 Address: Accounts 0x0000000181afb2cc Accounts._ _TEXT.__text +

Summary: Accounts’- ACAccountStore accountsWithAccountType: Address: Ac
counts 0x0000000181afb944 | (Accounts._ TEXT._ text +

(| —
KRETRZHER,

"accountsWithAccountType:"

FRCA#E S "accountswithAccountType:" 4&/|\SEE:

1lldb ) image lookup
matches found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.1 (19B74
armé4e/Symbols/System/Library/Frameworks/Accounts.framework/Accounts:
Address: Accounts 0x0000000181af9328 (Accounts._ TEXT.__text +
Summary: Accounts

- ACAccountStore accountsWithAccountType: Address: Ac
counts 0x0000000181afc3bc (Accounts._ _TEXT.__text +
Summary: Accounts

__42- ACAccountStore accountsWithAccountType: _block_invoke
Address: Accounts 0x0000000181afcbb® (Accounts._ TEXT.__text +

Summary: Accounts

__56- ACAccountStore accountsWithAccountType:options:error: _
block_invoke Address: Accounts 0x0000000181afd474 (Accounts._ TEXT._ text +

Summary: Accounts
__61-ACAccountStore accountsWithAccountType:options:icompleti
on: _block_invoke Address: Accounts Ox0000000181b00a28 (Accounts._ TEXT.__text
Summary: Accounts

__42- ACAccountStore accountsWithAccountType: _block_invoke.1
70 Address: Accounts 0x0000000181b0653c (Accounts._ TEXT.__text +



Summary: Accounts

- ACAccountStore accountsWithAccountType:completion:
Address: Accounts 0x0000000181b068bc | (Accounts._ TEXT.__text +
Summary: Accounts

__53- ACAccountStore accountsWithAccountType:completion: _blo
ck_invoke_2 Address: Accounts 0x0000000181b06b70 (Accounts._ TEXT.__text +

Summary: Accounts

__53- ACAccountStore accountsWithAccountType:completion: |_blo
ck_invoke_2.183 Address: Accounts 0x0000000181b06dad4 (Accounts._ TEXT._ text +

Summary: Accounts

__61- ACAccountStore accountsWithAccountType:options:completi
on: _block_invoke.187 Address: Accounts 0x0000000181b06eb4 | (Accounts._ TEXT.__t
ext +

Summary: Accounts

__61-ACAccountStore accountsWithAccountType:options:icompleti
on: _block_invoke.191 Address: Accounts 0x0000000181b4b90c | (Accounts._ TEXT.__t
ext +

Summary: Accounts

__42- ACAccountStore accountsWithAccountType: _block_invoke_2
.cold.1 Address: Accounts 0x0000000181b4b9c4 (Accounts._ TEXT.__text +
Summary: Accounts

block_invoke_2.co0ld.1 Address: Accounts 0x0000000181b4ba60® (Accounts._ TEXT.__t
ext +

__56-ACAccountStore accountsWithAccountType:options:error: _

Summary: Accounts

__53- ACAccountStore accountsWithAccountType:completion: |_blo
ck_invoke_2,188.co0ld.1 Address: Accounts 0x0000000181b4bb18 (Accounts._ TEXT.__
text +

Summary: Accounts

- _CNACAccountStoreBasedProvider accountsWithAccoun
tType: Address: ContactsFoundation| Ox000000018cd43704 ContactsFoundation.__TE
XT.__text +

Summary: ContactsFoundation




__54- _CNACAccountStaticProvider accountsWithAccoun
tType: _block_invoke Address: ContactsFoundation 0x000000018cd43e08 ContactsFo
undation.__TEXT.__text +

Summary: ContactsFoundation

- ACAccountStore AppleID accountsWithAccountType:applelID:

match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.1 (19B74 a
rmé4e/Symbols/System/Library/PrivateFrameworks/AppleMediaServices.framework/AppleMedia$S
ervices:

Address: AppleMediaServices 0x000000018452d3ac (AppleMediaServices.__TEXT.__te
Xt +
Summary: AppleMediaServices

+/CalAccountsProvider _accountsWithAccountType:inSt
ore:error: Address: CalendarFoundation Ox0000000199fc3954 (CalendarFoundation.
__TEXT.__text +
Summary: CalendarFoundation

- [ACDAccountStoreFilter accountsWithAccountType:options
rcompletion: Address: AccountsDaemon 0x00000001a57a287¢c  AccountsDaemon.__TEXT
.__text +

Summary: AccountsDaemon

- | ACDAccountStore accountswWithAccountType:options:compl
etion: Address: AccountsDaemon| Ox00000001a57a48a0@ AccountsDaemon.__ TEXT.__tex
t +

Summary: AccountsDaemon

__58- ACDAccountStore _accountsWithAccountType:options:
error: |_block_invoke Address: AccountsDaemon| 0x00000001a57a5b18 AccountsDaemon
«_TEXT.__text +

Summary: AccountsDaemon

__57- ACDAccountStoreFilter accountsWithAccountType:han
dler: |_block_invoke Address: AccountsDaemon Ox00000001a57a8294 AccountsDaemon.
__TEXT.__text +

Summary: AccountsDaemon

- |[ACDAccountStore accountsWithAccountType:options:compl



etion: .cold.1 Address: AccountsDaemon 0x00000001a58246c4 AccountsDaemon.__TEX
T.__text +
sSummary: AccountsDaemon

__58- ACDAccountStore _accountsWithAccountType:options:
error: _block_invoke.cold.1 Address: AccountsDaemon Ox00000001a5829e98 Account
sDaemon.__TEXT.__text +

Summary: AccountsDaemon

- ACDAccountStoreFilter accountsWithAccountType:options
icompletion: .cold.1

(| —

"accountTypeWithldentifier:handler:"

1lldb ) image lookup
matches found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/i15.1 (19B74
armé4e/Symbols/System/Library/PrivateFrameworks/AccountsDaemon, framework/AccountsDaemo
n:
Address: AccountsDaemon| 0x00000001a57a009c (AccountsDaemon._ TEXT.__text +

Summary: AccountsDaemon
- ACDAccountStore accountTypeWithIdentifier:handler:
Address: AccountsDaemon| 0x00000001a57a7604 (AccountsDaemon._ TEXT.__text +
Summary: AccountsDaemon

__53- ACDAccountStore accountTypeWithIdentifier:handler:
_block_invoke.cold.1

{ S—

initWithURL

1lldb, image lookup initwithURL
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.1 (19B74 a
rmé4e/Symbols/System/Library/Frameworks/Accounts,framework/Accounts:
Address: Accounts 0x0000000181b406b0 (Accounts._ TEXT.__text +
Summary: Accounts

- [NSConcreteFileHandle initWithURL:flags:createMode:error:
Address:

4 . ]




SetRequestPriority

1ldb ' im loo SetRequestPriority
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.1 (19B74 a
rmé4e/Symbols/System/Library/Frameworks/CFNetwork.framework/CFNetwork:
Address: CFNetwork 0x0000000180b87c34 (CFNetwork._ TEXT.__text +
Summary: CFNetwork CFURLRequestSetRequestPriority

didReceiveData

1ldb) im loo didReceiveData
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.1 (19B74 a
rmé4e/Symbols/System/Library/PrivateFrameworks/ProtocolBuffer.framework/ProtocolBuffer:
Address: ProtocolBuffer 0x000000019a32da74 (ProtocolBuffer._ TEXT.__text +

Summary: ProtocolBuffer

__90- NWURLSessionDelegateWrapper dataTask:didReceiveData:comp
lete:metrics:completionHandler: _block_invoke Address: Network Ox0000000198ecb744
Network.__TEXT.__text +
Summary: Network

- /AMSURLSession URLSession:dataTask:didReceiveData:
Address: AppleMediaServices 0x000000018491c054 (AppleMediaServices.__TEXT.__te
Xt +
Summary: AppleMediaServices

- AKURLSession URLSession:dataTask:didReceiveData: Add
ress: AuthKit Ox0000000192Tf0d750 (AuthKit.__TEXT.__text +
Summary: AuthKit

- [AKURLSession URLSession:dataTask:didReceiveData: .cold.2
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.1 (19B74 a
rmé4e/Symbols/System/Library/PrivateFrameworks/AppleIDAuthSupport.framework/AppleIDAuth
Support:
Address: AppleIDAuthSupport 0x00000001b675a090 (AppleIDAuthSupport.__TEXT.__te
Xt +
Summary: AppleIDAuthSupport



- | _AAURLSessionDelegate URLSession:dataTask:didReceiveDat
a: Address: AppleAccount 0x0000000192f4cff4 (AppleAccount._ TEXT.__text +

Summary: AppleAccount

- [AARequester connection:didReceiveData:
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.1 (19B74 a
rmé4e/Symbols/System/Library/Frameworks/LinkPresentation.framework/LinkPresentation:
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/i15.1 (19B74 a
rmé4e/Symbols/System/Library/PrivateFrameworks/GameCenterUI.framework/GameCenteruUI:
Address: GameCenterUI 0x000000019b06c5d4 GameCenterUI._ TEXT.__text +

Summary: GameCenterUI' - GKMatchmakerViewController match:didReceiveData:fromRem
otePlayer:

(| —

" proxiedAppBundlelD"

1lldb ) image lookup
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.1 (19B74 a
rmé4e/Symbols/System/Library/PrivateFrameworks/AuthKit.framework/AuthKit:
Address: AuthKit 0x0000000192effbd8 (AuthKit.__ TEXT.__ text +
Summary: AuthKit'- AKAppleIDAuthenticationContext _proxiedAppBundleID

"setValue:forHTTPHeaderField:"

1lldb ) image lookup
matches found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.0 (19A346
/Symbols/System/Library/PrivateFrameworks/StoreServices.framework/StoreServices:
Address: StoreServices 0x00000001921ae43c StoreServices._ TEXT.__text +

Summary: StoreServices

- SSMutableAuthenticationContext setValue:forHTTPHeaderF
ield: Address: StoreServices 0x000000019224fe9c StoreServices._ TEXT.__text +

Summary: StoreServices

__61-SSMutableURLRequestProperties setValue:forHTTPHead
erField: _block_invoke Address: StoreServices 0x000000019226d5e0 (StoreServices
«_TEXT.__text +

Summary: StoreServices

- | SSVAccountLessPlaybackOperation setValue:forHTTPHeader
Field: Address: StoreServices 0x00000001922e1fc8  (StoreServices._ TEXT.__text



Summary: StoreServices

- [ SSVPlatformRequestOperation setValue:forHTTPHeaderFiel
d: Address: StoreServices 0x00000001922f70f8 (StoreServices.__TEXT.__text +

Summary: StoreServices

- ICMediaAssetDownloadRequest setValue:forHTTPHeaderField:

matches found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.0 19A346
/Symbols/System/Library/PrivateFrameworks/iTunesStoreUI.framework/iTunesStoreUI:
Address: iTunesStoreUI 0x00000001aeblb414 (iTunesStoreUI._ TEXT.__text +

Summary: iTunesStoreUI

- SUScriptXMLHTTPRequest setValue:forHTTPHeaderField:
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.0 (19A346 /
Symbols/System/Library/PrivateFrameworks/Osprey.framework/Osprey:
Address: Osprey 0x00000001bbif2e2c Osprey._ TEXT.__text +
Summary: Osprey’ - OspreyMutableRequest setValue:forHTTPHeaderField:

(| —

"libobjc"

1lldb ) image lookup
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.0 (19A346 /
Symbols/System/Library/PrivateFrameworks/Symbolication.framework/Symbolication:
Address: Symbolication Ox000000019825ff50 | (Symbolication._ TEXT.__text +

sSummary: Symbolication’- VMUObjectIdentifier libobjcSymbolOwner

{ —

"AADevicelnfo udid"

1lldb, image lookup
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.0 (19A346 /
Symbols/System/Library/PrivateFrameworks/AppleAccount.framework/AppleAccount:
Address: AppleAccount 0x0000000191e0d970 AppleAccount._ TEXT._ text +
Summary: AppleAccount’- AADeviceInfo udid

"AADevicelnfo"

1lldb image lookup

matches found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.0 (19A346
/Symbols/System/Library/PrivateFrameworks/AppleAccount . framework/AppleAccount:
Address: AppleAccount 0x0000000191de77d4 AppleAccount._ TEXT._ text +



Summary: AppleAccount

+/ AADeviceInfo currentInfo Address: AppleAccount 0x0000
000191e0d7a4 | AppleAccount.__TEXT.__text +
Summary: AppleAccount

+ AADeviceInfo locationServicesRestricted Address: Appl
eAccount 0x0000000191e0d830 AppleAccount._ TEXT._ text +
Summary: AppleAccount

- AADeviceInfo osVersion Address: AppleAccount 0x000000
0191e0d970 | (AppleAccount._ TEXT.__text +
Summary: AppleAccount

- AADeviceInfo serialNumber Address: AppleAccount 0x000
0000191e0d9b0 AppleAccount._ TEXT.__text +
Summary: AppleAccount

- AADeviceInfo bluetoothMacAddress Address: AppleAccount
0x0000000191e0d9f® (AppleAccount._ TEXT.__text +
Summary: AppleAccount

- AADeviceInfo productType Address: AppleAccount 0x0000
000191e0dal30 AppleAccount.__TEXT.__text +
Summary: AppleAccount

- AADeviceInfo deviceColor Address: AppleAccount 0x0000
000191e0da70 AppleAccount._ TEXT.__text +
Summary: AppleAccount

- AADeviceInfo deviceCoverGlassColor Address: AppleAcco
unt  Ox0000000191e0dab®@ (AppleAccount._ TEXT.__text +
Summary: AppleAccount

- AADeviceInfo deviceBackingColor Address: AppleAccount
0x0000000191e0daf® | AppleAccount.__ TEXT.__text +
Summary: AppleAccount

- AADeviceInfo mobileEquipmentIdentifier Address: Apple
Account 0x0000000191e0db44  AppleAccount._ TEXT.__text +
Summary: AppleAccount

- AADeviceInfo storageCapacity Address: AppleAccount 0x
0000000191e0dbcO® (AppleAccount.__ TEXT.__text +
Summary: AppleAccount

- AADeviceInfo buildVersion Address: AppleAccount 0x000
0000191e0dca®  AppleAccount._ TEXT.__text +
Summary: AppleAccount

- AADeviceInfo apnsToken Address: AppleAccount 0x000000
0191e0dd@8 (AppleAccount._ TEXT._ text +
Summary: AppleAccount

- [AADeviceInfo modelNumber Address: AppleAccount 0x0000
000191e0dd48 | (AppleAccount._ TEXT.__text +



Summary: AppleAccount

- [AADeviceInfo uniqueChipIdentifier Address: AppleAccou
nt 0x0000000191e0dd88 | (AppleAccount._ TEXT.__text +
Summary: AppleAccount

- AADeviceInfo clientInfoHeader Address: AppleAccount 0
x0000000191e0e360 AppleAccount._ TEXT.__text +
Summary: AppleAccount

__81+ AADevicelInfo isInternalBuild _block_invoke Address
1 AppleAccount Ox0000000191e0e4d4c | AppleAccount._ TEXT.__text +
Summary: AppleAccount

__81+ AADevicelInfo isMultiUserMode _block_invoke Address
1 AppleAccount Ox0000000191e0e50c | AppleAccount._ TEXT.__text +
Summary: AppleAccount

+/ AADeviceInfo Deprecated infoDictionary Address: Appl
eAccount 0x0000000191e0e558 | (AppleAccount._ TEXT.__text +
Summary: AppleAccount

+/ AADeviceInfo Deprecated osVersion Address: AppleAcco
unt 0x0000000191e0e5e0® (AppleAccount._ TEXT.__text +
Summary: AppleAccount

+ AADevicelInfo Deprecated apnsToken Address: AppleAcco
unt  Ox0000000191e0e668 AppleAccount._ TEXT.__text +
Summary: AppleAccount

+ AADevicelInfo Deprecated clientInfoHeader Address: Ap
pleAccount Ox0000000191e0e6T0 (AppleAccount.__ TEXT.__text +
Summary: AppleAccount

+ AADevicelInfo Deprecated 6 productVersion

{ —

"authenticateWithContext:"

1lldb, image lookup

matches found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.0 (19A346
/Symbols/System/Library/PrivateFrameworks/AuthKit.framework/AuthKit:

Address: AuthKit 0x0000000191d3c2f8 (AuthKit._ TEXT._ text +

Summary: AuthKit

__T72- AKAppleIDAuthenticationController authenticatewWithContext:comp
letion: _block_invoke Address: AuthKit 0x0000000191d3cab4 (AuthKit.__TEXT._ tex
t +

Summary: AuthKit

__T72- AKAppleIDAuthenticationController authenticatewWithContext:comp
letion: _block_invoke.158 Address: AuthKit 0x0000000191d83278 AuthKit.__ TEXT._
_text +



Summary: AuthKit

__58- AKAuthHandlerImpl reauthenticatewWithContext:completion: _block
_invoke Address: AuthKit 0x0000000191d83330 AuthKit.__ TEXT._ text +
Summary: AuthKit

- AKAppleIDAuthenticationController authenticatewWithContext:completi
on: .cold.1 Address: AuthKit 0x0000000191da41e®@ (AuthKit.__TEXT.__text +

Summary: AuthKit

- AKBaseSignInViewController _authenticatewithContext: Add
ress: AuthKitUI 0x00000001c4e5a814 (AuthKitUI.__ TEXT.__text +
summary: AuthKitUI

__55- AKBaseSignInViewController _authenticateWithContext: _block_
invoke_2
matches found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.0 (19A346
/Symbols/System/Library/PrivateFrameworks/iTunesStore,.framework/iTunesStore:
Address: iTunesStore 0x00000001b9403104 (iTunesStore._ TEXT._ text +
Summary: iTunesStore

__54- ISStoreURLOperation _authenticateWithContext:error: _block
_invoke Address: iTunesStore 0x00000001b94041ac (iTunesStore._ TEXT._ text +

Summary: iTunesStore’__54- ISStoreURLOperation _authenticatewWithContext:error: _block
_invoke.680

(| —

image lookup -s
statfs

1lldb image lookup statfs
symbols match /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.
3.1 (17D50 /Symbols/usr/lib/dyld:
Address: dyld 0x000000000004c324 (dyld._ TEXT.__text +
Summary: dyld statfsé4
symbols match /Users/crifan/Library/Developer/Xcode/DerivedData/Aweme-fsw
cidjoxbkibsdwekuzlsfcdqls/Build/Products/Debug-iphoneos/Aweme.app/Frameworks/AwemeCore.
framework/AwemeCore:

image lookup -r -s
objc_msgSend

1lldb ' image lookup objc_msgSend



symbols match the regular expression /Users/crifan/Library/Develope
r/Xcode/DerivedData/Aweme-fswcidjoxbkibsdwekuzlsfcdgqls/Build/Products/Debug-iphoneos/Aw
eme.app/Frameworks/AwemeCore.framework/AwemeCore:
Address: AwemeCore 0x000000001147d8fc ' AwemeCore.__BD_TEXT.__stubs +
Summary: AwemeCore

symbol stub for: objc_msgSendSuper Address: AwemeCore
0x000000001147d914 | AwemeCore._ BD_TEXT.__stubs +
Summary: AwemeCore

symbol stub for: objc_msgSend Address: Foundation Ox
00000001809b985¢c  (Foundation.__TEXT.__stubs +
Summary: Foundation

symbol stub for: objc_msgSendSuper2
symbols match the regular expression /Users/crifan/Library/Develope
r/Xcode/i0S DeviceSupport/13.7 (17H35 /Symbols/usr/lib/libobjc.A.dylib:
Address: libobjc.A.dylib Ox00000001801b7e60 (libobjc.A.dylib.__ TEXT.__text +

Summary: libobjc.A.dylib

objc_msgSend Address: libobjc.A.dylib 0x0000000
1801b7ce® (libobjc.A.dylib._ TEXT.__text +
Summary: libobjc.A.dylib

objc_msgSendSuper2 Address: libobjc.A.dylib 0x0@
0000001801b8080 (libobjc.A.dylib._ TEXT.__text +
Summary: libobjc.A.dylib

objc_msgSend_debug Address: libobjc.A.dylib 0x0
0000001801b8040 | libobjc.A.dylib._ TEXT.__text +
Summary: libobjc.A.dylib

symbol stub for: objc_msgSend Address: libsw
iftCore.dylib 0x000000018dc77d60 (libswiftCore.dylib.__ TEXT.__stubs +
Summary: libswiftCore.dylib

symbol stub for: objc_msgSend Address: 1ibA
wemeDylib.dylib 0x000000000002cee® libAwemeDylib.dylib.__ TEXT.__stubs +
Summary: libAwemeDylib.dylib



symbol stub for: objc_msgSend Address: VolcEngine
RTC Ox000000000098hb368 (VolcEngineRTC.__BD_TEXT.__stubs +
Summary: VolcEngineRTC

symbol stub for: objc_msgSend Address: byteaudio 0x00
000000001a3548 byteaudio._ TEXT.__stubs +
Summary: byteaudio

symbol stub for: objc_msgSend Address: ARKit 0x000000019c

696684 (ARKit._ TEXT._ stubs +
Summary: ARKit

symbol stub for: objc_msgSend Address: QuickLo
okSupport 0x00000001b2c5585¢ | QuickLookSupport._ _TEXT.__stubs +
Summary: QuickLookSupport

OpagueJSContext const*, OpagueJSvalue*,
OpaqueJSvalue*, unsigned long, OpaqueJSvValue const* const*, OpaqueJSValue const**
Address: libcycript.dylib 0x000000000006d318 (libcycript.dylib._ TEXT.__text +

Summary: libcycript.dylib

symbol stub for: objc_msgSend Address: libcycr
ipt.dylib Ox00000000000788ac libcycript.dylib.__ TEXT.__stubs +
Summary: libcycript.dylib

symbol stub for: objc_msgSend Address: RevealServer
0Xx0000000000056740 (RevealServer.__TEXT.__stubs +
Summary: RevealServer

symbol stub for: objc_msgSend
symbols match the regular expression /Users/crifan/Library/Develope



r/Xcode/i0S DeviceSupport/13.7 (17H35 /Symbols/System/Library/PrivateFrameworks/AppSS0OC
ore.framework/AppSSOCore:

Address: AppSSOCore 0x00000001b909b7f8 (AppSSOCore._ TEXT.__stubs +

Summary: AppSSOCore

symbol stub for: objc_msgSendSuper2
symbols match the regular expression /Users/crifan/Library/Develope
r/Xcode/i0S DeviceSupport/13.7 (17H35 /Symbols/usr/lib/libusrtcp.dylib:
Address: libusrtcp.dylib Ox00000001857ffb18 (libusrtcp.dylib._ TEXT.__stubs +

sSummary: libusrtcp.dylib

symbol stub for: objc_msgSendSuper2

J E— Y
handlePressGesture
1lldb) image lookup handlePressGesture
symbols match the regular expression /Users/crifan/Library/De

veloper/Xcode/i0S DeviceSupport/15.0 (19A346 /Symbols/System/Library/PrivateFrameworks/
UIKitCore.framework/UIKitCore:
Address: UIKitCore 0x0000000182e@4cac UIKitCore.__TEXT.__text +
Summary: UIKitCore

- _UIPressClickInteractionDriver _handlePressGesture:
Address: UIKitCore 0x0000000183060b70 UIKitCore._ TEXT._ _text +
Summary: UIKitCore

- _UIPointerInteractionHoverDriver _handlePressGesture:
Address: UIKitCore 0x000000018332Tc64 UIKitCore.__TEXT.__text +
Summary: UIKitCore

- CEKWheelScrubberView _handlePressGesture:
Address: CameraEditKit 0x00000001c57e8320 CameraEditKit._ TEXT.__text +
Summary: CameraEditKit'- CEKLightingControl _handlePressGesture:

_nextButtonSelected
1lldb, image lookup _hextButtonSelected
symbols match the regular expression /Users/crifan/Library/D

eveloper/Xcode/i0S DeviceSupport/15.0 (19A346 /Symbols/System/Library/PrivateFrameworks
/AppleAccountUI. framework/AppleAccountUI:
Address: AppleAccountUI @x00000001b0f8b978 AppleAccountUI._ TEXT.__text +

Summary: AppleAccountUI’ - AAUISignInViewController _nextButtonSelected:



_performAuthenticationForAccount

1ldb image lookup _performAuthenticationForAccount
symbols match the regular expression /Users/cri
fan/Library/Developer/Xcode/i0S DeviceSupport/15.0 (19A346 /Symbols/System/Library/Priv
ateFrameworks/AppleAccountUI.framework/AppleAccountUI:
Address: AppleAccountUI 0x00000001b0fcc8d8 AppleAccountUI._ TEXT._ text +

Summary: AppleAccountUI

__97- AAUISignInController _performAuthenticationForAcc
ount:serviceType:inViewController:completion: |_block_invoke Address: AppleAccoun
tUI 0x00000001b0fcce8c (AppleAccountUI._ TEXT.__text +

Summary: AppleAccountUI’__97- AAUISignInController _performAuthenticationForAcc
ount:serviceType:inViewController:completion: |_block_invoke_2

authenticationContext

1lldb ) image lookup
symbols match the regular expression /Users/crifan/Library
/Developer/Xcode/i0S DeviceSupport/15.1 (19B74 armé4e/Symbols/System/Library/PrivateFr
ameworks/AppleAccountUI. framework/AppleAccountUI:
Address: AppleAccountUI 0x00000001adfbe228 AppleAccountUI.__ TEXT.__text +

Summary: AppleAccountUI

+ AMSPaymentSheetTask _authenticationContextForRequ
est: Address: AppleMediaServices 0x00000001848c0d24 AppleMediaServices.__ TEXT
.__text +

Summary: AppleMediaServices

- [AKAuthHandlerImpl buildReauthenticationContextFromContext:er
ror: Address: AuthKit 0x0000000192f14e50 (AuthKit.__TEXT.__text +
Summary: AuthKit

- ISURLOperation authenticationContext Address: iT



unesStore 0x00000001b6ca3ee4d iTunesStore.__TEXT.__text +
Summary: iTunesStore

- ISStoreAuthenticateOperation authenticationContext
Address: iTunesStore 0x00000001b6ccle38| (iTunesStore._ TEXT.__text +
Summary: iTunesStore

- Isbialog initWithDialogDictionary:authenticationContext:
Address: iTunesStore 0x00000001b6cc762c| (iTunesStore._ TEXT.__text +
Summary: iTunesStore

- ISServerAuthenticationOperation authenticationContext
Address: iTunesStore 0x00000001d86laab4 | (iTunesStore._ DATA.__objc_ivar +
Summary: iTunesStore

IsDialog._authenticationContext Address: iTunesStore
0x00000001d861ac54  (iTunesStore._ DATA.__objc_ivar +
Summary: iTunesStore

ISDataProvider._authenticationContext Address: iTun
esStore 0x00000001d861a870 iTunesStore._ DATA.__objc_ivar +
Summary: iTunesStore

- SUScriptInterface authenticationContext Addres
s: iTunesStoreUI Ox00000001ab95d8a8 iTunesStoreUI._ TEXT.__text +
Summary: iTunesStoreUI

- SUwebviewController authenticationContext Addr
ess: iTunesStoreUI 0x00000001ab98df6c | iTunesStoreUI.__ TEXT.__text +
Summary: iTunesStoreUI

-  SUwWebViewManager authenticationContext Address
i iTunesStoreUI 0x00000001aba3fef8  (iTunesStoreUI._ TEXT._ text +
Summary: iTunesStoreUI

- SUAddiTunesPassOperation authenticationContext
Address: iTunesStoreUI 0x00000001d81062f8 (iTunesStoreUI._ DATA.__objc_ivar +
Summary: iTunesStoreUI

SUScriptXMLHTTPStoreRequest._authenticationContext
Address: iTunesStoreUI 0Ox00000001d81065c8 (iTunesStoreUI._ DATA.__objc_ivar +
summary: iTunesStoreUl

SUwebviewManager._authenticationContext Address:
iTunesStoreUI 0x00000001d8106f64 iTunesStoreUI._ DATA.__objc_ivar +
Summary: iTunesStoreUI

SUAddiTunesPassOperation._authenticationContext A



ddress: iTunesStoreUI 0x00000001d8106698 (iTunesStoreUI.__ DATA._ objc_ivar +
Summary: iTunesStoreUI

SUScriptInterface._authenticationContext

(| —

image lookup -va == im loo -va

Apple Storefgx

akd

1lldb ) image lookup 0x10461c710
Address: akd 0x00000001000bc710 (akd.__TEXT.__stubs +
sSummary: akd'symbol stub for: voucher_mach_msg_set
Module: , arch

Symbol: 0x0000023b ', range 0x000000010461c710-0x000000010461c71C ,

(| —

AppleAccount

1lldb ) image lookup 0x0000000195d31f14
Address: AppleAccount 0x0000000191e59f14 AppleAccount.__ TEXT.__text +
Summary: AppleAccount

__51- AARequest performRequestWithSession:withHandler: _blo
ck_invoke +

Module:
, ar
ch
Symbol: 0x0000001c , range 0x0000000195¢chcchc-0x0000000195¢chcfed |,
J S—
AppleAccountUl

1lldb, image lookup 0x1b1750550
Address: AppleAccountUI Ox00000001b0f8c550 AppleAccountUI._ TEXT._ text +

Summary: AppleAccountUI’__62- AAUISignInViewController _attemptAuthenticationWith
Context: _block_invoke



Module:

, arch
Symbol: 0x0000017c, range 0x00000001b1750550-0x00000001b1750624 ,

(| S—
AuthKit

1lldb image lookup 0x0000000194509de8

Address: AuthKit 0x0000000192e99de8 AuthKit.__TEXT.__text +

Summary: AuthKit' - AKAppleIDAuthenticationController authenticatewWithContext:comp
letion: +

Module:
, arch
Symbol: 0x00000111 , range 0x0000000194509b14-0X000000019450a0e€0  ,
| S—
AwemeCore
1lldb ) image lookup 0x112d57730
Address: AwemeCore 0x0000000010047730 AwemeCore._ BD_TEXT.__text +
Summary: AwemeCore’___1ldb_unnamed_symbol1653310 ' AwemeCore
Module:
, arch
Symbol: Ox00l1le5c5c , range 0x0000000112d57730-0x0000000112d57a28 ,
1lldb ) image lookup 0x116d51950
Address: AwemeCore 0x000000001147d950 (AwemeCore._ BD_TEXT.__stubs +
summary:
Module:
, arch
J E—
CFNetwork
1lldb) im loo 0xa916260182319ea0
Address: CFNetwork 0x0000000180dedea® CFNetwork.__TEXT.__text +
Summary: CFNetwork'___lldb_unnamed_symbol12486 ' CFNetwork
Module:
, arch
Symbol: 0x00003a5a , range 0x0000000182319ea0-0x0000000182319794 |,

4 I ]




image lookup -vs

SecTrustEvaluateFastAsync

1ldb image lookup SecTrustEvaluateFastAsync

symbols match /Users/crifan/Library/Developer/Xcode/i0
S DeviceSupport/15.1 (19B74 arm64e/Symbols/System/Library/Frameworks/Security.framewor
k/Security:

Address: Security 0x0000000189226304 (Security._ TEXT.__text +
Summary: Security'SecTrustEvaluateFastAsync

Module:
, arch
Symbol: 0x000020al1 , range 0x000000018b40a304-0X000000018b40a3b0 ,
AADevicelnfo

1lldb ) image lookup
symbols match /Users/crifan/Library/Developer/Xcode/i0S DeviceSuppo
rt/15.0 (19A346 /Symbols/System/Library/PrivateFrameworks/AppleAccount.framework/AppleA
ccount:
Address: AppleAccount 0x00000001Tf032e1d8 AppleAccount._ DATA_DIRTY._ objc_dat

a+
Summary: (void * 0x00000001T4206200: AADeviceInfo
Module:
!
arch
Symbol: 0x00001876 , range 0x00000001742061d8-0x0000000174206200 ,
i
Address: AppleAccount 0x00000001T032e200 AppleAccount._ DATA_DIRTY._ objc_dat
a+
Summary: (void * Ox00000001T3fffled: NSObject
Module:
r
arch
Symbol: 0x0000195f |, range 0x000000014206200-0x0000000174206228 ,

___lidb_unnamed_symbol972

1lldb, image lookup
symbols match /cores/dyld:
Address: dyld 0x000000000002d558 (dyld._ TEXT.__ text +
Summary: dyld



__11db_unnamed_symbol972

Module:
, arch
Symbol: 0x000003cc |/, range 0x0000000194db6c40-0X0000000194db76e4 ,
image lookup -vn
lildb_unnamed_symbol2575%$$akd
1lldb ) image lookup __11db_unnamed_symbol2575 ' akd

match found /System/Library/PrivateFrameworks/AuthKit.framework/akd:
Address: akd 0x00000001000a0460 (akd.__TEXT.__ text +
Summary: akd'__11ldb_unnamed_symbol2575 ' akd

Module: , arch
Symbol: 0x00000c53 , range 0x000000010218460-0x00000001021a928 ,
| S—

"-[AALoginAccountRequest urlRequest]"

1lldb, image lookup
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.0 (19A346 /
Symbols/System/Library/PrivateFrameworks/AppleAccount.framework/AppleAccount:
Address: AppleAccount 0x0000000191e59de8 (AppleAccount._ TEXT._ text +
Summary: AppleAccount’- AALoginAccountRequest urlRequest
Module:

arch
Symbol: 0x00000b24 , range 0x0000000195d31de8-0x0000000195d320T0 ,

"-[AKApplelDAuthenticationContextManager
shouldContinueWithAuthenticationResults:error:forContextiD:compl
etion:]"



1ldb ' image lookup

match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.0 (19A346 /
Symbols/System/Library/PrivateFrameworks/AuthKit.framework/AuthKit:
Address: AuthKit 0x0000000191d4b66c AuthKit.__TEXT.__text +
Summary: AuthKit'-| AKAppleIDAuthenticationContextManager shouldContinuewithAuth
enticationResults:error:forContextID:completion:
Module:

, arch

Symbol: 0x0000025a ', range 0x000000019250T66C-0x000000019250d18 ,

"+[AADevicelnfo(Deprecated) udid]"

1lldb ) image lookup
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.0 (19A346 /
Symbols/System/Library/PrivateFrameworks/AppleAccount.framework/AppleAccount:
Address: AppleAccount 0x0000000191e0e558 AppleAccount._ TEXT.__text +
summary: AppleAccount '+ AADeviceInfo Deprecated udid
Module:

arch
Symbol: 0x00000473 , range Ox0000000195¢ce6558-0x0000000195ce659¢C |,

"-[AADevicelnfo udid]"

1lldb ) image lookup
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.0 (19A346 /
Symbols/System/Library/PrivateFrameworks/AppleAccount.framework/AppleAccount:
Address: AppleAccount 0x0000000191e0d970 AppleAccount._ TEXT.__text +
Summary: AppleAccount

+/AADeviceInfo Deprecated udid
Module:

arch
Symbol: 0x00000473 , range 0x000000019759a558-0x000000019759a59¢ ,



image lookup -vrn

AppleAccount

1ldb image lookup
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.0 (19A346 /

Symbols/System/Library/PrivateFrameworks/AppleAccount.framework/AppleAccount:
Address: AppleAccount 0x0000000191e0d970 (AppleAccount._ TEXT.__ text +
Summary: AppleAccount’- AADeviceInfo udid

Module:

arch
Symbol: Ox00000453 , range OX0000000195¢ce5970-0x0000000195¢ce5990 ,

image lookup -type == im loo -t

ZJJPerson

(11db) image lookup -t ZJJPerson

Best match found in
/Users/zhaojing/Library/Developer/CoreSimulator/Devices/ED430020-74C1-4FF3-A595-492C4A714F41/data/Containers/

Bundle/Application/256675C0-DE3A-400B-9431-879A890A6255/ZJJA11Module_Example.app/ZJJAl1Module_Example:
id = {ex7fffffffeeesbcbe}, name = "ZJJPerson", byte-size = 24, decl = ZJJPerson.h:13, compiler_type =

"@interface ZJJPerson : NSObject{

NSString * _name;

NSInteger _age;

}
@property(nonatomic, readwrite, getter = name, setter = setName:) NSString *name;

@property(nonatomic, assign, readwrite, getter = age, setter = setAge:) NSInteger age;
@end"

Person

1lldb ) image lookup Person
Best match found /Users/liu_david/Library/Developer/Xcode/DerivedData/TestWeak-egnzd

bndwsiikvchegmexvkgnwbw/Build/Products/Debug/TestWeak:
0x10000002b , name , byte-size , decl main.m:12, compiler_type

1lldb image lookup NSObject
Best match found /Users/liu_david/Library/Developer/Xcode/DerivedData/TestWeak-egnzd

bndwsiikvchegmexvkgnwbw/Build/Products/Debug/TestWeak:
ox7fffffff000002e8 , name , byte-size , decl NSObject.h:53, comp

iler_type



1ldb) im loo Person
Best match found /Users/liu_david/Library/Developer/Xcode/DerivedData/TestWeak-egnzd
bndwsiikvchegmexvkgnwbw/Build/Products/Debug/TestWeak:

0x10000002b , name , byte-size , decl main.m:12, compiler_type

crifan.org, {EAZE #4.0ER(CC BY 4.0)f¥ &7 all right reserved, powered by Gitbook &R /EE#:
2023-10-25 22:44:27


https://creativecommons.org/licenses/by/4.0/deed.zh

image lookuphZ ap 233 LE 24451

image lookup -a vs image lookup -v -a == image
lookup -va

AwemeCore 0x000000010b41a1dc

» > o~ Vv B > 8 9 Aweme ) () Thread 9 ) [il] 0 __pthread_kill Line: 4 Col: 1 (=
v @) Exception = (NSException *) "*** _NSCF.. Trame #¥io: ux?uuuuum..l.lerur::a
> rame = [_NSCFConstantString *) *NSinvalidA.. AwemeCore ___lldb_unnamed_symhullaztissaﬂsnt\wemei‘:ure + 64
T : frame #29: 8x000000018b4RO36c AwemeCore’ ___lldb_unnamed_symboll786%$$AwemeCore +
» reason = __NSCFString *) "*** -[__NSCFCon... 452
>meringo = (void ™) NULL frame #30: @xP000BROladde7fad
“ resarved = (_NSbictionaryd *) 2 keyfvalue p. Foundation'__NSBLOCKOPERATION_IS_CALLING_OUT_TO_A_BLOCK__ + 16
v [0] = "calStackRetumAddreszes” ; 43 ele... frame #31: 8x@00EABAladcf32c® Foundation -[NSBlockOperation main] + 84
> key = (_NSCFCanstantString *) "callSta... frame #32: @x00000001laddealfc Foundation' __NSOPERATION_IS_INVOKING_MAIN__ + 28
v value = (_NSCallStackArray *) 43 eleme... frame #33: 0x000008081adcf2fcéd Foundation -[NSOperation start] + 748
v [0] = (id) Ox1ada2156f0 frame #34: ©x0000008laddeabfs
isa = (Class) Oxd01dabcBaa0003... Foundation'__NSOPERATIONQUEUE_IS_STARTING_AMN_OPERATION__ + 28
v [1] = (id) Ox1ad743bce frame #35: 0x00800081addeabc® Foundation' __NSOQSchedule_f + 180
isa = (Class) Oxf01dc288aa0003f4 frame #36: Bx00000001053e2338
> [2] = (id) Ox1adcdbb6e libdispatch.dylib’ _dispatch_call_block_and_release + 24
> [3] = (id) Ox10ba1a6c0 frame #37: 8x00000001053e3730 libdispatch.dylib’_dispatch_client_callout + 16
> [4] = (id) 0x10ba 13608 frame #38: @x00000001853e6398 libdispatch.dylib’_dispatch_continuation_pop + 524
> [6] = (id) 0x10b41a480 frame #39: 9x00000001053e5810 libdispatch.dylib’_dispatch_async_redirect_invoke
> [6] = (id) 0x10ba1a234 + 680 o o .
> [7] = (id) 0x11559283¢ frame #408: @x00008001053T4d74 l%bdzl.spatch.dyl:}bl_d%spatch_root_queue_dra1n + 376
> [8] = (id) 0x1053e3730 frame #41: @x00008001853T5698 l%bd:l.spatch.dyhb _dl?pétch_worker_threadz + 152
> [8] = (id) 0x105325044 fralPe #42: 9x00000001ad738b38 libsystem_pthread.dylib’ _pthread_wgthread + 212
> [10] = (id) 0x10b41a1de (11db) image lookup -a @x80800081eb4laldc
> [11] = (id) 0x10b454930 Address: AwemeCore[@x@@0088000859961dc] (AwemeCore.__BD_TEXT.__text + 467420)
> [12] = (id) 0x1123f1d24 Summary: AwemeCore'___1ldb_unnamed_symbol2502$$AwemeCore + 60
> [13] = (id) 0x1123edBd4 (11db)
° Auto ¢ ® All Qutput ¢ ® o

1lldb ) image lookup 0x000000010b41aldc
Address: AwemeCore Ox00000000059961dc AwemeCore._ BD_TEXT.__text +
Summary: AwemeCore’___1lldb_unnamed_symbol2502 ' AwemeCore +

fN_tverbose, BJLA%ILH EANIFMAYER
(11db) image lookup -a @x@@e8e8eelebslaldc

Address: AwemeCore[@xeoe00e00859961dc] (AwemeCore.__BD_TEXT.__text + 467428)

Summary: AwemeCore’ ___1ldb_unnamed_symbol2582%SAwemeCore + 6@
(11db) image lookup -a @x800808010bilaldc --verbose
Address: AwemeCore[@x000880088059961dc] (AwemeCore.__BD_TEXT.__text + 467428)

Summary: AwemeCore’ ___1ldb_unnamed_symbol2502%$AwemeCore + 60
Module: file =

"/Users/ecrifan/Library/Developer/Xcode/DerivedData/Aweme-ejnpzdlejfueeaff

wupnpxokcaoj/Build/Products/Debug-iphoneos/Aweme
.app/Frameworks/AwemeCore.framework/AwemeCore", arch = "arm&4"

Symbol: id = {8x88e81d74}, range = [B6xP880PEE16b41alaB-0x000800010b41aled),
name="___11db_unnamed_symbol2582%SAwemeCore"

(11ldb)
All Qutput & &)

]

E

1ldb ' image lookup 0x000000010b41aldc
Address: AwemeCore Ox00000000059961dc AwemeCore._ BD_TEXT.__ text +
Summary: AwemeCore’'___1ldb_unnamed_symbol2502 ' AwemeCore +




Module:

, arch
Symbol: 0x00001d74 , range 0x000000010b41a1a0-0x000000010b41a1e0 ,

AwemeCore 0x10f04f810

1lldb image lookup 0x10f041810
Address: AwemeCore 0x000000000c587810 (AwemeCore._ BD_TEXT.__text +
Summary: AwemeCore

__11db_unnamed_symbol1023498 ' AwemeCore +
Module:

, arch
Symbol: 0x0014c028 , range 0x000000010f04F7T0-0Xx000000010T041844 |,

(| —

Module_Framework 0x0000000107dd18c4

1lldb ) image lookup 0x0000000107dd18c4
Address: Module_Framework 0x000000000198d8c4 Module_Framework.__ TEXT.__text +

Summary: Module_Framework

- HAMPlayerInternal setStatus: _block +
Module:

, arch
Symbol: 0x0003eee7 /, range 0x0000000107dd187¢c-0x0000000107dd1904 ,

{ S—

akd 0x104B0C460

1lldb, image lookup 0x104B0C460
Address: akd 0x00000001000a0460 (akd.__ TEXT.__text +
Summary: akd

_11db_unnamed_symbol2575 ' akd
Module: , arch

Symbol: 0x00000c53 ', range 0x0000000104b0c460-0x0000000104b0e928 |,



(| —

AppleStoreCore 0x000000010373d398

1lldb image lookup 0x000000010373d398
Address: AppleStoreCore  0x00000000000a9398 AppleStoreCore._ TEXT.__text +

Summary: AppleStoreCore

__11db_unnamed_symbol3027 ' AppleStoreCore +
Module:

, arch
Symbol: 0x000040fa , range 0x000000010373d030-0x000000010373d640 |,

(| —

image lookup -vs vs 1image lookup -vn

Security SSLHandshake

1lldb ) image lookup SSLHandshake
symbols match /Users/crifan/Library/Developer/Xcode/i0S DeviceSuppo
rt/15.1 19B74 arm64e/Symbols/System/Library/Frameworks/Security.framework/Security:
Address: Security 0x00000001891501c@® (Security._ TEXT.__text +
Summary: Security

SSLHandshake
Module:
, arch

Symbol: 0x00001da4 , range 0x000000018acc01cO-0x000000018acc0320 ,

Security SecTrustEvaluateFastAsync

1lldb ' image lookup SecTrustEvaluateFastAsync



symbols match /Users/crifan/Library/Developer/Xcode/i0
S DeviceSupport/15.1 (19B74 6 armé64e/Symbols/System/Library/Frameworks/Security.framewor
k/Security:
Address: Security 0x0000000189226304 (Security._ TEXT.__text +
Summary: Security

SecTrustEvaluateFastAsync

Module:
, arch
Symbol: 0x000020al1 , range 0x000000018b40a304-0x000000018b40a3b0 ,
initialize
o FJ symbol #%: R¥XFENT
1lldb ) image lookup initialize
symbols match /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport

/15.1 (19B74 armé4e/Symbols/System/Library/Frameworks/WatchConnectivity.framework/Watc
hConnectivity:
Address: WatchConnectivity 0x00000001bf42bdb8 (WatchConnectivity._ TEXT.__text

+
Summary: WatchConnectivity'initialize
Module:
, arch
Symbol: 0x0000021c /, range 0x00000001c0507db8-0X00000001c0507e9cC ,

e A n = name ¥ KRFEES
LRI BB AS:

1lldb, image lookup initialize
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/15.1 (19B74 a
rmé4e/Symbols/usr/lib/dyld:
Address: dyld 0x000000000000afd® (dyld._ TEXT.__text +
Summary: dyld



+/AVChapter initialize

Module:
, arch

Symbol: 0x0000063c |, range 0x000000019b46248-0x000000019b462h8 |,
Address: AVKit 0x000000019a41a474 AVKit.__ TEXT.__text +

Summary: AVKit

+ IBAHTTPConnection initialize
Module:
, arch
Symbol: 0x00001189 , range 0x00000001048b69dc-0x00000001048b6a30 ,

image lookup -s vs 1image lookup -n vs image lookup
-r -s

statfs

1lldb ) image lookup statfs
symbols match /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.
3.1 (17D50 /Symbols/usr/lib/dyld:
Address: dyld 0x000000000004c324 (dyld._ TEXT.__text +
Summary: dyld

statfs

1lldb, image lookup statfs
match found /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.3.1 (17D50
/Symbols/usr/lib/dyld:
Address: dyld 0x000000000004c324 (dyld._ TEXT.__ text +



Summary: dyld

statfs

1lldb ) image lookup statfs
symbols match the regular expression /Users/crifan/Library/Developer/Xcod
e/10S DeviceSupport/18.3.1 (17D50 /Symbols/usr/lib/dyld:
Address: dyld 0x000000000004c@a4 (dyld._ TEXT.__text +
Summary: dyld

fstatfs64 Address: dyld 0x000000000004c324 (dyld._ TEXT._
_text +
Summary: dyld
statfs64
symbols match the regular expression /Users/crifan/Library/Developer/Xcod

e/DerivedData/Aweme-fswcidjoxbkibsdwekuzlsfcdgls/Build/Products/Debug-iphoneos/Aweme.ap
p/Frameworks/AwemeCore, framework/AwemeCore:

symbols match the regular expression /Users/crifan/Library/Developer/Xcod
e/10S DeviceSupport/18.3.1 (17D50 /Symbols/System/Library/Frameworks/Foundation.framewo
rk/Foundation:
Address: Foundation 0x00000001809a3160 (Foundation.__ TEXT.__stubs +
Summary: Foundation

symbol stub for: statfs
symbols match the regular expression /Users/crifan/Library/Developer/Xcod
e/DerivedData/Aweme-fswcidjoxbkibsdwekuzlsfcdgls/Build/Products/Debug-iphoneos/Aweme.ap
p/Frameworks/libAwemeDylib.dylib:
Address: libAwemeDylib.dylib 0x000000000003896¢c libAwemeDylib.dylib._ TEXT.__
stubs +
Summary: libAwemeDylib.dylib

symbol stub for: statfs
symbols match the regular expression /Users/crifan/Library/Developer/Xcod
e/i0S DeviceSupport/13.3.1 (17D50 /Symbols/usr/lib/libsqlite3.dylib:
Address: libsglite3.dylib Ox0000000182217478 (libsqlite3.dylib._ TEXT.__stubs

Summary: libsglite3.dylib

symbol stub for: statfs
symbols match the regular expression /Users/crifan/Library/Developer/Xcod
e/i0S DeviceSupport/13.3.1 (17D50 /Symbols/System/Library/Frameworks/IOKit.framework/Ve
rsions/A/IOKit:
Address: IOKit 0x0000000181458f9c (IOKit._ TEXT.__stubs +
Summary: IOKit

symbol stub for: statfs



symbols match the regular expression /Users/crifan/Library/Developer/Xcod
e/1i0S DeviceSupport/13.3.1 (17D50 /Symbols/System/Library/Frameworks/SystemConfiguratio
n.framework/SystemConfiguration:
Address: SystemConfiguration 0x000000018073646c SystemConfiguration.__ TEXT.__
stubs +
Summary: SystemConfiguration

symbol stub for: fstatfs
symbols match the regular expression /Users/crifan/Library/Developer/Xcod
e/10S DeviceSupport/13.3.1 (17D50 /Symbols/usr/lib/system/libremovefile.dylib:
Address: libremovefile.dylib 0x00000001b5fc@b74 libremovefile.dylib.__ TEXT.__
stubs +
Summary: libremovefile.dylib

cvt_statfs_to_statvfs Address: libsystem_c.dy
1ib/ 0x00000001800fa510 (libsystem_c.dylib._ TEXT.__stubs +
sSummary: libsystem_c.dylib

symbol stub for: statfs
symbols match the regular expression /Users/crifan/Library/Developer/Xcod
e/10S DeviceSupport/18.3.1 (17D50 /Symbols/usr/lib/system/libsystem_info.dylib:
Address: libsystem_info.dylib 0x00000001803634ac libsystem_info.dylib.__TEXT.
__Stubs +
sSummary: libsystem_info.dylib

fstatfs Address: libsystem_kernel.dylib
0x000000018028b3fc  (libsystem_kernel.dylib._ TEXT.__text +
Summary: libsystem_kernel.dylib

statfs Address: libsystem_kernel.dylib @
x000000018028¢c8c4 | (libsystem_kernel.dylib.__ TEXT.__text +
Summary: libsystem_kernel.dylib

symbol stub for: fstatfs
symbols match the regular expression /Users/crifan/Library/Developer/Xcod
e/i0S DeviceSupport/13.3.1 (17D50 /Symbols/usr/lib/libMobileGestalt.dylib:
Address: libMobileGestalt.dylib 0x000000018149fd18 (libMobileGestalt.dylib.__T
EXT.__stubs +
Summary: libMobileGestalt.dylib



symbol stub for: statfs
symbols match the regular expression /Users/crifan/Library/Developer/Xcod
e/i0S DeviceSupport/13.3.1 (17D50 /Symbols/System/Library/PrivateFrameworks/APFS.framew
ork/APFS:
Address: APFS| 0x00000001aa73f114 (APFS.__ TEXT.__stubs +
summary: APFS

symbol stub for: statfs
symbols match the regular expression /Users/crifan/Library/Developer/Xcod
e/10S DeviceSupport/18.3.1 (17D50 /Symbols/System/Library/PrivateFrameworks/CoreService
sInternal.framework/CoreServicesInternal:
Address: CoreServicesInternal 0x000000018178fd50 (CoreServicesInternal.__ TEXT.
__text +
Summary: CoreServicesInternal

symbol stub for: statfs
J E— Y
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image lookupHihelp

11ldb image lookup

Look up information within executable and dependent shared library images.

Syntax: target modules lookup cmd-options filename filename

Command Options U
target modules
ame .
target modules
target modules

target modules
target modules
target modules

Print all matches, not just the best match,

sage:
lookup

lookup
lookup

lookup
lookup
lookup

available.

function-name

Looku

p a

-Arv
-Alv

-Airv
-Airv

target modules.

address-expression

Lookup an address

filena
Looku
modul

--no-inlines

me

p a
es.

addre

symb
file

fun
fun
name

ss-expression |-o offset

ol filename filename .

name -1 1linenum

ction-name filename
ction-or-symbol filename

filename

filename filename .

function-name

one or

by name the debug symbols
address-expression
one or target modules.
filename
by fullpath or one or

Ignore inline entries (must

--fun

linenu

ction .

m

linenum

Lookup a line number a

--fil

e .

function-or-symbol

Looku

offset

When looking up an address subtract

p a

or symbol

offset

before doing the lookup.

The

symbol

name argument

symbol

Lookup a symbol by name

modul

€s.

target

be used conjunction with

must be used

function-or-symbol
by name one or

the symbol tables

filename

filename

filename
filename

a best match is

or

conjunction with

target modules.

one or

offset from any addresses

name lookups are regular expressions.

target

filen



name name
Lookup a by name the debug symbols one or target
modules.

Enable verbose lookup information,

This takes options and free-form arguments. If your arguments
resemble option specifiers (i.e., they start with a - or --), you must use

between the end of the options and the beginning of the
arguments,

is an abbreviation
| S—
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image list

o IR RimagedlFR
image list

o HMHMBAIHEGImageFIR, RBLIFE

image list moduleName
o 255
image list AwemeCore
image list Module_Framework
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image list&5{5ll
Aweme

1lldb image list

0Xx0000000004874000 /private/var/containers/Bundle/Application/9AB25481-0AD3-435C-
AO2E-68F9623535BB/Aweme . app/Aweme  Ox0000000104874000

0Xx0000000104b78000 /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/138.4.1
17E262  /Symbols/usr/lib/dyld

(| —
o BINEIRRIEMBIFHIEE




o
o A
o B—"RappANEHI
m  /private/var/containers/Bundle/Application/9AB25481-0AD3-435C-A02E-
68F9623535BB/Aweme . app/Aweme

n 4L ALsR RUEMBIERE :  0x0000000004874000
o ETNE dyld
o /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.4.1
(17E262)/Symbols/usr/1ib/dyld

AwemeCore

1lldb ) image list AwemeCore
0x0000000100adc0OO /Users/crifan/Library/Developer/Xcode/DerivedData/Aweme-fswcid
joxbkibsdwekuzlsfcdgls/Build/Products/Debug-iphoneos/Aweme.app/Frameworks/AwemeCore.fra
mework/AwemeCore

Module_Framework
o # grep 9

1lldb image list Module_Framework



0x0000000104238000 /Users/crifan/Library/Developer/Xcode/DerivedData/youtube-dvlf
mmtvybrcdraorwznbwwepoae/Build/Products/Debug-iphoneos/youtube.app/Frameworks/Module_Fr
amework , framework/Module_Framework

o T grep Hitl/E, WEITERIUMNIAEHAAREER

1lldb image list Module_Framework
0x0000000102b50000 /Users/crifan/Library/Developer/Xcode/DerivedData/youtube-dvlf
mmtvybrcdraorwznbwwepoae/Build/Products/Debug-iphoneos/youtube.app/Frameworks/Module_Fr
amework, framework/Module_Framework
1ldb) p/x 0x0000000102b50000 + 0x10470B8
long 0x0000000103b970b8
1lldb ' im loo 0x0000000103b970b8
Address: Module_Framework 0x00000000010470b8 (Module_Framework.__TEXT.__text +

Summary: Module_Framework’___1lldb_unnamed_symbol12565 ' Module_Framework
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image listi(\5

#BifXcodedlldbHRimage listifit 45 R S H B4

REHE: ldbFiz{Tscripthi&pythonRZX E3fiE, Hpythonftis, EGSERREFRIXEF
BT Eg:
BFan<:

1ldb script
Python Interactive Interpreter. To exit
result 1ldb SBCommandReturnObject
1ldb debugger GetCommandInterpreter ' HandleCommand result

fd
fd write result GetOutput

fd close
quit
1ldb

e A R L b Tk h e § P S WA b AR IS s Y A
(11db)} image list -o -f >
fUusers/crifan/Downloads/image_list_of_28228115_8946.txt
error: the target has no matching modules
(11db) script
Python Interactive Interpreter. To exit, type 'quit()', 'exit()'.
»>> result = 1ldb.SBCommandReturnObject()
>»>> 11db.debugger.GetCommandInterpreter().HandleCommand("image list -o
-f¥, result)
2
>»> fd = open("/Users/crifan/Downloads/image_list_of_28228115_8959.txt",
Il'll }
»>»> fd.write(result.GetOutput())
188566
»>»> fd.close()
»>> guit
(11db)
All Qutput 2 ® mw OO

MEXHAS:



&0 Hilh i EEL ] - |
image_list_of_20220115_0959.txt 101KB XK S EF 959 |

© @ image_list_of_20220115_0959.txt M {ERXEEE T

[ @] exeorep0o004f28000 /Users/crifan/Library/Developer/Xcode/DerivedData/Aweme—ejnpzdlej fueeaffwupnpxokcaoj/Build/Products/Debug-
iphoneos/Aweme. app/Aweme
[ 1] oxPe@eeasles29cedd /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.4.1 (17E262)/Symbols/usr/lib/dyld
[ 2] ex00ep@001057e8008 /Users/crifan/Library/Developer/Xcode/DerivedData/Aweme—ejnpzdlej fueeaffwupnpxokcaoj/Build/Products/Debug—
iphoneos/Aweme. app/Frameworks/AwemeCore. framework/AwemeCore
[ 3] 0x000000002d588008 /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.4.1 (17E262)/Symbols/System/Library/Frameworks/
Foundation. framework,/Foundation
[ 4] ex000p000024588008 /Users/crifan/Library/Developer/Xcode/i05 DeviceSupport/13.4.1 (17E262)/Symbols/usr/lib/1ibobjc.A.dylib
[ 5] ex00epp0e82d588000 /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.4.1 (17E262)/Symbolsfusr/1ib/1ibSystem.B.dylib
[ 6] 0x000000002d588000 /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.4.1 (17E262)/Symbols/usr/lib/swift/
libswiftCore.dylib
[ 7] ex000000010514400@ /Users/crifan/Library/Developer/Xcode/DerivedData/Aweme—ejnpzdlej fueeaffwupnpxokcaoj/Build/Products/Debug—
iphoneos/Aweme. app/Frameworks/ libAwemeDylib.dylib
[ 8] 0x000000002d588000 /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.4.1 (17E262)/Symbols/usr/1lib/1libcompression.dylib
[ 9] 6x00000001051acl0d /Users/crifan/Library/Developer/Xcode/DerivedData/Aweme—ejnpzdlej fueeaffwupnpxokcaoj/Build/Products/Debug—
iphoneos/Aweme.app/Frameworks/BDLRepairer. framework/BDLRepairer
[ 18] exp00000002d58800@ /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.4.1 (17E262)/Symbols/usr/1lib/1libc++.1.dylib
[ 11] exp00000002d58800@ /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.4.1 (17E262)/Symbols/System/Library/Frameworks/
AuthenticationServices. framework/AuthenticationServices
[ 12] oxpod0R0002d588000 /Users/crifan/Library/Developer/Xcode/105 DeviceSupport/13.4.1 (17E262)/Symbols/System/Library/Frameworks,/
CoreHaptics.framework/CoreHaptics
[ 13] ox000000002d58800@ /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.4.1 (17E262)/Symbols/System/Library/Frameworks/
CoreTelephony. framework/CoreTelephony
[ 14] oxpddBOBOO2d588088 /Users/crifan/Library/Developer/Xcode/i05 DeviceSupport/13.4.1 (17E262)/Symbols/System/Library/Frameworks/
MetalKit. framework/MetalKit
[ 15] ox@00000002d588000 /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.4.1 (17E262)/Symbols/System/Library/Frameworks/
MetalPerformanceShaders. framework/MetalPerformanceShaders
[ 16] oxpodBOBOO2d588088 /Users/crifan/Library/Developer/Xcode/i05 DeviceSupport/13.4.1 (17E262)/Symbols/System/Library/Frameworks/
MetricKit.framework/MetrickKit
[ 17] ox@00000002d58800@ /Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.4.1 (17E262)/Symbols/System/Library/Frameworks/
StoreKit. framework/StoreKkit
[ 18] 8x0000000118710008 /Users/crifan/Library/Developer/Xcode/DerivedData/Aweme—-ejnpzdle]j fueeaffwupnpxokcaoj/Build/Products/Debug-
iphoneos/Aweme. app/Frameworks/VolcEngineRTC. f ramewo rk/VolcEngineRTC
[ 19] 0x00000001191c000@ /Users/crifan/Library/Developer/Xcode/DerivedData/Aweme-ejnpzdle]j fueeaffwupnpxokcaoj/Build/Products/Debug-
iphoneos/Aweme. app/Frameworks/byteaudio. framework/byteaudio
[ 20] ox000000002d588000 /Users/crifan/Library/Developer/Xcode/i05 DeviceSupport/13.4.1 (17E262)/Symbols/usr/1ib/1ibb22.1.8.dylib

i [ 21] exee@eP@s02d588008 /Users/crifan/Library/Developer/Xcode/105 DeviceSupport/13.4.1 (17E262)/Symbols/usr/1ib/libc++abi.dylib
[ 221 AxAARRARAAZASRRAAA /llsers/crifan/l ihrarv/Develoner/Xcode/i0S NDeviceSunnort /13.4.1 (17F262) /Svmhals/usr/1ih/lihiconv.?2.dvlih

fI‘

crifan.org, {EFE 24.0EFR(CC BY 4.0)1Y & %5 all right reserved, powered by Gitbook&x /5 E#:
2023-10-25 21:45:50



https://creativecommons.org/licenses/by/4.0/deed.zh

- - - N
image listiJhelpiZi
11ldb image list
List current executable and dependent shared library images.
Syntax: target modules list cmd-options shlib-name shlib-name .

Command Options Usage:

target modules list -ghou |-a address-expression -A| width -b width -d
width -f width -m width -p/ none -r width -s| width -S  wid
th -t width shlib-name shlib-name :
-A width width

Display the architecture when listing images.

-S width --symfile-unique @ width
Display the symbol with optional width only it is different
from the executable object file.

address-expression address-expression
Display the image at this address.

-b width width
Display the with optional width the image object file.
-d width width
Display the directory with optional width the image object
file.
-f  width width

Display the fullpath to the image object file.

Display the modules from the global module list, not just the
current target.

Display the image base address as a load address debugging, a
address otherwise.

-m_ width --mod-time | width
Display the modification with optional width of the module.
Display the image load address offset from the base address

the slide amount .

-p_ none none
Display the module pointer.

-r width --ref-count = width
Display the reference count the module is still the shared
module cache.



-s  width width
Display the fullpath to the image symbol with optional width.

-t width width
Display the triple when listing images.

Display the UUID when listing images.

This takes options and free-form arguments. If your arguments
resemble option specifiers (i.e., they start with a - or --), you must use

between the end of the options and the beginning of the
arguments,

is an abbreviation
| S—
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image dump

Dump all sections from the main executable and any shared libraries.

image dump sections

Dump all sections in the a.out module

image dump sections a.out

Dump all symbols from the main executable and any shared libraries

image dump symtab

Dump all symbols in a.out and liba.so

image dump symtab a.out liba.so
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register

TODO:

e [ER] IIdb@LfERLVE: register
e [ER] IIdb@LfERLVE: register read

registerz {5l

1lldb) reg r x0@ x1 x2 x3
X0 0x000000029e100ea0d
X1 0x0000000000000000
X2 0x0000000292566T00
X8 0x0000000289d922e0

1lldb) reg r x8

X8 0Ox0000000107e2fef8 Module_Framework vtable video_streaming: :0OnesieReque
stProto +
- ~ :
registeri3;
11db register
Commands to access registers the current thread and stack frame.

Syntax: register read write
The following subcommands are supported:
-- Dump the contents of one or register values from the
current frame. If no register is specified, dumps them all.

-- Modify a single register value.

For on any particular subcommand,

register readi&ix

1ldb register
Dump the contents of one or register values from the current frame. If no
register is specified, dumps them all.

Syntax: register cmd-options register-name register-name
Command Options Usage:

register -A| [ -f format -G gdb-format -s index register-name
gister-name

re



register -Aa | -f format -G gdb-format register-name register-name

Display register names using the alternate register name there

is one.
gdb-format --gdb-format gdb-format
Specify a using a GDB specifier string.

Show all register sets.

format format
Specify a to be used display.
index index
Specify register sets to dump by index.

This takes options and free-form arguments. If your arguments

resemble option specifiers (i.e., they start with a - or --), you must use
between the end of the options and the beginning of the

arguments,

| S—
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expression

TODO:

o [iER] IIdb@LfERLVE: expression
e [ER] Ido@LERLE: pHlpo
o [#3I2] XcodeHlldbar<XIth: poflp

pFlpo

e p == expression --
e po == expression -0 --
expressionigit
11db expression

Evaluate an expression on the current thread. Displays any returned value with
LLDB raw raw-input



t use formatting options.

boolean --synthetic-type boolean
Show the object obeying its synthetic provider, available.

--show-types
Show variable types when dumping values.

boolean boolean
Show results of validators.
source-language --apply-fixits source-language

If true, simple fix-it hints will be automatically applied to the
expression,

count --no-summary-depth | count

Set the depth at omitting summary information stops (default
is

count --element-count count

Treat the result of the expression as its is an array of

this many values.

boolean --all-threads boolean
Should we run all threads the execution doesn

s not supported by the interpreter defaults to .

source-language source-language



Specifies the Language to use when parsing the expression. If not
the target.language setting is used.

--top-level
Interpret the expression as a complete translation unit, without
injecting it into the context. Allows declaration of

persistent, top-level entities without a $ prefix.

Drop into Swift REPL

unsigned-integer unsigned-integer
Timeout value (in microseconds running the expression.
boolean --unwind-on-error boolean

Clean up program state the expression causes a crash, or raises
a signal. Note, unlike gdb hitting a breakpoint is controlled by
another option (-i).

-v description-verbosity --description-verbosity ' description-verbosity

How verbose should the output of this expression be, the object
description is asked for.
Values: compact  full

Single and multi-line expressions:

The expression provided on the line must be a complete expression
with no newlines. To evaluate a multi-line expression, hit a after
an empty expression, and 11ldb will enter the multi-line expression editor.
Hit on an empty line to end the multi-line expression.

Timeouts:

If the expression can be evaluated statically (without running code
it will be. Otherwise, by default the expression will run on the current
thread with a short timeout: currently .25 seconds. If it doesn

s value will be available future expressions,
otherwise it will just be available the current expression.

Continuing evaluation after a breakpoint:

If the option is used, and execution is interrupted by a
breakpoint hit, once you are with your investigation, you can either
remove the expression execution frames from the stack with

or you are still interested the expression result you can issue
the and the expression evaluation will complete and the



expression result will be available using the
key the thread format.

Examples:

my_struct- a my_array

bin -- (index * +
unsigned int
char ¢ "foo" ¢
Important Note: Because this takes input, you use any
options you must use between the end of the options
and the beginning of the raw input.
| S—
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p

e p == expression --

® I pHBESNEE
. BX

p //

p/x //x hex hexadecimal
p/d //d decimal signed decimal
p/u //u unsigned decimal
p/o //0 octal

p/t //t two binary

p/a //a address

p/c //c char character
p/f //f float

p/s //s string

p/r //r raw

. X

p /7 RRASTEN+il

p/x // AT REKIFTENERE

p/d //  UERSNTHEHIFTENERK
p/u //  UERESNTERIFTENERE
p/o //  BA/\ERIITENER

p/t //  AZHEHIITENEREK

p/a //  BA7KiEHIFTEDHBAL

p/c // FIEIEREE

p/f // FTELERE

p/s // FTENERES

p/r //  HBRLITED
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po
TODO:

o [E3IE] iOSHE@ME: HiPhoneliliERtXcodeFlldbAIpo=£3E
o [EIH] iOSH@INE: poFEIINSStringf ==/ 8 I iE Gchar* — 3 TEN B 3k
o [EIB] iOSH @A ONE: po X REIAFIERTIUNEEIZM K

e po == expression -0 --

A}
poZE (i
1ldb ) po
1lldb) po (SEL
1ldb ) po
nil
1ldb ) po
executing

1ldb po
nil

1lldb) reg r x1 x2 x3
x1
X2
x3

1ldb po

1ldb,) po
AWELazyRegisterHandler

1ldb) po
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memory

TODO:

o [iCFE] lldb@B<L{ERLVE: memory
e [iER] lldbB<{EALME: memory read
o [EfR] i0SiEE: XcodeHlldb MATZH S H Z i HIEIE

memory &S
BEENFPINEE

lldb x/16gx 0x0000000109117438

0x109117438: 0x0000000000000000 OXOEEOEEEEEEEEEEHE
0x109117448: 0x00000001052h6a88 Ox00000001052h6ads
0x109117458: 0x000000010521h03c Ox0E000001052h5758
0x109117468: 0x00000001052b5850 Ox00000001052b5980
0x109117478: 0x00000001052b5abd Ox00000001052h6638
0x109117488: 0x00000001052b6674 0x000000010521b40c
0x109117498: 0x00000001052b65fc Ox00000001052b6a10
0x1091174a8: 0x00000001052hb6adc Ox0O000001052b5a74

~ N
memoryig;
11db memory
Commands operating on memory the current target process.

Syntax: memory subcommand subcommand-options
The following subcommands are supported:

-- Find a value the memory of the current target process.
-- Print recorded stack traces allocation/deallocation events
associated with an address.
-- Read from the memory of the current target process.
region -- Get information on the memory region containing an address
the current target process.
-- Write to the memory of the current target process.

For on any particular subcommand,

crifan.org, {EFE #4.0EPR(CC BY 4.0)1Y&%n all right reserved, powered by Gitbook& /5 E#:
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memory read
(RS,

(IBAFREERNE) SHEIXH

memory /Users/crifan/dev/tmp/11ldb_mem_dump/akd_func2540
_arméde.bin 0x10485d98c 0x1048600dc

o SRR
--outfile /Users/crifan/dev/tmp/11ldb_mem_dump/akd_func2540_armé64e.bin

» IR AR XHEREEPCHR (Lt&Maclsk) , TEFshin (iPhoneli)
o --binary
» UZHBIBASH
» BUEARX AEH S H
o --force
» BHISEAREHIE
s T
» MARZRESH 1Kk =
» TS, SHMES
error: Normally,

error: Please use
error: or target.max-memory-read-size

r limit.

1024 NFT

will not over bytes of data.

to override this restriction just once.
you will often need a large

» IRZESE (BT 1k 1Y) KEHE, WBERE:

target.max-memory-read-size
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memory readfiJhelpiZix

11ldb memory
Read from the memory of the current target process.

Syntax: memory cmd-options address-expression address-expression

Command Options Usage:

memory -drd. [-f format -c count -G gdb-format -s byte-size -1
number-per-line -0 filename address-expression address-expression

memory -dbrd:  -f format -c count -s byte-size -0 filename addr
ess-expression address-expression

memory -AFLORTdrd name -f format -c count -G gdb-format -E
count -0 filename -d none -S boolean -D count -P count -Y count

-V boolean -Z count address-expression address-expression
memory name -X source-language address-expression address-expression

--show-all-children
Ignore the upper bound on the number of children to show.

count count

Set the max recurse depth when dumping aggregate types (default is
infinity .
count count

How many elements of the specified to skip before starting to

display data.

Display results a flat that uses expression paths
each variable or member.

gdb-format --gdb-format gdb-format

Specify a using a GDB specifier string.

Show variable location information.

--object-description

Display using a language-specific description API, possible.
count --ptr-depth count

The number of pointers to be traversed when dumping values (default
is zero .

--raw-output

Don



-- ! between the end of the
arguments.

path

options and the beginning of the
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disassemble

TODO:

[ic%] ldb@<{EMALS: disassemble

e disassemble == dis == di
di -- Disassemble specified instructions the current target.
Defaults to the current the current thread and

stack frame.
dis -- Disassemble specified instructions the current target.
Defaults to the current the current thread and

stack frame.

disassemble%&{5l

BEMaFIF
GDB to LLDB command map — The LLDB Debugger (llvm.org)
ERMEEXGF:

e Disassemble the current function for the current frame

1lldb  disassemble
1ldb di

Disassemble any functions named main

1lldb ' disassemble main
1ldb di main

Disassemble an address range

1lldb disassemble --start-address Oxleb8 --end-address 0xlec3
1lldb di Ox1leb8 Oxlec3

Disassemble 20 instructions from a given address

1lldb disassemble --start-address Oxleb8
1lldb di Ox1ebs

Show mixed source and disassembly for the current function for the current frame

1lldb disassemble
1ldb di


https://lldb.llvm.org/use/map.html

¢ Disassemble the current function for the current frame and show the opcode bytes

lldb disassemble
1lldb di

e Disassemble the current source line for the current frame

1lldb disassemble
1lldb di

FXMARN—LEam<

o XM —LEw<S
o WMIRHRISLTENEE, M-

dis dis dis FunctionName

o HhELAE:

disassemble dis di

dis

dis

dis --start-address 0x1b30cbh978 --end-address Ox1b30cbh990
dis --start-address 0x1b30ch978

dis

dis

dis

Spiframe = SRETREE 2ECHENT

dis
o WR
1lldb dis
AppleAccountUI’ - | AAUISignInViewController _nextButtonSelected:
- 0x1b30ch978 +0 : stp X20, x19, 'sp, #-0x20]!
0x1b30cb97c +4 : stp X29, x30, sp, #0x10]
0x1b30ch980 +8 : Xx29, sp, #0x10 ; =0x10

0x1b30ch984 +12 : mov x19, x0

0x1b30ch988 +16 : adrp X8,

0x1b30ch98c +20 : X1, X8, #0Oxc7a ; =0xc7a
0x1b30ch990 +24 : bl 0x1b2c70578

0x1b30ch994 +28 : adrp X8,

0x1b30ch998 +32 : x1, x8, #0Oxc91 ; =0xc91
0x1b30ch99c +36 : mov X0, x19

0x1b30ch9a® +40 : 1ldp X29, x30, sp, #0x10]

0x1b30ch9a4 +44 : 1ldp X20, x19, 'sp/, #0Ox20

0x1b30ch9a8 +48 : b 0x1b2c70578

ETE PR EN



disassemble

1lldb, disassemble
AppleAccountUI’ - AAUISignInViewController _nextButtonSelected:  :

- 0x1b30ch978 +0 : stp X20, x19, 'sp, #-0x20]!
0x1b30ch97c +4 i stp X29, x80, sp, #0x10]
0x1b30ch980 +8 X29, sp, #0x10 ; =0x10

0x1b30ch984 +12 : mov x19, x0

0x1b30ch988 +16 : adrp X8,

0x1b30ch98c +20 : X1, X8, #0xc7a ; =0xc7a
0x1b30ch990 +24 : bl 0x1b2c70578

0x1b30ch994 +28 : adrp X8,

0x1b30ch998 +32 : X1, x8, #0xc91 ; =0xcol
0x1b30ch99¢c +36 : mov X0, x19

0x1b30ch9a® +40 : ldp X29, x30, |sp, #0x10]

0x1b30ch9a4 +44 : ldp x20, x19, 'sp , #0x20

0x1b30ch9a8 +42 : b 0x1b2c70578

disassemble --start-address 0x1b30ch978 --end-address Ox1b30cb990

o SHHEA
o FI¥E: start address =0x1b30cb978
o AEFE: end address =0x1b30cb990
o IR

lldb ) disassemble --start-address 0x1b30cb978 --end-address 0x1b30cbh990
AppleAccountUI - | AAUISignInViewController _nextButtonSelected:
- 0x1b30ch978 +0 : stp X20, x19, 'sp, #-0x20]!
0x1b30ch97c +4 : stp X29, x80, sp, #0x10]
0x1b30ch980 +8 X29, sp, #0x10 ; =0x10



0x1b30ch984 +12 : mov x19, x0
0x1b30ch988 +16 : adrp X8,
0x1b30ch98c +20 : X1, X8, #0xc7a ; =0xc7a

NN EATEL:

disassemble --start-address 0x1b30cbh978

o IR

1lldb ) disassemble --start-address 0x1b30chb978
AppleAccountUI’ - AAUISignInViewController _nextButtonSelected:  :

- 0x1b30ch978 +0 : stp X20, x19, 'sp, #-0x20]!
0x1b30ch97¢ +4 : stp X29, x30, [sp, #0x10]
0x1b30ch980 +8 X29, sp, #Ox10 ; =0x10

0x1b30ch984 +12 : mov x19, x0

0x1b30ch988 +16 : adrp X8,

0x1b30ch98c +20 : X1, x8, #0xc7a ; =0xc7a
0x1b30ch990 +24 : bl 0x1b2c70578

0x1b30ch994 +28 : adrp X8,

0x1b30ch998 +32 : X1, x8, #0xc91 ; =0xco1l
0x1b30ch99¢c +36 : mov X0, x19

S opcode

disassemble

o AR
o MIDAFIRE EropcodeMIBUREM : BET/ERNarmIBE<EIE, EREXNMAIZ#HEEEopcode
o MR

1lldb disassemble
AppleAccountUI - AAUISignInViewController _nextButtonSelected:

- 0x1b30ch978 +0 : 0Oxafbe4ff4 stp X20, x19, 'sp, #-0x20]!
Ox1b30ch97¢c +4 : ©0xa9017bfd stp X29, x80, 'sp, #0x10]
Ox1b30ch980 +2 : 0x910043fd X29, sp, #0x10 ; =0x10

0x1b30ch984 +12 : Oxaa®@O3f3 mov x19, x0
0x1b30ch988 +16 : Oxb0f5b248 adrp x8,

0x1b30ch98c +20 : 0x9131e901 X1, x8, #0xc7a ; =0xc7a
0x1b30ch990 +24 : 0x97ee92fa bl 0x1b2c70578

0x1b30cb994 +28 : Oxb0f5b248 adrp x8,

0x1b30ch998 +32 : 0x91324501 X1, x8, #0xco1 ; =0xc91

0x1b30ch99c +36 : 0xaal303e® mov X0, x19

0x1b30ch9a® +40 : O0xa9417bfd 1ldp X29, x80, 'sp, #0x10]
0x1b30ch9a4 +44 : Oxa8c24ff4 1ldp X20, x19, 'sp/, #0x20
0x1b30ch9a8 +45 : Ox17ee92f4 b 0x1b2c70578

HAth -+
ERE Mt R C YR



disassemble 0x00000001091694a4

o HIHWE
lldb disassemble 0x00000001091694a4

Module_Framework

__1ldb_unnamed_symbol171166 Module_Framework:
0x1091694a8 +0 i b 0x1091a45ac __11db_unnamed_symbol1747
29 Module_Framework

Module_Framework
#0x10]
__11ldb_unnamed_symbol171168 ' Module_Framework:

0x1091694b4 +0 ! ret

Module_Framework

__11db_unnamed_symbol171170 ' Module_Framework:
0x1091694bc +0 : ldr X2, [x0, #0x10]

0x1091694¢0 +4 i br  x2
EE RRAITER

o BTM REEFTIA Biery 20171013

-

dis

o ERM HEIPCIE FiEes 2017103

dis
R R
1lldb) ¢
Process resuming
Process stopped

* thread #3, queue = 'com.apple.akd.anisette', stop reason = breakpoint 2.1
frame #0: Ox0000000102e704d4 akd'__1ldb_unnamed_symbol2575%$$akd + 116
akd
#2]

#0x58c7¢c

__1ldb_unnamed_symbol2575 akd:
0x102e70460 +0 : sub sp, sp, #0Oxf0O ; =0xfo



0x102e70464
0x102e70468
0x102e7046¢C
0x102e70470
0x102e70474
0x102e70478
0x102e7047¢c
0x102e70480
0x102e70484
_stack_chk_guard
0x102e70488
0x102e7048¢c
0x102e70490
0x102e70494
0x102e70498
0x102e7049¢c
0x102e704a0
0x102e704a4
0x102e704a8
0x102e704ac
1lldb dis

+

+1
+1
+2
+2
+2
+3
+3

+4
+4
+4
+5
+5
+6
+6
+6
+7
+7

stp
stp

1 ostp
1 ostp
1 ostp
1 ostp

! nop
i ldr

1 1ldr
i ostur
! mov
1 movk

i ccmn
! mov
1 csel
! mov

X28,
X26,
X24,
X22,
X20,
X29,
X29,

x27,
x25,
X283,
x21,
x19,
x30,

Sp,

#0x90]
#0xa0]
#0xb0]
#0xc0]
#0xdo]
#0xe0]

Sp,
Sp,
Sp,
Sp,
Sp,
Sp,
#0xe0

X8, #0x54354

X8, |[x8

X8, [X29, #-0x58]
w26, #0x5a87
w26, #0x6c24,
X8, x0, #0x6
X8, #0Ox5

X0, #0x8, #0x4, hs
w8, #0x1

w8, wzr, w8, eq
will, #0xab5a2

1sl #16

akd'__1ldb_unnamed_symbol2575 ' akd:

- 0x102e704d4
0x102e704d8
0x102e704dc
0x102e704e0
0x102e704e4
0x102e704e8
0x102e704ec
0x102e704f0
0x102e70474
0x102e704f8
0x102e704fc
0x102e70500
0x102e70504
0x102e70508
0x102e7050¢
0x102e70510
0x102e70514
0x102e70518
0x102e7051¢c
0x102e70520

11ldb

+11
+12
+12
+12
+13
+13
+14
+14
+14
+15
+15
+16
+16
+16
+17
+17
+18
+18
+18
+19

¢ ldrsw

! nop
! ldr

! mov
1 br

! mov
! mov
! eor

sub
madd
mov
movk
movk
movk

adr
nop
ldr
sub

X9,

x10, #0x58c7¢

X9, X9, x10

w22, #-0Oxafc9

x9

x23, x1

x28, X0

w8, w8, #Ox1

w9, will, #0x29
w22, w8, w9, w26
Xx20, #0xa930

X20, #O0xeab59, 1lsl
x20,
X20, #0xd570,
w8, w22, #0xb
X24, #0x59acc

X8, |X24, w8,
X8, X8, #0x2

X25, w9, sxtw #2]

#16
#0x9bdd, 1lsl #32
1sl #48

sxtw #3]

/

1
/

/

/

; =0xe0

(void *)0x00000001f13dbO58: _

; =0x6
; =0x5

; =0x29

; =0xb

; =0x2



lidb (lidb)

- [ 1GB

disassemblei&ixt

1ldb disassemble
Disassemble specified instructions the current target. Defaults to the
current the current thread and stack frame.

Syntax: disassemble | cmd-options

Command Options Usage:

disassemble ' -bmr address-expression | -A arch -C num-lines -e address-
expression -F disassembly-flavor -P plugin

disassemble ' -bmr address-expression | -A arch -C num-lines -C num-lines

-F disassembly-flavor -P  plugin

disassemble  -bmr [-A arch -C num-lines -c hum-lines -F disassembly-fla
vor -n function-name -P  plugin

disassemble ' -bfmr ' -A arch -C num-lines -c num-lines -F disassembly-fl
avor -P  plugin

disassemble ' -bmpr ' -A arch -C num-lines -c num-lines -F disassembly-fl
avor -P  plugin

disassemble | -blmr ' -A arch -C num-lines -F disassembly-flavor -P  plugin

disassemble '-bmr| ' -a address-expression -A arch -C num-lines -Cc hum-1li



nes

-F disassembly-flavor -P  plugin

Force dissasembly of large functions.

arch arch
Specify the architecture to use from cross disassembly.

num-1lines num-1lines

Number of context lines of to show.

disassembly-flavor disassembly-flavor

Name of the disassembly flavor you want to use. Currently the only
valid options are default, and Intel architectures, att and
intel.

plugin plugin

Name of the disassembler plugin you want to use.
address-expression address-expression
Disassemble containing this address.

Show opcode bytes when disassembling.

num-1lines num-1lines
Number of instructions to display.

address-expression --end-address address-expression
Address at to end disassembling.

Disassemble from the start of the current frame

s current line instructions
there is debug line table information, disassemble around the
pc.

Enable mixed and assembly display.
function-name function-name
Disassemble entire contents of the given name.

Disassemble around the current pc.

Print raw disassembly with no symbol information.

address-expression --start-address address-expression
Address at to start disassembling.

— 1]
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thread

TODO:
[ic%] Ndb#<{ERMLMS: thread
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frame

TODO:

e [iC&E] Ildb@<ERNE: frame
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breakpoint

TODO:

o [EX] Ndb@2fERME: breakpoint

e [Ef#FR] XcodeHlldbHb listZbreakpoint list

o [RERFIR] XcodeHrToiEL T —1THEIZITHIL RIS KT =
o [Ef#IR] XCodeHUNfEILaTRF S MmN L HIMTZ M4

o [REBR] XCodeFldbaN{aI iR #EeR Fxthiit hnlH =

VB RVAR S Ei
o IOSiEEZ IS : Him

breakpointz {5l
breakpoint B $Rithilk
breakpoint ASLRIRTEE + BRSOITROREMLL
breakpoint (image list -FEINENMEBNER L) + (IDAZIR) #SoTNRL
1k
1lldb ) breakpoint 0x11020d3348
Breakpoint : where AwemeCore

__11db_unnamed_symbol1462804 ' AwemeCore + , address 0Ox0
0000001102d3348, resolved, hit count

breakpoint foo

br s foo
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breakpointfiihelpiZgix
help breakpoint

1ldb breakpoint
Commands operating on breakpoints (see shorthand.

Syntax: breakpoint subcommand command-options
The following subcommands are supported:

-- Delete or disable breakpoints matching the specified

and line.
-- Commands adding, removing and listing LLDB commands
executed when a breakpoint is hit.
delete -- Delete the specified breakpoint(s . If no breakpoints are

specified, delete them all.
disable -- Disable the specified breakpoint s, without deleting them. If
none are specified, disable all breakpoints.
-- Enable the specified disabled breakpoint s . If no breakpoints

are specified, all of them.
list -- List some or all breakpoints at configurable levels of detail.
modify -- Modify the options on a breakpoint or of breakpoints
the executable. If no breakpoint is specified, acts on the
last created breakpoint. With the exception of -e, and -i,
passing an empty argument clears the modification.
name -- Commands to manage name tags breakpoints
-- Read and the breakpoints previously saved to a with
-- Sets a breakpoint or of breakpoints the executable.
-- Write the breakpoints listed to a that can be
with If given no arguments, writes all
breakpoints.
For on any particular subcommand,

help breakpoint set

1ldb breakpoint
Sets a breakpoint or of breakpoints the executable.
Syntax: breakpoint cmd-options

Command Options Usage:

breakpoint -DHd linenum |-G boolean -C command -C expr -i cou
nt -0 boolean -q queue-name -t thread-id -X thread-index -T thread-
name -R address -N breakpoint-name -u column -f filename -m boolean
-s shlib-name -K boolean
breakpoint -DHd address-expression -G boolean -C command -C expr

-i count -0 boolean -q Qqueue-name -t thread-id -X thread-index -



T thread-name -N breakpoint-name -s shlib-name
breakpoint -DHd function-name -G boolean -C command -c expr -
i count -0 boolean -q queue-name -t thread-id -X thread-index -T t
hread-name -R address -N breakpoint-name -f filename -L source-language
-s shlib-name -K boolean
breakpoint -DHd fullname -G boolean -C command -c expr -i co
unt -0 boolean -q Qqueue-name -t thread-id -X thread-index -T thread
-name -R address -N breakpoint-name -f filename -L source-language -
s shlib-name -K boolean
breakpoint -DHd selector |-G boolean -C command -c expr -i co
unt -0 boolean -q Qgqueue-name -t thread-id -X thread-index -T thread
-name -R address -N breakpoint-name -f filename -L source-language -
s shlib-name -K boolean
breakpoint -DHd method -G boolean -C command -c expr -i count
-0 boolean -q queue-name -t thread-id -X thread-index -T thread-na
me -R address -N breakpoint-name -f filename -L source-language -s
shlib-name -K boolean
breakpoint -DHd regular-expression -G boolean -C command -C expr
-i count -0 boolean -q gqueue-name -t thread-id -X thread-index -
T thread-name -R address -N breakpoint-name -f filename -L source-lang
uage -s shlib-name -K boolean
breakpoint -DHd function-name |-G boolean -C command -Cc expr -
i count -0 boolean -q queue-name -t thread-id -X thread-index -T t
hread-name -R address -N breakpoint-name -f filename -L source-language
-s shlib-name -K boolean
breakpoint -ADHd regular-expression -G boolean -C command -c expr
-1 count -0 boolean -q queue-name -t thread-id -X thread-index
-T thread-name -N breakpoint-name -f filename -m boolean -s shlib-name
-X function-name
breakpoint -DHd source-language -G boolean -C command -C expr
-1 count -0 boolean -q queue-name -t thread-id -X thread-index -T
thread-name -N breakpoint-name -0 type-name -h boolean -w boolean
breakpoint -DHd python-class |-k none -V none -G boolean -C ¢
ommand -C expr -1 count -0 boolean -q queue-name -t thread-id =X
thread-index -T thread-name -N breakpoint-name -f filename -s shlib-na
me
breakpoint -DHd linespec -G boolean -C command -c expr -1 co
unt -0 boolean -q Qqueue-name -t thread-id =X thread-index -T thread
-name -R address -N breakpoint-name -m boolean -s shlib-name -K boo
lean

--all-files
All files are searched pattern matches.

command command
A to run when the breakpoint is hit, can be provided

than once, the commands will get run order left to right.

--dummy-breakpoints

Act on Dummy breakpoints - i.e. breakpoints before a is
provided, prime new targets.
source-language --language-exception source-language

Set the breakpoint on exceptions thrown by the specified language
without options, on throw but not catch.



fullname fullname

Set the breakpoint by fully qualified names. For C++ this
means namespaces and all arguments, and Objective-C this means
a full functionprototype with class and selector. Can be repeated
multiple to one breakpoint multiple names.

boolean --auto-continue boolean

The breakpoint will auto-continue after running its commands.

Require the breakpoint to use hardware breakpoints.

boolean --skip-prologue boolean

sKip the prologue the breakpoint is at the beginning of a
function. If not the target.skip-prologue setting is used.
source-language source-language

Specifies the Language to use when interpreting the breakpoint

s base name it will
match against that all modules, or you can specify the full
name including modules. Other submatches are not supported at
present.Only supported Swift at present.

python-class --script-class python-class
The name of the class that will manage a scripted breakpoint.

address --address-slide address
Add the specified offset to whatever address es the breakpoint
resolves to. At present this applies the offset directly as given,
and doesn

-p' limits the regex to contained
the namedfunctions. Can be repeated multiple times.



address-expression address-expression
Set the breakpoint at the specified address. If the address maps
uniquely toa particular binary, the address will be converted
to a address, so that the breakpoint will track that
binary+offset no matter where the binary eventually loads.
Alternately, you also specify the module - with the option -
the address will be treated as a address that module,
and resolved accordingly. Again, this will allow lldb to track
that offset on subsequent reloads. The module need not have been
loaded at the you specify this breakpoint, and will get
resolved when the module is loaded.

function-name function-name

Set the breakpoint by C++ namespaces and
arguments will beignored . Can be repeated multiple to
one breakpoint multiplesymbols.
expr expr

The breakpoint stops only this condition expression evaluates to
true.

Disable the breakpoint.

filename filename

Specifies the to this breakpoint. Note,
by default 1lldb only looks files that are #included if they use
the standard include extensions. To breakpoints on

.c/.cpp/.m/.mm files that are #included, set
target.inline-breakpoint-strategy to always

boolean --on-catch boolean
Set the breakpoint on exception catcH.

count --ignore-count count

Set the number of this breakpoint is skipped before stopping.
none --structured-data-key none

The key a key/value pair passed to the implementation of a
scripted breakpoint. Pairs can be specified than once.
linenum linenum

Specifies the line number on to this breakpoint.

boolean --move-to-nearest-code boolean

Move breakpoints to nearest code. If not the

target.move-to-nearest-codesetting is used.

function-name function-name

Set the breakpoint by name. Can be repeated multiple
to makeone breakpoint multiple names

boolean --one-shot boolean

The breakpoint is deleted the first it stop causes a stop.



regular-expression --source-pattern-regexp regular-expression

Set the breakpoint by specifying a regular expression is
matched against the text a or files specified
with the can be specified than once. If no files
are specified, uses the current default If you want
to match against all files, pass the --all-files option.
queue-name --queue-name queue-name

The breakpoint stops only the queue whose name is

given by this argument.

regular-expression --func-regex regular-expression

Set the breakpoint by name, evaluating a
regular-expression to the name's .

shlib-name shlib-name

Set the breakpoint only this shared library. Can repeat this
option multiple to specify multiple shared libraries.
thread-id --thread-id thread-id

The breakpoint stops only the thread whose TID matches this
argument.
column column

Specifies the number on to this breakpoint.
none --structured-data-value none
The value the previous key the pair passed to the
implementation of a scripted breakpoint. Pairs can be specified
than once.

boolean --on-throw boolean

Set the breakpoint on exception throWw.

thread-index --thread-index thread-index
The breakpoint stops only the thread whose index matches this
argument,
linespec --joint-specifier linespec
A specifier the form filename:line :column setting
line breakpoints.
J E—
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watchpoint

TODO:

o [Ef&R] XcoderlldbAaN{al¢awatchpointil_E &4 HIRTTE

operand long invalid
[Ef#R] XcodeRlldbHR aN{al i iz LA A EEAIZR ML

watchpoint packet failed

watchpointZ4i
ZXiN: type=write

1lldb ) watchpoint 0x000000011ceb5818
Watchpoint created: Watchpoint 1: addr ©xl1lceb5818 size state
new value:

fR R BSFTEN :

Watchpoint 1 hit:
old value:
new value:

type=read

1ldb ) watchpoint expression -- 0x10b121828
Watchpoint created: Watchpoint 1: addr  ©0x10b121828 size state
watchpoint spec
new value:

Zillwatchpoint
KHAFRE:

1lldb ) watchpoint disable
All watchpoints disabled. watchpoints

FEmAE:

[REZR] AR YouTubeiZ4E: YaiENSArrayhl_allTrackRenderers{E#EAEN
[ZRARR] YouTubetJHAMPIlayerinternalfplayerLoop® 1% currentTimeT2{EHLT L
[Rf&R] iI0SiEE: watchpointiZiINKMIRES: error Watchpoint creation failed sending gdb

[Ef#FR] XcoderlldbAYFKHwatchpointiREE: error user expression indirection requires pointer

enabled

enabled



1ldb watchpoint
All watchpoints enabled. watchpoints
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watchpointfihelpiEix
help watchpoint

1ldb watchpoint
Commands operating on watchpoints.
Syntax: watchpoint subcommand command-options
The following subcommands are supported:
-- Commands adding, removing and examining LLDB commands
executed when the watchpoint is hit (watchpoint 0
delete -- Delete the specified watchpoint s . If no watchpoints are
specified, delete them all.
disable -- Disable the specified watchpoint s, without removing it/them.
If no watchpoints are specified, disable them all.
-- Enable the specified disabled watchpoint s . If no watchpoints

are specified, all of them.
ignore -- Set ignore count on the specified watchpoint's . If no
watchpoints are specified, them all.
list -- List all watchpoints at configurable levels of detail.
modify -- Modify the options on a watchpoint or of watchpoints

the executable. If no watchpoint is specified, act on the
last created watchpoint. Passing an empty argument clears the
modification,
-- Commands setting a watchpoint.
For on any particular subcommand,

help watchpoint set

11db watchpoint
Commands setting a watchpoint.
Syntax: watchpoint subcommand subcommand-options

The following subcommands are supported:
expression -- Set a watchpoint on an address by supplying an expression.

Use the option to specify the language of the
expression. Use the option to specify the of
watchpoint and the option to specify the byte size to
for. If no option is specified, it defaults to
write. If no option is specified, it defaults to the
target
raw raw-input
-W
-
-W
-
s byte size. Note

that there are limited hardware resources watchpoints,

If watchpoint setting fails, consider disable/delete
existing ones to up resources.



For on any particular subcommand,

help watchpoint set expression

11ldb watchpoint expression

Set a watchpoint on an address by supplying an expression. Use the option

to specify the language of the expression. Use the option to specify the
of watchpoint and the option to specify the byte size to for.

If no option is specified, it defaults to write. If no option is

specified, it defaults to the target

raw
raw-input

foo +

-- ' between the end of the options and the beginning of the
arguments.

crifan.org, {EFE®4.0EFEFR(CC BY 4.0)1Y&%n all right reserved, powered by Gitbook&x /5 E#:
2023-12-21 21:43:09


https://creativecommons.org/licenses/by/4.0/deed.zh

R

crifan.org, {ERAZE24.0EFR(CC BY 4.0)/%&%n all right reserved, powered by Gitbook&x & E#:
2023-07-13 17:28:19


https://creativecommons.org/licenses/by/4.0/deed.zh

run

crifan.org, A= #4.0EFR(CC BY 4.0)f1¥ & 7h all right reserved, powered by Gitbook &z /5 & #fT:
2023-07-13 17:28:19


https://creativecommons.org/licenses/by/4.0/deed.zh

continue

crifan.org, A= #4.0EFR(CC BY 4.0)f1¥ & 7h all right reserved, powered by Gitbook &z /5 & #fT:
2023-07-13 17:28:19


https://creativecommons.org/licenses/by/4.0/deed.zh

next

crifan.org, A= #4.0EFR(CC BY 4.0)f1¥ & 7h all right reserved, powered by Gitbook &z /5 & #fT:
2023-07-13 17:28:19


https://creativecommons.org/licenses/by/4.0/deed.zh

nexti

crifan.org, A= #4.0EFR(CC BY 4.0)f1¥ & 7h all right reserved, powered by Gitbook &z /5 & #fT:
2023-07-13 17:28:19


https://creativecommons.org/licenses/by/4.0/deed.zh

step

crifan.org, A= #4.0EFR(CC BY 4.0)f1¥ & 7h all right reserved, powered by Gitbook &z /5 & #fT:
2023-07-13 17:28:19


https://creativecommons.org/licenses/by/4.0/deed.zh

stepi

crifan.org, A= #4.0EFR(CC BY 4.0)f1¥ & 7h all right reserved, powered by Gitbook &z /5 & #fT:
2023-07-13 17:28:19


https://creativecommons.org/licenses/by/4.0/deed.zh

jump

crifan.org, A= #4.0EFR(CC BY 4.0)f1¥ & 7h all right reserved, powered by Gitbook &z /5 & #fT:
2023-07-13 17:28:19


https://creativecommons.org/licenses/by/4.0/deed.zh

finish

crifan.org, A= #4.0EFR(CC BY 4.0)f1¥ & 7h all right reserved, powered by Gitbook &z /5 & #fT:
2023-07-13 17:28:19


https://creativecommons.org/licenses/by/4.0/deed.zh

exit

crifan.org, A= #4.0EFR(CC BY 4.0)f1¥ & 7h all right reserved, powered by Gitbook &z /5 & #fT:
2023-07-13 17:28:19


https://creativecommons.org/licenses/by/4.0/deed.zh

LLDB/IO\VS

crifan.org, {ERAZE24.0EFR(CC BY 4.0)/%&%n all right reserved, powered by Gitbook&x & E#:
2023-07-13 17:28:19


https://creativecommons.org/licenses/by/4.0/deed.zh

FHEREI MG
dbiEItEAE], XTFa<:

disassemble
MR, BRERL/SHRIXHE, ATMU:

3iE1: session save

e 75751: session save
o fim:
» 518, TESINEIMGS
s (EOARME) BILAIEsessionfIFTA A B &R R 7F 4 H B4
o R IRBEHXMNM (HXEIEEMNIEENABNHEER)

NMaEBnINRHI A<, EHiZA:

session save /Users/crifan/dev/tmp/sub_1000A0460.txt

BN
DB AiEsession == WFIXRIbEIEIE, EEEETFE, SNENELNAS
B8 B Ao

HepiielE, ZRIRIEEITRISGSINMmEERT .

Fi52: FH 11db B9 ( python ) BIZs

e /53%2: F 11db A9 ( python ) BIZS

o fRMR: EEINASINIAbEIBIA
o fim: AUAHIEN, RELBETHINERIIXHE

» ARRTYTsessiontIFIERE
teun:
4iar/lldb-write: Write the output of an lldb command to file (github.com)
R:
TR

TECES

clone https://github.com/4iar/lldb-write.git

AREEMEL1dbEEHMAFR:


https://github.com/4iar/lldb-write

' bash
vi ~/.11ldbinit

nk:

script / change_to_your_path /lldb-write/write.py

BRIdbfE, FTUERIRR:

The "write" command has been loaded and is ready for use.

AIEBNRI{ER -

/some/path/outputFile.txt yourOriginLldbCommand

Eean:

/Users/crifan/dev/tmp/11ldb_akd_symbol2575_disassemble.txt dis

ENTiB HaTIdban LB ER, SHEIXMER,
ERY: HaTlildoLind, MEEEEIIER. T2RTFAN.
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O N
YR
Idb SHIMEE: FiEMmSEZIFTERRTE
ldbF A<, ATAZES

tban:

dnj

print

ME—TFH p BIRE—IFE t , BEIERUEHTZITUN

(1 NEC

HIRRE, REAS (HEMALHRR) mEERES

&4

print
e print
° p

= 2 11db E[TH print {REBHY p ,
s BNEIRIER, hESFIEM process Fa=HE R

[e] pr

= ] process M pr B—HEMBIRER

= 1ldb T/ERESW, FAMBETFS=E MR,

= FRUAAREER pr

o pri
= A
o prin
= A
o print
» A FTASIREIETIRE |
e print

o AJLARHSTERY P

BE:
o WRIMAHEMEEN, FTEHFRNES:

breakpoint

#rdefVan <

FRUARIARR p

pri . prin .

5, REFFTLERE

, AEEE print BB A p

BB

print



breakpoint

IS /REN:

breakpoin
breakpoi
breakpo
breakp

brea
bre
br

MmANEE

e b
o 4§5k: BTIdbHRENREBIIFENSRS
» SXE UEMBENBAERINETR

-) BT LENSESZE, NERL:

breakpoint list

MAEIUNE R :

breakpoin list

breakpoi list

breakpo list

breakp list
list

brea list

bre list

br list

HWErRIUR, HEFMNHY

HAMIMNFHR, T, BERENES

Eeanitbat

br list

B9 list HAIUSAES:

br 1lis
br 1i
br 1



RERFLEIH5RENF

IEALFLZ breakpoint MIFa<LTH, LRGEEARRFRIEERN,

E:

LEAbATBARE help breakpoint KBEZE, breakpoint BHEEFa<S

lldb

Commands

breakpoint
operating on breakpoints (see shorthand.

Syntax: breakpoint subcommand command-options

The following subcommands are supported:

delete

disable --

name

For

Hepa i,

clear
command
delete
disable
enable
modify
name
read
set

write

on

Delete or disable breakpoints matching the specified

and line.
Commands adding, removing and listing LLDB commands
executed when a breakpoint is hit.
Delete the specified breakpoint /s . If no breakpoints are
specified, delete them all.
Disable the specified breakpoint s without deleting them. If
none are specified, disable all breakpoints.
Enable the specified disabled breakpoint s . If no breakpoints

are specified, all of them.

List some or all breakpoints at configurable levels of detail.
Modify the options on a breakpoint or of breakpoints

the executable. If no breakpoint is specified, acts on the
last created breakpoint. With the exception of -e, and -i,
passing an empty argument clears the modification.

Commands to manage name tags breakpoints

Read and the breakpoints previously saved to a with
Sets a breakpoint or of breakpoints the executable.
Write the breakpoints listed to a that can be

with If given no arguments, writes all
breakpoints.

any particular subcommand,

breakpoint FF&p<:



AeMEEMES 1is . 1i . 1, B9RNESE
- FILMREER, BRZAEE:

breakpoint list

MEXTERY:
RER%EE

o -) IMDEARFRE
) BREFHHR

o
NS
o

.

e expression -> e . exp
e breakpoint = br ==45%E%: b
o breakpoint set -> br s
o breakpoint list -> br 1
o Hfl
m  breakpoint delete 1 -> br del 1
m  breakpoint disable 1 -> br dis 1
m  breakpoint enable 1 -> br en 1
m  breakpoint set --name main -> br s -n main -> b main
m  breakpoint set --name foo --condition '(int)strcmp(y,"hello") == 0'
m -> br s -n foo -c '(int)strcmp(y,"hello") == 0'
e disassemble -> dis
o Hfl
m disassemble -s 0x1167b1974 -> dis -s 0x1167b1974
e register -> reg
o register read -> reg r
= Z4
m  register r x0 -> reg r x0
e image -> im
o image lookup = im loo
= E4
= image lookup --address Oxlec4 -> im loo -a Oxlec4

e memory -> mem
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Xcoderlldb

TODO:

o [EIE] XcodeflldbiFIX/NMG: FTRIEHANTZHILHRAE

o [RERR] XCodeFlIdbaN{aliRHE R Lttt ANRT s

o [EfRR] XCodeFldbiEi® % L AEMIAIX S

o [Ef#IR] XCodeklldb R aN{alifEi{# EI = HTR £1_dyld_get_image_namekYiR[E{E
o [BEfZR] Xcodeldid: lldbAIERIEE

LLERLEEIR Xcode HIAY 11db AY—LEM\E:
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x¥FEmttE

Xcode B 1ldb FXIFEN4E:
o AN regi , BathEFIH: register

o

o HIN disa BoffEH: disassemble

o

e register read x FRIBETIHEHRR



o

e image 1 FRIBEMIHERE

o
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BB R EE R

11db 1 XCode HEZE RIEAMMEE = backtrace :

XCodeilfli i8], BEEE: REFAMEK
EOF2MGE:

XCodeHJUISREH

XCode HA,

v

e M | >
2 QaQ a © & DB
Aweme PID 36840 { J0]
CPU 0%
# Memory Disabled
4 Energy Impact Low
& Disk 28.2 MBfs
@ Network Zero KBfs

~ () Thread 1 Queue: com.ap...in-thread (serial)
[ 0_logos_function$_ungrouped$sysct(
H 1__lidb_unnamed_symbol143748$$A...
[ 25 _dyld_start

~ (D) Thread 2 Queue: com.hm...r.session (serial)
[ 0__v2printf
m 2‘a‘s[‘:rmtf o
[ 3isPathinList
[2 4 isPathinJailbreakPathList
[ 5 isJailbreakPath_pureC [inlined]
[ 6 _logos_function$_ungrouped$istatic...
[ 7 realpath$DARWIN_EXTSN

Command + FiREE

Aweme Aweme ) B iPhone7_1331 Running Aweme on iPhone?_1331 14 + @
B < [ hook_aweme.xm B hook_misc.xm [ AwemeDylib.xm ([ hook_dylib.xm ) hoak_dyld.xm 2 E0
[ hook_misc.xm ) [ hookf(, name, namelen, oldp, oldlenp, newp, newlen) <a>

int SYSCTL_OK = @;

int SYSCTL_FAIL = -1;

int sysctl(int *name, u_int namelen, void *o0ldp, size_t *oldlenp, void #newp, size_t newlen);

%hookf(int, sysctl, int =®name, u_int namelen, void %oldp, size_t xoldlenp, void *newp, size_t newlen){ 1

" int sysctlRet = SYSCTL_FAIL;

I’ sysctlRet = ¥orig(name, namelen, oldp, oldlenp, newp, newlen);

int sysctlRet = %orig; = Thread 1: breakpoint 17.1 (4)

if (cfgHookEnable_misc) {
bool isGetpid = (name(@] == CTL_KERN && name[1] == KERN_PROC && name[2] == KERN_PROC_PID);
if (isGetpid) {
struct kinfo_proc #info = NULL;
info = (struct kinfo_proc *)oldp;
int 0ldPFlag = info->kp_proc.p_flag;
info->kp_proc.p_flag &= ~(P_TRACED);
int newPFlag = info->kp_proc.p_flag;

BIRTE R £ BRI R LA At -

e D " >
T Qa4 A Qo Fe2 B

v Aweme PID 36840 o®
[® cpu 0%
8 Memory Disabled
4 Energy Impact Low
& Disk 28.2 MB/s
@ Network Zero KBJs

~ () Thread 1 Queue: com.ap...in-thread (serial)
[ 0 _logos_function$_ungrouped$sysctl
H 1__lidb_unnamed_symbol143748$$A.
M 25_dyld_start
~ (D) Thread 2 Queue: com.hm...r.session (serial)
[T 0 _v2printf
[ 2asprintt
[ 3isPathinList
[ 4 isPathinJailbreakPathList
[ 5 isJailbreakPath_purec [inlined]
[ 6 _logos_function$_ungroupedsistat(c...
[ 7 realpath$DARWIN_EXTSN
[ 25 _pthread_wgthread
> () Thread 3 Queue: com.ap...qos (concurrent)
> ) Thread 4

1 iosLogInfo("kp_proc.p_flag: @x%x —> @x%x", oldPFlag, newPFlag);

» > & & T B > 8 9 O @_Iugus_funcﬁnn5_ungmuped55yscll(mt', unsigned int, void®, unsigned long*, void®, unsigned long)  Line: 153 Col: 44 [J
> [ name = (int *) 0x16d8239b0 Q Find v RDS omowches @ + Aa  Contains ¢ Done
[ namelen = (u_int) 4 @ 11:086:22. L) 88 Aweme| 36840:3010095] hook_aweme.xm TTMacroManager$isDebug:

> [ oldp = (void *) 0x16d8e39c0 origRet=False
Aweme Aweme ) B iPhone7_1331 Running Aweme on iPhone7_1331 A 14 +
88 < [ hook_aweme.xm B hook_misc.xm [ AwemeDylib.xm [ hook_dylib.xm [ hook_dyld.xm
[ hook_misc.xm ) @ hookf(, name, namelen, oldp, oldlenp, newp, newlen)

an /

int SYSCTL_OK

=9
141 int SYSCTL_FAIL =

-1;
int sysctl(int xname, u_int namelen, void %oldp, size_t xoldlenp, void *newp, size_t newlen);

%hookf(int, sysctl, int #name, u_int namelen, void *oldp, size_t *oldlenp, veid *newp, size_t newlen){
" int sysctlRet = SYSCTL_FAIL;
" sysctlRet = ¥orig(name, namelen, oldp, oldlenp, newp, newlen);
int sysctlRet = %orig; =

Thread 1: breakpoint 17.1 (4)

if (cfgHookEnable_n [ O-logos_functions_ungroupedssyscti(int’, unsigned int, void", unsigned long", void, unsigned long)
bool isGetpid = [ 1__lidb_unnamed_symbol143748$$AwemeCore
if (isGetpid) { [ 2_ jidb_unnamed_symbol1465358$AwemeCore
struct kinf M . ’ ot
info = (st _dispatch_client_callout
int oldPFla [il 4 _dispatch_once_callout
info->kp_pr [ §__lidb_unnamed_symbol1904$$AwemeCore
int newPFla gy g  ygh_unnamed_symboli8028SAwemaCare
iosLogInf
Y 7 __lidb_unnamed_symbol1801$$AwemeCore
P
0 = [2]8 ymbol140177$$ AwemeCore
> [} name = (int *) Ox16d8e39b0 [ 9 _dispatch_clisnt_callout
[ namelen = (u_int) 4 o
> [ oldp = {veid *) 0x16d8239¢0 [ii] 10 _dispatch_once_callout
> [ oldlenp = (size_t *) 0x16d8e39a8 [ 11__lidb_unnamed_symbol1789$$AwemeCore
> (B newp = (void *) NULL [ 12 __lidb_unnamed_symbol17385$AwemeCore:
[3 newlen = (size_) 0 [ 13 __lidb_unnamed_symbol14263$$AwemeCore
@ sysctiRet (int)
¥ 14 __lidb_unnamed_symbol1133§$AwemeCore
J 15 __lidb_unnamed_symbol1$$AwemeCore
[i] 16 load_images

H
oo kL

[il] 17 dyldznotifySingle(dyld_image_states, ImageLoader const", ImageLoader:InitializerTimingList*)

[i] 18 ImageL ivelnitializati oader:LinkContext const&, un..const’, ImageLoader::InitializerTimingList& ImageLoader::UninitedUpwards&)
[i] 19 ImageL oader::LinkContext const&, un...const’, ImageLoader:initializerTimingList&, ImageLoader:

[i] 20 Imagel oader::LinkCantext const&, unsigned int, Imagel glistd, ImageLoaderz:Unini

[l 21 Imagel itiali der:LinkContext consté, Imagel TimingList&)

[l 22 dyld:initializeMainExecutable()

[l 23 dyld::_main(macho_header const*, unsigned long, int, char const**, char const**, char canst**, unsigned lang*)

[ 24
[ 25 _dyld_start

oaded const’, int, char const**, dyld3::MachOLoaded const’, unsigned long*)

®



B Btnad (90 command #) , MRABTRAERENES:

B Debug Navigator RRVLETE TEA REVEA AR EIRER 2 —H8Y:

v
eae M ] » Aweme Aweme ) B iPhone7_1331 Running Aweme on iPhone7_1331 1 + (B
o a A © o 8 B < [) hook_aweme.xm [ hook_misc.xm [ AwemeDylib.xm [ hook_dylib.xm () hook_dyld.xm 20 E
S Avrore PID 96840 0® [ hook_misc.xm ) [ hookf(, name, namelen, oldp, oldlenp, newp, newlen) <ad
cPU 0%
# Memory int SYSCTL_OK = 0;
int SYSCTL_FAIL = -1;
f Energy Impact Low 2 ”
int sysctl(int *name, u_int namelen, void *oldp, size_t xoldlenp, void *newp, size_t newlen);
& Disk 28.2 MBJs
%hookf(int, sysctl, int *name, u_int namelen, void *oldp, size_t soldlenp, void *newp, size_t newlen){
@ Network Zero KBJs 1" int sysctlRet = SYSCTL_FAIL;
sysctlRet = %orig(name, namelen, oldp, oldlenp, newp, newlen);
~ (D Thread 1 Queue: com.ap...in-thread (serial) 14 int sysctlRet = %orig; = Thread 1: breakpoint 17.1 (4)

51 0 _logos_function$_ungroupedssysctl(i...
H 1__lidb_unnamed_symbol143748$$A...
[ 25 _dyld_start

~ (D) Thread 2 Queue: com.hm...r.session (serial)

if (cfgHookEnable_misc) {

bool isGetpid = (name(8] == CTL_KERN && name[1] == KERN_PROC && name[2] == KERN_PROC_PID);
if (isGetpid) {

struct kinfo_proc #*info = NULL;

info = (struct kinfo_proc *)oldp;

[ 0 __v2printf int oldPFlag = info->kp_proc.p_flag;

[ 2 asprintf ->kp_proc.p_flag &= ~(P_TRACED);

Edis fspaintiet - TR o e el L RO

g:i::ﬁ?:i:ﬁik;fg :‘nlines] ®» > o> L X @ > 8 ) _ 0 _logos_function$_ungrouped$syscti(int’, unsigned int, void, unsigned long®, void*, unsigned long) i ERTSREENLERE IR

[ 6_logos_function$_ungroupedsistat(c.. > G name = int*) 0x16d039b0 e ob el EolI417483 Yamurnicors s (1> )(oone

[2] 7 realpath$DARWIN_EXTSN ) g::1":::;;f')";:]“;dseagco ) 25 dfd st )

lidbas < bt
e bt = thread backtrace
o =thob
o = th ba
4451

1ldb) bt

thread #1.  queue stop reason breakpoint
frame # XxxTweak dylib’_logos_function$_ungrouped$ name

namelen oldp oldlenp newp
newlen at hook_misc xm opt
frame # AwemeCore’____1ldb_unnamed_symbol143748%$$AwemeCore
frame # AwemeCore’___1ldb_unnamed_symbol146535$$AwemeCore
frame # libdispatch dylib’_dispatch_client_callout
frame # libdispatch dylib'_dispatch_once_callout
frame # AwemeCore’___11db_unnamed_symbol1904$$AwemeCore
frame # AwemeCore’____11db_unnamed_symbol1902$$AwemeCore
frame # AwemeCore’___11db_unnamed_symbol1801$$AwemeCore
frame # AwemeCore’___11db_unnamed_symbol140177$$AwemeCore
frame # libdispatch dylib'_dispatch_client_callout
frame # libdispatch dylib’_dispatch_once_callout
frame # AwemeCore’___11db_unnamed_symbol1799$$AwemeCore
frame # AwemeCore’___11db_unnamed_symbol1798%$AwemeCore
frame # AwemeCore’___11db_unnamed_symbol14263$$AwemeCore
frame # AwemeCore’___1ldb_unnamed_symbol1133$$SAwemeCore
frame # AwemeCore’___1ldb_unnamed_symboli$$AwemeCore
frame # libobjc A dylib'load_images
frame # dyld dyld dyld_image_states. ImagelLoade
r ImageLoader InitializerTimingList

frame # dyld ImageLoader ImageLoader

LinkContext ImageLoader 1InitializerTimingList & I

mageLoader UninitedUpwards
frame # dyld ImageLoader ImageLoader



LinkContext
mageLoader
frame #
nkContext
tedUpwards
frame #
ntext
frame #
frame #

frame #

ImageLoader

ImageLoader 1InitializerTimingList & I

UninitedUpwards

dyld ImageLoader
ImageLoader 1InitializerTiminglList

ImageLoader Li

ImageLoader Unini

dyld ImageLoader LinkCo
InitializerTiminglList
dyld dyld

dyld dyld

ImageLoader

macho_header

dyld dyldbootstrap dyld3 MachOLoaded

dyld3 MachOLoaded

frame #

J

dyld’_dyld_start

eve M | >
BEITAaAAS DB

v . Aweme PID 36840 [ 10]
CPU 0%
i Memory Disabled
4 Energy Impact Low
& Disk 28.2 MB/s
@ Network Zero KBfs

~ () Thread 1 Queue: com.ap...in-thread (serial)
] [ 0 _logos_function$_ungrouped$syscti(i...
H 1___lidb_unnamed_symbol143748$$A...
[l 25 _dyld_start
~ (D) Thread 2 Queue: com.hm...r.session (serial)
[l 0 __v2printf
[ 2 asprintf
E] 3isPathinList
E] 4isPathinJailbreakPathList
[ 5 isJailbreakPath_pureC [inlined]
[ 6 _logos_function$_ungroupeds$lstat(c...
[il 7 realpath$DARWIN_EXTSN
[l 25 _pthread_wgthread
> (D) Thread 3 Queue: com.ap...qos (concurrent)
> (D Thread 4

@ BEBA| Atz @

Aweme Aweme ) I iPhone7_1331 Running Aweme on iPhone7_1331 14 + @

BB < [ hook_aweme.xm [ hook_misc.xm [ AwemeDylib.xm ) hook_dylib.xm [ hook_dyld.xm 20 3

[ hook_misc.xm ) [ hookf(, name, namelen, oldp, oldienp, newp, newlen) <Aad>
*/

int SYSCTL_OK
int SYSCTL_FAIL

int sysctl(int xname, u_int namelen, void *o0ldp, size_t xoldlenp, void =newp, size_t newlen);

%hookf (int, sysctl, int =name, u_int namelen, void %oldp, size_t =oldlenp, void xnewp, size_t newlen){
" int sysctlRet = SYSCTL_FAIL;
L " sysctlRet = %orig(name, namelen, oldp, oldlenp, newp, newlen);
148 int sysctlRet = %orig; = Thread 1: breakpoint 17.1 (4)
if (cfgHookEnable_misc) {
bool isGetpid = (name(@] == CTL_KERN && name[1] == KERN_PROC && name[2] == KERN_PROC_PID);
if (isGetpid) {
struct kinfo_proc xinfo = NULL;
info = (struct kinfo_proc #)oldp;

B > 8 «
> [J name = (int *) 0x16d8239b0
) namelen = (u_int) 4
> [ oldp = (void *) Dx16d8e39c0
> [ oldlenp = (size_t *) 0x16d8238a8
> [ newp = (void *) NULL
[ newlen = (size_t) 0

» > & L 2 3@ ) [ 0 _logos_function$_ungrouped$sysctl(int®, unsigned int, void*, unsigned long*, void*, unsigned long)  Line: 153 Col: 44 [

(11db) bt
# thread #1, queue = 'com.apple.main-thread', stop reason = breakpoint 17.1
* frame #0: @x0060008117cf5368
MuliaBaiHuoTweak.dylib®_legos_function$_ungr
namelen=4, o 1 old 5
newp=6x0800008800B00B00, newlen=8) at hook_misc.xm:148:21 [opt]

H t1(

[ sysctiRet (int) frame #1: @x0@@0800189832a00 AwemeCore'___lldb_unnamed_symboll43748$SAwemeCore + 96
frame 0x00000800109869828 AwemeCore’ ___lldb_unnamed_symboll465355$AwemeCore + 44
frame 0x00000001027babd8 libdispatch.dylib’_dispatch_client_callout + 14
frame 0x00000001027bc4c8 libdispatch.dylib’_dispatch_once_callout + B4
frame 0x0000000108783b38 AwemeCore ___lldb_unnamed_symboll9@4$$AwemeCore + 152
frame : @x0000000108783a38 AwemeCore ___lldb_unnamed_symboll9@2$$AwemeCore + 80
frame 2x0000000108780ac8 AwemeCore ___lldb_unnamed_symbol18@1$$AwemeCore + 752
frame 2x00000001097¢37d4 AwemeCore' ___lldb_unnamed_symboll4@177$$AwemeCore + 8@
frame : 9x00000001027babd8 libdispatch.dylib’_dispatch_client_callout + 16
frame : 0x20000801027bc4c8 libdispatch.dylib’_dispatch_once_callout + 84
frame : 9x00000001087887cc AwemeCore’ ___1ldb_unnamed_symboll799$$AwemeCore + 108
frame : 9x2000000108780744 11db_unnamed_symbol17983SAwemeCore + 48
frame : 9x2000000108%blcic 11db_unnamed_symbol142633$AwemeCore + 76

frame : 9x0000P0E0188763b88

frame : 9xP00PLEP188728854

frame #16: 0x@eeeeeelbdas8le’s ylib load_images + 908

frame #17: 0x@0000001028badd4 dyld dyld::notifySingle(dyld_image_states, Imageloader
const, ImagelLoader::InitializerTiminglList*) + 448

frame #18: @x00000601028c95b8

All Output & @ W

11db_unnamed_symbol1133$$AwemeCore + 428
11db_unnamed_symbol1$$AwemeCore + 84

oo,
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iOSi¥[g
TODO:

o EEERNmIMEHE]

o image
o po

o bt

o reg

o F
o 0S¥ @AY FALLDBIAIXIOSHObCHX SIEBXAS
e [1iEx] iOSiFmXcodel@it M5 :

bliGcmniEb.eqiRig Eswitch casedlif elsefIX DB EPkiE

o [KABR] XcodeldbiFIRiOSHIOb]CELSwifthd 41faI+TENEobjc_msgSendE— NS iR+ A KIS

51

o [Ef#R] XcodeBldbAraN{a]if a) 2RI LHIRIA SR B IEE
o [REEAR] XcodeflldbApo R dNMEHIBTITREE B F T EAILH
o [EfER] XCodellldbAaN{al iR iz1TIOSAIObCHAS

FoR R EN
OSHEIHAIE, HHER VBB MELE:

AwemeCore’____11db_unnamed_symbol148%$$AwemeCore

te B

ede M [ ] > Aweme Aweme ) B iPhone7_1331 Running Aweme on iPhone7_1331 +
8 T Q A © g O B 8 < [ AwemeDylib.xm [ hook_dyld.xm [ 5__lidb_unnamed_symbol148$$AwemeCore =i}
+ B3 Aweme PID 24101 0® B Aweme § () Thread 1 ) [ 6 __lidb_unnamed_symbol148$$AwemeCore <
CE 4 G T r-ex30]!
# Memory Disabled 0x1090ff3ac <+4>: stp  x20, x19, [sp, #6x16]
0x1090ff3b@ <+8>: stp  x29, x30, [sp, #0x20]
4 Eneray Impact T, 0x1090ff3b4 <+12>: add  x29, sp, #0x28 ; =ox20
mi 0x1090ff3b8 <+16>: adr  x1, #-0x5128
& Disk 16 MBJs 0x1090ff3bc <+20>: nop
al 8 0x1090ff3c@ <+24>: mov  wl, HOx1
@ Network Zero KBJs @x1090ff3ch <+28>: bl ex118¢fbffe ; ___11db_unnamed_symbol12058758$AwemeCore
0x1090ff3c8 <+32>: tbnz wl, #8x8, Ox1898fF4L8 i <+168>
~ (D) Thread 1 Queue: com.apple.main-thread (serial) 0x1090ff3cc <+36>: adrp  x8, -20448
. . . 5 0x1090ff3d <+40>: ldr  x@, [xB, #0xfeq]
0 _logos_function$_ungrouped$_dyld_get_image_name(unsigned int] 7 £
E0teg i 5 9 .p 5 .'r ‘g ek e ] 0x1090ff3d4 <+44>: adrp x8, -8313
[ 1 getJbDylibimgldxList(int, int**, int*) [inlined] 0x1090FF3d8 <+48>: 1ldr x1, [x8, #0x4301
[ 2 initDylibimageldxList() 0x1090ff3dc <+62>: bl ex118cfbeec ; ___11db_unnamed_symbol1205816$$AwemeCore
[ 3 relnitimgCountifNeed int) 0x1090ff3ed <+66>: adrp X9, Es
. . 0x1090ff3e4 <+60>: ldr  x8, [x9, #6x298]
[ 4 _logos_function$_ungrouped$_dyld_image_count() 0x1000fFIeB <+b4>: str x0, [x9, #0x298]
} |Z| 5§ __lidb_unnamed_symbol148$$AwemeCore 0x1090ff3ec <+68>: mov x0, xB
[ 15 _dyld_start 0x1090ff3f@ <+72>: bl @xllécfbefs i ——-11db_unnamed_symbo11205812$$AwemeCore
Bl 0x1090FF3f4 <+76>: adrp  x@, 47615
; I I e Ty : :
> O Thread 2 Queue: com.apple.n Jges CoN utgoing (serial) @x1090FF3f8 <+80>: add  x@, x@, #Bxad4 ; =oxa8
> (D Thread 3 @x1890Ff3fc <+84>: bl ex118cfbfec ; ___11db_unnamed_symbol1205874$$AwemeCore
> @ Thread 4 0x1090ff400 <+88>: adrp x@, 47616
> @ Thread 5 8x1890ff404 <+92>: add  x@, x@, #Bxbc i =lxbc
0x1090ff488 <+96>: bl @x118cfbfed i —--11db_unnamed_symbol1205873%$AwemeCore
> () Thread 6 0x1090FF48c <+100>: bl ex118cfbfes ; ___lldb_unnamed_symbol12058725$AwemeCore
> () Thread 8 2% -> 0x1090ff410 <+104>: cbz  wl, 0x1090ff448 ; <+160> = Thread 1: breakpoint 13.1 (1)
> @ Thread 9 0x1090Ff414 <+108>: mov  x19, x8
- @x1890Ff418 <+112>: mov w20, #Bx@
@ Thread 10 Bx1890f f4lc <+116>: mov X8, x28
. AnaANAEELAD Li1am . L AutAnatnEan L 1Vl cmmamad a1 AAEDTA S Armm e
® 0>~ + X B > 8 4 [ aweme) ( Thread1) 5 __lidb_unnamed_symbolag$$AwemeCore Line: 28 Col: 1 [=)
oMl -‘-J": =\ —r
HXPET: TRRE
l-:ﬁgﬂljﬁﬂn =
VRS FRE

e AwemeCore __lldb_unnamed_symbol148$$AwemeCore’

RERFRETRY () il

o AwemeCore



o JE HEIRE, TR, TEZEMES T THSTR

o __ 1ldb_unnamed_symbol148$$AwemeCore
= TREEN
= _ 11db_unnamed_symboli148 : PREXZIIERD
= AwemeCore : _HHIERF

-) HLERIAR AT
o lldbFREYTC R R EREY An 2 L

o __ lidb_unnamed_symboINNN$$BinaryName
m _ 11db_unnamed_symbol148%$$AwemeCore
. NNN = 148
= MRS
=  BinaryName = AwemeCore

s XNE HBTIdbIEFEIINAY —i#HI2 AwemecCore

-)
o MEXTEEFA?
o FERGENTRRYENTRN, EBIFTIERRRERET, F1ERSM:
m _ 11db_unnamed_symbol148

» BNZTTIERA BT =AY
o EETENRINZ:
m _ 11db_unnamed_symbol148%$AwemeCore

» TEEIEERARTR
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chisel

TODO:

o [1iER] AchiselEidiOSHappREIOME
o [REEAR] YouTubeRJHAMPIayerinternalfplayerLoopi&#Z currentTimeL £ {EL(

e chisel
o Bft4: 1ldb MI—NiEM
o Fi%: XERATFIOSHEAREHENEI
o £
= https://github.com/facebook/chisel
= facebook/chisel: Chisel is a collection of LLDB commands to assist debugging iOS

apps.
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LLVM

L) A2 Lo FRIEAFARINE LLvm MEXAS:

o LLVM
o = Low Level Virtual Machine
o Efta=—m1EHR
» —ERTHELSEMNANRRE. L. STMENIASSHARINE
= a toolkit for the construction of highly optimized compilers, optimizers, and runtime
environments.
o FEEI3INTED
= LLVMEf = LLVM Suite
« EEEM
= TH
m  [4E2% = assembler
L4878 = disassembler

f85#28 = bitcode analyzer

NIIBi 2% = bitcode optimizer
& 2 AV e
s AFNRLLLVM I BFClangRiifm

» AN
= Clang = Clanggii#z = Clang front end
n 24 LLVMBIRERREARY ¢ / c++ / objective-C JRi¥E3
= AILAIE ¢, c++ , Objective-C #I objective-c++ BYHD, Z®iERL LLVM bitcode
» REMAUALLVMEGRRIEL (FFEHN) BF7
= MAEH = Test Suite
» —HTANES
» MELLVMAITHEEFN M BE

%

o FINH

m LLVM Core libraries

= a modern source- and target-independent optimizer, along with code generation support

for many popular CPUs
= Clang
= an LLVM native C/C++/Objective-C compiler
= LLDB
= a great native debugger
» EF LLvm ] clang
m  libc++ F libc++ ABI
= a standard conformant and high-performance implementation of the C++ Standard
Library
= including full support for C++11 and C++14
= compiler-rt

= provides highly tuned implementations of the low-level code generator



= MLIR
= a novel approach to building reusable and extensible compiler infrastructure
® OpenMP
= an OpenMP runtime for use with the OpenMP implementation in Clang
= polly
= a suite of cache-locality optimizations as well as auto-parallelism and vectorization using
a polyhedral model
= libclc
= implement the OpenCL standard library
m  klee
= implements a "symbolic virtual machine" which uses a theorem prover to try to evaluate
all dynamic paths through a program in an effort to find bugs and to prove properties of
functions
= LLD
= anew linker
= a drop-in replacement for system linkers and runs much faster

= The LLVM Compiler Infrastructure Project
= https://llvm.org
» REEF
= Getting Started with the LLVM System — LLVM 12 documentation
= https://llvm.org/docs/GettingStarted.html

= IR = Intermediate Representation = HEXTE
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o LLDB Homepage — The LLDB Debugger
= http://lidb.llvm.org
o Hiz
o Tutorial — The LLDB Debugger
= https://lldb.llvm.org/use/tutorial.html
o LLDBHIGDB#r<¥JLE
o GDB to LLDB command map — The LLDB Debugger
= https://lldb.llvm.org/use/map.html
» B BTGDBERENZ, FTMLLDBA TiLMGDBEIRIMA, BIREF, MEET
GDB#p < ZILLDBas S HIBREIRISAS, NMABNRIFH, ERFSE
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SRR

[icx] Idban<fERLVE: image

[EfER] Idoa<ERLE: image lookup

[iC%] lldbd<{EANS: image lookup

[Ef#R] XCodetdlldbiEimage listiit 45 5% & F MR Z AN 14
[Ef#R] lldbHimage 1% & symbol K $1

[REgR] HARBZHIIBIE: IIdbFimage&EfstatfshI R ETIMA L1
[EfZR] i0SiE@: ldbiFitEtimage lookupfREEE N Z #HIERIEE

[Ef#R] XCodeflldbiFix & I FEFEN O

[iC%] i0Si¥Mm: lldbFmemoryFlmemory read&s < HIiE %help

[EfER] ldbFa<: R 4mdisassemble

[Ef#R] debugserver+lidbiEifarm;C4RaT4 E iR A R LR

[(EfER] IdbiEH a0 B REDR AL RS

[EfRIR] IdbRiEm < &R S BRI

[#3EBook] iIOSE @K : dyldEhiSETEES

[RERR] iOSi¥[EPreferences: I\ T—HiRELIRK E_handlePressGesture:

[REER] i0SiEEApplelkS: -[AAUISignIinViewController _nextButtonSelected:]

[Rf2R] i0SiFE@ApplelkS: -[AAUISigninController
_performAuthenticationForAccount:serviceType:inViewController:completion:]

[RERR] iOSi¥EmApplelkS: -[AAUISigninController authenticationContext]

[Rf#R] 0S¥ EMSFindSymboliRss: dyld missing symbol called

[RfERR] i0OSiE@ApplelkS: H3T+[AADevicelnfo init]& B B REH Bludid4 AL EIZEE

[Ef#R] i0Si¥ME: XcodeHLAlldbTo & REINMR =38 E /B T W™ B S 14

[Ef#R] Unicornt&illarm64: PCE+4404R11R5EUC_ERR_MAP

[RERR] iOSi¥mApplelkS: +[UMUserManager sharedManager]

[EZAfRIR] XcodeMlldbzhZSiEIiRobjc_msgSendE— 3 #iself 22

[ZRfRR] 0S¥ mEAppleStore: -[ACAccountStore accountsWithAccountType:options:error:]idblock
[ZRERR] iOSi¥mAppleStore: [ NSXPClinterfaceProxy ACRemoteAccountStoreProtocol
accountTypeWithldentifier:handler:]

[RE&IR] iOSE@AppleMkS: Xcodelit# A EIFIZH it/ NSURLRequestil KM =

[Rf@R] i0Si¥EmEApplelkS: CFURLRequestSetRequestPriority

[Ef&R] iOSiE[@ApplelkS: BINELIN T KEididReceiveDataZ A3k Elresponsefiidata
[#iEfRR] IdbFR45ObjCERERMNRA S 3R EE: WARNING Unable to resolve breakpoint to any actual
locations

[ic%] 0S¥ EApplelkS: objc_alloc_init 22AADevicelnfofifXcodeiix Flhook i3 /& R £iE
R AE

[REEAR] iOSH[@ApplelkS: debugserver+ldbiFid+[AADevicelnfo udid]REHZ 4R

[EfRR] iOSiFmApplelkS: ZAADevicelnfotlx

[RERR] I0Si¥EM: BT EENSXPCConnectionf /B M & 5% BARANENE 2N

[EfgR] i0Si¥[E: FridaglfilhookiZ & akdhEMIdbFc A K%K

[REEAR] iOSHEApplelkS: Fdebugserver+lldbZEid-[AALoginAccountRequest urlRequest]&



#rR B SAA

[REEAR] iOSHEApplelkS: -[AKApplelDAuthenticationContextManager
shouldContinueWithAuthenticationResults:error:forContextID:completion:]

[REEAR] iOSHEApplelkS: debugserver+ldbifFid+[AADevicelnfo udid]REHZ 48
[Ef#R] i0Si¥EApplelkS: +[AADevicelnfo udid]#f s34 R3kIAIR 3T & Preferences
[EfRR] XcodelldbifiXiBZBlock3 £ T £NSMallocBlock

[EfR] ARBEXFBHE: _ lldb_unnamed_symbol1462804#9<+456>fbl
[EfR] ARBEFXTZ5E: _ Ildb_unnamed_symbol1189326$$AwemeCore
[EfR] HARPIZHWAZIE: KEWNEZIFKIREIRINEN response

[EfR] ARBIEXTZ5E: _ Ildb_unnamed_symbol1588524$$AwemeCore
[Ef#R] ARBIEXTZ5E: _ Ildb_unnamed_symbol1588526$$AwemeCore
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o LLDB X< {EFER - B5 (1d246.com)

e LLDB Homepage — The LLDB Debugger (llvm.org)

e Tutorial — The LLDB Debugger (llvm.org)

e LLDB (debugger) - Wikipedia)

¢ Dancing in the Debugger — A Waltz with LLDB - objc.io

¢ lldb cheat sheet

o diar/lldb-write: Write the output of an lldb command to file (github.com)

e i0os - How does the -n optionto image lookup in LLDB operate compared tothe -s option? -
Stack Overflow

¢ debugging - iOS lldb function lookup - Stack Overflow

e lldbEAGL5EINIEI5 ios_iOSer_InfoQE 1E4L X

e ios-Whatis ___ lldb_unnamed_symbol? - Stack Overflow

e Symbolication — The LLDB Debugger (llvm.org)

o IOSHAZLLDBEH®S - &P (jlanshu.com)

e Xcode lldbiFitxdas< - EH (jianshu.com)

o LLDBIEIH&< - B (jianshu.com)

o iOS_Reverse/iOSi¥@E (=) : @ARIKTRIEAIRN TH.md at master - OPTJoker/iOS_Reverse
(github.com)

o i0OS F[atEr: sISDHT - HEE (juejin.cn)

o deresz/funcap: IDA Pro script to add some useful runtime info to static analysis (github.com)

e iOS¥[a--LLDBIF - #E5E (juejin.cn)
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