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@ IDA - ida60642.idb (app_process32_xposed) C:AUsers\piao\AppData\Local\Temp\ida60642.idb & - ] X
File Edit Jump Search View Debugger Options Windows Help
» O O|[Renste ARMLiRuR/Android debugser ¥ %@ 08y @ o
A i [T R il o
Library function Ml Regular function Ml Instruction [| Data Ml Unexplored | External symbol
Debug View e @ Structures 3] Enums
[ 1DA View-PC O & x| iftGeneral registers o8 x
Tinker:F70268CE DCB 0xD6 ~lL< >IN e =
Linker:F70268CF DCB OxF8
5 Modul o0& x
Linker:F7026800 B Korleo)
E’ Linker:F70268D0 LDR.W RO, [R6,HOx11C] Path A
Linker F1026604 LOR R1. [R6.Hoxsa) e et o e
linker:F70268DC LDR R3. [RT 3] /system/bin/app_process32_sposed v
linker:F70268DE STR.UW RO, [R6,H#0x104] < >
Linker:F70268E2 STR.U RG, [R6,#0x108]
Linker:F70268E6 STR.U R1, [R6,HOx16C]
- Linker:F70268EA CBZ R3, loc_F70268F8 [ Threads g8 x
| * [Linker:F70268EC STR R2, [R3.H0XC] % A
I * [linker :F70268EE STR.U R3, [R6,HOx114] Decimal | Hex
| UNKNOWN FT0268CE: linker:_dl_ZN6soinfo9LinkImageEPK17android_dlextinfo+24A (Synchronized with PC) v
i I( > v
© Hex View-1 o & x|@Stack view o & x

FFFFFFF

FFFFFFFF: FFFFFFFF

(= Output window

[EEICLERECA9915H _ [anon :Linker alloc):ECA99154 IR
FF9070AC 00000000

FF9070B0 06000000

FF9070B4 ECA99154 [anon:linker_alloc]:ECA99154
FF9070B8 ECA99154 [anon:linker_alloc]:ECA99154
UNKNOWN FF9070A8: [stack]:FF9070: (Synchronized with SP) v
v« >

~

o8 x

loaded /system/lib/libjnigraphics.so

loaded /system/lib/1ibwebuieuchromiun_loader .so

loaded /data/daluik-cache/arn/data@app@con.example.piao.nativetest-1@base.apkiclasses. dex
loaded /data/dalvik-cache/arn/system@franework@boot .oat

loaded /system/bin/linker

ECA9DO0O:
ECA9A000:
E5231000:
70R8C000:
F7024000:

Debugger :
PDBSRC: loading symbols for
Received IOCTL failure code:
F4250000:
PDBSRC: loading symbols for
Received IOCTL failure code:

attached to process /systen/bin/app_ processzz xposed (pid=25770)

*/systen/1ib/libe . so"

=1

-1.

loaded /data/app/con.example.piao.nativetest-1/1ib/arn/libnative-1ib.so
‘/system/bin/linker " ...
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Debug View

libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
libnhative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
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libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
libnative_lib.
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:F425E208

Java_com_example_piao_nativetest_MainActivity_stringFromJNI
PUSH {RO-RY4,R6,RT,LR}
ADD RT, SP, #Ox18

z (R Jump to address

lump ECCEEERlTava_com example piao_nativetel ol

K E214)
FF_F4273D44

_stack_chk_guard

Cancel Help
) oF o Hello from C++"
RDD R2, SP, H4
BL unk_F4261330
:F425E222 LDR RO, [R4]
:F425E224 LDR R1, [SP. #3]
:F425E226 LDR.UW R2, [RO,HOx29C]
MoU RO, R4
BLX R2
MoU R4, RO
ADD RO, SP, H8
BL unk_F425EDB8
LDR 0, =(off_F4273D44 - OxF425E23E)
:FY425E238 LDR R1, [SP.#OxC]
:F425E23A ADD RO, PC off_F4273D44
:F425E23C LDR RO, [RE] . __stack_chk_guard

UNKNOWN F425E21C: libnative_lib. so: Java_com_example_piac_nativetest_MainActivity_stringFromJNI+14 (Synchronized with PC)
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o 1IpA Teams : Collaborative reverse-engineering work
n FAEEIZTEE
o 1IDA Pro : The state-of-the-art binary code analysis tool
s BEMA 08 > KREWRMIDA, 1#EHIZIDA Pro
» JEERE, RBA, EMBEHRRS
o 1IDA Home : Affordable tool for reverse engineering hobbyists
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m Teach your class with best-in-class software
m Explore the free IDA Classroom licenses for academia and education providers. Or use IDA Pro
for research and teaching activities at a discount.
n URERARA
m IDA-pro
m A powerful disassembler, decompiler and a versatile debugger. In one tool
m IDA-home
m Almost as powerful as Pro, designed for all hobbyists
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e IDA9.x
o IDA 9.0.240925 September 30, 2024
e IDA 8.x
o IDA 8.4.240527 (SP2) May 27, 2024
o IDA 8.4.240320 (SP1) March 20, 2024
o IDA 8.4.240215 February 15, 2024
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o IDA 8.1.221006 October 6, 2022
o IDA 8.0.220829 (SP1) August 29, 2022
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e IDA7.x
o IDA 7.7.220118 (SP1) January 18, 2022
o IDA 7.7.211224 December 24, 2021
o IDA 7.6.210427 (SP1) April 28, 2021
o IDA 7.6.210322 March 22, 2021
o IDA 7.5.201028 (SP3) October 28, 2020
o IDA 7.5.200728 (SP2) July 28, 2020
o IDA 7.5.200619 (SP1) June 19, 2020
o IDA 7.5.200519 May 19, 2020
o IDA 7.4.191112 (SP1) November 12, 2019
o IDA 7.4.191011 October 11, 2019
o IDA 7.3.190614 June 14, 2019
o IDA 7.2.181105 November 5, 2018
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o IDA 6.1 April 08, 2011
o IDA 6.0 October 01, 2010
e IDA 5.x
o IDA 5.7 June 25, 2010
o IDA 5.6 December 30, 2009
o IDA 5.5 June 12, 2009
o IDA 5.4 January 29, 2009
o IDA 5.3 July 14, 2008
o IDA 5.2 November 20, 2007
o IDA 5.1 February 21, 2007
o IDA 5.0 March 23, 2006
e IDA4x
o |IDA 4.9(SP) January 27, 2006
o IDA 4.9 September 25, 2005
o IDA 4.8 March 15, 2005
o IDA 4.7 August 2004
o IDA 4.6 October 27, 2003
o IDA 4.x August 29, 2022
e IDA 3.x
o IDA 3.x
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+[AWELaunchMainPlaceholder load] ﬁ e
L yerVi load]

+[AWEUserNotificationManager load]

+[AWEWebplmageDecoder load]

[AWERNBridgeModule load]

+[ AWERNEventBroadcaster load]

+[BlurViewManager load]

[BVLinearGradientManager load]

+[FFFastimageViewManager load]
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s
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X23, Funk 17400408rAce
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Enums  ©F 5 ImDorts ©F Exports

+[AWERCTFoundationAPIManager load] ::1 ;:' PAHBATH MO 1 cher s
) e
+[AWEDarkForestABRegister load] :‘:agjcx;lqem
[UIView load] i |
¥

-
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A | | _ text:0080800101CE78AC STR D8, [SE~
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+[IESLiveResouceBundle load]

[IESLiveResouceManagerForFile load]
[IESLi Forimage load]
+[IESLI ForKeyValue load]

18, dolensiet_IEDOLoGgertTA
X0, [X8,dclas; qg-:nmmrn 5 void

8 enac
X1, [X8,#qword : 9Jnnummrrl 7 char *

x0
classRet_NSString@PAGE

#clasiRes NSStringPAGEOFF] ; void
x8, xd_38AA36ERPAGE
X1, [X8,dquord 3BARIESEPAGECFF] ; char *
X8, #unk_42EZET18PAGE
X8, X8, funk_62E2E11PAGEOFF
X8, X23, [SP,#0x150+var 150]
X2, #unk_18F87208PAGE
X2, X2, #unk_18F7200PAGECFF

i Graph overview - N ~]

100.00% (-653,6179) (576,56) 050CBCFO 0000000009A6BCFO: sub_9ABBBIC+454 (Synchronized with Hex View-1)
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end
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Enums Imparts

|S!‘.ﬂ]lnl§0+vnr 128]
#gword_3IBAFD10EPAGE

[ X8, #gword_3ISAFD10EFAGEOFF) char *
5P, #0x150+var 128

19

#1

c_msgSend

JAGBE44

X0

[8P,#0x150+var_128)

c_retain

X0

#qword 3IBAASTSEPAGE

[ X8, #qword_3IBAASTHRPAGEOFF ) char *
X21 ; void »

c_msgSend

?unk 17400408 PAGE
%23, #unk_174004 08 PAGECEF

& Layout graph
iy Print graph
55 Fit window

loc_SAGBCED
& T

= }
BE X0, loc_9AGBCED|

%[

%8, #classRef NSStringRPAGE

%0, [XB,#classRef NSStringRPAGEOFF)
_objc_alleoc

X8, #gword 3IBBOAFBRAPAGE

X1, [XE, | 3IBBOAFERPAGEOFF] ; char *
w Pgword ]
© Zoom 100% 1 o N
¢ _objec_masgSend
B Text view ¥23, X0
Synchronize with » § 53
Font... C
oc_SNGBCED
RE X8, #classRef TESMMLoggerdPAGE
R X0, [X8,#classRef TESMMLogger@PAGEOFF] ; woid »
RP X8, #gqword 38938FBAPAGE
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A Q[AWELaunl:hM:inFIacuhuldur load]

[
&[AWEUsuertﬂluaimnM:nagur load]
+[AWEWebpimageDecoder load]
+[AWERNBridgeModule load]
+[AWERNEventBroadcaster load]
+[BlurViewManager load]
+[BVLinearGradientManager load]
+[FFFastimageViewManager load]

load]

_External symbol

] El Hex View-1

L U U R P Er L LLFE R

.@ étructunss ] °f':| Enums @ %5 Imports 05 Exports
CODE

XREF: sub 9AGBBSC+4181H

ES r
(X8, #clasBRef IESHMLOGGerePAGEOFF] ;
. |_38938FBEPAGE

(X8, #quord_3B9IBFBEPAGEOFT] ; char *
jc_megsend

AGBE44

void *

#classRef_NSString@PAGE

(X8, #clasRef NSStringBPAGEOFF] ; woid *
rd_IBAA;

(X8, #quord_IBAAIEBEPAGEOFF] ; char *

#unk_s252sT1APAGE

A 42E2E118PAGEOFT
25, [sr,lnxlsuwur 150)

.+ #unk_1BFBT:

X2, X2, #unk ] (o —

objc_msgSend

Bub_t IRSDEM

ForString load]
[7] +[IESLiveResouceManagerForStyle load]
+[UITableView load]

+[UlICollectionView load]
+[TTTAttributedLabel load]
+[UITableView load]_0

[F] alinTaverfiau Laadl

text10000000005A6BDBS

LR LU

+[LRNAnimationViewManager load] E:j f“?%:—:‘g;::g:ﬁpml 7 char *

+[RCTVideoManager load] s

+[RNVectoriconsManager load] -4 fgh jﬁmﬁmd

+[RNViewShot load] #  text:0000000009A6BD48 fgsjsz‘olmt

+{VibrancyViewManager load] Loxt 1 0000000008ARBDSG Zohse cerenne

+[AWERCTFoundationAPIManager load] 8 [lextio00000000AERDS4 L A

+[AWEDarkForestABRegister load] o [ret1000000000308305 B s

+{UView load] B :

+[IESLiveResouceBundle load] | [5ext1000000000304R064 doo_SABO6 a8, donade 200 KREL sub  JhspescHIceTs

+[IESLiveResouceManagerForFile load] : 0000000003AEBDSS n m:;g;l;;:g:mmﬂrmj i void *
ge load) p-2 X1, (X8, #quord I8SIBFSEPAGECRT] ; char ¢
y load] s Bub_ maxu

x20,
x8,
x0,

nlucn:_vsswknqum

[X8,#clasiRes NSString@PAGEOFF] ; void *
X8,

x1,
x8,
x8, X
x8, [sp.tnusnw.r_lsm

X2, #unk_LEFASBORPAGE

X2, X2, #unk_LBFASBORPAGECFT
_objc_magSend

Bub_9AEBEL4

X217 X0

X8, #quord_39EAC2ERPAGE

X1, [XB,#quord_336AC284PAGEOFF] ; char *

8, #qword_IBAAIESHPAGEOFF] ; char *
'\INC 42E2E11EPAGE
#unk_42E2E118PAGECFT

0B0GBCFO 0000C

FO: sub_9A6BBIC+454 (Sy

with Hex View-1)

[E] output window

Python z 9. !s |do!eult. Rug 30 2021, L 11)

[GCC Ap] 12. el 1

xmythqn ii-hlt vl. . 0 final |ur1=l 0) (c) The IDAPython Team <idapythonfgooglegroups.com>

Python
AU: idle

[, MText View BEL#%EIGraph View, thaflA:

Down Disk: 268GB

eR-Nx1




A8 -) Graph View

_Data || Unexplored

_External symbol
@[] Hex View-1

__text:0000000009A6BCED loc SAGBCED

© (A Structures @[]

sub SASBESCH+41B1t]

Enums
; CODE XREF:

] Imports

_ text:0000000009A6BCED : sub SAGBEIC+41CTY
® " text:0000000009A6BCED ADRP X8, #classRef IESMMLoggerBPAGE
% T text:0000000009A6BCES LDR X0, [XB,#classRef IESMMLoggerRPAGEOFF] ; void *
®  Ttext:0000000009A6BCEB ADRF XB, #qword 3B93BFBEFAGE
% T text:0000000009A5BCEC LDR X1, [XB,#qword 3B93BFBEPAGEOFF] ; char *
% " text:0000000009A6BCED BL _objc_msgSend
% Ttext:0000000009A6BCF4 BL Bub SAGBE44
® T text:0000000009A6BCEB MOV X247 X0
® T text:0000000009A5BCEC ADRP X8, #classRef NSS5tringRPAGE
% T text:0000000009A6BD00 LDR X0, [XB,#classRef NSStringRPAGEOFF] ; woid *
% Ttext:0000000009A6BD04 ADRF XB, #qword IBAAIGBEFAGE
® T text:0000000009A6BD0B LDR X1, [XB,#qword 3BAAIGBEFAGEOFF] ; char *
® T text:0000000009A5BDOC ADRP X8, #unk_42E2ET1EPAGE
® T text:0000000009A6BD10 ADD XB, XB, #unk_42E2E1lRPAGEOFF
% Ttext:0000000009A6BD14 STF XB, X23, [SP,#0x150+var_150]
® T text:0000000009A6BD18 ADRF X2, #unk_1BFB7Z0EFAGE
® " text:0000000009A5BDIC ADD X2, X2, #unk_lBFET20EPAGEOFF
: _ag:gggggggg:lllﬁ“]ﬂ ar s ‘-.--E‘md
B
®  rext:00000000( 4] Rename N
: —_text:00000000( nsmzumr.f
" text:00000000f : i rd_396AC2BEPAGEOFF| ; char *
® text:00000000( List cross references from... R
: " text:00000000(
text:00000000(
: —text:000000008 Jump to address... G ;
‘text: 00000000 iti T
® text:000000001 Markl.:uumtmn.... '\.-M b
g —text:0o0000004 f Edit function... P
" text:00000000f e
: " text:00000000( = Hide ~4+Numpad-
—_text:00000000(
% T text:00000000( ! Graph view
®  Ttext:00000000( —
__text:00000000¢ :% Proximity browser Numpad- -
—_text:00000000(
“text:ooo00000t ¢ Undefine u De XREP: sub DAEBEDC+3CErj
o text:00000000( 3 i £_IESMMLogger@F.
o text:00000000( Synchronize with > paRef lzsmaqgulrmon] ; void =
o text:00000000¢ : B93EFERPAGE
“text:00000000f QT Add breakpoint F2  £d_38539FBRPAGEOFF] ; char *
o text:00000000( a
©  text:00000000(
® text:ooooo000t WM Xrefs graph to...
—_text:00000000( £_W55tringdPAGE
7 text:00000000( v Xrefs graph from... pERef NSString@PAGEOFF] ; void »
© text:00000000( BARIGBRPAGE
o text:oooooooot  Font.. rd_3BARIGERPAGEOFF] ; char *
o text:00000000( = ZET1RPAGE
. —text:000000000IAGBDI4 ADD X8, X8, #unk_42EZE11RPAGEOFF
© text:0000000009AEBDIE STR X8, [SP,#0x150+var_150]
o _text:0000000009A6BDOC ADRP X2, #unk_l1BFAEB0RPAGE
. _text:0000000009AGBDAD ADD X2, X2, #unk_l1B8FAGE0EPAGEOFF
__text:0000000009A6BDA4 BL _objo_megSend
- text:0000000009AEEDAS BL Bub DAEBREL4
[EZ7T: graphflE
‘soe® IDA - i64 (. ) [dev] 4 B Jv18.9.0/1 ore.i64
== 1 iy B 8 B 3w @ @ ol e i X b O O Nodebugger B % ll"'iX -
-— -——I_ -
Library function . Regular function - Instruction Data || Unexplored External symbol _a
[7] Functions window Ceo (Y= © [ Hex View-1 @ [R Str\u:lures ms @ % Imports @ Exports

Function name

A t[AwELaunchMamPlanuhulder load]

7] +L load]
f[AwEUsarNalllll:alinnManagar load]
+[AWEWebpimageDecoder load]
+[AWERNBridgeModule load]
+[AWERNEventBroadcaster load]
+[BlurviewManager load]
+[BVLinearGradientManager load)

[7] +[FFFastimageViewManager load]
+[LRNAnimationViewManager load]
+[RCTVideoManager load]
+[RNVectorlconsManager load]
+[RNViewShot load]
+[VibrancyViewManager load]
+[AWERCTFoundationAPIManager load]
+[AWEDarkForestABRegister load]
+[UIView load]
+[IESLiveResouceBundle load]
+[IESLiveResouceManagerForFile load]

+[IESL ge load]
[F] +[1ESL load]
b Graph overview tee

[=] Output window

Bython 2.7.16 (default, Aug 30 2081, 14143:11)
[GCC Apple LLVH 12.0.5 (e
IDAPython 64-bit v1.7.0 Sinal (serial 0) (c) The

55%x inge PAGEOFF |

nhjn al!
iqvcu'd 3BBOAFBEPAGE.
i (X8, #qword_3BBOAFBEPAGEOFF] ;
X2, x21
Wi, #4

objc_megSend
%23, %0

char +

r—

X8, #classRef IESMMLoggerdPAG

X0, [X8,#clasakef usnm.aqg-rnunorn void +
X8, #qword_38938F8EPAG!

X1, [X8 ﬁw:d_sw;urulrmuurr] char *

ul
X24, X0
X8, '#classRef NSString#PAGE
X0, [XB,#clasBRef NSStringdPAGEOFF] ; void =
X o
X1, [X8,#qword : I8AIGOETAGEOrT) ; cher ®
5. dunk dzezeTlesag
» Funk_{ nlunummrr
%, %, n #0x150+var_150)
X2, #unk_18F87200PAG
X2, X2, iunu,umzummr

ilq-n £d_396ACI88PAGE
m. [XB, #qword_396AC28EPAGEOF] ; char *
X0, X24 ; void
X2, X25

_obje_magsend
%0, X35
_objc_releass
%o, X34
sobo relesss

onjc mtaim
1oc sAGBDDO

#classRef_IESMMLoggerel
i (X8, dclassRef TE:
X8, #quword_J8938FERPAGE
(X8, #quord_38936FEEPAG

X8, #classRef_NSString€PAGI
Ref_N55tringl

X8, #quord 3J8AAIEER!
X, (30 dquord SaAASCHTAGl
. #unk_42E2ET1EPAG
, Funk_42E2E118PAGEOY
X8, sl ‘ﬂxlSﬂwar
x2,
x2, xz, ?unk 18FA6808 PAGEO]

end

|_336AC280PAGE
6AC2BEPAG]
X0, X20 ; wo

_objo_nagse
%23, 'lunk nnonol
X23, %23, #unk mmnmsl

=

1oc_sa6B0D0

%0, x21

Shig relesss
X7

Fobi releans

%0, x73

obic release
XT.

ahin_ ealasas

100.00% (-677,6715) (668,594) 060CBD20 0000000009A6BD20: sub_9AEBBIC+484 (Syﬂnhrnnizad with Hex View-1)

ang-1205.0.19.59.6) [tinurnal-ol, ptrnltll-ils'dcplﬂy
T0APython

idapythonigooglegroups . com>

Python

AU: idle  Down Disk: 268GB.

"eo



KEGEEE M1 Text View

MEREERE tHREIRFGCRERESTR:
O — S -

—
] @ (O] HexView-1 @[A] Structures @[5 Enums O

e

: Attributes: bp-based frame

: void _ ecdecl +[_RxAnnotationInlineloader load)(_ RxAnnotationInlineLoader meta *self, S5EL)
| ExAnnotationInlinelLoader load

var 20= -0x20 .H.
var_10= -0x10 % Group nodes
Vﬂr_aﬂ- 0

f Edit function... P

%3 Set type... Y

= Hide ~4+MNumpad-

:%, Proximity bro Switch to text diassembly view
¥ Undefine U
Synchronize with e

¥ Add breakpoint F2  nary@PAGEOFF) ; void *

char *

EEEEEE

& Xrefs graph to...
fau Xrefs graph from...
Font...

X0, #aub 11326A848PAGE
X0, X0, #sub 11326AB4@PAGECFF ; func
i___dyld register func for add image
X0, #nullsub 12445@PAGE
X0, X0, #nulIiub_lZiiS!PlGEﬂ!! 7 fane
j__ dyld register func for remove image
j___dyld image count 0
WO, loc_ 5927448

= Tt

py
X159, X0
w20, #0

vy

loc_592741C ; image index
®0, X20
j___dyld get_image header
X221, X0
X0, X20 ; image index
j_ dyld get image vmaddr slide

X1. XN

(652,162) 00F873A8 00000000059273A8: +[_RxAnnotationinlineLoader load] [SWWIM with Hex

PIHRE]:  10A view




'soe@ IDA - >ore [Users/crifan/dev] ol JE % /v18.9.0/Payload) ppIF ks}. Sore.fi K/ ore
A ey Ay B 3 WOl oh i Fy# e X b 0 O Nodebuger 8 W @t E
BT TR T AT | 1§ N

Library function . Regular function il Instruction Data | Unexplored External symbol
Functions window =N N ] @[0] Hex View-1  @[A] Structures  @[E]  Enums o Imports o=

. 00000
Function name 73A8 ; SUBROUTINE
00000000059273A8
i 00000000059273A8 ; Attributes: bp-based frame
+[BDXLynxScrollView load] So00a0D0saI TN
+[WKWebView load]_2 0000000003927348 ; void _cdecl +( i nxmnu:-timlnlm.md-r 1load] (_RxAnnotationInlineloader_meta *self, SEL)
o In ; DATA XREF: objc const:0000000000937TEOTO

TR
00000000059273A8

00000000055273A8 var_20 = 0x20
00000000059273A8 var 10 = -0x10
00000000059273A8 var_s0 =0
00000000059273A8

00000000059273A8 sTP x22, X21, [SP,#-0xlosvar zu]:
00000000059273AC STP X20, X19, [SP,#0x20+v:

+[ TTinstallUtil load]
+[BDXLynxBounceView load]
+[BDXLynxLottieView load]
+[LynxUl load]

L

00000000059273B0 STP X29, X30, [SP, ,uxzui\"ﬂl’ lu]
:{:::::el:,a:]-: . EEEEEEEEEEEEE% % o unk. '5323290 ; theAddress
ryGraphUpload load] . 100000000059273¢0 Hov WO, #1 ;o
+[HeimdallrUtilities load] * —texiSasnoaeniasrace Tow 30,80, Toa rITAd
7] +[_RxAnnotationinlineLoader load] = “loxxi o00000uo0saa70 o [XE e anThar VoAb eDioo neEy RPAGIOPE) 5 vokd +

[7] +[RxInjectorContainer load]
[7] +[__RxUIDecoderlnjector load]
+[NSURLRequest load]

[7] +[NSMutableURLRequest load]
+[AWETrackerinitTask load]
+[BDInstallNetworkUtility load]
[7] +[WKuUserContentController load]
[F] +[WKwebView load]_1

|z| +[BDXLynxSvgView load]

[7] +[BDXLynxUIPicker load]

[F] +[BDXLynxinput load]

[7] +[BDXLynxTextArea load]
+[BDXLynxSwiperitem load]

text:0000000005927304
text: nnnuuuunn!u?!ns
‘text: 0000000005927,
text: ﬂﬂﬂﬂﬂﬂﬂﬂﬂi!!T!Bﬂ
text:00000000059273E4
text:00000000059273E8
text:00000000059273EC
text:00000000059273F0
text:00000000059273F4
text:00000000059273F8
text:00000000059273FC
text:0000000005927400
text: UUDUUUUDUE!Z'MUI
‘text: 000000000

text: ﬂﬂﬂﬂﬂﬂﬂﬂﬂi!l?lﬂc
text:0000000005927410
text:0000000005927414
text:0000000005927418
text:000000000592741C
text:000000000592741C loc_592741C
text:000000000592741C
text:000000000592 0
text:000000000592
text: uuuuunnﬂus!z
text:0000000005

text: nnnuunnnnsszu:n

essnene
LI

ATL LU P LT ELL LTS PR

X8, #gword JBAE430RPAGE

x1, [xa,iqword 3BAE4308PAGEOFF] ; char *
__objc_magSen

X5, #qword ! 592229!!?!6!

X8, [X9,dqword 5522298EPAGEOFF |

X0, [X9,#qword 5922298 2PAGEOFF |

X0, X8

j__objc_release 1

X0, #sub_l1326AE4RPAGE

X0, X0, Foub_| u:zsr.ul?mm 3 fune

3__ dyld register_func_for_add_image

X0, #nullsub_l24450PAGE

X0, X0, #nullsub_l2445@PAGEOFF ; func

g dyld r.qntor func_for_remove_image

ount.

image_cou
WO, loc 5927448
X189, X0~
w20, #0

CODE XREF: +[ RxAnnotationInlineLoader load]+9Cij
ndex

X0, X20 ; image i

j___dyld get_image_header

XZ1, X0

X0, X20 ; image i

3 dyld get_. ilnqc vmaddr_slide
X1,

+

B 10000000005927434 X0, X!l
S ESh g S,
.
7 liecore o] G e IR AT
{1 ac
Iﬁ +[L|“c°m |°!d]_1 text:0000000005927448 L -
+ext:0000000005927448 loc 5927448 ; CODE XREP RxAn: tionInlineLoad load]+20
i +!1TDWI‘IIMHM!MFGI‘ '”d! _text:0000000005927448 i ; o+ mnno;azinnlnd::;‘mzrnm:gp: f; g
00F873A8 00000000059273A8: +[_RxAnnotationinlineLoader load] (Synchronized with Hex View-1)
Line 148 of 1872039
[Z] output window
IDAPython bd-bit v1.7.U tinal (serial U) () The IDAPY Team <. com>

Propagating type information
Function arqument information has been propagated
The initial autcanalysis has been finished

Python
AU: idle  Down Disk: 310GB

WNMEEZENE O output window [ETE KSR

[BJRE: IDAARAY output window , ANFIEIH, BFEFAEOLET:



le Edit Jump Se View Debugger Options Wi T @ %% QY S 0
IDA - Aweme.i64 (. ) JUsers/cr f tf 1) Jexp iPhone/iPhone7P-1341/Aweme.app/Aweme.i64
BEH ey Ay BB o B bl Fe e X > DO Moo O kR FRE
I+ T |

Library function Ml Regular function Bl Instruction Data [ Unexplored External symbol

Functions window =l <] @ (=] IDA View-A DA View-B @[] Strings window OEI Hex View-1 @ (A Structures =~ @ [Z1Enums @ 52 Imports @ (% Exg
. 7 __text:0000000100007C60 s1P XIR, XER, [X20
Function name : Ttext:0000000100007C64 STR XER, (X20, ;:qmml 1000082E8 - 0x100008208) |
__text:0000000100007C68
sub_100006AF4 [text:10000000100007C68 Loc_L00007CSS S0CE TIER. suk 100007000410411
= 2 Trext:0000000100007C68 ADR x0, unk_{00008298 ; pthresd mutex
sub_100006B74 7 Ttext:0000000100007CEC HOP
- e 7mmnnuunnn1uuun1c7u BL _pthread_sutex_unlock
sub_100006B80 text:0000000100007C74
= Ttext:0000000100007C74 loc 10000774 1 CODE XREF1 gub 100007ABC+341H
sub_100006C18 ® text:0000000100007C74 LOP X29, X30, [SP,#0x50+v: 0]
2 text:0000000100007C78 20, X19; [SP#0xs0svar _10]
InitFunc_0 7 Trext:0000000100007C7C X22, X21, [SP,#0x50+var_20]
¢ Thext:0000000100007€80 X24, X23, [8P,#0x50+var 30]
sub_100006D2C ® " text:0000000100007C84 X26, X25, [SP,#0x50+var 40]
¢ text:0000000100007C88 5P, 5P, #0x60
sub_100006D6C ® Ttext:0000000100007CAC
__text:0000000100007C90
sub_100006DB0 text:0000000100007C30
text:0000000100007€30 loc_L000D7CH0 ; CODE XREF: sub 100007ABC+9413
sub_10000738C = text:0000000100007€50 : sub 100007ABC+10CTY
text:0000000100007C90 BL _ It
sub_100007400 T text:0000000100007€30 ; End of function sub_10000TABC
Ttext:0000000100007CH0
sub_1000076F4 [
- SUBROUTINE
sub_100007804 BN 5
B, ; Attributes: thunk
sub_100007834 [
ol sub_100007C34 ; XREF: sub 10000735C:loc 1000D73F0f0
sub_100007860 —_ sub_L00007ABC
__text:0000000100007C94 ; End of function sub 100007C94
sub_100007880 text:0000000100007C94
text:0000000100007C38
sub_100007839C text:0000000100007C98 ; ==smmmmmmmaaas SUBROUTINE
__text:0000000100007C98
sub_1000078CC text:0000000100007C38 ; Attributes: bp-based frame
Ttext:0000000100007C38
sub_100007ABC _text:0000000100007C98 EXPORT start
text:0000000100007C98 start
sub_100007C94 —text:0000000100007C38
start ene ) Output window
_dyld_register_func_for_add_i
abort bytes pages size description
i z 4898816 598 8192 allocating memory for b-tree...
[7] _awemeMain 147456 18 8192 :n::&:g u-og for victual array...
dispatch_once_f 262144 32 8192 allocating memory for name pointer:
| _dlwm - 5308416 total memory allocated
Loading processor module /Applications/IDA Pro 7.0/ida.app/Contents/MacOS/procs/arméé.dylib for ARM...0K
3] Sfree Fotoanaiyale sibepsten his initialized.
: Autcanalysis lﬂhl)'l been init £
—getsectiondata Detabase for fils Mess *has been 1

s Decompiler plugin hul been wwﬂod (v7:0.0.170914
SI—BD!]—EDDI-PC .H.anq Ying, Perloul lmnle :1 user)

The hotkeys are F5: ile, Ctri-F5: decompil

~—memecmp Please chock the Edit/Plugins menu !or more fmzomw

7] _mem IDAPython Bex-Rays bindings initialized.

‘Hex-Raj
_malloc ek

B Python 2.7.16 lac!oult. Rug 30 2021, 14u4aiLL) il
_objc_getClass [6cc Ropie L 12 (clang-1205 §), [+intarnal-or, prauth-isa=dsploy
objc_lockUpClass {DRPytbon BA-bit vi.3.0 Finel (secial 0} () The IoABython feum <idupyihontsoonleqroups.com> ;
—objc_| |
[7] _objc_setHook_getClass
—  Python I
L  —

FER: RBEERRPHAL THSFUE
fRRINE:

IDA -> Window -> Reset desktop



ptions = Windows Help

serscri Load desktop...
& g BF Save desktop...
e Delete desktop...

Unexp
A @ Reset hidden messages...

10007CED

10007C64 ; .

10007CE8 @ Windows list

10007C68 : )
jooo7ces  MNext window R
10007C6C ; ; \
1o07¢70  Previous window {'F8
10007€74 ] .
;ggg;g;: Close window " F3
10007€78 . N
ODTCTa Focus command line

10007€80

10007C84 ; o
Jooorces =] Output window 0
10007¢C8¢E : ;

10007€90 Functions window

10007€90 : &
0007¢5 IDA View-A 5
0007c90  [[5] IDA View-B 3
10007€90 : . 2
)J0007C94 Strings window -4
10007C94 & H : :
10007C94 ex View-1 C5
10007C94 B
10007C94 Structures "6
10007C94

1o007c94 (i | Enums

:-uumcs:

10007C9 2 Imports 8
:-uumcsg B o

10007C9 n
10007C98 [#] Exports C9

MNAATEAR - mon s svmrs mms e —

AR E IDAR HRIATH /S
=) MTEBLELLEY output window , MRERWIUE=EEERKINUE

’. ® IDA - Aweme.i64 (Aweme) i t) J) Jexp i ef 7P-134 i64

ey B B Y T A M X P DO e B @EE
I G ___________________________________________________________

i Library function [l Regular function [l Instruction Data [ Unexplored External symbol _

Functions window =l > x ] 1] @0 Hex View-1 ® A Structures @ Enums @ Imports @ Exports

Function name

sub_100006AF4
sub_100006B74
sub_100006B80

X22, X2l [SP,#-0x10+var_20]1
X20, X19, [SP,#0x20+var_10]
X29, X30, [SP,#0x20+var_s0]
X29, 5, #0x20

x2

X20; x1
x21; X0

e e
#l
Loc 100006858

predicate
%0, quord_S0000sze0

X2, sub_l00006B74 ; function|

5 context
dllp-tch guce_f

sub_1000076F4

Line 1of 40
A Graph overview N>}

X1, X20

9
X22, X0
X0, loc_l00006BA4,

%0, 21
aub_100006C18

X0, lec_100006820§

10c_100006B44
x0, x22
28, E30, [SF,M0xiutvar_st)
X20, X13, [SP,#0x20+vas L
X22, X21, [SP4OX20+var 1u| #0230

100.00% (-570,267)  0000BAF4 0000000100006AF4: sub_100006AF4 (Synchronized with Hex View-1)
[Z] Output window

AUREyLHGI BeA-RaYs DLIGLNYS LMiliaiised.

Python 2.7.16 (default, hug 30 2021, 143

THe Appi LLVN 17:0+5 (elang_120810.19.99.5) [#ioternalos, prauth-isasdeploy
By eREn slobie 41 7.0 Final (oridi 0} {e) The ToAPython <idapythonigooglegroups . com>
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mRMEX

TODO:

[EfR] IOSHEMLMG: ANEIMIIx8HTadrpHidrit & X R AYgword F & 18

LEAEEIRIDAR, FAERIR, SMRIRAEG SIS,

BRANA

ohasssEE MIHFEEI=F4

o Windows - .dl1ll
o Linux - .so
o Mac - .dylib

RHYKE

F = Function =IZI§5(
o regular function, which is not a library function.
L = Library =l§
o library function that can be recognized with different signatures that are part of IDA. If the matching signature is
not found, the name is labeled as a regular function.
I = Imported =5 (f"}'n'?=|Zl§5()
o imported name from the shared library. The code from this function/name is not present in the executable and is
provided at run time, whereas the library function is embedded into the executable.
C = Code =1t65
o named code that represent program locations that are not part of any function, which can happen if the name is a
part of the symbol table, but the executable never calls this function.
D = Data =§Q}E
o named data locations that are usually global variables.
A = ascii = (ASCIl) FFf$
o ASCII string data that represents a string terminated with a null byte in the executable.

an 2 L0

IDAF, JFRGBLIUAST, SRAMIAMESHR, Hadilz:

o IDAENER

o sub = subroutine = FRF @ RE

o locret : IR[EIEL

o 1loc : location= ({XR3HY) fiiE

o off = offset | ENMRBE, EHETIIE
o seg = segment : ENiE, BIEEXHLLE
ascii © ¥X3E, ASCIIEFRFE

o byte : FUE, FT (FETEE)

o word : EUE, 160IZNE (FEH)

o dword : FIE, 32{UIE (SXNFEAH)

o quord : ERIE, GAMIENIE (T4FENH)

[e] asc



o flt : JFREUE, 320i (SFREA)

o dbl : JEMER, 64 (IVEELRA)

o thyte : JFRH, 80U (¥ BIBEEZREN)
o stru= structure : LEHIFA(AADANA)
o algn = align : XITFER

o unk = unknown : FRAMEFT

o FTEX
m db =1PET
m b=byte
m dw =2PEFET
= w=word

m dd =4PET
m d=double
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H541

o MR
o &M
a Unexplored External symbol

@ O] Hex View-1 @ @ O Occurrences of binary: 0110 00 D4 @ [A] Structures @ [£] Enu
__text:000000000B7CBBBC ; End of function sub B7CBA20
__text:000000000B7CBBBC
__text:000000000B7CBB90
—_text:000000000B7CBBY0 ; = SUBROUTINE
__text:000000000B7CBB90
__text:000000000B7CBBS0
_text:OOOOOOOOOB'JCBBQO- cebALAXREF: sub B7CBB90+3Cio
__text:000000000B7CBBS0 CBZ X0
__text:000000000B7CBB94 LDP X1, X2, P
__text:000000000B7CBB98 LDP X3, X4, [SP,#0x10]
__text:000000000B7CBBYC LDP X5, X6, [SP,#0x20]
__text:000000000B7CBBAD LDR X7, [SP,#0x30]
__text:000000000B7CBBA4 SUB X0, X0, #0xE9
__text:000000000B7CBBASB Mov X16, #0
__text:000000000B7CBBAC svc QxA0
—_text:000000000B7CBBB0 B
__text:000000000B7CBBB0 ; -----
—_text:000000000B7CBBB4 DCB 0x62 ; b
__text:000000000B7CBBB5 DCB 0x79 ; y
__text:000000000B7CBBB6 DCB 0x20
__text:000000000B7CBBB7 DCB 0x6C ; 1
__text:000000000B7CBBBS8 DCB 0x69 ; i
__text:000000000B7CBBBY DCB 0x7A ; =z
__text:000000000B7CBBBA DCB 0x68 ; h
__text:000000000B7CBBBB DCB 0x69 ; i
___text:000000000B7CBBBC DCB 0x2E ; .
__text:000000000B7CBBBD DCB 0x63 ; c
__text:000000000B7CBBBE DCB 0x7A ; =z
__text:000000000B7CBBBF DCB 0x6C ; 1
__text:000000000B7CBBCO DCB 0x20
__text:000000000B7CBBC1 DCB 0x30 ; 0
__text:000000000B7CBBC2 DCB 0x2E ; .
__text:000000000B7CBBC3 DCB 0x31 ; 1
__ text:000000000B7CBBC4 ; ---—-—
__text:000000000B7CBBC4
__text:000000000B7CBBC4 loc_B7CBBC4 ; CODE XREF: sub B7CBB901j
__text:000000000B7CBBC4 LDP X1, X2, [SP]
__text:000000000B7CBBC8 LDP X4, X3, [SP,#0x10]
__text:000000000B7CBBCC ADR X3, sub_B7CBB90
__text:000000000B7CBBDO MADD X1, X1, X2, XZR
__text:000000000B7CBBD4 MOV X2, X4
__text:000000000B7CBBD8 ADD X2, X3, X2
__text:000000000B7CBBDC ADD X2, X2, X1
__text:000000000B7CBBED LDR X2, [X2]
__text:000000000B7CBBE4
—_text:000000000B7CBBE4 loc B7CBBE4 ; CODE XREF: sub B7CBB90+6847
__text:000000000B7CBBE4 CMP X0, X4
__text:000000000B7CBBESB B.EQ loc B7CBBFC
__text:000000000B7CBBEC LDR X1, [X3,X0]
__text:000000000B7CBBF0 EOR X2, X2, X1
__text:000000000B7CBBF4 ADD X0, X0, #4
__text:000000000B7CBBF8 B loc_B7CBBE4
__text:000000000B7CBBFC ; ---—- - -
__text:000000000B7CBBFC
~ text:000000000B7CBBFC loc_B7CBBFC ; CODE XREF: sub B7CBB90+5817
__text:000000000B7CBBFC MoV X0, x2
__text:000000000B7CBCO0
__text:000000000B7CBC0O0 locret_B7CBCO0 ; CODE XREF: sub B7CBB90+20tj

—® __text:000000000B7CBCO0 RET
__text:000000000B7CBCO0 ; End of function sub B7CBB90
__text:000000000B7CBCO0
__text:000000000B7CBCO0 ; -—-—-
—_text:000000000B7CBC04 DCB 0x20
__text:000000000B7CBCO5 DCB 0
__text:000000000B7CBCO6 DCB 0x20
__text:000000000B7CBCO7 DCB 0xD4
__text:000000000B7CBCO8
__text:000000000B7CBC08 ; = SUBROUTINE
___text:000000000B7CBCO8
__text:000000000B7CBCO8
06E2BBB0 000000000B7CBBBO0: sub_B7CBB90+20 (Synchronized with Hex View-1)
]

®  sub_B7CBB90

m  loc_B7CBBC4

m  locret_B7CBC0OO

o sub

B sub_11326A84
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(7] sub_BAB7CE4
|7 sub_BAB7DO8
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e
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[7] sub_6ABBB3C 50
[f] sub_BABBBEC 3
(7 imp_obje_autoreleasePoolPop_6ABBC10 3
7 call_snotherBlockinvoke_6ABBC1S 5
3
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[7] sub_8AB7BDC . vid = | }wt Jﬂ‘nh-hlluhnw-l oedhetu saloe 113254001 intédpeinn
] Sale raredse 11337010

L£] sub. 1 ks megbenaivi, Tonyin

|7 sub_BABTBEA
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intédyuals
=

(7] sub_6AB7CO0
(7 sub_BABTCBA
(7] sub_BAB7D08
(7] sub_BABTDS0
{7 sub_BAB7DBA
|7 sub_BABTE14
|7 sub_6AB7F0
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(7 sun 055020 - i o
f] sub_BAB892C - a7y
: A
(7] sub_6ABBATC - m:;e magSend . *)eountByEsusarat LngWithState_shjects_coust_,
(7] sub_6AB8B18 .
(7] sub_6ABEB3C

[7) sub_6ABBBEC H !-%l.widun-a—l tea_00;
(71 imp_obic_autoreleasePaclPop_GABSCT0

kinvoke_GABEC1S
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@ O] Hex View-1 @ (%] Q Occurrences of binary: 011000D4 & [£] Structures @ L1 Ei
__text:000000000C470008 ADRP X8, #qword 3902360@PAGE
__text:000000000C47000C LDR X1, [X8,#gword 3902360@PAGEOFF]
__text:000000000C470010 ADD X4, SP, #0xC
__text:000000000C470014 MOV X2, Xx21

MOV X3, X20
BL _objc_msgSend
_ CBZ W0, loc_c47002C
__text:000000000C470024 LDR W20, [SP,#0xC]
__text:000000000C470028 B loc_C470098
__text:000000000C47002C ;
loc_C47002C ; CODE XREF: awemeMain+54tj
[ MOV X0, #0x1A
__text:000000000C470030 MoV X1, #0x1F
___text:000000000C470034 MOV X2, #0
__text:000000000C470038 MOV x3,
MOV X16, #0
svC 0x80
ADRP X8, #classRef AWELaunchTimeTracker@PAGE
__text LDR X0, [XB,#classRef AWELaunchTimeTracker@PAGEOFF]
__text:000000000C47004C ADRP X8, #qword_ 38938FBRPAGE
~text:000000000C470050 LDR X1, [X8,#qword 38938F8EPAGEOFF]
BL ob]c msgSend
MoV X29, X29
BL _objc_retainRutoreleasedReturnValue
= MOV X22, X0
__text:000000000C470064 ADRP X8, #qword_38AA608@PAGE
“text:000000000C470068 LDR X1, [X8,#qword 38AA608@PAGEOFF]
MoV w2, #4
BL _objc_msgSend
MoV X0, X22
| BL _objc_release
__text:000000000C47007C ADRP X3, #unk_ 196EBCOEPAGE
__text:000000000C470080 ADD X3, X3, #unk_196E8CO@PAGEOFF
__text:000000000C470084 MOV X0, XZl
__ text:000000000C470088 MOV X1, X20
__text:000000000C47008C MoV X2, #0
__text:000000000C470090 BL _UIApplicationMain
__ text:000000000C470094 MoV X20, X0
__text:000000000C470098
__text:000000000C470098 loc_C470098 ; CODE XREF: awemeMain+5Ctj
__text:000000000C470098 MOV X0, X19
__ text:000000000C47009C BL _objc_autoreleasePoolPop
__text:000000000C4700A0 MoV X0, X20
__ text:000000000C4700A4 LDP X29, X30, [SP,#0x30]
__text:000000000C4700A8 LDP X20, X19, [SP,#0x20]
__text:000000000C4700AC LDP X22, X21, [SP,#0x10]
__text:000000000C4700B0 ADD SP, SP, #0x40
__ text:000000000C4700B4 RET
__text:000000000C4700B4 End of function _awemeMain
n taxt:A0ONNNNNNCATANRA
gword
B qword_3A97BEO
LR IDA - [Users{crifan[dev/DevRoot] 64
B ey oy BB 8y 0 @@ d g Fy# e X @ O Nodebugger [ SRR o
AUEITRRD SRRRRARED - OCER ARRRRORROCSRIRSRR ORI 10 0 TEL I D e —— ]
Library function [l Regular function [l instruction | Data || Unexplored = External symbol
(7] Functions window =N <] @ joaview-s o0 @A structures @[T Enums @] Imports @ (i Exports
Function name : Sub_11327424(v3) 5
; ¥ = 4oty
(7] sub_BABTBOC 3 :
|7 sub_BABTBEA u
(7] sub_BABTBEC
7] sub_BAB7CO0 u
; sub_BAB7CB4 unk __smo:::mm“
£) sub_BAB7D08 ) count ByEnums: Ll_nwuhsz.u objects_count
7 sub_BAB7D50 s - m: _magBend(v:7, | EABYBRCRE et LA GHILABLALE, SbSHOL_SOUY_, V99, E¥111, IELEH
7' sub_6AB7DBA i i
(7] sub_BABTEN4
71 sub_BABTFE0
(7] sub_BAB7FC4
(7] sub_6ABBOBO

loc

|7 sub_BABBOBC
7] sub_BABEBS0
(7 sub_6ABSBCC
7] sub_BABBBDE
7 sub_BABBBEC

(7] imp_obic_autoreleasePoolPop_6ABSCT0
«call_anotherBlockinvoke_BABBC1S

b RARACA 1
N
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@ [C] Hex View-1 @ @ ¥ Occurrences of binary: 0110 0004 @ [A] Structur.. @ [£1Enums @ %2 Imports € (%] Expor
__text:000000000C46FFCC
__text:000000000C46FFCC EXPORT _awemeMain
__text:000000000C46FFCC _awemeMain
__text:000000000C46FFCC
__text:000000000C46FFCC var 24
__text:000000000C46FFCC var 20
__text:000000000C46FFCC var_10
text:000000000C46FFCC var_s0
__text:000000000C46FFCC
__text:000000000C46FFCC SUB s, SP, #0x40
__text:000000000C46FFDO STP X22, X21, [SP,#0x30+var_20]
__text:000000000C46FFD4 STP X20, X19, [SP,#0x30+var_10])
__text:000000000C46FFD8 STP X29, X30, [SP,#0x30+var_s0]
__text:000000000C46FFDC ADD X29, SP, #0x30
"_text:000000000C46FFEQ MOV X20, X1
_text:000000000C46FFE4 MOV X21, X0
__text:000000000C46FFES BL _CFAbsoluteTimeGetCurrent
__text:000000000C46FFEC ADRP X8, #gword_5584038@PAGE
__text:000000000C46FFFO0 STR DO, [XB,#qword 5584038@PAGEOFF]
__text:000000000C46FFF4 BL _objc_autoreleasePoolPush
__text:000000000C46FFF8 MoV X19, X0
text:000000000C46FFFC STR WIR, [SP,#0x30+var 24]
__text:000000000C470000 ADRP X8, #classRef IESLaunchProtectR@PAGE
__text:000000000C470004 LDR X0, [X8,#classRef IESLaunchProtect@PAGEOFF] ; void *
"text:000000000C470008 ADRP X8, #quord 39023608PAGE
__text:000000000C47000C LDR X1, [X8,#gword_3902360@PAGEOFF) ; char *
__text:000000000C470010 ADD X4, SP, #0x30+var_24
__text:000000000C470014 MoV X2, x21
_text:000000000C470018 MOV X3, X20
‘text:000000000C47001C BL _objc_msgSend
ext:000000000C470020 CBZ W0, loc_c470p2Cc
ext:000000000C470024 LDR W20, [SP,#0x30+var_24]
ext:000000000C470028 B loc_c470098
47002C ;
ext:000000000C47002C
ext:000000000C47002C loc_C47002C ; CODE Xloc_C47002C ; CODE XREF: awemeMain+54tj
__text:000000000C47002C MOV X0, #0x1A MOV X0, #0x1A
"text:000000000C470030 MOV X1, #0x1F MoV X1, #0x1F
_text:000000000C470034 MoV X2, #0 MoV X2, #0
__text:000000000C470038 MoV X3, #0 MoV X3, #0
__text:000000000C47003C MoV X16, #0 MoV X16, #0
__text:000000000C470040 NoP NoP
text:000000000C470044 ADRP X8, #classRef AW ADRP X8, #classRef AWELaunchTimeTracker@PAGE
[ ] text:000000000C470048 LDR X0, [X8,#classRef AWELaunchTimeTracker@PAGEOFF] ; void *

£33
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_RxAnnotationInlineLoader load
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_RxAnnotationInlineLoader_meta self SEL a2
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=l x) © () IDAView-A @[3 © [ Pseudocode-H @ [A Structures @ [©]Enums @z Imports = @
1wvoid __cdecl +(_] Inlis InlineLoader_meta *self, SEL a2)
2
3{ uintd2_t v2; :::: wi
holder load 4 int32 t v3; 15
o) or ] 5 :int!!:t vay 11 w20
erViewManager Ioad] g const struct mach_header *v5; // =il
/nManager load] s 8 if { 1j_ OSAtomicTestAndSetBarrier(lu, sunk_5922250) )
8| {
coder load] ® 10 rd 5922298 = (__int64)jmp_objc_msgSend D52IEEC(&0BJC_CLASS _ NSMutableDictionary, (const char *)new);
s 11 imp_obje_release_D523IEF4();
le |0!ﬂ] . 12 dyld register func_for add image((void (_ cdecl *)(const struct mach header *, _nr_pr— t))sub_11326AB4);
13 1d_register func_for remove image((void (_ cdecl *)(const struct mach_header *, intptr t))Bullsub 12445);
~aster |°ad] 14 ¥Z = j__ dyld image count 0();
15 if ( vI )
16 {
vad] ® 17 w3 = vi;
anager load] ;; =0
L
anager load] ;5 - ’m-d"mﬂ:t- 5o hondr (1)1
_get vmadde_slide(vd)
Manager load] sub_D523FDB( (const struct mach_| h:ad:x 64 %)v5);
load] 3§ iy
ager load] 3 while ( v3 I= v4 )3
}
J_ret_113273F0();
per load]
o _dyld_register_func_for_add_imagefE NBIEREL: sub_11326A84
= .ﬂz #
o PMENEEN, NEEIBEIEMRL:
IDA - i64 ( JUser = © weme. rks/i ore ore.i64 i
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1[_inté4 _ fastcall sub_l1326A84 (const struct mach header 64 *al) 8
§{ wr\l: ltrun;t T mach_| hnldnr 64 svl; // x19
n"_'ou.rm] z 3;::(:“*:3 :I ?,1'9 s
erviewManager load] §| et Tt 0
inMansgor load] 3 e et ) /) 2
coder load] 1 "= \
ile load] H
caster load] H
sad] o
anager load] n
anager load] 20
Manager load] n
load] o
ager load] -
28
23
per load] 20
1APIManager load] = _64 w303 /7 %20
tegister load] 35| Tobies class eeuas; 14 28
36 igned __inted vad; /1 x13
37 intes vas; J/ x19
wdle load] 38 “inesd v3ey 17 19
ragerForFile load] :“‘
ragerForimage load] 42
ragerForKeyValue load] 44
ragerForString load] s
ragerForStyle load] :g
i
ad] i
load] oo
[ 56
57 Lntil w55; £/ xm
58| oid wvse; /7 x0
53| woid *v57; // x13
—— 0C986A84 sub_11326A84:11 (11326A84)
n fteo
e _dyld_register_func_for_remove_imagefE A\BIEREL: nullsub_12445
= HhANNE . 2 /\ %)
o MNEBFE, MAE: 2 Tnulpy =R REL
=R
o HAE, RAREM, Bt
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char *v93; // |

Tint128 v102; // [x
104 unsigned _ int64 siz
105 woid **v104; //
106 int64 v105; //

111 unsiged _ int6d vil
112| char v111; // [xsp+150h]

objc_autoreleasePoolPush();

v2 qetée:uondntu( 1, (const char *)&_DATA, (const char *)&RxAnnotation, &size);
118 if ( &k size &k size >= 0x28 )

Cun»t char l)qword 3BA1598;

(rm»r char *)objectForKeyedSubscript_;

v6 = &protocolRef ACCPlaybackResponsibleProtocol;
v96 = gword_39710A0;

(char *)length;

(char *)setObject_forKeyedSubscript_;

(char *)respondsToSelector j

size / 0x28;

129 do

va gword_38A1508

ﬁ'% qword_38A1598 EGQBB_TEQME%E{'I"/A
BT LAY BLSBHIFESR (const char *) AIMBHENFRE, FIMLELHMEEREE: IRFRHENERMTA
SEE LRI HHIAMALSRE M -

1ldb) image list o f grep AwemeCore
Users crifan Library Developer Xcode DerivedData Aweme fsweidjoxbkibsdwekuzlsfedgqls Build P
roducts Debug iphoneos Aweme app Frameworks AwemeCore framework AwemeCore

BT B FRFHRYE:

1ldb) p x

$
1ldb) x 1gx
1ldb

unk

unk A5 ZIDAAICISERITE, TAEXRERFNEMFAXE, ANLEALEMBENEZEES L.
te4h, BEEAGIFENE, WEEEATEESNE

unk_3F852B32F &

tban:



__inte4 __fastecall

e 8 8

v2 vi
v2 size size
8 8 8
v4 gword_38A1598
HARg:  unk_3Fs5283

HEBFAH, ZT=HhE2:  srss2ss

IDAFEI I I AEBRINE=EXE:

_D_estring B3 unk_3F852B3

BETHRAELENAFIEN,
A, LLEhESELEAE, A MRIEIE B LR

unk_3F86283

al

unk_47DCOB8, size

DATA XREF sub_6B77470 =Cio

unk_RelativeAddress -> ALSR Eithilt + Relativeaddress = HEJATFiHHLE

FEE ALSREMIE = THBIMEAE N = IR RIEZR Avemecore MNERIE ML = MATHEITE L

£ 0x0000000100298000
HHEERE:

1ldb) p/x 0x0000000100a98000 + Ox3F852B3
long 0x0000000104a1d2b3
1ldb) po (char* 0x0000000104a1d2b3

1ldb) x/1gx 0x0000000104aid2b3
0x104a1d2b3: 0x520041644144676f
1ldb) po (char* 0x520041544144575f

FiBAZS & LAY :
unk_3Fg5283 =="__ DATA"

FRIABEMALIDARRAED: # unk_sres2sa IENA

__DATA



e e IDA - AwemeCore.i64 (AwemeCore) [Users/crifan/ 7 | EBE3% Jv18.9.0/Payload) ore, ore.i64
B ey By iy B B ) @O uﬁ by # @i X ‘' p @ O Nodebugger 8 LA g §
- CRER RTROAE RO RERRR AR RN IIIi I [[[IE T III_

Library function ll Regular function | Instruction | Data Unexplored External symbol

Functions window =N - N x) ol @[] Pseudocode-A @ [A] Structures @ [£] Enums. ©FF Imports @ Exports
b_cstring:0000000003F852AF 1
Function name b cstring:0000000003F85230 3
D cstring:0000000003F85251 b1
|7] sub_6AB7BDC “p_cetring:0000000003F85282 vl
i tring:0000000003F85283 _ DATA 41 :
[7] sub_6AB7BE4 tring:0000000003F852B3 — H
e cstring:0000000003F852B4 1
[7] sub_6AB7BEC b catring:0000000003F85285 1
o "D _catring:0000000003F852B6 1
[7] sub_6AB7C00 b cstring:0000000003F85287 1
D cstring:0000000003F85288 1
|7] sub_6AB7C84 D_cstring:0000000003F85289 1
1 ; DATA XREF: sub SEG6C5B+6410

D cateing:000000000Irasan RewardedADISE
: ; sub SEG6C58+68i0

[ 7] sub_6AB7DO8
|7] sub_6AB7D50
| 7] sub_6AB7D84
[7] sub_6AB7E14
[ 7] sub_6AB7F80
[7] sub_6AB7FC4
[7] sub_6AB8060

v
cstring:
cstring:000000000328528D
cstring:0000000003F8525!

cstring:000000000378575F

ng:0000000003¥852C7

[7] sub_6AB806C b cstring:0000000003F852CE
D Catring:0000000003F852CS
|7] sub_6AB8850 D_cstring:0000000003F852CA

D_cstr: ot 00000000037852¢B

|7] sub_sAB8BCC
|7] sub_6AB88DS
[7] sub_6ABBBEC
[7] sub_6AB88F8
| 7] sub_6AB890C

00000000037 85204

D _cstring:0000000003F85205
[7] sub_6AB8920 D_cstring:0000000003F85206
5 D_cstring:0000000003F852D7
[7] sub_6AB892C 0000000385208
0000000003¥85209
[7] sub_6AB8ATC "D cstring:0000000003P852DA
D_cstring:0000000003F852D8
|Z| sub_6AB8B18 D cstring:0000000003F852DC
. 00000000037852D0
|z| sub_6AB8B3C 0000000003F852DE
0000000003 %85 2DF
| 7] sub_BABSBEC £0000000003F85220
S D_cstring:0000000003F852EL
| 7] imp_objc_autoreleasePoolPop_BABSC10 D_cstring:0000000003F852E2
D_cstring:0000000003F852E3 unk_3FE52E3 388+13040
| 7] call_anotherBlockinvoke_6AB8C18 5tring:0000000003F852E3
5 cstring:0000000003F8574 vl
7] «ih RARRNIR ing:00000000037B52E5 A1
B catrings0000000003F05 258 1
Line 150168 of 1872039 UNKNOWN 0000000003F852B3: _D_cstring:__DATA

[=] output window

11470764: using gue
114707A0: using gue
11470854: using gue
1147D95C: using gue

1=u=:-w1v (_QWORD) ;
arat Lot At AnGT mem
tainhutorelease(_QWORD)

Python
AU: idle  Down Disk: 243GB

MK, IDARICESH, thERFENAERIMNEES:

v2 vi _DATA RxAnnotation, size
v2 size size
-> NIEBAIE B EEMEINEM T —=.
-> EZORY, B8 unk BOMELE, RIITERIEXNARFEL, MMEBIZRHAE
® unk_3F852BA

11db) p x
$
11db

® unk_47DC9B8

11db) p X
$
11db

unk_1B52440 2255
Bat—7MF, NMEUNEITEunkigE:
IDAfR{{EE:

feo
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IDA - AwemeCore.i64 (AwemeCore) [Users/crifan/dev/DevRoot/Aweme| B /v18.9.0/Payload/Aweme.app/Frameworks/AwemeCore.framework/AwemeCore.i64
BB B ) o @@ f gl i Py # e X b @ O Nodebugger w3 D
(e weeen g —.———
Regular function [l Instruction | Data ] Unexplored External symbol

feeo ©Foaview-A o1 O structures . O[Z] Enums  @FF Imports  OF E

298 w65,

298 w10,

300 v7l,

301 vi2,

302 {__int64)v73,

303 {__int64 jaddAnnotationSection,

304 {_int64)initWithName,

305 '

306 77,

307 w78,

308 (__int64)handleAnnotationSection_ ,
309 {__int64 jannctat ionSectionWithName,
310 vBl,

311 w8z,

a1z (__int64)UTFBString_,

313 {__intéd)sharedManager_,

314 {_int64 jobjectForKeyedSubscript  ,
315 {__int6&4)veE,

316 vBT,

Eb Y {__int64 )addAnnotation,

EBL: {_int64)vag,

319 {__int64)lazy_identifier_name,

320 {int64 jaddAnnotationCollection,
121 {int64)addAnnotationCategory,

322 handleAnnotationSectiona)

® 323 jmp_cbjec_releass 11327360();
® 324 objc_msgBend(v52, addAnnotationCellection, v58);
® 325 w56 = v3B;
326 }
® 327 V59 m %e(( QWORD **)vdZ + 1);
® 328 V6D = objc_magsend(
329 §OBJC_CLASS__ NSString,
310 stringWithFormat,
311 Gunk_1B52440,
33z es( OWORD **)vd2,
333 [_OWORD *=#*)vi2 + 1),
334 es((COWORD *#)wid2 + 2),
335 v12)3
® 336 v61l = jmp_obje_retai 1 lue_11327340((_ int64)v60);
® 337 v62 = objc_magBend(v56, annotationWithIden r, vl)}
® 338 v63 = jmp objc_retai 1 d lue_11327340((__int64)v62);
® 339 ebje_release();
® 340 if ( 1ve3 )
341 {
® 342 w104 = _NSConcreteStackBlock;
® 343 w105 = 3254779904LL;
® 344 wl06 = sub S9E2C3IC;
® 345 w107 = gunk_155F9C0;
® 345 vi4 = objc_retain();
® 347 w108 = vid;
® 348 w109 = vd2;
® 349 w65 = obje_magSend(
350 &0BJC_CLASS____ RxAnnotationLazyProxy,
oolPop_6AB8C10 351 lazy Tdentifier_name,
352 &v10d,
e_6ABSC18 353 vd,
354 “e({_QWORD *=)wi2 + 2));

_______________ 0C986F38 sub_11326A84:331 (11326F38)

veo

OBJC_CLASS___NSString

stringwithFormat

unk_1B52440
_QWORD v42
_QWORD v4a 1
_QWORD v4a 2

v72

IDAFTE X2
_D_cfstring 0000000001B52440 unk_1B52440 al DATA XREF sub_11326A84 4B0.0

32
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IDA - AwemeCore.i64 (AwemeCore) [Users/crifan/dev/DevRoot/Aweme/ B 2% /v18.9.0/Payload/A Core.f rh/A Core.i64

ﬁlﬁl%%‘;&O@w@r oFy F @ X :p @ O Nodebugger @E@iﬂ-ix
ARV RRCARCRR KRRV RRRORRC RO I DT LI 1

tegular function . Instruction | | Data [ Unexplored External symbol
=l W x ] (] @ [l Pseudocode-A @ [E] Structures @[] Enums O Imports @[ Exports

| b_cEstring:000000000185243C

&
Cp_cfstring:0000000001B5243D %
| b cfstring:0000000001B5243E &
| P_cfetring:0000000001B5243F &
_D_efetring:0000000001B52440 unk_1B52440 L] i DATA XREF: sub 11326AB4+4Blio
| b_cfstring:0000000001B52440 : sub 11326AB4+4Bdio
| b_cfstring:0000000001B52441
| b_cfetring:0000000001B52442
| D_cfstring:0000000001B52443
| b cEstring:0000000001B52444
| b_cfstring:0000000001B52445
Cp_cfstring:0000000001B52446
b cEstring:0000000001B52447
| P_cfstring:0000000001B52448
b cfstring:0000000001B52448

D_cfstring:0000000001B5244A
D_cfatring:0000000001B5244B
D_efstring:0000000001B5244C
D_cfstring:0000000001B5244D
D_cfstring:0000000001B5244E
D_cEstring:0000000001B5244F
D_cfatring:0000000001B52450
D_cEatring:0000000001B52451
D_cfatring:0000000001B52452
D_efstring:0000000001B52453
D_cfstring:0000000001B52454
D_cEatring:0000000001B52455
[ b_efetring:0000000001B52456
CD_cfatring:0000000001B52457
"D _cEstring:0000000001B52458
"D _cfstring:0000000001B52459
D efatring:0000000001B5245A
"D _cEstring:0000000001B52458
D_cfstring:0000000001B5245C
[ D_efatring:0000000001B5245D
_D_cfstring:0000000001B5245E
D_cfatring:0000000001B5245F
D efstring:0000000001B52460 unk_1B52460
_D_cfatring:0000000001B52460 :
"D _cfstring:0000000001B52461
D _cfatring:0000000001B52462
_D_cfatring:0000000001B52463
"D _cfstring:0000000001B52464
_D_cfstring:0000000001B52465

b e e

sassssees
B L T e T Y

e B B e

DATA XREF: sub 11329250i0
sub 113292504410

[prpep——
[YeTTrET.

5I7%‘=EU§EFE'\] _D_cfstring = constant string ?

EEE:

1ldb) p x
$

11db
RxAnnotation @ @ @

ene M m | Aweme Aweme ) I iPhone7_1331 Running Awemne on iPhone?7_1331 452
B T a A e g o 3 B < [ hook_dyld.xm [ hook_mise.xm [ AwemeDylib.xm [} 0 _tdb_unname...8848 $AwemeCare m CrifanLibios.m
« B Aweme PID 58918 Y0} Aweme ) () Thread 1 ) [ 0 __lidb_unnamed_symbol1841884$$AwemeCare <a>
cPU 0% AwemeCore’___1ldb_unnamed_symbol184188433AwemeCore : I
o 2 -> @x11432eaB4 <+@>: stp d9, d8, [sp, #-0x701! = Thread 1: breakpoint 25.1 (1)
8 Memory Disabled 3 0x11432eaB8 <+é>:  stp  x28, x27, [sp, #2x18]
4 0x11432eaBc <+8>: stp x26, x25, [sp, #@x20]
4 Energy Impact Zero 5 0x11432ea90 <+12>: stp x24, x23, [sp, #@x30]
[ 6 0x11432ea94 <+16>: stp x22, x21, [sp, #@xie]
&2 Disk 36.4 MB/s 7 0x11432ea98 <+20>: stp x20, x19, [sp, #0x50]
Jd 8 Bx11432ea%¢c <+24>: stp x29, x30, [sp, #0x60]
9 x11432eaa@ <+28>: a x29, sp, #8xél i =8xé
Ry Zero KBJs 0x11432ea20 <+28 dd 29 8x60 060
10 Ox11432eaak <+32>: sub  sp, sp, #0xled ; =Bx1ed
~ () Thread 1 Queue: com.apple.main-thread (serial) Bx11432eaa8 <+36>:  mov x19, x@
Bx11432eaac <+4@>: adrp X8, -69665
I ore '
’ E!.off'4 b temec sy elICaE Sl SainsmeC el Bx11432eab® <+44>: ldr  x8, [x8, #Bxfsd)
[ 13 _dyld_start @x11432eabs <+48>: ldr  x8, [x8]
> () Thread 2 0x11432eab8 <+52>: stur x8, [x29, #-0x70]
> () Thread 3 16 @x11432eabc <+56>: bl Bx1144857ac
17 ©x11432eac@ <+6@>: str x8, [sp, #8x18]
> @ Thread 4 18 Ox1143Zeach <+64>: adrp  x1, -54177
> () Thread § 19 ox11432eac8 <+68>:  add x1, x1, #0x2b3 ; =0x2b3
> () Thread 6 ex1l432eacc <+72>: adrp  x2, -52042
)W Thread 7 0x11432ead® <+76>: add X2, x2, #8x9b8 i =8x9b8
s ox11432eads <+80>: add  x3, sp, #8x118 ; =6x110
> (D Thread 8 @x11432ead8 <+84>:  str %19, [sp, #8x48)]
2% ox11432eadc <+88>: mov X8, x19
- 0> L @ = 8 < [Efaweme) D Thread 1) ] 0 __iidb_unnamed_symbol1841884$$AwemeCore Line: 17 Col: 48 | [d
8x18699c350: OxPB0BBABLCcShLTE2a
(11db) po (char*)exee8eeeelicsbsfs2a
“addAnnotation:"
(11ldb) p/x 8x@000E00183008000 + OX1B52448
(long) $16 = 8xBBEBEAR1GLbSALLE
(11db) x/1gx BxBBEBBEB1BLbSALLE
@x104b5a440: ©x0BEBOAA1d3688TdS
(11db) po (char)@xe0000e01d3408fd8
__NSCFConstantString
(11ldb) po [@x@ee00801d3668fd8 class]
__NSCFConstantString
(11db) po (char+)exeeeeeee1e4b5a44e
RxAnnotation :!
(11db) [
[S] BB At = ® All Output 3 ® i oa

Bp:
unk_1B52440 = constant string ﬁ%?—%’}% RxAnnotation:%@-%@-%@

AREEMAIDARKED, B unk_1B52440 NN EB ZIEIER BT, LEU rRxAnnotation_percentAt_percentAt_percentAt

33



HINEAIHEF -
e unk_ 1942860

IDAfRRE:
HMDNetworkRegModel0b] setMethod_.  unk_1942B60
IDARRTE X :

_D_efstring B60 unk_1942B60 DATA XREF sub_B9FAGFC 14i0
_D_efstring B60 sub_BOFAGFC 70

HEBE:

1ldb p x
$
11db

1idb' po class
__NSCFConstantString

-> unk_1942B60 5= _ NSCFConstantString SR EE: "POST"

crifan.org, {FAZ4.0EPR(CC BY 4.0)i% &% all right reserved, powered by Gitbook&x[FE#1: 2024-10-01 16:13:30


https://creativecommons.org/licenses/by/4.0/deed.zh

=Ekubagin

BAENTIR : IETHHEIEEDRIIDAR, MARBMOT 7.
IDAFRERAE A B L TAN:
e Analysis indicator = BmIDHigmEs

°

LLD UYLRADID BAT ko WOLVERALT ) b ATE s TR T
Please check the Edit/Plugins menu for more inforn
IDAPvthon Hax-Ravs hindinos initialized.

[#]:] el 4 i = 2.0
~n  Analysis indicator ol il

| Reanalvze program
Processor analysis options...
- EL:UUUUDDDDDEE-H-?F& Down Disk: 254GB

o fER: AINERHRIBEMDITRIERE

AEE (B 27
BIRIDAE S I I RS,
TSRS ERRAE o A1 1 THEMIETE.

MBEDES, BIERNN _HBIXNA catn (MREEEM nrs ) , RESHNERE, MESHNFRESFEER, N
MBE:

X ABHTRONDN, RETEEREHENEZN ERHEMER.
X FZHEINEGENDITIIE, IDAIME:

o HBHHIPH = auto analysis

Bzno e iZ R ER

BRI EAREEZ TR, ERMERNBRE2NFENES, AINEELZ TAEE

BEMENEXE:
e FL: execution FLow is being traced
® PR: a function (=PRocedure?) is being created
* TL: a function TailL is being created
e SP: the Stack Pointer is being traced
e AC: the Address is being analyzed
e LL: a signature file is being loaded
* Li: the first pass (Level 1) of FLIRT
* L2: the second pass (Level 2) of FLIRT
e L3: the third pass (Level 3) of FLIRT
* TP: TPpe information is being applied
e FI: the Flnal pass of autoanalysis
® WF: Weak execution Flow is being traced

e Au: idle Autoanalysis is finished

EREN S

e FL=Flow



o

o PR=PRocedure

o

e AC = Address



o

e FI=Final

o WF=Weak



o

e WU:idle

B DR S KATE]
QISR BAT, THEXIEAL, URENGBEEREE
— SRt

o RNTHBIXM: FIRE, DEMERT
o Zf
= JLTKBHIEIZAweme, FERIRIE, R/LOHMERT
o RAMTHBINM: HENRR, BIKERIT
o
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B

TODO:

o [Z2I2] IDAFERLVE: searchiEEH

IDAFRER, FJUATEMIS, BEREIIR, FRBIIR, E/EER, FF.
HPEREX, FLBEMESHE, WOERE—T.
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IR¥ER

LEAbEEER I DARY IR EERE :

IDA_Pro_Shortcuts.pdf (hex-rays.com)

FHF: g = shortcut = cheatsheet

BrLALE4b2: 1DA Pro Cheatsheet

IDAPro 7.5 — document updated February 09, 2021

File Operations
Parse C header file...
Create ASM file...
Save

Exit with Save

Navigation

Jump to operand

Jump in a new window
Jump to previous position
Jump to next position
Jump to address...

Jump by name...

Jump to function...

Jump to pseudocode

Jump to segment...

Jump to segment register...

Jump to problem...

List cross references to...

Jump to xref to operand...

Jump to entry point...

Mark position...

Jump to marked position...

Error operand

Search

Next code

Next data

Next explored

Next unexplored
Immediate value...
Next immediate value
Text...

Next text

Sequence of bytes...

Next sequence of bytes

Ctrl+F9
Alt+F10
Ctrl+W

Alt+X or
Alt+F4

Enter
Alt+Enter
Esc
Ctri+Enter
G

Ctrl+L
Ctrl+P
Tab
Ctrl+S
Ctrl+G
Ctrl+Q
Ctrl+X

X

Ctrl+E
Alt+M
Ctrl+M
Ctri+F

Alt+C
Ctrl+D
Ctri+A
Ctr+U
Alt+l
Ctrl+l
Alt+T
Ctrl+T
Alt+B
Ctrl+B

Edit (Data Types - etc)

Rename

Enter repeatable comment...

Enter comment...
Begin selection

Code

Data

Struct var...

String

Array...

Undefine

Enter anterior lines...
Enter posterior lines...
Offset (data segment)
Offset (current segment)
Offset by (any segment)...
Offset (user-defined)...
Offset (struct)...
Number (default)
Hexadecimal

Decimal

Binary

Character

Segment

Enum member...
Stack variable
Change sign

Bitwise negate

String literals...

Setup data types...

Edit segment...

Change segment register value...

Struct var...

Select union member...
Undo

Redo

Open Subviews
Local types
Functions

Names
Signatures
Segments
Segment registers
Structures
Enumerations
Type libraries
Strings

Alt+Q

A
Numpad*,*
U

Ins
Shift+Ins
e}

Ctrl+0
Alt+R
Ctrl+R

XAEZ2 0 3o O®ITHO WA

Alt+A

Alt+D

Alt+S

Alt+G

Alt+Q

Alt+Y
Ctrl+Z
Ctrl+Shift+Z

Shift+F1
Shift+F3
Shift+F4
Shift+F5
Shift+F7
Shift+F8
Shift+F9
Shift+F10
Shift+F11
Shift+F12

Functions

Create function...

Edit function...

Set function end

Stack variables...
Change stack pointer...
Rename register...

Set type...

Lumina
Pull all metadata
Push all metadata

View all metadata

Debugger

Add breakpoint
Start process
Terminate process
Step into

Step over

Run until return
Run to cursor
Breakpoint list

Stack trace

Dialog Boxes

Navigate

Toggle

Confirm

Cancel

Miscellaneous
Calculator...

Windows list (next)
Switch to window #1...9
Close window

Script command...

Exit

=]
Alt+P
E
Ctrl+K
Alt+K
\

Y

F12
Ctrl+F12
Alt+F12

F2

F9
Ctri+F2
F7

F8
Ctrl+F7
F4
Ctri+Alt+B
Ctri+Alt+S

Tab,
Shift+Tab

Space

Enter,
Alt+K,
Ctrl+Enter

Esc,
Alt+F4

?
Ctrl+Tab
Alt+1...9
Alt+F3
Shift+F2
Alt+X
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o FifE
o RETIE
o EEMNG
o JL4mAS
o AN
n F5EEHNB
s SHHRB
o HEEAXAR
o ZEMAK: REWERMNEN, (RIBEMFETLEERA
o SANSH
o I
o keypatch
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LRICHS

IDAFE] Lt , EMERIEZHEFINFTHE, RCESIIECERD

r

ene 1DA - Modube_F 0w, - 17.08. e iea
S b Py ey T T B b o RO DO R e o Xk DO Neduw 8 W drE
1 I' 1 01—
Library function [l Regular function [l instruction Data. epiaent 4
7] Functions windaw 0o _|DA\.-'|ew 1 0@ v view-1 OF  Impoms OF  Expoms 5 Stings window 0 F sroctures . 05
Functian nams Orioat  Mame
rig =1 KO _record_t
¥l =2 $83B9BS5B97IEIDAFCIT
T et e e, i = o e Ty T 1| IF] _RunaLocals
7 <[¥TAdsContraiFlowManagerimplHelner .cxx_destruct] Ea S$FDICID5ZIVIEDOCAAT!
7 =[¥TABElementsCell APImpd init] =s —darwin_size_t
_T «[¥ =e __darwin_rune_t
7] ¥ m7 __farwin_wchar_t
7 sub_TC32F0 e —danwin_ct_nune_t
@y He —_ineaz_t
7 -I¥ =Ew _Runcfiange
71 -{¥TAdElomentsCallAPIImpd setListener:] =kl $FALBALIFINRBATSECAZ
7] -{¥TAdElementsCallAPIImpd <xx_destruct] m _BunaEntry
R L 18 SOATEBAESOBSFBOBAEEA
g, IDA SCHE{ES W _RuneCharCisss
7] -{¥es ol SOCOCISHIBEIGIAEL0NE
7] -{¥res 3 = 8 inB_addr
il = T inBaddr:$330434928707
¥TCompanianAdSectionContrallerProvider cxx_destruct] -] = ey
{¥TAdBreskRendererFetchar init] B T 16t
71 <[ YTAdBreakRendsrerFatcher maknAdRocuasiWithAdBreak:contan L = 20 ASNLITEM
- = YTAdBreakRendererFatcher maksAdRequestWithAdBreak:conter :!": _\- n ASNITEM_ st
7] AdBreakRequestRasonpaeCalbinck_7CIESC = ==z ASHI_TEMPLATE
| AdBreakRequestEorCalback_TCIF04 o 23 ASMI_TEMPLATE st
T E =2 ASNI_ITEM_EXP
71 sub_7C4z94 o == —EFstring
-‘m TCa3sE E 26 e ;.3; Ay
7 -[¥TAdBreskRendererFetchar cxx_dest: - ol wink32_t
vy Emmsmw] A "g ] uintB4,_t
7] - = E2  vmpott
71 -3 k] dylib_command
T -(ym " a2 dylit
7 (v - WA e
7 -[YTAdCuspointEvertConter cxx_destruct] o e eyi_inse_comening
7 ~I¥Ths " =k Fymitab_command
4 hewt) | [ 36 dysymiab_command
Lin 41715 of 376241 pe ki
C@eo T uintB_t
= 3. source_version_command
= 40 linkadit_data_command
=a rpath_command
= __NSObject

o —RRMIM, T Lﬂalﬁnl‘ﬁﬁﬁ%ﬁiﬁﬂtf FARFBEERERLREADE, EANHREEREESE.
o A, ANRLEANNETEL, HEHRDILHENIBIEERN, -
» WERRERTEEEE - i0SEm: LMK

AEBEFRT, RENCRHENE:

o iOSi¥m
o BHSOM
s BYLRABT, IDAEEIToITTIBA TIEXNBRER, ESAREENESE

= LEY0, YouTubei[@fAE], IDAEFRILAEXICHRINLT R, 15T HLERER vtablelIERD

n EFORAIIR, FHIINRER AR IFEH
o R
» RERENEXEAER, XcodediCHAME, MMAIKIZIEE
n AEMBERIIDARIRAIHIBRT A
» AEMBEREREIDAFCRABIAE
= BAFS5 (TabfE) BAEZIXINAIACREHIME
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IDAFRSSF BRCRAREES, BRiA: SRBEER opcode
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Library function [l Regular function Ml Instruction Data Unexplored External symbol Ml Lumina function
) Functions ®@ 0 0 IDA View-A x| Pseudocode-A x Pseu * [E]  Local Types x [ structures x| Enums x Imports x [#  Exports
text: r_so B
Function name text:0000000100314368
L ~ text:0000000100314868 ; FUNCTION CHUNK AT __text:0000000100315058 SIZE 00000008 BYTES
¥l \mpv$s15u\L\bvavySharedSLabe\waDSConilgurauonCMa t []
] _imn_ts belcoconl 1 B o, Ko (ap #oxcorvar_30]
| #0x60+var_
(7] _imp_ $s15U\L\hrarySharedELEbE\CMa o o 1o Son e oa
[7] _imp_$s15ULL DSC 6fill sTP [SP, #0x60+var_10]
(7] _imp_ i STP [SP, #0x60+var_s0]
4Core17ProductDs torCM ey g
i —‘"‘"—’Z S S ADRP X0, #_$SSSN_ptrapAG
[7] type metadta accessor for NewsietterVoiceOverLargeNumberForn iy Yo, Ders b Sseatorr
E| static StaticPaletteColor.120() BL ssszayxay:f: ; Array,
\mp_$s7WAUIKmBS\a(lcPa\el!eCa\nrcsla\nhZSwU\Co\an‘/FZ MoV
@ WAMessageProtocol.attributedTextFromvCard.getter o b ”58 hoxG0var_38]
(7] static WACO‘OLCUsw"LCha'SessionCeJUmageﬁgetter LDR X8, [xs,ac,muc,x R_$_V WAAS51gnPayluad.expermentAss)gnmenLS@PAGEUFF]
[7] static WAColor._custom_ChatSessionCellimage_8.getter LR X19, '[X20,X8]
[7] static WAColor._custom_CatalystSearchStepper_2.getter r%v "‘ﬂIHAPEUDWLEX““"‘e""‘*S“G"'"e”‘J"“J““
[7] _WACompanionLimitTitieWithUpsell BL Swift_bridgeObjectRetain _X19toXo_5D60
7] —imp_WALocalizedStringFromTable MOV a, .
[7] _WAStringMultiDeviceUpgradedHeaderSubtitie :;v ;;sSamstartIndexSwg | ® IDA Options
(7] __imp_WAStringNolnternetConnectionTitle STR X, (5P, #0x60+var_d0]
[7] —imp_WAStringUnblockLoaderTitle BL Array. endIndex. getter X ISR Analysis  Cross-references  Strings  Browser  Graph Lumina  Misc
7 _\mvaASIr‘\ngUanockLcadevaeGenevic P x23,
il i e B.NE Toc_ 100314800
BL swift_bridge0bj 2 Address Display disassembly line parts
7] _imp__obijc_r msgsendSuperz B 1oc_10031495C
[F] _imp_$sSaM: Function offsets @ Line prefixes (non-graph)
7 _im; SesieEamapySa d_Gqd_7ElementQzKXEKIF i
% et Seoee pySayad_Ga Loc._ 100314800 pp—  Include segment addresses Stack pointer
o e 0 ADRL X22, unk_1035FD628 Use segment names @ Comments
(7] —imp_$ss10ArraySlicevMa @ Repeatable comments
[7] _imp_swift_bridgeObjectRelease loc_100314808 ; e e =
[7] _imp_swift_getForeignTypeMetadata oy X0, 5. Sbidy e
[7] —_imp_swift_release oy X2, X9 Empty lines [Numberef opcode bytes (non-graph) |0 ]
A \mp,swm unknownObjectRelease MoV X3, X21 Borders between data/code (non-graph)
[7] _imp_$s10Foundationt1JSONEncoderCACycfc o Array subscript. read 10 Basic block boundaries (non-graph)
@ 7\mp7$s10Fuundatmn’HJSONEncndeVCMa o e e . Instruction indentation (non-graph) 16
[7] PropertyListDecoder.init() MoV L x23 @ Try block lines ) )
(7] type metadata accessor for PropertyListDecoder 00000 BL _swift_retain 4 Comments indentation (non-graph) 40
10FoundationBLocaleVM et onoao0tons1aarc mov A i
; "“" ORI YD " = 000000100314900| Moy i, #0 — e Right margin (non-graph) 70
EI e e text:0000000100314904 BLR x20 IS BrEnsSample: ceaCo0
\mp_ s10FoundationdindexPathivMa i ADD X0, SP, #ox60+var_a0 7 - Spaces for tabulation a
= S e eensanineatisnc o b Low suspiciousness limit  0x100000000 P
7] —_imp_¢ bjectiy
00314868 14868: g y LoadExper: 109 High suspiciousness limit F00000002628000 |

Line 518612 of 518612

Output

ython 3.11.3 (v3.11.3:f3009b8bc8, Apr 4 2023, 20:12:18) [Clang 13.0.0 (clang-1300.0.29.30)]
ToaPyhon 6i b1t V7vi0 Finat. (seriot 0) (6) The ToApython Tean<idapyshonGeasatearoupe. coms

Python

| hep cancel | (D
AUz idle  Down Disk: 24GB

& L p
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O Number of opcode bytes(non-graph) : 4
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Library function [ll Regular function [l Instruction Data Unexplored External symbol [l Lumina function
[7] Functions ® 00 [E  IDA View-A x [l Pseudocode-A % [ Pseudocode-t 5 % [E Local Types x [Al  structures x [ Enums x & Imports X [@  Exports
ext:0000000100314868 var_se B
Functon name 01003148
— = == 000000100314868 ; FUNCTION CHUNK AT _text:0000009100315D58 SIZE 00000008 BYTES
D \mp $s15UIL belC16WDSC G 9 '
imp_$s15UIL — 000000100314868| FF C3 01 D1 sus SP, SP, #0x70
w i 00000010031486C| F8 5F 03 A9 sTP X24, X23, [SP,#0x60+var_30]
L —me_ msu‘“hmysna(eds“be‘ma S 000000100314870| F6 57 04 A9 sTP X22, X21, [SP,#0x60+var_20]
[7] —imp_$s15ULL DSC: = 000000100314874| Fd 4F 05 A9 sTP X20, X19, [SP,#ox60+var_10]
—imp_ v 000000100314876 FD 78 06 A9 stP X29, X30, [SP, #0x60+var_so]
(7] Zimp__$s4Core17ProductDescriptorCMa 00000010031487C| FD 83 01 91 ADD X29, 5P, #0x60
= o 000000100314880 00 5D 01 BO ADRP X0, #_$SSSN_pt rePAGE
7] type metadata accessor for NewsletterVoiceOverLargeNumberForn 000000100314834] 00 18 42 Fo LDR X0, [Xo,# $35SN_ptrGPAGEOFF]
[7] static StaticPaletteColor.[20() 000000100314888| 4 2E 86 94 BL _$552ayxGycfC ; Array.init()
3] o $aTWADIKHBSiaticSaltioColorGOlph2So7 UICakarcyE2 beosastoasidsaciee o3 60 M . L
3] tributedText . G
000000100314894 08 98 01 FO ADRP X8, #_0BIC_IVAR_S WAAssignPayload. experinentAss ignnents@PAGE
7] static WAColor._custom. C"E‘SESS'D"CE‘"NQE A.getter 000000108314898| 08 19 46 F9 LDR X8, [X8,# 0BJC_IVAR_$_WAAssignPayload. experinentAssignments@PAGEOFF]
[7] static WAColor._custom_ChatSessionCelllmage_8.getter - 00000010031489C| 93 6A 68 F8 LDR X19, [X20,X8!
tatic WACol tSearchSt S 000000100314840| 19 04 00 94 BL HaiagpLibrary_Experinentassignnent_init_5904
%5‘;;; e wtmjvl SRR 0000001003148A4{ F5 03 00 AX MoV XL
[7] wACompanionLimitTitleWithUpsel 0000001003148A8| 2 05 00 94 BL sw)ft hrmgel)bjectketam X19toX0_5D60
[#] —imp_WALocalizedStringFromTable 8000001083148AC| E1 03 15 AA MoV ° e
[F] _WAStringMultiDeviceUpgradedHeaderSubtitle g:gg:g;ggimgg ;; Zg g; Z: r:(%v sssms( oS
(7] __imp_WAStringNolnternetConnectionTitle 98060010¢3148031E0 13, 00.F9 s 0. 5Pyt : .
[7] _imp_WAStringUnblockLoaderTitle 0000001003148BC| 28 05 00 94 BL Array.enc [Pl Analysis  Cross-references ~ Strings ~ Browser  Graph  Lumina  Misc
(7] _imp_ WAStringUnblockLoaderTitleGeneric 0000001003148C0| FF 02 00 EB awp X23, X0
i 0000001003148C4| 61 00 00 54 B.NE Toc. 1003)
%_::_::;:_::s::::snpm = onbeoieoaiiscolic Goibb ot o b | Address representation Display disassembly line parts
i 0000001003148CC| 24 00 00 14
[F] _imp__$sSaM; 0000001003148D0)| - i | Function offsets Line prefixes (non-graph)
7 mp_ssslsESmapySayqd Gqd_7ElementQzKXEKIF 000000103148D0) A e e S
[7] —imp_$sSqM: 000000100314800) oc_1003148D0 i
=i 0000001003148D0| 56 97 01 B0+ ADRL X2, unk. @ Use segment names @ comments
e SNl e e
imp_swift_bridgeObjectRelea = isplay disassembly lines
| Auto comments
b s o 0000001003148D8| 0c_100314808 i
7] —imp_swift_getForeignTypeMetadata 0000001083148D8| E0 03 00 91 Moy X0, SP @ Empty lines.
(7] —imp_swift_release = 20000010631480¢| &1 03 19 AA oV e Number of opcode bytes (non-graph) |4
[F] —imp_swift_unknownObjectRelease. 6000001083148E6| E2 03 13 AA MoV X2, X19 @ Borders between datajcode
(7] __imp_ $s10Foundation11JSONEncoderCACycfc 0000601003148E4|£3 03 15 A Moy X3, X1 Basic block boundaries (non-graph)
% __imp_$s10Foundation1JSONEncoderCMa bty LAY - Array o e Instruction indentation (non-graph) 6
7] PropertyListDecoderinit() 0000010031480 37 00 40 F LbR 3, 1l  Try block i i i
3 y block lines g
[7] type metadata accessor for PropertyListDecoder 0000001003148F4| E0 03 17 AA MoV X0, x23 Comments indentation (non-graph) a0
i i 0000001003148F8| 28 60 86 94 BL ft
7] —imp_$s10FoundationbLocaleva 00000010031481C) E0 03 00 91 o o1 7 Line prefix sxample: seg0000FEA Right margin (non-graph) )
[7] —imp_ i - 000000100314900| 01 00 80 52 Moy WL, #0 B I X
e L L joctn Goaooon1oas14905] o g3 oo o1 b o s [iemeese= i oo (SRS R e
7] —imp_¢ nanannsnanssnacles an s ia v Fovullv
00314868 148687 g y P i ts_1 High ici limit B
Line 518612 of 518612
= output B O
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Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function
3 Functions ® 6 0 IDA View-A X % B x [@  Local Types x @ Structures x @ Enums X Imports X Exports
14868 var_s0 =0
Function name text:0000000100314363
e — oo text:0000000100314868 ; FUNCTION CHUNK AT __text:0000000100315058 SIZE 00000008 BYTES
7] imp_$s15UlLibrarySharedSLabelC1é text: 0000001003146 ]
[7] _imp_$s15UlLibraryShared5LabelCé: 080000100314568 sug SEy SPy HORID vnr 301
, #0160 +var
[7] _imp_$s15UlLibrarySharedSLabelC “text :0000000100314870 sTP [SP, #0x60+var_20]
7] —imp_$s15UlLibrarySharedeButtonC: 000000100314874 sTP [SP, #0x60+var_10]
[7] —imp_$s25WAPaymentsTransactiong 000001003148 sTP SP, #0x60+var_s0]
4Core17ProductDescriptorC. ‘text:000000010031487C 0D #0x60
(7] _imp_{ SZ ieeildivand ew" or text:0000000100314880 ADRP X0, #_$5SSN_pt rGPAGE
[7] type metadata accessor for Newsletter' ‘text:0000000100314884 LDR X8, [X8,#_$sSSN_pt r@PAGEOFF]
7] static StaticPaletteColor.|20() ‘text:0000000100314888 BL _$s52ayxGycfC ; Array.init()
A e toxt caoooonioosidssn s ' 58 misonvor 1
ex 0 i xcorvar.
¥ WAMessagermcnI.atmhutedTexvile 9000010831481 ADRP X8, # 0BIC. T
[7] static WAColor._custom_ChatSessionC: ‘text:0000000100314898 LDR X8, [X8,#( (lBJC TVAR.s_WARSS Lanbay 0ad. exper inentAss ignnentsGPAGEOFF]
[7] static WAColor._custom_ChatSessionC: 0000010031489C LDR X19, [X20,
tatic WAColor,_custom_CatalystSearcl ‘text:00000001003148A0 BL HxJnApmerary ExperimentAssignnent_init_5904
7 Breticacolortcrs °"“' 4 : e :am “text: 00000001003148A4 MoV 1, ° IDA Options
7] WACompanionLimitTitleWithUpsel 0060001003143A8 BL suife hrmgeon;ecmezam X19toXe_5D60
[7] __imp_WALocalizedStringFromTable ‘text:00000001003148AC MoV
[7] _wAStringMultiDeviceUpgradedHeader im0 8 Sishiastarcingersivg ; Arrey.startincer. eccer Analysis  Cross-references  Strings  Browser  Graph  Lumina  Misc
[7] __imp__WAStringNolnternetConnectior e
i © 000001003148 STR X, [SP, #0x60+var_d0]
(7] _imp_WAStringUnblockLoaderTitle ‘text:00000001003148BC BL Array. endIndex.getter_X19toX0_X21toX1_5D68 Address representation Display disassembly line parts
7] _imp_ WAStringUnblockLoaderTitleGe 0000001003148C0 awp
i bj Send 000001003145 B.NE loc, 100314800 Function offsets € Line prefixes (non-graphi
% .'"p—°b!°""’°s — text:00000001003148C8 6L swift_bridge0bjectRelease_X19toXe_5040 DT
7] —imp_ol BT e 0oneNe0I0RS14BCC 8 Toc. 1003145¢ 9 Include segment addresses Stack pointer
% mm_: : . —text:0000000100314000 ; @ Use segment names @ Comments
__imp_$sS| sEsmavaayq |_Gad_7E tex
= i CODE XREF: generateWAhss ignPayloadExperine 9 Repeatabl
(7] —_imp__$sSaMa el X22, unk. 1035F0628 Display disassembly lines
(7] _imp_8ss10ArraySliceVMa = ' .
(7] _imp__swift_bridgeObjectRelease - i CODE XREF: generateWAAssignPayloadExperime Empty lines Number of opcode bytes (non-graph) 0
(7] _imp_swift_getForelgnTypeMetadata = oy . s Borders between datajcode (non-graph)
[7] —imp_swift_release - v 2. xie Basic block boundaries (non-graph)
;_\mu_sw\ﬁ_unknownObjeclRelease — r;fv :3, x21 . e reniliaubEERRS Source line numbers Instruction indentation (non-graph) 16
7] —imp_8s10Foundation11JSONEncode — Array. subscript. rea @ -
y block lines i i .
[7] —_imp_8s10Foundation11JSONEncode . i x23 m] Comments indentation (non-graph) 40
7] PropertyListDecoder.init() = [ ©, X23 2 . . Right margin (non-graph) 70
[7] type metadata accessor for PropertyLis _ BL _swift_retain Line prefix example: seg000:0FE4
MoV Xo, s . i
[7] _imp_$s10Foundation6LocaleVMa - MoV WL, #o Low suspiciousness fimit |0x100000000 Spacesforitabulation 4
(7] —_imp_$s10Foundation9indexPathV3€ — BLR X20
3| \mp_$510medat\onQIndexPa(hVM.l = ADD X0, sP, #0x60+var_40 High suspiciousness limit F00000002628000
7] _imp__$sSS10FoundationE36_unconc ol 200000010031490C MoV X1, x19
00314868 14868: gener: ignPay pe _100314868 d

Line 518612 of 518612
=] output
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Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function
[7] Functions ® 0 0 IDA View-A x x % [E  Local Types x [A]  structures x [E Enums x &8 Imports Exports
868 var_s0 R
Function name Ttext: maaomzamsss
= 0010314868 ; FUNCTION CHUNK AT _text:0000000100315058 SIZE 00000003 BYTES
7 p 551EUIlerar‘/SharedSLibe\Cﬂ ‘text uaammm []
[7] —imp_$s15UlLibraryShared5LabelC6: L :g:gggigggi::gg il TSP A 2
i ex B X60+var.
E R s text:0000000100314870 stP X2, X21, [SP,#0x60+var_20]
[7] —imp_$s15UlLibraryShared6ButtonC ‘text:0000000100314874 sP X20, X19, [SP,#0x60+var_10]
(7] —_imp_$s25WAPaymentsTransactiong text:0000000100314878 sTP X29, X30, [SP,#0x60+var_so] ; Store Pair
i ACoreT7ProductDescriptorC text:000000010031487C ADD X29, 5P, #0x60 ; Rd = Op1 +
% \mp_Ssd ore17Prog u'c escnln 2 text:0000000100314380 ADRP X0, #_$sSSN_ptr@PAGE ; Address of Pag
F e e tadata s oo enaetiey ‘text :0000000100314884 LDR X8, [¥6, 2 $SSSN prepiGEOF] ' Load From Menory
7] static StaticPaletteColor.120() 0000010031481 BL ,ssszxyxsym m ray.init
(7] _imp_$s7WAUIKit18StaticPaletteColc text:000000010031488C Hov.
[7] WAMessageProtocol.attributedTextFror et ] R o oo ey diress of Pag
7] static WAColor._custom_ChatSessionC text:0000000100314898 LDR X8, [xx #_ ﬂEJC IVAR 5. WAASS 1qnPay Load. exper inentASS ignments@PAGEOFF] ; Load from Memory
7] static WAColor._custom_ChatSessionC text:000000010031489C LDR X19, [x20,X8] 7 Load from Memory
[7] static WAColor._custom_CatalystSearc text: 000800016031 4240 B FoinappLibrary_Experinentassignnent_init 5904 ; ranch with Lk
3 WACompanionL itTitleWithUpsell “text:00000001003148A8 BL smh nr'mgenn]ecmetam X19toXe_5D60 ; Branch with Link
7] _imp_\ calizedStringFromTable ‘text:00000001003148AC MOV X1, X
3| WASuwngMumDevlceUpgradedHeadev text: 940600616031 4350 B ;;;Sa)}(gs?a;t‘mﬂgxs;vg ; Array.startIndex.getter | g 1DA Options
%7‘"‘pfx:zt"“gE":“‘E':Le‘c:""f: o ‘text :0000000100314888 STR Yo (59, ingosvar 401 ; Store <o venory
4 lockLoaderTitle 000001003148 BL Array.endIndex. getter_X19toXe_X21toX1_5D68 ; Branc [ Disessembly |
[7] _imp_ WAStringUnblockLoaderTitleGe ‘text:00000001003148C0 P X23, X0 ; Set cond. codes on Opl - 0p2 RIEECUENE Analysis | Cross-references  Strings | Browser  Graph _Lumina _Misc
[7] _imp_objc_msgSend text:00000001003145C4 B.NE loc 100314800 ; Branc
= 000001003148 L wift_bridge0bjectRelease X19toXa_5D40 ; Branch wi s D
% P ;EchmsgsendSuperi _text:00000001003148CC B lnc 10031495C ; Branch o i s
Bl LN —tex Function offsets 9 Line prefixes (non-graph
(7] _imp_$sSIsE3mapySayqd__Gqd__7E __text:0000000100314800 P (non-graph)
7] _imp_$sSaMa E XREF: generateWAAssignPayloadExperi 3 Include segment addresses Stack pointer
= i ADRL 22 ““k 1635FDG28 9 Use segment names. @ Comments
(7] __imp_$ss10ArraySliceVMa .
(7] _imp_swit_bridgeObjectRelease 5 CODE XREF: generateWAAssignPayloadExperdl & Repeatable comments
o i o2 Display disassembly lines
(7] _imp_swift_getForeignTypeMetadata ) P
f o .
E*"‘" gl Hov @ Empty lines Number of opcode bytes (non-graph) O
A e Mov 3 Borders between datajcode (non-graph)
13| \mp G0 oundarion JSONEncode BL Array suhscnp( read 100052838 ; Branch with Link :
[7] _imp_$s10Foundation11JSONEncode Hoy Basic black boundarles (non-graph)
LDR el S — ey —— Instruction indentation (non-graph) 16
A PopenyLlsiDecnder MoV X0, X23 ; Rd = 0p:
[7] type metadata accessor for PropertyLis BL _swift_ re(am ; Branch with Link € Try block lines Comments indentation (non-graph) a0
[7] —imp_$s10Foundation6LocalevMa e :? S PR 95
il —"“9—‘5“"F"“""a"“’"g‘"dexpa‘“"“ BLR X20  ; Branch and Link Register Line prefix example: seg000:0FE4 Rohtmarginlinon;graph) il
[7] _imp_$s10FoundationindexPathVM: ADD Xo, SP, #0x60+var_40 ; Rd = Opl + 0p2 - - g ——
& T text:000000010031490C oV X1, X9 5 R = Low suspiciousness limit |0x100000000] paces for tabulation 4
00314868 gener ignPay P gnments_100314868 d - -
SR High suspiciousness limit F00000002628000
= output
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ore) [Users|erifan/dev/DevRoot/Aweme/ ERLS v18.9.0/Payload),
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ks ore. fr kj

@[5 Enums © 5 Imports

,___Wshictionary, dictionaryWithObjects_forKeys_count_, &v116, &vlld);

Regular function ll Instruction Data || Unexplored External symbol
ieo @[E IDAView-A @ @ [A] Structures
265 ] i
266 else
267
iceholder load ® 268 vi __objc msgSend(v37, v92, v3i);
] ® 269 vd luh_DSZiBEOtu-éT::
erViewManager load] e 3 : w46}
. 272 sub_D524AS0{v46
»nManager load] B 212  nsaad "t‘l )i
274 ¥
coder |0!d] s 275 vil = j_ objo megSend{curDi 00, wid, wi5)
1le load ® 276 v43 = sub_D524A64 (v48);
1 277 sub_| Dsnasot 749) 3
® 278 v =
caster load] - 3
» 280 sub_DS24A4C():
nad] e 281 w17 = wl06;
282
lanager load] A Looo;
284 }
Iamﬂerhad] ® 285 while ( v23 < vi
® 286 v21 = gub | Dszﬂaat\ 102, vo1 &v109, &vil3);
Manager load] 2xe . s ¥91, .
» 288 while ( v22 );
load] 2et
» 290 ¥50 = objc_release 1(v10Z);
ager Ioad] 2 291 5l = ?Tidj'Tluh DS2ENECI w0 s
[ ® 292 v52 = J_ objc msgSend(v51, (const char *)qword 3BB41BE, curDict, vi); ]
—r JOTU-TREEL- YT
294 }
ger Ioad] ® 295 if (w4 )
296 {
‘IAPIMII‘I&QQI‘ load] . 297 HSLocalizedDescriptionKey;
® 298 ub | Dszﬂsulaoalf CLASS __ NSBundle);
tegister load] 299 char *)sub_D524980(v53);
300 w55 = sub D524A5SC();
& 301 w56 = sub_D524980(v55))
e 302 v11l5 = NSLocal izedPailureReasonErrorKey;
‘dle Io.d] ® 303 v1le = v56;
® 304 57 = sub_D524A0(GOBJC_CLASS__ NSBundle);
nagerForFile load] ® 305 sub_D524980(v57);
® 306 w58 = sub_DSZ4ASC();
nagerForimage load] 107 sub_D524980 (v5H) ;
vVa ® 308 w59 = sub_D5249CH(vS);
nagerForkeyValue load] ® 309 vED = +[NSObject bdx _className]_0(v59):
® 310 w6l = sub_D524980(vEd);
mgerForStﬁng Ioad] ® 311 v62 = j__objc _msgSend(vé, v104);
e 312 v63 = vEZ;
nagerForStyle load] ® 313 w64 = sub D524A68(vE2, gword 3BAA3IEE);
® 314 w117 = pub D524980(v6d);
® 315 vES = sub_D524A5B (&0BJC_CLASS
ad] ® 316 w66 = sub D524980(vE5);
® 317 v67 = VB6]
e 318 w6 = sub_D524A64 (vEE))
||08d] ® 319 w63 = sub_D52499C(v68);
0 ® 320 ¥70 = sub_D52497C(vE3)}
L e 321 w7l = gub_| _D524994 (v70)
322 sub_D524978(v71);
® 323 j__obje_release l(\.'S-.J)

QOFEEEF4 sub_S598E308:292 (S98E6F4)

BidTabfE, 1%ZEI7TIDACH:

000000000598E6F4

j__obje_msgSend
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tegular function [l Instruction Data || Unexplored

External symbol

= W x] @[5 Pseudocode-A @ (A Structures  @[Z] Enums  @FE Imports  @(F# Expo
__text 0598E678
—_text:000000000558E678 loc_S98E6T8 ; CODE XREF: sub 59BEI0B+35413
P it X g
ceholder load] “text:000000000558E680 ’
i ‘text:000000000598E680 loc_S9BEEED CODE XREF: sub 538E308+288
irViewManager load] —_text:000000000598E680 s LDR X0, [SP, tuxzsu«:urmc:‘f B
‘text:00000000059BE684 LOR X1, [SP,#0x260+var_LF8] ; h .
nManager load] :tut:uuunuuuuusa!nsss MOV x2, X tz! * SRR
:ode text:00000000059BE68C HOV X3, X
ioder load] —text:000000000598E690 BL j__objc_msgSend
le load] " text:000000000598E654 BL sub_D524A64
—taxt:000000000598883¢ ton $257 {58 80x260var_208)
: : " L #0x ar.
iaster load] —_text:000000000598E6AD HOV x23, X26 -
ad) —text:000000000598E6A4
" text:000000000598E6A4 loc_S9BE6AS ; CODE XREF: sub 59BE30B+28813
anager load] ® Ttext:000000000598E6A4 BL #ub_D524A4C
¥ text:000000000598E6AE LDR X24, [SP,#0x260+var_1C8)
text:000000000598E6AC
inager load] . text:00000000059BEGAC loc_SIBEEAC I GODE XREF: sub 5985308424419
text:00000000059BEGAC ADD x22, %22, #1
i‘ﬂl'lﬂg!l’ |ﬂlﬂ] - :ﬂ“:UUUUUUUUUSEEBSBU CMP 522: IZD‘
pad] ®  text:000000000598E684 B.CC loc_S9BE4FE
“ T text:000000000598E6B8 ADD X2, SP, #0x260+var 1BO
iger load] S text:00000000055BE6BC ADD X3, SP, #0x260+var 128
—text:000000000598E6CO LOR X0, [SP,#0x260+var LEB]
—text:000000000598E6C4 LDR X1, [SP,#Dx260+var 248]
" ext:000000000598E6CE BL sub_D5249B8
jer load] o text:000000000558E6CC Hov x20, X0
" ext:000000000598E6D0 CBNZ X0, loc _S9BE494
‘text:000000000598E6D4
APIManager load] 3 :toxt:auuoauuausssxsm loc_S98EED4 4,C00E XREF! sub SPEEI0E+LTRTY
‘text:000000000598E6D4 LOR x0, [SP DxZSD"var 1E8)
egister load] - :u:t:uunnnanuussaxsns BL i objc release_1
® T text:000000000598EEDC BL #ub_D524A6C
®  Ttext:000000000598E6ED ADRP X8, #gword_38B4188RPAGE
dle load] 7 text:000000000598E6E4 LDR x1, [x8 ,l}vord 3IEB4188APAGEOFF] ; char
| it i i Mo
agerForFile load] —pext: 5 LoR X3, O4var_240]
agerForimage load] e SHES r: = . ‘
agerForKeyValue load] " text:000000000598E6FC B loc  538E9R4
text: a0 ;
—_text:000000000598E700
agerForString load] , _text:000000000538E700 loc_S9BETOO 1 CODE XNEF: sub SOBEIOBLFCT]
+000000000598E700 LDR %28, [SP,#0x260+var_1€8]
agerForStyle load] ® —ext:00000000039HETO4 caz 126, loc 598E964
5 text:000000000598E708 ADRP X8, # _NSLocall
g —text1000000000538E70C LDR X8, [X8,# usnwalize@eucriptimayyrlpmon]
1] o _text:000000000588E710 LDR X8, [%8]
=y B :00000000059BE714 STR X8, [X27,#0xn0]
load] —_text:00000000059BE718 ADRP X22, #classRef NSBundleBPAGE
{1 +000000000598E71C LDR X0, [X22,#classRef NSBundlelPAGEOFF)
) L _text:000000000538E720 ADRP X8, #qword 38938FORPAGE
[ +00000000059BE724 LDR X21, [XB,#gword_38938F0APAGEOFF]
OOQFEE6F4 000000000598E6F4: sub_598E308+3EC
= =] 3EA: N w1
ik, RE2+oHE, BFAE—EXNNE, EEFAKXH, XcodeiLHmHAHE:
i ; —_1ldb_unnamed_symbol1189160$$AwemeCore
SRS s ] <
AEEXBE R ERBEELIDALHIIBINHEEE, MXcoded BRAI+1004, 15 £, HLRBEFIRTHE.,
3 Py _/\ =N .
AIiekt, SEREI—TET, AINREEBFSBICHIAR S LA L
3 N = A=) T
SCRACRBRMI Y R fE2(U Bl &R S 31
N s N N = =2
IDASC4RHE # XcodelCRAIE MERE253M B — R
MRRERLT:
Xcode;C4m{{A3:
i moev X2, x20
1 ldr x3, , #
B j —11db_unnamed_symbol1189160$$AwemeCore
[ ] > P Q?::e Aweme ) I iPhone7_1331 Running Aweme on iPhone7_1331 47 + [:H
=] BE | & ) [E hook_openFile_C.xm [ hook_dyld.xm [E hook_misc.xm [E AwemeDylib.xm ¥ 0__lidb_unname...79$$AwemeCore =[m
- Aweme ) m Thread 92 ) [ 0 __lidb_unnamed_symbol1879$$AwemeCore <A>
UX10Bavaoecy <+Y6u>: DL UX11Ybavyny i ___lldp_unnamed_sympolllyy8bLlysAwemeLore
0x108alabce <+964>: mov x20, x0
0x108a0abdo <+968>: cbnz X0, 0x108a0ai94 ; <+396>
0x108a0abd4 <+972>: 1ldr x0, [sp, #0x78] L
0x108a0abd8 <+976>: bl 0x11059fefs4 i ___11db_unnamed_symb011189162$$AwemeCore
0x108alabdc <+980>: bl 0x1105a0@ab¢c i ___11db_unnamed_symb011189896$$AwemeCore
0x108aPabed <+984>: adrp x8, —-8410
0x108alabes <+988>: 1ldr x1, [x8, #0x188]
0x108alabe8 <+992>: 1ldr x20, [sp, #0x50]
0x108a0@gbec | <+996>: mov X2, x20
252 0x108a0g6T0|<+1000>: ldr x3, [sp, #0x20] | 2
0x108a0g6T4)<+1004>: bl 0x11059feec i ___11db_unnamed_symbo11189160$$AwemeCore = Thread 92: breakpoint... =
0x108a0ab6f8 <+1008>: mov x29, x29
ad (83) 0x108alabfc <+1012>: b 0x108a0a%as4 i <+1692>

-) BIEIUTLRNREALRE:



e GBec
o 6f0
o 6f4

MIDAICHAES, RiE/LT:

000000000698E6EC Mov X2, X20

000000000E98E6FO LDR X3, # var_240

000000000598E6F4 j__obje_msgSend
IDA - AwemeCore.i64 (AwemeCore) [Users/crifan/dev/DevRoot/Aweme| R3S /v18.9.0/Payload/A pp/F ks/A Core.f k/A
B B B 3} o @ Q bk Fy# w X > @ O Nodebugger

Regular function [l Instruction . _Unexplored External symbol
"eo (]| _ ®[F] Pseudocode-A

text:000000000558E678

@ [A] Structures @[] Enums

@ FE Imports

"text:000000000598E678 loc_SHBEE7E ; CODE XREF: sub 59BEI0B+35413
2 text:000000000598E678 BL sub_D524A50
‘text:000000000538E6TC HOV X28, X25
iceholder load] _text:000000000598EGB0
i __text: oc_| ; CODE XREF: -ub 5981308+25Bf;
erViewManager load] 5 text:000000000538E680 LDR %0, [SP,#0x260+curbict] ;
—text:00000000053BEGE4 LDR X1, (SP,#0x260+var 1FB) ; chlr .
inManager load] 2 text:000000000598E688 HOV %2, X28
ode: text:000000000538E6HC MOV X3, X21
c rload] “ Ttext:000000000598E690 BL j__objc_msgsend
ile load] ® Ttext:000000000598E634 BL #ub_D524A64
7 text:000000000598E698 BL sub_DSZ4A50
ste —text:00000000053BEESC LDR X25, [SP,#0x260+var_208)
caster load] ¥ text:000000000598E6AD HOV %23, X26
rad) _text:000000000538E6A4
—text: loc_ ; CODE XREF: sub 59BE30B+2881j
lanager load] ® Ttext:000000000598E6A4 BL sub_D524A4C
¥ text:000000000598E6AB LDR X24, [SP,#0x260+var_1CB)
anager load] —text:00000000053BEGAC
M load . _u§=uaaauaauasasxsm o ADD x22, X2z ﬁ?" TR wib S0
- : ' -’
anager load] o text:00000000059BESBD o x22, %20
load] _text:000000000538E6B4 B.CC loc_59BE4FE
® text:000000000598EEBB ADD X2, 8P, #0x260+var_1BD
ager load] ¥ text:000000000598E6BC ADD X3, SP, #0x260+var 128
5 text:000000000598E6CO LDR X0, [SP,#0x260+var 1E8]
—_text:000000000598ESCE LDR X1, [SP,#0x260+var 248]
o text:00000000059BECE BL sub D524388
ger load] _text:000000000598E6CC MOV X20, X0
®  text:000000000598EEDD CBNZ X0, loc_S98E494
‘text:00000000053BEEDA
|APIIMa|1aner load] , _text:000000000598E6D4 lec 598EED4 §oC00E JmsTs aub 59BEI0B+1TBT]
—_text:000000000598ESD4 LDR X0, [SP, oxzentvar - 1EB)
tegister load] o T text:000000000598EEDE BL objc_release 1
o _text:00000000059BEEDC BL lub D524REC
7 text:000000000598E6E0 ADRE « #qword_3BB41B8RPAGE
dle load] _text:000000000598ESES LDR n, [X8, #qword_38B41888PAGEOFF] ; char *
| S text:000000000598EGES LDR gu, [SP,#0x26T+curDict |
text:000000000598E6EC MOV
ragerForFile load] - Sin o = nLn:-m" 260 mar 2a0)
__texte 0000059BEGF4 BL
1agerForimage load] 2 text:000000000598ESFE Hov x29, x29
ragerForKeyValue load] —_text:000000000538EEFC B loc_SOBESAL
i | : 00 ;
text:000000000598E700
ragerForString load] " " text:000000000598E700 loc_ S9BE700 v’conx XREF: sub 59BE30B+FCt]
__text:000000000598E700 LDR X28, [SP,#0x260+var_1CB]
ragerForStyle load] © —text:000000000398E704 Bz 26, loc 598E964
: i :000000000598E708 ADRP x8, # NWSLocali ipti _ptre
5 text:000000000598E70C LDR XB, [X8,# NSLecalf iptisnKey_ptel 1
ad] o text:000000000598E710 LDR XB, [XB]
g —texti000000000598E714 STR XB, [X27,#0xA0]
| load] __text:000000000598E718 ADRP X22, #classRef NSBundle@PAGE
. [ +000000000598E71C LDR X0, [X22,#classRef NSBundle@PAGEOFF |
0 : Bz :000000000598E720 RADRP X8, #gword 3B93IEFOUPAGE
text:000000000598E724 LDR x21, [XE,M&_]EB]EPDQPWM]

OOFEEGEC 000000000598EGEC: sub_S98E308+3E4

MEREAL:

e 6EC
e 6FO0
o 6F4

DHEZISF LR,
HERNFIZ:

o THFIAMNRIESE, HENRE, WEERHER
o HHI=mhSEE MEMII=ALSREAZTMHM
ERALSREVEMIE (—fR) BERREME, EP&RERZAIZ0

PIAERERIIENE, &SIV, LRI, BEHE 1 (RAALSRIECIAHILARE)

Eit, FTMBER/EMMIANMIHE, WL, MEMSABTE L, XFNE

4512
IDABH S

2881THY

SHul: 0P

Core.i64

e e n imE———"m" _

O Ex



v60 curDiet setObjectForKeyedSubseript curDictValue curDictKey

IDA - AwemeCore.i64 (AwemeCore) [Users/crifan/dev/DevRoot/Aweme/ E % [v18.9.0/Payload/A IF rksfA Core.f kIA Core.i64
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iegular function ll Instruction Data || Unexplored External symbol

D Q ofFmvi. o @[3 Pseudoco.. @[5 Pseudoco... @ (T3] Pseudoco.. @[] Struc.. @ [E]En...
267 {
® 268 45 = (vmd +)jmp_objc_retain_D5244044 ((_ int64)v35);
e 269 vl =
ceholder load ® 270 vig = j _objc_megSend(v45, v107, curDictValue, &v1l6, wi)j
] e 271 v47 = jmp_cbjc_retainAutcreleasedReturnvalue DSZQ!!OII int64)v4e);
rViewManager load] . g;g ‘{4{9"|31160?jc release D524AS0(vd7);
nManager load 274
ag ] ® 275 w48 = jmp_objc_release D524A54 (v4B);
:oder load] . g;g V4T = OLL;
7
le load] 273 alse
aster load 80
] » 281 w49 = j_ objc_msgSend(v3%, v100, curbictValue);
ad] » 282 w48 = jmp_obje_ FotainkutoreleasedheturnValue,  D5249B0((__ intEa)vad);
® 2083 w47 = v4B3
anager load 284
ge 1 ® 285 jqp obje_release D524A50{vif);
inager Iﬂ!d] - ggg ) curDictValue = (void *)v47;
fanager load » 288 ¥50 = §_ objc Dict, setObjectPorRey ipt, curDictValue, curDictKey):
g ] & 289 w51 = jmp_objc_: release _ D524AB4((_ intha)vsl);
»ad] ® 290 jmp_objc_release_D524A50(v51);
® 231 v6 = v106;
iger load 292
g ] ® 293 1w ebje_releass _D524A4C();
® 294 V17T = v114;
235 }
Jer load] 286 Hv23y
® 298 while { v23 < {unsigned _ int6d)v22 )3
APIManager load] ® 299 w22 = call objc_msgSend D5249B8(v110, countByEnumeratingWithStateObjectsCount, (_ inté4)&vll7, (__int64)avizl);
ste 300 3
!Ql rloﬂ] ® 301 while ( v22 );
302
® 303 v52 = j_ ebje_releass 1{v110);
dle load] ® 304 v53 = jmp_objc_msgSend x24tox0_x23toxl D524AEC(v52Z);
® 305 vsd = ohjc nlqund:usj, (const char *)modelWithDictionary error_, curDict, vd);
agerForFile load] M08 5y outo LANEES
agerForimage load] Wabe; ALl
yVa ® 310 v122 = NSLocalizedDescriptionKey;
agerForKe lue load] e 311 v55 = jmp objc magSend x21toxl DSAASO((__int64)&OBJC_CLASS _ WSBundle);
agerForString load] - ;g ::g - 5;:“ *)Imp_objc_retai lue_D5249B0((__int64)v5s5)s
ors ® 314 v58 = (const char *)qword 3IBB1F70;
ager tyle Inad] ® 315 v59 = call objc_magSend | DSZIASC:vS&. {const char *)qword 3BBIF70, (__ int64)&unk_1BSOPCO, (_ intéd)eunk_1740040);
® 316 v60 = jmp_objec_retai lue_D524980((__ IntE4)vws9);
® 317 v123 = N5LocallzedFailureReasonErrorkey;
id] ® 318 v124 = wE0y
® 319 v6l = jmp obje uqscnd xznmxl _DS4AG0((__ int6d )&OBIC_CLASS __NSBundle);
Ioad] ® 320 v62 = (void *)Jmp _ob lue_D524980((__int64)vEl)s
® 321 vE3 = call obje ! -lqscna Dszusr::vu, w58, (__int64)sunk 1BSOFED, (_ int6d)eunk 1740040);
] » 322 jmp_objc_retainRutoreleasedReturnValue D524980(( int64)Jwed);
® 323 vid = jmp_obje_msgSend x19toxl D5249CH{(__ int6d)vs);
® 324 v65 = +[NSObject bdx_cIlassName] _0(v&d);
® 325 vEE = jmp_objec_! mmutomm-metu:nvalua_nszl!in(u65:;

OOFEE670 sub_59BE308:282 (598E670)

Tab#2fs, HEEXERDAIED:

00000OOOB598EE67C Mov X28, X25
loc_598E680 ; CODE XREF: sub_B59BE308+2B81]
LDR X0, J# eurbiet ; void *
LDR X1, (B setObjectForKeyedSubseript ; char *
Mov X2, X28
000000000598E68C MoV X3, X21i

j__objc_msgSend
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egular function [l Instruction || Data [ Unexplored ;ﬂ External symbol

teol el Pseud © 3 Pseudoco.. = @ 3 Pseudoco.. @ [A] Struc.. @ [E]En...
m ; CODE XREF: sub 59BE30B+3087j
ﬁ ’: " text:000000000598E660 MOV X0, X24 ; void *
D ety i i
., B r
i cottarnss H Bt = penn .
C ue
rViewManager load] % text:000000000538E674 MoV 3:‘5'7 xa & o
text:000000000558E678
WManager load] ext:000000000598E678 loc_SIBEETE i CODE XREF: sub 59BE308+3541]
oder load] ’: ‘text:000000000598E678 BL § obc release_D524A50
eload) ! . '
aster load] e
ad] >
L] 5 C | end
inager load] - text:00000000059 BL c_release_D524A64
text:000000000598E658 BL c_release_D524A50
sl P et i S e
lanager load] toxt :000000000538E6AS :
rad] : CODE XREF: sub 598E308+428815
F®  text:000000000598E6A4 BL wp_objc. release_D524A4
ger load] T text:000000000598E6AB LDR X24, [8P,#0x260+var_ 1cs]
text:000000000598ESAC
' loc_ CODE XREF: sub 59BE30B+244tj
text:000000000598E6AC ADD xzz, x2z) #1
er load] text:000000000598E6B0 [ x22, X20
...... text:00000000059BE6B4 B.CC lm‘sg“g!zsnm i
text :000000000538E6BE ADD x2,75P, #0x ar.
APIManager load] ‘et 1000000000598EBC ADD X3, SP, =u«zsu+~ur 128
text:000000000598E6CD LDR xu, 5P, #0x260+var_1EQ
sgister load] :mt:uuuuuuuuusussu LDR Esr.. 260scou } ingWi 3 1
_text:000000000598E6CE BL can _objc_msgSend_D5249B8
text:000000000598E6CC MOV X20, X0
fleload] 000 caaa.l® text:000000000598E6D0 CBHZ X0, loc_S9BE494
text:00000000059BEEDA i
) 1+
agerForFile load] Cext1000000000598ED  ~ LDR X0, [sr.iu;g?gfafug?b HEERaaian]
text:000000000598EEDE BL 1
agerForimage load] mt:wwuwnussussnc BL =p. j?‘:;:;‘; ) Jm.
text:000000000598ESED ADRP xa. “#madelw ctionary s FAGE
e sigladl SCH = B 1 RIS e e et
. #0x.
agerForString load] tut:nnnnnnnnnss s MOV X i
—_text 100000000053 8E6FD LDR X3, [SP,#0x260+var 240
agerForStyle load] ext1000000000598E6F4 BL . [j _msgSend m
text HOV
_mt:uowuwnusuussw B loc 598ESA4
d] —_text: 00 ;
—ﬂ: : 3 loc_598ET700 CODE XREF: sub 59BE30R+FCTY
load] PR it 7 T LDR x28, [sr,iuxzsuwu'u.:u
i —_text: 704 cBE X26, loc_59BESEL
|_text: 708 ADRP X8, #_NSLocalizedDescriptionKey ptr@P)
__text: c LOR X8, [X8,# Wnlinmu:ipuonm_pulmm]
__text: 10 LDR X8, [%8]
v v Uol
REBEK:
IDASC4R -> XcodeL 4R
,—‘ 3 o
BORT M TUATELERY, SCERINERIRE 3L
tbun:
e 688
e 68C
e 690
o 48 s o m
BIe] 13k % ElIXcode s R AR B E :
Aweme ) () Thread 21) [ 0 __lidb_unnamed_symbol1879$35AwemeCore
Q Find ~ 688 amatches @) -+ Aa  Contains ¢ |
218 Bx108d2ab68 <+864>: mov x2, x28 |
2719 Bx108d2ab6c <+868>: bl 8x1le8bfeec i —__11db_unnamed_symbol1189168%$AwemeCore
220 Bx188d2a67@ <+872>: bl Bx1108c8988 i ___11db_unnamed_symbol1189837%$AwemeCore
pedl Bx188d2ab674 <+876>: mov ®25, x@
222 Bx108d2ab678 <+888>: bl Bx1108cBake i ___11db_unnamed_symbol1189889%%AwemeCore
223 Bx188d2ab67c <+8B8B4>: mov x28, x25
224 Bx188d2a688 <+888>: 1ldr x8, [sp, #8x508] .
225 aneadzaaa <+892>: ldr x1, [sp, #8x68] b
226 Bx108d24688 | <+896>: mov x2, x28
227 @x108d2468¢c |<+908>: mov x3, x21
228 Bx108d2a6 <+9@4>: bl @x11e8bfeec i ___11ldb_unnamed_symbol1189168$$AwemeCore
229 Px108d2aé94 <+988>: bl Bx1188cPabs 7 ___11db_unnamed_symbol1189894$$AwemeCore
230 Bx188d2a698 <+912>: bl Bx1188cBa5B : ___lldb_unnamed_symbol1189889%%AwemeCore
byl Bx188d2aé9c <+916>: ldr %25, [sp, #8x58]
232 Bx188dZabad <+928>: mov ®23, x26
233 Px108d2abasd <+924>: bl Bx1188cPadc 7 ___11db_unnamed_symbol1189888%$$AwemeCore
234 axlaad?aéas <+928>: ldr 124, [5p, #a:va}
-» |]D sk i. B > B <« .Meme)m Thread 21 ) [ 0 __lidb_unnamed_symbol1879$$AwemeCore 3 characters (o
MR R ISR :
0x108d2a67¢ 584 1 mov x28, x25
0x108d2a680 888 : ldr X0, ; HOX50

52



i ldr x1, , #
i mov X2, x28
i mev x3, x21
; ___1ldb_unnamed_symbol1189160$$AwemeCore

HBRRET.

ARG ERSE, Bl REHE:

o IDAH
o JL#mAS
o RS
e XcodeH
o L4mMAS

MBEESNEMET .
- ETIREREMABME, HEIRREEDEE.,

crifan.org, {EFE24.0E[R(CC BY 4.0)11% /&% all right reserved, powered by Gitbook&/ZE#: 2024-10-03 10:26:57


https://creativecommons.org/licenses/by/4.0/deed.zh

TS
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o [%3E] iOSFmEILMSF: IDA ProffR/MG: ARMIBETREELCCHRABITRXR
o [iOSiEm\ME] IDAERLE: ACIBHREEIRT ALREE XERESEABHREBRSHER
o [EIHE] IDAERLE: RFFHAEELHEHR
o Failures and troubleshooting (hex-rays.com)
o [EIE] IDAERLE: WEERCRENHRIBAIZE
o [iCE] IDAFERLVE: objc_msgSendiktR R ENE dn R,
o [iEX] IDAERLE: HHBRBEGRIXERINME
o [iEX] IDAERLE: BHABHNEENE
o [EfRR] IDAERNG: (hAIEFUEHEIX M AIDACHIE
o [EfRR] IDARLECHRABEHBAIEHRE
o [E3IF] IDAERLME: B RFESNER
o [ZI2] IDAERNG: F5HRES

REDEEEX:

o [EfRR] IDAFxspHIxbpEfts BB U ELIMBIE
o [Z3E] IDAERNS: IDARIBEBIICHIES RICE BEXR EE

IDAFR, SZIFM Cmtms , 1R s REERE rez BRI B > RIBEAXBNAE, AXgESZLERIDEENAE

ene IDA - Moclube_F 164 [Moduls_ ) (_roan, = 17.08.2_d Fr rh 164
2 ey oy T G B S b o B O TS S Py s Xk DO N 8 & M
EEEsSETEess—s s EEmEmEE (1 11 1N 1 L s e e L
Libeary function [l Regular function il mstruction | Data [ Ubespiored | Extermal symibol Pseudocode
7] Functions window S-X-) o oaviewa o0 OT Hucvew1  ©OF mpots  @F Ewpors 00 Sings window o smewes 05
i veair, el Weah Wl game
71 -I¥ =Rl NOR_record_t
T [¥ =2 S88BIBSERHTIEIDAFCHY
7 -[¥TcompanionadsectioaCentrollerProvider cxx_destruct] =k _RunaLocale
71 <[ ¥TAdBreakRendererFetcher init] = 4 $FDICIDE2INIEDOCART!
7 s __darwin_size_t
7 [ =l __darwin_rune_t
7| AdBreakRequestResangseCalbiack_TCIESC mr __darwin_wchar_t
7] AdBireakRequestEmorCallback_7C3F04 e __darwin_ct_nune_t
7 - N— D i3z e
7] subs_rc4204 IDA {H{£53 T _unskange
7] sub_rcasse En SFIDAAATEINBIATOCCAZ
7| -[¥TadBreskRendsrerFetcher cxx_dsstruct] o 12 _RuneEntry
7] -[¥TAdCuspoimtEventCantes init] = SOATEGAESOSSFBO0LEEA
7] 4 i _RuneCharCiass
7 -[vm = 15 $0CODISEABA163B620AE
7 (v LomplaphdeCl Lantistas’y wy vy vLE)Y = % nG_agdr
71 [vm =R InB_cr:: 533043492670
7 <[vm = 8 —ngB,_t
71 <[ YTASCuspointEventCanter cxx_dastruct] = —ink16_t
T «[r = 20 ASH_ITEM
¥ =E ASM_ITEM 52
7] sub_TC4D44 =22 ASMI1_TEMPLATE
7 e ASH1_TEMPLATE st
7 -] T4 ASMI_ITEM_EXP
7 T __CFSitring
7l npl cxx_destruct] ekl uint32_t
7 wl T uintea_t
71 -[¥ wpl =ikl wm_prot_t
7] sub_7C5180 = sect i
7] v wl =kl dlib_command
7 4r Wl = a2 it
7 -[¥TB: e i T ey
7] -{vTe » T3 dpld_inks_comenand
T - ¥ TRalowPlaveeimearsivnBandarina APlImal cxe dastrict] = 35 symtab_comemed
DOTCABEC -[¥TE 1:1 (PC4B6C) TI6  caymbsk_command
Line 41730 of 376241 =P i comenand
0@@ @38  unat
T3 source_version_command
T AL linkedn_data_comemand
a rpatin_command

az __NSOBject
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IDARZRIFHAY o181 :

o MERE: RIBLEEFNAIBNIZE
o BERZEIMNFRMNINEES ST
o ttan

m EMHH: rename

n TEFRER: change type
EIR DS
Sk e E ]
n EX

RS, A, IFRZINEE:

e Rename

e Settype

e Set number representation

e Edit indented comment

e Edit block comment

e Hide/unhide statements

e Split/unsplit expression

e Force call type

e Set call type

e Add/del variadic arguments

e Del function argument

e Add/delete function return type
e Jump to cross reference

e Jump to cross reference globally
e Generate HTML file

e Mark/unmark as decompiled

e Copy to assembly

e Show/hide casts

MIREZRITTREE, (A1) SEREFIMNRE=ThEE=1EL:

o FHETE

o Reset pointer type

o Convert to struct *

o Create new struct type
o Map to another variable
o Unmap variable(s)

o Force new variable

B &{&union

o Select union field
#BSE: BiES. PES. BiES
o Jump to paired paren

o XK

o CopylR#EgE: Ctrl+C
CRIAR KT

o Collapse/uncollapse item

BRRTIFE:

Interactive operation (hex-rays.com)

SHEEHAE
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IDAF, —AgRR, HBEHEHNETREN: REFBEER RN,
EREM, BESHEEMHAE, thEATINN.,
IR

o [KfER] BIEMLSEIDAKYouTubefIModule Frameworkf9£ 88 5 4RASIRAS 1A
o [Ef#R] IDAFRAidat64fIBatch ModeZiX 4R 1% St YouTubefJModule_Framework 2 BB

e hE%miE Mark/unmark as decompiled

This command marks the current function as decompiled. It is a convenient way to track decompiled functions. Feel free to
use it any way you want. Marking a function as decompiled will change its background color to the value specified by the
MARK_BGCOLOR parameter in the configuration file. The background color will be used in the pseudocode window, in the
disassembly listing, and in the function list.

2 Z;C% Copy to assembly

This command copies the pseudocode text to the disassembly window. It is available from the popup right-click menu.
Please note that only "meaningful” lines are copied. Lines containing curly braces, else/do keywords will be omitted. The
copied text is represented as anterior comments in the disassembly. Feel free edit them the way you want. The copied text
is static and will not change if the pseudocode text changes.
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BRI £ E

o [EIE] iOSHHEE/OVE: IDARRLATIRAZ AT R EHR BB
o [%12] iOS#MOMSZIDAER/ME: BEERHHIARRIATE 75 B E B R FIxR
o [%12] iOS#M/OMS ZIDAER/ME: AfEliRiEH R B IE AR EAIHR R AT R R E
o [%12] IDAERMME: RXEIAMIIRARER
o [EfZR] HAREIZHookt®N: JEAZEImethod_getimplementationfith 75

IDAFRRIEST A E, MTREBERANXR, WERIFNZ.

iOSEEHAE, FEPRE, BEBE—TERE, REMPLHSERRTSESE, MRLEBRXAEXRNAST. IDALES
HOEBIRYF .

BRI ESE A
o ZRRZEHI
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IDA - €.i64 ( ) 1L ifan/dev/D t/ | B /v18.9.0/Payload)) ore. e.i64
’@ﬁ%&l vy # ) X b [@ [ Nodebugger ] g g
I _I I_I__

| Regular function [l Instruction Data [I] Unexplored External symbol
teo o[ P 8 oF A @[ Structures @

1a symbol ptr: class isMetaClass ptrto

TEnums @ F: Imports @ (FE

4CAD IMPORT _
SKAU class uplnumchodm!
Placeholder load] - :1?3 bl aaTA X 1a symbol ptr: class replaceMethod ptrio
Al __imp__class_respondsToSelector
ayerViewManager load] 64CAB XREF: class (ulwndlnﬁslsccor+ﬂ
: - 64CA8 . 1a 8 = 56 respondsToselector ptrta
rtionManager load] ::g:g IMPORT __imp__imp_impleme: Block Jusetattonuisatackvar
imp isplementationf ac
Decoder load] N i —— Ta symbol ptr: imp implementationWithBlock ptrro
: B _imp_&
sdule load] i 012664CB8 iop umwblockwr
9 3 2664CBB DAT symbol : imp removeBlock ptrto
adcaster load] . 2664cC0 INPORT _imp_ivar_gotNaze
012664CCO CO lvur q!(Nm*EY]
r |nad] e g:ggg ] z neh ptr: ivar getName ptrto
__imp_ivar_getothset
tManager load] o ) CODE XNEFi ivar getofteet+sti
f \TA XREF: A : ivar getOffset ptrio
vManager load] = §:§E8 IMPORT __ imp_ ivar qccwpovncodm mmd i
imur. ncoding+8t
swManager load] ha e . 8y £1 ivar getTypeEncoding pteto
2 _imp_
ar'oad] UNDE! DDDDDDDD!;:::::S m(hod cwyllq’umn!'ﬁ'?ﬂa
2 A £i1 method copyArqumsatType pLrto
o 2664CED IMPORT __ imp_ method, cspym;»um—ypc
anager load] UNDEF : 00000000126 64CED CODE XREP:  method copyReturnypetary
1] . CEO symbol ptri method copyReturnType pErto
UNDEF : 2664CE8 IMPORT _ imp_ methed, rxchungcrsplr:cnvlrsuml
UNDEF:0000000012664CEB exchlﬂgelﬁplemﬁﬂt‘tloﬂl?ﬁfj
nager load] o+ DEE 1000000001 664CD method exchangelmplementations ptrio
F d DEF : 64CFO IMPORT
.iﬂnAp.Min.‘Ql’ |ﬂ.d] thr:nnnnnnnmz 64CFO - w J 1 d e
\BRegister load] , UNDEF:0000000012664CFD lump to operan
r UNDEF : 2664CFB IMPORT P . =
UNDEF £ 000000001 2664CF8 (5] Jump in a new window =
UNDEF : 664 ry : +
sundle load) ¥® UNDEr . 0000000012664500 MPoRT _isp_smethod gemmremgm & Jump in a new hex window
UNDEF : 0000000012664D00 e d X
AanagerForFile load] UKDEF : 0000000012664D00 ump to xref to operand...
*®  UNDEF:0000000012664D08 IMPORT _ List cross references to. AX
AanagerForimage load] UNDEF 1000000001 2664008
orKeyValue load] *®  UNDEF:0000000012664D10 IMPORT __: (%] Enter comment.
UNDEF:0000000012664D10 T hi
AanagerForString load] o [ LR L — (] Enter repeatable comment... 5
UNDEF:0000000012664D18 e .
AanagerForStyle load] i R o Array... Numpad
#® UNDEF:0000000012664D20 MPoRT
1 nbEr | 500000001 664b20 ~ oif Data 0
UKDEF : 0000000012664D20
tload] L—be iuber:oasaani secene — X Undefine u
UNDEF : 0000000012664D28 ize wi
bel load] I L e Synchronize with >
1o “—*® imnEF:0000000012664D30 HpoRT ¥ Add breakpoint F2
- UNDEF: 0000000012664D30 -
I UNDEF : 0000000012664D30 TA XREF:
#®  UNDEF:0000000012664D38 IMPORT _ imp_objc_sllocateClassPair  Copy address to command line
UNKNOWN 0000000012664CF0: UNDEF:__imp__method_getimplementati L
refs graph to...
= v Xrefs graph from...
pe _int6d _fastcall jmp_objc_release sscux«( avunn:, Font.
pe inté4 Jmp_objc_magSend x20tox1_63C o
pe _intéd zubcuﬁ jmp_objc_release sc.uz 54 cmm:
M pe _intés _ fastcall jmp objc_release GICDEGA( qmn:.
'YX ) WinGraph32 - Xrefs to J
S e aQaH % 4 oS B N
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) WinGraph32 - Xrefs to
9@ QW+ PO @OT B X

sub_EAQ0SCOB sub_BFS176C sub_BFS23D4 sub_BFBOBOC sub_DBZ677C sub_D1EASCO

sub_BF827D4

sgzga:ﬁwzi'\s}dethud_wiLh_, aV32081624_11, \; "aweNavDelegateSwizzleMethod :with:" ... sub_10DBAB74

sub_BFBFBFC

cub_arez504 [l sub_BrAs31c [llsub_roazrac [EEE

+[UIViewController aweNavDelegateSwizzleMethod :with:] sub_10DBABED sub_BFSOFDC sub_F9A304C

sub_Fsastes [JfJf

_nethod_getInplenentation

nethod_getInplementation_ptr: DCQ __inp__nethod_getImplenentation

M 96.77% (-2714,-213) 86 nodes, 128 edge segments, 4 crossings d

Xrefs to=TaMpLEtr753| FIZ) T L 2K
RS HENKESINFANE

IDAR X EEARgraph, ®iT idass Bquit, BEIRIZE: qwingraph

ida64 File View Zoom Move Help

@ About qwingraph WinGraph32 - Xrefs to

Services > ‘P & 0 [ N

ants:usingBlock:]

[UIViewContraller perf_markAutoTTI:]

Hide qwingraph
Hide Others

sub_EAQOEB14

sub_EA10154

sub_EFADLS0

sub_BF92504

M quingraph , ESEE—NMaEHE, EERIOLTEGE
AT M



Download center (hex-rays.com)
A

e Qwingraph v1.10
o Source code the Wingraph we use and modified (GPL)
m https://hex-rays.com/products/ida/support/freefiles/qwingraph_src.zip

M winGraph3sz ANEH) %7 EEE:

winGraph32

Copyright ¢ Hex-Rays
Version

This program is based on VCG library written by Georg Sander and Iris Lemke
WinGraph32 is released under GPL GNU General Public Liecense

https://www.hex-rays.com

® ida64 File View Zoom Move Help
WinGraph32 - Xrefs to

= Services > u ®
de quingraph %1 | WinGraph32 perf_markAutoTrl:)
Hide Others oy Copyright (c) 2015 Hex-Rays
] Version 1.10
%0 0 This program is based on VCG library written by
ﬂ Georg Sander and Iris Lemke

WinGraph32 is released under GPL
(GNU General Public License)

https:{jwww.hex-rays.com
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N
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LR EX

TODO:

o FBStructureZEMMAEN + EXE/E, IS AEIEIEES

o

[Ef2R] IDAFIN{E45Local TypesHistruct MLServerABRLoader/il_E #k A\ AstructZE ¥R E X
o [EIZ] iOSHEINMG: IDAFERANVG: BRE=H£ESet Ivar Type/GIDAT] A B o SR B I FER
o [%12] IDAFEROG: EWEDFERIERNT, SBHRABPENBELER FTEFMESEMERTEN

IDAH, IHEEMRIREX, BIEMFNEAE YR (EEBMOTERNNEMREN) , MMELKCHRABNMA
KRB, BmETHENEENRHMER, RESE.

LEZROSRREMREN, EESREIMAE:

® Structures

o

® Local Types



BXHME B EXNERE, BREERNEMENTREXS, REXFHIIIEE.
o BIRLEHK
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FiiE

IDAtREER DT, THBIPEMLEFS, BE—TBRRNE strings , HOTHAR.

‘ene 1DA - Module,

164 (Module,

Sy Py % S S e A DD R

Library function [l Regular function [l instruction [ Data I

_ree

d & & Fe# z X b @D O Nodebugger

17.08.2, dfPayload

8w @

[7] Functions window XX -]

Function name
[ v ¢
[ 1y c
71 ¥ € faystemiLibrary]
¥il C  fusfibfibSystem.B.dyib
i € [Sysenl Py
C© [SystemlL
C [SystemL
] € [Sysemi
€ [oystemiLi
y € foysm
ay e 00000035 c [SystemL
] 16 00000031 € [SystemiLibraryfFrameworks/UIKit framework/UIKit
7] -[¥TAdsControlFlowstanagerimplMslper cxx_destruct] HEADER-0000000000001B0 0000003F € [SystemyLi "
(7] [ ¥TAdElementsCallAPIImpI init] ) c [SystemjLibrany
= HEADER:0000000000001260 0000003F € [SystemiLi
] c [SystemiL
[5 HEADER-0000000000001310 00000041 € [SystemfLi
@ v [5 HEADER-0000000000001370 00000037 € [SystemfLi
7 v T HEADER-00000000000013C0 000DOO3F € [SystemfLibrany
7] -[¥TAdElementsCallAPIimal setListener:] 7 HEADER-D000000000001418 00000037 € [fSystemiLl
71 -[¥TAdElementsCellAPIImpl cxx_destruct] ] [SystemiL
7 4y [ [SystemL
71 +[¥m 1 c ISystemiL
FaEs 00000041 € [fSystem
@ - € [oystemiLi s
v HEADER: 35 c I5ystemiL
7 sen_destroet] C [SystemiL
(7] -[¥TAdBreakRendsrerFatcher init] HEADER-00000000000016E8 0000003F  ©  [Systeml
@ 1 740 € [SystemiLi
T 788 00000031 € [SystemfLibraryfFrameworks/GLKit framework/GLKR
[7] AdBreakRequestiesonpseCaliback_7C3ERC c [SystemL lavaScriptCare
(7] AdBreakRequestErrorCaliback_7C3F04 HEADER-0000000000001848 00000037 c [SystemjL OpenGLES. ES
(7] 4¥m E 00000031  ©  [SystemyLibraryfFrameworks/Matal. framework/Metsl
(7] sub_7Caz84 [} C [SystemL
7] sub 7CA368 i) c [System/Library
= HEADER-DIOOOO0000001SE 00000037 c [vstemiLl
Line 41715 of 376241 Line 1 of 384793
T Output window
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&€ idasa

File Edit Jump Search View Debugger Options Windo

@ o IDA - Module_Framework.i64 (Module_Framework) [Usei
& ey @yl By BB @A Q@ [E QDO W

Library function . Regular function | Instruction Data Unexplored
|7 Functions window 00
Function name Segment
7| -[GPBBoolArray yt_array] —text
7] -[GPBBoolArray yt_addNumber:] __text
¥d +[GPBEnumArray arrayWithCapacity:] —text
] +[GPBEnumArray yt_arrayWithArray:] __text
7] -[GPBEnumArray yt_numberAtindex:] __text
/] -[GPBEnumArray yt_array] __text
-[GPBEnumArray yt_addNumber:] —text
7| +[GPBUInt32UInt32Dictionary yt_dictionaryWithDictionary:] —text
7] -[GPBUINt32UInt32Dictionary yt_dictionary] —text
7| -[GPBUINt32VUInt32Dictionary yt_enumerateKeysAndValuesUsingBl... __text
f] sub_1B33B80 __text
7] -[GPBUINnt32UInt32Dictionary yt_setValue:forKey:] —text
/] +[GPBUINnt32Int32Dictionary yt_dictionaryWithDictionary:] —text
7] -[GPBUINt32Int32Dictionary yt_dictionary] __text
| -[GPBUINt32Int32Dictionary yt_enumerateKeysAndValuesUsingBlo... __text
7] sub_1B33EFC __text
7| -[GPBUINt32Int32Dictionary yt_setValue:forKey:] —text
7] +[GPBUINt32UInt64Dictionary yt_dictionaryWithDictionary:] —text
7| -[GPBUINt32VUInt64Dictionary yt_dictionary] —text
7] -[GPBUINt32UInt64Dictionary yt_enumerateKeysAndValuesUsingBl... __text
7] sub_1B3427C __text
7] -[GPBUINt32VInt64Dictionary yt_setValue:forKey:] —text
¥d +[GPBUInt32Int64Dictionary yt_dictionaryWithDictionary:] —text
7] -[GPBUINt32Int64Dictionary yt_dictionary] —text
¥d -[GPBUInt32Int64Dictionary yt_enumerateKeysAndValuesUsingBlo... __text
'f] sub_1B345FC __text
7] -[GPBUINnt32Int64Dictionary yt_setValue:forKey:] —text
| +[GPBUInt32BoolDictionary yt_dictionaryWithDictionary:] —text
7| -[GPBUINnt32BoolDictionary yt_dictionary] —text
¥d -[GPBUInt32BoolDictionary yt_enumerateKeysAndValuesUsingBloc... __text
7] sub_1B3497C __text
¥d -[GPBUInt32BoolDictionary yt_setValue:forKey:] —text
7] +[GPBUINt32FloatDictionary yt_dictionaryWithDictionary:] __text
[7] -[GPBUInt32FloatDictionary yt_dictionary] —text
71 -[GPBUINt32FloatDictionarv vt enumerateKevsAndValuesUsinaBlo... text

Line 159826 of 376241
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71 -[YTAdEIementsCellAPIimpl init] | 0000000.. [DefautiRuneLocale asefiibSystem. B dyf _RunaCharClass
? | ¥TAdElemarsCellAPlimpl didLondRendarar:| : 0000000 __NSConcrateGiabalBiock srRALSystem. B dyid SDCHCISHIBIIGIRS20AE
7] -[YTAGElamantsCalAPImE didOispossRanderse:] ] 0000000... _NSEsncanteStackBlock AasRfRESystem Byl inf_addr
7 sub_rcaaro A 0000000... _bet_overflow A AESystem B dyit in6_acki 4330434920707
7 i) onooowe.. —stack_chk_guard Asefib/ibSysiom. B dyit
A4y 1) 0000000... —stdenp fasrfiibSystam B dyit
7] <[ YTASEIomamaColl APIImp st istenar: | B} o000000.. —stding MSIRRESYS1am. B Ay
7] -[YTAGElsmentsCollAPImBE cxx_ssstruet] ] 0000000.. —_stdoutp Ao bSystom B dyil
2000000 __dispateh_data_sastnuctor_fron s/ ystom. Byl
] ac00000.. _dspatch_data_smety sk ystom B.dyit
| 6000000 __dspatch_main_q fseibfibSystom B.dyits
L ) 0000000.. __dspaten_queue_attr_concurrent i nSystem B dyie
]} a0ooo00.. __dspatch_source_type_data_sdd AarfibSyetam B dyits
) aoa000.. source_type
) 0000600 —dispatch_source_type_s fusrfibfibSystem B dyib
) 0000000 —dispatch_source_type_timer fusrfibibSystem B dyio
T Al 0000000.. _dispatch_source_type_vnode Pasrfi i Systam, B dyit
7] ABreakRequestAesanpseCalack_7CIESC A acaco0n.. spateh_source_type_wrile el System. B dyit
7] AdBreakRequestmorCatback_7C3604 —oijog. detault A ESysten B dyit
—ok_Jog_disal fasribfibSystem B dyit
— __tiv_boatstrap. asribibSystem B dyit
1 Abon AR ASystam B dyis
Teiesa AsNBABSVEIRM. B avid
uinta_t
‘Source_version_command
inkecin_gata,_ccmenand
[T —— raath_sommand
Ty ey v A PR e
Pynces
u idle  Down Disic 17868,
e Export=%
wEn T =1 S ;k&
o HEI_#H, SHTMLLRE
= —
n HAIR (EEEIB SEFNSBIN_HFIFE) ER
.
o Zf
soe IDA - Moclube_Framework. 184 (Module_Framework) U - 17.08.2_ T e
e B0 7 B D0, TR, 0 110 T A Q9 D& of & & Fvd i X b D O Noveougow 8 @& |
He v wm B
Library function [ll Regular function [l nstruction Data [ £ atescal symbol
(7] Functions window LY-¥-] @00 DA View-A 7 Hox View-1 of eports. e@ Exports
™ Ascrmsn =
| DLO0OIDOCOLOBSFQ NDR_recond_t
- 8 $8S89RSE0TIEIDAFCI
&= 00000000036ASCFD _RunaLocals
i 90000000C000B0EE SFOBCIDS2INIEDOCAAZ!
— i st —darwin_size_t
| yeetube cansts) __darwin,_rune_t
] (] youtubec *bach) 000DOACD03TECEDS —darwin_wchar_t
o= Q000OA0ICITEDERE _darwin_ct_rune_t
X ~bacl) Q0000A00ATEDERS _uint32_t
B DOODBOCIOBTEOERR _Runes
o) constk) 900000000A7ECERS SFA0BATFAAREETE0CAE
Q000000003 TECFIC —RuneEntry
iHalper .cxx_destruct] yous 9000600037600 SOAPERALSOSSFOODAEEA
] your GLO0OO0ACITECFDA _RuneCharClass
7 - ¥TAdElementsCellAPlimpl didLoadRendarer:| | youtubecelements::DataSourceConfig-Clear (void) DOODOI0A0STEDFF4 mmsmnnmsammi
7 - YTAdElemensCell APImpl didDispossRenderer:] B ! bl DEO0O00DCITEINIO
7] sub_7C32F0 QRO0OU0I0ITEIZCE u_mn.u:wum?w
7 Bl 9000000037E1284 —sintf_t
P ACO0OA0I0ITEIZEE —nE16_t
7] <[ YTAdElementsCollAPlimpl setlistener:] & d 000D000036BE234 ASN_ITEM
7 <[ ¥TAdElementsCell APtImpl _exx_destruet] ¥ *t 000000DOC7EABER ASN_ITEM_st
7 oD ] L] 0000000UCITFACSY ASN1_TEMPLATE
fraffty ] youtubec-eiemmnt: Flexirap_tsvalidOnt)
fraf ] youtube “sacl)
= &
i *bool)

7] AdBreakRonuestiesanpseCaleck 7CIERC
7| AdBreakRequestErotaiback_TC3F04

“mire Lifarmaen.

LLLLUMLLLLLLLL L L L L

T
L iateraad-cn, prressa-asmtusior

AP Tei CTASprL Iy R sem

T
Eban, TEOSE AR
=3

A S AR

AR, FAIMIRIE, SEMNSE, #HE—ERXER
5,

FRTAEH, =i

_\.4._\

B 1t

A2

=

SSANT,

ERTHMMCNN—ERSRE.
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FT#6T

IDAEZFFHT4h T =18 ERFE R B 3 32 14
THEHFEHANA:
IDART patch=FT#h T =(E2X — ] A9PRR:

o BIMREPIEZRIERNE
o i RABAEMBARTET, BEEHMAT, BITHTHME, FINMREEESTERNAT, TEENEEINAST

® IDA -> Edit -> Patch program -> Change byte

o

e TR Patch Bytes JHAE

o
o ABEEXIMAEIE
o Zf
B Ox378E7C
s M Oorigin value -
= 21008052 2C D8 06 94 80 02 40 F9 21 60 80 52
n E AES-RARAFBEERATFT, BERRNGERB16TFTIREE, LN G127
FPREIE, TERERZENR
m {E24 Values J9:
= 010080 522C D8 06 94 80 02 40 F9 21 60 80 52
n B0 EE—PFTHHY oxen B9 exe1 , BIF]
o MKOK, EIEEX



o RBRILHBR7ET FIRBETHESF) :

o

IDA -> Edit -> Patch program

-> Apply patches to input file -> 0K

@ ida64 File Edit Jump Search View Debugger Lumina Options Windows Help I ¥ [ N4 @y 7T
"eo e I Copy .50) /U T soLibs/li $0.i64
P HE e Bef""sel:“‘m“ ; LIEL ‘E Q@ uh <*. # m X  p @ O Nodebugger 8 % |
- Select al

; | seectivercrier o~ || | I

Undo Change byte... ®Z

Library functio N stion || Data Unexplored External symbol [l Lumina function
[7] Functions IDA View X [@  Hex View-1 X Structures x H Enums X Imports B3
Export data .text:0000000000378E6C 2B D8 06 94 BL SSL_CTX_set_reverify_on_resume
Function name . text:0000000000378E70 80 02 40 F9 LDR Xo,” [x20]
imp_SSL_CTX .text:0000000000378E74 1F 20 03 D5 NOP
% _!mp_ssf | o Code "text:0000000000378E78 02 BA FF 10 ADR X2, sub_378588
/| —imp_SSL_aler o Data .text:0000000000378E7C 01 00 80 52 MoV w1, #0
[7] —imp_sSL_set1 = . text:0000000000378E80 2C D8 06 94 BL SSL_CTX_set_custom_verify
[F] _imp_ssL_cTx (& Struct var... .text:0000000000378E84 80 02 40 F9 LDR xe,” [x20]
: & stri 5 . text:0000000000378E88 21 60 80 52 MoV W1, #0x301
[7] —imp_SSL_get. ¥ Strings "text:0000000000378E8C 2F D8 06 94 BL S5L_CTX_set_session_cache_mode
[F] —imp_SSL_set_ & Array... . text:0000000000378E90 80 02 40 F9 LDR Xo,” [x20]
[7] _imp_SSL_set. 3¢ yndefine .text:0000000000378E94 1F 20 03 D5 NOP
[7] _imp_SSL_get, .text:0000000000378E98 81 12 00 10 ADR X1, sub_3790E8
B Zimo_ssL_ear [E4] Rename . text:0000000000378E9C 31 D8 06 94 BL SSL_CTX_sess_set_new_cb
—imp_SSL._¢ .text:0000000000378EA0 80 02 40 F9 LDR xo,” [x20]
[7] —imp_SSL_pro¢ g type " . text:0000000000378EA4 01 C2 81 52 MoV W1, #xE10
[F] _imp_SSL_rese .text:0000000000378EA8 34 D8 06 94 BL SSL_CTX_set_timeout
[7 Zimp_SSL_proy Comments > . text:0000000000378EAC 80 02 40 F9 LDR X0, [x20]
e o 3 o 5 . text:0000000000378EB0 21 00 80 52 MoV W1, #1
[7] _imp_SSL_is_s Segments . text:0000000000378EB4 37 D8 06 94 BL SSL_CTX_set_grease_enabled
[F] _imp_ERR_prin  Structs > .text:0000000000378EB8 95 02 40 F9 LDR X21, [x20]
i i ’ . text:0000000000378EBC 85 4A FE 97 BL sub_30B8D0
%—!mp-ggt-qu'tc Functions > +a0+.00AAAAANNTRECS 1 03 0O AA Wov X1, %0
—Imp_SSL_get. 15 AA MoV X, X21
= Patch program > Change byte... ’
[F] _imp_EVP_get_ e 9 06 94 BL SSL_CTX_set@_buffer_pool
Efimp,SSL,ClPl Other > Change word... 40 F9 LDR Xo, 20]
; . 03 D5 NOP
@_l.mp_SSL_CIP) Plugins >  Assemble... ke i X1, sub_3792C0
% \:‘ Patched bytes 06 94 BL SSL_CTX_set_msg_callback
Z [ Apply patches to nput fie..____JilM i Atb_ssea7
: Apply patches to input fil 00 94 BL sub_30F874
= "1 .text:0000000000378EE4 E0 03 13 AA MoV X0, X19

Start EA

Apply patches to input file

LOAD:0000000000000000

End EA

Input file

Create backup
Restore original bytes

= E:

» MRFBEITINED, WDE:

0:0000000000558398

Help

Cancel

Create backup

Phone/ParameterVerify/soLibs/libsscronet/staticAnalysis/IDA/libsscronet.so



° 1DA - i i64 (ii 0) i x i oLibs/li i i i 0.i64
Hie o &Ha & ) A @ g @ F #w X p @ O  Nodebugger 0 %@
< >
N N I A (| I
Library function Ml Regular function Ml Instruction Data Unexplored External symbol [l Lumina function k|
[7] Functions © o o CHEENYY X [@  HexView-1 x @ Structures x @ Enums X &3 Imports x @ Exports i
g 000000000378E6C 2B DB 06 94 BL SSL_CTX_set_reverify_on_resune

Function name 000000000378E70 80 02 40 F9 LDR X0, [x20]

i 000000000378E74 1F 20 03 D5 NOP
%* p’::t;: :‘jj;:“s'f”;"ell""d 000000000378E78 02 BA FF 10 ADR X2, sub_378588
=il Sl 000000000378E7C 01 00 80 52 MoV o
(7] _imp_SSL_set1_sigalgs_list 000000000378E80 2C D8 06 94 BL SSL_CTX_set_custom_verify
(7] _imp_SSL_CTX_set_session_psk_dhe_t 000000000378E84 80 02 40 F9 LDR X0, [x20]
7 imp_SSL_get_SSL_CTX 000000000378E88 21 60 80 52 MoV W1, #0x301
— 000000000378E8C 2F D8 06 94 BL SSL_CTX_set_session_cache_mode
(7] _imp_SSL_set_quic_use_legacy_codept 000000000378E90 80 02 40 F9 LDR X, [x20]
(7] _imp_SSL_set_quic_transport_params 000000000378E94 1F 20 03 DS NOP
A i Lext:0000000000378E98 81 12 00 10 ADR X1, sub_3790E8
000000000378E9C 31 D8 06 94 BL SSL_CTX_sess_set_new_cb
7] —imp_SSL_early_data_accepted aaeaooonaanAa 80 02 40 F9 LDR xo, [xzo]
Faji Y 00000378EA4 01 C2 81 52 MoV WL, #OXE
7 _i et 000000000370EAS 24 D3 06 a4 BL SSL_ C[TX iet timeout
: 5 000000000378EAC 80 02 40 F9 LOR X0, [X20.
@A —imp_SSL_provide_quic_data 000000000378EB0 21 00 80 52 [ 1, #1
(7] —imp_SSL_is_server 000000000378EB4 37 D8 06 94 BL SSL_CTX_set_grease_enabled
(7] _imp_ERR_print_errors_fp 000000000378EB8 95 02 40 F9 LR X21, [x20]
i i i 000000000378EBC 85 4A FE 97 BL sub_3088D0
%—"“"*::L"q“'C“mTX-:a'"ds"ake""gm‘ 000000000378ECO E1 03 00 AA MoV X1,7X0
7] _imp_SSL_get_early_data_reason 000000000378EC4 £ 03 15 AA MoV X0, X21
p_EVP_get_digestbynid 000000000378EC8 38 D8 06 94 BL SSL_CTX_set0_buffer_pool
p_SSL_CIPHER_get_prf_nid 000000000378ECC 80 02 40 F9 LDR X0, [x20]
p_SSL_CIPHER_get_id 000000000378ED0 1F 20 03 DS NOP
S Sk 000000000378ED4 61 1F 00 10 ADR X1, sub_3792C0
P_pow 000000000378ED8 3A D8 06 94 BL SSL_CTX_set_msg_callback (]
p_log 000000000378EDC 80 02 40 F9 LDR X0, [x20]
P_exp2 000000000378EE0 65 9A 00 94 BL sub_39F874
. 000000000378EE4 EQ 03 13 AA Hov ,
p_momepy, 000000000378EE8 F5 0B 40 F9 LDR X21, [SP,#0x20+var_10]
p__stack_chk_fail 000000000378EEC F4 4F 42 A9 Lop X20, X19, [SP,#0x20+var_so]
7] _imp_memmove 000000000378EF0 FD 78 C3 A8 LoP X29, X30, [SP+0x20+var_20],#0x30
[7] —imp_malloc_usable_size 000000000378EF4 BF 23 03 DS AUTIASP
=i = = 000000000378EF8 CO 03 SF D6 RET
000000000378EF8 i } // starts at 378DF4
__imp_android_fdsan_exchange_owner_ 000000000378EF8 ; End of function sub_378DF4
i i 000000000378EF8
% —:m"f“";d:;’ [ 000000000378EFC
SIS lnpZirestacdrs, t i SUBROUTINE
[ J . text:0000000000378EFC
Line 20932 of 20932 00378E7C 0000000000378E7C: sub_378DF4+88 (Synchronized with Hex View-1)
[] output ® 0600

Please check the Edit/Plugins menu for more information.

Python 3.11.3 (v3.11.3:f3909b8bc8, Apr 4 2023, 20:12:1@) [Clang 13.0.0 (clang-1300.0.29.30)]
IDAPython 64-bit v7.4.0 final (serial @) (c) The IDAPython Team <idapython@googlegroups.com>

Python

[} i\u: idle Down Disk: 54GB
m JE:
» RFE: KHESETlog:
m  Applied 1/1 patch(es)
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s

i

IDAESTHFEMAAINE, AN RXITE 2 EIRISTIINGE.

RS

o |IDAHHE
o Mk
n IDASZIFEREALE
o 1EF
s BEEHRBE, THYSEINGE

L]
n 53, EENIGEEABH DN
= $ZEIMach-OHJObjCHIRF Sk
o Bk
n XHFEZMES
m  Python
n ENR
. FHEZPREIN
n IDAREHERIZ: IDAPython
H  C++
o BRI
m Plugins | Hex-Rays Docs
s WA SHHHE == How to write your own plugin? | Hex-Rays Docs
m fAPython (FE: IDAPython) S
m How to create a plugin in IDAPython? | Hex-Rays Docs
» FAC++EHHMH
m How to write your own plugin? | Hex-Rays Docs
o EMEMEE
m Hex-Rays: Plugin repository

& G O hipsiplugins.hex-rays.com A M B 8l L 2 -

hex-rays / Plugins Q Search in the catalog
Plugin contest 2024 -Participate
me

BIOSQ 01t s an 04 1o pug st s a oty rviog L ht hs e - o
*
Shannon Baseband Loader
Exynos Modem / Shannon baseband firmwar loade fo IDA Pro 8.,
)
<
YaraForge
)
<K
Pixel Loader
A loader modle that help in properply cisassembling the Pixel phone b loade (Pxl § - 8,
)
K

= R

72


https://book.crifan.org/books/ida_plugin_script_idapython/website
https://docs.hex-rays.com/user-guide/plugins
https://docs.hex-rays.com/user-guide/plugins/how-to-write-your-own-plugin
https://docs.hex-rays.com/developer-guide/idapython/how-to-create-a-plugin
https://docs.hex-rays.com/developer-guide/c++-sdk/how-to-create-a-plugin
https://plugins.hex-rays.com/

BRESA:

e stealth
e findcrypt
e highlighter
e unispector
e keypatch

o BHlESE

n OSEIT LRI 2RI | LaOs
o {£FBKeypatchififfpatchfs:C4R mov xo, #0 && RET

= 18 IDA View-A x I8 Pseudocode-A x [8] Hex View-1 x Structures x 8 Enums

;7 bool _ cdecl -[UIDevice isJailbroken] (UIDevice *self, SEL)
__UIDevice_ isJailbroken_

mwnwnn

; Keypatch modified this from:

SUB SP, SP, #0x160
__text:00000001005ED6D8 ; Keypatch modified this from:

STP X28, X27, [SP,#0x100]

[se, # 1
. [SP,# ]
[SP,# 1
r [SP,# 1
r [SP,# 1
#

3 #_'stack_chk_guard_ptr!}L’.&Gh
u , [%X8,% _ stack chk guard ptr@PAGEOFF]

o Eidit:
» FkeypatchiEf, patchiT#hT, N (GCER) S

Hthih

o W _EBIAZEEBAYIDAKRMF
o onethawt/idaplugins-list: A list of IDA Plugins

crifan.org, {EFE24.0ER(CC BY 4.0)1Y &% all right reserved, powered by Gitbook&/GE#1: 2024-10-03 10:43:37
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IDATERILMS

TODO:

[ic&] IDA ProfBic &

[Ef#R] IDARView-ARRII{E A EREEHE TULRKE
[RfE#IR] IDARGENHRIBEEIRMASRREN

[5kf& 2] IDAERiIPhone R EYIOSHIapp

[EfgR] BCSMacHhiREIDAFF LI E

o [Ef@#] Mac Big SurfisfTida64.appiRis: MEENIERITFRNERER

o [Bf&R] Mac Big SurfiEEIE{TIDA Prof#iida.app

RERE R E

o [iE%] FARYouTubel EMIMFRIEXEE: sub_3B8318C

[ZF@F] BCSMact]Fida64#IX {12 RIDA ProEid A

[iOSiF@EME] IDAERME: HhRBHEBKRT ILRHE X FRESHHREBHREARSHER
[212] iOSHENME: IDA ProfERNVE: BRI BETFRREMCHRHIRBIRXR

[2318] IDAMERNE: BITLARESet ltem TypeZE(E IF RIS I ML BAIR EE2L R

[%:2] iOSHmNME: IDAERLEG: HMTEMNETEIXMI0EHIK N 1634 HIE B Blockiflagsthasfil
[Z32] i0S#mNMS: IDAFERANG: ST 8ETSet lvar Type/SIDAT M B BRI EM KRB 4 FER

[212] IDAERLE: tRiEselectorBkEEEIR K

Local Types £ 2EE X

o [Ef&R] IDAFII{EI4ALocal TypesHistruct MLServerABRLoaderfill_E #& A\ fstructZEH (R E X

[Ef#IR] IDAFRBHEEMEMIIRE YIRS Failed to save the new type Probably some of its symbols are already
used elsewhere

[Ef2)R] IDAFIEEELocal TypesFHAMDASHSampleBufferSourcefibool/ @M _pendingSeek/GiRi% & 20x4
[FoiEfRR] IDAZIREEAStructures R BV B 1 A offsetRISERTIHIEZ S Oops IDA has almost crashed
[Ef#)R] IDAFZEHAMDASHSampleBufferSourcef/E 4 AEMTHES: could not convert typeinfo failed to add null
invalid type name

[EfRR] IDAFStructuresZ5H{RE X PEN B E N ENBEMNREE

[E12] IDALE: BEXMNENEMREEEN BERNEREZERTE

[%12] IDAEROG: RNEDFTELEENT, SBHKBHENELER, FEFNEEEMEREN
[ZRfEER] TAZYouTubeiBig: *h2MLServerABRLoadertIFER B {RTEEXT M *x 2

[iE%] IDAFETEYouTubefICDStructhyt8 = LA TFERE X

[212] IDAERNG: BKEEEIDLIIRNRELIE

[212] IDAEROG: S RIEBRINER

[21E] IDAFERME: MBI S M ERAIR B AL NS R SR

[212] IDAEROE: ARBANET+ENSENXFLLLERNHETE—TER

[Ef#)R] IDAFRARIEE X std basic_string char_traits allocator append

[Z38] IDAERME: B LM StructureslIE O MER DA B LEES

[21F] IDAFEROE: RIFTERISITFRIAAREAFS

[Rf2IR] IDAERLE: ARBAMEESE

[Ef#IR] IDAFERLOVE: MEEBIREREERUE

[212] IDAERLE: RIFFHRIBBEouSHFREARESX

[EFfER] IDARRBENEEREXENRBEIEERMMER

[e]

[e]

[e]

[e]

[e]

[e]

[e]

[e]

ERIDAE R DAIEINEE, BRZ0G, BEAOT, #HEE,



SREME

o [E1F] IDAERNVE: IBELEMStructurestIE OMER DA ENLLES

KB

*(_pworD *) HIZ X

Vi (_DWORD (v7
Vit
C4REy:

MOV v7, DWORD PTR V7

&SRR

V7 is assigned with the value located at address v7+8sizeof(DWORD). For example, if v7 = Oxabcd0123 then v7 +
8sizeof(DWORD) = Oxabcd0143. Whatever is located at Oxabcd0143 will be assigned to v7.

PR EN %S

o Jumpikit
o [%1F] IDAERNVE: tRiEselectorBiiEZlR %
o [Z2I1E] IDAFERLE: HEIHEIIRNREMIE

o [E3E] IDAEALE: BIARHSet ltem Types S EREIEISHI M SR AR E ERR
S

o [EE] DALE: EEXHENEEGESEHEHE RS SRR

bug

o [E3E] IDAERINS: IOSHIObCIHAID R IFEMFRE IR 95

e Lb IR HArray

Working with array



hex-rays.com/w

090t 2020
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Arrays are used in IDA to represent a sequence of multiple items of the same type: basic types (byte, word, dword etc) or complex
ones (&g structures).

Creating an array

To create an array:

1. Create the first iterm;

2. Choose "Array...” from the context menu, or press *;

3. Fillin at least the Array size field and click QK.

Step 1is optional; if no data item exists at the current locaticn, a byte array will be created.

Hint: if you select arange before pressing *, Array size will be pre-filled with the number of items which fits into the selected range.

Quick menu navigation

Array parameters affect how the array is displayed in the listing and can be setat the T Comens o ary x
time the array is first created or any time later by pressing *.

P
Endssress

= Array size: total number of elements in the array;

= Items on a line: how many items (at most) to print on one line. 0 means to print the
maximum number which fits into the disassembly line;

+ Element print width: how many characters to use for each element. Together with
the previous parameter can be used for formatting arrays into nice-looking tables.
For example: 8 items per line, print width -1:

[PR——
d 1,2 3,475,678

db 9, 18, 11, 12, 13, 14, 15, 16

db 17, 18, 19, 20, 21, 22, 23, 24

db 25, 255, 255, 255, 255, 255, 255, 26
db 27, 28, 29, 39, 31, 32, 33, 34

db 35, 36, 37, 38, 39, 48, 41, 42

print width 0:

d 1, 2, 3, 4, 5 6 7, 8
db 9, 18, 11, 12, 13, 18, 15, 16
db 17, 18, 19, 28, 21, 22, 23, 24
db  25,255,255,255,255,255, 255, 26
do 27, 28, 29, 38, 31, 32, 33, 34
db 35, 36, 37, 38, 39, 48, 41, 42

b b

print width 5:

db 1, 2, 3, 4, 5, 6, 7s 8
db 9, 18, 11, 12, 13, 14, 15, 16
db 7, 18, 19, 28, 21, 22, 13,
db 25, 255, 255, 285, 255, 255, 255, 26
db 27, 28, 29, 3, 3, 32, 33, 34
db 35, 36, 37, 38, 39, 48, 41, 42

+ Use "dup” construct: for assemblers that support it, repeated items with the same value will be collapsed into a dup expression
instead of printing each item separately;
dup off:db @FFh, @FFh, @FFh, @FFh, @FFh, 8FFh
dupon:db & dup(BFFh)

« Signed elements: integer items will be treated as signed numbers;

« Display indexes: for each line, first item’s array index will be printed in a comment.

« Craate as arav if unchacked. IDA will convert the arrav intn senarate items.
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FITF IR ]

IDARYFTFFIX1F]

IDA, SFFHTFFLEBA (EEaN100ZMB) B9 #EIRIE:

o 1TFF:
o EIRITI: FEMMBITHTEIRK
o HXITH: hEESLME (K17, RIBEEFINEIEEXIRE)

o XH: RIFHE, BAKIERE, hEFENRK
o FIMEXRMAN, BAML, FEBTMREENKH
[ ]

ida64 File Edit Jump Search View Options Windows Help

® IDA - ore.i64 (. ore) [Users/crifan/dev/D / /exportFromiPhone/iPhone7P-1341// [Fr ks/
B H ey Syt B By o @ QA Fy e XD Q %@

| Library function ll Regular function il Instruction Data [ Unexplored External symbol

@ [} Please wait...

I

Wi .iea X, FJLAVEFEIDA (RS idassa ) EFTFF:

[E32]

4 AwemeCore.fram

=i ~ | 3 i

. BRI REE '
b _CodeSignature “ida64.app”. BWEEITFF LR prg L
AwemeCore ffeAint] MH
W AwemeCore.i64 |  mmaEs@Fen-oarozotxpe  [IDA
o Info.plist f, EEE SRR PENELRAEFTT Pro

e, " ETREERST". |

157 |

EREARES |

iV |

ENATIEE4TFF,

MRZBANSBEEXRA, NERR:
IDA has found unpacked version of database on the disk. Please choose:

e Cancel
e Continue with unpacked base
e Restore packed base

—RA%I%: Restore packed base
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FITF IR ]

® ida64 File FEdit Jump Search View Options Windows Help

IDAv7.0.170914

:BE:"V”V:é&é#é)&:@&i:.ﬁwﬁlﬂ?‘s*vflﬁlx:imn_ <

DevRoot[iOSReverse/AwemefexportFromiPhone/iPhone7P-1341/
Aweme.app/Frameworks/AwemeCore.framework/AwemeCore.i64
® on the disk. Please choose:

Cancel Continue with unpacked base Restore packed base g

G? IDA has found unpacked version of database [Users/crifan/dev/

T —

BT,

XM
EREXTN, —BEBRT:

IDA will save all changes to the disk.

e Don't pack database
e Pack database (Store)
e Pack database (Deflate)
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@ ida64 File FEdit Jump Search View Debugger Options Windows Help e
x IDA - AwemeCore.i64 (AwemeCore) f[Users/crifan/dev/DevRoot[/iOSReverse/Aweme/exportFromiPhonefiPhone7P-134
% EH ey By By iy BB Yy A Qg B Fy #F ma X P @ O Nodebug
LT T ORI Oy |

Library function [l Regular function | Instruction Data Unexplored External symbol

[] Functions window O0® @ OO HexView-1 @[ IDAView.. @ T Occurrences of binat
. __text:000000000C470008 ADRP x8
Function name Segmer __text:000000000C47000C LDR X1
__text:000000000C470010 ADD X4
[F] sub_749B760 __text —_text:000000000C470014 MOV X2
__text:000000000C470018 MoV X3
[7] sub_749B768 __text —_text:000000000C47001C BL o
F b 0 __text:000000000C470020 CBE WO
text:000000000C470024 LDR W2
IE Sub_74gB778 —text :ee:t:auuououuocnuozs B lo
text c47002C ;
IE sub_749877 —text :te:tiouuouauuocnuozc
|I| sub_749B784 _ text _gx:xggoouauuocnoozc loc_c47002¢C b
ext:0pARARAARmsanans —
[F] sub_749B78C __text Tt @ 0 @ @ save database x
[F] sub_749B794 __text ms x3
XTt
[F] sub_749B79C __text e oz
Xtt 1 I
IE sub_749B7A4 text :3’:'3 IDA will save all changes to the disk. :g
XTt
[F] sub_749B7AC __text Trextid x1
H a
[F] sub_749B7B4 __text :2":‘3 X2
xt ' a
[7] sub_749B78C __text Ttextio Don't pack database %2
XTt
[7] sub_749B7C4 __text :““‘3 ) Pack database (Store) n
text W2
[7] sub_749B7D0 __text :git:g Pack database (Deflate) r
[7] sub_749B7DC __text Trexti o
[F] sub_749B7E4 __text text =
[F] sub_749B7F0 __text text: x1
text Collect gar 2
[F] sub_749B7FC __text Ttext garbeoe U
__text:0 DON'T SAVE the database X2
[F] sub_749B804 __text Texti
H
[F] sub_749B810 __text texti X0
[F] sub_749B820 __text textil Help cancel  IED X0
[F] sub_749B8E8 __text rextid x2
[F] sub_749BAE8 __text text: 000000000C4700B0 T ADD sP
—_— e text:000000000C4700B4 RET
—RRIEEAIARY:  Pack database (Store)
AERFENBENXM:  .ie4 :
< AwemeCore.framework 88 = [ e
E=tu ~ KN (E4=EE] Fehge
> I _CodeSignature -- HEX F%3:00 T4
AwemeCore 240.7MB HEX T4 3:00 X8

% AwemeCore.i64 X EF11:03 IDA Pro (64-bit) Database
= Info.plist 774FT  KER T4 3:00 Property List

XAOE

o XERHKERE, FTATERZEXAMN, BRIFREHRE
o BNARESH: ZANEIEERIRAR, BXITHE, ZRSTNEERRT
» BB MM, tENARBEEEGRSF

EbanZ el B SMisEE :

rEs:

[RfZR] IDAFRidat64f9Batch Mode=ix R 4wi% 5 YouTubefIModule_Framework £ &} CES {3
HAlE, 3FIDARItext modeISHITFE, WFERIET, =B/HIRIE T IDAFETE

BZEITHIDARNGUI mode, ENEREIIDAEMRMEITF, SERIRE T

RiFE, MBRIERBMH, SFAVINEITH



FITF IR ]

IDA ¥7.0.170914

& Output window

Possible file format: Mach-O file (DYLIB). ARME4 [ Pre 7.0/4 dylil
pages 'i“ description
m allocating semory for botrer..
m‘q for virtual array
tHHTH nmn.ug BeROTy 0T hane polaters
total memsory allocated
Loading file */Users/orifan/dev/DevRoot/YoutubeAdsFilter/ipa/YouTube 17.08.2 dule_Fri k. ‘ into database...
Detected file format: Mach-O0 file !m.l‘ ARNE4
Loading processor module IDA Fro 7.0/ Ld dylib for amm.
Autoanalysis m!ll- has been initialized.
Type library "macosxél’ losded. Applying types..
Typas applied to 0 names.
T coiat B9 & new segment aK
. Bg 8 nev segEent o 3K 20ITN: oK
5 ing & mew segment (000090G00IEESIDE=040900000IEARER | oK
. 57 & DeV segEant 00000000 IEEBED4- 0000000004 320004 ) oK
- ing & new segment 0000000041 20004-0000000004 IEO411 ) oK
E mg & new segment (0000000004IE0411-0000000004494F38) oK
. Bg & nev segEent 3 1} oK
. A nev segment 300900004793804=000000000450F92C oE
5 1og & new segment (000 -0000000004DBARAC oK
. ing a nev segment 20 090906000 oK
. 5g & new segment (00D 100006000 aK
. mg & nev segment ax
-SSR s MKEERIHEaD i
. = & ew segment
. ing & nev segment (0DO0Q0G0CAESOS0G-00090000S oK LN ] Please wait...
:: 5 & new segment  (000000C00AESGE0S-000000000 aK
. Bg & Dav segment 4ESCT oK
. a new it (00D0000004ESET 70=0000! oK
= 1og & new segment  (000080G00APFPI8-00 oK Module_Framework: Creating Objective-C Classes
. ng & nev '_: g | |
: (ng & new segmen
. £g & nev segment ax an:
. ing a nev segment 00020000510 oK -
. ing & new segment (DO0OEOBUGSIORC ax . J
. 5 & new segment aK T m—
: ing & new seqment 05110320 oK
. 57 & DaV SegEant £20. aK
. ing & nev segment 0000000061201 oE
. ng & new sagment (000090GUCE1Z2 ax
. 5g & nev segment 061 4ES oK
3 ng & new segment 081 5 ax
. 59 & nev segment 3oABCH -3
. N & Nev segment 00000000061DAR10=-0000000006 SEE4C0 oE
% Lng & mew wegment (000090GUCESEEADO-00090G000ESEESSE ax
. 5 & new segment OUSEEDS §3EE95C aK
: ng & new segment o63EES s34 ax
. 59 & nev segment 6570000 TE¥E -3
. ing a nevw segment 00000000066 DFECO-00000000086FE4ES oK
© Creating a new © {000000BUDEEPELFO-00000B0008 TFIAAD) ax
DMARZ: Looking far HACR- DWARF Fils At - Lter/s, ba_17.08.3_dusped/Payload,
Module Framework®...
oWART o
DWARE1 Looking for Mah-0 DMARF file at ipa y_17.08.3_dunped/ Payload.
mw typical code sequances
Plushing buffers, plesse wait..
ipa/rouTabe_17,08.2_ Youtuse. amevork, frasevork/Module_Frasewock' has been successfully leaded inte the database.

File *
ICA is analysing the input file..

You may file right now.
Hox-Ba: ww phma Bas :-n nn
Eicames 5 TS Tiany ¥
The m
Plesse check the Edit/Flug

ins
s hindings: Laitialized.
ve-C

0.0, l‘lﬂ’l‘l
1icense

mu. all.
nformaton,

IDAPFyERan
aBrC: Identif, cbjecti runtise versiocs >= 1.0

Python
E:00000000065E2DB9 Down

crifan.org, {EFZE24.0E[R(CC BY 4.0)1% /&% all right reserved,

X-X-)

powered by Gitbook&x/ZE#7: 2024-10-03 10:42:40
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ObjC

TODO:

o [EBfER] FARRZIRETMBIE: _ ldb_unnamed_symbol580715$$AwemeCore
o [EfR] 0SNG : NEIMIIx8HIadrpFldritE X R i qword F 44 18

BRANRA

® SectionName ﬂ]ﬁﬁﬁ

e _ objc_imageinfo IB3% Objective-C IMEEEE, dyld HERAIMREZRESE objc &

e _ objc_classlist IDRBGAENMNZE, B1M&EHE— 118, 1EME _ objc_data section

e _ objc_data TRINEIERIZEEIE, 1 _ objc_classlist & BTN

® _ objc_classname §%§U§%

® _ objc_methodname ﬁ/f%ﬁ”?%

e _ objc_methodtype J3iAZERIFIR

e _ objc_selrefs selector FIRIER, B 1 5BREIEMEI _ objc_methname HIEH, iCx selector FIEF
® _ objc_classrefs §§|ﬁﬁ§U§€

® _ objc_ivar %E’\Jﬁﬁﬁﬁ%ﬂ%

e _ objc_const TFHUERITTEUE, €13E: method list. variable list. property list. class info
->MachOViewr] A B & Z#HIRIXLEEER :

[ X =)

Section64 (_TEXT,_stub_helper) Offset Data Description Value
¥ Section64 (_TEXT,_cstring) 068FAD60  0000000102352EFB Pointer 0x102BACD60—>0x102352EFB: "setupSectionNodeData"
C String Literals 068F4D68  0000000102352F10 Pointer 0x102BACD68->0x102352F10: " classifyService"
Section64 (_TEXT,__ustring) 068F4D70 0000000102352F20 Pointer 0x102BACD70->0x102352F20: "insertAdData: success:"
> Section64 (_TEXT,_objc_methname) 068F4D78  00000001023174F2 Pointer 0x102BACD78->0x1023174F2: " loadAdsL istFromFilewithClass: callBack
» Section64 (_TEXT,_objc_classname) 068F4DB0  0000000102352F36 Pointer 0x102BACD8O->0x102352F36: " insertLivelistData: isMore:"
» Section64 (_TEXT,_objc_methtype) 068F4D88 0000000102317493 Pointer 0x102BACD88->0x102317493: " loadClassifyListFromFileWithClass:
Section64 (_TEXT,_const) 068FADI0  000000010234F88E Pointer 0x102BACDI0->0x10234F88E: "hasEnterOneL ive"
Section64 (_TEXT,_gcc_except_tab) 068F4D98  000000010234666A Pointer 0x102BACD98->0x10234666A: "showAppstoreTocommentInView:"
Section64 (_TEXT,_unwind_info) 068F4DA0  0000000102317485 Pointer 0x102BACDAQ->0x102317485: "fetchAdsInfo:"
> Section64 (_TEXT,_eh_frame) 068FADA8  0000000102352F51 Pointer 0x102BACDAB->0x102352F51: " insertRanksData:
> Section64 (_DATA,_got) 068F4DBO  000000010232170F Pointer 0x102BACDBO->0x1023217@F : " fetchAnchorsRankBlock:"
» Section64 (_DATA,_la_symbol_ptr) 068FADB3  00000001023173C7 Pointer 0x102BACDB8->0x1023173C7: " fetchClassifylListForPullDownWithGe
» Section64 (_DATA,_mod_init_func) 068FADCO  000000010233F8D3 Pointer 0x102BACDCO->0x10233F8D3: " set IPAddressForLive"
Section64 (_DATA,_const) 068FADCS  0000000102317454 Pointer 0x102BACDC8->0x102317454: " fetchClassifyListForPullUpWithGend
> Section64 (_DATA, _cfstring) 068F4DDO  000000010233E2DB Pointer 0x102BACDDO->0x10233E2DB: "resetData"
> Section64 (_DATA, _objc_classlist) 068FADD8  0000000102352F62 Pointer 0x102BACDD8->0x102352F62: "buildLivelistData: isMore:"
Section64 (_DATA,_objc_niclslist) 068FADE0  00@0000102326CFB Pointer 0x102BACDE@->0x102326CFB: "buildDiscoveryArrayWith:"
> Section64 (_DATA,_objc_catlist) @68FADES  0000000102352FE7 Pointer 0x102BACDE8->0x102352FE7: "textFieldDidChang:
Section64 (_DATA,_objc_nicatlist) 068FADFO  0000000102352FFB Pointer 0x102BACDFO->0x102352FFB: "setPriceTextField:
> Section64 (_DATA,_objc_protolist) 068FADF8  000000010235300E Pointer 0x102BACDF8->0x10235300 : " setMaximumFractionDigits:"
» Section64 (_DATA,__objc_imageinfo) 068F4E00 0000000102353028 Pointer 0x102BACEQ0—>0x102353028: "numberFromString:"
Section64 (_DATA,_objc_const) 068F4E0S 000000010235303A Pointer 0x102BACE08->0x10235303A: "inputLimitMaxLength"
¥ Section64 (_DATA, _objc_selrefs) 068F4EL0  000000010235304E Pointer 0x102BACE10->0x10235304E: "ulSubstringToMaxLenth: textField:"
068FAEL8  000000010235306F Pointer 0x102BACE18->0x10235306F : "editCallback"
Section64 (_DATA,_objc_protorefs) 068F4E20  0000000102338EF9 Pointer 0x102BACE20->0x102338EF9: "questionPrice"
» Section64 (_DATA,_obijc_classrefs) 068F4E28  000000010235307C Pointer @x102BACE28->0x10235307C: "editStringCallback"
> Section64 (_DATA, _objc_superrefs) 068F4E30 0000000102353141 Pointer 0x102BACE30->0x102353141: " initWithRoomInfo:user:"
Section64 (_DATA,_objc_ivar) 068FAE38  0000000102353158 Pointer 0x102BACE38->0x102353158: "haveCacheData"
Section64 (_DATA, _objc_data) 068F4E40  000000010233E572 Pointer 0x102BACE40->0x10233E572: "updateRoomInfoWithRoomId: "
Section64 (_DATA, _data) 068F4E48 0000000102350EBE Pointer 0x102BACE48->0x102350EBE: " requestOperaListSuccessBlock: failB

» Function Starts 068F4ES0 0000000102350EE6 Pointer 0x102BACE50->0x102350EE6: "uploadLikeNumberLikeNumber:"
> Data in Code Entries 068F4E58 0000000102350F02 Pointer 0x102BACE58->0x102350F02: "downloadVideoRoomSuccessBlock: fail

HEEXEX

_D_objc_selrefs



IDA - AwemeCore.i64 (AwemeCore) [Users/crifan/dev/DevRoot/Aweme/ E it 7 [v18.9.0/Payload|

g By B B 3 s @& @ ub o

(1 AR 0

Regular function ll Instruction Data |
teo :

.

laceholder load] .
yerViewManager load] =
ionManager load] =

mmndae landl

Unexplored

ol

_b_obic_s

AIA IE, LelA

External symbol
@ [[E] Pseudocode-A @ [C] Hex View-1

2:0000000003BAFBED qword JIBAFEED & 8
0000000003BAFE60
0000000003BAFEEE gword IBAFEEE & 8
00000000038AFE6E
0000000003BAFET0 gword 3BAFETO L}
8:0000000003BAFBT0
:oaooooooozsnpam qword 38AFE7E & B

@ [A] Structures

:nnnnnnnnnzs,s‘aan quord_3BAFER0 & 8
+ARAARNARNTARFPAAN

_D_objc_selrefs:00000000038AF870 gword_3BAF870 %

PHREXE:

® D _objc_selrefs

o ObjCHYsectionE& _ objc_selrefs FIAY b = pata =

o %
o alignxy>%?
e 38
o I 8 FINIFF

i@if B const char* qword &

de=
¢ B&

IDAD TRl E AwemeCoreliy, &IN:
RES:

[ N
ey Sy

Library function [l Regular function Jll Instruction Data | | Unexplored External symbol
Functions window e oEFD. @ ©[Ers. @EpPs. @lEprs. @lEPs.
Function name Sex ;?ool __cdecl +[UIDevice btd_isJailBroken|(UIDevice meta *self, SEL a2)

i

. 3| const chax +v2; // x13
[7] sub_62A5A60 " 4| yoid wvay /4'x0
[7] sub_62A5AF0 _ f 51 17 w20
[7] sub_62A5808 | E
[7] sub_62A5B14 ! 10
E sub_62A5BI1C __ | ®12| v2 = eonst char *)qword 3893908;
» 13| v3 = j_ objc_msgSend(kOBJC_CLASS _ NSPileManager, (const char *)qwerd 3893908);
[7] sub_62A5B24 — ey ot shic_retaisktorsTessedneturavalie vi);
% s;lb_EZASBZC N e :c. ;h;:n"":“ ng‘x)i __objc_msgSend(v4, (const char *)gword 3BAMGGE, &unk_174BDE0);
f| -[UIControl btd_addActionBlock:forControlEven... _ =8 if ( \0 )
- e 19 retur:

[7] -[uiControl btd_removeActionBlocksForControl... b §? :g = ‘i\w)?:ic "qs'“::ﬁ::gn:‘laﬁf-.:.::.qi:;:::\?ﬂﬁ.ﬁ’i
[7] -[uiControl _btd_allUiControlBlockTargets] Y §§ ;‘Dugjéu"u ,n 64)j__objc_megSend(v3, v5, sunk_174BF60);
EI +[UlDevice btd_runningProcesses] —fye §g s retura V103 i

[7] +[UIDevice btd_hwmodel]

[7] +[VIDevice btd_platformType]

[7] +[UIDevice btd_platformName]
[7] +[uIDevice btd_platformString]
[F] +[UIDevice btd_currentLanguage]
[7] +[uIDevice btd_currentRegion]

| 7] +[uIDevice btd_isJailBroken]

)

bool __cdeel UIDevice btd_isJailBroken
v2 // xi9
v8 // x0
v4d // x0
v6 // x20
v6 // w22
v8 // x0
vl // x0
vie: // w20
v2 gword_3893908
v3 0BJC_CLASS__ NSFileManager
v4
v6 gword_38AA668

iR

@ [Z] Enums

SCO75B0+31Bio
oc 5C0

39431840

@ = Imports

TABD o

tloc SBFEEYBi0

T FH AR MAEXNARE

IDA - AwemeCore.i64 (AwemeCore) [Users/crifan/dev/DevRoot/Aweme/ E <% /v18.9.0/Payload) IF L
B 5 Y e d O
< NN TORARORERL ORRC USROS ROARORAR SR 000

oty F W X P

B No debugger

UIDevice_meta self SEL a2

gword_3893908
v3

@3 Ps...

@[5 Ps...

@ 5] Ps...

ofls



v6 __inte4 va gword_38AA668, unk_174BDEG

vé
ve 0BJC_CLASS___NSFileManager v2
ve v8
vie __inte4 ve, VvB,  unk_174BF60
vie

FEBANE quord_ssesses BITARE, 1BIEGE, A, MAMTBENEX.

s

o TiE

1ldb) po (BOOL | (UIDevice* 0xidfc62a88 btd_isJailBroken

-03-28 14:55:19,836905+0800 Aweme 12680736 hook_openFile_10S.xm NSFileManager $! /Appl
ications/Cydia.app - True - False

-03-28 14:55:19,838832+0800 Aweme 12680736 hook_openFile_10S.xm NSFileManager $! /priv
ate/var/lib/apt - True - False

80 qword_ssesses NiZeEF— NI EFRS

BRIDAFEHIBERLR, REFBHENE:

gword_3893908 DATA XREF: +[APRemotelLogger load]+23C.o

+[APRemoteLogger load]+240.r ...

'
'

'soe® IDA - ore.i6d ( re) [Users/crifan/dev]| t] /B3 Iv18.9.0/Payload)/ [Fr ksl ore. K ore.i64

A E ey By By B B3 o B Q ek @ Sy m X » @ O Nodebugger 8 &
- NRRROR RNERRERTCEL ORI ARRRRRERORTO RSO CRRRRRRROARR 0 [T T g |
Library function ll Regular function [l Instruction Data | | Unexplored External symbol
[7] Functions window 09 © ©@Eps. ©Fprs. ©FErs. ©EPs. ©FErs. ©Frs. ©EPs. ©F3P. OES
Function name Set 3 g
[F] sub_s2A5B2C
A =[UlIControl btd_addActionBlock:forControlEven...
IZI =[UlIControl btd_removeActionBlocksForControl...
[F] -[uicontrol _btd_allUIControlBlockTargets]
[7] +[UiDevice btd_runningProcesses] )
[7] +[uIDevice btd_hwmodel] -
[7] +[UIDevice btd_platformType]
[F] +[UIDevice btd_platformName]
[F] +[viDevice btd_platformString)
[F] +[UiDevice btd_currentLanguage]
[7] +[UiDevice btd_currentRegion]
| 7] +[UIDevice btd_isJailBroken]
[7] +[UIDevice btd_carrierName]
—_. . oL .

+Bdio

sb 595FIDC+34Bi0

4C

+11440
oad]+10i0
*A XREF

5966610+9CET
XRE ub 59SFFCC+380

MainPlaceholder load]+2Cio
load]+30ir ...
+5ldia

ogger load]+23Cio
load]42404r ...
64E28+7440

+16440

10000000003893918
10000000003893920 gword 3893520
$0000000003893920
10000000003893928 gword 3893328
10000000003893928

+1cdie

([

EC+30i0

R T T R R
e m oo @ ® @ m @ @@ @@ @

SEFRL:

e dword
o BEMIE N, BURTEFRIENR
= 5%
fEEHAOHEET (dbill)
HEETRIFEETROTE ST
n 5
o BZFE:
m offset dword Xxxx = dword xxxx ARIAMINE = Higm— 1 ARE = RAAEIERA, BURTEMRIER
[ ] Jﬂjﬂ‘ﬂ'% AwemeCore EP, ?I?Iz%_ﬁ\i?'&%
» ARTIDAERSHHT, ERLAMRE
m gword_Xxx
EARZHERTRFRS
n oA AREEHRERSIE:  (char *)quord_xxx
» BEEEREE: FF/HEHN, LLMEEDE, b

] {recursion count = @, name = nil}



» IDAREBEIA:  (void *)aword_56AB210
BEEER, AR AITENL B AE:
BIbEHER:
BHHNEBE + Z#HFIAIALSR = 3L (ERFHEM) Hhik
EEE: [Xbr (FRHEMN) it 1= (BIETEERR) /T 7THNNFHS
H#ILMEF

qword_xxx B9 xxx

1ldb image 1list AwemeCore
0x0000000104acc000 /Users/crifan/Library/Developer/Xcode/DerivedData/Aweme-fsweidjoxbkibsdwekuzlsfedqls/Build/P
roducts/Debug-1iphoneos/Aweme.app/Frameworks/AwemeCore . framework/AwemeCore

gword_3896270

1ldb) p/x 0x0000000104accOO0 + 0x3896270
long 0x0000000108362270

1ldb x/1gx 0x0000000108362270
0x108362270: 0x0000000105858bc6

1ldb) po (char* 0x0000000105859bc6

-)
gword_3896270

gword_38B2148

1ldb) p/x Ox0000000104accOO0 + 0x38B2148
long 0x000000010837e148

1ldb) x/1gx 0x000000010837e148
0x10837e148: 0x00000001c5618487

1ldb) po (char* 0x00000001c5619487

= gword_38B2148

gword_39825208

1ldb) p/x 0x0000000104accOO0 + 0x3925208
long 0x0000000108311208

1ldb) x/1gx 0x0000000108311208
0x10831208: 0x000000010857bb48

1ldb) po (char* 0x000000010857bb48

- gword_3925208

gword_38A1D68

1ldb) p/x 0x0000000104accO00 + Ox3BA1DO8
long 0x000000010836dd98

1ldb x/1gx 0x000000010836dd98
0x10836dd98: 0x0000000105892952

1ldb po char* 0x0000000105892952

- gword_38A1D98

4T B B E fth S b5 F
o IDARYTER A qword;& B char*fIsEHIEEIRINERE D _objc_selrefsNIE R R E2F T 5
IDAfRIEHR:

v0 respondsToSelector_1 gword_3899F40
Eﬁ’& gword_3899F40 ﬁﬁﬁ,xﬁ const char * EY, char * E'\Jﬁﬁ%ﬂ?ﬂﬁo
B2, BAEXF (BHERE) =

0000000003899F40 reportCommonParams ; DATA XREF: sub_668D6448+80.0
0000000003899F40 ; Sub_68D6448+84.iF ...



IDA - AwemeCore.i64 (AwemeCore) [Users/crifan/dev/DevRoot/Aweme/ E % /v18.9.0/Payload/A pp/F ks/A Core.f /A Core.i64
B M B B 3 o @ Q of of @ Fy#F @ X > O O Nodebugger 8 %@ @
T 1 I [ TR e |

Regular function [l Instruction Data | Unexplored External symbol
0 of @ [[F] Pseudoco... @[] Pseudoco.. @ [T Pseudoco... 0 Pseudoco... @ [A] Struc.. @ [E]En..

[ b _objc_selrefs:0000000003899F30 gqword_3899F30 & 8 sub E9AZCDC+TCiIO
Dir

_D_obic_selrefs:0000000003859F30
® b objc_selrefs:0000000003899F38 qword 3899P38 & B p4427410
ceholder load b_objc_selrefs:0000000003839F38 : r
| 1 *No onjc_lelren-UUUUUUUUU]EB!PGU reportCommonParams % § : L.\"’\ )(RFF sub 69DE44B+B0L0
"D ebjc_selrefs:0000000003899F4 ; sub G9DE44B+B44r
arViewManager load] ® b objc_selrefs: nuunuuuun:snna qword 3BSSF4E & B ; DATA XREF: sub 59A80D0+11Cio
nManager load _D_objc_selrefa:0000000003895F48 ; sub 59A90DO+1204r ..
ag 1 ® nebje_selrefs:0000000003899F50 qword_3899P50 & € ; DATA XREF: -[NSObject hmd dataDicticnary]+Cdic
zoder load] o [2Cobic_selrets:0000000003easrse " g j -[NSobject hmd dataDictionary]#DCiz ...

B2 objc_selrefs RUZEEL, BIZ objc HURERIBHSIA
-) MR BAERTHRE . R TRNETREE
FRMAthRRR . FRFBEEME
PRDALEAM AT B AIAEIREL char » 2 RIEN
PRAEHSRRE :

® qword_3899F40 -> 0x3899F40

1ldb) p/x 0x00000001037b4000 + OXx3B99F40
long 0x000000010704df40

1ldb) x/1gx 0x000000010704df40
0x10704df40: 0x00000001045637b4

1ldb) po (char* 0x00000001045637b4

REBEMAHRD, -

v0 respondsToSelector_1. reportCommonParams

BT,
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BEWR

LEAMDARR IS IEIRiIOSHapp: WhatsAppHIidFEe

RER TR RE

THEI KRR - iOSHE: OMEEELR
k&b A CocoaTop/E BEIFE, RENE Z#HHIEKEZ:

e iOSHyapp: WhatsApp
o FTHH (FEiPhone7H) HISZEE

m  /var/containers/Bundle/Application/2BE964D4-8DF0-4858-A06D-66CA8741ACDC/WhatsApp.app/WhatsApp

7o (AETERE) Ef=

LEAMEFREN ORER :
WhatsAppEI NI ERELE:  start

A BATEIDARY Exports HRE]:

start 000000010191A374 [main entry]

IFRIAYMLE:  ox10191A374

oo e IDA - WhatsApp.i64 i /_rootfi i ie4
B H e iy 4 3 A @@ k@ Fo#F e X b O O  Nodebugger % b - o
N e I
N <
Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function
[ Functions ® ® © * [E  IDAView-a x [ Pseudocode-A x @ Hex View-1 x @ Structures x [E Enums. X Imports X B Exports.
Name Address Ordinal
AT ] 1 _mh_execute_header 0000000100000000
\_1 -[Ol_(GADemeIMovlew init] £ InitFunc_0 00000001001868E4
= — 7] mitFunc_1 000000010030FF20
E — (7] InitFunc_2 00000001007F6ED8
[7] -[OKGADevicelnfoView init]_0 7] nitFunc_3 00000001013FOFCO
[7] sub_100006368 f] InitFunc_a. 00000001015319EC
[Ea} +[) ] InitFunc_5 00000001017075A8
[7] sub_100006380 {f] mitFunc_6 000000010170ADAO
&+ ] InitFunc_7 000000010177DFOC
7] sub_100006424 = 7] nitFunc_8 0000000101783748
@ D —deinit 7] InitFunc_9 00000001017837D8
7] sub_10000645C 1 initFunc_10 00000001017839E8
7] sub_100006468 4] nitFunc_11 0000000101783838
7] sub_100006474 4] nitFunc_12 00000001023AC5FO
7] sub_100006480 4] nitFunc_13 00000001023AC658
[7] sub_10000648C 4] nitFunc_14 00000001023ACC7C
7] sub_100006498 4] nitFunc_15 00000001023ACD58
7] sub_1000064A4 1 nitFunc_16 00000001023ACD90
7] sub_1000064B0 1 InitFunc_17 0000000102497754
[#] sub_10000648C start 000000010191A374. [main entry]
(7] sub_1000064C8
(7] sub_1000064D4
(7] sub_1000064E0
[7] sub_100006628
(7] sub_100006634
sub_100006640
(7] sub_10000664C
(7] sub_100006658
(7] sub_100006664
(7] sub_100006670
(7] sub_100006760
(7] sub_10000676C
[7] sub_100006778
(7] sub_100006784
[7] sub_100006790
[7] sub_10000679C
[7] sub_1000067A8
[7] sub_1000067B4
Line 511593 of 511593 Line 20,0120
Output ©

Python 3.11.3 (v3.11.3:13909b8bc8, Apr 4 2023, 20:12:10) [Clang 13.0.0 (clang-1300.0.29.30)]
IDAPython 64-bit v7.4.0 final (serial @) (c) The IDAPython Team <idapython@googlegroups.com>

Python

AUz idle  Down Disk: 19968

WREFNIDALHRAAD, I EBT=:


https://book.crifan.org/books/ios_re_experience_collection/website/ios_app/bin_path.html

eoce IDA - WhatsApp.i64

HH e sy d b 3 ADQ H o A @ XD

O  Nodebugger

CORREi o o

N |
> <
Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function
[7] Functions @00 G Pseudocode-A x @ Hex View-1 x @& Structures x B Enums Imports x & Exports
Functon name :
fj sub_1005F8DAO
7] sub_1005F8DBC SUBROUTINE
7] sub_1005F8DE4 . A
% b i55EsEe ; Attributes: bp-based frame
(7] —protocol_witness_for_( GenericConnectionFramework GCFPi ; __int64 _ fastcall start(__int64, char %)
7 sub_1005F8E: EXPORT start
7] sub_1005F8EG0 atant
7] sub_1005F8ESC var_300 _ox300
[7] sub_1005F8EAO var_2€8 -0x2E8
[7] sub_1005F8EB4 ”:;%53 :gxggg
(7] __protocol_witness_for_GenericConnectionFramework GCFPIu bt 555
[7] sub_1005F8EE8 var_5 -0x50
[7] sub_1005F8EFC var_4C -oxac
7] sub_1005F8F10 iy ]
7] protocol witness for ModalDetermination.isModal() in conforma var 3 Zox30
7] protocol witness for ModalDetermination.isModal() in conforma var 20 -0x20 ]
7] type metadata accessor for OS_dispatch_source var. ’g = ’g*”’
7] sub_1005F8FAQ 2 -
7] type metadata accessor for AppStateSyncDependencyProvider ; FUNCTION CHUNK AT _text:0000000102361C78 SIZE 00000014 BYTES
7] sub_1005F8FF. 4
7] sub_1005F8FF8 STP X4, X23, [SP,#0xd0+var_30]
7] sub_1005F8FFC sTP X22, X21, [SP,#0x40+var_20]
7] sub_1005F9000 sTP X20, X19, [SP,#0x40+var_10]
7] sub_1005F9004 sTP X29, X30, [SP,#0xd0+var_s0]
7] sub_1005F9008 e A ok goxe
- ) SP, #0x
(7] sub_1005F900C MoV x20, X1
- su0CsEoDe Ao ;él‘#m tack_chk_guard_ptrGPAGE
,'#__stack_chk_guard_ptr
7] sub_100570024 LR , X8, #__stack_chk_guard_ptrePAGEOFF]
[7] sub_1005F9034 LDR xa X8
7] sub_1005F9040 STUR X8, [X29,#var_d8]
[7] sub_1005F9260 o sobic autareteascrootpush
[7] sub_1005F937C ADRP X8, #_WAStackTraceInstaCrashMarker_ptr@PAl
7] -[ChartDataEntry description]_3 LDR X8, [X8,# _WAStackTraceInstaCrashMarker. ptr@PAGEnFF]
7] sub_1005F9430 oV w2,
- ) canLo: STLRE w22, [x8]
BL _CFAbsoluteTineGetCurrent
(7] nullsub_1187 ADRL X23, quord_103A63940
[F startl STR s
S— 0191A374 8006000101914374: start (Synchronized with Hex View-1)
Line 69130 of 511593
Output ) o
[lle UECONPLLET U10 UL CONISIUET NE SEgUEnt _00JC_CONSL as feau-oiy
because the segment has the write permission
The decompiler did not consider the segment '_objc_data’ as read-only
because the segment has the write permission ]
Python
AUz idle  Down Disk: 19968
+
E:
-
F5{ufSt3, 2RI IAINTRAT:
r = , - = =
eoce IDA - WhatsApp.i6a " 64
#H e S i Me & 3 ARk H o FoF e X b @ O  Nodebugger CARNEN o o
N et I
> <
Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function
[7) Functions. @6 0 % IDA Viey 18 Pseudocode-A x @ Hex View-1 x @ Structures x @ Enums Imports X Exports
1[ intéd _fastcall start(_intéd al, char +xa2)
Function name 2
B sub_1005¢aDA0 3 _intea v3; // %0
sub_1 2
7] sub_1005F8DBC ]
7] sub_1005F8DE4 g
7] sub_1005F8EOC 8
7] __protocol_witness_for_GenericConnectionFramework. cerri 9
7] sub_1005F8E54 10
7] sub_1006F8E60 5
7] sub_1005F8ESC 13
7] sub_1005F8EAQ 14
7] sub_1005F8EB4 %z
(7] —protocol_witness_for_GenericConnectionFramework GCFPIL 17
(7] sub_1005F8El 18
(7] sub_1005F8EFC 19
(7 sub_toosrer 0| Mtee a7 a0
[7] protocol witness for ModalDetermination.isModal() in conforma 22| Block_layout #v23; // [xsp+20h] [xbp-2€0h] BYREF
7] protocol witness for ModalDetermination.isModal() in conforma 23| int v24; // Ixsp+28h] [xbp-208h]
i 24| _int6d v25; // [xsp+2A8h] [xbp-58h] BYREF
[7] type meta:a:accessorcov 08_dispatch_source 25| Tot'vas; 77" [xeps2Bon: Ixbpson
(7] sub_1005F8FAQ 26| pid_t v27; // [xsp+2Bah] [xbp-4Chl
[7] type metadata accessor for AppStateSyncDependencyProvider 27
L] sub_100SF8FF4 O |
7] sub_1005F8FF8 ore (L, (unsigned _ints » ackTracelnstaCrashMarker) ;
30 40’ CFAbsoluteTineGetCurrent ();
7] sub_1005F8FFC 31 b, To16E6sT00)
7] sub_1005F9000 32 - 0XE00000001LL ;
7] sub_1005F9004 3 6 B
7] sub 100579008 EER o
7] sub_1005F900C 35| V3 = sub_1023ABD30(&v25)
7] sub_1005F901C 37| 47 ( (sUB 202308000143, LL) & 0xaons0one) == 0 )
38
7] sub 100579024 39| va o (doustelyas / 1000000.0 + (couble) (_int64)v23 - KCFABSOLUteTdnelntervalSincelo7e;
7] sub_1005F9034 0 f (*(double +)6quord_103A63940 > v
a1
a2 #(double *)&quord_103A63938 = (double)v24 / 10000000 + (double) (__int64)v23 ~ kCFAbsoluteTimeIntervalsincel970;
43 byte_103A63960 =
il 44 *(doibLe +)6quord_103A63948 = *(double =)Squord_103A63940 — v4;
as| }
[7] sub_1005F9430 46
Gl . i ol 47 = (void #)WALogPathForCurrentExtension();
N 48 objc_retainkutoreleasedReturnValue BCAB(vS):
[7] nullsub_1187 49 &stru_1030:
7 i iewVi i i 507 e, ToaseIC(80RIC_CLASS_ NShrray);
— 51 Vi1 = objc_msgSend_arrayWithobjects_count_0100(v7, v3, v9, vi0);
Line 69130 of 511593 0191A374 start:28 (10191A374)
Output @ o
INle DECOMPLLEr 010 NOL CONSIOET (NE SEgUent ~__00)JC_CONSL™ as reau-onty
because the segment has the write permission
The decompiler did not consider the segment '_objc_data’ as read-only
because the segnent has the write permission L]
Python
AUz idle  Down Disk: 19968

&

ixEdebuggerifia3: Remote i0S Debugger

IDA -> Debugger -> Select debugger -> Remote i0S debugger
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earch View

SIS | IDA - WhatsApp.i64 (WhatsAp)

2 QO o S X

Library function [l Regular function [l Instruction Data | Unexplored External symbol [ Lurr

] Functions ® 0 o Wi

@ ida64 File Edit Jump Search View Debugger Lumina Options Windows Help

IDA - Wh i64 (WhatsApp) [ i ,_rooti [WhatsApp/ipajPayload] pp-app pp.i64
EH e D iy My By A @ Qi gl W F # @ X ip @ O Nodebugger S % 2 B B
< -
T Y | I L e
Library function [l Regular function [l Instruction Data [\ Unexplored External symbol [l Lumina function
Functions ® 00 IDA View-A X Pseudocode-A x [@ Hex View-1 x [A Structures x [E Enums
tex 00000010191A370 RET
Function name text:000000010191A370 ; End of function sub_10191A334
= text:000000010191A370

sub_1005F8DA0 text:000000010191A374

sub_1005F8DBC text: 10191A374 ; SUBROUTINE
text:000000010191A374
sub_1005F8DE4 text:000000010191A374 ; Attributes: bp-based frame
ub,_1005F8ECC text:000000010191A374
_protocoI_witness_for_GenericConnectionFramewcrkAGCFPIL' text:000000010191A374 ; __int64 _ fastcall start(__int64, char xx)
sub_1005F8E54 00000010191A374 EXPORT start
sub_1005F8EG0 00000010191A374 start
= 00000010191A374
sub_1005F8E8C 00000010191A374 var_30¢ ® © @ Select a debugger

ub_1005F8EAQ
sub_1005F8EB4
___protocol_witness_for_GenericConnectionFramework.GCFPIL
ub_1005F8EE8

00000010191A374 var_2EE
08000010191A374 var_2E¢
00000010191A374 var_2D¢
00000010191A374 var_58
000000101914374 var 30 ()No debugger

Available debuggers

e
2000000
XX RRRRR

tex
tex

ub_1005F8EFC text:000000010191A374 var_4C Local ARM Mac OS debugger

ub_1005F8F10 e T Remote ARM Mac OS debugger
protocol witness for ModalDi ination.isModal() in text:000000010191A374 var_30 Remote GDB debugger
protocol witness for ModalDetermination.isModal() in conformal text:000000010191A374 var_20 Remote XNU debugger

00000010191A374 var_10

type metadata accessor for OS_dispatch_source

© Remote i0S debugger

text:000000010191A374 var_s@
sub_1005F8FAO text:000000010191A374 Trace replayer
accessor for 00000010191A374 ; FUNC] 14 BYTES

4 0 1 9 O
'

sub_1005F8FF4
sub_1005F8FF8

L]
g
g
g
H
2
g
g
8

__text:000000010191A378 Default for new _30]
__text:000000010191A37C _20]
__text:000000010191A380 NONE _1e]
__text:000000010191A384 _s0]
text:000000010191A388

sub_1005F5008 —text:000000010191A38C Set as default debugger

sub_1005F900C __text:000000010191A390
__text:000000010191A394
__text:000000010191A398 _Ptr@PAGE i
__text:000000010191A39C uard_ptr@PAGEOFF
__text:000000010191A3A0 Sancel -

sub_1005F9040 __text:000000010191A3A4

sub_1005F9260 __text:000000010191A3A8 BL _objc_autoreleasePoolPush

W __text:000000010191A3AC MoV X19, X@
ub_1005F937C " text:000000010191A380 ADRP X8, # WAStackTraceInstaCrashMarker_ptr@PAGE
[ChartDataEntry description]_3 __text:000000010191A3B4 LDR X8, [X8,# WAStackTraceInstaCrashMarker_ptr@PAGEOFF]

S - =
1% B HIZ IR
IDA -> Debugger -> Process options ->%§:

e ApplicationFlInput File#RIZE R : WhatsAppi] —i#HIZEEKZ
o /var/containers/Bundle/Application/2BE964D4-8DF0-4858-A06D-66CA8741ACDC/WhatsApp.app/WhatsApp

90



BETE

View @ Debugger Lumina Options Windows Help

Quick debug view A2
| g

+ Debugger windows

- Breakpoints
Watches

Instru Tracing

v VvV VvV Vv

= Start process F9

Attach to process...

Process options...

NEa
F7
F8
i
@F Run to cursor Fa4
odal() Run until message received 40
odal()
Irce Te| Switch to source
v H Use source-level debugging
pendel Open source file...
Debugger options...

Switch debugger...

— —

)p.i64 (WhatsApp) /

H

symbol |

ﬁx_ib

B

1010191A370

1010191A370 ;

1010191A370
1010191A374
1010191A374
1010191A374

1010191A374 ;

1010191A374

1010191A374 ;

1010191A374
1010191A374
1010191A374
1010191A374
1010191A374
1010191A374
1010191A374
1010191A374
1010191A374
1010191A374
1010191A374
1010191A374
1010191A374
1010191A374
1010191A374
1010191A374
1010191A374
1010191A374
1010191A374

1010191A378
1010191A37C

—e------J010191A380

start

var_30
var_2E
var_2El
var_2Di
var_58
var_50
var_4cC
var_48
var_40
var_30
var_20
var_10
var_s@

; FUNC

91



7

NOTE: all paths must be valid on the remote computer

Application

Input file

Debug application setup: ios

dle/Application/2BE964D4-8DF0-4858-A06D-66CA8741ACDC/WhatsApp.app/WhatsApp ﬂ

dlefApplication/2BE964D4-8DF0-4858-A06D-66CA8741ACDC/WhatsApp.app/WhatsApp|

Parameters

Help

%

RiiHelp, AIREESHE XA

-
o}

<
>

[7] Functions

+
+)

H e o @& 6§ 3 F. ¢4 w X > OO

1 O O .
]

Library function [ll Regular function [l Instruction Data

® 0 0

Unexplored External symbol [l Lumina func \AF
@ IDA View-A x @

Pseudoco

text:000000010191A370

Functon name text:0000000101918370 ; £n of £ 9O
= e text 370
7] sub_1005F8DA0 “rent 1DA 8.2 Help
[7] sub_1005F8DBC text:
Ib_1005F8DE4 —text
%sub, text:000000010191A374 ; Attributs
7] sub_1005F8E0C text:000000010191A3
[7] __protocol_witness_for_GenericConnectionFramework GCFPi text:000000010191A374 ; __int6h
Jromna: S
Ttext start
[Flaub toosgesee Lext:000000010191A374
NOTE: all paths must be valid on the remote computer
Application D4-8DFO-4858-A06D-66CAB741ACDC WhatsA -
Input file D-66CA8741ACDC/What 5
Parameters N
N
n
Help  Cancel oK
E | _text:000000010191A384
i text:000000010191A385
{7 sub_1005F9008 Xt :000000010191A38C
(7] sub_1005F900C xt:000000010191A390
7] sub_1005F901C Xt:000000010191A394 06
] sub_1005F902¢ t:000000010191A398 "
7] sub_1005F9034 Xt:000000010191A39C Process options
sub_1 xt:000000010191A3A0
7] sub_1005F9040 text:000000010191A3A4
7] sub_1005F9260 Ttext:oonsonolonolaing
7] sub_1005F937C text:000000010191A380
7] -[ChartDataEntry description]_3 text:000000010191A384
7] sub_1005F9430 text:00000001019143
A : canL text:000000010191A35C
text:000000010191A3C
(7] nullsub_1187 __text:000000010191A3C4
7 D i startl text:000000010191A3CC
01914374 0000 A374: start (
Line 69130 of 511593
Output

INle GECOpLLEr G10 NOT CONSIET [ne SEgment ~__00jC_const & reau-omty
because the segment has the write permission
The decompiler did not consider the segment '_objc_data’ as read-only

Cancel

Remote iOS debugger S % @

Index Bookmarks Search|
Contents

Open Pages

IDA Pro Documentation
B =2 88Q
Process options

Action  name: SetupProcess

This dialog box allows to specify different settings related to the process being debugged.
Application
Host application to launch. For executable files, this field is
equal to the 'input file'.
If this field is wrong, IDA will not be able to launch the program.
For remoting debugging, this field denotes a remote file.

Input file

The input file used to create the database.
For remoting debugging, this field denotes a remote file.
Directory
Directory to start the application. If empty, then the current directory
will be used.
For remoting debugging, this field denotes a remote directory.
Parameters.
Optional parameters to pass to the debugged application (or the host application)
when it starts. This field may be empty.
The standard input/output/error channels can be redirected using
‘the bash shell notations. for example: >output 2>&1

Hostname

If entered, denotes the name of the remote host with the application
to debug. In this case, a remote IDA server on this host must be launched.
Click here to see the list of remote servers.

Port
The port number of the remote server

Password
Optional password to protect your server from strangers connecting to
it and running arbitrary commands. The same password switch must be
specified on the remote server.

The hostname, port, and password are not available for debuggers connected locally to the computer.

See also Start process
Debugger submenu
How to launch remote debugging

Index| Previous topic | Next topic

because the segnent has the write pernission )
L
Python
AU: idle Down  Disk: 199GB

IR ERE1H 23R

IDA -> Debugger -> Debugger options -> Set specific options

® Max packet size . 512
o E: BUIME-1, BAKBEREMKRENX

® Timeout

1000

Symbol path :

-> i0S configuration

/Users/crifan/Library/Developer/Xcode/i0S DeviceSupport/13.3.1 (17D50)/Symbols

o BILAM ~/Library/peveloper/xcode/i0s Devicesupport 3XZEIE{RESFI{RAVIPhoneik & ITECHY L IRER 12

Device - iPhone7_1331 (iPhone 7, i0S 13.3.1)

o BRIABIRBIFIEIR L BIUSBEEEIMaciiPhonei® &

o (RUAE) Wi%:

Launch debugserver automatically



BETE

ch View Debugger Lumina Options Windows Help
™ Quick debug view ~ 2 )p.i64 (WhatsApp)
% 4 Debugger windows > e X P
- Breakpoints > . H
Watches >
" Instru Tracing > symbol [ Luminz
! X Pseuc
> Start process 0 1910191A370
Attach to process... 1010191A370 ; End
. 1010191A370
Process options... 1010191A374
1010191A374 ; ====
1010191A374
“F2 1910191A374 ; Attr
i 1010191A374
tionFramey 010191A374 ; __in
1010191A374
ot 1010191A374 start
e 1010191A374
1010191A374 var_30
1010191A374 var_2E
# Step inta — 1010191A374 var_2E
tionE { : o 1010191A374 var_2D
lonFrame <) Step ov F8 1010191A374 var 58
" A . 1010191A374 var_5@
s Lo A "/ 19010191A374 var_4cC
EI Run to cursor Fa 1010191A374 var_48
. N | 1010191A374 var_40
isModal() Run until message received 0 1910191A374 var_3@
isModal() 1010191A374 var_2@
_source li}c Switch to source :g%g%giig;j va l‘_1g
i ar_s
v @' Use source-level debugging 1010191A374 var-
cDependel  nen source file. .. 1010191A374 ; FUNC
1010191A374
: B10191A374 |
Debugger options... 1910191A378
Switch debugger... 1010191A37C
- e ----J010191A380
]— ’.‘—I +av+F s ARAARARAARTIATIOTADZ0A

93



IDA - WhatsApp.i64 (WhatsApp) /Users/crifan/dev/dev_root/iosReverse/WhatsApp/ipa/Payload/WhatsApp.app/WhatsApp.i64

i i
I Losaino I

Suspend on debugging start Segment modifications
— Evaluate event condition on exit v Thread start/exit |

IDA View :
T Suspend on process entry point Vv Library load/unload

_ text Suspend on thread start/exit Breakpoint

__text v Debugging message
__text
__text Suspend on debugging message -
_ text

_ text

_ text

_ text

_ text

_ text

__text Options

_ text

__text Reconstruct the stack

_ text
__ text
__text Use hardware temporary breakpoints
:t:ﬁ Autoload PDB files

__text Optimize single-stepping
__text

_ text

__text

_ text

— text Edit exceptions Reload exceptions Set specific options
_ text
_ text
_ text

fes | o ). Cancel 0K | —

__text

N NON ) iOS configuration

&

1explored

Suspend on library load/unload

Show debugger breakpoint instructions

Max packet size 512 u
Timeout 1000

Syslog flags (]

IFF
Symbol path [Users/crifan/Library/Developer/XcodefiOS DeviceSupport/13.3.1 (17D50)/Symbols ° !

Device iPhone7_1331 (iPhone 7, i0S 13.3.1) Launch debugserver automatically
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Library function [l Regular function [l Instruction ' Data [l Unexplored  External symbcl B Lumina function
X Debug View Structures Enums
x @ IDA View-PC 1B General registers ©0o0
23 int v2 // xsp+28h] [xbp-2D8h!
24 mm V25; 7/ [xsp+2A8h] [xbp-58h] BYREF x0  MEMORY 1 [
25 X5p+2B0h] _[xbp-50h X1 008000016DATFAAS  MEMORY:000000016DATFAAS & L
20 b e =i X2 000BR16DATFABS b MEMORY :000000016DATFABS <
@ 2 | 000000016DATFBIS & MEHORY:000000016DATFELE ss o
29 atomic_store(lu, (unsigned __int8 x)&WAStackTraceInstaCrashMarker); & MEMORY I [
30 FAbsoluteTimeGetCurrent () ; X5 & MEMORY D 0
31 E sub 103A66810() ; X6 \ MEMORY A 0
5 eeasenontts = 10
33| v26
34| v27 = getpid(); [ Modules ® 00
35 sub_10470FBA4(&v23);
36 V3 = sub_10472BD30(&v25); Gl G [}
37| if ( (sub_104728D8C(v3, 4LL) & 0x80000000) == 0 ) & D...
8| { ! -
39 vd = (double)v24 / 1000000.0 + (ouub\eb( int64)v23 - kCFAbsoluteTimeIntervalSincel970; o - "
40 if ( *(double =)&qword_105DE3940 > v a’ﬁ‘ lusrflibflibobjc-trampolines.dylib 000000010715¢
a1 5 tusrllibflibsubstitute.dviib 000000010719
42 *(double k)&qwnrd 105DE3938 = (double)v24 / 1000000.0 + (double) (__int64)v23 - kCFAbsoluteTimeIntervalSince1970;
43 byte_105DE396
44 *(dollbLe ) 6quord_105DE3945 = #(double +)Saword_105DE3940 —
as| 3
3 [ Threads ® 0 O
47 (void *)WALogPathForCurrentExtension(); |
48| v objc_retainAutoreleasedReturnValue_BCAB( V5] Decima Hex state Name
49 w23 = &stru_1053A4770; [3] 6691... 661B.. Ready FFFFFFFFFFFFFFFF
50 / = (vn)d «)sun 1046E3D1C(&0BIC_CLASS__NSArray); 3] 6609: 61E82 Ready FRFFFFFFFFFFFFFF
51 msgSend_arrayWithObjects_count. 01%1”, 8, v9, vi1e);
52 ab]c re(amkutoreleasedkelurnvalue :_BCA8(v11); @ 669 661E51 Ready FRRFFFPFFPFRAFFF
53| viz (void HWALDgHeadErBl ck(); @6692 661E7F Ready FFFFFFFFFFFFFFFF
nhir ratainAutnralascadDatiialialie REAGL 1) [3) 6692... 661E7E Ready FFFFFFFFFFFFFFFF
01914374 start:28 (103C3A374)
(5] Hex View-1 ©® © © [T stackview ® 6 O
0000000103C9A330 F3 41 2E 94 FO AC 00 DO 10 C6 46 F9 50 00 00 B 000000016DA7FA70 00000001BD234360 Libdyld. dylib: _text:000000018D234360 0
0000000103C3A30 02 GO 80 14 00 02 1F D6 3F @5 40 F1 EA 03 00 91 000000016DA7FA7S HEMORY
0000000103C9A350 C3 @0 00 54 4A 05 40 D1 5F 01 40 39 29 05 40 D1 000000016DA7FAB0 MEMORY:
10000000103C9A360 3F 05 40 F1 88 FF FF 54 4A 01 89 (B 5F 01 40 39 000000016DA7FA88 MEMORY:
0000000103C9A370 (CEREGAITY FC 6F BB A9 F8 SF 01 AS F6 57 02 A9 000000016DA7FA%0 HEMORY
0000000103COA3B0 F4 4F 03 A9 FD 7B @4 A9 FD 03 @1 91 FF 03 @B D1 000000016DA7FA9E  ©000000102380000 HEADER: _mh_execute_header
0000000103C9A390 F4 @3 01 AA F5 03 00 AA EB8 AC 00 DO 08 D5 46 F9 000000016DA7FAAD MEMORY
0000000103C9A3A0 08 01 40 F9 A8 83 1B F8 01 46 2E 94 F3 03 00 AA 000000016DA7FAA8  000000016DA7FBFO  MEMORY : 000000016DA7FBFO
9900000103330 E8 AC 00 DO 08 B1 42 F9 35 00 80 52 16 FD 9F 08 000000016DA7FABO HEMORY
01914370 0000000103C9A370; sub__103CIA334+3C. UNKNOWN FA70: MEMORY FA70 (Synchronized with SP)
Output ®@ 6 0
loaded /Library/MobileSubstrate/DynamicLibraries/HookWhatsApp.dylib
loaded /Library/MobileSubstrate/DynamicLibraries/SSLKillSwitch2.dylib
ded /usr/1lib/libboringssl.dylib
thread has started um 6692482)
re i
FFFFFFFFFFFFFFFF: thread has started (tid=6692478) .
GDB
AC:00000001024A5754 Down Disk: 19968
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__intea v25; / /p*&i‘;\,rzt\;\;‘i‘z\ni“] — KN it
Xbp-58h] BYREF Pseudocod
W General egisters

int v26; // Ixs
\ p+2B0h] [xbp-50h
pid_t v27; // (xs g \
3 P+2B4h] [xbp-4Ch]
X0 0080000000000
LT  oon ot

—\ - _
atomic_store(lu, (unsi i
\ S » (unsigned _ int8 x)&MWi
= = e = 000080016DATFABS & MENORY:000000016047FABS
5 :SBWHIEDHFBIE 4 MEMORY:0000000160A7F818
0061 Y

-

;\ ::22%_'11%55%%3399?; = CFAbsoluteTimeGetCurrent();
o = sub_103A66810() ; g
2\ v25 OxEQR000001LL ; 4
X aU00000NRONNND L HEHORY: 00LLO00IRL000) 8

31 v26 =1

34 | V27 = getpid();

35| sub_1047@FBA4(&v23);

36 | v3 = sub_10472BD30(&v25);

37 | if ( (sub_10472BDOC(V3, ALL) & 0xB00000RR)

D.. 000000010238
. 0000000107031
000000010715
000000010718

°)
int64)v23 - KCFAbsoluteTimeIntervalSinceld7e;

&
53 ustfioflibobjc-trampolines dylib

57 fustfibfibsubstitute dviio

__int64)v23 - KCFAbsoluteTimeIntervalSince1370;
a © 00

\ v4 = (double)v24 / 1000000.8 + (double)(
b 4o | 1f ( *(double x)&qword_1@SDE3040 > vd )
(double)v24 / 1000000.0 + (double) (

{
#(double *)&qword_105DE3938 =

® 43 byte_105DE3960 = 1
\ X &aword_] 05DE3948 = *(double +)&qword_105DE3940 — va;
e x| Se

Name
FRFEFFFFFFFFFFF

*(double *)
Y
13 i 3
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m Tutorial: Debugging iOS Applications with IDA Pro (hex-rays.com)
= Debugging iOS Applications with IDA Pro
= Debugging DYLD
= Debugging the DYLD Shared Cache
m Debugging System Applications
= Troubleshooting

m https://www.hex-rays.com/wp-content/uploads/2019/12/ios_debugger_tutorial.pdf
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Step Into = F7 = BH#HN = BELHA
Step Over = F8 = HHHIT = BHHT
Run until return = Ctrl+F7 = BTHZIRE
Run to cursor = F4 = E{TREMRL

Run until message received = Alt+0

L

I EERRRE:

e IDA -> Debugger

o

o

Debugger window

ida64 File Edit View

Jump Se

Debugger Lumina Options

Windows

Help

7] Quick debug view

7]

1.i64 (WhatsApp) /Users/crifan/dev/dev_root/iosReverse/Whal

BE €5 A58 5 ) T T oo coses

K 1

8 Library function - Regular function [l Instru

X ug Vie
x [[E IDA Viel
20 [ int v20; // w2l
21 int64 v21; // x20

22 | Block_layout *v23; // [xsp+20h] [xbp-2E¢
23] int v24; // [xsp+28h] [xbp-2D8h]

24 | __int64 v25; // [xsp+2A8h] [xbp-58h] BYR
25 | int v26; // [xsp+2B@h] [xbp-50h]

26 | pid_t v27; // [xsp+2B4h] [xbp-4Ch]

29 atomic_store(lu, (unsigned __int8 x)&WAS
30 qword_105DE3940 = CFAbsoluteTimeGetCurre
31  qword_105DE3958 = sub_103A66810();

32 V25 = 0xE@0000001LL;
33| v26 = 1;
34 | v27 = getpid(); |

35  sub_10470FBA4(&v23);

36 v3 = sub_10472BD30(&v25);

37 if ( (sub_10472BDOC(v3, 4LL) & 0x800000¢

38| {

39 v4 = (double)v24 / 1000000.0 + (double

40 if ( *(double *)&gword_105DE3940 > v4
{

Breakpoints
Watches
Tracing

P> Continue process

Attach to pr

Process options...
@ Pa
@ Terminate process
Detach from process
Refresh memory

fal Take memory snapshot
Manual memory regions
Send a command to GDB monitor

a Step into

2 Step over

B Run until return
G¥ Run to cursor

41 Run until message received

42 *(double *)&qword_105DE3938 = (doubl

43 byte_105DE3960 = 1; %c| Switch to source

44 *(double *)&qword_105DE3948 = *(dout

45 } 4 - v @ Use source-level debugging
461 } . Open source file...

47 v5 = (void *)WALogPathForCurrentExtensic

48  v6 = objc_retainAutoreleasedReturnValue_
49 v23 = &stru_1053A4770;
50 v7 = (void *)sub_1046E3D1C(&0BIC_CLASS_|
[ ] 51 v1l = objc_msgSend_arrayWithObjects_coun

Breakpoints

Debugger options...
Switch debugger...

>
>
>

Tt Floating Point Registers (Single Precision) i
1Bk Floating Point Registers (Double Precision)

1Bt NEON Registers
1Bt Debugger window
Thread list
Module list
Locals

[©] stack view

£3) Stack trace
Watch view
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5ince1970;

3 — kCFAbsoluteTimeIntervalSincel970;



@ ida64 File Edit Jump Search View Debugger Lumina Options Windows Help

[ NON ) [ Quick debug view ~ 2 1.i64 (WhatsApp) [Users/crifan/dev/dev,
l—f/ H € = & ‘J Debugger windows > [Ea X :» (=] £
-4 ] | l Breakpoints > Breakpoint list ~\B '
g Watches >  @* Add breakpoint
>

: Library function [l Regular function [l Instrui  Tracing B¢ Delete breakpoint

x
o [ Continue process FO

20 [ int v20; // w2l Attach to process...

21| __int64 v21; // x20 Process options...
22 | Block_layout %v23; // [xsp+20h] [xbp-2E€ .
23| int v24; // [xsp+28h] [xbp-2D8h] @ Pause process
24| __int64 v25; // [xsp+2A8h] [xbp-58h] BYF  [J Terminate process AR2
25| int v26; // [xsp+2B@h] [xbp-50h]
26 | pid_t v27; // [xsp+2B4h] [xbp-4Ch] Detach from process
20
@28 e e
29  atomic_store(1lu, (unsigned __int8 *)&WAS [l Take memory snapshot
30 qword_105DE3940 = CFAbsoluteTimeGetCurre M | q
31 qword_105DE3958 = sub_103A66810(); SOUGUNENONVICOIONS
32 v25 = OxE00000001LL; Send a command to GDB monitor
85 v26 = 1; |
34 v27 = getpid(); i ;
35 sub_10470FBA4(&v23); 3 stepinto &
36 V3 = sub_10472BD30(&v25); 2 Step over F8
87 if b_10472BDOC(v3, 4LL) & 0x800000 i
38 i’ L st e Jresex ! @5 Run until return ~E7
39 v4 = (double)v24 / 1000000.0 + (double @I Run to cursor Fq 5incel970;
40 if ( *(double *)&qword_105DE3940 > v4 X X
41 { Run until message received ©¢0
42 *(double *)&qword_105DE3938 = (doubl 3 — kCFAbsoluteTimeIntervalSincel97
43 b)(/te_lOSDEI;QGG =1; ( %c| Switch to source
44 *(double *)&qword_105DE3948 = *(douk
45 I 4 - v @f Use source-level debugging
468 } Open source file...
47 = v5 = (void *)WALogPathForCurrentExtensic p
48 v6 = objc_retainAutoreleasedReturnValue_

49 V23 = &stru_1853A4770; Debugger options...

50 v7 = (void *)sub_1046E3D1C(&0BIC_CLASS__  Switch debugger...

51 v1l = objc_msgSend_arrayWithObjects_coun e N
n 52 | obj c_rgtainAuForeleasedReturan].ue_BCAS(v11) -

o Watches

ida64 File Edit Jump Search View @ Debugger Lumina Options Windows Help

eoe@ [/ Quick debug view ~ 2 164 (WhatsApp) [Usersferi
ﬁ' (= &L D % "'J Debugger windows > Lr!‘ X > =

- 4 Breakpoints > N

5 > i | ] Watch list )

Library function . Regular function . Instrur  Tracing > &% Add watch n

X Debug Vie . it Delete watch B
. [+ Continue process Fo \ &
X IDA Vie

20 | int v20; // w2l Attach to process...
21| __int64 v21; // X20 Process options...
22 | Block layout *v23; // [xsp+20h] [xbp-2E(
23 | int v24; // [xsp+28h] [xbp-2D8h] @ Pause process
24 __int64 v25; // [xsp+2A8h] [xbp-58h] BYF  EJ Terminate process A2
25| int v26; // [xsp+2B@h] [xbp-5@h]
26 pid_t v27; // [xsp+2B4h] [xbp-4Ch] Detach from process
© objcautorelessepontrusn(); | Fenoene | —

29  atomic_store(lu, (unsigned __int8 *)&WAS | Take memory snapshot
30 gword_1@5DE3940 = CFAbsoluteTimeGetCurre

31  qword_105DE3958 = sub_103A66810(); Manual memory regions

32 v25 = 0xE00000001LL; Send a command to GDB monitor

33 v26 = 1;

34 v27 = getpid(); \ .

35  sub_10470FBA4(&v23); 3 Stepinto F7

36 v3 = sub_10472BD30(&25); o) Step over F8

37 ili7 b_10472BDOC(v3, 4LL) & 0x80000 .

38 i il Lo ! Xaea00 B, Run until return AF7

39 va = (double)v24 / 1000000.0 + (doublé @I Run to cursor ¢4 3incel97e;
40 if ( *(double +*)&gword_105DE3940 > v4 ) .

41 { Run until message received 40

42 *(double *)&qword_105DE3938 = (doub] 3 — kCFAbsoluteTimeInterv
43 byte_105DE3960 = 1; %g] Switch to source

44 *(double *)&qword_105DE3948 = (douk i

45 } v H Use source-level debugging

468 } Open source file...

47 v5 = (void *)WALogPathForCurrentExtensic

48  v6 = objc_retainAutoreleasedReturnValue_

49 V23 = &stru_1053A4770; Bebugger options...
50 | v7 = (void *)sub_1046E3D1C(&0BIC_CLASS_| Switch debugger...
51 vl1l = objc_msgSend_arrayWithObjects_coun

[ ] cn Ahin makminfAidkamalansadlakiimnllaTliia DAAOT A

o Tracing



ida64 File Edit Jump 1 bugger Lumina Options Windows

E’ H D e, D ‘%I ‘% "J Debugger windows

[ ] [ Quick debug view ~ 9 1.i64 (WhatsApp) /Users/crifal

>Lr_u:|>(fbﬂ

4 i ‘ l Breakpoints > [
g Watches > e
: Library function [l Regular function [l Instru1 E7 Tracing window
X Debug Vies . Clear trace
- [+ Continue process 2]
x [E IDA Vie) i = ) ) -
20 [ int v20; // w2l Attach to process... £l Instruction tracing
21| __int64 v21; // x20 Process options... Basic block tracing
22 | Block_layout *v23; // [xsp+26h] [xbp-2E¢ ‘ s i )
23 | int v24; // [xsp+28h] [xbp-2D8h] @ Pause process &f Function tracing
24 | __int64 v25; // [xsp+2A8h] [xbp-58h] BYR [ Terminate process ~F2
25 | int v26; // [xsp+2B@hl [xbp-50h] W*" Add write trace
26 | pid_t v27; // [xsp+2B4h] [xbp-4Ch] Detach from process P .
27 T mw Add read/write trace
@ 28 L v _ «¥ Add execution trace [l
29 atomic_store(lu, (unsigned __int8 *)&WAY i Take memory snapshot
30  qword_1@5DE3940 = CFAbsoluteTimeGetCurre M | . | Traci i
31 quord_105DE3958 = sub_103A66810(); anuaimemorylregions [ACINgIoptions.
32 v25 = OxEQ0000001LL; Send a command to GDB monitor I
33 v26 = 1;
34 v27 = getpid(); | : \ |
35  sub_10470FBA4(&v23); B Step into F7
36 v3 = sub_10472BD30(&v25); ) Step over F8
3/ if ( (sub_10472BDOC(v3, 4LL) & @xB800000¢ 5 Y
38 1 O Run until return F7
39 v4 = (double)v24 / 1000000.0 + (doublé  [EII Run to cursor s incel97
40 if ( *x(double *)&gword_1@5DE3940 > v4 . )
41 { Run until message received <0
42 *(double *)&qword_105DE3938 = (doubl 3 = kCFAbsoluteTimeInterval
43 b)('tE_IGSDE?%@ =d1; . %] Switch to source
44 *x(double *)&qword_1@05DE3948 = *(dou
45 } ¢ - v @ Use source-level debugging
461 } ! 1 Open source file...
47 v5 = (void *x)WALogPathForCurrentExtensic
48 = v6 = objc_retainAutoreleasedReturnValue_ 5 .
49 v23 = &stru_1053A4770; Debugger options...
50 v7 = (void *)sub_1@46E3D1C(&0BIC_CLASS_|  Switch debugger...
51 v11l = objc_msgSend_arrayWithObjects_cour ___
| ] 52, objc_retainAutoreleasedReturnValue_BCA8(v11);

ENERUE

ZBIEHNEFE:

BTIRF8E, AIMBEREXFAEMEREN:

'. [ ] IDA - WhatsApp.i64 i i i i64
HH e S s B 3 AR S FFw X > OO % A R
4 > 5
o \ .
Library function [ll Regular function [l Instruction Data Unexplored External symbol [l Lumina function
X Debug View x EI Structures x [ Enums
x IDA View-PC Pseudocode-A 3B General registers @0 0
20[ int v2e; /7 w2
5 ieved Va1 7) a0 x4 4 MEMORY N e
22| Block_layout *v23; // [xsp+20h] [xbp-2E0n] BYREF e u MEMORY. z
23| int v24; // [xsp+ssh] [xbp-208h] el c &
24| __int64 v25; // [xsp+2ABh] [xbp-58h] BYREF X6 R v °
25| int v26; // [xsp+2BOh] [xbp-50h] X7 4 MEMORY: SS0
26| pid_t v27; // [xsp+2B4h] [xbp-4Ch] X8 392EQFC41A260082 & MEMORY:392E0FC41A260082 o
ogg — X9 392EOFCA1A260082 & MEMORY:392E0FC41A260082 : g
29 | atomic_store(lu, (unsigned __int8 +)SWAStackTraceInstaCrashiarker) ; 19 \SJIEADER, = BN execute.fieaderi 1000 1
30 quord_105DE3940 = CFAbsoluteTimeGetCurrent(); s © IR E
31 qword 105DE3058 = sub_103A66810(); x12 4 MEMOR NRW @
32 v25 = 6xE00000001LL x13 4 MEMORY EL_ 0
e | x14 4 MEMORY SESER
35 sub_10470FBA4(&v23); XLy IRy
36 U3 = sub_104728D30(&v25); X16 0000000103C9A374 & start
37 if ( (sub_104728DOC(v3, 4LL) & 0xB000000D) == 0 ) x17 4 MEMORY
38| { x18 4 MEMORY:
39| o= (double)vas / 10000800 « (double) (_int6a)va3 - KCFAbsoluteTinelIntervalsince1s7o; oy & MENORY:
40 if ( x(double *)Squord_105DE3940 > v4
b x20 4 MEMORY
42 #ldoutle +)auord1050E3936 = (double)v24 / 1000800.0 -+ (double) (_int64)vz3 - KCFAbsoluteTinelntervalsince1o7o; x21 4 HEMORY
43 byte_105DE3: x22 4 MEMORY
44 e quord. 105DE3948 = #(double *)Gauord_1050E3940 ~ i x23 & MEMOR
P x24 4 MEMORY
47 5 = (void *)WALogPathForCurrentExtension(); bz (Gl
48 6 = objc_retainAutoreleasedReturnvalue_BCAB(vS); X26 4 MEMORY
49 Sstru_1053A4770; 4 MEMORY
50 - (void <)sub_1046EDIC(S0RIC_CLASS ) 'NSA;rayD; e s X28 000000016DATFASB  HEMORY: 000000016DA7FASE
o Piahie Rt e O TRE i s X29 000DOOD16DATFABD b HENORY: 000000016DA7FABD
53| V12 = (void +)WALogHeaderBlock(); X30 00000001BD234360 4 Libdy1ld.dylib: _text:000000018D234360
54| objc_retainAutoreleasedReturnValue_BCAB(v12); SP 000000016DATFATO t MENORY:000000016DA7FA70
55 sub_1046E8000(15); PC_0000000103C9A374 4 start
E P ([ =
57 objc_release_x24_10235C698();
53 objc_release x23_10235C680(); ViEzED © 00
50 vi4 = sqlite3_config(16, sub_103DSOAAC, OLL);
80| if ( (OWORD)VI4 ) Decimal Hex sute Name
sl € asteommect] 6691736 661898  Ready FFFFFFFRFFFFFFFR
vi5 = su B
e 8 - o 6602482 661E82  Ready FFFFFFFFFFFFFFFF
83| | VI = subIB4GDCRAB(VIS, vz3, “Unable to configure sqlite logging®); Geoods1  661ES1  Rowdy jiiatiiaaiii
65 V16 = (void +)WABuildVersion(vid); 6602479 661E7F  Ready FFFFFFFFFFFFFFFF
66 objc_retainAutoreleasedReturnValue_BCAB(v16); 6602478 G61E7E  Ready FFFFFFFFFFFEFFFE
67| WAStackTraceRegistertiandlersForverson();
68 objc_release x23_10235C680();
69 WACallStackInitializeOnMainThread();
70 WAMediaSetLogFunct ion(sub_03D50BB4) ;
0191A3EC start:34 (103C9A3EC)
& output ® 6 0
thread has started
FFFFFFFFFFFFFFFF: thread has started (tid-6692478) ]
GDB
AC:0000000102A15A15 Down Disk: 19968
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Library function [l Regular function [l Instruction Data Unexplored External symbcl M Lumina function b |
a3 [ Structures x @ Enums
X IDA View-PC [ 3Bt General registers ® 0 0
20 int v20; 77 w2l
2 ﬁm:(ﬁ‘: leé //ngu T ga— X4 0000000000000000 v, MEVMORY:dword_0 g ?
ock_layout #v23; // [xsp+20h] [xbp-2€0h] BYREF e
5| e ekl e o coococoasaaanaad v 111 dvard-0 s
24| _int64 v25; // [xsp+2A8h] [xbp-58h] BYREF “ +dword_ v a
25| Tnt v26; // [xsp+2B0h] [xbp-50h X7 0000080800000000 v, MEMORY: dword_0 s o
26| pid_t v27; // [xsp+2Bah] [xbp-4ch] X8 00000BB1BD6OFO00 4 CoreFoundation: _const:_charToSixBitLookups17668 1
og; X9 @0000001BD60FO00 v CoreFoundation: _const:_charToSixBitLookup+17668 : :
[objc_autoreleasePootPushiy; ) b
29 | atomic_store(1u, (unsigned _ints %)SHAStacklraceInstaCrashMarker); X192 ORI 0000 e 0Ny S o2E ol 1 hco00d2 1 i
30 quord_105DE3940 = CFAbsoluteTimeGetCurrent(); Xﬂ & MEMORY: ED62 F °
51 quord 105DE3958 = sub_10366810(); 4 MEMORY NRW @
32 V25 = 0xE00000001LL; x13 40000000007C246D . HEHORY £00000400007C245D EL_0
33 & MEMORY SPSEL 0
34 = getpid(); :
38 | eabriedroranatunay; | IRy
36 U3 = sub_104728030(6125); X16 00000801BDA2EFSC 1 CoreFoundation: _text: CFAbsoluteTimeGetCurrent
37 if ( (sub_104728DOC(13, 4LL) & 0xB000000) == © ) X170000080105970350 1, __data:unk 105970350
8| { X18 0000080800000000 v, MEMORY: dword_0
3| s ey ““2“232n23;4é“2“"‘°” int64)v23 - KCFAbsoluteTineIntervalSince1970; 'X19 0600088165003500 w, MEMORY : 0000000108603500
Al ff SRl v X20 00000BB16DATFANS s MEMORY : 000000016DA7FAAS
a2 *(double *)Squord_105DE3938 = (double)v24 / 1080000.0 + (double) (__int64)v23 ~ kCFAbsoluteTimeIntervalSince1970; X21 0000080000000001 v, MEMORY: dword_0+1
43 byte_105DE3960 = 1; X22 0000000000000001 v MEMORY: dword_0+1
44 *(double +)&qword_105DE3948 = %(double +)&qword_105DE3940 ~ v4; X23 0000000105DE3940 15 __bss :quord_105DE3940
o B X24 6000000000000000 1, MEHORY : dword_0
47 U5 = (void *)WALogPathForCurrentExtension(); FEBCIICILACTLD (5 SIS ECIRLYD
48 6 = objc_retainAutoreleasedReturnValue_BCAB(vS); X26 0000080000000000 1, MEMORY: dword_0
49| 23 = &stru_1053M770; X27 0000080000000000 1, MEMORY: dword_0
30| v7 - (void x]s;b Ledseanicistalc cliss _pshrray); - X28 00000BB16DATFASS 4 MEMORY : 000000016DA7FASE
V11 = objc_msgSend_arrayWithObjects_coun v, v8, v9, vie); o
52 objc_retainAutoreleasedReturnValue_BCAB(vIT); X20,890000D16DATLACE S LEHORY; 9082800 LoDATEASD
53| V12 = (void *)WALogHeaderBloc X30 0000000103COA3C4 & Start+so
sall usic rinioAvtarelosso et i Bea(ua2); S 000000016DATF760 t MEMORY:0000000150A7F760
35 T13"Cub dodeesave  c); PC_0000000103C9A300 4 startssC
56 WALogWriterInitialize(vi3) nen cannnana —
57 objc_release_x24_10235C698
58 objc_release x23.18235C680| (3] Threads ® 00
50 vid = sqlite3_config(16, sub 103DSGAAC, OLL);
80| it ( COWoRDITA) Decimal Hex state Name
61| { "y [3) 6691736 661898  Ready FFFFFFFFFFFFFFFF
P2 U = il ORI [ 6692482 661E82  Ready FFFFFFFFFFFFFEFF
63 14 = sub_1046DCBAD(v15, &23, “Unable to conf: lite L ;
gl p === “ v pableitofeontiatielbal b ehloso i)y 3] 6692481 661E81  Ready FFFFFFFFFFFFFFFF
65 V16 = (void +)WABuildversion(vi4); (3] 6692479 661E7F  Ready FEFFFFFFFFFFFFFF
66 objc_retainAutoreleasedReturnvalue_BCAB(v16);
67 WAStackTraceRegisterHandlersForVersion();
63 objc_release x23_10235C680();
69 WACallStackInitializeOnWainThread();
70, WatediaSetLogFunct ion(sub_1030505641
0151A3F8 start:3 (103C9A38)
5 output 60
FFFFFFFFFFFFFFFF: thread has started (t1d=6692478)
Debugger: thread 6692478 has exited (code 0) ]
GDB
AC:0000000102B4598D Down Disk: 19968
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Library function ll Regular function Jll Instruction Data [ Unexplored
View
IDA View-PC

File

Jump

; Wlndo;h; wHelp

External symbol [l Lumina function

__int64 v15; // x0

void *v16; // x0

const char %v17; // x1

void *v18; // x0

const char %v19; // x1

int v20; // w21

EEAnt6d V21 // x20

Block_layout *v23; // [xsp+20h] [xbp-2E@h] BYREF
int v24; // [xsp+28h] [xbp-2D8h]

__int64 v25; // [xsp+2A8h] [xbp-58h] BYREF
int v26; // [xsp+2B@h] [xbp-50h]

pid_t v27; // [xsp+2B4h] [xbp-4Ch]

atomic_store(1lu, (unsigned __int8 *)&WAStackTraceInstaCrashMarker);
qword_105DE3940 = CFAbsoluteTimeGetCurrent();
gqword_105DE3958 = sub_103A66810() ;
v25 = OXEOOOOOOOILL;
V26 =
v27
v3 =

p:Ld £ v27 // [xsp+ZB4h] [xbp 4Ch] |
%f 0xA304 00) == 0 )

(double)v24 / 1000000.0 + (double)(__int64)v23 - kCFAbsoluteTimeIntervalSincel970;
if ( *(double *)&qword_105DE3940 > v4 )

getpid( ) i

*(double #)&qword_105DE3938 = (double)v24 / 1000000.0 + (double)(__int64)v23 - kCFAbsoluteTimeIntervalSincels?

byte_105DE3960 = 1;
*(double *)&qword_105DE3948 = *(double *)&qword_105DE3940 - v4;

IE4L vo7 ZEBIZ pid_t , {BHE oxaAses
Heh
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?? 100,69 /var/containers/Bundle/Application/2BE964D4-8DF0-48568-A06D-66CA8741ACDC/WhatsApp.app/WhatsAp
p
ttys000 100,01 WhatsApp

® 41732 = O0OxA304

EXEEMN,

>
[

REREER BHEENED
A ARERE: BAVSHMEIRETEE, EFERTEZENINME. BREFR: 16#H="#HNE
BRI,

21
ek

ind

crifan.org, {EFE24.0E[R(CC BY 4.0)11% /&% all right reserved, powered by Gitbook&/ZE#: 2024-10-01 16:58:57


https://creativecommons.org/licenses/by/4.0/deed.zh

IEiH SR E

ZHI4A: IDARTCRFIFS(R{RS, #0007 Mr=:
B REVERERBRE . A& Estart
IEAbERRS, ERIAREA:

ARSI = -

ece IDA - WhatsApp.i64 i i 64
A H e D s s 3 A ih ot F A X>ODO LNEAHE N

e

o

Library function [ll Regular function [l Instruction Data Unexplored External symbol [l Lumina function

Debug View x [ Structures X

x IDA View-PC g Pseudocods
23[ int v24; // [xsp+28n]_[xbp-208h

24| _intsa v25; // [xsp+2A8h] [xbp-58h] BYREF

25| int v26; // [xsp+2Boh] [xbp-50h]

26| pid_t v27; // [xsp+284h] [xbp-4Ch]

av

Enums
3B General registers ® 0

X0 MEMORY 1
XL 000000016DATFAAS 4 MEMOR

000000016DA7FABS b HENOR)
000000016DA7FB18 4 HENOR)
atonic_store(lu, (unsigned __ints <)&wn5tz(kTra(elnsta(rzshMarker), X4 % MEMORY

CFAbsoluteTimeGetCurrent

sub_103A66810() ; X6 \ MEMORY
32 0XE00000001LL; 2

2
3
£
-

& MEMORY

Seeocomed

-
e
song<an

50 Modules
35 sub 10470FBA4( 23);
36 v3 = sub_10472BD30(& Path Base.
37 if ( (sub_] 154725DOC1v2 4LL' & 0x30000000) °) ﬁ
38 2

®
o
=0

D..

390 vi = (double)v24 / 1000000.0 + Aaoublcn int64)v23 - KCFAbsoluteTimeIntervalSince1970; B8 fprivatefvar/containers} /Applicati DRO-485.2

40 if ( *(double +)Sqword_105DE3940 > vi 8] fusrlib/libobjc-trampolines.dylib 000000010715¢
1 A lusrilib/ibsubstitute.dvlib 000000010719¢

42 *(double *)Sqword_105DE3938 = (double)v24 / 1000000.0 + (double) (__int64)v23 — kCFAbsoluteTimeIntervalSince1970; e ——————

43 byte_105DE3960 =

44 *(double +)&qword_105DE3948 = *(double +)Sqword_105DE3940 ~ vd; .

45|} [3] Threads ® 0 0

(void +)WALogPathForCurrentExtension(); e T =
objc_retainAutoreleasedReturnValue_BCAB(v5) ;

SATTs 105547707 [@) 6691... 661B... Ready FEFFFFFFFEFFFFFF
(void nsun 1046E3D1C(§08IC_CLASS hren; , (3 6692.. 66182 Ready FFFFFFFFFFFFFFFF
objc_nsgSend_arrayWithobjects count_g100(v7, ve, 19, vi0); [ 6692, 661681 Ready

52 objc_retainAuty eturnval VIT); -

| e e e e Slai D Soons. o neaty e

TaacadDatirnliallia BCAGLL1O1 . [3] 6692.. 661E7E Ready FFFFFFFFFRFFFFRF
01814374 start:28 (103C9A374)

3

[ Hex View-1 ©® ® © [T stackview ® 0 O
[0000000103C9A330 F3 41 2E 94 FO AC 00 D@ 10 C6 46 F9 50 00 00 BS ' Libdyld.dylib:__ .
0000000103C3A340 02 G0 80 14 00 02 1F D6 3F 05 40 F1 EA 03 00 91 000000016DA7FA7S HEMORY

0000000103C3A350 C3 00 00 54 4A @5 40 D1 SF 01 40 39 29 05 40 D1 000000016DA7FABD MEMORY

0000000103C9A360 3F 05 40 F1 88 FF FF 54 4A 01 89 (B 5F 01 40 39 000000016DA7FA88 MEMORY:

0000000103C9A370 FC 6F BB A9 F8 5F 01 A9 F6 57 02 A9
10000000103C9A380 F4 4F 03 A9 FD 7B @4 A9 FD 03 @1 91 FF 03 @B D1
0000000103C34300 F4 03 01 AA F5 03 00 AA EB AC 00 DO 08 D5 46 FO 000000016DA7FARD MEMORY
0000000103C9A3A0 0B 01 40 FO A8 83 1B FB 1 46 2E 94 F3 03 0 000000016DATFAAG  000000016DATFBFO MEMORY : 00000001EDATFBFD

MEMORY:

A90 HEMORY
000000016DA7FA8  0000000102380000 HEADER: _mh_execute_header

0 AL
0000000103C9A380 E8 AC 00 DO 08 B1 42 F9 36 00 80 52 16 FD F 08 000000016DA7FABO
0191A370 0000000103C9A370: sub_103C9A334+3C UNKNOWN A70: MEMORY 7FA70 (Synchronized with SP)

10734000 Y, ubstr

107370000: loaded /L)hrzry/Mnh)leSubs(rale/Dynzm)cLlhrar)es/SSLKlllSwlt(hl dyl)b

1€2284000: loaded /usr/Lib/libboringssl.dylib

FFFFFFFFFFFFFFFF: thread has started (tid=6692482)

FFFFFFFFFFFFFFFF: thread has started (tid=6692481)

FFFFFFFFFFFFFFFF: thread has started (ti 479)

FFFFFFFFFFFFFFFF: thread has started (tid=6692478) ]

Loaded

GDB
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gdb le Applicatien
sed Which one is undefined

WhatsApp app WhatsApp

obje Class WAChatSearchBarCatalyst is implemented in beth

gdb AQ6D

One of the two will be use
gdb d Which one is undefined

loaded
loaded
loaded
loaded
loaded
loaded

Choiey dylib

gdb SubstituteLog Attempted to hook non existant selector

r. ) IDA - WhatsApp.i64 64
S H e > Hms 6 3 FACEQ b F#wXi>0ODO LN A
N >
> i 4
Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function A
x Pseudocode-A B General registers o000
__text:0000000103C9A374 var_s0= 0
X0 & MEMORY: ' N [
 FUNCTION CHUNK AT __text:00000001045E1C75 SIZE 00000014 BYTES begpemmtesestabac ot arasontiontids ;1
X2 00000001CDATFASS s HEHORY :000000016DATFARS ¢ o1
060000103C3A378 STP X24, X23, [SP,#exd0+var_30] 2210020900 10D ATEE 18 B I 002000 LDAZEELS, ss o
000000103C9A37C STP X22, X21, [SP,#@xd@+var_20] X4 & MEMORY IL L]
000000103C9A380 STP X20, X19, [SP,#0x40+var_10] X5 » MEMORY D [
1000000103C9A384 STP X29, X30, [SP,#0x40+var_s@] X6 & MEMORY A 0
000000103C9A383 ADD X29, SP, #0x40 - e I o
1o S S, b, saaca
000000103C9A390 HOV X20, X1 (50 Modules ®@ 00
000000103C9A394 MOV
000000103C9A398 ADRP stack_chk_guard_pt r@PAGE Path Base 0
000000103C9A39C LDR t__stack_chk_guard_pt r@gPAGEOFF] &3 D...
000000103C9A3A0 LDR ] N N
000000103C9A3A4 STUR X8, [X29,#var_48] @t gy B
_objc_ autore\easePoolPush 5 Justflibflibobjc-trampolines.dylib 000000010715¢
103C9A 9. AR fusrllib/libsubstitute.dvlib 0000000107198
0000000103C9A380 ADRP w \StackTraceInstaCrashMarker_pt r@PA(
: \3B4 LDR XS, [X8 #_WAStackTraceInstaCrashMarker. ptr@PAGEOFF]
:0000000103C9A3B3 MOV w22,
:0000000103C9A3BC STLRB w22, [x8]
_CFAbsoluteTineGetCurrent 3] Threads ® 00
0000000103C9A3C4 ADRL X23, qword_105DE3940
text :0000000103C9A3CC STR Do, [x23] Decimal  [Hex  [state Name
text: sub_103A66810 (3] 6691... 661B... Ready FFFFFFFFFFFFFFFF
‘text:0000000103C9A3D4 STR X8, [X23,#(quord_105DE3958 - 0x105DE3940)] 661E82 Ready FFFFFFFFFFFFFFFF
_text:0000000103C9A3D8 ADRP X8, #qword_104ACEDFOGPAGE 661E81 Ready FFFFFFFEFFFFFFEF
__text:0000000103C9A3DC LDR D@, [X8,#qword_104AC6DFO@PAGEOFF]
text:nnanaumu;cgnzia STUR 0o, [ng xvar 5 B61E7F Ready FFFFFFFFFFFFFFFF
jacasasaiaacorsca_couo oo (3] 6692.. 661E7E Ready FRFFFFFFFFFFFFFF
0191A374 0000000103C9A374: start (Synchrunued wlth PC)
[ Hex View-1 ©® ® © [T stackview ® 0 O
0000000103CoA330 F3 41 2€ 94 FO AC 00 D0 10 C6 46 F9 50 00 00 B5 ' by dyib:— '
(0000000103CaA340 02 00 @0 14 00 02 1F D6 3F 05 40 F1 EA 03 00 O1 0000000160ATF A3 HEHORY
0000000103C9A350 (3 00 00 54 4A 05 40 D1 5F @1 40 39 29 @5 40 D1 000000016DA7FABR MEMORY
10000000103C9A360 3F 05 40 F1 88 FF FF 54 4A @1 @9 (B 5F 01 40 39 000000016DA7FABS MEMORY
0000000103C9A370 FC 6F BB A9 F8 5F 01 A3 F6 57 02 A9 000000016DA7FA90 MEM
000@0R0103C9A380 F4 4F 03 A9 FD 7B 04 A9 FD @3 @1 91 FF @3 @B D1 000000016DA7FA98  0000000102380000 HEADER: __mh_execute_header
0000000103C9A390 F4 03 01 AA F5 03 0@ AA E8 AC 00 DO 08 D5 46 F9 000000016DA7FAAQ IEMORY
0000000103C9A3A0 08 01 40 F9 A8 83 1B F8 @1 46 2E 94 F3 @3 00 AA 000000016DA7FAA8  000000016DA7FBF@ MEMORY:000000016DA7FBFO
0000000103CoA3B0 EB AC 00 Do 08 B 42 F3 36 00 80 52 16 FD OF 03 000000016DATFABD HEHORY
0191A370 0000000103C9A370: sub_103C9A334+3C UNKNOWN FA70: MEMORY FA70 (Synchronized with SP)
Output ® 6 0
107340000: loaded /Library/Mobi’
107370000: loaded /Lmrary/MoblleSubstrale/Dynamchmrarles/SSLKulswn:nz oyl;h
1C22B4000: loaded /usr/lib/libboringssl.dylib
FFFFFFFFFFFFFFFF: thread has started (tid=6692482)
FFFFFFFFFFFFFFFF: thread has started (tid=6692481)
FFFFFFFFFFFFFFFF: thread has started (tid=6692479)
FFFFFFFFFFFFFFFF: thread has started (tid=6692478) .
GDB
@C:DBGMOMGZSBUI Down Disk: 199GB
= .
IDAE FENRE—E 5 MlogE:
insider the segment as read only
because the segment has the write permission
The decompiler did not consider the segment as read only
because the segment has the write permission
process has
started pid
loaded
loaded
loaded
loaded
loaded
loaded
loaded
loaded
loaded
loaded
loaded
gdb ebje Class WADocumentAttachmentStats is implemented in both
and

One of the two will be u

WhatsApp app Frameworks SharedModules framework SharedModules and

in class



Attempted to hook non existant selector in class
Attempted to hook non existant se
gdb lector in class
thread has started tid
thread has started tid
thread has started tid
thread has started tid
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Library function Bl Regular function [l Instruction " Data [] Unexplored ~External symbol [l Lumina function
Debug View x [& Structures x B Enums
x @ IDA View-PC ig] Pseudocode-A W General registers 060
20 int v20; 77 w2l =
21| __int64 v21; // x20 X27 N [
22 Block_layout %v23; // Ixs| ] [xbp-2E@h] BYREF z 1
23| int v24; // [xsp+2sh]_[xbp-2 eoe Stack view 00000160A7FASB c 1
- Rt R T e MU 9900000160ATFAT0  000000018D234360 L indy1d.dyLib: _text:0000000160234350 09600 2CDATEASD v
23| T welp g e i) A 000000016DA7FA7E  0000000000000000 :__text:0000000180234360 B Q
26| pid_t v27; // [xsp+2B4h] [xbp-4Ch] g 4 7 Tl L e
27 - 000000016DA7FAS0  0000000000000000 MORY : 0000000 16DA7FA70 D 0
@ 000000016DA7FASS  0008000000000000 art (L
29 | atomic_store(lu, (unsigned __ints *)&WAStackTraceInstaCrashMarker); PERLLCECHIART  COEIa ot . I e
000000016DA7FA9E  0000000102380000 __mh_execute_header | = ——
30 qword_105DE3940 = CFAbsoluteTimeGetCurrent(); 0
31| quord_105DE3958 = sub_103A66810(); LI S5 ORI ik ® 6 0
32 " OXE00000001LL; . 000000016DA7FAAS  000000016DA7FBF 00000016DA7FBFO
3 000000016DATFABD  0000000000000000 (_ Base. Size .
2 o 00000001GDAFABE  000000016DATFCA: 00300016DA7FCAE -
2 47ZF;A4(5J)3 0000000 16DATFACO  00DODOO1GDATFC5A  HENORY 0000000 16DA7FCSA 0-6.. 5C000
36 b_104728D: 000000016DA7FAC8  00000001E6DATFCE9 MEMORY : 000000016DA7FC69 indle/Application/2BE964D4-8DF0-4858-... 000
37 57 T b t0arzboac(.o, 4LL) & 0x00000000) == 0 ) O A C000p00283A2Ch00 IEIORY 0000000 253A2c000 ss.dylib 150000
ig ¢ v = (double)v24 / 1000000.0 + (m.mm;r TR PRI Rp A= G P eTHl 20cC ol GUR Las e 60 0BROTEDA /R DAL HORYEUE Be R0 1A/G LY 2000000107198000 s
20 if ( *(double *)Squord_105DE3940 > 000000016DA7FAES  000000016DA7FDSB  MEMORY : 000000016DA7FDSB
a1 { 0 000000016DA7FAFO  @00000016DA7FDEE MEMORY: 000000016DA7FDEE
1{000680016DATFAFS 070 MEHOR)
a2 b e S l0a00000160A7F 500 80BOBOBIEDATFDFD  HEHORY :0000000160ATFOFO © 060
4a *(dolble +)6qword_10SDE3948 = *(double +)Saword_105DE3840 — vd; 1098000020132C008 o i
45|}
46 0 Ready FFFFFFFFFFFFFFFF
47 (void *)WALogPathForCurrentExtension(); 000000 Ready FFFFFFFFFFFFFFFF
. 00000016DA7F580
i B T B AT R e Y :000000016DA7FEAS Ready FRFFFFFFFFFFFFFF
50 (void ¥)sub_1046E3D1C (§0BIC_CLASS__NSArray); 0068001 CONTRERE: Ready FFFFFFFFFFFFFFFF
0191A3E0 start:3 (103COA3EQ) 000000016DA7FB48  000000Q16DATFEEF MEMORY: 000000016DATFEEF Ready FEFRREFFFERRFFER
1000000016DA7FB50 000000016DATFF24 HEMORY : 000000016DA7FF24
ew- 000000016DATFF4 ~ MENORY : 000000016DA7FF40
Blbevera 0000DO01GDATFF74  HEMORY 0000000 160ATFF74 ©00
2000000103C9A330 F3 41 2E 94 FO AC 00 DO 10 C6 46 F9 50 00 00 B5 000000016DA7FFOB  HEMORY : 000000016DA7FFOB 0
2000000103C9A340 02 00 00 14 00 02 1F D6 3F @5 40 F1 EA 03 00 91 000000016DA7FFBE  MEMORY : 0000000 16DA7FFBE
2000000103C9A350 C3 00 00 54 4A @5 40 D1 5F @1 40 39 29 @5 40 D1 R MEMORY : unk_¢
2000000103C9A360 3F 05 40 F1 88 FF FF 54 4A 01 09 CB 5F 01 40 39 FBB0 6261747563657865 MEMORY:62617475636
2000000103C9A370 FC 6F BB A9 FB 5F 01 A9 F6 57 02 A9 30687461705F656C MEMORY : 30687461705F656C
2000000103C9A380 F4 4F 03 A9 FD 7B 04 A9 FD @3 01 91 FF 03 08B D1 90 6E6F632F7261762F MEMORY : 6E6F632F7261762F
2000000103C9A390 F4 03 @1 AA F5 @3 00 AA E8 AC 00 D@ 08 D5 46 F9 2F7372656E696174 MEMORY : 2F7372656E696174
2000000163C9A3A0 08 01 46 F9 AB 83 18 F8 01 46 2E 94 F3 03 60 AA 412F656C646E7542  MEMORY : 412F656C646E7542
2000000103C9A350 ER AC 00 DO 08 B1 42 F9 36 00 & 52 16 FD 9F 0B ¥ Y 69746163696C7070  MEMORY :69746163696C7070
ananaan1ax 52 a1 ra o> an en L 000000016DATFBBO  36394542322F6EGF  MEMORY: 36304542322FGEGF
01914370 0000000103C9A370: sub_103C9A33443C |0000000160A7FBBS MORY :
7FBCO 3041 MEMORY : 304120 3420
=) Output 600000016DA7FBCB MEMORY : 38414, ® 6 O
= 000000016DA7FBDO 2F43444341313437 MEMORY :2F43444341313437
000000016DA7F BDE 7070417374616857 MEMORY:7070417374616857
107340000: loaded /Lil 0000000 16DATFI 6]58572F7B7B612E HFVWV rmxswrmwer
107370008: loaded /L)hraryanmleSubstrale/Dynam)cLlhrar)eslSSLKl\lSwltch} ayhm 00000161 ru( MEMOR
1C22B4000: loaded /usr/lib/libboringssl.dylib UNKNO! FA70: MEMORY FA70 (Synchmnued with SP)
FFFFFFFFFFFFFFFF: thread has started (tid=6692482)
FFFFFFFFFFFFFFFF: thread has started (t 92481)
FFFFFFFFFFFFFFFF: thread has started (t 92479)
FFFFFFFFFFFFFFFF: thread has started (tid=6692478) .
GDB

AC:00000001027963DD Down

Disk: 199GB

000000016DA7FA70
000000016DA7FA78
000000016DA7FABO
000000016DA7FABS
000000016DA7FASQ
000000016DA7FASS8
000000016DA7FAAQ
000000016DA7FAAB
000000016DA7FABO
000000016DA7FABS
000000016DA7FACO
000000016DA7FACS
000000016DA7FADO
000000016DA7FADS
000000016DA7FAEQ
000000016DA7FAES
000000016DA7FAFO
000000016DA7FAFS8
000000016DA7FBOO
000000016DA7FBO8
000000016DA7FB10
000000016DA7FB18
000000016DA7FB20
000000016DA7FB28
000000016DA7FB30
000000016DA7FB38

00000001BD234360
0000000000000000
0000000000000000
0000000000000000
0000000000000000
0000000102380000
0000000000000001
000000016DA7FBFO
0000000000000000
000000016DA7FC4E
000000016DA7FC5A
000000016DA7FCE9
0000000283A2C000
0000000283528000
000000016DA7FD4D
000000016DA7FD5B
000000016DA7FDEE
0000000283A2C070
000000016DA7FDFO
000000028132C0B0
0000000000000000
0000000000000000
0000000000000000
000000016DA7FB8O
000000016DA7FEA8
000000016DA7FEBF

libdyld.dylib:__

MEMORY :unk_0

MEMORY :unk_0

MEMORY :unk_0

MEMORY :unk_0
HEADER:__mh_i

MEMORY :unk_1

MEMORY : 000000016DA7FBFO
MEMORY :unk_0

MEMORY : 000000016DA7FC4E
MEMORY : 000000016DA7FC5A
MEMORY : 000000016DA7FC69
MEMORY : 0000000283A2C000
MEMORY : 0000000283528000
MEMORY : 000000016DA7FD4D
MEMORY : 000000016DA7FD5B
MEMORY : 000000016DA7FD6E
MEMORY : 0000000283A2C070
MEMORY : 000000016DA7FDFO
MEMORY : 000000028132C0B0O
MEMORY :unk_0

MEMORY :unk_0

MEMORY :unk_0

MEMORY : 000000016DA7FB8O
MEMORY : 000000016DA7FEA8
MEMORY : 000000016DA7FEBF




000000016DA7FB40
000000016DA7FB48
000000016DA7FBE0
000000016DA7FBE8
000000016DA7FBEO
000000016DA7FBES
000000016DA7FB70
000000016DA7FB78
000000016DA7FBBO
000000016DA7FBES
000000016DA7FBO0
000000016DA7FBE8
000000016DA7FBAQ
000000016DA7FBAB
000000016DA7FBBO
000000016DA7FBBS8
000000016DA7FBCO
000000016DA7FBC8

000000016DA7FEDO
000000016DA7FEEF
000000016DA7FF24
000000016DA7FF40
000000016DA7FF74
000000016DA7FFOB
000000016DA7FFBE
0000000000000000

3D687461706F666C
B6E6F632F7261762F
2F7372656E6086174
412F666C646E7542
69746163696C7070
36804642322F6EGF
304644382D344434
30412D383638342D
38414336362D4436

MEMORY : 000000016DA7FEDO
MEMORY : 000000016DA7FEEF
MEMORY : 000000016DA7FF24
MEMORY : 000000016DA7FF40
MEMORY : 000000016DA7FF74
MEMORY : 000000016DA7FF9B
MEMORY : 000000016DA7FFBE
MEMORY : unk_0

MEMORY:6261747563657865
MEMORY : 3D68746170656F656C
MEMORY : 6E6F632F7261762F
MEMORY : 2F7372656E696174
MEMORY : 412F656C646E7542
MEMORY:69746163696C7070
MEMORY : 36394542322F6E6F
MEMORY : 304644382D344434
MEMORY: 30412D383538342D
MEMORY:38414336362D4436

SERFE—T: M2~ 7

[ BON Stack view
0000000000000000 ?7777727272?2727777777
0000000000000008 ?7777277777277777
0000000000000010 7?772772777277777777
0000000000000018 ??72727272727227277777
0000000000000020 ?222722727272772777 77
00000000 00000028 ?7777277777277777
0000000000000030 7?7777277777277777
0000000000000038 ?7?72727272727227277777
0000000000000040 ??22222727227227777?
0000000000000048 ??22722772777277777
0000000000000050 ?7777277777277777
0000000000000058 ?77277277777777777
0000000000000060 ?7?7272272727227277777
0000000000000068 ?222277272772277777
P000000000000OTO ?7777277777277777
0000000000000078 7?77772777777277777
0000000000000080 ?7?7272727277277777
0000000000000088 ??72?272727272272777?7?
0000000000000090 ??2722772777277777
0000000000000098 ?7777777777277777
00000000000000A0 7?77272777277777777
00000000000000A8 7??272722727272272277777
00000000000000B0 ??2727227727277777777
0000000000 0V0OB8 ?77777777777277777
00000000000000CO 7?772772777277277777
00000000000000C8 7?7?272727272727227277777
00000000000000D0 ??22222727227277777?
00000000000000D8 ??2722772777277777
000000V0VVOVOAED 7?777727777772772777
00000000 OVOVOOES 7?77277277777777777
00000000000000F0 ??272722727272272277777
00000000000000F8 ?222227272727272277777
0000000000000 100 7?77772777772772777
0000000000000108 7?77277277777277777
0000000000000110 ??27272272727227277777
0000000000000118 ??2?2227272272277777?
0000000000000120 ??2722772777277777
0000000000000128 7?777727777772772777
0000000000000130 7?772772777277777777
0000000000000138 ??72727272727227277777
0000000000000140 ??227227272727272777 77
0000000000000148 7?77772777772772777
0000000000000150 7?7777277777277777
0000000000000158 ?7?72727272772727277777
0000000000000160 ??22?22272227277777?
0000000000000168 ??2722772777277777?
0000000000000170 7?7777277777277777
0000000000001 78 777722727121717727

UNKNOWN 0000000000000000: MEMORY:unk_@ (Synchronized with SP)
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Hex View.
x [E Enums
0000000103C9A330 F3 41 2E 94 FO AC 00 DO 10 C6 46 F9 50 00 N
1DA View-| 9A340 02 00 00 14 00 02 1F D6 3F 05 40 F1 EA 03 - 3B General registers ® 0 0
Int v20; I7 w2 0000000103C9A350 C3 00 00 54 29 05 e IS
A ta it 1) x 2000000 2 SF 01 23 o MEMORY N
Block. layous w23, 7/ [xsps20n] [xbp-2 F6 57 5 z
int v24; // [xsp+28h] [xbp-208h] FF 03 gt c
__int64 v25; // [xsp+2A8h] [xbp -58h] avaaeaaealeacenzee F4 03 01 A F5 03 00 AA ES AC 00 DO 08 DS x5 & MEMORY v
nt v26; // [xsp+2B0h] [xbp-50h] 0000000103COA3A0 08 01 40 F9 A8 83 18 F8 01 46 2E 94 F3 03 00 AA x26 4 MEMORY ss
pid_t v27; // [xsp+284h] [xbp-aCh]  (0000000103C9A380 E8 AC 00 DO 08 B1 42 F9 36 00 80 52 16 FD 9| x27 4 MEMORY bl
0000000103C9A3C0 3E 2D 2E 94 57 GA 01 B0 F7 02 25 91 EO 02 el « MEMORY )
0000000103C9A300 10 31 F7 97 EO OF 00 F9 68 71 00 90 00 F9 - « MEMORY: A
ore(1u, (unsigned __ints *)&WA0000000103CIA3E0 AD 83 1A FC B6 03 1B B8 CE 44 2E 94 AD 43 1
quord 105DE3940 = CFAbsoluteTimeGetCurr0000000103C9A3F0 16 51 80 52 EO 83 00 91 EB DS 29 94 F6 OF X30 000000018D234360 & Libdyld.dylib: _text:000090018D234360 F
quord_105DE3958 = sub_103A66810();  0000000103C9A400 A0 63 01 D1 4B 46 2A 94 81 00 80 52 40 46 P 000000016DAFATO t MEMORY:000000016DA7FA70 NRW
V25 = OXE00000001LL; 10000000103C9A410 00 03 F8 37 E0 13 40 FD EB 2B 40 B9 01 01 | pC EL
V26 = 1; 00 D8 61 SE A8 GE 00 D0 02 A1 45 FD 21 18 PSR 60000000 =5
V27 = getpid(); 0000000103C9A430 EB AC 00 DO 08 65 47 F9 20 28 60 1E 01 01
Tl 0000000103C9A420 00 38 61 1E 48 0A 01 BO 01 Al 44 FD 20 20 roduiss
ib_104728030 0000000103C9A450 0D 01 00 54 48 0A 01 B0 08 E1 24 91 00 01 -
17 tow, unzsuuc(vz, iLL) & oxeoneonsnooniotoiconica 29 00 80 39 9 A1 00 39 26 36 0 1¢ 66 0b o o
{ 0000000103C9A470 F1 32 2E 94 FD 03 1D AA OC 46 2E 94 F6 03 i
7 1000000.0 + 9A480 48 B8 00 DO 08 C1 1D 91 E8 13 00 F9 ES D7 =
i1 T ateainie Dictuora. 1030E3040 > 97490 00 75 43 F9 22 26 29 94 1A D7 2€ 94 FD 03 i i icati 000
0000000103C9A4A0 02 46 2E 94 F7 03 00 AA DD 32 2 94 FD 03 000000010715C000
sldouble +)quord1SDE3S38 = (doulOD0OOOIOSCINBO FE 45 2E 94 FB 03 00 AX EO 03 1 AA D1 36
byte_105DE3960 = 0000000103C9A4CO EQ 32 2E 94 75 08 29 94 6E 08 29 94 08 2F 0000000107198000
e e S aaword 10SDEI048 = x(dod0a00G00I03COND0 IF 26 95 05 EB JF 00 A a0 02 80 52 B8 47 00000001071C0000
} 0000000103COA4E0 CO 00 00 34 2A 16 29 94 42 92 80 FO 42 54 braries/ Choi 1E4000
00000103COA4F0 E1 83 00 91 EB 08 29 94 2B 31 2E 94 FD 03 sk =
(void *)WALogPathForCurrentExtensi0000000103C9A560 EA 45 2E 94 F7 03 80 AA 57 34 2E 94 5D 08 AP
objc_i 9A510 43 31 2€ 94 00 35 58 10 1F 20 03 D5 OF 33
Sstru_1 0000000103C9A520 58 OA 01 BO 18 63 11 91 EB 38 00 B0 08 21
et e ik 2 AoAGEIDIC(S0BIC_CLASS 0000000103C0A30 £9 3B 00 B0 20 21 33 91 05 27 00 A9 EB 07
V11 = objc_msgSend_arrayWithObjects_cou0000000103C9A540 17 F5 46 F9 EB D7 00 DB 00 59 43 F9 35 1F
objc_i 9 00 AA 23 BB 00 B0 63 A 2E 91 E0 03 ©® 00
V12 = (void *)WALogHeaderBlock( 0000000103C9A560 08 6E 31 94 D5 2C 2€ 94 01 77 42 FD 00 38 s
objc. | 94570 F 62 FD 22 B8 00 B0 42 20 2F 91 23 BB
232" b 1046E0000(10); 0000000103C9A580 63 AO 2F 91 EQ 03 15 AA E1 03 14 AA 70 30 2 6691736 661898  Ready FRFFFFFFFFRFFFFF
WALogWriterInitialize(vi3); 0000000103C9A590 F4 03 00 AA 36 08 29 94 E2 B1 29 94 A8 83 6602482  661E82  Ready FFFFFFFFFFFFFFFF
objc_release_x24_10235C698() ; 0000000103C9A5A0 E9 AC 00 DO 29 D5 46 F9 29 01 40 F9 3F 01 36692481 661E81  Read [R
objc_release_x23_10235C680() 00000103CIA5B0 A1 @0 00 54 EQ 03 14 AA FF 03 0B 91 FD 7B eacy.
V14 = sqlite3_config(16, sub_103D50AAC,0000000103C9A5CO AE 1D 29 14 4E 41 2E 94 FF 43 01 D1 F4 4F 6692479 661E7F  Ready FFFFFFFFFFFFFFFF
if ( (_DWORDIV14 ) 0000000103C9A500 FD 7B 04 A9 FD 63 01 91 F3 03 00 AA E8 AC 6692478  661E7E  Ready FFFFFFFFFFFFFFFF
61 { 0000000103CASE0 08 DS 46 F9 08 01 40 FO AB 83 1E F8 E8 AC
©62 15 = sub_1046DFDBC(); 0000000103C9A5F0 08 75 46 F9 E8 03 00 F9 28 6F 00 90 00 DS
©63  v14 = sub_1046DCBAB(vi5, &v23, "Unablo0000RO103CIAG00 EO 07 0 FD 08 03 00 10 1F 20 03 D5 49
64} 0000000103C9A610 29 01 28 91 A8 26 29 94 08 F6 00 90 08 19
T 10000000163C9A620 1F 05 00 BL 61 01 00 54 A8 83 SE F8 E9 AC B
0191A3E0) stant:32 (103CIA3E0).ll1000000103CoAG30 29 D3 46 F9 29 01 40 F9 3F 01 0B EB 21 01 k
- 9 E0 03 13 AA FD 7B 44 A9 F4 4F 43 A9 31 0A
& output . 0000000103C9A650 00 F6 00 90 00 CO 08 91 CO 2F 29 94 F3 FF ® 060
- 0000000103C9A660 27 41 2E 94 F4 4F BE A9 FD 7B 01 A9 FD 43
107340000: loaded /Lxhrary/nnhx\esunstrate/ny:”“”““mm‘““ i 2nRRs 90 22105100 FO IRA21 60120 101139100
107370000: loaded /1 9A370: sub_103C9A334+3C
84000: loaded /usr/\m/ubnmngss\ dylib
FFFFFFFFFFFFFFFF: thread has started (tid=6692482)
FEFFFFFFFFRFFFFT: thread has tarted (t1d-092401)
FFFFFFFFFFFFFFFF: thread has started (ti
FFFFFFFFFFFFFFFF: thread has started (tid=6692478) ]
GDB
AC:0000000102824730 Down  Disk: 19968 )
(= e .

A2 Ahex#91638E], BE ZHHINRBEIE
H4PCTE:

o AN[R#EN: start
o thiit: 0000000103C9A374

ENFLEN,

108
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Library function [l Regular function Ml Instruction Data Unexplored External symbcl M Lumina function
Structures x [E Enums
Pseudocode-A B General reg\sters ® 60 0
int v20; 77 w2l e s
int6d v21; // x20 x23 4 MEORY a
Block_layout *v23; // [xsp+20h] [xbp-2E0n] BYREF B z
int v34; // [xsp+28h]_[xbp-2D8h 4 MEHORY B
__int64 v25; // [xsp+2ABh] [xbp-58h] BYREF x25 4 EMORY v
int v26; // [xsp+2B0h] [xbp-50n X26 S ss
pid_t v27; // [xsp+2Bah] [xbp-ach] X271 0 bl
x28 FA98 R
atonlc_store(Lu, (Unsigned _1nts sIamAStacKIracelnstaCrastiarker); 23 RASO N, JNEMORY] 1
quord_T05DE3%A8~ CFAbso LuteTineGetCurrent(); xza & Libdyld.dylib: _text: 180234360 F
105DE3958 = sub_103A66810() ; FAT0 & MEMORY NRY
- 0xE00000001LL; ?c 0000000103C9A374 & start B
i PSR 60000000
sub_10470FBA4 (&023) ;
V3 = sub_10472BD30(&v25 @l Hodies ®© 00
it ( (sub10472800C( 2, 4LL) & 0x80000000) == 0 ) Path Base size
{
va = (double)v24 / 1000000.8 + (double)(__int64)v23 - KCFAbsoluteTimeIntervalSince1970; I8 fvar/containers/Bundle/Application/2BE964D4-8DF0-4858-A06D-6... 0000000102380000
if ( *(double +)&qword_105DE3940 > vi ) 86l Jorivatejvar/containers/Bundle/Application/2BE964D4-8DF0-4858-.. 000000010703C000
*(doublle x)Squord_105DE3038 = (double)v24 / 1000000.0 + (double) (__int64)v23 ~ kCFAbsoluteTinelntervalSincels7o; Rerib/ibcbic i smpolineedvi 200000010715C000
{8 Jusr/lib/libsubstitute.dylib 0000000107198000
{8l Jusr/libflibsubstrate.dylib 00000001071C0000
{1 [Library/MobileSubstrate/DynamicLibraries/ Choicy.dylib 00000001071E4000
(void *)WALogPathForCur rentExtension(); [Library/MobileSubstrate/DynamicLibraries/AppSyncUnifi 00000001071F4000
objc_retainAutoreleasedReturnValue_BCAB(v5) ;
&stru_1053A4770; 7
toid »)sub 1045EDIC(S082C_CLASS__Nsarray); Line 7 of 617 ) |
SgSend_arrayWithObjects_count_0100(v7, v&, v9, vi0);
uh]c re(a)nAutnre\easedR:(urnVa\ue . BCAB(VIL); 3] Threads ® 00
{yoid “)WALogheaderBlock();
ab]c re(a)nAutnrel edReturnvalue_BCAB(v12) ; Decimal L3 Skt an:)
vi3 = sthMEEEWBW’I (3] 6691736 661898  Ready FFFFFFFFFFFFFFFF
w:mgwr{t:d"’;iaiéﬁéééggi. (3] 6692482 661E82  Ready FFFFFFFFFFFFFFFF
ob¢ reloase o3 10735C680() (3] 6692481 661E81  Ready FFFFFFFRFFFFFFFF
v14 = sqlite3_config(16, sub_103DSOAAC, OLL); (3] 6692479 661E7F  Ready FFFFFFFFFFFFFFFF
}f ( (_DWORD)v14 (3] 6692478 661E7E  Ready FFFFFFFFFFFFFFFF
V15 = sub_1046DFDBC();
V14 = sub_1046DC8AD(v15, &v23, "Unable to configure sqlite logging");
b3
0191A3E0 start:32 (103C9A3E0)
[ output ® 6 0
107340000: loaded /Library/MobileSubstrate/DynawicLibraries/Hookinatshpp.aylih
107370000: loaded /Lit
1C2784000: loaded /usr/1ib/Libboringssl.dylil
FEERETRERLETRERE: Whraad has searted tid0652482)
FFFFFFFFFFFEFF started (tid=6692481)
FFFFFFFFFFFFFF started (tid=6692479)
FFFFFFFFFFFFFFI Started (tid=6692478) ]

GDB

(AC: 00000001028FA570 Down

BrAMERIEASE:

Disk: 199GB

/var/containers/Bundle/Application/2BE964D4-8DF0-4858-A06D-66CA8741ACDC/WhatsApp.app/WhatsApp

0000000004CBCOOO

0000000102380000

/private/var/containers/Bundle/Application/2BE964D4-8DF0-4858-A06D-66CAB741ACDC/WhatsApp.app/Frameworks/1ibswift_Cone

urrenecy.dylib 000000010703C000
/usr/1lib/libobjc-trampolines.dylib
/usr/1ib/1libsubstitute.dylib 0000000107198000
/usr/lib/libsubstrate.dylib 00000001071C0000
/Library/MobileSubstrate/DynamicLibraries/ Choiey.dylib

000000000006C000
000000010715C000

0000000000010000
0000000000028000
0000000000014000
00000001071E4000
/Library/MobileSubstrate/DynamicLibraries/AppSyncUnified-FrontBoard.dylib

0000000000010000
00000001071F4000

000000000000C000
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Library function [l Regular function [l Instruction Data Unexplored External symbol Ml Lumina function
Debug View x [@ Structures x @ Enums
x IDA View-PC Pseudocode-A 5 General registers ® 00
20| int v20; 7/ wal
21| _int6s v21; // x20 X16 0000000103C9A374 & start N0
22 meck,\ayeu([xvzz; /]/ Ex:wzzn] [xbp-2E0h] BYREF 4 MEMORY: é }
23| int v34; // [xsp+28h]_[xbp-2D
28| _int6d vaS; // [xspi2Aghl [xbp-seh) BYREF bt “:Exgﬁ: Voo
int v26; // [xsp+2Bohl [xbp: b ss o
pi_tvas 1] e iaBint Teomeath) oce Modules 2000000000000 oo
2000000000000 Do
Base
2000000000000 A0
S T R S RS EEY i /var/containers/Bundle/Application/2BE964D4-8DF0-4858-A06D-6...  0000000102380000 Errnee 10
L i il /privatejvar/containers/Bundle/Application/2BE964D4-8DF0-4858-... 2800000080000 =
wor u ; 5
S < oxEo000001LLs 8 Justlibfibobic-trampolines.dylib 2000000000000 EL 0
1; B8 Just/lib/libsubstitute.dylib 2000000000000 SPSEL 0
v27 = getpid() B8 /ust/lib/libsubstrate.dylib 2000000800000
3?’ 10470;5:;;;;5:& o 58 /Library/MobileSubstrate/DynamicLibraries/ Choicy.dylib 200016DA7FA98
if ( (sub_104728D0C(v3, 4LL) & 0x80000000) == 0 ) 5 [Library/MobileSubstrate/DynamicLibraries/AppSyncUnified-FrontBo. 000000000000C000 200016DA7FABD
L dylib 0000000107340000 0000000000028000 Lib:_text:0000000180234360
v4 < loubtehas 1a:ml>ggn23;4éuuumen int64)v23 { DynamicLibraries/SSLKillSwitch2.dylib 200016DATFATO
40| i1 Cutdouble xloar va /usr/lm/uym ‘
42 *(double *)&qwort msnsasae / 100000¢ & 00000001074BC000 0000000000470000
43 byte_105DE3960 ] i 000
aal B8 Gk o aaword. 1050E3948 = *(doudle +)5quord_10¢ &3 Jusrflibfsubstitute-loader.dylib 000 L o0
a6| 3 (Q /usrlhblsys(em/hbsys(em trace.dylib 0 Name.
47| 5 = (void ¥)WALogPathForCurre FFFFFFFFFFFFFFFF
3'; U= 02; frre:g::%eleasedﬁemr"‘lzlue Bm(vSl. E_! Justflib/system/libsystem_blocks.dylib FFFFFFFFFFFFFFFF
u i
= (Void F)sub. 1046E301C (S0BIC_CLASS__ NSAT (58 lusr/libjsystem/libsystem_c.dylib D000 FFFFFFFFFRFFFFFF
51 objc_nsgSend.arrayWithobjects. count.0100(17, 18, (5 /ustlibjsystemfiodispatch.dylio FFFFFFFFFRFFFFFF
T i oSt e T AT iecie (Rl Justfliojsystem/libsystem_malloc.dylib 118000 FFFFFFFFFRFFFFFF
)WALogHeaderBloc!
34| obic retaintutoreleasedReturnValue BCAB(v12); lusilbisystemlbsystem.platform.dylb 15000
55| vi3 = sub_1046EB0A0(vE Jusrflib/system/libsystem_pthread.dylib 143000
36| WALogHriterinitialize(vis); Justflibfiibobic.A.dyi 154000
57 objc_release_x24_: m 355693(' Jusrflib/systemylibcorecrypto.dylib D185000
28| ob)crelease oo Jusrflib/libc-++abi.dylib DIF1000
59 qiiie3 canfig(16, Sub 103050MC, oLL); 3 LeY]
% it Coiorona ) (58 lusrflibjsystemjlibsystem_kernel.dylib D205000
61| { PLOTSETET, (58 Jusr/lib/system/libdyld.dylib D233000
62| = vis = su i i i
63| V14 = sub_1046DC8AB(vI5, &v23, "Unable to configure =E;:z;ﬂ::ﬁﬁﬁ"”:’;f;‘em-da’w‘"'dy"b °
)
0191A3E0 start:32 (103C9A3ER) | G5 fustfijsystemlibsystem_info.dylib
8 11 k/CoreFound... 000
Output i €000 ® 00
107340000: Loaded /Library/Mobilesubstrate/Dynanict ibraries/
107370000: loaded /Library/MobileSubstrate/DynanicLibraries/S 4 /System/Li D9ID0000 €000
107204000: loaded Jiaryiib omboringes dyiae DBAC000
FFFFFFFFFFFFEFF] has started (tid=6692482) 0 BEAE00D!
FFFFFFFFFFFFFFFF: thread has started (tid=6692481)
FFFFFFFFFFFFFFFF: thread has started (tid=6692479) .
FFFFFFFFFFFFFFFF: thread has started (tid=6692478) Text [}
J
GDB OKit
) dylib
AC:00000001029671C1 Down Disk: 19968 Line 7 of 617
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Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function
Debug View x A Structures x [ Enums
x IDA View-PC x I8 Pseudocode- 1 General registers ® 00
20 int v20; /7 w2l —
21| int6d v2l; // x20 X8 392EOFC41A260082 v MEMORY:392E0FC41A260082 N e
22| Block layout 4v23; // [xspi20h] [xbp-20h] BYREF X9 392EOFC41A260082 v MEMORY:392E0FC41A260082 z
23| int v24; // [xsp+28h] [xbp-208 X10 0000000102381000 v HEADER: _mh_execute_header+1000 c
22| _intsa v25; // [xsp+2Agh] [x:p 58h] BYREF \ MEMORY Y.
25| int v26; // [xsp+2B0h] [xbp-50h] ss 0
26| pid_t v27; // [xsp+2B4h] [xbp-4ch] x12 4 MEMOR i
27 x13 4 MEMORY D e
o2 x14 4 HEMORY A 0
29 atomic_store(1u, (unsigned __int8 )&WAStackTracelnstaCrashMarker) ; 10
4 MEMORY
30 quord_105DE3940 rAhse\u:enmeaezcunem» F oo
31 Quord 10506308 - sub 10366810l X16 0000000103C9A374 & start o o
32 0xE00000001LL ; & MEMORY: LN
33 5 x18 4 MEMORY SPSEL 0
2, s
sul v23);
36 V3 = sub_104728D30(&v25); bt el
37 if ( (sub_10472BDOC(v3, 4LL) & 0xB00000PD) == 0 ) = e
38| { x22 4 MEMOR
39| " va = (double)vag / 10008800 « (double) _intsa)va3 - KCFAbsoluteTinelntervalsince1ore; x23 4 MEMOR
40| 3 (+(dounle +)quord_105DEIS40 > X24 4 MEMORY
1
2 s{double «)Squord_105DE3933 = (double)v24 / 1000000.0 + (double) _ints4)y23 — KCFAbsoluteTinelntervalsinceis?o; 125, bttt
43 byte_105DE3960 = x26 4 MEMORY
44 e qword. 105DE3948 = x(doube <)6auord_1050E3940 — i x27 4 MEMORY
45|} X28 000000016DATFASB  HEMORY: 000000016DA7FASE
e e - T T e el X29 000000016DATFABO  HEMORY: 000000016DA7FASD
i B T o X30 000000018D234360 4, Libdy1ld.dylib: _text:000000018D234360
49 Satru. 1053A4770; SP 000000016DATFATO b MENORY:000000016DA7FAT0
50| V7 = (void ) sub_1046E3D1C(&0BIC_CLASS__NSArray); PC_0000000103C9A374 4 start
51 Vi1 = objc_msgSend_arrayWithObjects_count_0100(v7, &, v, vio); PSR 60000000 =
52| objc_retainhutoreleasedieturnialue BCAB(T1);
53 (void +)WALogHeaderBloc © 060
54 an]c re(alnAutoreleasedke(urnvalue :_BCAB(v12) ; d
55 o( Decimal Hex sute Name
3 WALognratarTniiatase(vis
37 objc release. x24 10235C698( 661898  Ready FFFFFFFFFFFFFFFF
53 objc_release_x23_10235C680(); 661682  Ready FEFFFFFFFFFFFF
59 vi4 = sqlite3_config(16, sub 103D5GAAC, OLL); 661E81  Ready FFFFFFFFFFFFFFFF
oo At s 661E7F  Ready FFFFFFFFFFFEFFFF
62 sub_1046DFDEC() ; 661E7E  Ready FFFFFFFFFFFFFFFF
63 Sub_1046DC8AD(/15, &v23, "Unable to configure sqlite logging");
64
0191A3E0 start:32 (103C9A3E0)
®@ 00
107340000: loaded /
370000: loaded /L;brary/Mah;\eSubs(ra(e/Dynam;chrar)es/SSLKﬂ\Swnch? bt
hit: oaded /usr/1ib/libboringssL.dylit
EEERERRERerREeE: Whrend hos searied (ridog248)
FFFFFFFFFFFFFFFF: thread has started (tid=6692481)
FFFFFFFFFFFFFFFF: thread has started (ti 479)
FFFFFFFFFFFFFFFF: thread has started (tid=6692478) L]
GDB
AC:00000001029B3C8C Down Disk: 19968
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Library function [l Regular function [l Instruction || Data [l Unexplored ~External symbol [l Lumina function |
IDA View-PC, General registers, Threads x @ Structures x Enums
[T5) IDA View-PC ©® © O W General registers © 00
_text:0000000103F4236C STLRD w22, (6] e N
text:0000000103F423C0 6L ~CRAbsoluteTineGetCurrent e z
Ttext 3, quord 106088940 c
tex 0o, [x23] | v
—tex sub_103D0EB10 3. ss
tex %0, [X23,3( 9558 - Oxio6aseoso)] S7EN 1
Ttex , #quord_ x5 . 0
Ttex 00, ,mw oADeo apAGEOFF] e A
tex 0o, {xz-a #va hid 1
—text w2, IXB,W 7 - F
tex getpid x® N
—text Wo, [X29,#var_ac] X9 W EL
Ttext W23, woxae X0 w SPsEL
Ttex X, 'SP, #0x300svar_260 Kl
e sub_1049878A4 "
—tex x22, [sP, Wx)“wir 2€8) X2
text @9, 't- x3 .
Ttex Sub_104503030 ~ x4 o
Ttex hd
—text sub_10490300C 22
Ttex W0, "#0x1F, loc_103F42470 x5 o
—text 0@, [SP,#0x300+var_2£0] x7 .
—tex . [ (5P, #0x300+var_208] © © © Plossowsit.. ::: s
i % 5 &
Ttex X8, dquord_104D185400PAGE
—text D2, [X8,#qword_104D18B40@PAGEOFF] inporting Symbols: X1
Ttex oo oz § X2 .
text 1) £ kcHbsoluteTinelnterialsince1ono ptrePAd X3
=2 o, TRbse KePAbsoLuneT neTeeratSinceTbTo pevePAGEOFF] il
Ttex 06, b
Ttex 01, S— x5 .
Ttex o2 o8, o1 x5 .
text ord_1060889400PAGE X7
Ttex: (xn #qword_106088940GPAGEOFF ] X8 w
e
Sosraze
eard-Locogsss @00
l 8]
Decimal Hox Namo
W9, [XB, #(byte_106088960 - 0x106068938)]
00, 01,
e, [X! #(qword_106088948 - 0x106088938) ]
§ cone e startoscr
start40Cr
hLoghathForcurrentextension
nhl: retainAutoreleasedReturnValue_BCAS
u 10564C770
start+5C (syn(hmnued with PC)
©®© 00
FFFFFFFFFFFFFFE: thread has started (tid=/184258)
+ thread hos started [}
o8
[ |} AC: Down. Disk: 19768
AT FERIR
» BRI FER
L] IDA - WhatsApp.i64 (WhatsApp) A iea
A e 2> HHH & 3 AL @ ddd #wX>OO t 2@
>
> J 4 e
Library function [l Regular function Ml Instruction " Data [l Unexplored ~External symbol [l Lumina function
x Dobug View x @ Structures x Enums
T IDA View-PC @ © © W General registers ® 00
—textia000antens A var_som 00000001 4 HEMORY: 0000000000000001 N
Ttex z
text:000000010251A374 ; FUNCTION CHUNK AT __text:0000000102F61C78 SIZE 00000014 BYTES 016F1FFAAB & :F:‘nﬂ: vuwwmb;l;p:mﬁ A 1
text:0000000102514374 \ MEMORY: 000000016F1FFABS Voo
Xad, X23, (5P, #0xd0wva @ MEMORY:0000000000000000 e
T \ MENORY: 0000000000000000 e
ng’ X30, [§P’lbxmwar 50) » MEMORY : 0000000000000000 1 H
a9, 5, 0t HENORY: 0000000000000000 HR
5P, 'sp, "#0x2co Xo FOFTAISEDTOE00 % MEWORY-FOFT1SEDTDE0000 N0
X;DV X: X9 FDF7415ED79EQ0DB & MEMORY: FDF7415ED79E00DB EL 0
X1, X B SPSEL O
000000100C01000 , HEADER: __nh_execute_header+1
X8, #__stack_chk_guard_ptr@PAGE e =
XB, [ (8, #__stack_chk_guard_ptr@PAGEOFF ) s FEMDRYIS0000000000000E
X12 0000000080000028 4 HEMORY: 0000000080000028
X!, [XN #var_a8] X13 0000000080000028 & MEMORY : 0000000080000028 pr—
Shic autoretzasepootpush e
x19, X0 x @ Threads. x (7 Functions X [
X, WAStackTracelnstaCrashiarker_pt ey 23 it vad; /7 [xspr2on]_[xbp-208]
18 T8 WASLaCkTraceTnstaCrasmaRer ptrGPAGEOFF] 3 Cintaasy /1 (xspeasth Txbo-sen) preer
25| Tt v26; /7 [xsps280] [xbp-50n]
ﬂ2v (x8] 26 A x um xbp-4C
_CFAbsoluteTineGetCurrent 2opieicthvay 0 ) e
%23, quord_104663940 @i
00,
s 102266810 H
50,7103, quord 04663058 - 0x104663940)) 3
8, o 1033480raePA 2
00, (48, faord. L035400roaPAGEOFF) 33
00, (29, #var_58] 3 400
w23, (529, #var_50] 3% ativ23)
getp. 36 b 102FABD30 (&1 50,
W, 1x29,#var_dc) 37 u ' (sub_102FABDOC( 13, 4LL) & 0xB000000
w23, #0x28 )
X0, SP, #0x300+var_2€0 39 = ble)v24 / 1000000.0 + (dou w\u( int64)v23 - kCFAbsoluteTimeIntervalSince1970;
sub_103F8FaA 10 it Cs(double +)6quord. 104663540 »
a2, 1§, s0x300sr.269) 4
,'X29, #-va a2 *(double +)6qword_104663938 = (double)v24 / 1000000.0 + (double) (__int64)u23 = KCFAbsolut
sub_J02FAB030 43 byte_104663960
oible * = s(double + -
m_mmm “ *(dolble +)6qword_104663948 = #(double +)6qword_104663940
e 1ezsiTe a5
Do, T5bsbndosrvor 2t 47 U5 = (void «)WALogPathForCurrentExtension();
Hl‘ ISP #0x300+var_208] 48 v6 = objc_retainAutoreleasedReturnValue_BCAB(v5);
25 = Gstru 103C24770;
L5 . 01914374 start:28 (10251A374)
01914374 0¢ 74 start (Syn:hmnued with PC)
= output @00

thread has
FFFEFFEFRIFFELFE: thread has started (tio-74sat)
FFFFFFFFFFFFFFFF: thread has started (tid=7245216
FEFFEFEFFEFEEFEE, (hreod has storied (1ac7atsais)

: thread has start ]

o8
B AC:000000010185CDAY Down Disk: 19768

- SHERFHBESHFRRAE: FHEFNEUE
-) SEDAREILIOSHapp: MERKMR, THE, LFATA

FoiEEBUIdbEIpot TENHITRIER

ItE4MDAIRIRIOSEapp: WhatsApp



B MNRGEHEITEE L,
(BRFEX
XcodeHlldbipoE EFIRIENE

BEEFRT6¥H=" A E

tban:
BEELETERIT:

vi2
viz

TR

PEEITIE, LERT:

av

Enums

‘s0e® IDA - WhatsApp.i64 i " i

HHe o iy % B 3 AC@Q g e B @ B

<

o | |

Library function [l Regular function ll Instruction Data Unexplored External symbol [l Lumina function
Debug View x @ Structures x

x @ IDA View-PC 5] eudocod 3B General registers

15 _intea vis; /7 0

16| Void *vi6; // x xo

| s on e oy o
18| void xvi8; // x0

19| const char #v19; // x1

20 int v20; // w2l

21| _intsa v21; // x20

22| Block_layout %v23; // [xsp+20h] [xbp-2E0h] BYREF
23| int v24; // [xsp+28h]_[xbp-2D8h]

24| _intsa sp+2ABh] [xbp-58h] BYREF

25| int v26; /7 [xsp+280h] [xbp-56h]

26| pid_t v27; // [xsp+2B4h] [xbp-4ch]

atomic_store(1u, (Unsigned _int8 %)&MAStacklracelnstaCrashMarker);
30 quord_T05DE3940 = CFAbsoluteTimeGetCurrent();
31 quord_105DE3958 = sub_103A66810();

= getpid();

35 sub_10470FBA4(8v23);

36 V3 = sub_10472BD30(&v25);

37 if ( (sub_104728DAC(v3, 4LL) & 0x80000000) == 0 )
{

38
22| Rl coukte)v2elyfoegueool el (couble) Coniealza Sk erabaolize iactcepalo mceroze;

40 if ( *(double +)&quord_10SDE3940 >

41

42 F{double x)Eauord_105DE3938 = (double)v24 / 1000000.0 + (double) (_int641v23 - KCFAbsoluteTinelntervalsince1o7e;
43 byte_105DE396

a *(double *)&qwnrd 105DE3948 = *(double *)&qword_105DE3940 — va;

45 %

a6}

47 V5 = (void *)WALogPathForCurrentExtension();

48 v6 = objc_retainAutoreleasedReturnValue_BCAB(v5);

49 v23 = &stru_1053A4770;

50 v7 = (void x)sub_1B4GE3DIC(S0BIC_CLASS__NSArray);

311 Vi1 = objc_msgSend_arrayithObIects. coint. 8108(v, 8, v9, vi0);
52 objc_retainAutoreleasedReturnvalue_BCAB(v11);

(void +)WALogHeaderBlock();

= sub_1046E8000(15);
56 wALog\rIrlterInanuzelv13)v

57| objc_release x24_102350698(
58 objc_release_x23_10235680() ;
39| V14T sqlited conigl16, sub 103D50MC y
60 if ( (_DWORD)V14 )

{

62 vi5 = sub_1046DFDSC();
63 vi4 = sub_1046DCBAB(viS, &v23, "Unable to configure sqlite logging");

64
65 V16 = (void *)WABuildversion(v14);
0191A4C0 start:56 (103C9A4C0)

Output

Debugger: thread 6692479 has exited (code 0)
Debugger: thread 6692482 has exited (code 0)

X1 00000801F5727DFC

es:_const:_}

“
o "retain”

X2 0000080086000000 1, MEMORY : xnmword_0
x3 & MEMORY 0080
x4 4 MEMORY

X5 0000000000008014
X6 0000000000006000
X7 0000000000000000
X8 00000001074498E0
X9 0000000000000001

4 MEMORY: qword_10+4

s MEHORY: xmword_8
4 dyld:__comnon: _main_thread+EQ
& MEMORY : xmmword_0+1

Y MEMORY

x11 8:

Y MEMORY 83

8:
X13 0000000000000004.
X14 0000000000000028
X15 00000000000003C8

MEMORY 83
5 MEMORY : xnnword_0+4.

% MEMOR) d_28

t MEMORY : qword_3C8

X17 000000010597D350
X18 0000000000000000

“ _text:_WAL
' _data:unk_105970350
s HEHORY : xnmword_8

 MEMORY

X21 0000000000008001

4 MEMORY : xmmword_0+1

& MEMORY

X24 0000000000000000
X25 0000000000008000
X26 0000000000008000
X27 0000000000006000
X2% AAAAAAATANATFAOR

Hex

GDB

AU: idle Down Disk: 199GB

6691736 661898  Ready
6692481 661E81  Ready
7110901 6C80F5  Ready

MEMORY 0040
4 MEMORY : xmmword_8
& MEMORY : xmmword_8

1OR)
L. MEMORY :A0AAAATANATFAGR

state Name

FFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFF
FFFFFFFFFFFFFFFF

o
[x]

mEZTHropm<aNZ
»onp<an
sscsssssssser

ShoeL

REE:
V1221 Block#E!

LEHE{%Xcodetlldb, ZEpo&E &t £Block
BRI REEFF163HHIE

ERAEESH, REFHEHE:

0x108E87290
RFUEALIST, BxX0FFHENE
A, 80, FRAINERINNNE:
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Library function [l Regular function [l Instruction Data Unexplored External symbol [l Lumina function
Debug View X Structures x & Enums

X IDA View-PC Pseudocode-A 1B General registers ® 0 0

15 _intéd vis; // x0

16| Void #v16; // x0 Xo_0008000108E87290  Sharediodules WAMMSTaskURLSess ionDown LoadTaskResuneDataNanespace 108 N1

17| const char w17; // x1 B00B00TFETITDRC & Tretaln £ g

R e X2 0000000000000000 v, IEHOR rd_o g 8

20| ntv2os g/ wal X3 0008000281320080 s MEMORY: 0000000281320080 s o

21| __intsa'v21; // x20 xa - e

22| Block_layout *v23; // [xsp+20h] [xbp-2E0h] BYREF X5 0000000000006014 v, MEMORY: qword_10+4 D @

2 ol —;7"’!23"{7&57’2{"2“ TR o X6 0000000000000000 v, 1EIORY: xnmword_0 B 4

v25; 1/ [xsp: Xbp-

25| int v26; /7' [xsp+2B0h] [xbp-56h X7 408020999980000 80 8, HEIORY SrwoR0 Foo

% 17 xspe28ah] [xbp-dch] X8 0000000174498 v, dyld: _comnon: _main_thread+EQ NRH @

27 X9 0000000000000001 v, HENORY : xnmword_0+1 EL_ 0
@2 & MEMORY SPSEL @

29 " atomic_store(1u, (unsigned __ints )&WAStackTracelnstaCrashMarker); = 55

30 CFAbsoluteTineGetCurrent(); K

31 sub_103A66810() ; e

32 X13 0800000000000004

3 P X14 0000000000000028

34 27 = getpid(); X15 00000000000003C8

35 sub_10470FBA4(&v23); G o

36 V3 = sub_10472BD30(8v25);

37 1F ( (sub_10472800C(.5, 4LL) & 0xE0000000) == 0 ) A (LT AR

38| { X18 0000000000000000

Dy n b el g TR0 s QG EDPE = N N G ST,

40 if ( x(double *)&qword_105DE3940 > v4 e

a

2 *(double «)s.q»mm 105DE3938 = (double)v24 / 1800080.0 + (double) (__int64)v23 - kCFAbsoluteTimeIntervalSincel970; M CEHIEE L R

43 byte_105DE3960 -

44 e taword_1050E3948 = #(dous e +)Saword_105DE3040 — vi X23 0008000281320040 aaamzmzem

Hlor X24 608000000000000:

P — 1as sossossssaassn

48 objc_retainAutoreleasedReturnValue.| BCAB(15);

49 Tu_105344770 X27 0000000000000000

50 (110 ) sub. 1046E3D1C(S0BIC_CLASS_NSArray); x28

51 objc_msgSend_arrayWithObjects_count_0100(v7, v8, v, via); v . —

52 objc_retainAutoreleasedReturnValue_BCAB(vT1);

53 12 = (void +)WALogHeaderBlock(); (3] Threads ® 060
@54

55 vi3 = sub_1046EB000(15); el Hex state Neme

56 WALogWriterInitialize(yi3); 661898 Ready FEFFFFFFFFFFFFFF

= ::}&::::E»ﬁg-iggggﬁgﬂt' 661E81  Ready FFFFFFFFFFFFFFFF

59 = sqlite3 ¢ caihgus, sub_103D50AAC, OLL); BCBOFS  Ready FFFFFFFFFFFFFFFF

i ne

61| {

62 sub_1046DFDBC() ;

63 Sub_1046DC8AB( /15, &v23, “Unable to configure sqlite logging");

64 }

65 V16 = (void +)WABuildversion(vid);

i ratainhibnral aacadDatenVal e BCAGLTEL S
0191A4B0 start:54 (103C9A4B0)

Output ®@6 0
Debugger: thread 6692479 has exited (code 0)
Debugger: thread 6692482 has exited (code 0) ]

GDB

AU: idle Down Disk: 19968

B: &I LAEBHT 2 SharedModulesHconst & &
EBERERNRNE, hAZBlock

REET—BER, RERER

IDATIRIOSHIapp®, Fikf& (Xcodem) lidbE po EFHZE

TODO:
Bz, AIMESE:

=X REVER

simulator the lldb command like "po objc_object" inside the IDA debugger. (github.com)

EEENABNEAR, BSTIM: po xxx FIZR
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https://www.hex-rays.com

EEMBRSTHENBRENEH.

IDAE ML X

o B ADO: https://hex-rays.com/documentation/
o Help2AO: https://hex-rays.com/products/ida/support/idadoc/index.shtml
o RYWiIESES: https://hex-rays.com/products/decompiler/manual/index.shtml
n HgERAN—L%:
n AREBRAREEERNEMINEE
m Interactive operation
n BIEBAMEHEIR

m Failures and troubleshooting

IDAAYtip of week

tip of week index (hex-rays.com)
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A BHEHTIRE

Igor’s tip of the week

from OT/08/2020 to 13/08/2021 “y>hewrays

Today, Hex-Rays is excited to launch a special blog series where Igor, one of the experts behind IDA, will provide useful
tips and functionalities of IDA that are not always known or less obvious to its users.

The li_lsl episode of this blog series covers the most useful keyboard shortcuts that will certainly speed up your IDA
experience.

So, we hope you enjoy this first post and tune in every Friday to read lgor's tip of the week!

Posted the Tth August 2020 by lgor Skochinsky

Hidden: hidden gems, not widely known but useful functionality

Usage: basic and advanced usage of IDA features

#0%: Lesser-known keyboard shortcuts in IDA #06: DA Release notes
#03: Selection in IDA #19: Function calls
#04: Mcre selection! #21: Calculator and expression evaluation feature in DA
#05: Highlight #24: Renaming registers
#09: Reanalysis #39: Export Data
#13: String literals and custom encodings #41: Binary file loader
#14: Comments In IDA #44: Hex dump loader
#15: Comments in structures and enums
#28: Functions st Decompiler: related to the Hex-Rays decompiler
#30: Quick views #18: D iler and global
W31: Hiding and Collapsing #27: Fixing the stack pointer
#34: Dummy names #40: Decompiler basics
#35: Demangled names. #42: Renaming and retyping in the decompiler
#38: Working with list views in IDA #43: Annotating the decompiler output
#37: Palching #45: Decompiler types.
#46: Disassembly operand representation
#47: Hints in IDA Automation: automating repetitive tasks
#OT: IDA command-line options cheatsheet
Navigation: moving around the database #08: Batch mode under the hood
#16: Cross-references #32: Running scripts
#1T: Cross-references 2
#20: Going places Customization: customizing IDA Ul to better suit your workflow
#23: Graph view #02: IDA Ll actions and where to find them
W38: Hex view #22: DA desktop layouts
#48: Searching in IDA #25: Disassembly options
#48: Navigation band #26: Disassembly options 2
#50: Execution flow armows #29: Color up your IDA

#33: IDA's user directory (IDAUSR)
Types: working with types
#10: Working with arrays

PR R

BRZEARER
BEAUEE

IDAE MBI T E A0
IDAE A TEAFL:

Download center (hex-rays.com)
BRZEXAT, IHEINER:

e SDK and Utilities
o Some downloads are only available to IDA Pro users and require a password which can be found in the latest
download email.
o IDASDK?7.7
m Develop processor modules, loaders and extensions - extended with the source of 30+ modules and 20+
loaders.
m Please check out the SDK documentation online (or download the zip file for offline use).
o Flair7.7
= Add your own compiler libraries to the FLIRT engine
B FLIRT = Fast Library Identification and Recognition Technology
o IDAClang 7.7
m A type library generator based on libclang. Use this when parsing complex C++ code that tilib cannot handle.
o Tilb7.7


https://hex-rays.com/download-center/

= Create your own type libraries
o Loadint 7.7
m Create your own disassembler comment databases
o idsutils 7.7
m Create your own IDS files from DLLs
o ios_deploy
= iOS helper utility to manipulate iOS devices
o PIN tool
m The source code of our PIN tool. It creates a debugger backend out of Intel's PIN framework
m See: PIN framework
o TVision 2015 library
m For the IDA text interface (source code)
Qwingraph v1.10

[e]

m Source code the Wingraph we use and modified (GPL)
e Sample plugins
o Stealth
m Stealth against anti-debugging tricks
findcrypt

[e]

= Identifies some frequently used block ciphers
o highlighter
m Highlights code that has been single stepped through in a debugging session
o unispector
m Extracts unicode strings from an IDA database
o IDA Pro, Python and Qt
o Migrating PySide code to PyQt5
o Using custom viewers from IDAPython
o Augmenting IDA Ul with your own actions
o Plugin contest pages
= Our plugins contest pages offer many useful plugins!
= By year: 2009, 2010, 2011, 2012, 2013, 2014, 2015, 2016, 2017, 2018, 2019
e User contributions
o Plugins
m COM Interface Plugin
m By Dieter Spaar
Sobek
= A simple data-flow analysis plugin by JF Michel
PDBPIlus
m By Dean Ashton
IDB_2_PAT
m By J.C Roberts
m strucrec

m By Halvar Flake

Class Informer plugin
m To reconstruct C++ classes using the RTTI info
= By Sirmabus
o IDC scripts
= Visual Basic Disassembly IDC script
m To assist in the disassembly of VB5/VB6 hostile code
m By Reginald Wong
m |DC Delphi script
m Delphi constants and class definitions
m By Dietrich Teickner
= h2enum



m converts C/C++ header files to IDA enums - Nice if you have no TIL files
= By Leonid Lisovsky
= IDC PDR script
= Useful in the analysis of PDR files (port drivers)
= By Huang Yu
m Loader script
m For VC++ and Borland C++
= By Toshiyuki Tega
m Microchipss 16F84 PIC script
m Defines SFR and bit names for Microchip's 16F84 PIC processor but can be used as a template for other
processors
= By an anonymous contributor
= dumpinfo
= By JC Roberts
m Pentica-B script
m Pentica-B import script for the H8-8300
= By Tom Hayes
m H8 script
= Improves the inital H8 autoanalysis
= By Tom Hayes
o Processor modules
= AMD 29K processor module
m By Arne Wichmann
m NEC V830 processor module
= By Ben Byer
= Samsung SAM8
m By Andrew de Quincey. Also available is a plugin that generates files compatible with the SAMA
assembler.
o Miscellaneous
m symload
m By Dainis Jonitis
= PE utilities
m A set of extremely useful PE utilities
= By Atli Mar Gudmundsson
= H8 utilities
= A few utilities that could be useful to H8 developers
m By Tom Hayes
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o RIRZESHE
o First-generation languages
m These are the lowest form of language, generally consisting of ones and zeros or some shorthand form such
as hexadecimal, and readable only by binary ninjas. Things are confusing at this level because it is often
difficult to distinguish data from instructions since everything looks pretty much the same. First-generation
languages may also be referred to as machine languages, and in some cases byte code, while machine
language programs are often referred to as binaries.
o Second-generation languages
m Also called assembly languages, second-generation languages are a mere table lookup away from machine
language and generally map specific bit patterns, or operation codes (opcodes), to short but memorable
character sequences called mnemonics. Occasionally these mnemonics actually help programmers
remember the instructions with which they are associated.
m An assembler is a tool used by programmers to translate their assembly language programs into machine
language suitable for execution.
o Third-generation languages
m These languages take another step toward the expressive capability of natural languages by introducing
keywords and constructs that programmers use as the building blocks for their programs. Third-generation
languages are generally platform independent, though programs written using them may be platform
dependent as a result of using features unique to a specific operating system. Often-cited examples include
FORTRAN, COBOL, C, and Java. Programmers generally use compilers to translate their programs into
assembly language or all the way to machine language (or some rough equivalent such as byte code).
o Fourth-generation languages



m These exist but aren’t relevant to this book and will not be discussed
o RCHREs. RIRIFE: ROER
o In a traditional software development model, compilers, assemblers, and linkers are used by themselves or in
combination to create executable programs. In order to work our way backwards (or reverse engineer programs),
we use tools to undo the assembly and compilation processes. Not surprisingly, such tools are called
disassemblers and decompilers, and they do pretty much what their names imply. A disassembler undoes the
assembly process, so we should expect assembly language as the output (and therefore machine language as
input). Decompilers aim to produce output in a high-level language when given assembly or even machine
language as input.
o FfAMRE B FGsource code recovery RAB5H?
o The compilation process is lossy.

= At the machine language level there are no variable or function names, and variable type information can be
determined only by how the data is used rather than explicit type declarations. When you observe 32 bits of
data being transferred, you'll need to do some investigative work to determine whether those 32 bits
represent an integer, a 32-bit floating point value, or a 32-bit pointer.

o Compilation is a many-to-many operation.

m This means that a source program can be translated to assembly language in many different ways, and
machine language can be translated back to source in many different ways. As a result, it is quite common
that compiling a file and immediately decompiling it may yield a vastly different source file from the one that
was input.

o Decompilers are very language and library dependent.

m Processing a binary produced by a Delphi compiler with a decompiler designed to generate C code can yield
very strange results. Similarly, feeding a compiled Windows binary through a decompiler that has no
knowledge of the Windows programming API may not yield anything useful.

o A nearly perfect disassembly capability is needed in order to accurately decompile a binary.
m Any errors or omissions in the disassembly phase will almost certainly propagate through to the decompiled
code.
o OCHRAVEELFR
o The purpose of disassembly tools is often to facilitate understanding of programs when source code is
unavailable. Common situations in which disassembly is used include these:

Analysis of malware
Analysis of closed-source software for vulnerabilities

Analysis of closed-source software for interoperability

Analysis of compiler-generated code to validate compiler performance/correctness

Display of program instructions while debugging
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IDA Pro Operation

"« Load the binary of interest
« |IDA builds a database to characterize each
byte of the binary

— All manipulations of the disassembly involve
database interactions

» Performs detailed analysis of code
— Recognizes function boundaries and library calls
— Recognizes data types for known library calls

Black Hat Training
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e Download center (hex-rays.com)
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e |DA Evaluation
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e Hex-Rays interactive operation: Mark/unmark as decompiled

e Hex-Rays interactive operation: Copy to assembly

e ida - What is the meaning of (. DWORD ) - Reverse Engineering Stack Exchange
o IOSEFTBLI TR | La0s

e Interactive operation

e Failures and troubleshooting

e Third-party plugins

e onethawt/idaplugins-list: A list of IDA Plugins
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IDA Help: String literal style dialog (hex-rays.com)

IDA Help: Processor Type (hex-rays.com)

IDA-Pro-Hex-Rays.pdf (software-sources.com)

IDA Help: Analysis options (hex-rays.com)

Objective-C Runtime 24 | skANIRBIIEZE (zhangbuhuai.com)

x86 - What's the meaning of dword_XXXX and offset dword_XXXX in IDA? - Reverse Engineering Stack Exchange
IDA 8.1 | Hex-Rays Docs

IDA 8.2 | Hex-Rays Docs

IDA 8.2sp1 | Hex-Rays Docs

IDA 8.3 | Hex-Rays Docs

IDA 8.4 | Hex-Rays Docs

IDA 8.4sp1 | Hex-Rays Docs

IDA 8.4sp2 | Hex-Rays Docs

IDA 9.0 | Hex-Rays Docs

[iOS Hacker] IDA 7.0 shi&iE1d, iOS App — exchen's blog

Tutorial: Debugging iOS Applications with IDA Pro (hex-rays.com)

ios_debugger _tutorial

Mickey Jin on X: "l really enjoy debugging everything inside the IDA Pro, because it is awesome and powerful. But |
want to use the lldb command, like "po object" when debugging the objc program. Why don't you support lldb ?
@HexRaysSA So | just wrote a simple script: https://t.co/BzZWLtwwyLK https://t.co/TMDhdrPhgm" / X (twitter.com)
simulator the lldb command like "po objc_object" inside the IDA debugger. (github.com)

Quotes of this post / X (twitter.com)

Tutorial: Debugging iOS Applications with IDA Pro (hex-rays.com)
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