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FC4%wFI2E: Capstone

o EIARA: vi.e
o FEFAYIE]: 20230001

?

EiMl)

EIBoa K4 FM C 4% T B Capstone,

ARES+ 3 BT+ T &

APBNEMRG, TEN it SR TEHNT:
HonKitj&EHg
e crifan/ultimate_disassembler_capstone: ;L 45%)25: Capstone

ANfE{ERALtHonKitRIB XM AT AR F

¥ crifan/honkit_template: demo how to use crifan honkit template and demo

FELNR

o C4RFI22: Capstone book.crifan.org
e C4RF)28: Capstone crifan.github.io

B4 THIAIE
o [##F28: Capstone PDF

o L4RFI2E: Capstone ePub
o [##F28: Capstone Mobi

hRAXH] A& 5 BR

LB FPHARNEERNES, WXHGRA, HAEARE., ERHIoRNETSEANE, HE&ETHL. MEMEEN, &
BT HBFEEA R FK admin 34 crifan.com y BaRIEMER, SHESE,

EMEAREHIE, MEARIMARER. BZRTEWURERE. WHIFERE, H5EKATX.

N5 754

RIFBRNZEFRENEIEBEINTOEY, TEBH crifan AR SR NEETRAETHAEIR T H XL B F BRI AR
2, $SUEnsig,

EAh

fEERVE MR T
AN crifan BETEA 150+ REFHHIE, BNEABS


https://github.com/crifan/ultimate_disassembler_capstone
https://github.com/crifan/honkit_template
https://book.crifan.org/books/ultimate_disassembler_capstone/website/
https://crifan.github.io/ultimate_disassembler_capstone/website/
https://book.crifan.org/books/ultimate_disassembler_capstone/pdf/ultimate_disassembler_capstone.pdf
https://book.crifan.org/books/ultimate_disassembler_capstone/epub/ultimate_disassembler_capstone.epub
https://book.crifan.org/books/ultimate_disassembler_capstone/mobi/ultimate_disassembler_capstone.mobi
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Capstone#ffir

® Capstone

o logo

u
o —HIEMHIR
n BRI
m The Ultimate Disassembler
n BT —HRRICHSIZ
= Next Generation Disassembler Engine
n —PREBFNZHFZESMZ I SCRIELR
= a lightweight multi-platform, multi-architecture disassembly framework
o iR
» lightweight="2& %
= ELERIAPI
m Clean/simple/lightweight/intuitive architecture-neutral API
» ZIIESHEOBIndings=1{t T ZMIESHRIZZO
m Clojure, F#, Common Lisp, Visual Basic, PHP, PowerShell, Haskell, Perl, Python, Ruby, C#,
NodedsS, Java, GO, C++, OCaml, Lua, Rust, Delphi, Free Pascal
= multi-platform=X#%ZF&=EF &
m  windows & *nix (with Mac macos , i0s, Android , Linux , *BSD & Solaris confirmed)
= multi-architecture 1% Zfh5a4
H  Arm, Arm64 (Armv8 ), BPF , Ethereum Virtual Machine , M68K , M680X , Mips , MOS65XX , PowerPC ,
RISCV , Sparc , Systemz , TMS320C64X , Web Assembly , XCore & x86 (include x86_64 )
o CapstonefJ58 K Z 4t
n LR + DR
 FIEHPEXATAAE, EFEE
o FAR=RyFEE
" TR
n "i#HF 4 binary analysis
= %@ reversing
o I#FEZ| T Capstone
%%E"]ﬂ:;ﬁﬁrﬂlﬁ Radare2
¥R TE A pro BIEE=S1EM

m  IntelliJ IDEA

®  Qemu

m  Binwalk

m camal : CoseinciEEIHBEND
m pyew : PythonBEFESOTIAE
m  Cuckoo

m B kali Linux FEER

m The Ultimate Disassembly Framework — Capstone — The Ultimate Disassembler



m http://www.capstone-engine.org
= GitHub
m aquynh/capstone: Capstone disassembly/disassembler framework: Core (Arm, Arm64, BPF, EVM,
M68K, M680X, MOS65xx, Mips, PPC, RISCV, Sparc, SystemZ, TMS320C64x, Web Assembly, X86,
X86_64, XCore) + bindings.
m https://github.com/aquynh/capstone

crifan.org, {EFE24.0ER(CC BY 4.0)1% /&% all right reserved, powered by Gitbook&/FE#: 2023-09-01 23:42:12
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Capstone vs llvm

Capstone vs llvm
o capstoneifH LLvm fRIFZFIEZRFRAIMCIERR
o mc BIRFFNCHS I ZIUM mcpisassembler

m  MC = Machine Code

n AL

| JIT code |

B

| Object File (.0)

u
o M 1ivm EEXENTENM: 11vm-mc
» AT RICHERAN ZFHHIS M
® capstone 7_“337 MCDisassembler {’Ejﬂﬁ/&\?\]%
o BEXZTTAREMMANR, EEECRIRIT
o capstone 7E McDisassembler {EEAM _EH1T EMMAIKZAIINEE
m -> MCDisassembler BEfHHY capstone #BREMY
® capstone *ﬂ 1lvm-mc E’\JIX%IJ
o #N
m https://www.capstone-engine.org/beyond_llvm.html

crifan.org, {EFE #4.0EPFR(CC BY 4.0)111 &7 all right reserved, powered by Gitbook&R/EEH: 2023-09-01 23:41:45
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HEEX

e capstoneitllvm
o chubbymaggie/capstone2llvmir: Library for Capstone instruction to LLVM IR translation
m https://github.com/chubbymaggie/capstone2llvmir

e NETHR
o MHE
= Logo
¢oro i \ o
?
u/i})m (E = X r).rn
& & & J
6\’1{ G \‘;Q/ MCDEN Eﬂ{jﬁ- 4’ G\ "\‘G
= 37INE

B Capstone disassembler
= Next Generation Disassembler Engine
m http://capstone-engine.org
B Unicorn emulator
= Next Generation CPU Emulator
m http://unicorn-engine.org
B Keystone assembler
m http://keystone-engine.org

L%

/ xxxAsmParser

MatchAndEmitInstruction

MatchlInstructionlmpl

Assembly Parser

/ xxxMCCodeEmitter
|

Code Emitter

getBinaryCodeForinstr
|
encodelnstruction

xxXELFObjectWriter
|

Object Writer MCAsmBackend
|

applyFixup

= IDAEM


https://github.com/chubbymaggie/capstone2llvmir
http://capstone-engine.org
http://unicorn-engine.org
http://keystone-engine.org

= Keypatch — Keystone — The Ultimate Assembler
m https://www.keystone-engine.org/keypatch/

® O KEYPATCH:: Patcher

Syntax Intel B

Address 1ext:0000000000015B88 v

Original lea rdi, mutex i
L Encode 48 8D 3D 8E 1F 30 00 =
L size r =

Assembly [Iea rdi, mutex|
L Fixup lea rdi, [0x317820) -
LEncode |48 8D 3D 8E 1F 30 00
L size r =

Padding exira bytes with NOPs

ool | (D

B Radare2
m Unix-like reverse engineering framework and commandline tools

B Pwnypack
m CTF toolkit with Shellcode generator Ropper: Rop gadget and binary information tool
B GEF
= GDB plugin with enhanced features
u Usercorn
m Versatile kernel+system+userspace emulator
B X64dbg
= An open-source x64/x32 debugger for windows
m  Liberation
m code injection library for iOS
m Demovfuscator

m Deobfuscator for movfuscated binaries
n R

m Fundamental frameworks for Reverse Engineering


https://www.keystone-engine.org/keypatch/

HhEx

Binary Assembly
f'\
O
v
Emulator

&
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CapstonetJia LR

MacHZ 3 Capstone

o fEER
o Mac

m  brew install capstone

o Ubuntu

B sudo apt-get install libcapstone3

£

o HcZ¥Capstoneficore
A

A

o mp

brew capstone

o I BEERERR
m  brew info capstone
m DLEARA: capstone: stable 4.0.2 (bottled), HEAD

o BLZEXNNAIbinding
o Python

ANA
n e

pip capstone

m JE:
» EEELHER
B pip show capstone

u Ef%ﬂ"\]mﬁﬁ Capstone: 4.0.2

i Capstoneiz{TIER
FHCapstonefgPythonilli {73 :
e X86

# testl.py
capstone

CODE

md Cs CS_ARCH_X86, CS_MODE_64

i md disasm CODE
i address. i mnemonic i op_str

TR -

0x1000: push rbp
0x1001: mov rax, gword ptr rip + 0x13b8

e arm64



capstone
capstone armé4

CODE

md Cs CS_ARCH_ARM64, CS_MODE_ARM
md detail

insn md disasm( CODE
insn address insn mnemonie insn op_str

insn operands
insn operands

€
i insn operands
[
i ARM64_0OP_REG
¢ insn reg_name i value reg
i ARM64_0P_IMM
¢ 1 value imm
i ARM64_0P_CIMM
¢ 1 value imm
i ARM64_0P_FP
¢ 1. value fp
i ARM64_0P_MEM
(5
i value mem base
\

¢ insn reg_name i value mem base
1. value mem. index

\
¢ insn reg_name i value mem index
i value mem disp
\
¢ 1. value mem disp
i shift ARM64_SFT_INVALID i shift value
1 shift i shift value

i ext ARM64_EXT_INVALID
i ext

insn writeback

insn ec ARM64_CC_AL . ARM64_CC_INVALID
insn ec
insn update_flags

TR -

0x38! ldr wi, sp, #8]
Number of operands:
operands .type! REG wi
operands .type! MEM
operands 1 .mem.base: REG sp
operands .mem,disp: Ox8
0x3c! cneg X0, x1, ne
Number of operands:
operands O .type: REG  x0@
operands ' .type: REG xi
Code condition:
0x40: x0, x1, x2, 1lsl #2
Number of operands:
operands .type! REG x0
operands ' .type: REG xi
operands ” .type! REG  x2
Shift: , value

-> BEZMAAES, FR:

e Programming with Python language — Capstone — The Ultimate Disassembler (capstone-engine.org)
e capstone/bindings/python at master - capstone-engine/capstone - GitHub


http://www.capstone-engine.org/lang_python.html
https://github.com/capstone-engine/capstone/tree/master/bindings/python
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Unicorn¥TENHAIIES

LMD 4E, #EUnicorni&EHI{CIBHEAE], FiCapstonedTENHATIEEHITHIIES:
B SR
1Eilakd & Esymbol2575

FHY hook_code AU ER D AIMRED:

capstone
capstone armé4

BYTES_PER_LINE

# Init Capstone instance
cs Cs CS_ARCH_ARM64, CS_MODE_ARM CS_MODE_LITTLE_ENDIAN
cs detail

# memory address where emulation starts

CODE_ADDRESS

# code size: 4MB

CODE_SIZE

CODE_ADDRESS_END CODE_ADDRESS  CODE_SIZE # 0x00410000

curBytes
opcodeBytestr join eachByte eachByte curBytes
opcodeBytesStr

# callback for traecing instructions
mu, address, size user_data

# logging.info(">>> Tracing instruction at Ox%x, instruction size = Ox%x", address, size)
lineCount size  BYTES_PER_LINE
eurLineIdx lineCount
startAddress address curLineIdx BYTES_PER_LINE
codeOffset startAddress CODE_ADDRESS
opcodeBytes mu mem_read startAddress BYTES_PER_LINE
opcodeByteStr bytesToOpcodeStr opcodeBytes
decodedInsnGenerator ¢s. disasm opcodeBytes, address
# if gSingleLineCode:
eachDecodedInsn decodedInsnGenerator
eachInstructionName eachDecodedInsn mnemonic
offsetStr codeOffset
logging info startAddress offsetStr opcodeByteStr eachInstructionName
eachDecodedInsn op_str

mu hook_add (UC_HOOK_CODE. hook_code begin CODE_ADDRESS end CODE_ADDRESS_END

FEEMRME:

it TIogBEFTED, HEFTENHMEBHNAS, REWIL ZEIXcodeldid, (IOSHIObJCHI) ARMILAEREH (ldbRiCH&RRY) 2
AR

libobje.A.dylib'objec_alloc_init:

1 stp x29, x30, , #
! mov x29,
i cbhz X0, ; <+82>

ldr x8, X0
and x8, x8, #
ldrb w8, x8, #


https://book.crifan.org/books/cpu_emulator_unicorn/website/examples/example_akd_symbol2575.html

B, REMUTZME:

B

=
o HEithif <+REBE>: 15X IRIFLK

B, 0 LIDAREEE RopcodefIfER:

%
o LFhlE <+{RFEE>: opcode -> 55 1RIEEN

FIASEZIMA, BLRREE, ST EMXcodeFEYHIHIR

DB A8 B8

i 1F D6
D4 28

8B

1F D6

gntt, ARG ENEERE:

add
add
ldrsw
nep
ldr
add
br

w8, W, we
w8, we, #
X8, x25, W8, sxtw #

X9, #
X8, X8, X8
X8

o HEINEEHTEIME T == HRiAgtiL == PCAYE

o RBANIREE
e opcode={§ LM HFIE

o (f&BfiCapstonefi##fi/58Y) HRIIEERITHAES
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UnicorndiCapstone{EA1\5

;J;icornEIEmﬁﬁﬁij # CapstoneRmIFZRRAINID KRihFTE—

Capstone CRHKANIES, BLEMTFXcode P A K—H

o Bll, FCapstoneERCHRERINIES, FUnicomEIEMITHIIES, FRUNER
o BEERXREAUESEN, BEXRLZEEARK

mov vs movz

e UnicomEREEMTHIES == XcodeRLHBEIMIES T nov

akd'___1ldb_unnamed_symbol2540 akd:

¢ omov w27, #

I'-’ lr]?;L?:thKltAkd hiind jaiIAuthKitAkd) ? Any iOS Device (arm64, arm64e) Running akd on iPhone11_151 Ao

a8« jailAuthKitAkd.xm &| 0___lldb_unnamed_symbol2540$ $akd [E control
&8 akd ) () Thread 5 ) [&] 0 ___lidb_unnamed_symbol2540$$akd

Find v edit 0 matches Contains ¢

1 akd'___lldb_unnamed_symbol2540$$akd:

-> <+0>: pacibsp
>: sub sp, Sp,
> stp x28, x27,
stp x26, x25,
stp x24, x23,
stp x22, x21,
stp x20, x19,
stp x29, x30,
add x29, sp,
nop
1dr x8,
1dr x8, [x8]
stur x8, [x29, -
mov w27, Thread 5: breakpoint 34.1 (1)
movk w27,
add x8, x0,
cmp x8,
stp x1, x8, [sp,
ccmn X0,
mov w8,
csel w8, wzr, w8, eq
mov wll,
movk will,

N. &8 akd ) (l) Thread 5 ) [&] 0 ___lldb_unnamed_symbol2540$$akd 36 characters | (=

<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<
<

VVVVVVVVVVYVVVVVVVVVVYyVY

o CapstoneZ/RiIZFLAIIES: movz

size , opcode FB 8B
movz w27, #



&

BTAEE D Python: MEIX#E v % - @ sample_arm64.py 2 akd_func2540_:

dynamicDebug > emulate_arm > unicorn > f@ sample_arm64.py > @ test_arm! > 2 Y OO
v Locals < a .
a @, 330
oy . . retVal = mu.reg_ hook_mem_fetch B2I, 3 I
ARG1_X@_routingInfoPtr: 4259840
18446744073709551614

print(">>> retVal=0x%x" % retVal)
> mu:
routingInfoEnd = mu.mem_read(ARG1_X@_routingInfoPtr, 8)
print( routingInfoEnd hex=0x%s" % routingInfoEnd.hex())
routingInfoEndLong = int.from_bytes(routingInfoEnd, "little", signe
Globals print( routingInfoEndLong=%d" % routingInfoEndLong)
v AR breakpoint EE{$

> routingIn

routingInfo

except UcError as

print("ER
<module> ple_arm 1811 print("\n

test_arm64 sample_arm64.py 178:1

if
@ @8

[0x10020] size=0x4, opcode=FD 43 03
[0x10020] add x29, sp, #0xdo
[0x10024] size=0x4, opcode=1F 20 03
[0x10024] nop

[0x10028] size=0x4, opcode=1F 20 03

nop
size=0x4, opcode=1F 20 03
[0x1002c] nop
[0x10030] size=0x4, opcode=1F 20 03
[0x10030] nop
[0x10034] size=0x4, opcode=FB 50 8B
[0x10034] w27, #0x5a87
v Wi [0x10038] si opcode=9B 84 AD 72
. 5 [0x10038] w27, #0x6c24, sl
8 Raised Exceptions [0x1003c] size=0x4, opcode=08 18 00 91
¥ Uncaught Exceptions [0x1003c] add X8, X0, #6
B User Uncaught Exceptions [ég;éggg?] suimgx4, oig?de i7 15 ) [
¥ sample_arm64.py dynamicDebugl/e... 89 [0x10044] size=0x4, opcode=E1 03 04 A9
[0x10044] stp x1, x0, [sp, #0x40]
¥ sample_arm64.py dynamicDebug/... 101 >> Memory WRITE at @x7FFF60, siz 0x-2, PC= 0x10044
i | @ >> Memory WRITE at @x7FFF68, siz 0x410000, PC= 0x10044
¥ sample_arm64.py dynamicDebug/... 164 [0x10048] size=dxd, opcode=04 28 48 BA
¥ sample_arm64.py dynamicDebug/... 178 [0x10048] ccmn X0, #8, #4, hs

§° master*r O ®48A0 gj:locate 17178, 511 Z#&:4 UTF-8 LF {§ Python 3.9.4 64-bit ('3.9.4": pyenv) (@ Prettier & (2

—> 2N, HX: B—HE,

1

WMHE:

® MOV (wide immediate)
o R
m Move 16-bit immediate to register.
= This instruction is an alias of MOVZ.
o B
B MOV wWd, #imm
H MOV Xd, #imm
o fBTE
® MOvVz
o MR
m Move shifted 16-bit immediate to register.
m This instruction is used by the alias MOV (wide immediate).
o B
B MOVZ Wd, #imm{, LSL #shift}
B MOVZ Xd, #imm{, LSL #shift}
o XJLb
o EFRMAIILENFImm:
B MOV (wide immediate)
n F2f
m XFTF32(IAY wa © s2f
m XTFOAMIAY xd © eaf
m -) FIMOVZHEY16bittt, 32{UFN64MIIENERE, FRLAIUME wide immediate
m  Movz
n 161U (FRFSHIIZENER)
o -) MHMOVZH shift=o If, H immiof <=6s536 Bl 16fi AT:
B MOV (wide immediate) == MOVZ
w Bl Y imm-oxsas7 , ZMEE, KBEBEE—HFN

B mov w27, #0x5a87



H  mov x27, #0x5a87
H  movz w27, #0x5a87

H  movz x27, #0x5a87

HEERITEENE, MARE<IFINE
Bk HLEESHHENE TrREeASnE

HHI1: adr x25, #0x227e4 VS adr x25, #0x32850

Unicorni@iftHAlE), MRBZE%F: AEICapstone®k, EFLHAIRILHEEHARMLEHNE
AHEEE, §T ar FHEL, HETENE: BHEENE, MARRIBHE
tban:

[RIGARMICARIESR =2

adr X25, #

M capstone ERCHEFN, AZ:

adr X25, #

Hepfy, NEZRIPCRYE, TEMlogR:

3F adr Xx25, #

AUES:
e x25 = ox32850 = Hajpc + L HMIRIBHIRIEE = oxo001006C + 0x227e4
D BN, RNORBET, MR2:

e x25 = ox4288c = Hajpc + IBLHMIRIBHIRISE = oxo001006C + 0x32850

#4|2: LDR x8 #OX5F1EC VS LDR X8 #0x6F214

o iftfl=opcode: 68 sF 2F 58
o %M
= ARMHAlittle endian /)\i
» ARMB41&ET

m Xcode
» B FohiRIG
= Unicorn
m Capstone
o IFEEIBLE
®m DR x8 #OX5F1EC
o AT : Unicorn/Capstone, &4k LEELME:
» IRIEULSLLDR (literal) == LDR (PC-relative literal) B4 5 :
n BAEMHME = offset + PCHME = OX5FIEC + HFIPCER0x10028 = 0x6F214
o FfA, MR, Unicorn/Capstoned, RRHIRIIZMLE + BTG, RENLEG
®m DR x8 #0Xx6F214
o MUARMHEIR, LinLtE: MRIBERMN
» ARETEEL, BETEME
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SEAZH

[EfER] unicornffCapstoneCHREER HALLHERIBIES

RICYRHEZE Capstone

[EfgR] MacthREFMWA K CapstoneX BRRCHRED

[2:2] Unicomi@ifli\§: CapstoneRCHEFBLEERITERNERMARFIBARMIES FIE
[Ef2R] unicorniEIARMIES : CapstonefIXcodefJi8< RICRERT—H¥

1 flakd R Esymbol2575

Programming with Python language — Capstone — The Ultimate Disassembler (capstone-engine.org)

capstone/bindings/python at master - capstone-engine/capstone - GitHub

Capstone & LLVM — Capstone — The Ultimate Disassembler
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